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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eEfT@pen Mobile Alliance authorizes you to copy thi€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted atependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.
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1. Scope

This document defines a set of management objgotae of these are mandatory for all OMA DM complidevices and
others are optional. The objects are defined usiagoMA DM Device Description Framework.
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2.2 Informative References

None.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

Any reference to components of the DTD's or XMLpg&ts are specified in thigpeface

3.2 Definitions

See the DM Tree and Description [DMTND] documenmtdefinitions of terms related to the managemes#.tr

3.3 Abbreviations

None.
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4. Introduction

Other OMA DM specifications define the syntax arthantics of the OMA DM protocol. However, the usedéss of such a
protocol would be limited if the managed entitieslevices required different data formats and diggd different behaviors.
To avoid this situation this specification defireaumber of mandatory management objects for vaniges in devices.
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5. Standardized Objects
5.1 Management Objects

Management objects are logical collections of eglatodes that enable the targeting of managemenatigns, using OMA
DM protocol commands. Each node in a managemertbban be as small as an integer or large andleartike a
background picture or screen saver. The OMA DMaarotis agnostic about the contents, or valueth@fmanagement
objects and treats the node values as opaque data

5.1.1 Definition and description of management objects

OMA DM management objects are defined using the DM Device Description Framework [DMTND], or DDFh& use
of this description framework produces detailedinfation about the device in question. However, tdude high level of
detail in these descriptions, they are sometimed foet humans to digest and it can be a time comsgitask to get an
overview of a particular objects structure.

In order to make it easier to quickly get an ovewiof how a management object is organized ardtgsded use, a
simplified graphical notation in the shape of ackldiagram is used in this document. Even thougmttation is graphical,
it still uses some printable characters, e.g. tmtethe number of occurrences of a node. Thesmairdy borrowed from
the syntax of DTDs for XML. The characters anditieganing are defined in the following table.

Character Meaning

+ one or many occurrences
* zero or more occurrences
? zero or one occurrences

If none of these characters is used the defauliroence is exactly once.

There is one more feature of the DDF that neett&t® a corresponding graphical notation, the unedhibhock. These are
blocks that act as placeholders in the descrigimhare instantiated with information when the mog® used at run-time.
Un-named blocks in the description are represenyeallower case character in italics, e.g.

Each block in the graphical notation corresponds described node, and the text is the name ofdble. If a block contains

anx, it means that the name is not known in the deseri@nd that it will be assigned at run-time. Tlaenes of all ancestral
nodes are used to construct the URI for each notteei management object. It is not possible tatseactual parameters, or
data, stored in the nodes by looking at the graplmictation of a management object.

The following is an example of what a managemejgatizan look like when it is expressed using ttapbical notation.
This particular object is the OMA DM Device Infortian management object.

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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./Devinfo Ext?
Bearer?
Devld
Man
Mod
DmV
Lang

Figure 1: Example of a management object picturedsing the graphical notation

Naturally, this graphical overview does not sholila details of the full description, but it prdeis a good map of the
description so that it is easier to find the indisél nodes. Although the figure only provides avated view of the
description, there are still some things worthcioti. All the blocks with names in place occur dkaonce, except Ext and
Bearer that are optional and may not be preseait. @ne of the named nodes, Devinfo, has childespd is an interior
node. With the exception of Ext and Bearer, nonthefother named nodes can have any children ofdive; they are leaf
nodes. The un-named leaf nodes are marked withis. feans that although the description only costane node
description at this position in the tree, there barany number of instantiated nodes at run-timguding none. The only
limit is that the node names MUST be unique and orgrivlUST be available to store the nodes.

The next figure shows an example of what the dewifigmation management object could look likeiat-time.

./Devinfo Ext VendorSpeciall
Devld VendorSpecial2
Man VendorSpecial3
Mod
DmV
Lang

Figure 2: Example of an instantiated ./Devinfo objet

The difference between this and the previous figsithat now the un-named blocks have been instoti It is also shown
that the * character means that a node can occarazenore times. Note that none of the stored ufatiae leaf nodes is
shown in the figure, what are visible are only tloele names.
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5.1.2 DDF compliance

The management object descriptions in this docurmenhormative. However, the descriptions alsoaiardare a number of
informative aspects that could be included to enbaradability or serve as examples. Other infakaatspects are, for
instance, th&ZeroOrMore andOneOreMore elements, where implementations MAY introducerretivns. All these
exceptions are listed here:

* All XML comments, e.g. &!-- some text --> ", are informative.

» The descriptions do not contain Bt Properties  element, or any of its child elements, but a dption of an
actual implementation of this object MAY includetfe.

» If a default value for a leaf node is specifiecgidescription, by thBefaultValue  element, an implementation
MUST supply its own appropriate value for this etgmn If theDefaultValue  element is present in the
description of a node, it MUST be present in thplementation, but MAY have a different value.

* The value of alMan, Mod, Description andDFTitle elements are informative and included only as
examples.

» Below the interior nodeExt andBearer , an implementation MAY add further nodes at will.
» The contents of thAccessType element MAY be extended by an implementation.

« If the any of the followingAccessType values are specified, they MUST NOT be removeaniimplementation:
Copy, Delete, Exec, Get, andReplace

» Ifthe AccessType valueAdd is specified it MAY be removed in an implementatibthe implementation only
supports a fixed number of child nodes.

* Animplementation MAY replace théeroOrMore or OneOreMore elements wittZeroOrN or OneOrN
respectively. An appropriate value fFdMUST also be given with the.OrNelements.

5.2 Management objects standardized by other organizations

OMA DM has been designed so that existing manageoigacts can be managed. These existing managernguts have
typically already been standardized by other statwarganizations.

5.3 The OMA DM management objects

Clients implementing OMA DM MUST support the OMA DAtcount management object, Devinfo managementbbje
and the DevDetail management object, and Inbox gemant object. OMA DM servers MUST support all thre
management objects as well.

Management Client Support Server Support | Description

Object

DMAcc MUST MUST Settings for the DM client in a meged device.

Devinfo MUST MUST Device information for the OMA DNerver. Sent
from the client to the server.
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DevDetail MUST MUST General device information thanefits from
standardization.

Inbox MUST MUST Reserved URI where the device SHOUIse the
management object identifier to identify the abs®lu
URI.

The difference between Devinfo and DevDetalil ig tha Devinfo parameters are needed by the managesaerer for
problem free operation of the OMA DM protocol. Thevinfo object is sent from client to server in theginning of every
session.

DevDetail contains other device specific parameteass benefits from being standardized and mangaldre only
difference is that these parameters are not semt tient to server automatically. Instead, them@meters are managed by
servers as any other parameters and can be maeipuising OMA DM commands.

5.3.1 The DM Account management object

The management object is used to manage settin@Ma# DM protocol.

Management object identifier: urn:oma:mo:oma-dm-dmacc:1.1

—{<x>+}——iAppID (Interinr Node j

|

—{ServerID | |Leaf MNode |
—{Name? I | Optional Node !
—{PrEfCDnREf? | |Required Node |
—{TDCDnREf? }——{<x>+}——|CDnREf |
— Appiddr < xe+ Addr |

LddrType I

Fort }——{<x>+}——{PDrthr |

— LAuthFref? |

— Appiuth? x>+ LauchLewvel

LputhType

LinthSecret?

|
|
L puthifame ? |
|
|

Aaputhhata

—{NDAutDInitialSessiDn? |

H Ext? ]

Figure 3: The DM Account Management Object
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Parameters are also described in Device Managefypatication Characteristic registration documen?]wvhich is used as
a part of OMA Client Provisioning specificationsRELDCP]. General mapping rules of OMA Client Promisng
parameters are described in [DMBOOT]. When the Ddt¢dunt parameters are derived from OMA Client Fsioviing w7
document, see more information about parameter mgmp Appendix C.

The complete DDF description of this managementalgan be found in [DMAccDDF].

The DM Account Managed Object shown in Figure 3 im@yocated anywhere in the DM Tree. While therg bmbusiness
cases for locating the DM Account Managed Object lacation other than at the root of the DM Tifee most device
management scenarios locating the DM Account Mash&jgect at the root of the DM Tree will meet theeds of the
industry. Therefore it is recommended the DM Acdddanaged Object be located in the DM Tree as tRé‘IUDMAcc’.

An example for DM account URI under a fixed locatie ‘./DMAcc/<x>/.....".

The optional DMAcc node is an interior node acta gdaceholder for one or more DM Accounts as @efinelow:
*  Occurrence: ZeroOrOne
* Format: Node

* Access Types: Get

* Values: N/A

LI

Status Occurrence Format Min. Access Types
Required OneOrMore node Get

This interior node acts as a placeholder for amaare accounts or for a fixed node. Managemene@bgentifier
for the DMAcc MO MUST be: “urn:oma:mo:oma-dm-dméaka.”.

ApplID

Status Occurrence Format Min. Access Types
Optional One chr Get

This optional node specifies the application IDdevice management account object. The valuei®htide, if
present, MUST be ‘w7’

ServerlD

Status Occurrence Format Min. Access Types
Required One chr Get

This node specifies a server identifier for managi@nserver used in the management session.

Name

Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This node specifies user displayable name for theagement server.
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PrefConRef
Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This node specifies a reference to preferred cdivityc It is expected that either a URI to proxiyMAP MO is

specified, but other, implementation-specific cartoils MAY be referenced.

ToConRef

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrOne

node

Get

This interior node is used to allow applicationrééer to a collection of connectivity definitiorSeveral

connectoids MAY be listed for a given applicatiarder this interior node.

ToConRef/<X>
Status Occurrence Format Min. Access Types
Required OneOrMore node Get

This interior node acts as a placeholder for onmare connectivity parameters.

ToConRef/<X>/ConRef
Status Occurrence Format Min. Access Types
Required One chr Get

This node indicates the linkage to connectivitygpeeters, specified either as an URI to an MO @mas
implementation-specific identifier.

AppAddr

Status

Occurrence

Format

Min. Access Types

Required

One

node

Get

This interior node is used to specify multiple Mgament Server addresses.

AppAddr/<X>
Status Occurrence Format Min. Access Types
Required OneOrMore node Get

This interior node acts as a placeholder for séjmgrane or more Server Addresses.

AppAddr/<X>/Addr
Status Occurrence Format Min. Access Types
Required One chr Get

This node specifies a Management Server addressadept upon AddrType.
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AppAddr/<X>/AddrType
Status Occurrence Format Min. Access Types
Required One chr Get

This node specifies a Management Server address\glid values are: “URI”, “IPv4” or “IPv6”.

AppAddr/<X>/Port
Status Occurrence Format Min. Access Types
Required One node Get

This interior node acts as a placeholder for aggieg one or more Port settings.

AppAddr/<X>/Port/<X>
Status Occurrence Format Min. Access Types
Required OneOrMore node Get

This interior node acts as a placeholder for aggiieg one or more Port settings.

AppAddr/<X>/Port/<X>/PortNbr

Status Occurrence Format Min. Access Types
Required One chr Get

This node specifies port number. The port numbeiSVIlbe a decimal number and must fit within the eaafja 16
bit unsigned integer.

AAuthPref

Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This is a string-valued node whose possible vaexactly one of the names of the various possitifleentication
types (AAuthType values). E.g. "DIGEST". If thisd®is present, the client SHOULD use this authatitio type
when connecting to the server. The use of this i®deended to reduce the number of round triga/een client
and server that would be caused by authenticatialienges. If the value is empty, the default béhanis to
indicate the authentication mechanism negotiateélérprevious session if one exists.

See <x>/AppAuth/<x>/AAuthTypes in section 5.3.1fabpossible values of this node.

AppAuth

Status Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This node specifies authentication information.
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AppAuth/<x>
Status Occurrence Format Min. Access Types
Required OneOrMore node Get

This interior node acts as a placeholder for onmare authentication settings.

To ensure against misalignment of credentials thigir correct Authentication Level
(<X>/AppAuth/<X>/AAuthLevel) and avoid unnecessampcessing within Device, the nhode name used fer th
node SHOULD be the value of AAuthLevel node under i

For example:
<NodeName>AppAuth</NodeName>
<NodeName>CLCRED</NodeName>
<NodeName>AAuthLevel</NodeName>

<Value>CLCRED</Value>

AppAuth/<x>/AauthLevel

Status Occurrence Format Min. Access Types
Required One chr Get

This node specifies the authentication level.

Values:

Status Interpretation

CLCRED Optional Credentials DM Client uses to
authenticate itself to the OMA DM
Server at the DM protocol level.
SRVCRED Optional Credentials DM Server uses to
authenticate itself to the OMA DM
Client at the DM protocol level.

OBEX Optional Credentials for OBEX authentication.

NOTE: If this AAuthLevel is selected
only HTTP-BASIC, HTTP-DIGEST
and TRANSPORT are valid values
for AAuthType.

HTTP Optional Credentials for HTTP (/WSP)
authentication.

NOTE: If this AAuthLevel is selected
only HTTP-BASIC, HTTP-DIGEST
and TRANSPORT are valid values
for AAuthType.

Table 1: AAuthLevel Values
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AppAuth/<x>/AAuthType

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

This node specifies the authentication type.

pri

n

Values:
Status Interpretation

HTTP-BASIC Optional HTTP basic authentication done
according to RFC 2617.

HTTP-DIGEST Optional HTTP digest authentication done
according to RFC 2617.

BASIC Optional DM 'syncml:auth-basic' authenticati
as specified in [DMSEC].

DIGEST Optional DM 'syncml:auth-md5' authenticatio
as specified in [DMSEC].

HMAC Optional DM 'syncml:auth-MAC'
authentication as specified in
[DMSEC].

X509 Optional 'syncml:auth-X509' authentication
done according to [REPPRO].

SECURID Optional ‘'syncml:auth-securid' authentication
done according to [DMSEC].

SAFEWORD Optional 'syncml:auth-safeword' authenticatidg
done according to [DMSEC].

DIGIPASS Optional 'syncml:auth-digipass' authenticatio
done according to [DMSEC].

TRANSPORT Optional Secure Transport authentication is
used. Transport layer authenticationl|i
beyond the scope of OMA DM
Security.

AppAuth/<x>/AAuthName

Table 2: AAuthType Values

Status

Occurrence

Format

Min. Access Types

Required

ZeroOrOne

chr

Get

This node specifies the authentication name.
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AppAuth/<x>/AAuthSecret

Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This node specifies the authentication secret.

AppAuth/<x>/AAuthData

Status Occurrence Format Min. Access Types
Required One bin No Get

This node specifies the authentication data rejatirnthe AAuthType.

NoAutolnitialSession

Status Occurrence Format Min. Access Types
Required ZeroOrOne bool Get

If the NoAutolnitialSession leaf node is set toetréollowing completion of the DM Bootstrap opeceatj the DM
Client MUST NOT attempt an untriggered connectiothte DM Server. If set to false or omitted, the @fient
MUST conform to the normal bootstrap connectior rul

Ext

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This interior node is where the vendor specifioiniation about device management application isgolgvendor
meaning application vendor, device vendor, OS veetin). Usually the vendor extension is identifigdvendor
specific name under the ext node. The tree streatoder the vendor identified is not defined armdtb@&refore
include a non-standard sub-tree.

5.3.2 The Devinfo management object

Management object identifier: urn:oma:mo:oma-dm-devinfo:1.0

The following figure shows an overview of the Defeiimmanagement object.

hY

A DevInfo b Ext Interior Node
s i

H:Bearer?) | Leaf Node |

—| DevId | | Optional Node E

—| Man | | Eequired Node |

D
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The nodes making up Devinfo have the following niegst

./DevInfo

Figure 4: The Devinfo management object

Status

Occurrence

Format

Min. Access Types

Required

One

node

Get

Ext

This required interior node specifies the uniqugedhd of the Devinfo management object. Managdan@ject
Identifier for the Devinfo MO MUST be: “urn:oma:nmna-dm-devinfo:1.0".

Status

Occurrence

Format

Min. Access Types

Bearer

Devld

Man

Mod

Optional

One

node

Get

An optional, interior node, designating the onlgdch of the Devinfo sub tree into which extensioms be added,

permanently or dynamically.

Status

Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

node

Get

An optional, interior node in which items relatedthe bearer (CDMA, etc.) are stored. Use of thistsee can be
mandated by other standards.

Status Occurrence Format Min. Access Types
Required One chr Get
A unique identifier for the device. SHOULD be gldipainique and MUST be formatted as a URN as defime
[RFC2141].
Status Occurrence Format Min. Access Types
Required One chr Get
The manufacturer identifier.
Status Occurrence Format Min. Access Types
Required One chr Get

A model identifier (manufacturer specified string).
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DmV
Status Occurrence Format Min. Access Types
Required One chr Get
OMA device management client version identifier fmfacturer specified string).
Lang
Status Occurrence Format Min. Access Types
Required One chr Get

The current language setting of the device. Théasyof the language tags and their use are defimpRIFC1766].
Language codes are defined by ISO in the stan@&D639-2.

The complete DDF description of this managementalgan be found irgrror! Reference source not found].

5.3.3 The DevDetail management object

Management object identifier: urn:oma:mo:oma-dm-devdetail:1.1

The following figure shows an overview of the Dev&iemanagement object.
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The nodes making up DevDetail have the followingmegs:

./DevDetail

—( DevDetail ]——( Ext?

|: Interior Node

b

;
— Bearer ) Leaf Node
— Rosming | iOptional Node
— CET | |[Reguired Node

— TRI

MaxDepth
MaxTotLen
MaxSeglen

—| DevType

— OEM

— FuV

H S wv

— HuV

— Lrgh]

—|: UserInteraction :l—

—| UserInput

—| Displavy

—| Confirm

—| Choice

—| ProgressNotify

Figure 5: The DevDetail management object

Status

Occurrence

Format

Min. Access Types

Required

One

node

Get

This interior node specifies the unique objectfithe DevDetail management object. Management ®@bjec

Identifier for the DevDetail MO MUST be: “urn:omamoma-dm-devdetail:1.1".

Ext

Status

Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

node

Get

An optional, interior node, designating the onlgfech of the DevDetail sub tree into which extensican be
added, permanently or dynamically.
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Bearer

Status Occurrence Format Min. Access Types
Optional One node Get

An optional, interior node, designating a brancthef DevDetail sub tree into which items relatethbearer
(CDMA, etc.) are stored. Use of this sub tree camandated by other standards.

Roaming

Status Occurrence Format Min. Access Types
Required One int Get

This node indicated the current roaming statushfercurrent DM session.

The following values are valid:

Value Description

0 Current DM session is not over a roaming conoacti

1 Current DM session is over a roaming connection

2 It is unknown if the current DM Session is over a
roaming connection.

CBT

Status Occurrence Format Min. Access Types
Required One int Get

This node provides bearer type information overclwtihe DM session is currently being carried. Towatent of
this node is Integer format with the range frono @55, and currently the following values are alec for
different bearer types. For the bearer types netr@d in this version of specification the valueQher Bearer
Type is to be used.

Bearer Value
Other Bearer Type 0
3GPP Circuit Switched Bearer 1
3GPP Packet Switched Bearer 2
3GPP2 CDMA Packet Data Bearer 3
WLAN Bearer 4
LTE 5
WiMAX 6
OBEX 7
[-WLAN 8
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URI

Status

Occurrence

Format

Min. Access Types

Required

One

node

Get

This interior node holds URI related information.

URI/MaxDepth

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

Specifies the maximum depth of the managemenstpported by the device. The maximum depth ofrée is
defined as the maximum number of URI segmentsthigatievice supports. The value is a 16 bit, unsigniger
encoded as a numerical string. The value ‘0’ mefaaisthe device supports a tree of ‘unlimited’ dept

URI/MaxTotLen

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

Specifies the maximum total length of any URI usedddress a node or node property. The maximuahlasigth
of a URI is defined as the largest total numbesharacters making up the URI which the device cgpsrt. Note
that depending on the character set this mighbadhe same as the number of bytes. The valu&6shi,
unsigned integer encoded as a numerical stringv@he ‘0’ means that the device supports URI ofinited’

length.

URI/MaxSegLen

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

Specifies the maximum total length of any URI segtie a URI used to address a node or node praperty

The maximum total length of a URI segment is defiae the largest number of characters which thezed®an
support in a single URI segment. Note that dependimthe used character set this might not beghesas the
number of bytes. The value is a 16 bit, unsignéebier encoded as a numerical string. The valum&ans that the

device supports URI segments of ‘unlimited’ length.

DevType

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

Device type, for example. PDA, pager, or phone.

OEM

Status

Occurrence

Format

Min. Access Types

Required

One

chr

Get

Original Equipment Manufacturer of the device.
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FwV

SwVv

HwV

LrgObj

Status Occurrence Format Min. Access Types
Required One chr Get
Firmware version of the device.
Status Occurrence Format Min. Access Types
Required One chr Get
Software version of the device.
Status Occurrence Format Min. Access Types
Required One chr Get
Hardware version of the device.
Status Occurrence Format Min. Access Types
Required One bool Get

Indicates whether the device supports the OMA DivgkeaObject Handling specification, as defined iMIBPRO].

Userlnteraction

Status

Occurrence

Format

Min. Access Types

Required

One

node

Get

This interior node is a placeholder for the uséegriaction leaf nodes.

UserlInteraction/Userlnput

Status

Occurrence

Format

Min. Access Types

Required

One

bool

Get

Indicates whether the device supports the UsertlAfart, as defined in [DMPRO].

UserlInteraction/Display

Status

Occurrence

Format

Min. Access Types

Required

One

bool

Get

Indicates whether the device supports the DisplaytAas defined in [DMPRO].
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UserlInteraction/Confirm

Status Occurrence Format Min. Access Types
Required One bool Get

Indicates whether the device supports the Confiomailert, as defined in [DMPRO].

Userlnteraction/Choice

Status Occurrence Format Min. Access Types
Required One bool Get

Indicates whether the device supports the Choieet s defined in [DMPRO].

UserlInteraction/ProgressNotify

Status Occurrence Format Min. Access Types
Required One bool Get

Indicates whether the device supports the Progtetfication Alert, as defined in [DMPRO].

It is RECOMMENDED that the combination of HwWV, SwWwV, Man, Mod, and OEM provide a unique signature
identifying the specific version of software, thu®viding a means for other implementations to msecial provisions
based on that identification.

The complete DDF description of this managementalgan be found irgrror! Reference source not found].

534 Inbox

Management object identifier: urn:oma:mo:oma-dm-inbox:1.0

Inbox is designed to be used when the DM Servetsviie DM Client to choose where to create a managéobject in the
management tree. To have the DM Client performabisn, the DM Server will add a MO using TNDShe *./Inbox’
URI, and the DM Client MUST add this MO into the Dike using a location of DM Client’s choice.

For example, an operator would put a DMAcc and soommectivity MO into asingle TNDS object, which in turn would be
the data for an Add operation in a Bootstrap Messalthis Bootstrap Message could thermphb®/idedvia WAP Push or via
a smartcard to a device for the DM Client to prgceSince the DM Server may not know precisely wthibe DMAcc needs
to reside, it will use the Inbox for the destinatiof the Add. How the DM Client will decide the kion of the MO in the
DM Tree is up to the DM Client, but might be chosgrthe MOID of the new MO.

Inbox MUST be associated with the following fixe®L "./Inbox"
Inbox MUST be supported by the DM Client.

DM Clients MUST only permit thA&dd operation on “./Inbox”. A DM Client MUST returhe status code “Command not
allowed” (405) in response to any command othem thad with targets “./Inbox”.

Inbox MUST support the ACL Runtime Property. Thbedr ACL property MUST be used to set access righ3M
Servers that are allowed to use this feature.
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Inbox MUST only be used with TNDS objects [DMTNDS}on-TNDS objects MUST be rejected with "Unsuppdnnedia
type or format." (415).

Inbox MUST NOT support any child nodes. Commaitds address child nodes of Inbox MUST be rejectigd w
"Forbidden" (403).

The DM Client MUST copy the location of the new Nio the TargetRef elemef@MREPPROQ]in the returned Status
command.

An example that illustrates the usage of the Intbmctionality is provided below

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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Appendix A. (Informative)
A.1 Approved Version History
Reference Date Description
N/A N/A No prior 1.3 version
A.2 Draft/Candidate Version 1.3 History
Document Identifier Date Sections Description
Draft versions 15 Oct 2008 All Baseline to v1.3., using OMA-TS-DStdObj-V1_2_1-20080617-A
OMA-TS-DM_StdObj-V1_3 13 Apr 2009 5.3 Applied
OMA-DM-DM13-2009-0005-CR_Bootstrap_Connect
06 Jul 2009 5.3.1.8 Applied
OMA-DM-DM13-2009-0036R02-
CR_DMAcc_Authentication_Node_Naming
OMA-DM-DM13-2009-0040-CR_DMAcc_Diagram
09 Sep 2009 All Applied
OMA-DM-DM13-2009-0059R02-CR_Enhance_DevDetail
28 Oct 2009 All Applied
OMA-DM-DM13-2009-0105R01-CR_Inbox_Only_Add
OMA-DM-DM13-2009-0092-CR_Inbox_Not_Optional
OMA-DM-DM13-2009-0074R02-CR_Add_StdObj_Tables
17 Nov 2009 All Applied
OMA-DM-DM13-2009-0047R04-CR_DMAcc_Node_Name_Rooting
OMA-DM-DM13-2009-0088R01-CR_StdObj_Bug_Fixes,
OMA-DM-DM13-2009-0109R01-CR_StdObj_Cleanup
02 Dec 2009 All Corrected tables for node desanisti
28 Dec 2009 All Applied
OMA-DM-DM13-2009-0129-CR_StdObj_Missing_Nodes
29 Dec 2009 Moved the URI text to the correct sfddevDetail.
13 Jan 2010 All Applied
OMA-DM-DM13-2009-0140R01-CR_StdObj_Diagrams
DSO editorial clean-up
14 Jan 2010 5.3.3 Applied
OMA-DM-DM13-2010-0003-CR_DevDetail_Missing_Nodes
04 Feb 2010 5.3.3 Applied
OMA-DM-DM13-2010-0007R05-CR_Bearer_Type
OMA-DM-DM13-2010-0005-CR_StdObj_SCR_Version_Fix
OMA-DM-DM13-2009-0124R01-CR_Roaminginfo
OMA-DM-DM13-2009-0120R02-CR_Inbox_Usage_ Clarificatidoc
OMA-DM-DM13-2010-0032R01-CR_Inbox_Fixes.doc
OMA-DM-DM13-2010-0019-
CR_Correct_Description_For_Inbox_Mandatory.zip
11 Feb 2010 All Editorial clean-up of formatting BO
15 Apr 2010 All Applied
OMA-DM-DM13-2010-0041-CR_StdObj_Cleanup
OMA-DM-DM13-2010-0058-CR_Improve_Inbox_in_StdObj
16 Apr 2010 All Really applied OMA-DM-DM13-2010-0058-
CR_Improve_Inbox_in_StdObj.
26 Apr 2010 2.1 Formatting of one hyperlink
04 May 2010 All Applied
OMA-DM-DM13-2010-0073-CR_Remove_Nonce_Resync
Formatting of a few tables borders, double quobtesiged to single
quotes
Candidate version 25 May 2010 N/A Status changed to Candidate by TP

OMA-TS-DM_StdObj-V1_3

Ref # OMA-TP-2010-0221-
INP_DM_V1.3_ERP_and_ETR_for_Candidate_approval
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Appendix B. Static Conformance Requirements

The notation used in this appendix is specified@PPROC].

(Normative)

B.1 SCR for DM Client
Item Function Reference Status Requirement
SCR-DM-STDOBJ-C- | Support of Devinfo Section 5.3.2 M
001 object
SCR-DM-STDOBJ-C- | Support of DevDetalil Section 5.3.3 M
002 Object
SCR-DM-STDOBJ-C- | Support of DM Account | Section 5.3.1 M
003 Object
SCR-DM-STDOBJ-C- | Support of Inbox Object| Section 5.3.4 M
004
B.2 SCR for DM Server
Item Function Reference Status Requirement
SCR-DM-STDOBJ-S- | Support of Devinfo Section 5.3.2 M
001 object
SCR-DM-STDOBJ-S- | Support of DevDetall Section 5.3.3 M
002 Object
SCR-DM-STDOBJ-S- | Support of DM Account | Section 5.3.1 M
003 Object
SCR-DM-STDOBJ-S- | Support of Inbox Object| Section 5.3.4 M

004
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Appendix C. Mapping of Device Management parameters

In the below table the Device Management Accounbdfgment Object and Device Management ProvisioGomgent
Application characteristic (w7) parameter corresjmice is shown.

DEVICE MANAGEMENT ACCOUNT DM PROVISIONING CONTENT

MANAGEMENT OBJECT APPLICATION
CHARACTERISTIC (w7)

AppID APPID

ServerlD PROVIDER-ID

Name NAME

PrefConRef, if multiple ToConRef/<X>/ConRef TO-PROX Y

PrefConRef, if multiple ToConRef/<X>/ConRef TO-NAPI D

AppAddr/<X>/Addr APPADDR/ADDR

AppAddr/<X>/AddrType APPADDR/ADDRTYPE

AppAddr/<X>/Port/<X>/PortNbr APPADDR/PORT/PORTNBR

AauthPref N/A

AppAuth/<X>/AAuthLevel APPAUTH/AAUTHLEVEL

AppAuth/<X>/AAuthType ARPAUTH/AAUTHTYPE

AppAuth/<X>/AAuthName APPAUTH/AAUTHNAME

AppAuth/<X>/AAuthSecret APPAUTH/AAUTHSECRET

AppAuth/<X>/AAuthData ARPAUTH/AAUTHDATA

The following diagram shows how information frone tprovisioning content and the w7 characteristicraapped to the
management tree.
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<7 Tlienl” ™+
assigned  ———  ApplD=APPLICATION/ADDR
<. hame _/

— ProviderlD = APPLICATIOMNPROVIDER-ID
— Mame = APPLICATIONMAME

— PrefConRef = Client assigned reference to connecioid

Cheant e . ;
|| ToConRef ke ConRef = Client assignad name, MO pointer or empty o use
fric PROVCONT

Clherl
—  AppAddr 4( assigned Addr = APPLICATIONAPPADDR/ADDR
name

AddrTypa = APPLICATION/APPADDR/ADDRTYPE

Client PostMbr =
Port —( assigned APPLICATION!
name APPADDRFPORT!
PORTMER
Chent "\,I
1 Apphuth {aﬁsigﬁed -) AduthLevel = APPLICATION APPAUTH/AALTHLEVEL
name

— AduthType = APPLICATION/APPALITHAAUTHTYPE

— AfuthMName = APFLICATIONAPPAUTHIAAUTHNAME

— AduthSecret = APPLICATION APPAUTH/AALUTHSECRET

L—  AsuthData = APPLICATION/APPALTH/AAUTHDATA

Requirements for DM client when it converts the AFPLICATION characteristic to the management tree:

e DM Client MUST assign a unique name for the <X> (Bd¢ Interior node) as specified in Section 5.3.2 in
[DMBOOT]. Management server can modify this nodeaan some subsequent DM session.

» The DM Client MUST grant Get, Replace and Deletd Aights to the specified Serverld for the <X> (D&
Interior node) as specified in Section 5.3.4 in [BOIOT]. The provisioning server MAY modify this AGb
provide broader or narrower access in a subseddrgession.

The values of each leaf in the DMAcc object is dedlifrom a w7 APPLICATION characteristic as follaws
» ApplD - takes the value of the APPLICATION/APPID = w?7.
» ServerlD — takes the value of APPLICATION/PROVIDER-ID
* Name- takes the value of APPLICATION/NAME
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» PrefConRef- client assigned reference to connectoid, e.gn€ctivity MO or connection information maintained
outside of the management tree, for example asfggbwithin PXLOGICAL and NAPDEF.

* ToConRef/<X>/ConRef- client assigned name, MO pointer or may bedefpty by the DM client to use
connection information maintained outside of thenagement tree, for example as specified within PRLOAL

and NAPDEF.

*  AppAddr/<X>/Addr - takes the value of APPLICATION/APPADDR/ADDR

*  AppAddr/<X>/AddrType - takes the value of APPLICATION/APPADDR/ADDRTYPE
*  AppAddr/<X>/Port/<X>/PortNbr - takes the value of APPLICATION/APPADDR/PORT/PONBR

*  AppAuth/<X>/AAuthLevel — correspondence to APPLICATION/APPAUTH/AAUTHLEVE/alues is as

follows:
w7 APPLICATION/APPAUTH/AAUTHLEVEL DMAcc AppAuth/<x>/AAuthLevel
APPSRV CLCRED
CLIENT SRVCRED
OBEX OBEX

*  AppAuth/<X>/AAuthType - takes the value of APPLICATION/APPAUTH/AAUTHTYPE

*  AppAuth/<X>/AAuthName — takes the value of APPLICATION/APPAUTH/AAUTHNAME

* AppAuth/<X>/AAuthSecret — takes the value of APPLICATION/APPAUTH/AAUTHSECRE
*  AppAuth/<X>/AAuthData - takes the value of APPLICATION/APPAUTH/AAUTHDATA
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