" OMAQO

Open Mobile Alliance

OMA Device Management Protocol
Candidate Version 1.3 — 06 Mar 2012

Open Mobile Alliance
OMA-TS-DM_Protocol-V1_3-20120306-C

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Protocol-V1_3-20120306-C Page 2 (59)

Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thig€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2012 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Protocol-V1_3-20120306-C Page 3 (59)

Contents
S O @ ] = T 5
2. REFERENGCES ...t oottt e ettt e e e s et et e e s heee et eabee e e bae s e sbeesesasaeesasbeesanbaeesansbeesnssesansbeesesbeeeesseeesantaeesnrees 6
2.1 NORMATIVE REFERENCES......ciititttettiieiiiiteeessesiasssssessssssassssessessasasssssssessasssssssssessssssssessssssssssssssssssssessessessssseseessensne 6
2.2 INFORMATIVE REFERENCES. ... uutiiiiiiiiiittieeeieiiittsseessesiasssssesssssssssssssssssssssssesssssssstesssssssassssssessssssssssesesssassssesessssssssnsens 6
3. TERMINOLOGY AND CONVENTIONS. .. .ottt ettt eette e s tae et ae e s et ee s e sbaee s abbe e seabaessnbeeeesbseeessseeesanbaeesanseeas 7
3.1 (O10 ] A V2= L 0] NS 7
3.2 [T N I 0] N TN 7
33 AABBREVIATIONS ..teiiitteeieitteteiittees ittt ssaseseassseestastessaataessasesesissssssastesssasssssaassssssssssssassesssssessssnssessanssessnssesssssnessssssessnnses 7
4, INTRODUCTION ...ttt ettt e et e ettt e st e s s bt eesesbeaesssbbessaabaessasbassesbaeessabseesaabeaesasbbessnbaessnsbeesasbrsesssbeessanten 8
5. PROTOCOL OVERVIEW (INFORMATIVE) ..ottt ittt sttt sttt s e esae st e st st ste st ssaensesssesteenteasaansesnsesseensens 9
51 T RANSACTION M ODEL u1tttiiiiiiiutieiie i e iiitteeeseeeesistesesssesastseeseessassatssesasssassstesessssaasssbeseessesastassssessasssssessesssnsstesnsssssassnrnns 9
52 DIM BOOTSTRAPPING ...ecciuvetietteeeeitaeeeeisteessisessastesssssssessassesssasssssassssssssssssassesssasssssssssssssssssssssesssntsssssssssssssssssssssesssnses 9
5.3 M ESSAGE ENCODING FORMAT ...tttiitii i iiiittie e e e e seittte e e st eiebaaaessesseibaseeesessasbbaaeeasessasbssesessssabasaeessssssbaseessessssraseeasanas 10
54 DEVICE M ANAGEMENT TREE ..uttiiittteiiteeeiiiteteeiiteessisessetssesssseessastesssassesssssssssssssssssstesssasssssssssesssassessessesssssssssssssesen 10
55 PROTOCOL COMMANDS. ... otiiiitteeeitieeeeteeesaiteeeesiteeesssessebseeaasasessaatesesasessasssssssssssssasbesssasssssssseessassessesteseessseesssteeen 10
5.6 DEVICE DESCRIPTION FRAMEWORK ....ciiittttiiieieiiittteees st eissatseessssessbsssessesssssbasessssssassssssssssasssssssessssssssssssssesssssreseessanns 10
57 STANDARD OBJECTS ..uttiiiiteteeitteeeiitteeeeitaesseisesesasseesiassessassssssasessssssssssssssssansssssasssssessssssssssssastesssassssssssssessssssesssteeen 11
5.8 SECURITY CONSIDERATIONS ...eiiiiiiitttteteesiiitreeessessassteseessesassssesessiasssseessssiasssseessssamassssessessamssssessesinsssseessesinssssesees 11
6. OMA DM PROTOCOL PACKAGES. . ... o ettt ettt be s st e e st s e e e s s abbe e s st e e e saabe s s eabeeessbbes 12
6.1 S S Lo A =10 = & 13
6.1.1 [T od 1T o OSSP PUPP PSPPI 13
6.1.2 =0 [ 1T (=1 11T | 13
6.2 PACKAGE#O: MANAGEMENT INITIATION ALERT FROM DM SERVER TO DM CLIENT wvvviiiiiiieeiireeecreeeectneeeeenreenn 13
6.3 PACKAGE#1: INITIALIZATION FROM DM CLIENT TO DM SERVER .....coiiitttiieie ettt ee e sraraee e s sbssees s e snbaaeess s 13
6.4 PACKAGE#2: INITIALIZATION FROM DM SERVER TO DM CLIENT .uttiiiiitieecieee e creeeestte e e esire e e ssresssnbeeeesnnneesenreee s 15
6.5 PACKAGE#3: DM CLIENT RESPONSE SENT TO DIM SERVER ....cocittttiiiiieiititiie e s sittee e s s s sbaraee s s s s sabaseessessssnbaseessenas 16
6.6 PACKAGE#4: FURTHER DM SERVER MANAGEMENT OPERATIONS.....ciiitittttieeeeeiiitrreeessssissrseesssssisssseessessssraseessenns 17
6.7 GENERIC ALERT .ttiiiiitietieiteeeeiteeeiitteeesataessasesssassssssassessasssssassessssssessasssssansssssasssssesssssssssssssantesssnssesssssssessnssesssreeen 17
6.7.1 MESSAGE STIUCTUIE ... ettt ettt e ettt e e e e ettt b e e e ee et bbb e e e e e asaa e e e e eetban s eeaeeessnnnaeaaanes 18
6.8 DIM TREE CHANGE ALERT 1eiiiitttieitteeeiteeeeiiteeeesssessasessessssssssssesssstessssssesssssssssssssssssstesssatsssessssessssssesssssesesssssssssssesen 20
6.9 SESSIONLESS OPERATION ...uuttitiiitiiittseeeeesiassreeesssesasssessessesassssssssssamsssssessssiasssssssssssmasssessessesasssesessinmsssseessesissssseeess 20
7. MULTIPLE MESSAGESIN PACKAGE ...ttt sttt s be s st e s st e s s sab e e s abbe e s sab e e s saabe s s sabeeessbbns 21
7.1 DESCRIPTION .1ttt i itttteiiiteeetereeeeitteeeiareeeasbeeesaasessaaasseesassessasssseaasseeesasbesesasseseaassseesasseesanbeeeebbeseennbeeesasseesanbeeeeasnneesnbeeesn 21
7.2 REQUIREM ENT S . tttetiiiiiiitittieee e s eiittseeesessaesbaseesseesaabsaeeesssasbassessess e abesess e e s ssbebeeas e snbbseeees s asabasaeessssssabeseessessnnnbanneasanas 22
8. LARGE OBJIECT HANDLING ...ttt sttt sttt st e s st a s s ab e e s s sbe e s sasb b e s sabb e e s eabeaesabbe e e sabbeeesabbesssnbeeessbbes 24
L R A U 1 AV I KO0 11 ]\ SRR 27
9.1 AUTHENTICATION CHALLENGE ...uvtiiiitteeeeitteeeiitteeeiteeesiasesseateessassseesaasseesassessssbessssssessssssesssassessessessssssesssstesssnssesssnn 27
9.2 AAUTHORIZATION 1utetiitteeeeeteeteeiteteeireessasseesaatsessaassesesssssssssessaasesssassssesassssssassesssssessssssssssansesssnssessasesssssnseesnstesssnssesssnns 28
9.3 APPLICATION LAYER AUTHENTICATION Lutttiiiiiiiitteteeeiisitssereessssssssesssssasssssseessesassssssesssssisssssssssssssssssesssssssssrsseessens 28
9.4 AUTHENTICATION EXAMPLES . ...cctttitiittieieitteeeiitteeeiteeesiareessateessassaeessasaeesassessssbesssassesesassesssassessasessssssseessstesssnssesssnns 28
9.4.1 Basic authentication With @ CRAIIENGE ... eeiiieii e e e e e e 28
9.4.2 MD5 digest access authentication with @ challenge..............ooociiiiiiii e 30
10. USER INTERACTION COMMANDS. ...ttt ettt e et e sttt s et ae e sab s e saba e e s e be e e senbeeesabassenbaeesanseeesnbeeesn 32
F1O.1  INTRODUCTION. .tteiiiittteeiitteesireeeeateeesisseeesaatseesassssssasssssssssesssatesssassssessssssssassesssssesssasssssssssesssnssessessessssssssesssseeesassessanns 32
10.2 USER INTERACTION ALERT CODES.....cuceeiitttteiiiteeeeitseesiisseseaatesssassssesssssssssssesssssesssasssssssssessssssessassesssssssssssssesssassessanns 32
0 B2t R I 1= o] - SRS 32
O T2 o 1 1 4 F= 1 [0 o TN 33
02 B U 1T =T T ] o 11 | PP 33
O T S U Y=Y i o o Lo o7 = TP 34
10.2.5 Progress notification (0bject dOWNIOA) .......ccoiiiiiiiii i 36

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Protocol-V1_3-20120306-C Page 4 (59)

10.3  USER INTERACTION OPTIONS...cccutttittteteesuteassesasesasteesesasseesssesssessseesssssssessssessssssnsesssseasssssasessssessnsssnsessssessnsesseessses
10.3.1  MINDT (Minimum DiSPIAy TIME) .....ciiieieieiiimrmr e e e e e eees ittt e e e e e e e e s e es st ereeaeeeeee s s ssnssensnananaaeaeesesaannnns
10.3.2 MAXDT (Maximum Display Time)

10.3.3 DR (DefaUlt RESPONSE) .....uuuviiiiiiiieeessimmmmmeeeieeeeeeteaeeesasss s taaeeeaeeaeteeeeaaasstaraaereeaeaeessasssasnsssssseneeaeeeeann
10.3.4 MAXLEN (Maximum length Of USEr iNPUL) ........ccceueiir e e e e e et eee e s 38
L0.3.5 1T (INPUL TYPE) tetttittutitueieiieeeeeee e e e s s e s e as e e e e e e aaaaeeeeeeeeseaebeeetanssse st sssa s an aaaneaeeeeeaaaeseneeeesansannnnnnns
10.3.6 ET (ECho Type) ..ccccvvrvrvriveineeeeennn,

11. PROTOCOL EXAMPLES

11.1 ONE-STEP PROTOCOL INITIATED BY THE SERVER ..utiiitietieisteesiteesieeestesssessssesssesesesssseassesssessssessssssnsessssessnsesssesssses 40
11.1.1 Package#1: Initialization from DM Client t0 DM S@IV........c.cuiiiiiiiiiiiiiiiiiiieie et 40
11.1.2 Package#2: Initialization from DM Server to DM GHe.........ccooviiiiiiiiiiiic e 41
11.1.3  Package#3: DM ClHENE FESPONSE .......iiii i i icccceeeeeteetiiati s as s ae et e e eaeaetattateeeaeateesesssassrant s aasaaaaaaaaeaasaeeeneeeanns 42
11.1.4 Package#4: Acknowledgement Of DM ClIEeNt STAtUS.........oeeeiiiiiiiiiiieeiiee e e e 43

11.2 TwO-STEP PROTOCOL INITIATED BY THE DM SERVER....cciiiiiiitieiieestiisieesiie sttt sete st st snae st sre e st e nes 44
11.2.1 Package#1: Initialization from DM Client t0 DM S@IV........cccuiiieiiiiiiiiiiiiiiiiereeee e emmmme e e seraenereraeeee e 44
11.2.2 Package#2: Initialization from DM Server to DM GHe.........ccooviiiiiiiiiiiic e 45
11.2.3  Package#3: DM ClHENE FESPONSE .......iiii i icceceeeeeteietiti s as s ae et e aeaeaetaetateeeaeaeeesaessaesrant i aanaaaaeaaeeaasaeeeeeesanns 47
11.2.4 Package#4: Continue with management OPEratiQNS........uivieeeeiiieeeiiiieeir e e e e e erree e e e e e e s eneeeeees a7
11.2.5 Restart protocol iteration with Package#3: DM CHIBFBPONSE ......cciieiiiiiieeeiiecieee et eememr s a e e e 48
11.2.6 Package#4: Finish the protocol, N0 CONINUALIOM ...........coiiiiiiiiii e 49

12, BACKWARD COMPATIBILITY Lottt sttt ettt bbbt st s bbbt se b e bbbt se et e e b e beb e benenbe e 50
APPENDIX A.  CHANGE HISTORY (INFORMATIVE) ..ict ittt ettt st 51
A1l APPROVED VERSION HISTORY ...oiiiiiiiiiiiiiesiitiitee st e stee st esite s ssee s bt e ssbeesaee e st e sate s s aseenbeeesbeasasessheeeateesaseessseensessanessreenn 51
A.2  DRAFT/CANDIDATE VERSION L.3HISTORY ..ooiuiiiiuiiuiririeieeiertesesie st seeie e e seese s e e seese s s seenesnenes 51
APPENDIX B. STATIC CONFORMANCE REQUIREMENTS (NORMATIVE) ....coviiiiiniiinieieenee e 53

B.1 = SCR FOR DM CLIENT cttittitiitistteserresseesesresse st sressessessessessessessesmesressessessessessesaeas e ssesrees e smesrearesmenreanesnenrearesmenneeresnenrennis 53
B.1.1  SCR for DM SeSSION SEIUP PRASE ....cciiiiiieiiieiee ettt e e e e e e e s s s e et eraeaeaeeeseeenannennes 53
B.1.2  SCR fOr SESSION ADOI .....cii et ee e r et e e e e e e s s s e reeaaeassssn s snte e aereeaeeeeeseaannerereneeees 54
2 I T (O = B (o] Y [W] L] o] [ Y [T Y= Vo [ 54.
= S O o B (o] g =10 [T @] o] 1= o] AP SRPRP 54
B.1.5 SCR for User Interaction COMMANAS .........coiiiiiiiiiiiiiiiiiiii s e e e e e s e e et e e et aeee e e sas e s areeaaaaaaeaaeees 55
o I T O o B (o] g © =T g L= ¢ o AN =T o PSSP 55

B.2  SCR FOR DM SERVER ..cuiciiitiitieteitesse et sreste st sres st st sse s sre st smesr st smesh s smesheas s hese e en e s me s R e er e amenEeenesmenreer e nRenreerenrerennis 56
B.2.1  SCR for DM SeSSiON SEtUP PRASE .......oooviiiuiiiiiii it s e e e e e e e e e e e e e e ee e e aaasaraneanes 56
B.2.2  SCR fOr SESSION ADOI .....ci ittt e e e e e e s e s e e e e aaeassssasnn et e e e aeaeeeeeseaannrereneeees 56
[ T (O = B (o] g Y [U] L] o] [T [T Y= To 1= 51
O o B (o] g =10 [T @] o] 1= ! A PSSP 57
B.2.5  SCR for User INteraction COMMANGS .........uuiririeieieeerie i iiitirieierereeeeesssssseaerrereeeeeessnsassssssansereeaeeesssannns 57
= T O o B (o] g €= g L= ¢ o AN =T o PSSP 58

APPENDIX C. PROTOCOL VALUES (NORMATIVE) ...cctiiitiiitetiietiniettsee ettt sttt e sne s 59
Figures
Figure 1. Example of how multiple messages Can DE USEd ..........ccci i s 22

Tables

Notable of figur es entriesfound.

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Protocol-V1_3-20120306-C Page 5 (59)

1. Scope

This document describes a management protocol tisBM Representation ProtopIMREPPRO] This protocol is called
the OMA Device Management Protocol, abbreviate@Isis\ DM Protocol, and it defines the protocol foriais
management procedures.

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED", “SHAIL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as describefRFC2119]

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

Any reference to components of the DTD's or XMLpgits is specified in thigypeface .

3.2 Definitions

Kindly consultiDMDICT] for all definitions used in this document.

3.3 Abbreviations

Kindly consultfDMDICT] for all abbreviations used in this document.

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

The OMA DM Protocol allows management commandstexecuted on nodes. It uses a package formateddfinthe DM
Representation ProtocfdMREPPRO] A node might reflect a set of configuration paedens for a device. Actions that can
be taken against this node might include readimhsatting parameter keys and values. Another ndgbktroe the run-time
environment for software applications on a devitetions that can be taken against this type of moight include
installing, upgrading, or uninstalling softwarerakmnts.

Actions are represented by OMA DM Protocol Commamdsch are described in OMA DM Representation étot
[DMREPPRO]

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Protocol Overview (Informative)

OMA-DM is a secure management protocol that rune/éen a DM Server and a DM Client. The followindpsections
present a high-level overview of the OMA-DM protgco

5.1 Transaction Model

The OMA-DM protocol runs within the context of a Ddéssion, using a request/response transactionl.modee a DM
session is established, the DM Server alternasgigs commands to the Client and receives resp@msaghe Client. The
Client also informs the Sever about events thaetmeurred on the device, via Generic Alerts.

A DM session consists of two phases: sbep phase followed by themanagement phase. The setup phase entails
authentication and device information exchangeiriguthe management phase, the DM Server issues aadgwhich are
processed by the DM Client. The DM Client provitles status of the commands issued as well as appmee that may be
needed.

OMA-DM supports the notion dPackages. A Package is a collection of related messagédsatiearansferred between an
originator and a recipient. Generally a Packageistéof a single message. However, in cases viheraformation to be
transferred between the originator and the recip&oeeds the size limitation of a DM messagejrif@mation can be sent
over multiple messages within the same Packageh E@ssage in a Package has to be responded\tiol iradiy.

DM sessions are always initiated by the DM Clig¢tdwever, a Server can trigger the Client to ingtiatsession by sending
an unsolicited message, known asbiM Notification, to the Client. Th®M Notification “wakes up” the device and causes
it to initiate a session with the requesting DMv@er This message can be delivered over a varfdatansports including
SMS, HTTP and SIP.

Normally a DM session ends when a DM Server sendsvgty message (i.e. a message that does notrcanta
management operations or authentication challerigele DM Client. However, either the Client oet8erver can abort the
session at any time.

For more details see section 6.

5.2 DM Bootstrapping

Bootstrapping is the process by which a device mdr@m an un-provisioned, empty state, to a stdterwit is able to
initiate a management session to a DM Server. Adiéht that has already been bootstrapped canrbeefubootstrapped to
additional DM Servers. Bootstrapping is a prersig@ifor a DM Client to process messages from a&#ver.
Bootstrapping for OMA-DM can be performed in thédwing ways:

= Customized Bootstrap (aka Factory Provisioning): The manufacturer includes device management Server
configuration at the time the device is manufaadur@/hile this approach is extremely secure, itkganly when
the device is manufactured under contract for aipeservice provider or for an enterprise custome

= Bootstrap From Smartcard: All the bootstrapping information is in a Smartta The device obtains the bootstrap
information when the Smartcard is inserted intodbeice.

= Server Initiated Bootstrap: A Bootstrap Server pushes the bootstrap infoiwnat the Client upon discovering
sufficient information about the device.

= Client Initiated Bootstrap: The Device retrieves the bootstrap package fr@oastrap Server, over HTTPS.
For more details see [DMBOOT].

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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OMA-TS-DM_Protocol-V1_3-20120306-C Page 10 (59)

5.3 Message Encoding Format

All OMA-DM messages, with the exception of the DMtiication message, are XML based and they confiarstructure
specified iINDMREPPRO] The messages can be encoded in a tokenizedyliararat defined by [WBXML]. The DM
Notification message, on the other hand, is a hinsssage and its structure is definefDMNOTI].

5.4 Device Management Tree

The OMA-DM protocol supports the notion of Managem@bjects (MOs). These are abstract represensatibremotely
manageable capabilities exposed by the devicehAlhvailable MOs pertaining to a device are omghin a hierarchical
tree structure known as the Management Tree. Térealfement Tree may be looked upon as the completagement
view of a device’s configuration and operationakss. Different DM Servers may “see” differentesedepending upon
their access rights to different portions of therlsigement Tree.

MOs are comprised of nodes. Each node is the pat¢atget for invoking a management operation ftben DM Server. In
order to perform some remote management actiorDkhé&erver executes an operation on the correspgntbde in the
DM Tree. Nodes are addressed using URIs. The URInmde is the concatenation of the names ohalhbdes from the
root of the Management Tree, using ‘/’ as the diédéim

Each MO is characterized by a unique MOID (MO Idfear), which is generally a URN. OMA has estabésha well-
defined procedure for the registration of MOIDSm@MNA.

For more details s§MTND].

5.5 Protocol Commands

As mentioned in section 5.4, to carry out manageraetions on a device, the DM Server invokes DM og@mds on the
various nodes in the Management Tree. The DM pobtmgpports the following commands that can be telypanvoked by
a DM Server on a Client:

= Get: Retrieves the value associated with the targéemo the Management Tree

= Replace: Sets the value associated with the target nodsweiting the previous value of the node

= Add: Creates a new node at the specified locatioherManagement Tree. The new node can be a leafaordtie
root node for a management object

= Delete: Deletes a node, and the entire sub-tree benleatimbde, if one exists

= Exec: Executes a predefined function, that is statydadlund to the target node, on the device. Examiptdgde
initiating software download, running a diagnoséist etc.

= Copy: Replicates the structure and the node valuexidsd with a sub-tree at one location to a difiefecation
within the Management Tree.

Depending upon the nature of the management comrttamlient can return the status of a managesmntnand
synchronously (i.e. in the response package) ardmsgnously, via the Generic Alert mechanism.

A given node is likely to support only a subsethtise commands.

For more details s§MREPPRO]

5.6 Device Description Framework

Device Description Framework (DDF) is an XML-basedmative format, used by devices supporting OMA-DMexpose
their manageable capabilities. These capabilitieslascribed in terms of Management Object defingi OMA-DM
compliant MOs are required to conform to the DDHD)Which is defined in [DMDDFDTD].

Among other things, DDF can provide the followimformation pertaining to each of the subtendingasodithin the MO
definition:

= format of data associated with the node
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= MIME type of data associated with the node

= default value of data associated with the node

= allowed number of instances for the node withinghbe-tree that is rooted at its parent node fdicator of how
many siblings the node can have in the Manageme dt run time)

= indication whether the node is created staticallghmamically

Optionally, DDF can also be used to restrict thmatmn of an MO in the Management Tree.

For more details s§MTND].

5.7 Standard Objects

OMA-DM maintains complete separation of schema ftocol. Most of the MOs standardized by OMAdigtside the
core DM specification. In fact, the DM Protocokhavareness of only a handful of management objebish are referred
to as “Standard Objects”.

Standard Objects control the core protocol itsather than some domain-specific DM functionalikelfirmware update or
device diagnostics. The Standard Objects for OMA-&x# listed below:

= DM Account: This MO is used to manage bootstrap settinga oM Server. Among other things, this MO
contains the Client and Server security credentialthe DM Server in question

= Devicelnformation: This MO contains the basic information pertainiadhe device. This information is sent to
the DM Server at the beginning of each DM session.

= DeviceDetails: This MO contains device specific parameters. ikénthe Device Information parameters, these
parameters are sent to the DM Server only on demand

Support for standard objects is mandatory for AMA3DM Clients.

For more details s§pMSTDOBJ].

5.8 Security Considerations

OMA-DM is a secure protocol. Communication betwden DM Server and the DM Client takes place ontgrad trusted
relationship has been established, via the DM BagidProcess [DMBOOT]. OMA-DM supports multiple laentication
schemes. In the case where a DM Client supportspteuauthentication schemes, the DM Server caitate the preferred
authentication scheme. Both the DM Server and tkle@ient can challenge each other if no credentiase given in the
original request or the credentials are considevedveak.

OMA-DM also supports an access control mechanisemsure that only authorized DM Servers can invakamands on
the Management Tree.

For more details s§pMSEC] and[DMTND].
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6. OMA DM Protocol packages

OMA DM Protocol consists of two parts: setup phgaéhentication and device information exchange) management
phase. Management phase can be repeated as masyasithe DM Server wishes. Management sessionstarawith
Package#0 (the trigger). Trigger may be out-of-bdewlending on the environment and it is specifieDM Notification
Initiated SessiofDMNOTI].

The following chart depicts the two phases.

Client Server
Package O: alert from the DM Server

Package 1: client initialization with client
credentials and device information

Package 2: server initialization with server
credentials, initial management operations or
user interaction commands from the se

A

Setup phase

Client Server

Package 3: client response to server
management operations

Package 4: more user interaction and
management operations if the session is
continuec

Management phase

The Management Phase consists of a number of pidterations. The content of the package sent filoenDM Server to
the DM Client determines whether the session meistdmtinued or not. If the DM Server sends managémgerations in a
package that need responsg&fus orResults ) from the DM Client, the management phase of timéogol continues
with a new package from client to DM Server coritairthe DM Client’s responses to those managemeertadions. The
response package from DM Client starts a new pobiteration. The DM Server can send a new managepyeration
package and therefore initiate a new protocolil@neas many times as it wishes.

During the management phase when a package frons&er to DM Client does not contain managementatipels or a
challenge, the client will create a package coimgionly Status for SyncHdr as a response to the package received from
server. In this case the entire response packageTMOT be sent and the protocol ends. A server MBS response
packages to all client packages.

Processing of packages can consume unpredictallerdrof time. Therefore the OMA DM Protocol does specify any
timeouts between packages.

If not enclosed by a Sequence or Atomic commaraclient and server MAY freely choose the executicder of the
management commands sent in the package. Howelen @xecution order is required by the parent memagt
command, commands MUST be executed in the ordgntkee sent.
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The DM Client MUST NOT send any commands other fRaplace command containing Devinf®esults and
Alert to the DM Server.

6.1 Session Abort
6.1.1  Description

Either the client or the server may decide to atiwrtsession at any time. Reasons for session @aiagrbe server shutdown,
client power-down, user interaction on the cli@tt, In this case it is best if the aborting padpds a SESSION ABORT
Alert . Itis RECOMMENDED that the message also incluBiegus andResults of all the management commands
that the aborting party executed before the ahmetation.

If a recipient of a Session Abort sends a resptmsais message, the response is ignored.

Some cases of session aborts are not controlfablexample if the client goes out of coveraget®battery runs down.
Servers and clients must be prepared for non-dgphakssion aborts as well. The requirements sédiede are intended to
reduce situations in which one party times out oesponse from the other.

Implementations are possible (e.g. OBEX) in whiuh tequest/response roles of the transport bindiagbe reversed, i.e.
the DM Client is a transport-level server, and M Server is a transport-level client. In this gabe recommendation in
Section 6.1.1 above may not apply.

6.1.2 Requirement

Alert 1223 is used to signal an unexpected end to thieelmanagement session. The sender of the Seskahalert
MAY also includeStatus andResults of all the management commands that the abortnty pxecuted before the
abort operation. The sender MUST includeimal flag. A server receiving this alert SHOULD respawith a message
that MUST contain status for tiidert and theSyncHdr and no new commands.

A client receivingAlert 1223 SHOULD NOT respond.

6.2 Package#0: Management Initiation Alert from DM Server to
DM Client

Many devices cannot continuously listen for conioest from a management server. Other devices sidgplyot wish to
“open a port” (i.e. accept connections) for segudiasons. However, most devices can receive witedlimessages,
sometimes called “naotifications”.

A DM Server can use this notification capabilityd@use the DM Client to initiate a connection bcthe DM Server.
OMA DM Protocol specifies several Management Itiitia notification bearers. Definition of bearerdamotification
content can be found frofPMNOTI] specification.

Note that an identical effect to receiving a Mamaget Initiation notification can be caused in othwrys. For example, the
user interface (Ul) of the device may allow therusdell the DM Client to initiate a managemergsen. Alternatively, the
DM Client might initiate a session as the resulaaifimer expiring. A fault of some type in the d=vicould also cause the
DM Client to initiate a session.

6.3 Package#1l.: Initialization from DM Client to DM Server

The purpose of the initialization package sentheydlient is:

* To send the Devinfo information (like manufactumadel, etc.) to a DM Server as specifipMSTDOBJ]. DM
Client MUST send Devinfo information in the firsiessage of management session.

 To send any MO requested by DM Server in Packageggsage (as specified[BMNOTI] ).
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* To identify the DM Client to the DM Server accorgito the rules specified in Section 9.

* To inform the DM Server whether the managementicesgas initiated by the DM Server (by sendingigger in
Package#0) or by the DM Client (like end user ggiga menu item).

« Toinform the DM Server of any optional Client gemted alert, for example Generic Alert or Clieneav
[DMREPPRO]

» To optionally inform the DM Server whether the DMEE has changed since the last session with thaSBxiMer.
The detailed requirements for the initializatiorckege from the DM Client to DM Server (Package#t) a
1. The requirements for the elements within 8ymcHdr element.
* The value of th&/erDTD element MUST be '1.2'.
* The value of th&erProto element MUST be ‘DM/1.3".

» SessionID MUST be included to indicate the ID of the managatsession. If the DM Client is responding
to notification, with alert code SERVER-INITIATED GMT (1200), therSessionID MUST be same as in
notification. Note that SessionID in the NotificatiMessage is 16 bit network byte ordered intesyed, DM
Client MUST convert it to the format for SessiontDDM Protocol which is a string of hexadecimalitig
(chosen from the numeric digits “0”-“9” and the @pgase letters “A”-“F") of between one and fouachcters
in length,.If the DM Client is not responding totification, the client generatessessionID  which should
be unique for that client. The sarBessionID MUST be used throughout the whole session.

e MsglD MUST be used to unambiguously identify the messmenging to the management session from DM
Server to DM Client.

« TheTarget element MUST be used to identify the target DMvBer
 TheSource element MUST be used to identify the source DMefti

e TheCred element MAY be included in the authentication nagesfrom the DM Client to DM Server as
specified in Section 9.

2. Alert MUST be sent whether the client or the serveratat the management session inSlyacBody . The
requirement for thélert command follows:

+ CmdIDis REQUIRED.

e« TheData element is used to carry the management sesgenitlgich can be either SERVER-INITIATED
MGMT (1200) or CLIENT-INITIATED MGMT (1201).

3. The Devinfo information MUST be sent using Replace command in th&yncBody . The requirement for the
Replace command follows:

+ CmdIDis REQUIRED.

* Anltem element per node found from Devinfo tree. Possiblges in Devinfo tree are specified in
[DMSTDOBJ].

e TheSource elementin thdtem element MUST have a value indicating URI of node.

« TheData element is used to carry the Devinfo data.

4. DM Client MAY include client-generated alerts suahClient EventDMREPPRO]or Generic Alert.
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5. MOs requested in the Notification message (Package) ST only be sent using the Alert command in the

SyncBody. All instances of the requested MO thatrguesting DM Server has ACL rights to MUST bat s€he
requirement for the Alert command follows:

¢ CmdIDis REQUIRED.

 TheData element MUST be REQUESTED_MO (1229).

* TheSource elementin thdétem element MUST have a value indicating URI of thetnaode of the MO.
* TheData elementin thétem element MUST contain the MO in TNDS format.

The DM Client MUST ignore the request in the Natifiion if no instance is found or the DM Serversioehave
proper ACL rights on any found instances.

TheFinal element MUST be used in ti&yncBody for the message, which is the last in this package

6.4 Package#2: Initialization from DM Server to DM Client

The purpose of the initialization package sentigy®DM Server is to:

Identify the DM Server to the DM Client accordirggthe rules specified in Section 9.
Optionally, the DM Server can send user interact@mmands.
Optionally to send management data and commands.

Send status of Client Initiated Alerts if any oé#le was received from the DM Client

Package#2 MAY close the management session byinorganly the <Final> element (any management camu user
interaction command or client authentication chrgkewill continue the session). Alternately, thd Berver MAY send the
Session Abort Alert (1223) to force the close & slession in extreme situations.

The detailed requirements for Package#2 are:

(o]

The requirements for the elements within 8yecHdr element.

* The value of th&/erDTD element MUST be '1.2'.

e The value of th&/erProto element MUST be ‘DM/1.3’ when complying with thepecification.
» SessionID MUST be included to indicate the ID of the managatrsession.

 MsglD MUST be used to unambiguously identify the messmjenging to the management session from DM
Server to DM Client.

» TheTarget element MUST be used to identify the target DVe@ti

* TheSource element MUST be used to identify the source DM/8er

* Cred element MAY be included in the authentication nagesaccording to the rules described in Section 9.
DM Server is always authenticated to the DM Clieut this authentication MAY be accomplished at the
transport level.

TheStatus MUST be returned in thByncBody for theSyncHdr andAlerts  sent by the DM Client.

Any management operation including user interadtiaihe DM document (e.d\lert , Sequence , Replace )
are placed into thByncBody .
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e CmdIDis REQUIRED.
 Source MUST be used if URI is needed to further addrasssburce dataset.
o Target MUST be used if URI is needed to further addrbsstarget dataset.

 TheData element insidétem is used to include the data itself unless the candrdoes not requirelzata
element.

* TheMeta element inside an operation or insideltem MUST be used when thieype or Format are not
the default values [DMMETA].

o TheFinal element MUST be used in tisyncBody for the message, which is the last in this package

6.5 Package#3: DM Client response sent to DM Server
The content of Package#3 is:

» Results of management actions sent from DM SeovB&XM Client.

* Results of user interaction commands.

* New optional Client generated alert, for example&@i Alert or Client EvenDMREPPRO]that was raised during
the session.

This package is sent by the DM Client if Package#t@ained management commands that required anesfwm the DM
Client.

The detailed requirements for Package#3 are:
1. The requirements for the elements within 8yacHdr element.
* The value of th&/erDTD element MUST be '1.2'.
* The value of th&erProto element MUST be ‘DM/1.3".
e SessionID MUST be included to indicate the ID of the managatrsession.

e MsglD MUST be used to unambiguously identify the messmyenging to the management session from DM
Server to DM Client.

« TheTarget element MUST be used to identify the target DMvBer

« TheSource element MUST be used to identify the source DMefti
2. Status MUST be returned for thByncHdr andAlert command sent by the DM Server in 8yncBody .
3. Status MUST be returned in thByncBody for management operations sent by the DM ServBatkage#2.

4. Results MUST be returned in th8yncBody for successfuet operations sent by the DM Server in the
previous package and the following requirementdyapp

 Results MUST containMeta element withType andFormat elements describing content@éta
element, unless theype andFormat have the default valu¢eMMETA] .

e Items in Results MUST contain ti®urce element that specifies the source URI.

5. Client MAY send client generated alerts, for exaenplient EvenfDMREPPRO]or Generic Alert.
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TheFinal element MUST be used in tiyncBody for the message, which is the last in this package

6.6 Package#4: Further DM Server management operations

Package#4 is used to close the management sel$slmDM Server sends any operation in Packagbétteeds response
from the DM Client, the protocol restarts from Pag&#3 with a new protocol iteration. DM Server sergbults of Client
Initiated Alerts if any of these was received frdra DM Client in previous package. The detailedinements for
Package#4 are:

1. The requirements for the elements within 8yacHdr element.
* The value of th&/erDTD element MUST be '1.2".
* The value of th&erProto element MUST be ‘DM/1.3".
» SessionID MUST be included to indicate the ID of the managatrsession.

* MsglD MUST be used to unambiguously identify the mes$ajenging to the management session from DM
Server to DM Client.

« TheTarget element MUST be used to identify the target DIVe@ti
 TheSource element MUST be used to identify the source DM/8er

2. Status MUST be returned for thByncHdr sent by the DM Server in tf&yncBody and if any Alerts were sent
by the DM Client then the DM Server MUST send Stdtr these Alerts.

3. Any management operation including user interadiaihe DM document (e.dilert |, Sequence , Replace )
placed into th&yncBody .

e CmdIDis REQUIRED.
» Source MUST be used if URI is needed to further addrasssburce dataset.
o Target MUST be used if URI is needed to further addrbsstéarget dataset.

* TheData element insidétem is used to include the data itself unless the candrdoes not requirelata
element.

« TheMeta element inside an operation or insideltem MUST be used when thype or Format are not
the default valueppMMETA] .

TheFinal element MUST be used in tisyncBody for the message, which is the last in this packRgekage#4 MAY
close the management session by containing onlyFireal> element (any management command or utenaiction
command will continue the session). Alternatdigg@M Server may send the Session Abort Alert (12@3)rce the close
of the session in extreme situations.

6.7 Generic Alert

The protocol defines a Generic Alert message fertdlgenerated by the DM Client that MAY have atieh to a
Management Object. In the case of a relation teeaddement Object then the Source and LocURI MU@Ttify the
address to that Management Object.

Anytime after the Client or Server Initiated Managmt Alert, the DM Client MAY send a Generic Aleressage to the
DM Server. The Generic Alert message SHALL onlysbat from the DM Client to the DM Server. After th®l Server has
received the Generic Alert, the DM Server MUST mrgpwith the status for how the DM Server handleKeams.
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The DM Client MAY send multiple Alert messages ofle “Generic Alert” or combine them together withltiple Items
inside one or multiple Alert message of code “Genatert”. The Data in the Generic Alert messageas specified in the
protocol, the protocol will specify how the DM Qfiecan inform the DM Server what Type and Formét.iThe DM Server
MUST support the Generic Alert format but not a}fo€s of the alert data. The DM Server MUST respwitl status 415
“Unsupported media Type or Format” if the Type &wimat are unsupported by the DM Server. If the Olnt does not
support Large Object then the Alert message MUST l&ceed the message size.

This specification only specifies what is requifesim the protocol perspective, some registered Gewderts MAY have
additional requirements for different Types of Geéndlert Data. For example, one registered Typdéleit may define that
a reference to a Management Object is mandatorytenBormat must be of Type Integer and the AletiaDnust be
included inside the Data.

The optional parameter Mark MUST contain the imaoce level. If the parameter is omitted then tHaweimportance
level is assumed.

The DM Server MUST respond with status 200 “OK202 “Accepted for processing” if the DM Server haseived the
Alert without any errors and is capable of proaegshe Data in the Alert. In other cases the DM/&MUST use one of
the following error status codes: 401, 406, 402,415 or 500.

6.7.1  Message Structure

This is the basic design of a Generic Alert message

<Alert>
<CmdID>2</CmdID>
<Data>1226</Data> <!I-- Generic Alert -->
<Correlator>abc123</Correlator>
<Iltem>
<Source><LocURI>./SyncML/Sample</LocURI></Sou rce>
<Meta>
<Type xmiIns="syncml:metinf’>
Reversed-Domain-Name: org.domain.sample alert
</Type>
<Format xmIns="syncml:metinf’>xml</Format>
<Mark xmlIns="syncml:metinf’>critical</Mark > <l!-- Optional -- >
</Meta>
<Data>
<l-- Client Alert Data Goes Here -->
</Data>
</ltem>
</Alert>

6.7.1.1 CmdID

This MUST be specified in the same way as all conufsa

6.7.1.2 Data

This MUST be specified with the value 12Z841REPPRO]for Generic Alert.
6.7.1.3 Item

This is a REQUIRED parameter. Item MUST be repe&tedach alert of type Generic Alert if the deviedl send them
together inside the same Alert message.

6.7.1.4 LocURI within Source

This is an optional parameter. If the Alert is geted from a Management Object and the definitiothat Management
Object mandates this parameter, then it MUST bleidlec.
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6.7.1.5 Meta

The Meta element MUST be specified for the Type Rodnat of the Alert Data.

6.7.1.6 Type

The Type element MUST be specified and specifieqitedia type of the content information in the Deeanent. The
content information for this element type MUST eitlbe a URN as defined below or a reverse domairen# it is a
reverse domain name then the namespace identRevrersed-Domain-Name” MUST be specified.

The ABNF syntax for the content of URN MUST be:
alert-type = "urn:oma:at:" enabler-id ":" versiah dlert-info
enabler-id = 1*ALPHA

version = 1DIGIT "." 1DIGIT

alert-info = 1*ALPHA

The ABNF syntax for the content of reverse doma@ma MUST be:
reverse-domain = "Reversed-Domain-Name:" domainJo4t." domain-part)

domain-part = 1*(ALPHA / DIGIT)

Examples of the valid alert types are shown below:

» Content-Type: application/samplealert
* Reversed-Domain-Name: org.openmobilealliance.dnpézatert

e urn:oma:at:dcmo:1.0:0operationcomplete

6.7.1.7 Format

The Format element MUST be specified. Format MUSfitain a DM identifier of the Format of the follavg Data
element.

6.7.1.8 Mark

The Mark element MAY be specified. Mark will defitfee importance level of the alert message. THevihg levels are
allowed in Generic Alert: “fatal”, “critical”, “minr”, “warning”, “informational”, “harmless” and “ideterminate”. Their
order indicates the importance level with “fataéifig the most important and “indeterminate” beimg least important. If

the Mark element is omitted then the default im@oce level “informational” is assumed.

6.7.1.9 Data (inside <ltem>)

The Data element MUST be specified. Data MUST hedFormat and Type specified in the Meta tag.
6.7.1.10  Correlator

The Correlator is an optional field and is used miie alert is an asynchronous response to andexamand. Typically,
the Correlator field in the alert echoes the Catm#l value from an Exec command and is omittedliother instances.
Registered Generic Alerts SHOULD specify how ther€lator field is used.
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6.8 DM Tree Change Alert

The protocol allows two DM Tree related alerts ¢éodent in Package IDM_TREE_UNCHANGED_ALERT (1227) and
DM_TREE_CHANGED_ALERT (1228). These optional alerts are used to indittatee DM Server whether or not
changes have occurred in the DM Tree after theskssgion with that DM Server (e.g. user changethgstor another DM
Server has connected to the DM Client and chantge®M Tree). The mechanism that tracks changdst®M Tree
SHOULD NOT be used as a trigger to start a DM ®essis that could overload the DM Server.

If there have been no changes to the DM Tree, tte®M Client MAY send an Alert with
DM_TREE_UNCHANGED_ALERT (1227) in theData element as part of Package 1. Note that if chahges occurred
but the DM Server does not have ACL access todht, then this alert SHALL NOT be sent.

If there have been changes to the DM Tree, theDMeClient MAY send an Alert witibM_TREE_CHANGED_ALERT
(1228) in theData element as part of Package#1. Thata element insidééem MUST contain the URI of the MO that
contains changed data (subject to ACL rules). Kudé multipleltem elements MAY be contained in the Alert, allowing
the DM Client to indicate multiple changes in thlDree. Note that continuously changing data (eaftery status)
SHOULD NOT be reported.

6.9 Sessionless Operation

As an optional capability, the OMA DM protocol supfs the sessionless command invocation as wétieasessionless
reporting features. These features are not pahteofore OMA DM protocol and are not describethia document. For
details see [SLESSCMD] and [SLESSRPT].
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7. Multiple Messages In Package

7.1 Description

The OMA DM Protocol provides the functionality tahsfer one SyncML package using multiple DM messaghis is
necessary when one SyncML package is too large toansferred in one SyncML message. For exankelimitation
may be caused by the transport protocol or byithidtions of a small footprint device.

In OMA DM, the role of the package as a logicalupimg of items is very limited. Most restrictionsooir on messages, not
on packages. For example, a command must fit ntited one message. This includes 8eguence andAtomic
commands, each of which must fit entirely into omessage.

In order to avoid overwhelming a DM Client with fited resources, a DM Server is not permitted ta s@w commands to
a client that has not yet returned a status toipuswcommands. In other words, most messages g¢helDM Server to the
DM Client will correspond to a (one message) paekagcept in the case where a DM Server is serallagge object or
asking for more messages (usilgrt 1222). A package containing a large object datulirspan as many messages as
necessary to transmit the large object, as spddifi&ection 8.

Note that the DM Server is always in one of théofeing states with respect to package boundaries:

1. The DM Server has sent a complete package. Irsthie, the DM Server is awaiting status from the Dlént on
the commands sent in the package. Because the staduresults may be large, such as the res@ebf
commands, the DM Client may send multiple messhgek to the DM Server before completing its respons

2. The DM Server has received a complete packageegpionses) from the DM Client. In this state, the Béfver
may send new commands to the DM Client.

3. The DM Server has sent one or more messages thpagrof the same package, but has not yet seffinidd
message of the current package. This state isvatity when the DM Server is sending a large objaat] the
package will end when the last chunk of the largject is sent.

Because the underlying transports for DM messages h request/response form, either the DM Clieth@DM Server
MAY be required to send a message that contairikereiew commands norFanal flag, in order to keep the
request/response cycle going.

For example, when the DM Server is in State 1 (alhdvmay receive many messages from the DM Chentaining

Status andResults . The DM Server will respond to each such messagels/ the DM Client, but may not include new
commands in those responses. Messages sent byvii8eiver in this state will containtatus to theSyncHdr sent by
the DM Client and also thilert 1222 (More Messages§tatus MUST BE sent in response &dert but MUST NOT
be sent in response Results

It is also possible foAlert 1222 to be replaced lert 1223 (Session Abort) if the DM Server wishes torathe
session.

The following chart shows an example of how muitipiessages can be used.

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Protocol-V1_3-20120306-C Page 22 (59)

DM Client DM Server

Pkg #1: Alert 1201, Replace (Devinfo), Final

Pkg #2: Status on SyncHdr, Alert and Replace, Commands, Final

Pkg #3 (1/2): Status on SyncHdr and commands, Results

Pkg #4 (1/3): Status on SyncHdr, Alert 1222

Pkg #3 (2/2): Status on SyncHdr and Alert, Results, Final

Pkg #4 (2/3): Status on SyncHdr , Command containing Large Object

Pkg #3 (1/2): Status on SyncHdr and commands, Alert 1222

Pkg #4 (3/3): Status on SyncHdr and Alert, rest of Large Object, Final

Pkg #3 (2/2): Status on SyncHdr and command, Results, Final

Pkg #4: Status on SyncHdr , Commands, Final

Pkg #3: Status on SyncHdr and commands, Results, Final

Pkg #4: Status on SyncHdr , Final

Figure 1. Example of how multiple messages can be used

7.2 Requirements

If a DM package is transferred in multiple DM magss, the last message in the package MUST inchedéinal element
[DMREPPRO] Other messages belonging to the package MUST iNGide theFinal element.

TheFinal element MUST NOT be supplied by the DM Client kose its package until the DM Server has serftiitsl
element to close the previous package. For instdheedDM Client MUST NOT supply thginal element to close Package
#2 or Package #4 until the DM Server has supphiedrinal element which closes the previous package (#Bor #
respectively). This is necessary because Pack&yaesd##4 constitute replies to the commands in &gak#1 and #3.

The recipient of a DM package containing multiplessages MUST be able to ask for more messagesisidose by
sending arlert command, with the alert code 1222, back to theleerif there are DM commands to be sent as a
response to a preceding messageResults |, theAlert command with the 1222 alert code MAY be omitted.

In the situation in which the DM Server has seetRimal flag, and the DM Client has not yet sentrtsal flag, the DM
Server MUST respond to the DM Client with the faliog "Next Message" response:

The "Next Message" response contaest code 1222 (or 1223 to abort), status toSacHdr , no other commands,
and noFinal flag.
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A DM Server MUST send thEinal flag in every message, when possible. This igpnesible during the sending of a
Large Object (see Section 8), or when sending Mext' Message" response.
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8. Large Object Handling

The protocol provides a means to synchronize ascoljhose size exceeds that which can be transimiftain one
message. This is achieved by splitting the objeict chunks that will fit within the message anchgsihe <MoreData/>
element to signal to the recipient that the datmits incomplete and has further chunks to come.

DM Clients SHOULD support Large Objects and DM ®esvMUST support Large Objects.

On receipt of a data object with the <MoreDataknednt, the recipient MUST respond with a statugaese “213 —
Chunked item accepted and buffered” and, if theeena other commands to be sent, ask for the negsage using the
Alert 1222 mechanism defined in Section 7.

On receipt of the last chunk of the data objectréuipient reconstructs the data object from itsstituent chunks and
applies the requested command. The appropriatestéit/ST then be sent to the originator. A commamé ehunked
object MUST implicitly be treated as atomic; ilee trecipient can only commit the object once alirdts have been
successfully received and reassembled.

Data objects that fit within a single message MUNIT be followed by the <MoreData/> element. Datgeots that span
multiple messages MUST have the <MoreData/> elemftat all chunks except the last chunk.

A new data object MUST NOT be added by a sendanyomessage until the previous data object has dmapleted. If a
data object is chunked across multiple messageshiiieks MUST be sent in contiguous messages. Newc@imands (i.e.
Add, Replace, Delete, Copy, Atomic or Sequenceajewy ltems MUST NOT be placed between chunks ofta olaject.

Meta and Item information SHOULD be repeated orheadsequent message containing chunks of the datm@bject.
Authentication details related to the data objegtYWary between messages bearing chunks of the satasobject as
defined in the Section 9.

DM Clients that support Large Object Handling MUfR@icate this by having the value of the DevDetagObj flag set to
"true". TheMaxObjSize accepted by the sender MAY be included in Metarimfation for the message headgyrfcHdr )
sent to the other partiaxObjSize information sent in Meta information for tlsyncHdr MUST be respected by the
recipient, who MUST NOT send any single object ¢arpan this size. MaxObjSize is not sent, the recipient is free to
send objects of any size back to the sender.

Note that theMaxObjSize remains in effect for the entire DM Session, usl@siew value is supplied in a subsequent
message. A possible reason to send aMawObjSize in a later message in the same session mightatb¢hi
MaxObjSize of a client might depend on free memory, which daorease as objects are created and increasgatsob
are deleted. ThislaxObjSize need not be a dynamic quantity, however.

If an item is chunked across multiple messagess8ize> element of the Meta information MUST bedusesignal to the
recipient the overall size of the data object. ¥8&ze> element MUST only be specified in the falstink of the item.

On receipt of the last chunk, the recipient MUSTidade that the size of re-constituted chunks métehobject <Size>
supplied in the Meta information by the sendethé size does not match then error status 424 ‘f8igmatch” MUST be
returned. The recipient MUST NOT commit the commartte sender MAY attempt to retransmit the entaiadbject.

If the recipient detects a new data object or contrtzefore the previous item has been completeth@ghunk without the
<MoreData/> Element), the recipient MUST responthwain Alert 1225 “End of Data for chunked object rexeived”. The
Alert SHOULD contain the source and/or target infation from the original command to enable the setalidentify the
failed command. Note: a Status would not sufficeehmecause there would not necessarily be a comibatadrefer to. The
recipient MUST NOT commit the command. The sendé&YMattempt to retransmit the entire data object.

The following charts show examples of how Largedg@bhandling can be used.
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DM Client DM Server

Pke #1: Alert 1201, Replace { Devinfo), Final v
IP Phe #2; Status on Synchldr, Alert and Replace, commands, Final

Pkg #3: Stams on SyncHdr and commands, Final -
i Pkg #4 {1/3): Status on SyncHdr, Add, MoreData

Plkg #3 (1/3): Status on SyneHdr and Add (213), Alert 1222 .
- Phe #4 (2/3) Staus on Syncllde and Alert, Add, MoreData

Pl #3 (2/3): Status on Svocllde and Add (213), Alert 1222 -
¥ Pka #4 (3/3): Statas on Synclldr and Alert, Add, Final

Pkg #3 {3/3): Status on SyncHdr and Add, Final

Lt

- Pkg #4: Status on SyncHdr, Final

Example of Add a Large Object
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DM Client DM Server

Pke # 1: Alert 1201, Replace {Devinfo), Final -

i Pk # 2: Status on Syncldr, Alert and Beplace, Gel, Final
Phy # 3 (1/3): Status on Synellde and Get, Resulis, MoreData il

" Phkg # 4 {1/3): Status on Synclldr and Results (213), Alert 1222, Get
Phg # 3(2/3); Status on Synelldr, Alert and Get, Results, Morel2ata .

- Phke # 4 {2/3): Swatus on Synelldr and Results (213), Alert 1222, Get
Pk # 3 (33 ) Status on Synclldr, Alert and Ger, Result, Final -

= Pkyg #4 (3/3): Status on SyncHdr, Final

Example of Get a Large Object
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9. Authentication

OMA DM Protocol uses the authentication framewgr&dfied in this chapter, with extensions define@MA Device
Management SecuripMSEC]. This section specifies the rules for how the ORI Protocol-level and the transport-level
authentication are used.

DM Server and DM Client can both challenge eacleoifno credentials were given in the originaluest or the credentials
were considered too weak. If the DM Server sentredentials or invalid credentials in Package #2¢imallenge and no
commands (only Status to SyncHdr and Devinfo) DMeClient MUST NOT challenge the DM Server by serglback

only a Status for the SyncHdr with a challengehé& DM Server challenged the DM Client in Package#@ DM Client
MUST revert to Package#1 and MUST resend the AledtDevinfo along with the credentials requestethbyDM Server.

The preferred authentication type of the DM SeM&Y be indicated to the DM Client using the <X>/AkPref parameter
in DM Account management obj&tMSTDOBJ].

Generation and maintenance of DM Client and DM 8ecvedentials are out of scope of the OMA DM Peoto
specification.

In this chapter, the authentication proceduresiafimed for the basic and MD5 digest access autaiun.

9.1 Authentication Challenge

If the response code to a request (message or co)risa401 (‘Unauthorized’) or 407 (‘Authenticatioaquired’), the
request requires authentication. In this caseStatus command to the request MUST include a Ghalent (See
[DMREPPRO). The Chal contains a challenge applicable ta¢lgeiested resource. The originator MAY repeat dugiest
with a suitable Cred element (S&MREPPRO). If the request already included the Cred elemtbien the 401 response
indicates that authorization has been refusechfusd credentials.

Both the DM Client and the DM Server can challefayeauthentication.

If the 407 response (i.e., Status) contains theesarallenge as the prior response, and the usat hge already attempted
authentication at least once, then the user SHOb.Presented the entity that was given in the respcsince that entity
might include relevant diagnostic information.

If the response code to a request is 212 (‘Autleatiin accepted’), no further authentication isdeekfor the remainder of
the DM session. In the case of the SHA256 DigedtMB5 Digest access authentication, the Chal elé¢wam however be
returned. Then, the next nonce in Chal MUST usedhfe digest when the next DM session is started.

If a request includes security credentials andésponse code to the request is 200, the samentisddeMUST be sent
within the next request. If the Chal element iduded and the MD5 digest access authenticatioraisdated, a new digest is
created by using the next nonce. In the case o256 Digest and MD5 Digest access authenticatfmn Chal element
can however be returned. The next nonce in Chal MbiSused when the next request is sent.

Once authentication has occurred, the authenticéyjme for a security layer MUST be kept same ffigrwhole session.
In case of authentication failure (either the crdidds were wrong or authentication was mandategirements are:

* The response message indicating the authenticiilome on application layer (see chapter 9.3) amrg only
Status commands (i.e. Replace, Get etc. commandSTMDT be specified in the response). A Status canan
MUST be provided for every command received inrdtpiest.

* In case the session is continued, the next messagaining the proper credentials MUST containatt for the
SyncHdr, MUST have the same SessionID as the prsvieessages and the message MUST be sent to the
RespURY, if it was specified in the response intiligathe authentication failure.
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9.2 Authorization

The Cred element MUST be included in requests (agesser command), which are sent after receivingl@ieor 407
responses if the request is repeated. In additican be sent in the first request from a DM Qliéthe authentication is
mandated through pre-configuration. The contethefCred element is specified[BIMREPPRO] The authentication type is
dependent on the challenge (See the previous chaptihe pre-configuration.

9.3 Application Layer Authentication

The authentication on the application layer is agglished by using the Cred element in SyncHdr &ed3tatus command
associated with SyncHdr. Within the Status commé#émelchallenge for the authentication is carriedefined earlier. The
authentication can happen both directions, i.e.[iW Client can authenticate itself to the DM Seraed the DM Server can
authenticate itself to the DM Client.

9.4 Authentication Examples

9.4.1 Basic authentication with a challenge

At this example, the DM Client tries to initiatettvithe DM Server without any credentials (Packabe #he DM Server
challenges the DM Client (Package #2) for the a@jafilbn layer authentication. The DM Client MUST dd?ackage #1
again with the credentials. The DM Server accdpmsctedentials and the session is authenticatedkdBa #2). In the
example, commands in SyncBody are not shown althaugractice, they would be there.

Package #1 from DM Client:

<SyncML xmIns='SYNCML:SYNCML1.2'>

<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>
<Target><LocURI>http://www.syncml.org/mgmt-server</ LocURI></Target>
<Source><LocURI>IMEI:493005100592800</LocURI></Sour ce>

</SyncHdr>

<SyncBody>

</S.3./IncBody>
</SyncML>

Package #2 from DM Server:

<SyncML xmIns='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>
<Target><LocURI>IMEI:493005100592800</LocURI></Targ et>
<Source><LocURI>http://www.syncml.org/mgmt-server</ LocURI></Source>
</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>0</CmdRef>
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<Cmd>SyncHdr</Cmd>
<TargetRef>http://www.syncml.org/mgmt-server</Targe
<SourceRef>IMEI:493005100592800</SourceRef>
<Chal>
<Meta>
<Type xmIns="syncml:metinf’>syncml:auth-basic</Type
<Format xmIns="syncml:metinf’>b64</Format>
</Meta>
</Chal>
<Data>407</Data> <!-- Credentials missing -->
</Status>

</S')'/IncBody>
</SyncML>

tRef>

Package #1 (with credentials) from DM Client:

<SyncML xmIns='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</Session|D>
<MsgID>2</MsgID>
<Target><LocURI>http://www.syncml.org/mgmt-server</
<Source><LocURI>IMEI:493005100592800</LocURI></Sour
<Cred>
<Meta>
<Type xmiIns="syncml:metinf’>syncml:auth-basic</Type
<Format xmlIns='syncml:metinf>b64</Format>
</Meta>
<Data>QnJ1Y2UyOk9oQmVoY XZl</Data>
<!I-- base64 formatting of ‘userid:password’ -->
</Cred>
</SyncHdr>
<SyncBody>

</SyncBody>
</SyncML>

LocURI></Target>
ce>

Package #2 from DM Server:

<SyncML xmIns='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>2</MsgID>
<Target><LocURI>IMEI:493005100592800</LocURI></Targ
<Source><LocURI>http://www.syncml.org/mgmt-server</
</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>

et>
LocURI></Source>

<MsgRef>2</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr</C md>

<TargetRef>http://www.syncml.org/mgmt-server</Targe
<SourceRef>IMEI:493005100592800</SourceRef>

tRef>
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<Data>212</Data> <!-- Authenticated for session -->
</Status>

</SyncBody>
</SyncML>

9.4.2 MDS5 digest access authentication with a challenge

At this example, assume (as in 9.4.1 above) the@ikht tries to initiate with the DM Server withoamy credentials
(Package #1 is omitted here for brevity). The DMvBechallenges the DM Client as above (Packags #&0o omitted from
this example) for the application layer authent@atThe authentication type is now syncml:auth-rfid®5 digest access
authentication). The DM Client MUST resend Packéfehis time with the MD5 credentials (as showrohein Package
#1). The DM Server accepts the credentials andehsion is authenticated (Package #2 below). #igodDM Server sends
the next nonce to the DM Client, which the DM Cti&flUST use when the next DM session is startethénexample,
commands in SyncBody are not shown although intip@ahey would be there.

Package #1 from DM Client:

<SyncML xmIns='SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</Session|D>
<MsgID>2</MsgID>
<Target><LocURI>http://www.syncml.org/mgmt-server</ LocURI></Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
<LocName>Bruce2</LocName> <!-- userid -->
</Source>
<Cred>
<Meta>
<Type xmiIns="syncml:metinf’>syncml:auth-md5</Typ e>
<Format xmIns="syncml:metinf’>b64</Format>
</Meta>
<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
<!I-- Base64 coded MD5 for user ‘Bruce2’, password * OhBehave’, nonce
‘Nonce’ -->
</Cred>
</SyncHdr>
<SyncBody>

</SyncBody>
</SyncML>

Package #2 from DM Server:

<SyncML xmIns='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>2</MsgID>

<Target><LocURI>IMEI:493005100592800</LocURI></Targ et>
<Source><LocURI>http://www.syncml.org/mgmt-server</ LocURI></Source>
</SyncHdr>
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<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<TargetRef>http://www.syncml.org/mgmt-server</Targe tRef>
<SourceRef>IMEI:493005100592800</SourceRef>
<Chal>
<Meta>
<Type xmlIns="syncml:metinf’>syncml:auth-md5</Type>
<Format xmIns="syncml:metinf’>b64</Format>

<NextNonce xmins="syncml:metinf'’>LG3iZQhhdmKNHg==</ NextNonce>
<l-- This nonce is used at the next session -->
</Meta>
</Chal>
<Data>212</Data> <!-- Authenticated for session -->
</Status>
</SyncBody>

</SyncML>
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10.User interaction commands

10.1 Introduction

The OMA DM Protocol specifies following user intetian types for example to notify and obtain camfation from the
user regarding the management operation. Thesadtiten types are the following:

e User displayable notification associated with daiaraction.

» Confirmation from the user to execute a certainagament operation.
* Prompt user to provide input for upcoming manageroparation.

* Prompt user to select item or items among items.

» Display progress notification for a certain action.

10.2 User interaction alert codes

TheseAlert s can be sent only from the DM Server to the DMeti Clients MUST report 406: “Optional Feature Not
Supported”, if DM Client does not support the sfiediser Interaction Alerts type. If sent by the DBlient, they are
ignored by the DM Server. Multiple user interactidiert 's can be present in Package#2, in this case th€uvit
executes them by arbitrary order (unl€sgjuence is used) and sends back the results in mulSpétus packages in
Package#3. If the protocol continues after Packége#dckage#4 can also contain user interaetlert 's.

When a user interaction is executed, DM Servepigied about the outcome of the interaction itatus message. The
user interaction-specifitatus responses are describeddMREPPRO]

All user interactiorAlert s contain two or morkem elements. DM Client MUST preserve the order oféitem
elements. DM Client MUST also process thiksen elements in the same order as they are in theagess

User interactions, except display, SHOULD have ogtion to cancel operation. If the user decidesatacel the operation,
then management message processing is stoppags Sbates for executed commands are reported ngrarall status code
(215) Not executed is returned to all commands which are not proaksafter processing the user response the DM
Server might decide to continue protocol with satier management operation.

If the Ul allows the user to cancel (for any of thieAlerts ), then the statu@14) Operation cancelled should
be returned for thélert

10.2.1 Display
The DM DISPLAY Alert is slightly changed in OMA DM Protocol. THdert has two Items.
» The firstitem contains optional parameters as specified in Gedtd.3.
» The secondtem has exactly onPata element containing the text to be displayed toutbes.

Example:

<Alert>
<CmdID>2</CmdID>
<Data>1100</Data>
<ltem><Data>MINDT=10</Data></ltem>
<ltem>

<Data>Management in progress</Data>

</ltem>

</Alert>
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10.2.2 Confirmation

Confirmation is a binary decision: the user eithygproves or rejects the option. A n&fert code is introduced for this
purpose, the CONFIRM_OR_REJECT. When the DM Clieneives thid\lert , it displays théAlert text then enables
the user to select "Yes" or "Nolf the answer is "Yes", the status code 200: “Yisg'’eturned and the processing of the
package continues without change in processingelinswer is "No", the status code 304: “No” tsimeed and the
processing of the package ceases. If the Ul altbersiser to cancel, status 214: “Operation carteirould be returned for
the Alert.

If user answers "No", then package processingohitinge according to placement of confirmatidert in package as
follows.

* If confirmationAlert is insideAtomic , thenAtomic fails and all executed commands have to be rdilbek.

« If confirmationAlert is insideSequence , then commands i8equence after confirmatiorAlert are
bypassed.

e If confirmationAlert is not insideAtomic or Sequence i.e. it is directly inSyncBody , then user response has
no effect to package processing. In this way DM/&ecan query user opinion before sending actualagement
commands to DM Client.

Status cod€215) Not Executed will be sent back for the commands whose execwtias bypassed as result of user
interaction.

TheAlert contains twdtem s.
» The firstitem contains the optional parameters as specifiecdati@ 10.3.
» The secondtem has exactly onBata element containing the text to be displayed touther.

Example:

<Alert>
<CmdID>2</CmdID>
<Data>1101</Data>
<ltem></Iltem> <!-- no optional parameters -->
<ltem>
<Data>Do you want to add the CNN access point?</Dat a>
</ltem>
</Alert>

Result if user responds "No":

<Status>
<CmdID>2</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Alert</Cmd>
<Data>304</Data> <!-- Answer was “no” -->
</Status>

If the result in the above example had been treatifer chose Yes, the status would have (@&0) .

10.2.3 User input

When thisAlert is sent, the client displays the text then alltiesuser to type in a text string. This text stisi¢hen sent
back to the server inStatus message.
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The DM Server instructs the DM Client to executie tiser interaction by sending a TEXT INPBTert . TheAlert
contains at least twibem s.

* The firstitem contains optional parameters as specified in Gedtd.3.

» The secondtem has exactly onBata element containing the text to be displayed touther.

Example:

<Alert>

<CmdID>2</CmdID>

<Data>1102</Data>

<ltem></ltem>

<ltem>

<Data>Type in the name of the service you would lik eto

configure</Data>

</ltem>
</Alert>

The user is presented with the text and an inpyttbdype in the message. The followiBtatus message is sent back in
the next message from DM Client to DM Server:

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Alert</Cmd>
<Data>200</Data> <!-- Successful, user typed in a t ext -->
<ltem>
<Data>CNN</Data> <!-- User input -->
</ltem>
</Status>

10.2.4 User choice

When thisAlert is sent, the user is presented with a set of plesshoices. Thélert body MUST contain the following
ltem s.

» The firstitem contains optional parameters as specified in Gedtd.3.
 The secondtem has exactly onBata element containing the title of the selection lasnptext.

* From thirditem onwards the Item contains exactly db&ta element that describes one possible choice as plai
text. Thesdtem s are referenced by a number starting froteln s MUST be numbered in the order they were
sent.ltem s SHOULD be presented to the user in the orderwreag sent.

The user selection is returnedStatus message. The selected item is returned itbean . TheData element of this
Item contains the reference number of item. A variatbthisAlert allows the user to select multiple items. In tase
selected items are sent back in multifpgen s in the same way as one selected item.

One possible implementation could be a list andh&ata member of thélert could be displayed as a row in the list.
The user could select a list item then he or shedvpush the "Ok" button and the ID of the seledigtdtem is sent back in
aStatus message.

Example for a single-choioglert

| <Alert>
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<CmdID>2</CmdID>
<Data>1103</Data>
<ltem><Data>MINDT=10</Data></ltem>
<ltem>

<Data>Select service to configure</Data>
</ltem>
<ltem>

<Data>CNN</Data>
</ltem>
<ltem>

<Data>Mobilbank</Data>
</ltem>
<ltem>

<Data>Game Channel</Data>
</ltem>

</Alert>

Response to thislert returns the selected item.

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Alert</Cmd>
<Data>200</Data> <!-- Successful, user selected an item -->
<ltem>
<Data>2</Data> <!-- User selected MobilBank -->
</ltem>
</Status>

Example to multiple-choicélert

<Alert>
<CmdID>2</CmdID>
<Data>1104</Data>
<ltem></ltem>
<Item><Data>Select service to configure</Data></Ite m>
<ltem>
<Data>CNN</Data>
</ltem>
<ltem>
<Data>Mobilbank</Data>
</ltem>
<ltem>
<Data>Game Channel</Data>
</ltem>
</Alert>

Response to thiglert returns the selected item. The number of the saldtems can be returned in arbitrary order by the
DM Client.

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Alert</Cmd>
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<Data>200</Data> <!-- Successful, user selected an item -->
<ltem>
<Data>3</Data>
</ltem>
<ltem>
<Data>2</Data> <!-- User selected Mobilbank and Gam e Channel -->
</ltem>
</Status>

10.2.5 Progress notification (object download)

Users SHOULD be able to track the progress of gdomanagement operation like a file or object doat. OMA DM
Protocol will not provide a separate mechanisnpfoigress notification but it will entirely reuseetbM Size Meta-
Information tag defined in DM Meta-Information DTDMMETA] and will make a recommendation for device
manufacturers to use this tag for displaying pregmotification.

According to DM Meta-Information DTD, anfem can be tagged yize meta-information that indicates the size of the
object. When the DM Client encounterSiae meta-information tag in a receiviem , it MAY display a progress
notification on the user interface if the DM Cliatgcides that the item with the given size willegaklonger time to
download. The progress naotification bar is scalebeding to the length information conveyed in 8iee element. If the
size information is not sent by the DM Server, Bl Client is not able to display a scaled progtessso it is
recommended that DM Servers send this informafitimei object to be downloaded by the DM Clientdagonably large.

Example of an antivirus data file download wllze Meta Information.

<Add>
<CmdID>2</CmdID>
<Meta>
<Format xmIns="syncml:metinf’>b64</Format>
<Type xmiIns="syncml:metinf'>
application/antivirus-inc.virusdef
</Type>
</Meta>
<ltem>
<Meta>
<l-- Size of the data item to download -->
<Size xmIns='syncml:metinf'>37214</Size>
</Meta>
<Target><LocURI>./antivirus_data</LocURI></Target>
<Data>
<l-- Base64-coded antivirus file -->
</Data>
</ltem>
</Add>

Progress indicator will be displayed during theassn of theAdd command and it will be scaled so that the totadile of
data to be downloaded is supposed to be 37214.bytes

10.3 User interaction options

Alert 's MAY have optional User interaction parameterthimfirstitem . Optional parameters are represented as one text
string inside thdata element. If the User interactidxiert does not have optional parameters, the ffiesh is empty.
The optional parameter string conforms to the URtoeling format specified ifiRFC2396]

The following example uses two optional parameters:

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Protocol-V1_3-20120306-C Page 37 (59)

| MAXDT=30&DR= |

The DM Client MUST skip without error message h# bptional parameters that it is not able to psce

The following optional parameters are currentlyimked.

10.3.1 MINDT (Minimum Display Time)

This parameter is a hint to the user agent of timénmum time that the user interaction should beldiged to the user. This
can be important to guarantee that a notificati@ssage is readable.

MINDT parameter MUST have a value that can be atallias a positive, integer number. Value of MINBinterpreted as
notification display time to user in seconds.

Example:

<!-- Display this message for at least 10 seconds - ->
<ltem><Data>MINDT=10</Data></ltem>

10.3.2 MAXDT (Maximum Display Time)

This parameter is a hint to the user agent for lkemg the DM Client should wait for the user to extecthe user interaction.
If the user does not act within MAXDT time, theiactis considered to be cancelled and a timeotustzackage or default
response package is sent back to the DM Server.

MAXDT parameter MUST have a value that can be eateldias a positive, integer number. Value of MAXBinterpreted
as seconds to wait for user action.

Example:

<I-- Wait maximum 20 seconds for the user -->
<ltem><Data>MAXDT=20</Data></Item>

10.3.3 DR (Default Response)

DR optional parameter specifies the initial stdtéhe user interaction control widget. Other thettiag the initial state of
the user interaction control widget, DR has no oih#uence on the user interaction control widdeterpretation for
different user interaction types is the following:

» If the user interaction is Notification, this optia parameter is ignored.

» If the user interaction is a confirmation, 0 metret the reject user interface element is highédhiy default, 1
means that the accept user interface elementlidiginged by default. Highlighted user interfaceneést means that
the "default” user interaction (like pressing Eriatton) will select the highlighted user interfagdement. If the
DM Client user interface has no notion of highleghtuser interface element, this parameter MAY berigd.

» If the user interaction is user input, DR valuecdsfies the original text in the text input usererface element. This
text MUST conform to the optional parameter symiaes.

» If the user interaction is single-choice, the DRueds the originally highlighted choice item; evglue between 1
and the number of items in the selection list.

» If the user interaction is a multi-choice, the D&tue is a minus sign-separated list of originalhtighted values
(for example: 2-3).

Examples:
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<!-- Accept by default in a Confirmation action -->
<ltem><Data>DR=1</Data></ltem>

<!-- Default user entry of ‘John Doe’ in an user in put action -->
<ltem><Data>DR=John+Doe</Data></ltem>

<!-- Default selection of item 3 in a single-choice action -->
<ltem><Data>DR=3</Data></ltem>

<I-- Default selection of item 2 and 3 in a multi-c hoice action -->
<ltem><Data>DR=2-3</Data></ltem>

10.3.4 MAXLEN (Maximum length of user input)

MAXLEN value is evaluated to a positive integer ataermines the maximum number of characters tirabe typed into
the text input user interaction widget. The optiggerameter MUST be ignored in all other kind oéumteraction widget. If
the specified maximum length of input string excette capability of the DM Client, the client MAYriore the parameter.

Example:

<!l-- Maximum string length is 30 -->
<ltem><Data>MAXLEN=30</Data></ltem>

10.3.5 IT (Input Type)

IT specifies what kind of characters is allowedha text input user interaction widget. Based as ithiformation a DM
Client with limited keyboard MAY display user intation elements that allow easy input of charactetgresent on the
keyboard. The optional parameter MUST be ignoregsir interaction widgets other than text inputotkd values:

IT=A - Alphanumeric input, DM Client SHOULD allowput of all alphanumeric characters. This is thiaaleé behaviour.
IT=N - Numeric input, DM Client SHOULD allow inpwf all numeric characters, decimal point and sigaracter.

IT=D - Date input, DM Client SHOULD allow input @l numeric characters. User input is delivere®kd Server in
following text string format "DDMMYYYY", where;

» DD is day with possible leading zero.
* MM is month with possible leading zero.
* YYYY is year presented with four digits.

IT=T - Time input, DM Client SHOULD allow input &fll numeric characters. User input is delivere®ké Server in
following text string format "hhmmss", where;

» hhis hours with possible leading zero.
* mm is minutes with possible leading zero.
* ssis seconds with possible leading zero.

IT=P - Phone number input, DM Client SHOULD allomput of all numeric characters, "+", "p", "w" angl'""+" MUST be
first if present in phone number.
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IT=I - IP address input, DM Client SHOULD allow iapof all numeric characters. User input is delgeto DM Server in
following text string format "xxx.yyy.zzz.www"

Example:

<!-- Numeric text input -->
<ltem><Data>IT=N</Data></ltem>

Status message delivered to DM Server as response

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Alert</Cmd>
<Data>200</Data> <!-- Successful, entered a number -->
<ltem>
<Data>-1.23</Data>
</ltem>
</Status>

10.3.6 ET (Echo Type)

ET specifies how text input user interaction widgethoes the characters that the user types inofthenal parameter
MUST be ignored in user interaction widgets otlanttext input. Allowed values:

ET=T - Text input. The DM Client SHOULD allow theer to see the character the user typed into dhénjgut user
interaction widget. This is the default behaviour.

ET=P - Password input. The DM Client SHOULD hide tfharacter the user typed into the text input imeraction
widget. One way of doing it MAY be writing an asgdrinstead of the character itself.

Example:

<!-- Numeric text input -->
<ltem><Data>ET=T</Data></ltem>
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11.Protocol examples

In this section several protocol scenarios wildeenonstrated.

11.1 One-step protocol initiated by the server

In this section an example is presented in whig¥P connectivity context is added to the WAP segsinThe user is asked
to confirm whether the settings could be added.

11.1.1 Package#1: Initialization from DM Client to DM Server

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>
<Target>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
</Source>
<Cred> <!-- Client credentials are mandatory if the transport layer is
not providing authentication.-->
<Meta>
<Type xmlIns="syncml:metinf’>syncml:auth-basic</Type >
<Format xmIns='syncml:metinf'>b64</Format>
</Meta>
<Data>
<!I-- base64 formatting of userid:password -->
</Data>
</Cred>
<Meta> <!-- Maximum message size for the client -->
<MaxMsgSize xmIns='syncml:metinf’>5000</MaxMsgSize>
</Meta>
</SyncHdr>
<SyncBody>
<Alert>
<CmdID>1</CmdID>
<Data>1200</Data> <!-- Server-initiated session -->
</Alert>
<Replace>
<CmdID>3</CmdID>
<ltem>
<Source><LocURI>./Devinfo/Devld</LocURI></Source>
<Meta>
<Format xmIns='syncml:metinf'>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>IMEI:493005100592800</Data>
</Item>
<ltem>
<Source><LocURI>./Devinfo/Man</LocURI></Source>
<Meta>
<Format xmlIns='syncml:metinf’>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
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</Meta>
<Data>Device Factory, Inc.</Data>
</Item>
<ltem>
<Source><LocURI>./Devinfo/Mod</LocURI></Source>
<Meta>
<Format xmlIns='syncml:metinf’>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>SmartPhone2000</Data>
</lItem>
<ltem>
<Source><LocURI>./Devinfo/DmV</LocURI></Source>
<Meta>
<Format xmIns='syncml:metinf'>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>1.0.0.1</Data>
</ltem>
<ltem>
<Source><LocURI>./Devinfo/Lang</LocURI></Source>
<Meta>
<Format xmlIns='syncml:metinf’>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>en-US</Data>
</ltem>
</Replace>
<Final/>
</SyncBody>
</SyncML>

11.1.2 Package#2: Initialization from DM Server to DM Client

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</Session|D>
<MsgID>1</MsgID>
<Target>
<LocURI>IMEI:493005100592800</LocURI>
</Target>
<Source>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Source>
<Cred> <!-- Server credentials -->
<Meta>
<Type xmIns="syncml:metinf’>syncml:auth-basic</Type >
<Format xmIns='syncml:metinf>b64</Format>
</Meta>
<Data><!-- base64 formatting of userid:password --> </Data>
</Cred>
</SyncHdr>
<SyncBody>
<Status>
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<MsgRef>1</MsgRef><CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<CmdID>6</CmdID>
<TargetRef>http://www.syncml.org/mgmt-server</Targe
<SourceRef>IMEI:493005100592800</SourceRef>
<I-- Authenticated for the session -->
<Data>212</Data>
</Status>
<Status>
<MsgRef>1</MsgRef><CmdRef>1</CmdRef>
<CmdID>7</CmdID>
<Cmd>Alert</Cmd>
<Data>200</Data><!-- OK -->
</Status>
<Status>
<MsgRef>1</MsgRef><CmdRef>3</CmdRef>
<CmdID>8</CmdID>
<Cmd>Replace</Cmd>
<Data>200</Data><!-- OK -->
</Status>
<Sequence>
<CmdID>1</CmdID>
<Alert>
<CmdID>2</CmdID>
<Data>1101</Data> <!-- User confirmation required -
<ltem></ltem>
<ltem>
<Data>Do you want to add the CNN access point?</Dat
</Item>
</Alert>
<Replace>
<CmdID>4</CmdID>
<Meta>
<Format xmIns="syncml:metinf’>b64</Format>
<Type xmlIns='syncml:metinf'>
application/vnd.wap.connectivity-wbxml
</Type>
</Meta>
<ltem>
<I-- CNN WAP settings object in the settings -->
<Target>
<LocURI>./settings/wap_settings/CNN</LocURI>
</Target>
<Data><!-- Base64-coded WAP connectivity document -
</ltem>
</Replace>
</Sequence>
<Final/>
</SyncBody>
</SyncML>

tRef>

a>

-></Data>

11.1.3 Package#3: DM Client response

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2 </VerDTD>

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Protocol-V1 3-20120306-C

Page 43 (59)

<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>2</MsgID>
<Target>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>1</MsgRef>
<CmdID>1</CmdID>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<I-- SyncHdr accepted -->
<Data>212</Data>
</Status>
<Status>
<MsgRef>1</MsgRef>
<CmdID>2</CmdID>
<CmdRef>1</CmdRef>
<Cmd>Sequence</Cmd>
<I-- Sequence executed correctly -->
<Data>200</Data>
</Status>
<Status>
<MsgRef>1</MsgRef><CmdRef>2</CmdRef>
<CmdID>3</CmdID>
<Cmd>Alert</Cmd>
<I-- OK, the user confirmed the action -->
<Data>200</Data>
</Status>
<Status>
<MsgRef>1</MsgRef>
<CmdRef>4</CmdRef>
<CmdID>4</CmdID>
<Cmd>Replace</Cmd>
<TargetRef>./settings/wap_settings/ICNN</TargetRef>
<I-- OK, access point added -->
<Data>200</Data>
</Status>
<Final/>
</SyncBody>
</SyncML>

11.1.4 Package#4: Acknowledgement of DM Client status

This package is now empty as no actions are sehtlant does not continue the protocol.

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionID>1</S essionID>
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<MsgID>2</MsgID>
<Target>
<LocURI>IMEI:493005100592800</LocURI>
</Target>
<Source>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>2</MsgRef>
<CmdID>1</CmdID>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<Data>200</Data>
</Status>
<Final/>
</SyncBody>
</SyncML>

11.2 Two-step protocol initiated by the DM Server

Operator initiates a regular antivirus softwareatpdn PDA clients. The DM Server checks the itesdatersion in the first
management section then updates the antivirusméta second step.

11.2.1 Package#1: Initialization from DM Client to DM Server

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>

<Target>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
</Source>
<Cred> <!-- Client credentials are optional -->
<Meta>
<Type xmIns="syncml:metinf’>syncml:auth-basic</Type >
<Format xmIns='syncml:metinf'>b64</Format>
</Meta>
<Data><!-- base64 formatting of userid:password --> </Data>
</Cred>

<Meta><!-- Maximum message size for the client -->
<MaxMsgSize xmIns='syncml:metinf’>5000</MaxMsgSize>
</Meta>
</SyncHdr>
<SyncBody>
<Alert>
<CmdID>1</CmdID>
<Data>1200</Data> <!-- Server-initiated session -->
</Alert>
<Replace>
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<CmdID>3</CmdID>
<ltem>
<Source><LocURI>./Devinfo/Devld</LocURI></Source>
<Meta>
<Format xmlIns='syncml:metinf>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>IMEI:493005100592800</Data>
</Item>
<ltem>
<Source><LocURI>./Devinfo/Man</LocURI></Source>
<Meta>
<Format xmIns='syncml:metinf'>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>Device Factory, Inc.</Data>
</ltem>
<ltem>
<Source><LocURI>./Devinfo/Mod</LocURI></Source>
<Meta>
<Format xmlIns='syncml:metinf’>chr</Format>
<Type xmins='syncml:metinf'>text/plain</Type>
</Meta>
<Data>SmartPhone2000</Data>
</ltem>
<ltem>
<Source><LocURI>./Devinfo/DmV</LocURI></Source>
<Meta>
<Format xmIns='syncml:metinf'>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>1.0.0.1</Data>
</Item>
<ltem>
<Source><LocURI>./Devinfo/Lang</LocURI></Source>
<Meta>
<Format xmIns='syncml:metinf'>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>US-en</Data>
</ltem>
</Replace>
<Final/>
</SyncBody>
</SyncML>

11.2.2 Package#2: Initialization from DM Server to DM Client

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>
<Target>
<LocURI>IMEI:493005100592800</LocURI>
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</Target>
<Source>

</Source>
<Cred> <!-- Server credentials -->
<Meta>

<Format xmIns='syncml:metinf>b64</Format>
</Meta>

</Cred>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>1</MsgRef><CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<CmdID>5</CmdID>

<l-- Authenticated for the session -->
<Data>212</Data>

</Status>

<Status>
<MsgRef>1</MsgRef><CmdRef>1</CmdRef>
<CmdID>6</CmdID>
<Cmd>Alert</Cmd>
<Data>200</Data><!-- OK -->

</Status>

<Status>
<MsgRef>1</MsgRef><CmdRef>3</CmdRef>
<CmdID>7</CmdID>
<Cmd>Replace</Cmd>
<Data>200</Data><!-- OK -->

</Status>

<Alert>
<CmdID>2</CmdID>

<ltem></Item>
<ltem>

</ltem>
</Alert>
<I-- Let's get the installed antivirus definition v

<Get>
<CmdID>4</CmdID>
<ltem>
<Target>
<LocURI>./antivirus_data/version</LocURI>
</Target>
</ltem>
</Get>
<Final/>
</SyncBody>
</SyncML>

<LocURI>http://www.syncml.org/mgmt-server</LocURI>

<Type xmIns="syncml:metinf’>syncml:auth-basic</Type

<Data><!-- base64 formatting of userid:password -->

<TargetRef>http://www.syncml.org/mgmt-server</Targe
<SourceRef>IMEI:493005100592800</SourceRef>

<Data>1100</Data> <!-- User displayable natificatio

<Data>Your antivirus software is being updated</Dat

</Data>

tRef>

n-->

a>

ersion number now -
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11.2.3 Package#3: DM Client response

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>2</MsgID>
<Target>

</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>1</MsgRef>
<CmdID>1</CmdID>
<Cmd>SyncHdr</Cmd>
<Data>212</Data>
</Status>
<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<CmdID>2</CmdID>
<Cmd>Alert</Cmd>
<Data>200</Data><!-- User notification OK -->
</Status>
<Status>
<MsgRef>1</MsgRef>
<CmdRef>4</CmdRef>
<CmdID>4</CmdID>
<Cmd>Get</Cmd>
<TargetRef>./antivirus_data/version</TargetRef>
<Data>200</Data><!-- Get OK -->
</Status>
<I-- Results for the Get: antivirus version number
<Results>
<MsgRef>1</MsgRef><CmdRef>4</CmdRef>
<CmdID>3</CmdID>
<|tem>
<Source>
<LocURI>./antivirus_data/version</LocURI>
</Source>
<Data>antivirus-inc/20010522b/5</Data>
</ltem>
</Results>
<Final/>
</SyncBody>
</SyncML>

<LocURI>http://www.syncml.org/mgmt-server</LocURI>

11.2.4 Package#4: Continue with management operations

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
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<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>2</MsgID>
<Target>
<LocURI>IMEI:493005100592800</LocURI>
</Target>
<Source>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>2</MsgRef>
<CmdID>1</CmdID>
<Cmd>SyncHdr</Cmd>
<Data>212</Data>
</Status>
<l-- Send now antivirus updates -->
<Replace>
<CmdID>2</CmdID>
<Meta>
<Format xmIns="syncml:metinf’>b64</Format>
<Type xmIns="syncml:metinf’>
application/antivirus-inc.virusdef
</Type>
</Meta>
<ltem>
<Target>
<LocURI>./antivirus_data</LocURI>
</Target>
<Data><!-- Base64-coded antivirus file --></Data>
</Item>
</Replace>
<Final/>
</SyncBody>
</SyncML>

11.2.5 Restart protocol iteration with Package#3

: DM Client response

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>3</MsgID>
<Target>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>2</MsgRef>
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<CmdID>1</CmdID>
<Cmd>SyncHdr</Cmd>
<Data>200</Data>

</Status>

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<CmdID>2</CmdID>
<Cmd>Replace</Cmd>
<TargetRef>./antivirus_data</TargetRef>
<!I-- OK, antivirus update loaded -->
<Data>200</Data>

</Status>

<Final/>

</SyncBody>
</SyncML>

11.2.6 Package#4: Finish the protocol, no continuation

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>3</MsgID>
<Target>
<LocURI>IMEI:493005100592800</LocURI>
</Target>
<Source>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>3</MsgRef>
<CmdID>1</CmdID>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<Data>200</Data>
</Status>
<Final/>
</SyncBody>
</SyncML>
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12.Backward Compatibility

DM Servers MUST be compatible with all older mirzord the same versions of the DM protocol.

DM Clients MUST be compatible with the same versibthe DM protocol and SHOULD be compatible witie previous
minor version of the DM Protocol and MAY be compéiwith older versions of the DM protocol.

For example, a DM Server version 1.3 will have ¢cable to manage DM 1.1, DM 1.2 and DM 1.3 ClieAtRM Server
version 1.2 will have to be able to manage DM hd BM 1.2 Clients. A DM 1.3 Client will have to lable to respond to
DM 1.2 and DM 1.3 Servers.
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Appendix A. Change History (Informative)
A.1 Approved Version History
Reference Date Description
N/A N/A No prior 1.3 version
A.2 Draft/Candidate Version 1.3 History
Document I dentifier Date Sections Description
Draft Versions 15 Oct 2008 All Baseline to v1.3 using OMA-TS-DMoRicol-V1_2_1-20080617-A .

OMA-TS-DM_Protocol-V1_3 09 Sep 2009 8.7

Applied
OMA-DM-DM13-2009-0038-
CR_DMProto_Alert_Code_Enhancement.

28 Oct 2009 All

Applied
OMA-DM-DM13-2009-0080R01-CR_Backward_CompatibilEijA-
DM-DM13-2009-0094R02-CR_Packagel_Description
OMA-DM-DM13-2009-0012-CR_Alert__Non_Visual___Bug ixF

02 Nov 2009 All

Removed
CR_Alert_Non_Visual_Bug_Fix (was not Agreed).

Applied
OMA-DM-DM13-2009-0106R01-CR_Protocol_cleanup
10 Dec 2009 All Applied
OMA-DM-DM13-2009-0118R06-CR_RelativeURI_Addressing.
28 Dec 2009 All Applied

OMA-DM-DM13-2009-0121R02-CR_Protocol_Pkgl_Devinfa&ié
OMA-DM-DM13-2009-0127-
CR_VerProto_Bug_Fix_for_DM_Protocol

29 Dec 2009 All

Fixed clerical errors, spelling tales, etc.

03 Feb 2010 B.1.1

Applied
OMA-DM-DM13-2010-0013R01-CR_Protocol_SCR
OMA-DM-DM13-2010-0021R01-CR_RelativeURI_Enhancement
OMA-DM-DM13-2010-0033-CR_SCR_Entries_for_Protocol
OMA-DM-DM13-2009-0134R02-CR_Protocol_Bug_Fixes

11 Feb 2010 All

Editorial clean-up of formatting

15 Mar 2010 All

Changed all text to UK.

Reapplied OMA-DM-DM13-2010-0021R01-
CR_RelativeURI_Enhancement.

23 Apr 2010 All

Editorial cleanup.

26 Apr 2010 T.0.C

Update of T.O.C (figures)

04 May 2010 | 3.1,10.2,
10.2.5,
10.3.5,
11.2.1,
11.2.4

3.1, 10.2 and 10.3.5: grammatical correction
Double quotes changed to single quotes

05 May 2010 All

Formatting of bullets
Formatting of note
Double quotes changed to single quotes

Snippets font changed from Courier to Courier NeWwdrmonize the
snippets fonts

Candidate Version
OMA-TS-DM_Protocol-V1_3

25 May 2010 N/A

Status changed to Candidate by TP

Ref # OMA-TP-2010-0221-
INP_DM_V1.3_ERP_and_ETR_for_Candidate_approval

Draft Versions
OMA-TS-DM_Protocol-V1_3

26 Aug 2010 | 7,12

Applied
OMA-DM-DM13-2010-0084-CR_Clarify_Large_Object_Usage
OMA-DM-DM13-2010-0098R01-CR_Client_Backward_Compdity

20 Oct 2010 8

Re-applied change 3 of CR OMA-DM-DM13-2009-0121R02-
CR_Protocol_Pkgl_DevinfoDetall
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Document I dentifier Date Sections Description
04 Nov All Applied:
OMA-DM-DM13-2010-0114R01-CR_Protocol_TS_Cleanup
Candidate Version 07 Dec 2010 N/A Status changed to Candidate by TP
OMA-TS-DM_Protocol-V1_3 Ref #OMA-TP-2010-0502-
INP_DM_V1_3_ERP_and_ETR_for_Candidate_re_approval
Draft Versions 15 Feb 2011 6 Applied:
OMA-TS-DM_Protocol-V1_3 11 (new) OMA-DM-DM13-2010-0130R01-
CR_moving_DM20Protocol_to_DM213Protocol
25 Mar 2011 8.3 Applied:
8.8 (new) OMA-DM-DM13-2011-0013R04-CR_Protocol_Tree_Changerl
19 Apr 2011 8.3,11 Applied:
OMA-DM-DM13-2011-0017R05-CR_Protocol_Obj_Request
OMA-DM-DM13-2011-0031R01-CR_MMA_Delegation_Intro
10 May 2011 11 (deleted) Applied:
OMA-DM-DM13-2011-0039R03-CR_MMA_DM_Server_Protoc®S
04 Jul 2011 8.7.1.6 Applied:
OMA-DM-DM13-2011-0050R01-CR_Generic_Alert_URN
08 Jul 2011 8.7.1.6 Editorial changes
14 Oct2011 5.2 Applied:
OMA-DM-DM13-2011-0095-CR_URI_Clarificiation
17 Oct2011 5 Update of the diagram as per CR OMA-DM-DM13-201880
CR_URI_Clarificiation
Editorial change from “relative “to” virtual”
05 Dec2011 21,52, Applied:
8.7.1, OMA-DM-DM13-2011-0113R02-
8.9 (new) CR_DMPROTO_Update_for_Sessionless_Reporting
23 Dec2011 3.2,5 Applied:
OMA-DM-DM13-2011-0099R04-CR_Virtual_URI_Mechanism
13 Jan 2012 2,3,8,83 Applied:
OMA-DM-DM13-2011-0132R02-CR_CONR_Protocol
31 Jan 2012 All Applied:
OMA-DM-DM13-2012-0012-CR_CONRR_Protocol_round_2
Restored cross-references in the the whole document
Applied 2012 template to introduction section.
09 Feb 2012 All Applied:
OMA-DM-DM13-2012-0053-
CR_Node_addressing_removed_from_Proto
14 Feb 2012 All Applied:
OMA-DM-DM13-2012-0044-CR_Protocol_Overview_Sectiom TS
OMA-DM-DM13-2012-0046-CR_Requested_MO_in_DMPRO
OMA-DM-DM13-2012-0051-CR_CONR_Protocol_editorial
Update of cross-reference fields due to renumbenfrsgctions
16 Feb 2012 | 5.1,5.8, 6, Removed a typo and updated one cross-reference.
6.7 Section 6 updated according to comment made agai#-DM-
DM13-2012-0046 in R&A DM13-12-010.
Section 6.7 updated according to comment made stg@MA-DM-
DM13-2012-0051 in R&A DM13-12-010.
22 Feb 2012 5.3 Applied
OMA-DM-DM13-2012-0071R01-CR_Proto_ CONRR_sessionID
23 Feb 2012 4.1 Header removed by DSO accordifgtion Iltem DM-2012-A030
Candidate Version 06 Mar 2012 N/A Status changed to Candidate by TP

OMA-TS-DM_Protocol-V1_3

Ref #OMA-TP-2012-0084-
INP_DM_V1_3 ERP_and_ETR_for_Candidate_re_approval
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Appendix B. Static Conformance Requirements (Normative)
The notation used in this appendix is specifiefB@RRULES].
B.1 SCR for DM Client
Item Function Reference Requirement
DM-PRO-C-001-M Support of Session Setup Phase &ebti
DM-PRO-C-002-M Support of Session Abort Section 6.1
DM-PRO-C-003-0O Support of Multiple Messages Secfion
DM-PRO-C-004-O Support of Large Object Handling| Section 8 DM-PRO-LO-C-001-P
This is RECOMMENDED for AND DM-PRO-LO-C-002-
clients. P AND DM-PRO-LO-C-
003-O AND DM-PRO-LO-
C-004-O AND DM-PRO-
LO-C-005-O AND DM-
PRO-LO-C-006-O AND
DM-PRO-LO-C-008-O
AND DM-PRO-LO-C-009-
O AND DM-PRO-LO-C-
010-O0
DM-PRO-C-005-M Support of Management Phase Seéion
DM-PRO-C-006-M Support for executing ManagementSection 5
Commands
DM-PRO-C-007-0O Executing User Interaction Section 10 (DM-PRO-UI-C-001-O OR
Commands DM-PRO-UI-C-002-O OR
DM-PRO-UI-C-003-O OR
DM-PRO-UI-C-004-O OR
DM-PRO-UI-C-005-0)
AND DM-PRO-UI-C-006-
(@)
DM-PRO-C-008-M Support for sending Status and Section 6.4
Result after receiving Management
Operations
DM-PRO-C-009-M Support for standard command | Section 5
Format and Status and Result
reporting
DM-PRO-C-010-O Support for sending asynchronous Section 6.3
data via client initiated Alerts
DM-PRO-C-011-O Sending Generic Alert Section 6.7 PRO-GAlert-C-001-O
OR DM-PRO-GAlert-C-
002-O0
B.1.1 SCR for DM Session Setup Phase
Item Function Reference Requirement
DM-PRO-Session-C- Support Server Notification Section 5
001-O0
DM-PRO-Session-C- Sending Client Initiation and Device Section 6.3
002-M Info (Package #1) including Final
element
DM-PRO-Session-C- Sending Alert in the management  cti@e6.3

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-DM_Protocol-V1 3-20120306-C

Page 54 (59)

Item Function Reference Requirement
003-0 session with data being either
Client-Initiated 1201 or Server-
Initiated 1200
DM-PRO-Session-C- Sending Device Info in Replace Section 6.3
004-M Command in Package #1
B.1.2 SCR for Session Abort
Item Function Reference Requirement
DM-PRO-Abort-C-001- | Sending Session Abort Alert Section 6.1 DM-PRO-AK004-0O
O AND DM-PRO-Abort-C-
005-0
DM-PRO-Abort-C-002- | Receiving Session Abort Alert Section 6.1
M
DM-PRO-Abort-C-003- | Session Abort message includes | Section 6.1.2 DM-PRO-Abort-C-001-O
0] Status and Results of executed
commands
DM-PRO-Abort-C-004- | Include Final in Message Section 6.1.2
0]
DM-PRO-Abort-C-005- | Sender of Abort discards the Section 6.1.1
0] response if response is received
B.1.3 SCR for Multiple Messages
Item Function Reference Requirement
DM-PRO-Mul-C-001-M | Last message within multiple Section 7.2
messages must contain Final
DM-PRO-Mul-C-002-M | If message that is not the lase Section 7.2
within Multiple Messages then the
Next Message or Abort Alert must
be sent
B.1.4 SCR for Large Object
Item Function Reference Requirement
DM-PRO-LO-C-001-O | Support for Large Object Sectdn DM-PRO-LO-C-002-O

AND DM-PRO-LO-C-003-
O AND
DM-PRO-LO-C-004-O
AND
DM-PRO-LO-C-005-O
AND
DM-PRO-LO-C-006-O
AND
DM-PRO-LO-C-008-O
AND
DM-PRO-LO-C-009-O
AND
DM-PRO-LO-C-010-O
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Item Function Reference Requirement

DM-PRO-LO-C-002-O | Respond with Status 213 when a| Section 8
data chunk that is not the last one |s
received

DM-PRO-LO-C-003-O | Management Commands inside | Section 8
Large Object are handled as Atomj|c

DM-PRO-LO-C-004-O | While sending data chunks all Section 8
chunks except the last one must
include “MoreData”

DM-PRO-LO-C-005-O Data chunks must be sent in Section 8
contiguous order without any new
commands

DM-PRO-LO-C-006-O Data that fits into a single meegs | Section 8
must be sent in a single message

DM-PRO-LO-C-007-O Sending MaxObjSize to indicate | Section 8 DM-PRO-C-004-O
size limitations for Package

DM-PRO-LO-C-008-0 Never create packages bigger thanSection 8
the size the Server indicated in
MaxObjSize

DM-PRO-LO-C-009-O Include Size in first data chunk Section 8

DM-PRO-LO-C-010-O Compare actual size and the Sizg Section 8
value and report if not equal

DM-PRO-LO-C-011-M | Indicate support for Large Objatt | Section 8

DevDetall

B.1.5 SCR for User Interaction Commands
Item Function Reference Requirement

DM-PRO-UI-C-001-O Executing Display Alert Sectiof.2.1 | DM-PRO-UI-C-006-O
DM-PRO-UI-C-002-O Executing Confirm or Reject Alert| Section 10.2.2 | DM-PRO-UI-C-006-O
DM-PRO-UI-C-003-O Executing Text Input Alert Secti®0.2.3 | DM-PRO-UI-C-006-O
DM-PRO-UI-C-004-O Executing Single Choice Alert Sec 10.2.4 | DM-PRO-UI-C-006-O
DM-PRO-UI-C-005-O Executing Multiple Choice Alert e&ion 10.2.4 | DM-PRO-UI-C-006-O
DM-PRO-UI-C-006-O Order of the Items MUST be used iSection 10.2

the same order as in the DM

message
B.1.6 SCR for Generic Alert

Item Function Reference Requirement

DM-PRO-GAlert-C- The Generic Alert has a relation to|aSection 6.7 DM-PRO-GAlert-C-003-0
001-O Management Object
DM-PRO-GAlert-C- The Generic Alert does not have a| Section 6.7
002-0 relation to a Management Object
DM-PRO-GAlert-C- LocURI must reference the address Section 6.7
003-0 to the corresponding Management

Object
DM-PRO-GAlert-C- Support for Correlator Section DM-PRO-C-011-O
004-0 6.7.1.10
DM-PRO-GAlert-C- Type must be included and it is Bwt6.7.1.6 | DM-PRO-C-011-O

0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Protocol-V1 3-20120306-C

Page 56 (59)

Item Function Reference Requirement
005-0 RECOMMENDED to include URN
or registered MIME-type as Type
DM-PRO-GAlert-C- Support for importance level, Mark|  Section 6.7.3.®M-PRO-C-011-O
006-O
B.2 SCR for DM Server
Item Function Reference Requirement
DM-PRO-S-001-M Support of Session Setup Phase @ebti
DM-PRO-S-002-M Support of Session Abort Section 6.1
DM-PRO-S-003-M Support of Multiple Messages Secfion
DM-PRO-S-004-M Support of Large Object Handling Bec8
DM-PRO-S-005-M Support of Management Phase Seétion
DM-PRO-S-006-M Support for sending Management| Section 5
Commands
DM-PRO-S-007-O Sending User Interaction Section 10 (DM-PRO-UI-S-001-O OR
Commands DM-PRO-UI-S-002-O OR
DM-PRO-UI-S-003-O OR
DM-PRO-UI-S-004-O OR
DM-PRO-UI-S-005-0)
AND DM-PRO-UI-S-006-O
DM-PRO-S-008-M Support for sending Status and | Section 5
Results on Client Commands and
Alerts
DM-PRO-S-009-M Support of Generic Alert Section 6.7
DM-PRO-S-010-M Support application layer Section 9
authentication
B.2.1 SCR for DM Session Setup Phase
Item Function Reference Requirement
DM-PRO-Session-S- Support Server Notification Section 5 SCR-DM-NOFDB&1-O
001-O0
DM-PRO-Session-S- | Support of receiving initiation Section 6.4
002-M message from client (Package #1)
perform authentication and send
initiation (Package #2)
B.2.2 SCR for Session Abort
Item Function Reference Requirement
DM-PRO-Abort-S-001- | Sending Session Abort Alert Section 6.1 DM-PRO-A#004-0O
0] AND DM-PRO-Abort-S-
005-0
DM-PRO-Abort-S-002- | Receiving Session Abort Alert Section 6.1
M
DM-PRO-Abort-S-003- | Session Abort message includes | Section 6.1.2 DM-PRO-Abort-S-001-0O

o

Status and Results of executed
commands
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Item Function Reference Requirement
DM-PRO-Abort-S-004- | Include Final in Message Section 6.1.2
0]
DM-PRO-Abort-S-005- | Sender of Abort must discard the | Section 6.1.1
0] response if response is received
B.2.3 SCR for Multiple Messages
Item Function Reference Requirement
DM-PRO-Mul-S-001-M | Last message within multiple Section 7.2
messages must contain Final
DM-PRO-Mul-S-002-M | If message that is not the lars¢ Section 7.2
within Multiple Messages then the
Next Message or Abort Alert must
be sent
B.2.4 SCR for Large Object
Item Function Reference Requirement
DM-PRO-LO-S-001-M | Respond with Status 213 when a| Section 8
data chunk that is not the last one |s
received
DM-PRO-LO-S-002-M | Management Commands inside | Section 8
Large Object are handled as Atom|c
DM-PRO-LO-S-003-M | While sending data chunks all Section 8
chunks except the last one must
include “MoreData”
DM-PRO-LO-S-004-M Data chunks must be sent in Section 8
contiguous order without any new
commands
DM-PRO-LO-S-005-M | Data that fits into a single mags | Section 8
must be sent in a single message
DM-PRO-LO-S-006-O Sending MaxObjSize to indicate | Section 8
size limitations for Package
DM-PRO-LO-S-007-M | Never create packages bigger thanSection 8
the size the Client indicated in
MaxObjSize
DM-PRO-LO-S-008-M Include Size in first data chunk Section 8
DM-PRO-LO-S-009-M Compare actual size and the Size Section 8
value and report if not equal
B.2.5 SCR for User Interaction Commands
Item Function Reference Requirement
DM-PRO-UI-S-001-0O Sending Display Alert Section2.Q. | DM-PRO-UI-S-006-O
DM-PRO-UI-S-002-0O Sending Confirm or Reject Alert ecHon 10.2.2 | DM-PRO-UI-S-006-O
DM-PRO-UI-S-003-0 Sending Text Input Alert Sectibth2.3 | DM-PRO-UI-S-006-0O
DM-PRO-UI-S-004-O Sending Single Choice Alert Sectl0.2.4 | DM-PRO-UI-S-006-O
DM-PRO-UI-S-005-0 Sending Multiple Choice Alert $ien 10.2.4 | DM-PRO-UI-S-006-O
DM-PRO-UI-S-006-0 Order of the Items MUST be Settld.2
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Item Function Reference Requirement
followed in the DM message
B.2.6 SCR for Generic Alert
Item Function Reference Requirement
DM-PRO-GAlert-S-001-| Support for receiving, parsing and | Section 6.7
M send Status back to client
DM-PRO-GAlert-S-002-| Perform action from the data contenBection 6.7
(@] in the Generic Alert
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Appendix C. Protocol Values (Normative)
VerProto Codes Description
DM/1.3 Indicates that this DM message uses the OMA Devicle
Management Protocol defined by the Open Mobile
Alliance.
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