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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, agdlbject to revision or removal without notice.

You may use this document or any part of the doecurfog internal or educational purposes only, pded you do not
modify, edit or take out of context the informationthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eT®pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaogices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavours to inform the Open Mobileaide in a timely
manner of Essential IPR as it becomes aware thdE$ential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IpRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatieorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EEKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2010 Open Mobile Alliance Ltd. All Rights Resett
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope (Informative)

This document contains use cases and requiren@m@MA Device Management version 2.0. It describagt of enhanced
and new functional requirements for the managemkatDevice. DM 2.0 is the next major release dfAOs protocol for
remote management of Devices. Being a major reletthe OMA-DM protocol, backward compatibilitytiDM 1.2 and
other minor releases under DM 1.0 is not assured.
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2. References

2.1 Normative References

[RFC2119] “Key words for use in RFCs to Indicate Requiremez¥els”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

[ConnM O] " Reference Release Definition for ConnMO", Versiofl, Open Mobile Alliance™, OMA-RRELD-
ConnMO-V1 0,
URL:http://www.openmobilealliance.org/

[DMDICT] " OMA Device Management Dictionary", Draft Versi@r0, , Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

[OMADICT] “Dictionary for OMA Specifications”, Version 2.7,@n Mobile Alliance™,

OMA-ORG-Dictionary-V2_7,
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this documat are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttébfuction”, are normative, unless they are exghiéhdicated to be
informative.

3.2 Definitions

Kindly consult [DMDICT] and [OMADICT] for all defiitions used in this document.

3.3 Abbreviations

Kindly consult [DMDICT] and [OMADICT] for all abbréiations used in this document.
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4. Introduction (Informative)

The motivation for DM 2.0 stems from two considemas: One is a general desire to address someedfhortcomings of
the previous DM releases and theother is to enhidiec®MA DM protocol to for converged devices.

Many of the perceived shortcomings of DM 1.2 armppeddressed in DM 1.3. Unfortunately some ofghertcomings or
enhancements of DM 1.2 cannot be addressed whiletairdng backward compatibility and therefore theg not being
addressed in DM 1.3, as per OMA guidelines [OMAPRQKRus are expected to be addressed in DM 2.0.ri&er push
for DM 2.0 is to tackle issues related to CDM (Cerged Device Management).

Up until DM 2.0, OMA DM has been used for the reenptanagement of single-mode wireless devices. Mewve this
age of device and service convergence, as multiendedices are coming out in the market in increpaimbers and the
strict delineation between wireless and wirelineickes is getting increasingly blurred, it seemwitadble that OMA DM 2.0
has to address both the existing and a completslyset of market requirements.
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5. Device Management release description (Informative)

The Device Management (DM) Enabler provides a ptatfneutral protocol to allow servers to remotepnage devices.
DM is intended to operate over a variety of tramspad notification protocols in a platform neutf@mat.

5.1 Version 1.2

The DM V1.2 Enabler added or improved the followfogctionalities:
= Enhanced security
= DM Profile bootstrap
= TNDS
= Inbox
= DM Account
= XML Encryption
= Generic Alert

= Excluded "Con" object which provided rudimentaonoectivity configuration and which as since begplaced by
the ConnMO Reference Release [ConnMO]

= Nonce Resynchronization

5.2 Version 1.3

The DM V1.3 Enabler supports the following additifunctionalities:
= Support for SIP Push for sending notification mgssa
=  Specify for mandatory support for bootstrap/TNDS
= Support for rich information in notification messaigcluding expiration, reason for session, etc.

= Improved discovery of optional DM functionalitiespported by the DM Client.

5.3 Version 2.0

The DM V2.0 Enabler provides the following functadities:
= Improved mechanism or requirements for multiple agement authorities dealing with a single client.
= Management of devices that do not have DM Clients..
= An application interface for device applicationsgriteract with the DM Client's management objects.

=  Support DM functionality on virtualized platformisg devices with more than one access technolpgyating
system/environment).

= Improved protocol and representation from DM 1.3.
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6. Requirements (Normative)

6.1

Modularisation

This section depicts the whole release as a ¢teof different functional modules where each @a group of
requirements identified as related with the offgraf functionality. Functional modules will be debed as mandatory
functionality (core functionality) or optional futicnality (value-added functionality).

The defined functional modules are as follows:

Bootstrap: this functional module supports the process sffaling parameters and/or applications on a DM@li
to establish a given service for the first timefarthe purposes of resetting a DM Client to adisettings. This is a
mandatory functional module.

Notification: this functional module provides for out-of-banatification from a DM Server to a DM Client,
indicating that a session is desired. This is adatory functional module.

Security: this functional module provides secure managersesgions between a DM Server and a DM Client. This
is a mandatory functional module.

Transports: this functional module supports multiple trangpdor communication between a DM Server and a
DM Client. This is a mandatory functional module.

M anagement Authority: this functional module provides requirementsdigpporting multiple Management
Authorities and delegation functionalities. Thisiisnandatory functional module.

General: Some requirements are intended to affect all thetfanal modules, and therefore are marked in the
functional module column of the requirement'’s tadeGeneral”.

6.2 High-Level Functional Requirements
Label Description Release AT L]
module

DM-HLF-001 DM Protocol and Representation SHALLdmess technology 2.0 General
agnostic.

DM-HLF-002 DM Enabler SHOULD support a mechanisnaiow DM sessions | 2.0 General
against a device placed behind a firewall or NANgtwork Address
Translator”).

DM-HLF-003 DM Enabler SHOULD support a mechanismmtanage devices 2.0 General
without user interface.

DM-HLF-004 DM Enabler SHALL support a mechanisnoaling a server to 2.0 General
retrieve the value of a DM Client’'s MOs (all or set) with a focus
on the query and response consuming minimum barl\aittl
processing resources.

DM-HLF-005 The DM Client SHALL allow local deviceapplications to interact| 2.0 General
with it's Management Objects.

DM-HLF-006 DM Enabler SHALL support a mechanism to managedthéce 20 General
with more than one operating system/environment.

DM-HLF-007 DM Enabler SHALL support a mechanism to managetdthece 2.0 General
with more than one access technologies.
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DM-HLF-008 The DM Enabler SHALL specify a mechanism to allemntinuous 2.0 General
management of devices, even if the devices aregehaatworks or
use different data transports.
DM-HLF-009 The DM Enabler SHALL support a mechanism to contvbich 2.0 L\\/Ia;gagtement
type of Management Objects can be managed by #ispgdoM uthority
Server.
DM-HLF-010 The DM Enabler SHOULD support multimedia user iation 2.0 General
methods.
DM-HLF-011 The DM Client SHALL support multiple Management Aatities 2.0 L\\/Ia:rr:agtement
managing different instances of the same Manage@bjetct. uthority
DM-HLF-012 The DM Client SHALL support multiple Management Adatities. 20 Management
Authority
DM-HLF-013 The DM Client SHALL support the delegation of a Mgement 2.0 L\\/Ia:rr:agtement
Authority’s control to other Management Authorities uthority
DM-HLF-014 The DM Enabler SHALL support a mechanism to pripeit 2.0 L\\/Ia;gagtement
Management Authorities that access the same insiaina uthority
management object.
DM-HLF-015 The DM Client SHALL process DM messages only frantharized 20 Security
DM Servers.
DM-HLF-016 The DM enabler SHALL provide a mechanism for logpplications 20 General
in the device to register for notifications to ches to an instance
of aregistered MO.
DM-HLF-017 The DM enabler SHALL provide a mechanism to notégistered 20 General
applications in the device for changes to an irtaof a registered
MO.
DM-HLF-018 The DM Client SHALL be able to choose the apprapriaM 20 General
Server for a DM Client initiated management session
DM-HLF-019 The DM enabler SHALL provide a mechanism for thecdivery of 2.0 General
optional DM features supported by the DM Client
DM-HLF-020 The DM Enabler SHALL support a mechanignrestrict DM 2.0 General
Server access to specific types of MOs.
DM-HLF-021 DM Enabler SHALL support the capability suspend and resume| 2.0 General
the transfer of large objects
DM-HLF-022 The DM Enabler SHALL support Shared Ogdéon. 2.0 Management
Authority
DM-HLF-023 The DM Enabler SHALL support Full Delegm. 2.0 Management
Authority
DM-HLF-024 The DM Enable SHALL support Sub Delegati 2.0 Management
Authority
DM-HLF-025 The DM Enabler SHALL ensure complete fidentiality of data 2.0 Management
across different Management Authorities in the aideull Authority

Delegation.
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DM-HLF-026 The DM Enabler SHALL allow a Management Authoritj4) to 2.0 'L\\/I?rr]lagtement
impose restrictions on sub-delegation of managewegrabilities to uthority
other MAs. These restrictions include, but arelimited to, the
following:

= number of further levels of sub-delegation allowed
= prohibited MAs (i.e. MAs to which sub-delegatiomist
allowed)

DM-HLF-027 The DM enabler SHALL be backwards compatible wite tdata 2.0 General
structure of existing Management Objects which Haeen designed
to work with OMA DM 1.x.

Table 1: High-Level Functional Requirements
6.2.1  Security
6.2.1.1 Authentication
L abel Description Release AT L]
module
gII\EA(-:ACATE 001 The DM Enabler SHALL support a mechanism for mutual 20 Security
: authentication between the DM Client and the DMvBer
6.2.1.2 Authorization
Label Description Release e
module
g(';/l'SECARME' The DM Enabler MUST support a mechanism to protect 2.0 Security
Management Authority's data from unauthorized DWVEEs.
g(';g'SECARIZE' The DM Client MUST protect DM data from unauthodzaccess. 2.0 Security
6.2.1.3 Data Integrity
L abel Description Release AT
module

DM-DI-001 The DM Enabler SHALL provide a mechanism for veirifythe 2.0 Security

integrity of DM messages and DM data transferred.
6.2.1.4 Confidentiality
Label Description Release HLmEEE
module
g(';/l'SECCONF' The DM Enabler SHALL ensure confidentiality of DMessages 2.0 Security
and DM data.
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6.2.2 Charging

N/A

6.2.3  Administration and Configuration

N/A

6.2.4  Usability

N/A

6.2.5 Interoperability

The DM Enabler SHOULD be interoperable with othemote
management protocols.

Label Description Release AL
module
DM-IOP-001 The DM Enabler SHALL be interoperable across neks@nd 20 General
access technologies.
DM-IOP-002 The DM Enabler SHOULD be interoperable with othél® 2.0 General
enablers.
DM-10P-003 2.0 General

6.2.6  Privacy

N/A

6.3 Overall System Requirements
N/A
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Appendix B. Use Cases (Informative)

B.1 Query Device MOs for Enhanced Customer Support
B.1.1 Short Description

A user calls customer care with a fault on theirice The customer care centre wishes to quergehee receiving back
the current state of all or a subset of the DM M@ghe device. This needs to be done in some raBkamount of time to
provide good service to the user and reduce costhé customer care centre.

B.1.2 Market benefits

Fast retrieval of a device’s current configuratgtate information (DM MOs) will allow customer cgsersonnel to more
quickly diagnose and resolve customer problemsi@isly good customer service and ensuring devitdisd field continue
to function well is one of the key purposes of ONDA.

B.2 A newly installed application retrieves specific settings
securely from a Management Object

B.2.1 Short Description

A user installs an application on her device, #gplication requires specific settings to work ectty. The application once
installed registers with the device’s DM client.€Ttevice’s DM client makes the necessary verificegtiand allows the
application to retrieve the requested settings.

B.2.2 Market benefits

The user does not have to call the customer caresentative or/and to enter any technical settifihs application setup is
quick, easy and totally transparent for the end.Udee user experience is enhanced. If, in therfytihe parameters used by
the application are updated, the application sgstimill be updated accordingly.

B.3 Continuous Provisioning of nomadic devices
B.3.1 Short Description

Home network deployments are mimicking small andlioma business network deployments as users anegetore
security conscious. Firewall and NAT functionaligynow an integral part of the home gateway devldsers are expecting
secure connectivity between the smart gadgetstendutside world irrespective of their physicaldtian.

The following use case elaborates this requirement:

Yamada Taro purchases a smart gadget from the operator's outlet store and hooks it up into his home
network. The smart gadget gets bootstrapped and is able to establish communication with a DM Server.
The DM Server performs initial provisioning on the device. After a few days, he unplugs the gadget from
his home network and plugs it into his business network. Even though the smart gadget has moved from
one private network to another, the DM Server is able to continue with Continuous Provisioning of the
gadget.

B.3.2 Market Benefits

Service providers will greatly benefit from thigjrerement since they will be able to satisfy usesgectation of seamless
management of nomadic devices, irrespective ofdtegion of the device.
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