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1. Scope

Open Mobile Alliance (OMA) specifications are the result of continuous work to define industry-wide interoperable
mechanisms for developing applications and services that are deployed over wireless communication networks.

The scope of OMA “Digital Rights Management” (DRM) is to enable the distribution and consumption of digital
content in a controlled manner. The content is distributed and consumed on authenticated Devices per the usage
rights expressed by the content owners. OMA DRM work addresses the various technical aspects of this system
by providing appropriate specifications for content formats, protocols, and a rights expression language.

A number of DRM specifications have already been defined within the OMA. See [DRM], [DRMCF] and
[DRMREL]. These existing specifications are referred to within this document as “release 1”.

This specification defines the mechanisms and protocols necessary to implement the OMA DRM release 2
system. The specification addresses specific requirements enumerated in the Release 2 Requirements document
[DRMREQ-v2].

Note: This specification relies on the existence of a Public Key Infrastructure (PKI) facilitating certain security
services. With a few exceptions, it is however out of scope for this specification to define the specifics of such a
PKI.
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD?”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be

informative.

This specification uses schema documents conforming to W3C XML Schema [XML-Schema] and normative text to describe
the syntax and semantics of XML-encoded ROAP messages.

Listing of Rights Object Acquisition Protocol (ROAP) schemas appear like this.
The following typographical conventions are used in the body of the text: <XML Element>, XMLAttribute, XMLType,

ASN.1lValueOrType.

3.2 Definitions

Backup/Remote Storage

Billing Service Provider
Combined Delivery

Composite Object
Confidentiality

Connected Device

Content

Content Issuer
Content Provider
Content subscription

Device

Device Revocation
Device Rights Object
Domain

Domain Identifier
Domain Key
Domain Generation

Domain Context

Domain Context Expiry
Time

Transferring Rights Objects and Content Objects to another location with the intention of
transferring them back to the original Device.

The entity responsible for collecting payment from a User.

A Release 1 method for delivering Protected Content and Rights Object. The Rights Object and
Protected Content are delivered together in a single entity, the DRM Message.

A content object that contains one or more Media Objects by means of inclusion.

The property that information is not made available or disclosed to unauthorized individuals,
entities or processes. (From [ISO 7498-2])

A Connected Device is a Device that is capable of directly connecting to a Rights Issuer using an
appropriate protocol over an appropriate transport/network layer interface. E,g, HTTP over TCP-IP.

One or more Media Objects

The entity making content available to the DRM Agent in a Device.

An entity that is either a Content Issuer or a Rights Issuer.

A subscription that a User has with a Content Provider for the purposes of paying for Protected
Content purchased from that Content Provider and played on a Users Device.

A Device is the entity (hardware/software or combination thereof) within a user-equipment that
implements a DRM Agent. The Device is also conformant to the OMA DRM specifications.

In the case where functionality is specific to either Connected Devices or Unconnected Devices the
explicit terminology (i.e. Unconnected Device or Connected Device) will be used, in all other cases
the term Device generically applies to both Connected Devices and Unconnected Devices.

The process of an RI indicating that a Device is no longer trusted to acquire ROs.

An RO dedicated for a particular Device by means of the Device Public Key.

A set of Devices, which are able to share Domain Rights Objects. Devices in a Domain share a
Domain Key. A Domain is defined and managed by an RI.

A unique string identifier of the Domain Key

A 128 bit symmetric cipher key

A Counter reflecting the number of times the Domain has been upgraded. The Domain Generation
is a part of the Domain Identifier (the last three digits).

The Domain Context consists of information necessary for the Device to install Domain Rights
Objects, such as Domain Key, Domain Identifier and Expiry Time.

An absolute time after which the Device is not allowed to install ROs for this Domain. Usage of
ROs installed before the expiry time are not affected by the expiry.
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Domain Revocation
Domain Rights Object
DRM Agent

DRM Message

DRM Time

Forward Lock

Hash Chains

Integrity

Join Domain

Leave (De-Join) Domain

Media Object
Permission

Play
Protected Content
Restore

Revoke
Rights Issuer
RI Context

Rights Object
Rights Object
Acquisition Protocol
(ROAP)

ROAP Trigger
ROAP URL

Separate Delivery
Stateless Rights

Stateful Rights

Superdistribution

Unconnected Device

User

The process of an RI indicating that a Domain Key is not trusted for protection of Domain ROs.
An RO that is dedicated to Devices in a particular Domain by means of a Domain Key.

The entity in the Device that manages Permissions for Media Objects on the Device.

An OMA DRM Release 1 term defined in [DRM]

A secure, non user-changeable time source. The DRM Time is measured in the UTC time scale.
An OMA DRM Release 1 term defined in [DRM]

A Method of derivation of Domain Keys of different Domain Generations.

The property that data has not been altered or destroyed in an unauthorized manner. (ISO 7498-2 )
The process of an RI including a Device in a Domain.

The process of an RI excluding a non-revoked Device from a Domain.

A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object.

Actual usages or activities allowed (by the Rights Issuer) over Protected Content (From [ODRL
1.1])

To create a transient, perceivable rendition of a resource (From [MPEG21 RDD])

Media Objects that are consumed according to a set of Permissions in a Rights Object.
Transferring the Protected Content and/or Rights Objects from an external location back to the
Device from which they were backed up.

Process of declaring a Device or Rights Issuer certificate as invalid.

An entity that issues Rights Objects to OMA DRM Conformant Devices.

RI Context (Rights Issuer Context) consists of information that was negotiated with a given Rights
Issuer, during the 4-pass Registration Protocol such as RI ID, RI certificate chain, version,
algorithms and other information. This RI Context is necessary for a Device to successfully
participate in all the protocols of the ROAP suite, except the Registration Protocol.

A collection of Permissions and other attributes which are linked to Protected Content.

A protocol defined within this specification. This protocol enables Devices to request and acquire
Rights Objects from a Rights Issuer.

An XML document including a URL that, when received by the Device, initiates the ROAP.

A URL according to [RFC2396] that is specifically used by a Device for exchanging ROAP PDU’s
with a Rights Issuer.

A Release 1 term defined in [DRM].

Stateless Rights are Rights Objects for which the Device does not have to maintain state
information.

Stateful Rights are Rights Objects for which the Device has to explicitly maintain state information,
so that the constraints and permissions expressed in the RO can be enforced correctly. An RO
containing any of the following constraints or permissions is considered Stateful Rights
:<interval>, <count>, <timed-count>, <datetime>, <accumulated> or <export> .

A mechanism that (1) allows a User to distribute Protected Content to other Devices through
potentially insecure channels and (2) enables the User of that Device to obtain a Rights Object for
the superdistributed Protected Content.

An Unconnected Device is a Device that is capable of connecting to a Rights Issuer via a
Connected Device using an appropriate protocol over a local connectivity technology. E.g. OBEX
over IrDA, Bluetooth or USB. An Unconnected Device may support DRM Time.

The human user of a Device. The User does not necessarily own the Device.

3.3 Abbreviations

3GPP
3GPP PSS
CA

CEK

CI

3" Generation Partnership Project

3" Generation Partnership Project Packet-switched Streaming Service
Certification Authority

Content Encryption Key

Content Issuer
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DCF

RO
ROAP
RSA
RSA-PSS
SCR
SHA-1
SIM
SMIL
USIM
SMS
TLS
UA
URI
URL
UTC
WIM
WLAN

DRM Content Format

Download Descriptor

Distinguished Encoding Rules

Digital Rights Management

Globally Unique Identifier

HyperText Transfer Protocol

International Standards Organization

International Mobile Subscriber Identity

Local Area Network

Mobile Equipment

Multimedia Messaging Service

Moving Picture Expert Group

Open Mobile Alliance

Open Mobile Naming Authority (see http://www.openmobilealliance.org/tech/omna/index.htm)
Online Certificate Status Protocol

Over The Air (i.e. transfer over a wireless connection)
Personal Computer

Personal Digital Assistant

Packetized DRM Content Format

Protocol Data Unit

Public Key Infrastructure

Public Key Certificate

PKC Identifier: the hash of the Public Key Certificate
Packet-Switched Streaming Service (see [3GPP PSS])
Rights Expression Language

Rights Encryption Key

Request For Comments

Rights Issuer

Rights Object

Rights Object Acquisition Protocol
Rivest-Shamir-Adelman public key algorithm

RSA Probabilistic Signature Scheme (see [PKCS-1])
Static Conformance Requirement

Secure Hash Algorithm

Subscriber Identity Module

Synchronized Multimedia Integration Language
Universal Subscriber Identity Module

Short Messaging Service

Transport Layer Security

User Agent

Uniform Resource Indicator

Uniform Resource Locator

Coordinated Universal Time

Wireless Identity Module

Wireless Local Area Network
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4. Introduction

There is a growing need for a rights management system in the mobile industry so that the operators and content
providers can make digital content available to consumers in a controlled manner. Digital Rights Management is a
set of technologies that provide the means to control the distribution and consumption of the digital media objects.
OMA has already published release 1 of the DRM specifications. The release 1 specifications provide some
fundamental building blocks for a DRM system. But, they lack the complete security necessary for a robust, end-
to-end DRM system that takes into account the need for secure distribution, authentication of Devices, revocation
and other aspects. This specification addresses these missing aspects of the OMA DRM.

The OMA DRM system enables Content Issuers to distribute Protected Content and Rights Issuers to issue
Rights Objects for the Protected Content. The DRM system is independent of media object formats, operating
systems, and runtime environments. Content protected by the DRM can be of a wide variety: games, ring tones,
photos, music clips, video clips, streaming media, etc. For User consumption of the Content, Users acquire
Permissions to Protected Content by contacting Rights Issuers. Rights Issuers grant appropriate Permissions for
the Protected Content to User Devices. The Content is cryptographically protected when distributed; hence,
Protected Content will not be usable without an associated Rights Object issued for the User's Device.

The Protected Content can be delivered to the Device by any means (over the air, LAN/WLAN, local connectivity,
removable media, etc.). But the Rights Objects are tightly controlled and distributed by the Rights Issuer in a
controlled manner. The Protected Content and Rights Objects can be delivered to the Device together, or
separately. The system does not imply any order or “bundling” of these two objects. It is not within the scope of
the DRM system to address the specific payment methods employed by the Rights Issuers.

This specification is one part of a set of specifications developed by OMA to address the need for digital rights
management. For a detailed discussion of the overall system architecture, please refer to [DRMARCH-v2]. For a
detailed discussion of the Rights Expression Language that is used to construct the Rights Objects, please refer
to [DRMREL-2]. The DRM Content Format is specified in the [DRMDCF-2] specification.

This specification defines an end-to-end system for Protected Content distribution. Section 5 specifies a Rights
Object Acquisition Protocol (ROAP). Section 7 describes the key management schemes utilized in this
specification. Section 8 describes the Domains functionality — sharing of content and rights among a set of
Devices enrolled into a Domain. Section 9 through 15 deals with various other aspects of this system: super
distribution, transport mappings for ROAP, etc. Finally, the appendices describe related normative as well as
informative topics.
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5. The Rights Object Acquisition Protocol (ROAP) Suite

5.1 Overview

The Rights Object Acquisition Protocol (ROAP) is the common name for a suite of DRM security protocols
between a Rights Issuer (RI) and a DRM Agent in a Device. The protocol suite contains a 4-pass protocol for
registration of a Device with an Rl and two protocols by which the Device requests and acquires Rights Objects
(RO). The 2-pass RO acquisition protocol encompasses request and delivery of an RO whereas the 1-pass RO
acquisition protocol is only a delivery of an RO from an RI to a Device (e.g. messaging/push). The ROAP suite
also includes 2-pass protocols for Devices joining and leaving a Domain; the Join Domain protocol and the Leave
Domain protocol.

5.1.1  The 4-pass Registration Protocol

The Registration protocol is a complete security information exchange and handshake between the Rl and the
Device and is generally only executed at first contact, but may also be executed when there is a need to update
the exchanged security information, or when DRM Time in the Device is deemed inaccurate by the Rights Issuer.
This protocol includes negotiation of protocol parameters and protocol version, cryptographic algorithms,
exchange of certificate preferences, optional exchange of certificates, mutual authentication of Device and RI,
integrity protection of protocol messages and optional Device DRM Time synchronization.

Successful completion of the Registration protocol results in the establishment of an Rl Context in the Device
containing RI-specific security related information such as agreed protocol parameters, protocol version, and
certificate preferences. An Rl Context is necessary for execution of the other protocols in the ROAP suite.

Device Rights Issuer PR nder
| |
r— . o
o Device Hellc
T

RI Hellc

e RegistrationRequest

T ocsP Request —

 OCSPResponse

Q-
RegistrationResponse

- ©°
o- ;
l l
| |
| |

\ i
\ |
‘\d
!

Figure 1: The 4-pass Registration Protocol

As indicated in the figure above, the Rl may optionally perform a nonce-based OCSP request for its own
certificate (using a nonce supplied by the Device) during the registration protocol, and then provide the Device
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with the returned OCSP response. The RI will perform this nonce-based OCSP request if it determines that the
Device’s DRM Time is inaccurate. A Device will then be able to adjust its DRM Time based on the time in the
OCSP response. If the Device is an Unconnected Device that does not support DRM Time, the Rl must perform a
nonce-based OCSP request for its own certificate (using a nonce supplied by the Device) during the registration
protocol.

5.1.2 The 2-pass Rights Object Acquisition Protocol

The 2-pass RO acquisition protocol is the protocol by which the Device acquires Rights Objects. This protocol
includes mutual authentication of Device and RI, integrity-protected request and delivery of ROs, and the secure
transfer of cryptographic keying material necessary to process the RO. The successful execution of this protocol
assumes the Device to have a pre-established RI Context with the RI.

Device Rights Issuer

| |
| |
| |
| |
| |
—_— !
RO Request :

RO Response

o/

Figure 2: The 2-pass Rights Object Acquisition Protocol

5.1.3 The 1-pass Rights Object Acquisition Protocol

The 1-pass RO acquisition protocol is designed to meet the messaging/push use case. Its successful execution
assumes the Device to have an existing Rl Context with the sending RI. In contrast to the 2-pass RO acquisition
protocol, it is initiated unilaterally by the RI and requires no messages to be sent by the Device. One use case is
distribution of Rights Objects at regular intervals, e.g. supporting a content subscription. The 1-pass protocol is
essentially the last message of the 2-pass variant.

Device Rights Issuer
| |
| |
| |
| |
| |
|
|
|

RO Response |:|
|
|
|

Figure 3: The 1-pass Rights Object Acquisition Protocol
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5.1.4  The 2-pass Join Domain Protocol

The Join Domain protocol is the protocol by which a Device joins a Domain. The protocol assumes an existing Rl
Context with the Rl administering the Domain.

Successful completion of the Join Domain protocol results in the establishment of a Domain Context in the Device
containing Domain-specific security related information including a Domain Key. A Domain Context is necessary
for the Device to be able to install and utilize Domain ROs.

Device Rights Issuer

| |

| |

| |

| |

| |

| |
_\ |
|

|

JoinDomainRequest

JoinDomainResponse

o/

Figure 4: The 2-pass Join Domain Protocol

5.1.5 The 2-pass Leave Domain Protocol

The Leave Domain protocol is the protocol by which a Device leaves a Domain. The protocol assumes an existing
RI Context with the Rl administering the Domain.

Device Rights Issuer

| |
| |
| |
| |
| |
—_— ' !
LeaveDomainRequest :

LeaveDomainResponse

0/

Figure 5: The 2-pass Leave Domain Protocol
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5.1.6 The ROAP Trigger

All protocols included in the ROAP suite except the 1-pass RO acquisition protocol may be initiated using a ROAP
Trigger. The Device MAY also initiate them unilaterally as a result of user interactions. The Rights Issuer
generates and sends the ROAP Trigger to the Device to trigger a ROAP protocol exchange. Alternatively, the
Rights Issuer may delegate ROAP Trigger generation to other systems by providing necessary information (such
as Rights Object identifiers and Domain identifiers) to these systems. A ROAP Trigger (whether generated
directly or indirectly by the RIl) may also be transmitted to the Device by other systems (e.g. by a Content Issuer).

When the Device receives the ROAP Trigger, it initiates the ROAP protocol exchange as soon as possible.
Appropriate user consent MUST have been obtained prior to initiating any ROAP protocols as a result of a ROAP
Trigger. Since the ROAP comprises several protocols, the ROAP Trigger includes an indication of the actual
protocol (Registration, RO acquisition, Join Domain, or Leave Domain) to be started by the Device.

Device ‘ Rights Issuer

ROAP Trigger {registrationRequest}

-

\

DeviceHellc

T
R

RI Hellc

.

\

RegistrationRequest

D

I

RegistrationResponse

-«

ROAP Trigger {roRequest)]

-«
\

RO Requesi

I

I

RO Response

-

=
=

ROAP Trigger {joinDomain}

\

Join Domain Requesi

T

I

Join Domain Response

-«

I
ROAP Trigger {leaveDomain)

\

Leave Domain Reques!

T

[

Leave Domain Response

-

Figure 6: ROAP Trigger
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5.1.7 ROAP URL's

The value of ROAP URLs MUST be a URL according to [RFC2396], and MUST be an absolute identifier. A
Device MUST use the URL without modification, and SHOULD not try to interpret the URL in anyway except for
the scheme and authority components as defined in [RFC2396].

A Rights Issuer MAY add additional arguments to the ROAP URL. Such arguments could for instance be used to
match an incoming ROAP request with a transaction known to the RI. What data can be passed is outside the
scope of this specification.

ROAP URL’s from ROAP triggers take precedence over other ROAP URL'’s, and MUST be used for all explicitly
and implicitly triggered ROAP protocols. The lifetime of the ROAP trigger is defined to end as soon as the
explicitly triggered ROAP PDU is send and a Response is received.

Which protocols might be implicitly triggered by a ROAP trigger is summarized in the next table. See section
5.21.

ROAP Protocol Possible implicit ROAP protocols

4 pass Registration -

2 pass RORequest 4 pass Registration if RI context is unavailable or
invalid, or in case of a DeviceTime or NotRegistered
Error.

2 pass JoinDomain if Domain Context is unavailable,
not of correct generation, or invalid.

1 pass ROResponse -

2 Pass JoinDomain 4 pass Registration if RI context is unavailable or
invalid, or in case of a DeviceTime or NotRegistered
Error.

2 Pass LeaveDomain 4 pass Registration if RI context is unavailable or
invalid, or in case of a DeviceTime or NotRegistered
Error.

When a ROAP trigger is unavailable the riURL from the RI/Domain Context MUST be used. By using such
context riURL a Device is able to perform unsolicited ROAP protocols to, for instance, leave a domain.

5.2 Initiating the ROAP
5.2.1  The ROAP Trigger

The ROAPTrigger type is a sequence of a chosen ROAP trigger (see below), an optional signature on the ROAP
trigger, and an optional <encKey> element containing a wrapped MAC key. The purpose of a ROAP trigger is to
initiate a particular ROAP protocol.

<schema
targetNamespace="urn:oma:bac:dldrm:roap-trigger-1.0"
xmins="http://www.w3.0rg/2001/XMLSchema"
xmlins:roap-trigger="urn:oma:bac:dldrm:roap-trigger-1.0"
xmlins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmidsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
elementFormDefault="unqualified"
attributeFormDefault="unqualified">
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<import namespace="urn:oma:bac:dldrm:roap-1.0" schemaLocation="OMA-DRM-ROAP-V2_0-20050710-
C.xsd"/>

<import namespace="http://www.w3.0rg/2000/09/xmidsig#"
schemalocation="http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-
schema.xsd"/>

<import namespace="http://www.w3.0rg/2001/04/xmlenc#"
schemalocation="http://www.w3.0rg/TR/2002/REC-xmlenc-core-20021210/xenc-schema.xsd"/>

<complexType name="RegistrationRequestTrigger">
<sequence>
<element name="rilD" type="roap:ldentifier"/>
<element name="nonce" type="roap:Nonce" minOccurs="0"/>
<element name="roapURL" type="anyURI"/>
</sequence>
<attribute name="id" type="ID"/>
</complexType>

<complexType name="ROAcquisitionTrigger">
<sequence>
<element name="rilD" type="roap:ldentifier"/>
<element name="nonce" type="roap:Nonce" minOccurs="0"/>
<element name="roapURL" type="anyURI"/>
<element name="domainID" type="roap:Domainldentifier"
minOccurs="0"/>
<sequence maxOccurs="unbounded”>
<element name="rolD" type="ID"/>
<element name="contentID" type="anyURI" maxOccurs="unbounded"/>
</sequence>
</sequence>
<attribute name="id" type="ID"/>
</complexType>

<complexType name="DomainTrigger">
<sequence>
<element name="rilD" type="roap:ldentifier"/>
<element name="nonce" type="roap:Nonce" minOccurs="0"/>
<element name="roapURL" type="anyURI"/>
<element name="domainID" type="roap:Domainldentifier"/>
</sequence>
<attribute name="id" type="ID"/>
</complexType>

<I-- ROAP trigger -->
<element name="roapTrigger" type="roap-trigger:RoapTrigger"/>
<complexType name="RoapTrigger">
<annotation>
<documentation xml:lang="en">
Message used to trigger the device to initiate a Rights Object Acquisition Protocol.
</documentation>
</annotation>
<sequence>
<choice>
<element name="registrationRequest" type="roap-trigger:RegistrationRequestTrigger"/>
<element name="roAcquisition" type="roap-trigger:ROAcquisitionTrigger"/>
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<element name="joinDomain" type="roap-trigger:DomainTrigger"/>
<element name="leaveDomain" type="roap-trigger:-DomainTrigger"/>
</choice>
<element name="signature" type="ds:SignatureType" minOccurs="0"/>
<element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>
</sequence>
<attribute name="version" type="roap:Version"/>
<attribute name="proxy” type="boolean”/>
</complexType>
</schema>

The <rilD> element identifies the Rl as specified in Section 5.4.2.2.1. For triggers besides the
<registrationRequest>, the DRM Agent MUST use this value to verify that it has a valid Rl Context with the
Rights Issuer. If the DRM Agent does not have a valid RI Context with the identified Rights Issuer then the DRM
Agent MUST initiate the Registration Protocol before initiating the protocol indicated in the <roapTrigger>
element. If the implicitly triggered Registration Protocol does not lead to a valid Rl Context, then the DRM Agent
MUST discard the trigger.

The <nonce> element provides a way to couple ROAP triggers with ROAP requests. Rls MUST include a
<nonce> element in "LeaveDomain" triggers. If the value of the triggerNonce attribute in the subsequent Leave
Domain Request is not equal to the <nonce> element in the "LeaveDomain" trigger, the Rl MUST discard the
received Leave Domain Request. RIs MUST follow the guidelines for nonces as expressed in Section 5.3.10.

The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction.
The <roapURL> is used in conjunction with the protocol indicated in the <roapTrigger> element The <roapURL>
is also used in conjunction with any other implicitly triggered ROAP protocol (See 5.1.7). The bulleted list below
describes which ROAP PDU is explicitly selected by the <roapTrigger> element.

» If the <roapTrigger> element carries a <registrationRequest> element, the PDU MUST be a ROAP-
DeviceHello PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce>
value as a triggerNonce attribute in the ROAP-DeviceHello PDU.

e If the <roapTrigger> element carries an <roAcquisition> element, the PDU MUST be a ROAP-
RORequest PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce>
value as a triggerNonce attribute in the ROAP-RORequest PDU.

» If the <roapTrigger> element carries a <joinDomain> element, the PDU MUST be a ROAP-JoinDomain
PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a
triggerNonce attribute in the ROAP-JoinDomain PDU.

» If the <roapTrigger> element carries a <leaveDomain> element, the PDU MUST be a ROAP-
LeaveDomain PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce>
value as a triggerNonce attribute in the ROAP-LeaveDomain PDU.

The <domainID> element MAY be included in certain ROAP triggers. If included, the Device MUST incorporate
the <domainlD> in the ROAP PDU that is sent in response to the trigger. If the <roapTrigger> element carries
an <roAcquisition> element that includes a <domainlD> element and the Device does not have a valid Domain
Context for the domain indicated by that domain identifier, the Device SHOULD initiate the 2-pass Join Domain
Protocol before initiating the RO acquisition protocol. If the status attribute of the ROAP-JoinDomainResponse
message of the implicitly triggered Join Domain Protocol is not equal to “Success”, then the DRM agent MUST
discard the trigger, and when possible, the Device SHOULD present an appropriate error message to the user,
using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if
present). See section 5.3.5.

Before a Device performs this implicitly triggered JoinDomain, it must ask the User for consent depending on a
possible available Domain Context:

* The <domainID> element matches a Domain identifier in any valid Domain Context already established
with the RI except of the domain generation part:

If the user has given permission for silent communication with this RI, the JoinDomain can be performed
silently. If the user has not given permission for silent communication, the Device MUST acquire the
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user's consent prior to sending the request, but SHOULD present messages to the user indicating that
the request is for Domain upgrade and not for joining an entirely new Domain.

» The <domainID> element does not match a Domain identifier in any valid Domain Context already
established with the RI:

The Device MUST acquire the user's consent prior to sending a request.

One or several <rolD> elements MUST be included in the <roAcquisition> trigger to identify the ROs to be
acquired. The RI MAY specify more than one <rolD> element to initiate download of multiple ROs. The DRM
Agent MUST include all received <rolD> elements in the <rolnfo> portion of the subsequent ROAP-RORequest
PDU.

One or several <contentlD> elements MUST be included in the <roAcquisition> trigger, at least one for each
<rolD> element. In the case where a single RO applies to several DCFs the <roAcquisition> trigger MUST include
a <contentlD> element for each DCF. In the case where a single RO applies to several Content Objects inside
one DCF (Multipart DCF), the trigger SHALL include the <contentID> element of the first Content Object in the
Multipart DCF. The <contentID> elements MUST contain the ContentID as specified in the ContentID field in the
Common Header of the Content Object inside the associated DCF (or PDCF) [DRMCF-v2].

If the DRM Agent has a valid RI Context with the identified Rights Issuer, then the DRM Agent MAY initiate the
ROAP transaction without acquiring consent from the user. If the DRM Agent does not have a valid Rl Context
with the identified Rights Issuer, then the DRM Agent MUST obtain user consent before connecting to the Rl and
initiating the transaction.

In the case where a DRM Agent receives a ROAP Trigger where the <roapTrigger> element carries a
<registrationRequest> element, the DRM Agent MUST use the value of the <rilD> element to verify that it has a
valid RI Context with the Rights Issuer, prior to initiating the transaction.

In case a <leaveDomain> element is present, the Rl MUST include a <signature> element and, with one
exception (see below), Devices MUST verify this signature. If the Device cannot verify the signature, the Device
SHOULD inform the user and MUST discard the ROAP Trigger.

The only exception to the verification requirement is when the Device is not a member of the identified Domain,
and the trigger has been authenticated with a MAC based on the Domain Key. In this case, the Device MUST
acquire user consent before initiating the ROAP.

The <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> shall reference the
<leaveDomain> element by using the same value for the URI attribute as the value for the <leaveDomain>
element's id attribute. The <ds:Keylnfo> child element of the <signature> element shall use its URI attribute of
the <ds:RetrievalMethod> element to reference a wrapped MAC key in the <encKey> element, and the
signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be
"http://www.w3.0rg/2000/09/xmldsig#hmac-sha1". Before applying the processing rules as defined in [XMLDsig],
the Rights Issuer MUST canonicalize the <LeaveDomain> element according to Section 5.3.3.

The <encKey> element shall in the case of a “LeaveDomain” trigger be present and shall contain a MAC key
wrapped with the current Domain key. The value of the Id attribute of this element shall equal the value of the URI
attribute of the <ds:RetrievalMethod> child element of the <signature> element as specified above.

The version attribute is a <major.minor> representation of the ROAP trigger. For this version of the specification,
version SHALL be set to "1.0". Minor version upgrades must always be backwards compatible.

If present, the proxy attribute indicates that the ROAP Trigger is not for the Connected Device but is intended for
an Unconnected Device. Upon receipt of a ROAP Trigger containing the proxy attribute with the value set to
“true” a Connected Device that supports the functionality to provide connectivity for Unconnected Devices (as
specified in section 14) MUST start the procedures specified in section 11.6.4. If the proxy attribute is present but
the value is set to “false” then Connected Devices MUST treat the ROAP Trigger as if it did not contain the proxy
attribute.

The MIME type for the ROAP Trigger is “application/vnd.oma.drm.roap-trigger+xml”.
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5.2.2 Initiating ROAP from a DCF

This section applies ONLY to Connected Devices.

If the DRM Agent receives a DCF with both a Silent header and a Preview header, the DRM Agent MUST give
priority to the header that appears first in the DCF.

If the DRM Agent has a valid RI Context with the RI, the DRM Agent MAY attempt to acquire Rights silently for
the DCF if the DCF includes a Silent header with a specified silent rights URL or a Preview header with method
“preview-rights” and a specified preview rights URL, In this case, the DRM Agent MUST compare the domain
name of the silent or preview URL with the list of authorized domain names already stored by the DRM Agent for
that Rl. The DRM Agent MUST be capable of extracting a fully qualified domain name from URLs that follow the
format defined in [RFC2396]. For the purpose of domain name comparison, the DRM Agent MUST use the
mechanism described in Section 1 of [RFC 2965]. If the domain name in the specified URL is in the list of
authorized domain names already stored by the DRM Agent for that RI, the DRM Agent MUST silently attempt to
acquire the RO for the DCF by sending a request message to the silent or preview URL stored in the DCF, and
responding to the ROAP Trigger and/or Download Descriptor that will be returned by the Rights Issuer.

The RI MUST return a suitable ROAP error if this RO request cannot be reconciled to a prior purchase
transaction. Upon receipt of a ROAP error, the Device MAY take further action. In this case, if the context is a
user-initiated session, it is recommended that the Device start a browsing session with the RI by sending a
request to the DCF RightsissuerURL. If the context is a DRM Agent-initiated session to acquire rights silently and
automatically, then the DRM Agent is RECOMMENDED to abandon the rights acquisition effort.

In all other cases, the DRM Agent MUST NOT attempt to silently acquire the RO for the DCF. It MUST obtain the
user’s consent before attempting to acquire an RO for the DCF. Once the user has given consent, the DRM Agent
MUST send a request to the DCF RightsissuerURL, and MUST be prepared to receive either an XHTML page or
ROAP Trigger from the RI. The DRM Agent MUST NOT attempt to acquire an RO for the DCF if the user does
not provide consent. The DRM Agent MAY store the DCF, however, even if the user does not give consent for
RO acquisition.

On any occasion where the DRM Agent successfully retrieves and installs an RO acquired as a result of a Silent
header or Preview header (with method preview-rights) in a DCF, the DRM Agent MUST add the domain name of
the silent or preview URL to the list of authorized domain names for that R, if the domain name is not already
present. As specified in section 5.4.2.4, a DRM Agent must be capable of storing a minimum of 5 domain names
for each RI Context. In the case where a new domain name is to be added to the list and the list of domain names
is full, then the last domain name SHOULD be deleted. Each remaining domain name at position n, SHOULD be
moved to position n+1 and the new domain name SHOULD be stored in the first position.

5.3 ROAP XML Schema Basics
5.3.1 Introduction

Core parts of the XML schema for ROAP, found in Appendix A, are explained in this section. Specific protocol
message elements are defined in the Section 5.4. Examples are found in Appendix G.1.

The XML format for ROAP messages have been designed to be extensible. However, it is possible that the use of
extensions will harm interoperability and therefore any use of extensions should be carefully considered.

XML Types defined in this sub-section are not ROAP messages; rather they provide building blocks that are used
by ROAP messages.

5.3.2 General XML Schema Requirements

Some ROAP exchanges rely on the parties being able to compare received values with stored values. Unless
otherwise noted, all elements in this document that have the XML Schema "string" type, or a type derived from it,
MUST be compared using an exact binary comparison. In particular, ROAP implementations MUST NOT depend
on case-insensitive string comparisons, normalization or trimming of white space, or conversion of locale-specific
formats such as numbers.
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The ROAP specification does not define a collation or sorting order for attributes or element values. ROAP
implementations MUST NOT depend on specific sorting orders for values.

Values of type datetime MUST conform to a single lexical representation defined in section 3.2.7 of [XML-
Schema]. This lexical representation is the extended format CCYY-MM-DDThh:mm:ssZ where CC denotes the
century, YY denotes the year, MM denotes the month, DD denotes the day, T is the date/time separator, hh, mm,
ss represent the hour, minute, and second respectively, and Z is the mandatory UTC indicator. For example,
2002-12-31T23:59:597 represents December 31st, 2002, 23:59:59 UTC.

Devices MUST support at least 256 byte long values for attributes or elements of type anyURI in the schemas
specified in this specification. Rights Issuers are RECOMMENDED to use values that are less than 256 bytes in
length for such elements or attributes.

5.3.3  Canonicalization & Digital Signatures

This specification makes use of digital signatures and message authentication codes (MACs) to ensure integrity
and authenticity of exchanged information. DRM Agents and RIs MUST support RSA-PSS [PKCS-1] as default
digital signature scheme but MAY agree to use a different one (see 5.4.2.1). The input to the digital signature

operations and the MAC operations SHALL be the canonical form of XML data produced by the following steps:

 The document is encoded in UTF-8
XML prologues are removed
« Line breaks are normalized to #xA

After canonicalization, DRM Agents and Rls MUST NOT employ any subsequent transformations or modifications
to a message or message fragment.

DRM Agents and RIs MUST send all ROAP messages (including triggers) in canonicalized form

ROAP messages MUST NOT use any internal XML Entities.

ROAP message fragments which are subject to extraction from their enclosing message and further handling as
standalone documents (without the use of that enclosing message) MUST have proper namespace declarations
inside that message fragment. In particular, this applies in particular to the <protectedRO> element in a ROAP-
ROResponse PDU.

Note that [XMLDSig] requires that dereferencing a ‘same-document’ URI must result in an Xpath node-set, that
would require an additional canonicalisation algorithm to transform that node-set into an octet-string suitable for
digesting. This specification deviates from this requirement such that DRM Agents need not implement full XML
canonicalisation.

When creating a digital signature or message authentication code, DRM Agents and Rls MUST ensure that the
input octet-string is in simple canonical form as specified in this section. Dereferencing URIs in the context of
digital signatures and message authentication codes SHALL be done such that the result of the dereferencing
SHALL be a substring of the original octet-string (as recommended by [RFC3986]).

That substring SHALL be the input to the signature or and message authentication algorithm and no transforms
other than simple canonicalisation as defined in this section SHALL be applied to this substring. In particular,
when presen, the optional <ds:Transforms> element in the <ds:Reference> elements that appear in the
<signature> and <mac> elements SHALL contain no other algorithm references than that of the simple
canonicalisation specified in this section. DRM Agents and Ris are not required to support any other transform
algorithm than this simple canonicalisation.

Note that all ROAP XML PDUs are XML 1.0 data.
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5.3.4 The Request type

All ROAP requests are defined as extensions to the abstract Request type. The elements of the Request type
therefore apply to all ROAP requests. A ROAP requests MAY contain a triggerNonce attribute. See further
Section 5.2.1.

<complexType name="Request" abstract="true">
<attribute name="triggerNonce" type="roap:Nonce"/>
</complexType>

5.3.5 The Response type

All ROAP responses are defined as extensions to the abstract Response type. The elements of the Response
type therefore apply to all ROAP responses. All responses contain a status attribute that indicates whether the
preceding request was successful or not.

<complexType name="Response" abstract="true">
<attribute name="status" type="roap:Status" use="required"/>
<attribute name="errorMessage” type="string”/>
<attribute name="errorRedirectURL” type="anyURI”/>
</complexType >

The generation and delivery of any kind of Response message is conditioned by the Rl and its policies. The RI
MAY deny access to its resources. If this happens, the RI MUST close the protocol gracefully by sending the
Device the corresponding Response message by including an appropriate error code (e.g. AccessDenied).
Implementation details of policies by a given Rl are out of the scope of this specification.

In case the status attribute is not equal to “Success”, the Rl MAY add an additional errorMessage attribute
containing a Rl defined description of the error. Also, in case the status attribute is not equal to “Success”, the RI
MAY add an errorRedirectURL attribute that points to a support web site enabling the User to recover from the
error. When the Rl adds an errorRedirectURL attribute it MUST also add an errorMessage attribute. A Device
SHOULD use the value of the errorMessage attribute as part of the error message presented to the User. A
Device SHOULD also either include the value of the errorRedirectURL as part of the error message to the user,
or provide the User with an option to be redirected to the errorRedirectURL using a browser.

5.3.6  The Status type

The Status simple type enumerates all possible error messages.
<simpleType name="Status">
<restriction base="string">

<enumeration value="Success"/>
<enumeration value="Abort”/>
<enumeration value="NotSupported"/>
<enumeration value="AccessDenied"/>
<enumeration value="NotFound"/>
<enumeration value="MalformedRequest"/>
<enumeration value="UnknownCriticalExtension"/>
<enumeration value="UnsupportedVersion"/>
<enumeration value="UnsupportedAlgorithm"/>
<enumeration value="NoCertificateChain"/>
<enumeration value="InvalidCertificateChain"/>
<enumeration value="TrustedRootCertificateNotPresent"/>
<enumeration value="SignatureError”/>
<enumeration value="DeviceTimeError"/>
<enumeration value="NotRegistered"/>
<enumeration value="InvalidDCFHash"/>
<enumeration value="InvalidDomain"/>
<enumeration value="DomainFull"/>
<enumeration value="DomainAccessDenied"/>
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</restriction>
</simpleType>

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless
explicitly stated otherwise below, is that both the Rl and the Device SHALL immediately close the connection and
terminate the protocol. Rl systems and Devices are required to delete any session-identifiers, nonces, keys,
and/or secrets associated with a failed run of the ROAP protocol.

When possible, the Device SHOULD present an appropriate error message to the user, using the value of the
Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). See section
5.3.5.

These error messages are valid in all ROAP-Response messages unless explicitly stated otherwise.
Abort indicates that the Rl rejected the Device’s request for unspecified reasons.

NotSupported indicates that the Device made a request for a feature currently not supported by the RI.
AccessDenied indicates that the Device is not authorized to contact this RI.

NotFound indicates that the requested object was not found. This error is only valid in the ROAP-ROResponse
message.

MalformedRequest indicates that the Rl failed to parse the Device's request.

UnknownCriticalExtension indicates that a critical ROAP extension used by the Device was not supported or
recognized by the RI.

UnsupportedVersion indicates that the Device used a ROAP protocol version not supported by the RI. This error
is only valid in the ROAP-RIHello message.

UnsupportedAlgorithm indicates that the Device suggested algorithms that are not supported by the RI (this error
should not occur as long as all Devices and all Rls implement the mandatory algorithms, since any negotiation will
successfully fall back on these). This error is only valid in the ROAP-RIHello message.

NoCertificateChain indicates that the RI could not verify the signature on a Device request due to not having
access to the Device's certificate chain. This error is only valid in the following messages: ROAP-
RegistrationResponse, ROAP-ROResponse, ROAP-JoinDomainResponse, and ROAP-LeaveDomainResponse.

InvalidCertificateChain indicates that the RI could not verify the signature on a Device request due to the
certificate chain being invalid in some way (other than the absence of a trusted root certificate which could be
used to verify the chain). This error is only valid in the following messages: ROAP-RegistrationResponse, ROAP-
ROResponse, ROAP-JoinDomainResponse, and ROAP-LeaveDomainResponse.

TrustedRootCertificateNotPresent indicates that the RI could not verify the signature on a Device request due to
the absence of a trusted root certificate which could be used to verify the chain. This error is only valid in the
following messages: ROAP-RegistrationResponse, ROAP-ROResponse, ROAP-JoinDomainResponse, and
ROAP-LeaveDomainResponse.

SignatureError indicates that the RI could not verify the Device's signature. This error is only valid in the following
messages: ROAP-RegistrationResponse, ROAP-ROResponse, ROAP-JoinDomainResponse, and ROAP-
LeaveDomainResponse.

DeviceTimeError indicates that a Device request was invalid due to the Device’s DRM Time being inaccurate as
assessed by the Rights Issuer. This error is only valid in the following messages: ROAP-ROResponse, ROAP-
JoinDomainResponse, and ROAP-LeaveDomainResponse. The Device SHOULD initiate the 4-pass Registration
protocol, using the same ROAP URL as from the ROAP Request that resulted in the error response. See also
section 5.1.7. The Device MUST have user consent to contact the RI, in the same way as for processing ROAP
triggers as specified in section 5.2.1.

NotRegistered indicates that the Device tried to contact an Rl which does not have any registration information
stored for the Device. This error is only valid in the following messages: ROAP-ROResponse, ROAP-
JoinDomainResponse, and ROAP-LeaveDomainResponse. The Device SHOULD initiate the 4-pass Registration
protocol, using the same ROAP URL as from the ROAP Request that resulted in the error response. See also
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section 5.1.7.. The Device MUST have user consent to contact the R, in the same way as for processing ROAP
triggers as specified in section 5.2.1.

InvalidDCFHash is sent when the Rl detects an incorrect DCF hash value in a ROAP-RORequest message. This
error is only valid in the ROAP- ROResponse message.

InvalidDomain indicates that the request was invalid due to an unrecognized Domain Identifier. This error is only
valid in the following messages: ROAP-ROResponse, ROAP-JoinDomainResponse, and ROAP-
LeaveDomainResponse.

DomainFull indicates that no more Devices are allowed to join the Domain. This error is only valid in the ROAP-
JoinDomainResponse message.

DomainAccessDenied indicates that the Rights Issuer does not allow the Device access to the Domain, or the
Device identifier can not be authorized without more information. This error is only valid in the ROAP-
JoinDomainResponse message.

5.3.7 The Extensions type

The Extensions type is a list of type-value pairs that define optional ROAP features supported by a Device or an
RI. Extensions may be sent with any ROAP message. Please see Section 5.4 in this document for applicable
extensions. Unless an extension is marked as critical, a receiving party need not be able to interpret it, and a
receiving party is always free to disregard any (non-critical) extensions.

<complexType name="Extensions">
<sequence maxOccurs="unbounded">
<element name="extension" type="roap:Extension"/>
</sequence>
</complexType>

<complexType name="Extension" abstract="true">
<attribute name="critical" type="boolean"/>
</complexType>

5.3.8  The Protected Rights Object type

The ProtectedRO type is a sequence of an <ro> element of type roap:ROPayload and a <mac> element
carrying a MAC value over the <ro> element. ProtectedRO can be sent separately or included in a ROAP-
ROResponse message or a DCF.

<element name="protectedRO" type="roap:ProtectedRO"/>

<complexType name="ProtectedRO">
<sequence>
<element name="ro" type="roap:ROPayload"/>
<element name="mac" type="ds:SignatureType"/>
</sequence>
</complexType>

The <ro> element is described in the next section.

The <mac> element provides integrity of the <ro> element and key confirmation and is of type ds:SignatureType
from [XML-DSIG]. Before applying the processing rules as defined in [XML-DSIG], the Rights Issuer MUST
canonicalize the <ro> element according to Section 5.3.3.

The URI attribute of the <ds:Reference> element of the <ds:Signedinfo> child element of the <mac> SHALL
reference the <ro> element by having the same value as the id attribute of the <ro> element. The URI attribute of
the <ds:RetrievalMethod> element of the <ds:Keylnfo> child element of the <mac> SHALL reference a
wrapped MAC key in the <ro> element’s <encKey> child element by having the same value as the Id attribute of
the <encKey> element.
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The MIME type for the Protected Rights Object is application/vnd.oma.drm.ro+xml.
The file extension for the Protected Rights Object MUST be “.oro”.
5.3.9 The Rights Object Payload type

Values of the ROPayload type carries (protected) rights and wrapped keys that can be used to decrypt encrypted
portions of the rights.

<!-- Rights Object Definitions -->
<complexType name="ROPayload">
<sequence>
<element name="rilD" type="roap:ldentifier"/>
<element name="rights" type="o0-ex:rightsType"/>
<element name="signature" type="ds:SignatureType" minOccurs="0"/>
<element name="timeStamp" type="dateTime" minOccurs="0"/>
<element name="encKey" type="xenc:EncryptedKeyType"/>
</sequence>
<attribute name="version" type="roap:Version" use="required" />
<attribute name="id" type="ID" use="required" />
<attribute name="stateful” type="boolean"/>
<attribute name="domainRO" type="boolean"/>
<attribute name="riURL" type="anyURI"/>
</complexType>

The <rilD> element is of type roap:ldentifier and SHALL identify the issuing RI.

The <rights> element is of type o-ex:rightsType and MUST be conformant with [DRMREL-v2]. The o-ex:id
attribute of this type SHALL be present.

The <signature> element is of type ds:SignatureType from [XML-DSIG] and MUST be present when the RO is
a Domain RO. The URI attribute of a <ds:Reference> element of the <ds:Signedinfo> child element of the
<signature> SHALL reference the <rights> element by having the same value as the o-ex:id attribute of the
<rights> element (i.e., when present, the signature SHALL be made at least over the <rights> element). Before
performing the signature calculation, the Rights Issuer MUST canonicalize all elements the signature shall be
made over, in accordance with Section 5.3.3. The <ds:Keylnfo> child element of the <signature> element
SHALL identify the signing key. The Device MUST verify that the signing key is associated with the Rl identified in
the <rilD> element.

The <timeStamp> value MUST be given in Universal Coordinated Time (UTC). The time-stamp provides replay
protection, see further in section 9.4.

The <encKey> element is of type xenc:EncryptedKeyType from [ XML-Enc]. It consists of a wrapped
concatenation of a MAC key, Kyac and an RO encryption key, Krek. If the <rights> element does not contain a
<ds:Keylnfo> element (for example if the <rights> element is used as parent right; see REL, section 5.2.2), the
RO encryption key, Krek, is still required in the <encKey> element but, it is not used. The Id attribute of this
element SHALL be present and SHALL have the same value as the value of the URI attribute of the
<ds:RetrievalMethod> element in the <ds:Keylnfo> elements (if present) inside the <rights> element. The
<ds:Keylinfo> child element of the <encKey> element SHALL identify the wrapping key. In the case of a Rights
Object intended for a Device, the child of the <ds:Keylnfo> element SHALL be of type roap:X509SPKIHash,
identifying a particular DRM Agent's public key through the (SHA-1) hash of the DER-encoded subjectPublicKeylnfo
value in its certificate. In the case of a Rights Object intended for a Domain, it will be of the type
roap:Domainldentifier, identifying the correct Domain key.

Note that the encrypted key material consists of two keys - a MAC key and a Rights Object Encryption key. A
Rights Object Encryption key MUST be present, even if it is unused in cases where the <rights> object does not
contain a <ds:Keylnfo> element. For further information on packaging the MAC key and the Rights Object
Encryption key, see the Key Management discussion in section 7.

The version attribute indicates the version of the ROPayload type. For this version of the OMA DRM
specification, the value SHALL be “1.0”. Minor version upgrades must always be backwards compatible. The
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ROPayload version must not be confused with the OMA DRM version, which is independently set. The reason for
having different versions is to enable Domain ROs to be shared between Devices with different OMA DRM
protocol versions.

The id attribute of the ROPayload type identifies the RO and MUST correspond to an <rolD> value in the
previous ROAP-RORequest, if there was one. The id attribute is also used as a reference point for the MAC as
described in the previous section.

The stateful attribute, when present and set to “true”, indicates that the RO contains stateful rights (i.e. needs
replay protection). The id attribute MUST be globally unique when this attribute is present and set to true, in
order to enable a Device to correctly enforce replay protection (Note: one way for an Rl to generate globally
unique identifiers is to combine an RI-unique and freshly generated nonce with the hash of the RI's public key). If
the stateful attribute is not present, or is set to "false", then the Rl does not regard the RO as stateful.

The domainRO attribute, when present and set to "true", indicates that the RO is for a Domain. If the domainRO
attribute is not present, or is set to "false", then the RO is for a particular Device.

The riURL attribute, if present, SHALL contain a URL that the Device can use to contact the RI. In case of a
Domain RO, a HTTP GET on this URL SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page
that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. In case of
Device RO, an HTTP GET request to this URL SHOULD return either a RegistrationRequest ROAP Trigger or a
(X)HTML page that starts an interaction with the User which may eventually lead to a RegistrationRequest ROAP
Trigger.The value of the riURL MUST be a URL according to [RFC2396], and MUST be an absolute identifier.

5.3.10 The Nonce type

The Nonce type is used to carry arbitrary values in the ROAP protocol messages. A nonce, as the name implies,
must be used only once. For each ROAP message that requires a nonce element to be sent, a fresh nonce
SHALL be generated randomly each time. Nonce values MUST be at least 14 octets long. Devices MUST at least
support nonce values 14 octets long.

<simpleType name="Nonce">
<restriction base="base64Binary">
<minLength value="14"/>
<[restriction>
</simpleType>

5.4 ROAP Messages

In this section, ROAP protocol suite messages, including their parameters, encodings and semantics are defined.
The ROAP protocol messages are divided into three categories: Registration, RO Acquisition, and Domain
management.

541 Notation

In the message parameter tables below, "M" stands for "mandatory presence" and "O" stands for "optional
presence".

5.4.2 Registration Protocol

5.4.2.1 Device Hello

The ROAP-DeviceHello message is sent from the Device to the Rights Issuer to initiate the 4-pass Registration
protocol. This message expresses Device information and preferences.
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54211 Message description
Parameter ROAP-DeviceHello
Version M
Device ID M
Supported Algorithms (0)
Extensions Y

Table 1: Device Hello Message Parameters

Version is a <major.minor> representation of the highest ROAP version number supported by the Device. Devices
MUST support all versions prior to the one they suggest. For this version of the protocol, Version SHALL be set to
"1.0". Minor version upgrades must always be backwards compatible.

Device ID identifies the Device to the RI. The only identifier currently defined is the hash of the Device's public key
info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo
component in the Device's certificate). The default hash algorithm is SHA-1. The Device MUST send at least one
Device ID. In case a Device holds multiple public keys, the Device MAY select one or more of these public keys
and send the corresponding Device IDs. Other identifiers are allowed but interoperability when using them is not
guaranteed.

Supported Algorithms identifies the cryptographic algorithms (hash algorithms, MAC algorithms, signature
algorithms, key transport algorithms and key wrap algorithms) that are supported by the Device. Algorithms are
identified using common URIs. The following algorithms and associated URIs MUST be supported by all Devices
and Rls:

Hash algorithms:
SHA-1: http://www.w3.0rg/2000/09/xmldsig#sha
MAC algorithms:
HMAC-SHA-1: http://www.w3.0rg/2000/09/xmldsig#hmac-sha1

Signature algorithms:

RSA-PSS-Default: http://lwww.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default

Key transport algorithms:
RSAES-KEM-KDF2-KW-AES128:

http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128

Key wrapping algorithms:
AES-WRAP: http://www.w3.0rg/2001/04/xmlenc#kw-aes128

Canonicalization algorithms:
Simplified Canonicalization: http://www.openmobilealliance.org/OMA-C14N-Simple

SHA-1 is defined in [SHA-1]. HMAC-SHA-1 is defined in [HMAC]. RSA-PSS-Default is RSASSA-PSS with all
parameters having default values (see [PKCS-1] Appendix C). AES-WRAP is defined in [AES-WRAP]. RSA-KEM-
KDF2-KW-AES128 is defined in Section 7, Key Management. Simplified Canonicalization is defined in Section
5.3.3 of this document.

Use of other algorithm URIs is optional. Since all Devices and all RIs must support the algorithms above, they
need not be sent. Only URIs for algorithms not in this list needs to be sent in a ROAP-DeviceHello message.

Extensions: The following extensions are defined for the ROAP-DeviceHello message:
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Certificate Caching: The presence of this extension indicates to the Rl that the Device has a capability to store
information in the RI context whether an RI has stored Device certificate information or not. (Note: This is not
about whether the Device has stored Rl certificate information or not. For this, the Peer Key Identifier extension is
used - see the ROAP-RegistrationRequest, ROAP-RORequest, and ROAP-JoinDomainRequest messages.) If
the Device has this capability, then the Device MUST include the Certificate Caching extension. If this extension
is used, the Rl can use the Peer Key Identifier or the Certificate Caching extension in its ROAP-RIHello message
to indicate that it has stored the Device public key or that it is capable of storing Device certificate information,
respectively.

5.4.2.1.2 Message syntax

The <deviceHello> element specifies the ROAP-DeviceHello message, which is the first message sent in the 4-
pass ROAP Registration protocol. It has complex type roap:DeviceHello, which extends the basic
roap:Request type.

<element name="deviceHello" type="roap:DeviceHello"/>

<complexType name="DeviceHello">
<annotation>
<documentation xml:lang="en">
Message sent from Device to Rl to establish an Rl Context.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="version" type="roap:Version"/>
<element name="devicelD" type="roap:ldentifier"
maxOccurs="unbounded"/>
<element name="supportedAlgorithm” type="anyURI"
minOccurs="0" maxOccurs="unbounded"/>
<element name="extensions" type="roap:Extensions"
minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the Version type. As noted above, for this version of ROAP, its value
shall be "1.0".

<simpleType name="Version">
<restriction base="string">
<pattern value="\d{1,2}\.\d{1,3}"/>
</restriction>
</simpleType>

The following schema fragment defines the Identifier type and its alternatives. Any non-standard identifier value
must be expressed in well-formed XML.

<complexType name="Identifier">
<choice>
<element name="keyldentifier" type="roap:Keyldentifier"/>
<any namespace="##other" processContents="strict"/>
</choice>
</complexType>

<complexType name="Keyldentifier" abstract="true"/>

A key can be defined by use of a hash of the key. The hash shall in this case be made over the DER-encoded
subjectPublicKeyInfo value from the applicable certificate.
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<complexType name="X509SPKIHash">
<complexContent>
<extension base="roap:Keyldentifier">
<sequence>

<element name="hash" type="base64Binary"/>

</sequence>

<attribute name="algorithm" type="anyURI" default="http://www.w3.0rq/2000/09/xmldsig#shal"/>

</extension>
</complexContent>
</complexType>

<!-- The corresponding ds:KeylInfo element -->

<element name="X509SPKIHash" type="roap:X509SPKIHash"/>

The following extension is defined for the ROAP-DeviceHello message:

<complexType name="CertificateCaching">
<complexContent>
<extension base="roap:Extension"/>
</complexContent>
</complexType>

5.4.2.2 Rl Hello

The ROAP-RIHello message is the second message of the Registration protocol and is sent from the Rights
Issuer to the Device in response to a ROAP-DeviceHello message. The message expresses Rl preferences and

decisions based on the values supplied by the Device.

54221 Message description

Parameter

ROAP-RIHello

Status = “Success”

Status # “Success”

Status

M

Session ID

Selected Version

RIID

Selected Algorithms

RI Nonce

Trusted Device Authorities

Server Info

Extensions

o|o|o|Z|olZ(Z|IEIZ

Table 2: RI Hello Message Parameters

Status indicates if the ROAP-DeviceHello request was successfully (Status = Success) handled or not. In the
latter case an error code as specified in Section 5.3.6 is sent.

Session ID is a protocol session identifier set by the RI. This allows for several, concurrent, RI-Device sessions.

Selected Version is the selected ROAP version. The selected version will be min(Device suggested version,
highest version supported by RI). This information is part of the RI Context.

RI ID identifies the RI to the Device. The only identifier currently defined is the hash of the Rights Issuer’s public
key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeyInfo
component in the Rights Issuer’s certificate). The default hash algorithm is SHA-1. In case the Rl holds multiple
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public keys, the Rl must select exactly one of these and send the corresponding RI ID. Other identifiers are
allowed but interoperability when using them is not guaranteed. This information is part of the RI Context.

Selected Algorithms specifies the cryptographic algorithms (hash algorithm, signature algorithm, MAC algorithm
and key transport algorithm) to use in subsequent ROAP interactions. If the Device indicated support of only
mandatory algorithms (i.e. left out the <supportedAlgorithms> element), or the Rl only supports the mandatory
algorithms, then the RI need not send this field. Otherwise, the RI MUST provide this parameter and MUST
identify one algorithm of each type. This information is part of the RI context.

RI Nonce is a random nonce sent by the RI. Nonces are generated and used in this message as specified in
section 5.3.10.

Trusted Device Authorities is a list of Device trust anchors recognized by the RI. This parameter is optional. The
parameter is not sent if the RI already has the Device's certificate or otherwise is able to verify a signature made
by the Device. If the parameter is present but empty, it indicates that the Device is free to choose any Device
certificate to authenticate itself. Otherwise the Device MUST choose a certificate chaining back to one of the
recognized trust anchors. Trust anchors are identified in the same manner as Devices and Rls.

Server Info contains server-specific information that the Device must return unmodified, in the ROAP-
RegistrationRequest. The Device must not attempt to interpret the value of this parameter. Devices MUST
support the Server Info element being of length 512 bytes and MAY support Server Info elements of length
greater than 512 bytes. RIs SHOULD keep Server Info length to 512 bytes or less.

Extensions: The following extensions are defined for the ROAP-RIHello message:

- Peer Key Identifier: An identifier for a Device public key stored by the RI. If the identifier matches one of the
Device ID’s in the preceeding DeviceHello message, it means the Rl has already stored that Device ID and
the corresponding Device certificate chain, and the Device need not send that certificate chain in a later
request message. If the extension is empty, it means the RI has already stored all Device ID’s listed in the
preceeding DeviceHello message and the corresponding Device certificate chains, and the Device need not
send its certificate chain in a later request message. Keys are identified in the same way as Devices are (a
hash of the DER-encoded subjectPublicKeyInfo component of the Device's certificate). If the Rl has
stored the Device public key the RI MUST use this extension in the ROAP-RIHello. This extension also
informs the Device that the Rl has the capability to store information about Device certificates.

- Certificate Caching: When present, this extension indicates to the Device that the RI has the capability to
store information about the Device certificate and that Device certificate chain sending is not necessary in
subsequent protocol instances once the Rl has received the Device certificate chain. This extension is not
needed if the Peer Key Identifier is used, since the latter contains even more specific information.

- Device Details: By including this extension, the Rl requests the Device to return Device-specific information
such as manufacturer and model in a subsequent ROAP-RegistrationRequest message. When present, the
DeviceDetails extension SHALL be empty (i.e. <extension xsi:type="roap:DeviceDetails"/>)".

If the Certificate Caching extension was present in the ROAP-DeviceHello message and the RI has capabilities to
store Device certificates, then the Rl MUST send either the Peer Key Identifier or the Certificate Caching
extension in its ROAP-RIHello message. If the Certificate Caching extension was not present in the ROAP-
DeviceHello message, then the Rl need not send the Certificate Caching extension in its ROAP-RIHello. If the
ROAP-RIHello contains a Peer Key Identifier extension, it SHOULD NOT contain a Certificate Caching extension.

The Device SHOULD note in the RI Context whether the RI has a correct public key for the Device stored and/or
whether the RI has the capability to store information about the Device’s certificate.

5.4.2.2.2 Message syntax

The <riHello> element specifies the ROAP-RIHello message, which is sent in response to the ROAP-DeviceHello
message. It has complex type roap:RIHello.

<element name="riHello" type="roap:RIHello"/>

<complexType name="RIHello">

<annotation>
<documentation xml:lang="en">
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Message sent from Rl to Device in response to a deviceHello message.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="selectedVersion" type="roap:Version"/>
<element name="rilD" type="roap:ldentifier"/>
<element name="selectedAlgorithm" type="anyURI" maxOccurs="unbounded"
minOccurs="0"/>
<element name="riNonce" type="roap:Nonce"/>
<element name="trustedAuthorities" type="roap:Keyldentifiers" minOccurs="0"/>
<element name="serverinfo" type="base64Binary" minOccurs="0"/>
<element name="extensions" type="roap:Extensions” minOccurs="0"/>
</sequence>
<attribute name="sessionld" type="string"/>
</extension>
</complexContent>
</complexType>

<complexType name="Keyldentifiers">
<sequence minOccurs="0" maxOccurs="unbounded">
<element name="keyldentifier" type="roap:Keyldentifier"/>
</sequence>
</complexType>

The following schema fragment defines the Peer Key Identifier extension:

<complexType name="PeerKeyldentifier">
<complexContent>
<extension base="roap:Extension"/>
<sequence minOccurs="0">
<element name="identifier" type="roap:Keyldentifier"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the Device Details extension:

<complexType name="DeviceDetails">
<complexContent>
<extension base="roap:Extension">
<sequence minOccurs="0">
<element name="manufacturer"” type="string"/>
<element name="model" type="string"/>
<element name="version" type="string"/>
</sequence>
</extension>
</complexContent>
</complexType>

5423 Registration Request

A Device sends the ROAP-RegistrationRequest message to an RI to request registration with the RI. The

message is sent as the third message in the 4-pass Registration protocol.
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5.4.2.31 Message description

Parameter ROAP-RegistrationRequest

Session ID M

Device Nonce

Request Time

Certificate Chain

Trusted RI Authorities

Server Info

o|lo|lololz|z

Extensions

Signature M

Table 3: Registration Request Message Parameters

Session ID SHALL be identical to the Session ID parameter of the preceding ROAP-RIHello message, otherwise
the Rl SHALL terminate the Registration protocol.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in
section 5.3.10.

Request Time is the current DRM Time as measured by the Device. Connected Devices and Unconnected
Devices that support DRM Time MUST insert their current DRM Time. Unconnected Devices that do not support
DRM Time MUST use the value “Undefined”.

Certificate Chain: This parameter MUST be present unless the preceding ROAP-RIHello message contained the
Peer Key Identifier extension and its value identified the key in the Device's current certificate. When present, the
value of a Certificate Chain parameter shall be a certificate chain including the Device's certificate. The chain
SHALL not include the root certificate. The Device certificate must come first in the list. Each following certificate
must directly certify the one preceding it. If the RI indicated trust anchor preferences in the previous ROAP-
RIHello message, the Device MUST select a Device certificate and chain which chains back to one of the trust
anchors indicated by the RI. This mimics the features of [RFC3546]. The RI may need to update this information
based on the received Certificate Chain.

Trusted RI Authorities is a list of RI trust anchors recognized by the Device. If the parameter is empty, it indicates
that the Rl is free to choose any certificate. Trust anchors are identified in the same way as Devices and Ris.

Server Info: As discussed above, this parameter will only be present if a Server Info parameter was present in the
preceding ROAP-RIHello message. In that case, the Server Info parameter MUST be present and MUST be
identical to the Server Info parameter received in the preceding ROAP-RIHello message.

Extensions: The following extensions are defined for the ROAP-RegistrationRequest message:

- Peer Key Identifier: An identifier for an Rl public key stored in the Device. If the identifier matches the RI ID in
the preceding Rl Hello message, or if the extension is empty, it means the Rl need not send down its
certificate chain in its response message. Keys are identified in the same way as Devices and Rls.

- No OCSP Response: Presence of this extension indicates to the RI that there is no need to send any OCSP
responses since the Device has cached a complete set of valid OCSP responses for this RI.

- OCSP Responder Key Identifier. This extension identifies a trusted OCSP responder key stored in the
Device and is used to save bandwidth. If the identifier matches the key in the certificate used by the RlI's
OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response
before providing the OCSP response to the Device.

- Device Details: This extension defines three fields: manufacturer, model and version. The manufacturer field
identifies the Device’ manufacturer, the model field identifies the Device's model and the version field
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identifies the Device's version as defined by its manufacturer. This extension MUST be supported and MUST
be sent by a Device that receives an empty Device Details extension in a ROAP-RIHello message.

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key
corresponding to the RI ID in the preceding Rl Hello message. The Device MUST send the No OCSP Response
extension if, and only if, it has a complete set of valid OCSP responses for the RI certificate chain. The Device
MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP Responder key
for this RI.

Signature is a signature on data sent so far in the protocol. The signature is made using the Device's private key
on the two previous messages (ROAP-DeviceHello, ROAP-RIHello) and the current message (besides the
Signature element itself). The signature method is as follows:

The previous messages and the current one except the Signature element is canonicalized according to Section
5.3.3.

The three messages are concatenated in their chronological order, starting with the ROAP-DeviceHello message.
The resulting data d is considered as input to the signature operation.

The signature is calculated on d in accordance with the rules of the negotiated signature scheme.

The RI MUST verify the signature on the ROAP-RegistrationRequest message.
5.4.2.3.2 Message syntax

The <registrationRequest> element specifies the ROAP-RegistrationRequest message, which is the third
message in the ROAP Registration protocol. It has complex type roap:RegistrationRequest, which extends the
basic roap:Request type.

<element name="registrationRequest" type="roap:RegistrationRequest"/>

<complexType name="RegistrationRequest">
<annotation>
<documentation xml:lang="en">
Message sent from Device to Rl to request registration.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="nonce" type="roap:Nonce"/>
<element name="time" type="roap:dateTimeOrUndefined"/>
<element name="certificateChain" type="roap:CertificateChain"
minOccurs="0"/>
<element name="trustedAuthorities" type="roap:Keyldentifiers"
minOccurs="0"/>
<element name="serverinfo" type="base64Binary" minOccurs="0"/>
<element name="extensions" type="roap:Extensions” minOccurs="0"/>
<element name="signature" type="base64Binary"/>
</sequence>
<attribute name="sessionld" type="string" use="required"/>
</extension>
</complexContent>
</complexType>

The <time> element expresses, in UTC, the current DRM Time as measured by the Device. The value
“Undefined” is used by Unconnected Devices that do not support DRM Time.

<simpleType name="dateTimeOrUndefined">
<union memberTypes="dateTime roap:UndefinedString"/>
</simpleType>
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<simpleType name="UndefinedString">

<restriction base="string">

<enumeration value="Undefined"/>

<[restriction>
</simpleType>

The following schema fragment defines the CertificateChain type, containing a sequence of one or more base64-

encoded X.509 certificates in DER-encoded form.

<complexType name="CertificateChain">
<sequence maxOccurs="unbounded">

<element name="certificate" type="base64Binary"/>

</sequence>
</complexType>

The following schema fragment defines the extensions defined for the ROAP-RegistrationRequest message
(besides the Peer Key Identifier and Device Details extensions already defined earlier in this document):

<complexType name="NoOCSPResponse">

<complexContent>

<extension base="roap:Extension"/>

</complexContent>
</complexType>

<complexType name="0OCSPResponderKeyldentifier">

<complexContent>

<extension base="roap:Extension">

<sequence>

<element name="identifier" type="roap:Keyldentifier"/>

</sequence>
</extension>
</complexContent>
</complexType>

5424 Registration Response

The ROAP-RegistrationResponse message is sent from the Rights Issuer to the Device in response to a ROAP-
RegistrationRequest message. This message completes the Registration protocol, and if successful, enables the

Device to establish an Rl Context for this RI.

54241 Message description
ROAP-RegistrationResponse
Parameter
Status = “Success” Status # “Success”
Status M M
Session ID M 0
RIURL M -
Certificate Chain (¢ -
OCSP Response (0] -
Extensions (¢ -
Signature M -

Table 4: Registration Response Message Parameters
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Status indicates if the ROAP-RegistrationRequest message was successfully (Status = Success) handled or not.
In the latter case an error code as specified in Section 5.3.6 is sent.

Session ID SHALL be identical to the Session ID of the preceding ROAP-RegistrationRequest (and ROAP-
RIHello) message. If the Session ID of the ROAP-RegistrationResponse does not equal the Session ID of the
corresponding ROAP-RIHello, the Device MUST terminate the protocol. The Session ID can be present only if the
Rights Issuer could detect the session identifier in the registration request.

RI URL: if the ROAP-RegistrationRequest message was successful (Status=Success) then the Rl URL parameter
indicates the ROAP URL that SHOULD be stored in the RI Context. This URL can be used by the Device in later
interactions with the Rl to send ROAP requests. Section 5.1.7 defines the rules for ROAP URL selection. The
value of the parameter MUST be a URL according to [RFC2396], and MUST be an absolute identifier.

Certificate chain: This parameter MUST be present unless the preceding ROAP-RegistrationRequest message
contained the Peer Key Identifier extension, the extension was not ignored by the R, and its value identified the
RI's current key. When present, the value of a Certificate Chain parameter shall be a certificate chain including
the RI's certificate. The chain MUST NOT include the root certificate. The RI certificate must come first in the list.
Each following certificate must directly certify the one preceding it. If the Device indicated trust anchor
preferences in its ROAP-RegistrationRequest message, the RI SHOULD select a certificate and chain which
chains back to one of the trust anchors in the Device's list. This mimics the features of [RFC3546].

The Device MAY store RI certificate verification data indicating that an RI certificate chain has been verified. The
purpose of this is to avoid repeated verification of the same certificate chain. The RI certificate verification data
stored in this way MUST uniquely identify the RI certificate and MUST be integrity protected. The Device
SHOULD check if the RI certificate chain received in this parameter corresponds to the stored certificate
verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device
MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification
data for this RI, and if the Device can determine (in the case of Connected Devices and Unconnected Devices
that support DRM Time) that the expiry time of the received RI certificate is later than the RI Context for this RI,
and the certificate status of the RI certificate as indicated in the OCSP response is good (see [OCSP-MP]) then
the Device MUST verify the complete chain and SHOULD replace the stored RI certificate verification data with
the received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.

However, if the Device does store RI certificate verification data in this way, it MUST store the expiry time of the
RI's certificate (as indicated by the notAfter field within the certificate) in the RI Context and MUST compare the
Device's current DRM Time with the stored RI certificate expiry time whenever verifying the signature on signed
messages from the RI. If the Device's current DRM Time is after the stored RI certificate expiry time, then the
Device MUST abandon processing the RI message and MUST initiate the registration protocol.

OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the Rl's
certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This
parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-
RegistrationRequest (and the RI did not ignore that extension). An exception to this is when the Rl deems that the
Device's DRM Time is inaccurate. For the processing of this parameter, see further in Section 6.

Extensions: The following extensions are defined for the ROAP-RegistrationResponse message.

- Domain Name Whitelist: This extension allows an Rl to specify a list of fully qualified domain names (as
defined in [RFC 2396]) that are to be regarded as trusted for the purposes of Silent and Preview headers.
The Device MUST store the domain names along in the Rl Context for this Rl. The Device MUST be able to
use these domain names for processing DCFs containing the Silent header or a Preview header with method
“preview-rights” and a specified preview URL, as defined in section 5.2.2 of this document. The Device
MUST treat each domain name received in the Domain Name Whitelist as if it were a fully qualified domain
name that had been extracted from an Rl URL according to the conditions defined in section 5.2.2 of this
document. The Device MUST be capable of storing a minimum of 5 fully qualified domain names for each RI
Context supported on the Device.

Signature is a signature on data sent in the protocol. The signature is made using the Rl's private key on the
previous message (ROAP-RegistrationRequest) and the current message (besides the Signature element itself).
The signature method is as follows:
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— The previous message as received (that is, including the Signature element) and the current one except
the Signature element is canonicalized according to Section 5.3.3.

— The two messages are concatenated in their chronological order, starting with the ROAP-
RegistrationRequest message. The resulting data d is considered as input to the signature operation.

— The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the Registration protocol as successful
unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response
indicates that the RI certificate status is good. If the registration failed the Device MUST NOT store the RI Context
for this RI, otherwise the Device SHOULD store the RI Context for this RI.

The stored RI Context SHALL at a minimum contain: Device ID, riURL, RI ID, Selected Version, Selected
Algorithms, and a Certificate Caching indication if the Rl has stored the Device certificate or not (all this
information is carried in the ROAP-RIHello message). The RI Context MAY also contain Rl certificate validation
data, OCSP responder key and the current set of OCSP responses. The Rl Context SHALL also contain an Rl
Context Expiry Time, which is defined to be the RI certificate expiry time. For Unconnected Devices that do not
support DRM Time, the RI Context is infinite i.e., it does not have an expiry time. If the Rl Context has expired,
the Device MUST NOT execute any other protocol than the 4-pass Registration protocol with this Rl, and upon
detection of Rl Context expiry the Device SHOULD initiate the Registration protocol using the URL as defined by
the selection mechanism in section 5.1.7. The Device SHALL have at most one RI Context with each RI. An
existing RI Context SHALL be replaced with a newly established Rl Context after successful re-registration with
the same RI.

Note that any cached OCSP responses have their own validity period, which normally will be much shorter than
the validity period of the Rl Context.

Devices and Rights Issuers MUST store the Device ID and RI RD that have been negotiated after the successful
registration protocol run.

5.4.2.4.2 Message syntax

The <registrationResponse> element specifies the ROAP-RegistrationResponse message, and constitutes the
last message in the Registration protocol. It has complex type roap:RegistrationResponse, which extends the
basic roap:Response type.

<element name="registrationResponse" type="roap:RegistrationResponse"/>

<complexType name="RegistrationResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to a registrationRequest message.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="riURL" type="anyURI"/>
<element name="certificateChain" type="roap:CertificateChain"
minOccurs="0"/>
<element name="ocspResponse" type="base64Binary" minOccurs="0"
maxOccurs="unbounded"/>
<element name="extensions" type="roap:Extensions” minOccurs="0"/>
<element name="signature" type="base64Binary"/>
</sequence>
<attribute name="sessionld" type="string"/>
</extension>
</complexContent>
</complexType>
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The following schema fragment defines the Domain Name Whitelist extension:

<complexType name="DomainNameWhiteList">
<complexContent>
<extension base="roap:Extension">
<sequence maxOccurs="5">
<element name="dn" type="string"/>
</sequence>
</extension>
</complexContent>
</complexType>

5.4.3 RO Acquisition
5.4.3.1 RO Request

The ROAP-RORequest message is sent from a Device to an RI to request Rights Objects. This message is the
first message of the 2-pass RO Acquisition protocol.

54311 Message description

ROAP-RORequest

Parameter Mandatory/Optional

Device ID M
Domain ID
RIID

Device Nonce

Request Time

RO Info
Certificate Chain

o|O| 2| 2| | 2|l©o

Extensions

Signature M

Table 5: RO Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section
54.2.41.

Domain ID, when present, identifies the Domain for which the requested ROs shall be issued.
RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4 1.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in
section 5.3.10.

Request Time is the current DRM Time, as seen by the Device.

RO Info identifies the requested Rights Object(s). The parameter consists of a (non-empty) set of Rights Object
identifiers identifying the requested Rights Objects, and for each RO identifier an optional hash of the DCF
associated with the requested RO. The DCF hash SHOULD be included when the Device is in possession of the
associated DCF, unless its inclusion, as determined by some vendor-specific algorithm, would be impractical (e.g.
due to the size of the DCF). If the 2-pass protocol is initiated by a ROAP Trigger, the Device SHOULD use the
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<contentID> elements of the ROAP Trigger to identify the associated DCF(s) over which a DCF hash should be
calculated. The DCF hash, if computed, MUST be computed as specified in section 5.3 of [DRMCF-v2] using the
SHA-1 algorithm.

Certificate Chain: This parameter is sent unless it is indicated in the Rl Context that this Rl has stored necessary
Device certificate information. When present, the parameter value SHALL be as described for the Certificate
Chain parameter in the ROAP-RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-RORequest message:

—  Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the stored
RI ID as specified in Section 5.4.2.4.1, or if the extension is empty, it means the Device has already stored
the RI ID and the corresponding RI certificate chain, and the Rl need not send down its certificate chain in its
response message.

— No OCSP Response: Presence of this extension indicates to the Rl that there is no need to send any OCSP
responses since the Device has cached a complete set of valid OCSP responses for this RI.

— OCSP Responder Key Identifier. This extension identifies an OCSP responder key stored in the Device. If the
identifier matches the key in the certificate used by the RI's OCSP responder, the Rl MAY remove the OCSP
Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

— Transaction Identifier: Allows a Device to provide the Rl with information for tracking of transactions, for
example relating to loyalty programs (an example of this could be reward scheme information from the DCF
scheme). The Device SHOULD use the <contentID> elements of the ROAP Trigger to identify the associated
DCF(s) from which the TransactionID should be extracted.

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key
corresponding to the stored RI ID as specified in Section 5.4.2.4.1. The Device MUST send the No OCSP
Response extension if, and only if, it has a complete set of valid OCSP responses for the Rl certificate chain. The
Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP
Responder key for this RI.

Signature is a signature on this message (besides the Signature element itself). The signature method is as
follows:

— The message except the Signature element is canonicalized according to Section 5.3.3.
— The result of the canonicalization, d, is considered as input to the signature operation.
— The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-RORequest message.
5.4.31.2 Message syntax

The <roRequest> element specifies the ROAP-RORequest message. It has complex type roap:RORequest,
which extends the basic roap:Request type.

<element name="roRequest" type="roap:RORequest"/>

<complexType name="RORequest">
<annotation>
<documentation xml:lang="en">
Message sent from Device to Rl to request an RO.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="devicelD" type="roap:ldentifier"/>
<element name="domainID" type="roap:Domainldentifier"
minOccurs="0"/>
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<element name="rilD" type="roap:ldentifier"/>
<element name="nonce" type="roap:Nonce"/>
<element name="time" type="dateTime"/>
<element name="rolnfo">
<complexType>
<sequence maxOccurs="unbounded">
<element name ="rolD" type="ID"/>
<element name="dcfHash" minOccurs="0">
<complexType>
<sequence>
<element name="hash" type="base64Binary"/>
</sequence>
<attribute name="algorithm" type="anyURI”
default="http://www.w3.0rg/2000/09/xmldsig#shal"/>
</complexType>
</element>
</sequence>
</complexType>
</element>
<element name="certificateChain" type="roap:CertificateChain™ minOccurs="0"/>
<element name="extensions" type="roap:Extensions™ minOccurs="0"/>
<element name="signature" type="base64Binary"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the Transaction Identifier extension:

<complexType name="Transactionldentifier">
<complexContent>
<extension base="roap:Extension">
<sequence maxOccurs="unbounded”>
<element name="contentID" type="anyURI’/>
<element name="id">
<simpleType>
<restriction base="string">
<length value="16"/>
</restriction>
</simpleType>
</element>
</sequence>
</extension>
</complexContent>
</complexType>

5.4.3.2 RO Response

The ROAP-ROResponse message is sent from the RI to the Device either in response to a ROAP-RORequest
message (two-pass variant) or by Rl initiative (one-pass variant). It carries the protected ROs.

5.4.3.21 Message description

ROAP-ROResponse
Parameter
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2-pass 2-pass 1-pass
Status = Success | Status # Success
Status M M M
Device ID M - M
RIID M - M
Device Nonce M - -
Protected ROs M - M
Certificate Chain o - o
OCSP Response @) - M
Extensions @) - o
Signature M - M

Table 6: RO Response Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code specified in
Section 5.3.6 is sent.

Device ID identifies the requesting Device, in the same manner as in the ROAP-DeviceHello message as
specified in section 5.4.2.1.1. The value returned here MUST equal the Device ID sent by the Device in the
ROAP-RORequest message that triggered this response in the 2-pass ROAP. In the 1-pass ROAP, the value
MUST equal the stored Device ID of the recipient Device as defined in Section 5.4.2.4.1. If the Device ID is
incorrect, the ROAP-ROResponse processing will fail and the Device MUST discard the received ROResponse
PDU.

RI ID identifies the RI. In the 2-pass protocol, the value MUST equal the RI ID sent by the Device in the preceding
ROAP-RORequest message. In the 1-pass protocol, the value MUST equal the stored RI ID as specified in
Section 5.4.2.4.1.

Device Nonce: This parameter, if present (2-pass), MUST have the same value as the corresponding parameter
value in the preceding ROAP-RORequest. If the Device Nonce is incorrect, the ROAP-ROResponse processing
will fail and the Device MUST discard the received ROResponse PDU.

Protected RO(s) are the Rights Objects (in the form of <ProtectedRO> elements), in which sensitive information
(such as content encryption keys, CEKSs) is encrypted.

Certificate Chain: This parameter MUST be present unless a preceding ROAP-RORequest message contained
the Peer Key Identifier extension, the extension was not ignored by the R, and its value identified the Rl's current
key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain
parameter of the ROAP-RegistrationResponse message

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate
verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device
MUST verify the Rl certificate chain. If an RI certificate is received that is not in the stored certificate verification
data for this RI, and if the expiry time of the received RI certificate is later than the Rl Context for this RI, and the
certificate status of the Rl certificate as indicated in the OCSP response is good, then the Device MUST verify the
complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate data
and set the RI context expiry time to that of the received RI certificate expiry time.

OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the Rl's
certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This
parameter will not be sent if the Device sent the Extension No OCSP Response in a preceding ROAP-
RORequest (and the RI did not ignore that extension). For the processing of this parameter, see further Section 6.

Extensions: The following extensions are defined for the ROAP-ROResponse message:
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— Transaction Identifier: Allows an Rl to provide a Device with information for tracking of transactions, for
example relating to loyalty programs (an example of this could be reward scheme information from the DCF).
The RI MUST NOT include a Transactionldentifier ROAP extension in the ROResponse when the
ROResponse contains a RO bound to a GrouplD as specified in section 9.7. Upon reception of a
ROResponse containing a Transactionldentifier ROAP extension and a RO bound to a GrouplD a Device
MUST ignore the Transactionldentifier ROAP extension.

Signature is a signature on data sent in the protocol. The signature is computed using the Rl's private key and the
current message (besides the Signature element itself). The signature method is as follows:

— All elements except the Signature element are canonicalized according to Section 5.3.3.
— The resulting data d is considered as input to the signature operation.
— The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the RO acquisition as successful unless the
signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that
the RI certificate status is good. If the acquisition protocol failed, the Device MUST NOT install the received ROs.

Before installing any received ROs that are stateful (indicated by the stateful attribute of the <ro> element), the
Device MUST apply the RO Replay protection described in the Replay Protection Section.

5.4.3.2.2 Message syntax

The <roResponse> element specifies the ROAP-ROResponse message. It has complex type
roap:ROResponse, which extends the basic roap:Response type.

<element name="roResponse" type="roap:ROResponse"/>

<complexType name="ROResponse">
<annotation>
<documentation xml:lang="en">
Message sent from Rl to Device in response to a roRequest message.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="devicelD" type="roap:ldentifier"/>
<element name="rilD" type="roap:ldentifier"/>
<element name="nonce" type="roap:Nonce" minOccurs="0"/>
<element name="protectedRO" type="roap:ProtectedRO"™ maxOccurs="unbounded"/>
<element name="certificateChain" type="roap:CertificateChain™ minOccurs="0"/>
<element name="ocspResponse" type="base64Binary” minOccurs="0" maxOccurs="unbounded"/>
<element name="extensions" type="roap:Extensions™ minOccurs="0"/>
<element name="signature" type="base64Binary"/>
</sequence>
</extension>
</complexContent>
</complexType>

The roap:ProtectedRO type is defined in The Protected Rights Object payload type section.

5.4.4 Domain Management
5.4.4.1 Join Domain Request

The ROAP-JoinDomainRequest message is sent from a Device to an Rl and is a request to join a Domain. This
message is the first of the 2-pass Join Domain protocol.
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54411 Message description

ROAP-JoinDomainRequest

Parameter Mandatory/Optional
DevicelD M
RIID

Device Nonce

Request Time

Domain Identifier

Certificate Chain

ol ol ZlIZIZ| =

Extensions

Signature M

Table 7: Join Domain Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section
54.241.

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4 1.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in
section 5.3.10.

Request Time is the current DRM Time, as seen by the Device. Connected Devices and Unconnected Devices
that support DRM Time MUST insert their current DRM Time. Unconnected Devices that do not support DRM
Time MUST use the value “Undefined”.

Domain Identifier shall identify the Domain the Device wishes to join.

Certificate Chain: This parameter is sent unless Certificate Caching is indicated in the RI Context with this RI.
When present, the parameter value shall be as described for the Certificate Chain parameter in the ROAP-
RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-JoinDomainRequest message:

— Peer Key Identifier: An identifier for an Rl public key stored in the Device. If the identifier matches the stored
RI ID as specified in Section 5.4.2.4.1 or if it is empty, it means the Device has already stored the RI ID and
the corresponding RI certificate chain, and the Rl need not send down its certificate chain in its response
message.

— No OCSP Response: Presence of this extension indicates to the Rl that there is no need to send any OCSP
responses since the Device has cached a complete set of valid OCSP responses for this RI.

— OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the
identifier matches the key in the certificate used by the RI's OCSP responder, the Rl MAY remove the OCSP
Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

— Hash Chain Support. When this extension is present, it signals that the client supports a technique of
generating Domain Keys through hash chains, see section 8.7.1.

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key
corresponding to the stored RI ID as specified in Section 5.4.2.4.1. The Device MUST send the No OCSP
Response extension if, and only if, it has a complete set of valid OCSP responses for the RI’s certificate chain.
The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP
Responder key for this RI. The Device MUST send the Hash Chain Support extension if, and only if, it supports
hash-chained Domain keys.
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Signature is a signature on this message (excluding the Signature element itself). The signature method is as
follows:

— The message except the Signature element is canonicalized according to Section 5.3.3.
— The result of the canonicalization, d, is considered as input to the signature operation.

— The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.

The RI MUST verify the signature on the ROAP-JoinDomainRequest message.
5.4.41.2 Message syntax

The <joinDomainRequest> element specifies the ROAP-JoinDomainRequest message. It has complex type
roap: DomainRequest, which extends the basic roap:Request type. Note that this type is used both for join and
leave Domain request messages.

<element name="joinDomainRequest" type="roap:DomainRequest"/>

<complexType name="DomainRequest">
<annotation>
<documentation xml:lang="en">
General PDU for sending domain-related requests from a Device to an RI.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="devicelD" type="roap:ldentifier"/>
<element name="rilD" type="roap:ldentifier"/>
<element name="nonce" type="roap:Nonce"/>
<element name="time" type="roap:dateTimeOrUndefined"/>
<element name="domainID" type="roap:Domainldentifier"/>
<element name="certificateChain" type="roap:CertificateChain™ minOccurs="0"/>
<element name="extensions" type="roap:Extensions™ minOccurs="0"/>
<element name="signature" type="base64Binary"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the roap:Domainldentifier type. The last three characters (digits)
represent the Domain Generation (see section 8.7 for further information). RIs will always respond with the
Domain Key corresponding to the most recent Domain Generation and, if hash chains are not supported, all
earlier Domain Keys for this Domain too.

<simpleType name="Domainldentifier">
<restriction base="string">
<pattern value=".{1,17}\d{3}"/>
<[restriction>
</simpleType>

The following schema fragment defines the Hash Chain Support extension:

<complexType name="HashChainSupport">
<complexContent>
<extension base="roap:Extension"/>
</complexContent>
</complexType>
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5.4.4.2 Join Domain Response

The ROAP-JoinDomainResponse message is sent by an Rl to a Device in response to a ROAP-
JoinDomainRequest message. This message is the second message in the 2-pass protocol to join a Device to a
Domain.

54421 Message description
ROAP-JoinDomainResponse
Parameter
Status = “Success” Status # “Success”
Status M M
Device ID M -
RIID M -
Device Nonce M -
Domain Info M -
Certificate chain O -
OCSP Response (0) -
Extensions O -
Signature M -

Table 8: Join Domain Response Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code as specified in
Section 5.3.6 is sent.

Device ID identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device
in the ROAP-JoinDomainRequest message that triggered this response.

RI ID identifies the RI. The value returned here MUST equal the RI ID sent by the Device in the preceding ROAP-
JoinDomainRequest message.

Device Nonce: This parameter MUST have the same value as the corresponding parameter value in the
preceding ROAP-JoinDomainRequest. If the Device Nonce is incorrect, the ROAP-Join Domain Response
processing will fail and the Device MUST discard the received Join Domain Response PDU.

Domain Info: This parameter carries Domain keys (encrypted using Device’s public key) as well as information
about the maximum lifetime of the Domain. Devices MAY use a shorter lifetime than suggested by the RI.

Certificate Chain: This parameter MUST be present unless a preceding ROAP-JoinDomainRequest message
contained the Peer Key Identifier extension, the extension was not ignored by the R, and its value identified the
RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate
Chain parameter of the ROAP-RegistrationResponse message.

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate
verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device
MUST verify the RI certificate chain. If an RI certificate is received that is not in the stored certificate verification
data for this RI, and if the expiry time of the received RI certificate is later than the Rl Context for this RI, and the
certificate status of the Rl certificate as indicated in the OCSP response is "good," then the Device MUST verify
the complete chain and SHOULD replace the stored RI certificate verification data with the received RI certificate
data and set the RI context expiry time to that of the received RI certificate expiry time.

OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the Rl's
certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element.
This parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-
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JoinDomainRequest (and the RI did not ignore that extension). For the processing of this parameter, see further
Section 6.

Extensions: The following extension is currently defined for the ROAP-JoinDomainResponse message:

— Hash Chain Support: When this extension is present it indicates that the Rl is using the technique of
generating Domain Keys through hash chains described in the Domains Section. The RI MUST NOT include
this extension in the ROAP-JoinDomainResponse unless the same extension was received in the preceding
ROAP-JoinDomainRequest. If the Device receives the Hash Chains Support extension then it needs only
store the latest Domain Key for a given Domain.

Signature is a signature on this message (besides the Signature element itself). The signature method is as
follows:

— The message except the Signature element is canonicalized according to Section 5.3.3.
— The result of the canonicalization, d, is considered as input to the signature operation
— The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.

The Device MUST verify this signature. A Device MUST NOT accept the Join Domain protocol as successful
unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response
indicates that the RI certificate status is good. If the Join Domain protocol failed the Device MUST NOT store a
Domain Context, otherwise the Device MUST store the resulting Domain Context.

The stored Domain Context SHALL at a minimum contain: The Domain ID (which includes the Domain
Generation), the Domain Context Expiry Time, the riURL (as stored in the associated Rl Context), and, if
applicable, an indication that the Rl supports hash-chained Domain Keys. If the Device and RI both support hash
chains, the Domain Context SHALL contain the Domain Key corresponding to the highest known generation,
otherwise the Domain Context SHALL contain all Domain Keys of all Domain Generations. The Domain Context
SHALL also contain the Rl Public Key for the case when the Domain Context Expiry Time extends beyond the RI
Context Expiry Time.

A Device MUST NOT install any Domain ROs for a Domain whose Domain Context has expired. In the case of
Unconnected Devices that do not support DRM Time, the Domain Context does not expire and hence has a value
that is infinite, as indicated in the Domaininfo:NotAfter element.

NOTE: Rights Issuers should carefully consider the security implications of using the value “Infinite” for Devices
that support DRM Time.

A Device MAY have several Domain Contexts with an RI.

5.4.4.2.2 Message syntax

The <joinDomainResponse> element specifies the ROAP-JoinDomainResponse message. It has complex type
roap:JoinDomainResponse, which extends the basic roap:Response type.

<element name="joinDomainResponse" type="roap:JoinDomainResponse"/>

<complexType name="JoinDomainResponse">
<annotation>
<documentation xml:lang="en">
Message sent from Rl to Device in response to a joinDomainRequest.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="devicelD" type="roap:ldentifier"/>
<element name="rilD" type="roap:Identifier"/>
<element name="nonce" type="roap:Nonce"/>
<element name="domainInfo" type="roap:Domaininfo"/>
<element name="certificateChain" type="roap:CertificateChain™ minOccurs="0"/>
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<element name="ocspResponse" type="base64Binary"” minOccurs="0" maxOccurs="unbounded"/>
<element name="extensions" type="roap:Extensions” minOccurs="0"/>
<element name="signature" type="base64Binary"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the Domaininfo type:

<complexType name="DomainInfo™>
<sequence>
<element name="notAfter" type="roap:dateTimeOrinfinite"/>
<element name="domainKey" type="roap:ProtectedDomainKey" maxOccurs="unbounded"/>
</sequence>
</complexType>

<simpleType name="dateTimeOrInfinite">
<union memberTypes="dateTime roap:InfiniteString"/>
</simpleType>

<simpleType name="InfiniteString">
<restriction base="string">
<enumeration value="Infinite"/>
</restriction>

</simpleType>

The <notAfter> element expresses, in UTC, the expiry time of the Domain Context. The value "Infinite”
indicates infinite lifetime of the Domain Context.

The <domainKey> element contains the wrapped Domain key and a key-confirming MAC key, see below.

<complexType name="ProtectedDomainKey">
<sequence>
<element name="encKey" type="xenc:EncryptedKeyType"/>
<element name="rilD" type="roap:Identifier"/>
<element name="mac" type="base64Binary"/>
</sequence>
</complexType>

The <encKey> element contains a MAC key, Kiac, and a Domain Key, Kp, wrapped as specified in the Key
Management section 7. The value of the <encKey> element's Id attribute must equal the value of the
<domainld> element in the preceding ROAP-JoinDomainRequest message, save for the Domain Generation
part. If Hash Chains are supported by both the Device and the RI, only the Domain Key corresponding to the most
recent Domain Generation SHOULD be included, otherwise all Domain Keys for all Domain Generations MUST
be included (including their domain identifiers as Id attributes). The child of the <ds:Keylnfo> element inside the
<encKey> element SHALL be of type roap:X509SPKIHash, identifying a particular DRM Agent's public key
through the hash of the subjectpPublicKkeyInfo value in its certificate.

The <rilD> element is necessary for key confirmation purposes. A Device MUST verify that it has the same value
as the <rilD> element of the ROAP-JoinDomainResponse message itself.

The <mac> element provides key-confirmation through a MAC on the canonical version according to Section
5.3.3 of the <domainKey> element (excluding the <mac> element itself) using the MAC key Kyac wrapped in the
<encKey> element. The MAC algorithm to use is defined by the RI Context. Devices MUST NOT install domain
keys where the MAC is invalid.

5.4.4.3 Leave Domain Request

The ROAP-LeaveDomainRequest message is sent from the Device to the RI. This message is the first message
in the 2-pass protocol for removing a Device from a Domain.
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54431 Message description

ROAP-LeaveDomainRequest

Parameter Mandatory/Optional
DevicelD M
RIID

Device Nonce

Request Time

Domain Identifier

Certificate Chain

Ol Ol ZIZIZ| =

Extensions

Signature M

Table 9: Leave Domain Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section
54.241.

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4 1.

