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1. Scope

A number of DRM specifications have already beeimdd within the OMA. See [DRM], [DRMCF] and [DRMR.].
These existing specifications are referred to withis document as “Version 1”.

This document defines the requirements for a funtbiease of DRM specification within OMA that eferred to as
“Version 2”. It was stated in [DLARCH], “A complet@RM technology is, howevenot in scope of WAP Download”.
This statement reflects the comparably low levedexfurity of OMA DRM Version 1 due to the lack okey management
infrastructure. Version 2 does not claim to be “pbete”. However, Version 2 will provide the seduthat was left out of
Version 1 and will also address additional useuirnents.

Both Version 1 and Version 2 requirements in tliswnent are requirements on Version 2 implememstio
Requirements on mobile Devices that support thegasing of DRM Content are defined.

Requirements on servers that MAY distribute DRM téanto mobile Devices are stated with respedédr tcorrect
functioning when communicating with mobile Devicegpporting DRM only.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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2. References

2.1 Normative References

[CREQ]
[RFC2119]
[RFC2234]
[RFC2396]
[DRM]
[DRMCF]

[DLARCH]
[DRMREL]

[3GPP PSS]

[BT AVDTP]
[BT AVCTP]
[BT GAVDP]

“Specification of WAP Conformance Requirements” e@Mobile Alliancél .
WAP-221-CREQhttp://www.openmobilealliance.org/

“Key words for use in RFCs to IndicategBieement Levels”. S. Bradner. March
1997 http://www.ietf.org/rfc/rfc2119.txt

“Augmented BNF for Syntax SpecificatioA8NF". D. Crocker, Ed., P. Overell. November
1997 .http://www.ietf.org/rfc/rfc2234.txt

“Uniform Resource Identifiers (URI): GeieeSyntax”, T. Berners-Lee, R. Fielding, U.C. hrej
L. Masinter. August 1998. http://www.ietf.org/nff2396.txt

“Digital Rights Management”, Open Mobile Alincé", OMA-Download-DRM-v1_O0,
http://www.openmobilealliance.org/

“DRM Content Format”, Open Mobile Allianf%, OMA-Download-DRMCF-v1_0,
http://www.openmobilealliance.org/

OMA-Download-DLARCH-V1_0

“DRM Rights Expression Language”, Open MebAlliance™, OMA-Download-DRMREL-
v1l_0,http://www.openmobilealliance.org/

Transparent end-to-end packet switdneainsing service (PSS); 3GPP 26.234; Protocols and
codecs - Release 5. http://'www.3gpp.org/

Bluetooth Audio/Video Distribution Trap®rt Protocol, Version 1.00
Bluetooth Audio/Video Control Transpderotocol, Version 1.00
Bluetooth Generic Audiovisual Distribot Profile, Version 1.00

2.2 Informative References

[WAPARCH]
[3GPPDRM]

[1SO 7498-2]]

“WAP Architecture”. Open Mobile Alliande. WAP-210-WAPArch.
http://www.openmobilealliance.org/

“Digital Rights Management; Proposed 8tagy 3¢ Generation Partnership Program, 3G TS
22.242. Version 1.0.0http://www.3gpp.org/

ISO/IEC 7498: Information processsygtems -- Open Systems Interconnection -- Basic
Reference Model - Part 2: Security Architecture
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3. Terminology and Conventions

3.1 Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHAL", "SHALL NOT", "SHOULD", "SHOULD NOT",
“RECOMMENDED", "MAY", and "OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections, except appendices, "Scope", anddthiction" are normative, unless they are explidgitljicated to be
informative.

3.2 Definitions

Backup Defines an action for duplicating a Media Objactl/or Rights Object and transferring them to
another location that is not a Device.
Billing Service Provider  The entity responsible for collecting payment frardser.

Combined Delivery A Version 1 method for delivering DRM Content anigiirs Object. The Rights Object and DRM
Content are delivered together in a single entitg, DRM Message.

Composite Object A Media Object that contains one or more Media ©tsjby means of inclusion e.g. DRM
messages, zip files.

Confidentiality The property that information is not made availabielisclosed to unauthorised individuals,
entities or processes. (From [ISO 7498-2])

Content One or more Media Objects

Content Issuer The entity making content available to the DRM Agee entity whose Content is being
Protected.

Content Provider An entity that is either a Content Issuer or a Righsuer.

Content subscription A subscription that a User has with a Content Rlewfor the purposes of paying for DRM Content
purchased from that Content Provider and played bisers Device.

Copy To make a perfect reproduction of DRM Content &ights Object.

Device A Device is the entity (hardware/software or conaltion thereof) within a user equipment that

implements a DRM Agent. The Device is also confarhta the OMA DRM Version 2
specifications The Device may include a smartcaodute (e.g. a SIM) or not depending upon
implementation.

Domain A group of Devices defined by a Rights Issuer ghett the Rights Issuer can issue Rights Objects
for the group that can be processed by all Devigtsn the group, and only those Devices.

DRM Agent The entity in the Device that manages Permissiondedia Objects on the Device.

DRM Content Media Objects that are consumed according to ef$@érmissions in a Rights Object.

DRM Message A message containing a Media Object and optionallgjghts Object. Media objects received

inside a DRM Message must not leave the Device.optienal Rights Object defines Permissions
for the Media Object.

Enable To make a resource (Media Object) capable of bisitegacted with. When applied to a digital
resource, Enable results in a change in an existisgurce such that it becomes capable of being
read, written to or executed. Enabling MAY be mréind/or contextual.

Execute To execute a software programme

Forward Lock A special case of the Combined Delivery method wliee DRM Message includes only the
Media Object and not a Rights Object at all. TH&MDContent can be used with all Permissions
appropriate to the content type and device capigsiland no Constraints except that the DRM
Content is not allowed to be transmitted outsidthefAuthorised Device.

Integrity The property that data has not been altered orayest in an unauthorised manner. (ISO 7498-2 )
Media Object A digital work e.g. a ringing tone, a screen sagelava game or a Composite Ohjec

Network Service The entity providing network connectivity for a nieDevice.

Provider

Network Store An entity remote to the device and controlled tseavice provider which can store DRM Content

and encrypted Rights Objects on behalf of a Defac®ackup.
OMA DRM Conformant A Device that will work interoperably with other OMDRM Conformant Devices and some or all
Device of the following; Billing Service Providers, ConteProviders and Network Service Providers. It

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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OMA-RD-DRM-V2_0-20080226-A Page 7 (22)

Permission
Play

Print
Restore
Revoke

Rights Issuer
Rights Object
Separate Delivery
Superdistribution
Transfer

UnDRM Content
User

will also Enable DRM Content on the Device onlyhié Device possesses a valid Rights Object (or
implied Rights Object i.e. forward lock) for thaistance of DRM Content and only according to
the Permissions defined in the Rights Object fat thstance of DRM Content.

Actual usages or activities allowed (by the Rigbtier) over DRM Content

To create a transient, perceivable rendition afsmurce

To create a fixed and directly perceivable renditié a resource

Media Objects that are consumed according to ef$@érmissions in a Rights Object.

A Device has been Revoked by a particular Righasdss if that Rights Issuers has decided it does
not wish to issue Rights Objects to that Device éikample, because it has concerns about the
robustness of the Device’s implementation).

An entity that issues Rights Objects to OMA DRM @omant Devices.

A collection of Permissions, Constraints and o#itaibutes which define under what
circumstances access is granted to, and what uaageefined for, DRM Content. All Authorized
Devices must adhere to the Rights Object associwitedDRM content.

A Version 1 method for delivering DRM Content anigifiRs Object. The Rights Object and DRM
Content are delivered separately, over differeartgport mechanisms..

A mechanism that (1) allows a User to distributeMDBontent to other Devices through
potentially insecure channels and (2) enables der 0f that Device to obtain a Rights Object for
the superdistributed DRM Content.

To relocate DRM Content or a Rights Object from pteze to another.

Content which is not DRM Content.

The human user of a Device. The User does nossadfy own the Device.

3.3 Abbreviations

3GPP
CD
CEK
DRM
DVvD
HTTP
ISO
LAN
MMS
MPEG
MP3
OMA
oS
PC
PDA
RFC
SCR
SIM
SMS
URI

3rd Generation Partnership Project
Compact Disc

Content Encryption Key

Digital Rights Management

Digital Versatile Disc

HyperText Transfer Protocol
International Standards Organisation
Local Area Network

Multimedia Messaging Service
Moving Picture Expert Group

MPEG audio layer 3; coding scheme for audio congioes
Open Mobile Alliance

Operating System

Personal Computer

Personal Digital Assistant

Request For Comments

Static Conformance Requirement
Subscriber Identity Module

Short Messaging Service

Uniform Resource Indicator

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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4.

Introduction

Digital Rights Management (DRM) enables the condiony Users of DRM Content by allowing Contenb¥#ders to
express Permissions, e.g., the ability to prevideRWDContent, and by specifying how Devices shouldenbe these
Permissions.

This requirements specification document buildshenwork in the Version 1 DRM specifications andatal provides:

The scenarios that we wish to enable with Versigee2tion 5)

The high level market requirements derived fromdbenarios (section 6)

The security requirements applying to the techrschition (section7.1)

The charging requirements applying to the techrgohltion (section 7.2)

The requirements relating to streaming applyintheotechnical solution (section 7.3)

The requirements relating to superdistribution gimgl to the technical solution (section 7.4)

The requirements relating to storage and back ujgbfs and content applying to the technical sotu{section
7.5)

The requirements relating to rights applying totiaehnical solution (section 7.6)
The requirements relating to User privacy applyimthe technical solution (section 7.7)

The requirements relating to terminals and smadtcéhat are not covered implicitly or explicitlisewhere in the
document) applying to the technical solution (sec.10)

The requirements relating to usability applyinghe technical solution (section 7.13)

The requirements relating to interoperability amdhwards compatibility applying to the technicdusion (section
7.14)

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Description (Informative)

5.1 Introduction

This section is intended to describe in the forms#r scenarios the types of services which custwid require when

they come to have access to a wider range of cofftka scenarios are based upon a student althoagl of the principles
will apply to older users and potentially to youngees as well. The examples given try not to edlatany particular mobile
operator, Content Provider or Device manufactuehgugh several are mentioned) and are givenlureerstand the
actual way in which users MAY want to deal with tamt distributed to mobile Devices in the futurent of the user cases
MAY be seen as being too difficult or MAY mandatparticular business model. This is not intenticarad MAY lead to

the scenarios changing to reflect an easier solutican enlarged business solution.

Simply, the purpose of this section is:

1. To provide a better understanding of the functibpghat the OMA DRM Version 2 solution should pids.

2. To offer high level descriptions of different OMA&enarios against which the formal requirements<OftA-DRM
Version 2 can be checked

3. To be a public document that can help to explaiatv@MA-DRM Version 2 is about.

5.2 Usage Scenarios

Jo is an active teenager in 2003. She has mamd&iboth in her real and virtual worlds. She befotogseveral virtual
communities and likes to share experiences witmther friends in her real world enjoy interactsgially when they
meet and also using other messaging techniquesasueimail, instant messaging and even short megsagien they cannot
talk.

Jo owns a range of different electronic Deviceduiding a digital camera that can take still piceuamd short video clips.
She has in effect become a Content Provider heasdlfivould like to be able to control the contehtalw she sends both to
her friends and that she places onto a personalisbdsite.

The other Devices that she owns have a range ofmeotications mechanisms including Bluetooth and e LAN. Her
iMac has Bluetooth connectivity, her PDA is Bludtoenabled, her tablet PC which she uses to tatlesmo lectures is
connected with 802.11 technology. Some Devices MaVe network connectivity built into them (e.g. ritelphone), some
MAY have intermittent connectivity (e.g. a PDA wilffuetooth) and some MAY never have any connegtiwith the
network (e.g. an MP3 player).

She owns a number of CDs and DVDs with content fagati-known record and film companies.

She has subscriptions with several Content Prosjdmth her mobile operator and Internet-based&iroviders, which
enables her to download and stream songs to hanB@obile Devices.

Note: Discussions regarding content types arexample only. Other content types MAY be considered

In the user cases described below, it is impot@nbte that the facilities offered to Jo and hiemids are made only if
appropriate Rights Objects have been specifieth&yontent Provider, allowing her to do this.

Scenario 1: Using content on multiple devices

Jo purchases and downloads a protected musicttydek mobile phone. She sends a copy of the ttablker DRM
compliant portable music player by:

a. using a Bluetooth connection with the player, or
b. copying the track to a removable memory card,ranving the card to her music player.

Jo can listen to the track on both her phone anth@music player. She can do this because whebalght the track, she
agreed to a purchase agreement on the transaatiict) explicitly allows her to use the track on #rey, specified OMA

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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DRM Conformant Device. However, depending on theepase agreement, she may only be able to listéhettrack on
one of devices at one time, or may be able torlistehe tracks on both devices at the same time.

Scenario 2 — Buying Rights Objects for another user

Jo hears about a great song and wants to sentiét tmother. She uses a service from her Rightetds buy the Rights
Obiject to the song for her mother and enables ln¢ghen to receive the content (and Rights Objecth@nDevice and play
the song.

Scenario 3 — Restoration of Rights Object and conté using a secure portable user identity

Jo drops her mobile Device resulting in a catastiofailure, she calls her Network Service Provid#o replaces the
Device (under her insurance agreement). The embaalaitable smartcard Device carries her identity gecure way. The
smartcard has not been damaged and she is abigett it in the replacement Device and use thenasuthenticated identity
which allows her to download the DRM Content angh®s Object previously purchased from the Conteovigers.

Scenario 4 —Backup of DRM Content and Rights Objedirom a Service Provider

Jo loses her mobile Device which contains many D&Mtent files and related Rights Object. She ¢adlsNetwork
Service Provider who replaces the Device (undeirtserrance agreement). The Device is only set Uyetalefault
subscription. Luckily, her Content Provider maintaa record of the content which Jo owns, andshele to login to her
Content Provider who automatically downloads theMD®ontent and related Rights Object which she masgipusly
purchased to her new Device.

There is no specified method of storing informatielating to the state of stateful Rights Objecitsinle the Device to
which the Rights Objects apply.

The Rights Issuer can Revoke the old Device (pr@avgiit from future access to OMA DRM servicesypi@vent possible
fraud.

Scenario 5 — Local Device Backup of content and Rits Object

Jo has a mobile Device with a removable media Sloé makes a Backup of her Media Objects and stat®&ights Objects,
which she has previously purchased, on a removabtia, and leaves it at home. Then Jo drops heil@Dbvice resulting
in a catastrophic failure, she calls her Networkvige Provider who replaces the Device (under hguatiance agreement).
The removable media is safe, so she is able tatiit$e the replacement Device, restore all thgeots to the Device and
continue to use the Media Objects once new Righjsdds have been re-issued to the replacement &e8be cannot
restore the stateless Rights Objects on the newcBeas the Rights Objects could only have beetomed to the old Device.

The Rights Issuer can Revoke the old Device (pr@avgiit from future access to OMA DRM servicesypi@vent possible
fraud.

Scenario 6 — Protecting user generated content

Jo would like to create content (photo etc.) amitiseto her friend. However, she does not wishftiend to forward it to
anybody else. Her Device provides the capabilitgit@ her content a “forward lock”. The transpiort her content is
unspecified, but could be MMS.

Scenario 7 — Export of DRM Content and Rights Objets to other DRM systems and/or transfer to copy-prtected
storage medium/transport

Jo purchases and downloads an OMA DRM protectedcnmask to her mobile phone. She plays the musib&r mobile
phone for several days, and then decides she vpoefdr to play it on another music player that hakfferent DRM
protection format.

Jo can choose between the following mechanismesnder the track on a different player. In all caslee Content Provider
can specify whether the alternative rendering meishais allowed or not.

1. She exports the music and its Rights Object (cedtsivalent in the exported-to DRM) to the othexyglr using a
Bluetooth connection or via removable media. No sannot play the music on her mobile phone buiptay it on
the other DRM-compliant music player.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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2. She transfers the music track to a copy protedted@e medium. Jo can now play the track on aayeplthat supports
this storage medium. The copy protection mechawisthe storage medium prevents copying of theksdiom the
medium.

3. She streams the music tracks from her mobile pkmagendering device for immediate playback. Aareple of such
a rendering device is a headphone. The transmigs@ocol between her mobile phone and the rengetevice
incorporates copy protection so that the track oabe copied.

Scenario 8 - Multiple Contents Scenario

Jo subscribes to a music service where she canldagvfavourite songs for karaoke. Each karaokeg sodelivered as a
package that includes the music and lyrics forsitreg as well as associated images and links ttedetantent. She can
play and sing the songs with her mobile karaokgeplaA single Rights Object for this package cpacify different
Permissions for the individual components. Theeanprovider wants to promote the song so it adlole lyrics, images,
and other information to be copied for free soao share them with her friends. Through this préomothe content
provider hopes to stimulate sales of the music.

The package of music, lyrics and pictures mighsdret by MMS.
Although the package contains several parts, JoanByhave a single Rights Object associated wigth tontent package.
Scenario 9 - Basic download

Jo browses a content provider’s portal and dedil@squire downloadable content. She completesetingred browsing,
ordering and payment transactions. She downloadesdhtent object to her Device and receives thatRi@bject that is sent
to her Device, and is subsequently able to playtment subject to the terms described in the Ri@lbject. The content is
protected against use or misuse that does not gonithl the Rights Object set by the Content Proride

The types of Permission she may have are:
» Time based Rights Object allowing her to listetht® song until a particular date.

* Metered usage time based rights allowing her teriso the song as long as the metered usageditess than a
specified time, whilst ensuring that she cannaratie accumulated time to give herself additiarsage.

Scenario 10 - Subscription

Jo has subscribed to an Internet music servicestteiccesses through her mobile Device. The mDieléce has
removable storage and music playing capability. Jéwwice allows Jo:

* music streaming to her mobile Device for on-demigstdning with play control (pause, resume, etc.).

* music download to her mobile Device. The musicloafistened to, as long as the subscription iva¢gven when the
Device is out of coverage), either when the Deisdasonnected to or disconnected from the Interitet s

Scenario 11 - Basic streaming

Jo browses a Content Provider's portal and dec¢mlese an audiovisual stream showing a concertofdvourite group.
She completes the required browsing, ordering aydent transactions. She downloads some informétiotie streaming
player to her Device and receives the Rights Objew Rights Object describes Jo’s Permissionseroimy setting up,
receiving and playing the streams. She is subseiglaie to set up the audio and video streamspéadthem subject to the
terms described in the Rights Object.

Scenario 12 - Multicast streaming under subscriptio

Jo has a paid subscription with an Internet radivise that she accesses through her mobile Deliweservice allows Jo to
select one of number of multicast radio channetslisten to the multicast stream on that channleé music can be listened
month after month, as long as the membership igeaathen the Device is connected to the Interrtet si

Scenario 13 - Backwards compatibility

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-DRM-V2_0-20080226-A Page 12 (22)

Jo receives many forms of content from variousiserproviders. When her new Device receives corftent service
providers only utilising the Version 1 DRM mechanijsher new Device handles these requests accamalihg requirements
specified for Version 1 compliant Devices, witheatising Jo any problems.

Scenario 14 - Preview Rights Object

Jo receives a music clip of a band she has newed loé before by superdistribution. She is issuedipw Rights Object
allowing her to listen once to the music, or allogvuinlimited playback of a small section of the iolefore she decides to
buy the full set of rights. In the case of allog/inlimited playback of a segment of the file, dable to preview while the
remainder of the file is being downloaded. Thisetgh Rights Object may also apply to a clip atgteet of streamed data.

The types of possible permissions within the Rigbigect that Jo may receive either:
» state that the Media Object can only be played ooice

» describe the starting and finishing times of theefpreview clip

Scenario 15 - Superdistribution

Jo has received DRM Content via a local link (8lgetooth, IrDA, ...) from her friend. She wantsaoguire Rights Object
to get access to that content and follows the apjaie reference provided for that purpose in tiRVDContent. Jo explores
the offer to obtain new Rights Object. Before Joharged for the new Rights Object she expects that

» the integrity of the DRM Content is verified to alduying Rights Object for content that isn't usab
» the properties of the DRM Content are validatedduitable for Jo's Device,

» the process of acquiring new Rights Object provitiessame user experience as the process of pinghesv DRM
Content with associated Rights Object.

» the Rights Object issuer has been authenticated.
Scenario 16 — Revoke Device

The Content Provider wishes to prevent Jo fromdalnle to acquire new content for her Device, f@meple, because Jo
has illegally shared her content with friends ia gast. The Content Provider therefore revokes Device and Jo no longer
receives DRM Content or Rights Objects from thant€at Provider.

Scenario 17 — Binding Rights Objects to User Idertiy

Jo has two phones but only one SIM — she puts IMiirSthe phone she wants to use. Jo has a gaatalie wants to be
able to play on both her phones but does not veabtiy it twice. Jo’s Rights Issuer therefore issheth of Jo’s phones with
a Rights Object for the game. The Rights Objetieid to the presence of Jo’s SIM so she can daly {he game on the
phone with her SIM in. When she lends one of emgs to Bob, who puts his SIM in, the Rights Obgamnnot be used.

Scenario 18 — Basic (silent) auto-renewal of Rigl@dbjects

A Rights Object on Jo’s mobile phone expires. desgto play the associated DRM Content. Instedchiwfediately
notifying Jo that her Rights Object have expirée, DRM Agent on the phone first contacts to the D&dvice provider to
request renewal. Only if the Content Provider sefudoes the DRM Agent alert Jo that she needs émdj re-acquire
Rights Object.

Scenario 19 — Redirection to Rights Issuers from Guent Provider

Jo’s Rights Object have expired. Jo’s mobile Desiattempted to acquire Rights Object from the @drerovider. The
Content Provider refuses but returns a messagegsthat Rights Object can be bought from a narmset df) alternative
Rights Issuers. Jo can select the link to initeateowser connection to one of the Rights Issudoste-purchases the Rights
Object. The chosen Rights Issuer updates the @oRtevider of the newly acquired Rights Object.

Scenario 20 — Hacked DRM Solution

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-DRM-V2_0-20080226-A Page 13 (22)

OMA DRM solution becomes a very widely adopted DRfdndard, and hence becomes the focus of attefotiam attempt
at cracking the cryptographic implementation.

The Rights Issuer identifies that the Device i®mse, notifies Jo and adds the Device identityNDaigjent, SW version,
Device equipment number...) to a black list for DRMIN@nt download.

Scenario 21 —Operation with Varying Cryptographic Srengths

Jo is using a Device which is legally prohibitednfr using the highest strength ciphers supportedMy DRM. Content
Providers and Rights Issuers are able to discoerhaciphers are supported by Jo's Device befardisg encrypted data to
it.
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6. Market Requirements

Version 1

1. It SHALL be possible to precisely identify DRM Cemit such that Rights Object may be unambiguousiyaated
with it.

2. It SHALL be possible for Rights Issuers to sendi®&gObjects to Devices.
3. The Permissions in a Rights Object SHALL be enfdriog an OMA DRM Conformant Device.

4. 1t SHALL NOT be possible for a DRM Agent to use DRBdntent unless appropriate Rights Object have been
associated with that DRM Content and the DRM Agmogsesses the required Rights Object.

5. It SHALL be possible to separate Rights Object BRM Content physically, but not logically.

6. It SHALL be possible for Rights Objects and DRM @t to be delivered via the same or differentgpamt
mechanisms. Delivery SHALL be possible using aap$port mechanism.

7. DRM Content may contain Media Objects of any Conigmpe.

8. It SHALL be possible for the Device to identify wther it can play a certain item of DRM Content lsefo
requesting the Rights Object for that item of DRlgn@nt.

9. It SHALL be possible for a Rights Issuer to disaowhether a Device can play a certain item of DRdhtEnt
before issuing the Rights Object (for that itenD&M Content) to the Device.

10. Permissions within the Rights Object SHALL enalble following capabilities. All Permissions SHALL be
explicitly stated:

a. It SHALL be possible to specify Permissions for tbibowing rendering types:
i. Play
ii. Execute
iii. Display
iv. Print
b. It SHALL be possible to specify the following Corahts on usage:
i. Time/date based
ii. Countbased
Version 2

11. Permissions within the Rights Object SHALL enathle following capabilities. All Permissions SHALleb
explicitly stated:

a. It SHALL be possible to export both Rights Objeatel DRM Content from a Device to another DRM
system, to transfer to a copy protected storageumedr to stream over a copy protected transport
mechanism.

b. It SHALL be possible to specify the following Corahts on usage:

i. Metered time based (i.e. that the Device can PlayRM Content as long as the metered usage
time is less than a specified time)

ii. Useridentity based (i.e. that the Device can é&y the DRM Content when being used by a
specified User)
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12.
13.

14.

15.

16.

17.

18.

19.

20.

21.
22.

It SHALL be possible to Backup both DRM Content atateless Rights Objects from a Device.

It SHALL be possible for the Rights Issuer to rbliaidentify the Device for the purpose of eithesuing or
refusing a Rights Object to that Device.

It SHALL be possible for Rights Issuers to protRaghts Objects intended for a particular Devicehstinat the
Rights Object can only be processed by that Device.

It SHALL be possible for Rights Issuers to protRaghts Objects intended for a particular group efiges (a
“domain”) such that the Rights Object can only becgssed by Devices within the intended group.

It SHALL be possible for Devices to send Rights €t to other Devices (the receiving Device willydse able to
process the rights object if the Rights Issuer iggted the Rights Object enables this).

It SHALL be possible for Rights Objects and DRM @mt to be delivered at the same or different tianas$ to be
received in any order.

It SHALL be possible for a Device which receivepaudistributed DRM Content to be able to validtte
integrity.

It SHALL be possible to package multiple items dld Content and download this package to a useistvhi
assigning different Permissions for each item af thomposite Object.

Devices that support the requirements of Versi@H2LL also comply with all SCR for Version 1 in an
interoperable manner.

It SHALL be possible for a Device to play DRM Contevhich has been restored from a Backup.

. It SHALL be possible for the Device to copy DRMi@ent and encrypted Rights Objects to another d2ethat
does not necessarily have network access e.g.drphone to a portable media player.
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7. Engineering Requirements

7.1 Security

Version 1

1. It SHALL be possible for the Confidentiality ofdlDRM Content to be protected, between the Comtemtider
and the Device.

Version 2

2. The Rights Issuer SHALL be able to authenticatmrpo delivery of Rights Objects to the intendeehize, some
or all of the following:

a. The identity of the User of the Device;
b. The identity of the subscriber (relating to the etk Service Provider) associated with the Device;
c. The identity of the Content Subscription (relattoghe Content Provider) associated with the Device

d. The identity of the Device (for example: serial rhen Device manufacturer; model number; software
version);

e. The identity of any smartcard inserted in the Devic

Note: Sub-requirement (d) is the only requiremaat ts explicitly satisfied by the OMA DRM Versién
specifications.

3. It SHALL be possible for Rights Issuers to protRaghts Objects for a particular Device or grouelvices such
that the Rights Object can only be processed binteaded Device or group of Devices.

4. The Rights Issuer SHALL be able to conduct the exntilsation described in requirement (2) of this-sabtion
without any explicit relationship (contractual aherwise) with the Device manufacturer.

5. It SHALL be possible for the Confidentiality of tHi®RM Content to be protected, in a manner indepetoiethe
transport mechanism, between the Content Proviatttlee DRM Agent on the Device.

6. It SHALL be possible for the Confidentiality of tiRRM Content to be protected, in a manner indepeinoliethe
transport mechanism, between the DRM Agent on adeeand the DRM Agent on any other Device to wia
DRM Content is transferred.

7. 1t SHALL be possible for the integrity of the DRMbGtent to be protected, in a manner independethteatfransport
mechanism, between the DRM Agent on a Device amdf®RM Agent on any other Device to which the DRM
Content is transferred.

8. It SHALL be possible for the Confidentiality of angntent encryption key (CEK) in a Rights Objecb&
protected, in a manner independent of the transpechanism, between the Content Provider and thid Bgent
on the Device, such that the CEK can only be reaithd Device for which the Rights Object is intedde

9. It SHALL be possible for the Content Provider t@ept each instance of a particular piece of DRMteat with a
different CEK and for superdistribution of that DRBbntent to still be possible.

10. It SHALL be possible for the integrity of the RighDbject to be protected, in a manner independehedransport
mechanism, between the Content Provider and the Bgéht on the Device for which the Rights Object is
intended.

11. It SHALL be possible for the integrity of the DRMbo@tent to be protected, in a manner independetttecfransport
mechanism, between the Content Issuer and the DB&ht2on the Device to which the DRM Content is
transferred.
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12. It SHALL be possible for the integrity of the RighDbject to be protected, in a manner independahedransport
mechanism, between the DRM Agent on a Device amdfRM Agent on any other Device to which the Rights
Object is transferred.

13. It SHALL be possible for the Confidentiality of asgntent encryption key (CEK) in a Rights Objecb&
protected, in a manner independent of the transpechanism, between the DRM Agent on the Devicetlhad
DRM User Agent on any Device to which the Rightge@bis transferred, such that the CEK can onlydaal by
Devices for which the Rights Object is intended.

14. It SHALL be possible for the Confidentiality of sgtive information within the Rights Object, foraxple, user
identities, to be protected, in a manner independgthe transport mechanism, between the ContentidRer and
the DRM Agent on the Device, such that this sersitnformation in the Rights Object can only bedrés the
Device for which the Rights Object is intended.

15. It SHALL be possible for the Confidentiality of sgtive information within the Rights Object, foraxple, user
identities, to be protected, in a manner independithe transport mechanism, between the DRM Agerthe
Device and any other Device to which the RightseOtyj is transferred, such that this sensitive médion in the
Rights Object can only be read by Devices for whighRights Object is intended.

16. It SHALL be possible for the Device to authentictite identity of the source of the Rights Object.

17. It SHALL be possible for entities other than thevize manufacturer to provide trusted assertiorSdntent
Providers concerning some or all of the identiliged in requirement (2) within this sub-section.

18. It SHALL be possible for individual components of@mposite object to be encrypted with differentske
19. It SHALL be possible for some components of a cositeaobject to be encrypted and some not.

20. It SHALL be possible for the Device time sourceuaed for DRM purposes, to be protected from ieterice by
the user of the Device or by unauthorized applcetioaded onto the Device.

21. It SHALL be possible for Rights Issuers to synchizerthe Device time source, as used for DRM purpdsea
time source within the RI.

7.2 Charging

This sub-section will not specify any particulaltibg mechanism, merely enablers for billing.
Version 1
1. It SHALL be possible for the following charging ofe&nisms to be supported:

a. A single Device subscription basis. That is, itARHH be possible for the Content Provider to delitea
Device associated with a particular subscriptiodefined or unlimited amount of DRM Content with
associated Rights Objects over a fixed duratiare &f charge, other than the cost of the content
subscription.

b. A pre-pay basis. That is, it SHALL be possiblettoe Content Provider to deliver to a Device, aoamnt
of DRM Content with associated Rights Objects, gdlup to and including a particular financial sum
(which is the current balance of the pre-pay actassociated with that Device).

c. A pereventbasis. Thatis, it SHALL be possildethe Content Provider to deliver to a Devicejtam of
DRM Content with associated Rights Object and t&eracharge for that piece of content as part®f th
content delivery transaction.

Version 2

2. It SHALL be possible for the following charging ntemisms to be supported:
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a. A multiple Device subscription basis. That isSSHALL be possible for the Content Provider to detito
any subset of a number of Devices associated witlirticular subscription, a defined or unlimitedcamt
of DRM Content (with associated Rights Objects)ravéixed duration, free of charge, other thandbst
of the content subscription.

b. A multiple Device pre-pay basis. That is, it SHAbk possible for the Content Provider to deliveany
subset of a number of Devices associated with @ayeaccount, an amount of DRM Content (with
associated Rights Objects) valued up to and inetudiparticular financial sum (which is the current
balance of the pre-pay account associated withctiibction of Devices).

c. A multiple Device per event basis. That is, it SHAbe possible for the Content Provider to deliteany
subset of a specified number of Devices, an ite@R#M Content (with associated Rights Object) and to
make a charge for that piece of DRM Content asgfatte content delivery transaction.

3. It SHALL be possible for a Content Provider to obtgayment from a Billing Service Provider evethi&é Content
Provider and Billing Service Provider are operdigdeparate organisations.

7.3 Streaming
Version 1

1. It SHALL be possible to protect the confidentialitfya description of a media streaming sessionwéah the
Content Provider and the Device.

2. It SHALL be possible to associate a Rights Objeitth & description of a media streaming session.
Version 2

3. It SHALL be possible to stream (play in real tinfiRM Content from the Content Provider to the DRMeAgon a
single Device. The requirement applies (but natwesively) to the following real time protocols :

a. 3GPP transparent end-to-end packet switched stngasarvice, see [3GPP PSS]

4. DRM protection of streamed DRM Content SHALL NOepent the playing of the DRM Content if there are
errors introduced into the content by the transport

5. It SHALL be possible to stream (play in real tinfiRM Content from the Content Provider to a numidddRM
Agents on a set of Devices (in both broadcast aniticast modes).

6. It SHALL be possible to apply protection betweenNDRgents on different Devices to DRM Content thaplayed
in real time such as streaming media. The requrgrapplies (but not exclusively) to the followireal time
protocols :

b. Bluetooth Generic Audio-visual Distribution Profill 8T GAVDP]
c. Bluetooth Audio-visual Distribution Transport Protd, [BT AVDTP]
d. Bluetooth Generic Audio-visual Control Transporotecol, [BT AVCTP]

7.4 Superdistribution
Version 1

1. It SHALL be possible for Devices to send DRM Cotitienother Devices in a transport independent migramel
for Devices receiving DRM Content in such a martndse able to obtain the Rights Object correspanttirthe
received DRM Content.

2. It SHALL be possible for a Device which has recdi@RM Content from another Device to find out iEtBRM
Content can be played on the Device before obtgiaiRights Objects for that DRM Content.
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3. It SHALL be possible to use the same download mashafor the acquisition of a Rights Object astfor
acquisition of the DRM Content and the Rights Obfeaam a Content Provider in order to enable theeaser
experience.

7.5 Storage and Backup
Version 1

1. It SHALL be possible for the Device to Backup anestdre DRM Content.
Version 2

2. It SHALL be possible for the Device to Backup skats Rights Objects.

3. It SHALL only be possible to Restore Backed upedess Rights Objects to the Device for which thghi®& Object
were originally issued.

7.6 Rights

Version 1

1. It SHALL be possible to specify Rights Objects &y content type.

2. It SHALL be possible to specify Rights Objects éorcrypted and unencrypted content.

3. It SHALL be possible to specify Rights Objects tmble the following rendering types:
a) Play
b) Execute
c) Display
d) Print

4. It SHALL be possible to specify Rights Objects @ning the following Constraints on usage
a. Time/date based
b. Count based

5. It SHALL be possible to specify content identitigghin Rights Objects using standard identificatemihemes. In
particular it SHALL be possible to support the ofe

a. URI(RFC 2396)
Version 2

6. It SHALL be possible to specify Rights Objects @ning the metered usage time constraints on usage,
example, it SHALL be possible to specify that thevizde can Play the DRM Content as long as the métesage
time is less than the specified time.

7. It SHALL be possible to specify that the Rights @ttjis bound to a particular User identity, i.batta Device can
only Play the DRM Content when being used by thsrU

8. It SHALL be possible to specify within the Right®j@cts associated with DRM Content whether or hetRights
Object and DRM Content can be exported to anotlirRiviBystem, and to which DRM systems.

9. It SHALL be possible to specify within the Rightbjects associated with DRM Content whether or hetRights
Object and DRM Content can be transferred to coptepted storage media, and to which copy protestigéige
media.
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10. It SHALL be possible to specify within the Rightdj@cts associated with DRM Content whether or hetRights
Object and DRM Content can be transferred to agengd device over a copy protected transport mdshgrand
over which copy protected transport mechanisms.

11. It SHALL be possible to specify Rights Objects asated with DRM Content where the DRM Content is a
Composite Object.

12. It SHALL be possible to independently specify Rgftbjects for each individual component of a Contpos
Object.

7.7 Domains

Version 2

1. It SHALL be possible for the Rights Issuer to autbe certain Devices to form a domain, such thahal Devices in
that domain, and only those Devices, can procegistRObjects intended for that domain.

2. It SHALL be possible for the Rights Issuer to auib® Devices to join a domain that has already lfeened.
3. It SHALL be possible for the Rights Issuer to diradevice to leave a domain.

4. It SHALL be possible for the Rights Issuer to extdlone or more Devices in the domain, such thagxbkided
Devices cannot process any new Rights Objectsdsuehe domain after the time of exclusion.

5. It SHALL be possible for Devices in a domain toMedahe domain.

7.8 Privacy

1. User and Device specific information SHALL NOT hisalosed to the Content Provider and/or to othetigsm
without the explicit consent of that User.

2. User and Device specific information SHALL NOT hisdosed by the Content Provider to affygarty without
the explicit consent of the User.

3. It SHALL be possible for Confidentiality to be m#&ained when User specific information such as teerlidentity
is sent from the Device.

7.9 Administration and configuration
No requirements identified.
7.10 Terminal Devices and smartcards

7.10.1 Terminal Devices
Requirements are stated elsewhere in this document.

7.10.2 Smartcards

1. The Device SHALL be able to use the smart cardéwide User identification and authentication wiodrtaining
and verifying Rights Objects.

7.10.3 Removable Media Cards

Version 1
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1. It SHALL not be possible for the Device to move DRMntent protected with either the Forward Lock or
Combined Delivery wrapper to a removable media.card

7.11 Platforms

No requirements identified.

7.12 Network interfaces

No requirements identified.

7.13 Usability

1. It SHALL be possible for the User to delete ananse of DRM Content, but to keep the Rights Objestociated
with that content (so that he/she could restoredR&1 Content on the Device later without havingtiain new
Rights Objects).

2. It SHALL be possible for a User to view a descoptof the DRM Content without retrieving the Righkibject.

3. It SHALL be possible for the User to view inforn@ti e.g. copyright information, available Permissioregarding
Rights Objects on the Device.

4. It SHALL be possible to specify, within the DRM Qent, text information provided by the Content kss(e.g.
title, author, copyrights). This information, ifqvided, SHALL be available to the User.

7.14 Interoperability and backward compatibility

1. Devices that support the requirements of Versi®@H2ALL also comply with all SCR for Version 1 in an
interoperable manner.

2. The supported DRM version SHOULD be exposed.
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