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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informationthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2008 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentltatsare deployed over wireless communication aeksv

The scope of OMA “Digital Rights Management” (DRIM)to enable the distribution and consumption gftdl content in a
controlled manner. The content is distributed amasomed on authenticated Devices per the usades eghressed by the
content owners. OMA DRM work addresses the varteaknical aspects of this system by providing appate
specifications for content formats, protocols, anibhts expression language.

A number of DRM specifications have already beeimdd within the OMA. See [DRM], [DRMCF] and [DRMR.].
These existing specifications are referred to withis document as “release 1”.

This specification defines the mechanisms and podsonecessary to implement the OMA DRM releasgsfesn. The
specification addresses specific requirements eratetwtin the Release 2 Requirements document [DRHRY.

Note: This specification relies on the existenca &fublic Key Infrastructure (PKI) facilitating tain security services. With
a few exceptions, it is however out of scope fig fipecification to define the specifics of sudhkd.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exijiéghdicated to be

informative.

This specification uses schema documents conforimiMg3C XML Schema [XML-Schema] and normative textescribe
the syntax and semantics of XML-encoded ROAP messag

Listing of Rights Object Acquisition Protocol (ROAP

) schemas appear like this.

The following typographical conventions are usethimbody of the texkXML Element> , XMLAttribute, XMLType,

ASN.1ValueOrType

3.2 Definitions

Backup/Remote Storage

Billing Service Provider

Combined Delivery

Composite Object
Confidentiality

Connected Device

Content
Content Issuer
Content Provider

Content subscription

Device

Device Revocation
Device Rights Object

Domain

Domain baselD
Domain Identifier

Domain Key

Transferring Rights Objects and Content Objectntather location with the intention of transferrthgm
back to the original Device.

The entity responsible for collecting payment frardser.

A Release 1 method for delivering DRM Content aighB Object. The Rights Object and DRM Contert ar
delivered together in a single entity, the DRM Maggs

A content object that contains one or more Medig€lib by means of inclusion.

The property that information is not made availabiéisclosed to unauthorized individuals, entities
processes. (From [ISO 7498-2])

A Connected Device is a Device that is capablerectly connecting to a Rights Issuer using an appate
protocol over an appropriate transport/network lagterface. E.g. HTTP over TCP-IP.

One or more Media Objects
The entity making content available to the DRM Agera Device.
An entity that is either a Content Issuer or a Ridhsuer.

A subscription that a User has with a Content Riewfor the purposes of paying for DRM Content pased
from that Content Provider and played on a Usersadee

A Device is the entity (hardware/software or conaltion thereof) within a user-equipment that implateea
DRM Agent. The Device is also conformant to the OMRM specifications.

In the case where functionality is specific to eftiConnected Devices or Unconnected Devices thécéxp
terminology (i.e. Unconnected Device or Connectedife) will be used, in all other cases the termite
generically applies to both Connected Devices ancodnected Devices.

The process of an Rl indicating that a Device isomger trusted to acquire ROs.
An RO dedicated for a particular Device by mearthefDevice Public Key.

A set of Devices, which are able to share DomaghRi Objects. Devices in a Domain share a Domain Ke
A Domain is defined and managed by an RI.

The first (leading) characters that precede the &ior@eneration Counter in the Domain Identifier.
A unique string identifier of the Domain Key

A 128 bit symmetric cipher key
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Domain Generation

Domain Context

Domain Context Expiry
Time

Domain Revocation
Domain Rights Object
DRM Agent

DRM Content

DRM Message

DRM Time

Forward Lock

Hash Chains

Integrity

Join Domain

Leave (De-Join) Domain
Media Object
Permission

Play

Restore

Revoke
Rights Issuer

RI Context

Rights Object

Rights Object Acquisition
Protocol (ROAP)

ROAP Trigger
ROAP URL

Separate Delivery
Stateless Rights
Stateful Rights

Superdistribution

Unconnected Device

A Counter reflecting the number of times the Donteas been upgraded. The Domain Generation is apart
the Domain Identifier (the last three digits).

The Domain Context consists of information necesgarthe Device to install Domain Rights Objectsch
as Domain Key, Domain Identifier and Expiry Time.

An absolute time after which the Device is notwd to install ROs for this Domain. Usage of RQstatied
before the expiry time are not affected by the Bxpi

The process of an Rl indicating that a Domain Kewat trusted for protection of Domain ROs.
An RO that is dedicated to Devices in a partic@lamain by means of a Domain Key.

The entity in the Device that manages Permissiondiedia Objects on the Device.

Media Objects that are consumed according to afg@ermissions in a Rights Object.

An OMA DRM Release 1 term defined in [DRM]

A secure, non user-changeable time source. The DR is measured in the UTC time scale.
An OMA DRM Release 1 term defined in [DRM]

A Method of derivation of Domain Keys of differeBbmain Generations.

The property that data has not been altered orayest in an unauthorized manner. (ISO 7498-2)
The process of an Rl including a Device in a Domain

The process of an RI excluding a non-revoked Devima a Domain.

A digital work e.g. a ringing tone, a screen saaetava game or a Composite Objec

Actual usages or activities allowed (by the Rigstier) over DRM Content (From [ODRL 1.1])
To create a transient, perceivable rendition afsmurce (From [MPEG21 RDD])

Transferring the DRM Content and/or Rights Objéaisn an external location back to the Device frotrick
they were backed up.

Process of declaring a Device or Rights Issueffioate as invalid.
An entity that issues Rights Objects to OMA DRM @&wmant Devices.

RI Context (Rights Issuer Context) consists of infation that was negotiated with a given Rightsidss
during the 4-pass Registration Protocol such d®RRI certificate chain, version, algorithms arttier
information. This RI Context is necessary for a Bevo successfully participate in all the protecof the
ROAP suite, except the Registration Protocol.

A collection of Permissions and other attributeschtare linked to DRM Content.

A protocol defined within this specification. Thasotocol enables Devices to request and acquirktRig
Objects from a Rights Issuer.

An XML document including a URL that, when receivedthe Device, initiates the ROAP.

A URL according to [RFC2396] that is specificallyad by a Device for exchanging ROAP PDU’s with a
Rights Issuer.

A Release 1 term defined in [DRM].
Stateless Rights are Rights Objects for which teei@ does not have to maintain state information.

Stateful Rights are Rights Objects for which theiDe has to explicitly maintain state informatis, that the
constraints and permissions expressed in the R@ea&nforced correctly. An RO containing any of the
following constraints is considered Stateful Rigkiaiterval>, <count>, <timed-count>, or <accumatht.
Additionally an RO with <export> permission and reattribute of "move" is Stateful Rights.

A mechanism that (1) allows a User to distributeMDRontent to other Devices through potentially mse
channels and (2) enables the User of that Deviobt@in a Rights Object for the superdistributedVDR
Content.

An Unconnected Device is a Device that is capabt®onecting to a Rights Issuer via a Connectedd2ev
using an appropriate protocol over a local conmtgtiechnology. E.g. OBEX over IrDA, Bluetooth DISB.
An Unconnected Device may support DRM Time.
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User The human user of a Device. The User does noseadly own the Device.

3.3 Abbreviations

3GPP 3 Generation Partnership Project

3GPP PSS 39 Generation Partnership Project Packet-switchegaSting Service
CA Certification Authority

CBC Cipher Block Chaining

CEK Content Encryption Key

Cl Content Issuer

DCF DRM Content Format

DD Download Descriptor

DER Distinguished Encoding Rules

DRM Digital Rights Management

GUID Globally Unique Identifier

HTTP HyperText Transfer Protocol

ISO International Standards Organization

IMSI International Mobile Subscriber Identity

LAN Local Area Network

MAC Message Authentication Code

ME Mobile Equipment

MMS Multimedia Messaging Service

MPEG Moving Picture Expert Group

OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority (sd#tp://www.openmobilealliance.org/tech/omna/indéxh
OCsP Online Certificate Status Protocol

OTA Over The Air (i.e. transfer over a wireless coniuegt
PC Personal Computer

PDA Personal Digital Assistant

PDCF Packetized DRM Content Format

PDU Protocol Data Unit

PKI Public Key Infrastructure

PKC Public Key Certificate

PKC-ID PKC Identifier: the hash of the Public Key Certifie
PSS Packet-Switched Streaming Service (see [3GPP PSS])
REL Rights Expression Language

REK Rights Encryption Key

RFC Request For Comments

RI Rights Issuer
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RO
ROAP
RSA
RSA-PSS
SCR
SHA-1
SIM
SMIL
USIM
SMS
TLS
UA
URI
URL
uTC
WIM
WLAN

Rights Object

Rights Object Acquisition Protocol
Rivest-Shamir-Adelman public key algorithm
RSA Probabilistic Signature Scheme (see [PKCS-1])
Static Conformance Requirement

Secure Hash Algorithm

Subscriber Identity Module

Synchronized Multimedia Integration Language
Universal Subscriber Identity Module

Short Messaging Service

Transport Layer Security

User Agent

Uniform Resource Indicator

Uniform Resource Locator

Coordinated Universal Time

Wireless Identity Module

Wireless Local Area Network
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4. Introduction

There is a growing need for a rights managemenésym the mobile industry so that the operators @ntent providers
can make digital content available to consumeesdontrolled manner. Digital Rights Management setof technologies
that provide the means to control the distributioidl consumption of the digital media objects. OM&S already published
release 1 of the DRM specifications. The releaspekifications provide some fundamental buildingcks for a DRM
system. But, they lack the complete security nergdsr a robust, end-to-end DRM system that taksaccount the need
for secure distribution, authentication of Deviacesjocation and other aspects. This specificattresses these missing
aspects of the OMA DRM.

The OMA DRM system enables Content Issuers toidigeg DRM Content and Rights Issuers to issue Righijects for the
DRM Content. The DRM system is independent of metligct formats, operating systems, and runtimérenments.
Content protected by the DRM can be of a wide wargames, ring tones, photos, music clips, vidggscstreaming media,
etc. For User consumption of the Content, Usersiegdermissions to DRM Content by contacting Rigksuers. Rights
Issuers grant appropriate Permissions for the DRivitént to User Devices. The Content is cryptogregdhi protected
when distributed; hence, DRM Content will not bahle without an associated Rights Object issuethitJser's Device.

The DRM Content can be delivered to the Devicerbyraeans (over the air, LAN/WLAN, local connectyyitemovable
media, etc.). But the Rights Objects are tightlgteolled and distributed by the Rights Issuer icoatrolled manner. The
DRM Content and Rights Objects can be deliveretiédDevice together, or separately. The system doesnply any
order or “bundling” of these two objects. It is mathin the scope of the DRM system to addressfezific payment
methods employed by the Rights Issuers.

This specification is one part of a set of speatfitns developed by OMA to address the need fatalligghts management.
For a detailed discussion of the overall systerhitecture, please refer to [DRMARCH-v2]. For a dethdiscussion of the
Rights Expression Language that is used to cortdfiadRights Objects, please refer to [DRMREL-vije DRM Content
Format is specified in the [DRMCF-v2] specification

This specification defines an end-to-end systenbfeM Content distribution. Section 5 specifies gliRs Object
Acquisition Protocol (ROAP). Section 7 describes key management schemes utilized in this spetiditaSection 8
describes the Domains functionality — sharing afteat and rights among a set of Devices enrollemlarDomain. Section 9
through 15 deals with various other aspects ofdissem: super distribution, transport mappingsROAP, etc. Finally, the
appendices describe related normative as wellfasmative topics.

4.1 Version 2.0.1

The following table summarizes the main changes fiiRM 2.0 introduced in this DRM 2.0.1 specificatio

Title Section Summary
OCS.I.D ance Encoding 6.3 Defines the encoding of device nonce in the OCSP extnValue field.
Clarification
Trlgg_er l\_lonce 5.2.1 The triggerNonce attribute applies to all subsequent ROAP PDUs.
Clarification

- . Certificate Caching Extension is removed from Device Hello. DRM
E)?tr(telr:lgiecl)tr? Caching géi; 2.0.1 clients should not send this extension in the Device Hello. If an

RI receives this from a DRM 2.0 device it can ignore the extension.

Defines the method to send multiple DCF Hash values in the case an

DCF Hash Clarification 5.4.3 RO refers to multiple assets.

gi;s Provides numerous important clarifications related to DRM time
Device DRM Time S handling. Importantly, devices must support one independent DRM
e 5.4.2.4, : , : .
Clarification 62 6.3 Time per trust model. Also defines the method for devices to validate
16 3 5 1 certificate chains in the presence of nonce based OCSP responses.
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5.4.2.2, Specifies important guidelines for supporting multiple PKIs in Devices
5.4.2.4, and Rls. The RI Id must be the spkiHash of the RI public key. RIs
Support for multiple PKIs | 5.4.3.2, supporting multiple PKls must share the same public key for each PKI.
5.4.4.2, Devices must always validate that the RI ID matches the RI Public
16.2 Key.
DCF. _Has_h Validation 9.1 Clarifies when devices should calculate the DCF Hash.
Clarification
Clarification on Forward A new Annex is added to summarise and exemplify the important
Compatibility for OMA App | requirements for DRM 2.0 devices to be forward compatible with future
DRM 2.0 versions of the DRM specifications.
Clarifies the meaning of Domain Context Expiry, and clarifies that
Domain Context Expiry 8.5 Devices should only attempt to renew an expired domain context
during domain RO installation.
DRM 2.0 and OMA 11.3.1.2, | Defines the method of calculating the Download Descriptor size in the
Download 1.0 11.3.1.3 | case of downloading Rights Objects using OMA OTA Download.
:;igr;gflgggomnu?;_?ggfart 5921 Specifies the method of referencing multipart DCFs and multi-track
- PDCFs in the ROAP Trigger <contentID> element.
PDCFs
Certificate Cachin Completes the removal of the Certificate Caching Extension from the
9 5.4.2.2 Device Hello message as per OMA-DLDRM-2006-0132R01. This

Extension

change clarifies the processing for Rl Hello generation.

Support Files

Max Length of Nonce

Updates the ROAP Schema Nonce type to specify a maximum length
of 32 for all ROAP nonce elements.
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5. The Rights Object Acquisition Protocol (ROAP) Su ite

5.1 Overview

The Rights Object Acquisition Protocol (ROAP) i ttommon name for a suite of DRM security protobelsveen a
Rights Issuer (RI) and a DRM Agent in a Device. phatocol suite contains a 4-pass protocol forgtegtion of a Device
with an RI and two protocols by which the Devicquests and acquires Rights Objects (RO). The 2dR@&sacquisition
protocol encompasses request and delivery of awR&eas the 1-pass RO acquisition protocol is ardglivery of an RO
from an RI to a Device (e.g. messaging/push). TBAR suite also includes 2-pass protocols for Devjoming and leaving
a Domain; the Join Domain protocol and the LeavenBio protocol.

For Rls, execution of a ROAP protocol may involegeraction with one or more OCSP responders, ierdaretrieve a
valid set of OCSP responses. This interaction isaiveays needed, and is illustrated in the follggvilow diagrams with
dotted lined.

5.1.1  The 4-pass Registration Protocol

The Registration protocol is a complete securifgrimation exchange and handshake between the Rharidevice and is
generally only executed at first contact, but miap e executed when there is a need to updaextttenged security
information, or when DRM Time in the Device is demhinaccurate by the Rights Issuer. This protaedlides negotiation
of protocol parameters and protocol version, crgmphic algorithms, exchange of certificate prefees, optional exchange
of certificates, mutual authentication of Devica &l, integrity protection of protocol messages aptional Device DRM
Time synchronization.

Successful completion of the Registration protgesllts in the establishment of an RI Context enErevice containing RI-
specific security related information such as agig®tocol parameters, protocol version, and ¢eatié preferences. An Rl
Context is necessary for execution of the othetogmals in the ROAP suite.
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Device Rights Issuer OCSP Responder

| |
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0 Device Hello
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RegistrationRequest
e T ocsP Request
I ]

~ OCSPResponse

o
RegistrationResponse

]

e-r/ N
| |
| |
| |
I

Figure 1: The 4-pass Registration Protocol

As indicated in the figure above, the RI may opibnperform a nonce-based OCSP request for its aamtificate (using a
nonce supplied by the Device) during the registrafirotocol, and then provide the Device with tii@imed OCSP
response. The Device MUST maintain one DRM Timetpest model. During ROAP communication and Rigbtgect
evaluation, the Device needs to select the cob&i Time depending on the trust model it is cureniorking with.
Further usages of the term “DRM Time” imply thih€élRI will perform this nonce-based OCSP requestiétermines that
the Device’s DRM Time is inaccurate. A Device wilen be able to adjust its DRM Time based on the fh the OCSP
response. If the Device is an Unconnected Deviaedbes not support DRM Time, the Rl must alway$ope a nonce-
based OCSP request for its own certificate (usingrece supplied by the Device) during the regigtraprotocol.

5.1.2  The 2-pass Rights Object Acquisition Protocol

The 2-pass RO acquisition protocol is the protdgolvhich the Device acquires Rights Objects. Thatqol includes
mutual authentication of Device and RI, integritpiected request and delivery of ROs, and the sdcansfer of
cryptographic keying material necessary to protes$R0. The successful execution of this protosslienes the Device to
have a pre-established RI Context with the RI.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-DRM-V2_0_2-20080226-A Page 21 (152)

. Rights P
Devi ce | ssuer I%soonder

I

I

I
Request —_— _!_

|
|
|
|
|
6 ———_ o |
Request - tl
0 -« Response :
| |
' |
|
|

RO Response

e T4/
I I

Figure 2: The 2-pass Rights Object Acquisition Praicol

5.1.3 The 1-pass Rights Object Acquisition Protocol

The 1-pass RO acquisition protocol is designedéaetrthe messaging/push use case. Its successtuitiexeassumes the
Device to have an existing Rl Context with the $egdRl. In contrast to the 2-pass RO acquisitiastqeol, it is initiated
unilaterally by the Rl and requires no messagdetsent by the Device. One use case is distribafiétights Objects at
regular intervals, e.g. supporting a content stupson. The 1-pass protocol is essentially the tasssage of the 2-pass
variant.
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Figure 3: The 1-pass Rights Object Acquisition Praicol
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5.1.4  The 2-pass Join Domain Protocol

The Join Domain protocol is the protocol by whicbBevice joins a Domain. The protocol assumes astiagi RI Context
with the RI administering the Domain.

Successful completion of the Join Domain protoesblits in the establishment of a Domain ContexthéDevice containing
Domain-specific security related information indlugla Domain Key. A Domain Context is necessarntifier Device to be
able to install and utilize Domain ROs.

Rahts acsP
| ssuer

I

Devi ce

I

I

| . .
o rT—— Joi nDonai n

|
|
|
Request ~ ———p

4+ — —  Response
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|
|
e «— Response :
|
|

Figure 4: The 2-pass Join Domain Protocol

5.1.5 The 2-pass Leave Domain Protocol

The Leave Domain protocol is the protocol by whicBevice leaves a Domain. The protocol assumesiating RI
Context with the RI administering the Domain.

Device Rights Issuer

|

|

|

|

|

0 :
_\

|
|
|
|
|
i
LeaveDomainRequest |
|

LeaveDomainResponse

0-
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Figure 5: The 2-pass Leave Domain Protocol

5.1.6 The ROAP Trigger

All protocols included in the ROAP suite except fhpass RO acquisition protocol may be initiateidgiss ROAP Trigger.
The Device MAY also initiate them unilaterally asesult of user interactions. The Rights Issuetegates and sends the
ROAP Trigger to the Device to trigger a ROAP prafoexchange. Alternatively, the Rights Issuer rdalegate ROAP
Trigger generation to other systems by providingassary information (such as Rights Object idesrfiand Domain
identifiers) to these systems. A ROAP Trigger (Weetgenerated directly or indirectly by the RI) nadgo be transmitted to
the Device by other systems (e.g. by a Contenet3su

When the Device receives the ROAP Trigger, it &és the ROAP protocol exchange as soon as pad3iibe to initiating
a ROAP protocol exchange a Device may have to mhisgér consent, section 5.1.8 defines when expisgt consent is
required. Since the ROAP comprises several pratotioé ROAP Trigger includes an indication of thual protocol
(Registration, RO acquisition, Join Domain, or Le@omain) to be started by the Device.
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Figure 6: ROAP Trigger

5.1.7 ROAP URL's

The value of ROAP URLs MUST be a URL accordingR&{2396], and MUST be an absolute identifier. A DeWUST
use the URL without modification, and SHOULD nat to interpret the URL in anyway except for sehemeand
authority components as defined in [RFC2396].

A Rights Issuer MAY add additional arguments to R@AP URL. Such arguments could for instance be tsenatch an
incoming ROAP request with a transaction knowrh®RI. What data can be passed is outside the sédpis
specification.

ROAP URL'’s from ROAP triggers take precedence mther ROAP URL's, and MUST be used for all explicand
implicitly triggered ROAP protocols. The lifetimd ihe ROAP trigger is defined to end as soon asxpdicitly triggered
ROAP PDU is send and a Response is received. xtplkcitly triggered ROAP PDU is send again durangetry, the
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lifetime of the ROAP trigger is extended to inclutie Request and Response of the explicitly trigdd&@OAP PDU of such
retry.

Which protocols might be implicitly triggered byREDAP trigger is summarized in the next table. Smtien 5.2.1.

ROAP Protocol Possible implicit ROAP protocols

4 pass Registration -

2 pass RORequest 4 pass Registration if Rl coigaxtavailable or
invalid, or in case of a DeviceTime or NotRegister
Error.

2 pass JoinDomain if Domain Context is unavailahle,
not of correct generation, or invalid.

1 pass ROResponse -
2 Pass JoinDomain 4 pass Registration if RI congenhavailable or

invalid, or in case of a DeviceTime or NotRegister
Error.

2 Pass LeaveDomain 4 pass Registration if Rl comgaxnavailable or
invalid, or in case of a DeviceTime or NotRegister
Error.

When a ROAP trigger is unavailable thiéRL from the RI Context MUST be used. By using suchitextriURL a Device
is able to perform unsolicited ROAP protocols tw,ifistance, leave a domain.

A%

A%

%4

5.1.8 Rules for Obtaining User Consent

There are various points within the execution ofdRQthe processing of DCFs and the process ofllimgdomain and
Device ROs that a Device may have to obtain usesat; this section defines when explicit user eoh& required. Some
explicit user interactions may not be necessattyefDevice implements a User Confirmation Whitdlstt contains the
Fully Qualified Domain Name of authorised Rls. Dmsg MAY implement a User Confirmation Whitelist.

» A Device MUST obtain the user’s consent beforenaftiing to acquire an RO for a DCF when initiatinghts
acquisition from a DCF i.e. when sending an HTTPTG&the RightslissuerURL. The DRM Agent MUST NOT
attempt to acquire an RO for the DCF if the usexsdaot provide consent. If the DCF includes anBifeader with
a specified silent rights URL or a Preview headith wethod “preview-rights” and a specified previdgghts URL,
the DRM Agent MUST compare the domain name of tlemisor preview URL with the list of authorized main
names already stored by the DRM Agent for that Rie DRM Agent MUST be capable of extracting ayfull
qualified domain name from URLSs that follow therfat defined in [RFC2396]. For the purpose of donmgime
comparison, the DRM Agent MUST use the mechanisseriteed in Section 1 of [RFC 2965]. If the domaame
in the specified URL is in the list of authorizedndain names already stored by the DRM Agent far Riathe
DRM Agent MUST attempt to silently acquire the R® the DCF.

» Before initiating the 4-pass Registration protag@evice MUST obtain user consent before contadtiedRl;
however, if the FQDN (Fully Qualified Domain Nanpgrt of the roapURL element of the ROAP Trigger
corresponds to an entry in the User Consent Whitiile Device MAY contact the RI without obtainiexgplicit
user consent.

» Forimplied ROAP exchanges as specified in sedidry a Device MUST obtain user consent in ordeotttact
the RI if it does not have a valid RI Context, hoese if the FQDN part of the roapURL element of R@AP
Trigger corresponds to an entry in the User Congéritelist the Device MAY contact the RI withouttaining
explicit user consent. If a valid Rl Context hasestablished the Device SHOULD NOT obtain expliser
consent for any further implied ROAP exchanges.
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» If a Device receives a ROAP response with the statjual to “NotRegistered” or “DeviceTimeError” tbevice
SHOULD NOT obtain explicit user consent before daing as specified in section 5.3.6.

» If a Device receives a JoinDomain ROAP Triggerdddomain that it is not a member of i.e. it doeshave a
corresponding Domain Context, the Device MAY obtaser consent prior to attempting to join the Damai

» If a Device receives a JoinDomain ROAP Triggerdddomain that it is a member of, i.e. it has aegponding
Domain Context, but the Domain Generation is gretiien that stored in the corresponding Domain €xinthe
Device SHOULD NOT obtain explicit user consent ptiattempting to upgrade the Domain.

» If a Device receives a LeaveDomain ROAP Triggerdd@omain that it is not a member of i.e. it doestrave a
corresponding Domain Context, the Device MUST abteier consent prior to initiating ROAP, howevéthe
FQDN part of the roapURL element of the ROAP Triggerresponds to an entry in the User Consent giitbe
Device MAY initiate ROAP without obtaining explicditser consent.

» If a Device is attempting to install a Device RQldindetermines that it does not have a valid Rht€xt for the RI
as identified by the <rilD> element in the roap:R®Bad of a Device RO, the Device MUST obtain wsersent
prior to contacting the RI, this applies to both/AADand non-ROAP communications e.g. HTTP GET retgusge
section 9.3.1.3), however, if the FQDN part of thapURL element of the ROAP Trigger or the riURtribtite of
the roap:protectedRO corresponds to an entry ituger Consent Whitelist the Device MAY contact Riewithout
obtaining explicit user consent.

» If a Device is attempting to install a Domain RQldindetermines that it is not a member of the Dionfiar which
the Domain RO is issued, i.e. it does not havereesponding Domain Context, the Device MUST obtaiar
consent prior to attempting to join the Domainstapplies to both ROAP and non-ROAP communicatégs
HTTP GET requests (see section 8.7.2.1), howelvtre iFQDN part of the roapURL element of the ROR#R)ger
or the riURL attribute of the roap:protectedRO esponds to an entry in the User Consent WhitélsTtevice
MAY attempt to join the Domain without obtainingicit user consent.

» If a Device is attempting to install a Domain RQlaindetermines that it is a member of the Domamwhich the
Domain RO is issued, but the Domain Generatiomaatgr than that stored in the corresponding DorGaimtext,
the Device SHOULD NOT obtain explicit user congembr to attempting to upgrade the Domain, thisliaspo
both ROAP and non-ROAP communications e.g. HTTP @fgliests (see section 8.7.2.1).

The means for provisioning and management of ther Gsnsent Whitelist implemented for the purposdetérmining if
explicit user confirmation is required are outside scope of this specification.

For the purpose of comparing FQDNs and User Conahitelist entries, the DRM Agent MUST use the meetkm
described in Section 1 of [RFC 2965].

5.2 Initiating the ROAP
5.2.1 The ROAP Trigger

TheROAPTrigger type is a sequence of a chosen ROAP trigger (slesvl, an optional signature on the ROAP trigged a
an optionakencKey>element containing a wrapped MAC key. The purpiise ROAP trigger is to initiate a particular
ROAP protocol.

<complexType name="RegistrationRequestTrigger">
<sequence>
<element name="riID" type="roap:Identifier"/>
<element name="riAlias" type="string" minOccurs ="0"/>
<element name="nonce" type="roap:Nonce" minOccu rs="0"/>
<element name="roapURL" type="anyURI"/>
</sequence>
<attribute name="id" type="ID"/>
</complexType>

<complexType name="ROAcquisitionTrigger">
<sequence>
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<element name="rilD" type="roap:Identifier"/>
<element name="riAlias" type="string" minOccurs= "0"/>
<element name="nonce" type="roap:Nonce" minOccu rs="0"/>
<element name="roapURL" type="anyURI"/>
<element name="domainID" type="roap:Domainident ifier"
minOccurs="0"/>
<element name="domainAlias" type="string" minOcc urs="0"/>
<sequence maxOccurs="unbounded”>
<element name="rolD" type="ID"/>
<element name="roAlias" type="string" minOccurs= "0"/>
<element name="contentID" type="anyURI" minOc  curs="0" maxOccurs="unbounded"/>
</sequence>
</sequence>
<attribute name="id" type="ID"/>
</complexType>

<complexType name="DomainTrigger">
<sequence>
<element name="riID" type="roap:ldentifier"/>
<element name="riAlias" type="string" minOccurs ="0"/>
<element name="nonce" type="roap:Nonce" minOccu rs="0"/>
<element name="roapURL" type="anyURI"/>
<element name="domainID" type="roap:Domainldent ifier"/>
<element name="domainAlias" type="string" minOcc urs="0"/>
</sequence>
<attribute name="id" type="ID"/>
</complexType>

<I-- ROAP trigger -->
<element name="roapTrigger" type="roap:RoapTrigger" />
<complexType name="RoapTrigger">
<annotation>
<documentation xml:lang="en">
Message used to trigger the device to initiat e a Rights Object Acquisition Protocol.
</documentation>
</annotation>
<sequence>
<choice>
<element name="registrationRequest" type="roa  p:RegistrationRequestTrigger"/>
<element name="roAcquisition" type="roap:ROAc quisitionTrigger"/>
<element name="joinDomain" type="roap:DomainT  rigger"/>
<element name="leaveDomain" type="roap:Domain  Trigger"/>
</choice>
<element name="signature" type="ds:SignatureTyp e" minOccurs="0"/>
<element name="encKey" type="xenc:EncryptedKeyT  ype" minOccurs="0"/>
</sequence>
<attribute name="version" type="roap:Version"/>
<attribute name="proxy” type="boolean’/>
</complexType>

The <rilD> element identifies the RI as specified in Section 5.4.2.2.1. For triggers besides the
<registrationRequest> , the DRM Agent MUST use this value to verify that it has a valid Rl Context with the
Rights Issuer. If the DRM Agent does not have a valid Rl Context with the identified Rights Issuer then the DRM
Agent MUST initiate the Registration Protocol before initiating the protocol indicated in the <roapTrigger>
element. If the implicitly triggered Registration Protocol does not lead to a valid RI Context, then the DRM Agent
MUST discard the trigger.
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If present, the <riAlias> element contains a string that SHALL be used by the DRM Agent whenever it refers to
the Rights Issuer in a dialog with the user and it SHALL be saved in the Rl Context for future use. An example for
such a dialog would be the question whether or not the user would like to register with a certain RI after receiving
a Registration Trigger or a Domain Trigger.

In order to prevent name-spoofing attacks, the DRM Agent SHALL also display a fully qualified domain name of a
URL (as defined in [RFC 2396]) along with the <riAlias> , if present. In case of an existing valid Rl Context with
the RI identified by the <rilD> value, the URL whose domain name is to be shown MUST be the Rl URL found in
the RI Context. If there is no existing valid Rl Context, the <roapURL> MUST be used instead.

The <nonce> element provides a way to couple ROAP triggers with ROAP requests. RIs MUST include a
<nonce> element in "LeaveDomain" triggers. If the value of the triggerNonce attribute in the subsequent Leave
Domain Request is not equal to the <nonce> element in the "LeaveDomain" trigger, the Rl MUST discard the
received Leave Domain Request. RIs MUST follow the guidelines for nonces as expressed in Section 5.3.10.

If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a triggerNonce
attribute in all subsequent ROAP request PDUs.

The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP transaction.
The <roapURL> is used in conjunction with the protocol indicated in the <roapTrigger> element. The
<roapURL> is also used in conjunction with any other implicitly triggered ROAP protocol (See 5.1.7). The bulleted
list below describes which ROAP PDU is explicitly selected by the <roapTrigger> element.

» If the <roapTrigger> element carries a <registrationRequest> element, the PDU MUST be a ROAP-
DeviceHello PDU.

» If the <roapTrigger> element carries an <roAcquisition> element, the PDU MUST be a ROAP-
RORequest PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce>
value as a triggerNonce attribute in the ROAP-RORequest PDU. If the ROAP trigger holds a <nonce>
element, and a ROAP protocol is implicitly triggered (See 5.1.7 for protocols), a Device MUST include the
<nonce> value as a triggerNonce attribute in the first ROAP request PDU of the implicitly triggered
protocol, i.e. ROAP-JoinDomainRequest PDU or ROAP-DeviceHello PDU, and also the subsequent
explicitly triggered ROAP-RORequest PDU.

» If the <roapTrigger> element carries a <joinDomain> element, the PDU MUST be a ROAP-JoinDomain
PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce> value as a
triggerNonce attribute in the ROAP-JoinDomain PDU. If the ROAP trigger holds a <nonce> element,
and a ROAP protocol is implicitly triggered (See 5.1.7 for protocols), a Device MUST include the
<nonce> value as a triggerNonce attribute in the first ROAP request PDU of the implicitly triggered
protocol, i.e. ROAP-DeviceHello PDU, and also the subsequent explicitly triggered ROAP-RORequest
PDU.

» If the <roapTrigger> element carries a <leaveDomain> element, the PDU MUST be a ROAP-
LeaveDomain PDU. If the ROAP trigger holds a <nonce> element, a Device MUST include the <nonce>
value as a triggerNonce attribute in the ROAP-LeaveDomain PDU. If the ROAP trigger holds a <nonce>
element, and a ROAP protocol is implicitly triggered (See 5.1.7 for protocols), a Device MUST include the
<nonce> value as a triggerNonce attribute in the first ROAP request PDU of the implicitly triggered
protocol, i.e. ROAP-DeviceHello PDU, and also the subsequent explicitly triggered ROAP-RORequest
PDU.

The <domainID> element MAY be included in certain ROAP triggers. If included, the Device MUST incorporate
the <domainID> in the ROAP PDU that is sent in response to the trigger. If the <roapTrigger> element carries
an <roAcquisition> element that includes a <domainID> element and the Device does not have a valid Domain
Context for the domain indicated by that domain identifier, the Device SHOULD initiate the 2-pass Join Domain
Protocol before initiating the RO acquisition protocol. If the status attribute of the ROAP-JoinDomainResponse
message of the implicitly triggered Join Domain Protocol is not equal to “Success”, then the DRM agent MUST
discard the trigger, and when possible, the Device SHOULD present an appropriate error message to the user,
using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if
present). See section 5.3.5.

Before a Device performs this implicitly triggered JoinDomain ROAP exchange, it may have to obtain user
consent; section 5.1.8 defines when explicit user consent is required.
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If present, the <domainAlias> element contains a String value that SHALL be used by the DRM Agent whenever
it refers to the domain specified by <domainID> in a message to the user. The content of the <domainAlias>
element SHALL be saved in the Domain Context.

One or several <rolD> elements MUST be included in the <roAcquisition> trigger to identify the ROs to be
acquired. The RI MAY specify more than one <rolD> element to initiate download of multiple ROs. The DRM
Agent MUST include all received <rolD > elements in the <rolnfo> portion of the subsequent ROAP-RORequest
PDU.

If present, the <roAlias> element contains a String value that SHALL be used by the DRM Agent whenever it
refers to the RO specified by <rolD> in a message to the user. The alias could for example be used when the
DRM Agent asks the user to confirm the acquisition of a specific RO.

A <contentID> element MAY be included in the <roAcquisition> trigger for each DCF explicitly referenced by
the RO, i.e. not for group or parent elements of the RO. In the latter case, no <contentID> element needs to be
included as specific DCFs are not referenced and therefore DCF hashes and transaction IDs cannot be used. In
the case where a single RO applies to several specific DCFs the <roAcquisition> trigger MUST include a
<contentID> element for each DCF. In the case where an RO applies to one or more Content Objects (in a
Multipart DCF or Multi-track PDCF), the trigger SHALL include the <contentID> element of the first Content Object
(or Track) in the Multipart DCF (or PDCF). The <contentID> elements MUST contain the ContentID as specified
in the ContentID field in the Common Header of the Content Object inside the associated (P)DCF [DRMCF-v2].

In case a <leaveDomain> element is present, the Rl MUST include a <signature> element and, with one
exception (see below), Devices MUST verify this signature. If the Device cannot verify the signature, the Device
SHOULD inform the user and MUST discard the ROAP Trigger.

The only exception to the verification requirement is when the Device is not a member of the identified Domain,
and the trigger has been integrity protected with a MAC based on the Domain Key. In this case the device may
have to obtain user consent before initiating ROAP, section 5.1.8 defines when explicit user consent is required. A
Device is part of the identified Domain if it has a Domain Context for that Domain and has access to the Domain
Key of the identified Domain Generation.

The <ds:Reference> element of the <ds:Signedinfo> child element of the <signature> shall reference the
<leaveDomain> element by using the same value for the URI attribute as the value for the <leaveDomain>
element's id attribute. The <ds:KeylInfo> child element of the <signature> element shall use its URI attribute of
the <ds:RetrievalMethod> element to reference a wrapped MAC key in the <encKey> element, and the
signature algorithm (expressed in the Algorithm attribute of the <ds:SignatureMethod> element) MUST be
"http://www.w3.0rg/2000/09/xmldsig#hmac-shal". In compliance to the rules of canonicalization specified in
Section 5.3.3, the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single
<ds:Transform> element that signals the use of the exclusive canonicalization algorithm without comments.

The <encKey> element shall in the case of a “LeaveDomain” trigger be present and shall contain a MAC key
wrapped with the current Domain key. The value of the Id attribute of this element shall equal the value of the URI
attribute of the <ds:RetrievalMethod> child element of the <signature> element as specified above.

The version attribute is a <major.minor> representation of the ROAP trigger. For this version of the specification,
version SHALL be set to "1.0". Minor version upgrades must always be backwards compatible.

If present, the proxy attribute indicates that the ROAP Trigger is not for the Connected Device but is intended for
an Unconnected Device. Upon receipt of a ROAP Trigger containing the proxy attribute with the value set to
“true” a Connected Device that supports the functionality to provide connectivity for Unconnected Devices (as
specified in section 14) MUST start the procedures specified in section 11.6.4. If the proxy attribute is present but
the value is set to “false” then Connected Devices MUST treat the ROAP Trigger as if it did not contain the proxy
attribute.

The MIME type for the ROAP Trigger is “applicatiomtd.oma.drm.roap-trigger+xml”. The file extensifon the ROAP
trigger is “.ort” for the ROAP Trigger when the R®ATrigger is stored on the device as a file. Tileeeiktension for the
ROAP PDU is “.oru” for the PDU when the ROAP PDUWsisred on the device as a file.

5.2.2 Initiating ROAP from a DCF

This section applies ONLY to Connected Devices.
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If the DRM Agent receives a DCF with both a Silaeader and a Preview header, the DRM Agent MUS#& pgriority to
the header that appears first in the DCF.

The DRM Agent MAY attempt to acquire Rights silgribr the DCF if the DCF includes a Silent headéhwa specified
silent rights URL or a Preview header with methpdeView-rights” and a specified preview rights URhe rules for
obtaining user consent for this case are definegation 5.1.8, the DRM Agent MUST send a requestsage to the silent
or preview URL stored in the DCF, and respond &oRIODAP Trigger and/or Download Descriptor that Ww#él returned by
the Rights Issuer.

The RI MUST return a suitable ROAP error if this R&guest cannot be reconciled to a prior purchassaction. Upon
receipt of a ROAP error, the Device MAY take furtlaetion. In this case, if the context is a usdidted session, it is
recommended that the Device start a browsing sesgth the Rl by sending a request to the DREghtslssuerURL. If the
context is a DRM Agent-initiated session to acquigats silently and automatically, then the DRMehg is
RECOMMENDED to abandon the rights acquisition effor

In all other cases, the DRM Agent MUST NOT attetopsilently acquire the RO for the DCF. As spexdfin section 5.1.8
the DRM Agent needs to obtain the user’s consefnréattempting to acquire an RO for the DCF. Ofgeuser has given
consent, the DRM Agent MUST send a request to 1€ RightsissuerURL, and MUST be prepared to receive either an
(X)HTML page or ROAP Trigger from the RIThe DRM Agent MUST NOT attempt to acquire an R®Othe DCF if the
user does not provide consent. The DRM Agent M&dfesthe DCF, however, even if the user does na gonsent for RO
acquisition.

On any occasion where the DRM Agent successfuthenes and installs an RO acquired as a reswtQifent header or
Preview header (with method preview-rights) in alFD@e DRM Agent MUST add the domain name of thensior
preview URL to the list of authorized domain narfesthat R, if the domain name is not already presAs specified in
section 5.4.2.4, a DRM Agent must be capable afrgja minimum of 5 domain names for each Rl Contexthe case
where a new domain name is to be added to tharlsthe list of domain names is full, then the thmhain name SHOULD
be deleted. Each remaining domain name at positi@OULD be moved to positiam+1 and the new domain hame
SHOULD be stored in the first position.

5.3 ROAP XML Schema Basics
531 Introduction

Core parts of the XML schema for ROAP, found in Apgix A, are explained in this section. Specifiotpcol message
elements are defined in the Section 5.4. Exampkefoand in Appendix G.1.

The XML format for ROAP messages have been desigmbé extensible. However, it is possible thatube of extensions
will harm interoperability and therefore any useegfensions should be carefully considered.

XML Types defined in this sub-section are not ROABssages; rather they provide building blocksdmatused by ROAP
messages.

5.3.2 General XML Schema Requirements

Some ROAP exchanges rely on the parties beingtalmempare received values with stored values. $$nt¢herwise noted,
all elements in this document that have the XML&k "string” type, or a type derived from it, MUB& compared using
an exact binary comparison. In particular, ROAPlamentations MUST NOT depend on case-insensitiwegst
comparisons, normalization or trimming of white e&pgor conversion of locale-specific formats susmambers.

The ROAP specification does not define a collabosorting order for attributes or element vallROAP implementations
MUST NOT depend on specific sorting orders for ealu

Values of typadatetime MUST conform to a single lexical representatiofirdsl in section 3.2.7 of [XML-Schema]. This
lexical representation is the extended format COMM-DDThh:mm:ssZ where CC denotes the century, Y Yiates the
year, MM denotes the month, DD denotes the dag,tie date/time separator, hh, mm, ss represehbtire minute, and
second respectively, and Z is the mandatory UT@atdr. For example, 2002-12-31T23:59:59Z represBetcember 31st,
2002, 23:59:59 UTC.
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Devices MUST support at least 256 byte long vafaesttributes or elements of typayURI in the schemas specified in
this specification. Rights Issuers are RECOMMENDBise values that are less than 256 bytes inHebgisuch elements
or attributes.

5.3.3 Canonicalization & Digital Signatures

This specification makes use of digital signatuned message authentication codes (MACSs) to enstegrity and
authenticity of exchanged information. DRM Agentisl &RIs MUST support RSA-PSS [PKCS-1] as defaulitdigignature
scheme but MAY agree to use a different one (s€243). DRM Agents and RIs MUST send all ROAP mgsesand
triggers in canonicalized form. After canonicalinat DRM Agents and Rls MUST NOT employ any subssju
transformations or modifications to a ROAP message.

Note that all ROAP messages and triggers are XN)Ldata. ROAP messages and triggers MUST validamstthe ROAP
schema [DRMROAPXSD-v2] and MUST NOT use namespaefixes other than those used in that ROAP schema.

All canonicalization steps required by this speeifion MUST be Exclusive Canonicalization withoatraments, as
specified in [XC14N]. ThenclusiveNamespaces PrefixList of this algorithm MUST be empty. This also appliesany
canonicalization step required by any of the speatibns that are normatively referred to by thgedfication, unless such a
referred specification explicitly requires a diffet canonicalization algorithm.

In case canonicalization is to be performed on Bt Xlocument as a whole or part of a XML documelné, &€ffect SHALL
be functionally equivalent to the process of parshe XML document into an XPath node set, applyiRath expression
evaluation to select the proper nodes from thiserset, and subsequently applying Exclusive Canbtirateon without
comments to produce the octet-string that is stibpefurther processing.

Note that this specification does not require anglementation to explicitly implement XPath prodgagsan
implementation MAY utilise the fact that receive@RP PDUs are in Exclusive Canonical Form to impletfanctional
equivalences of XPath based processing.

Where applicable in the ROAP messages and trigtfersjse of Exclusive Canonicalization without coemts SHALL be
signalled explicitly.

5.3.4  The Request type

All ROAP requests are defined as extensions t@bstract Request type. The elements oRbgquesttype therefore apply
to all ROAP requests. A ROAP requests MAY contairiggerNonceattribute. See further Section 5.2.1.

<complexType name="Request" abstract="true">
<attribute name="triggerNonce" type="roap:Nonce" />
</complexType>

5.3.5 The Response type
All ROAP responses are defined as extensions taltkracResponseype. The elements of thesponseype therefore

apply to all ROAP responses. All responses corgamatusattribute that indicates whether the precedingiesgwas
successful or not.

<complexType name="Response" abstract="true">

<attribute name="status" type="roap:Status" use ="required"/>
<attribute name="errorMessage” type="string"/>
<attribute name="errorRedirectURL” type="anyURI ">

</complexType >

The generation and delivery of any kind of Response message is conditioned by the RI and its policies. The RI
MAY deny access to its resources. If this happens, the Rl MUST close the protocol gracefully by sending the
Device the corresponding Response message by including an appropriate error code (e.g. AccessDenied).
Implementation details of policies by a given RI are out of the scope of this specification.
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In case the status attribute is not equal to “Success”, the RI MAY add an additional errorMessage attribute
containing a RI defined description of the error. Also, in case the status attribute is not equal to “Success”, the Rl
MAY add an errorRedirectURL attribute that points to a support web site enabling the User to recover from the
error. When the Rl adds an errorRedirectURL attribute it MUST also add an errorMessage attribute. A Device
SHOULD use the value of the errorMessage attribute as part of the error message presented to the User. A
Device SHOULD also either include the value of the errorRedirectURL as part of the error message to the user,
or provide the User with an option to be redirected to the errorRedirectURL using a browser.

5.3.6  The Status type

The Status simple type enumerates all possible error messages.
<simpleType name="Status">
<restriction base="string">
<enumeration value="Success"/>
<enumeration value="Abort"/>
<enumeration value="NotSupported"/>
<enumeration value="AccessDenied"/>
<enumeration value="NotFound"/>
<enumeration value="MalformedRequest"/>
<enumeration value="UnknownCriticalExtension"/>
<enumeration value="UnsupportedVersion"/>
<enumeration value="UnsupportedAlgorithm"/>
<enumeration value="NoCertificateChain"/>
<enumeration value="InvalidCertificateChain"/>
<enumeration value="TrustedRootCertificateNotPres ent"/>
<enumeration value="SignatureError”/>
<enumeration value="DeviceTimeError"/>
<enumeration value="NotRegistered"/>
<enumeration value="InvalidDCFHash"/>
<enumeration value="InvalidDomain"/>
<enumeration value="DomainFull"/>
<enumeration value="DomainAccessDenied"/>
<enumeration value="RightsExpired”/>
</restriction>
</simpleType>

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless
explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and
terminate the protocol. Rl systems and Devices are required to delete any session-identifiers, nonces, keys,
and/or secrets associated with a failed run of the ROAP protocol.

When possible, the Device SHOULD present an appropriate error message to the user, using the value of the
Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). See section
5.3.5.

These error messages are valid in all ROAP-Response messages unless explicitly stated otherwise.
Abort indicates that the RI rejected the Device’s request for unspecified reasons.

NotSupported indicates that the Device made a request for a feature currently not supported by the RI.
AccessDenied indicates that the Device is not authorized to contact this RI.

NotFound indicates that the requested object was not found. This error is only valid in the ROAP-ROResponse
message.

MalformedRequest indicates that the RI failed to parse the Device's request.

UnknownCriticalExtension indicates that a critical ROAP extension used by the Device was not supported or
recognized by the RI.
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UnsupportedVersion indicates that the Device used a ROAP protocol version not supported by the RI. This error
is only valid in the ROAP-RIHello message.

UnsupportedAlgorithm indicates that the Device suggested algorithms that are not supported by the RI (this error
should not occur as long as all Devices and all Rls implement the mandatory algorithms, since any negotiation will
successfully fall back on these). This error is only valid in the ROAP-RIHello message.

NoCertificateChain indicates that the RI could not verify the signature on a Device request due to not having
access to the Device's certificate chain. This error is only valid in the following messages: ROAP-
RegistrationResponse, ROAP-ROResponse, ROAP-JoinDomainResponse, and ROAP-LeaveDomainResponse.

InvalidCertificateChain indicates that the RI could not verify the signature on a Device request due to the
certificate chain being invalid in some way (other than the absence of a trusted root certificate which could be
used to verify the chain). This error is only valid in the following messages: ROAP-RegistrationResponse, ROAP-
ROResponse, ROAP-JoinDomainResponse, and ROAP-LeaveDomainResponse.

TrustedRootCertificateNotPresent indicates that the RI could not verify the signature on a Device request due to
the absence of a trusted root certificate which could be used to verify the chain. This error is only valid in the
following messages: ROAP-RegistrationResponse, ROAP-ROResponse, ROAP-JoinDomainResponse, and
ROAP-LeaveDomainResponse.

SignatureError indicates that the RI could not verify the Device's signature. This error is only valid in the following
messages: ROAP-RegistrationResponse, ROAP-ROResponse, ROAP-JoinDomainResponse, and ROAP-
LeaveDomainResponse.

DeviceTimeError indicates that a Device request was invalid due to the Device’s DRM Time being inaccurate as
assessed by the Rights Issuer. This error is only valid in the following messages: ROAP-ROResponse, ROAP-
JoinDomainResponse, and ROAP-LeaveDomainResponse. The Device SHOULD NOT perform the default error
handling. Instead, the Device SHOULD initiate the 4-pass Registration protocol, using the same ROAP URL as
from the ROAP Request that resulted in the error response. See also section 5.1.7. Upon successful completion
of the 4-pass Registration protocol the Device SHOULD create and send a new instance of the original request
(ROAP-RORequest, ROAP-JoinDomainRequest or ROAP-LeaveDomainRequest) including the Device’s updated
DRM Time, with all other parameters remaining the same as for the original request. If the Response message
received after the resend of the original request contains a status attribute equal to “DeviceTimeError” or
“NotRegistered”, the Device MUST handle this repeated error using the default error handling and MUST NOT
again start a 4-pass Registration. . If the Device is unable to successfully re-register with the RI then it SHOULD
NOT resend the original request. The Device may have to obtain user consent to contact the RI, section 5.1.8
defines when explicit user consent is required.

NotRegistered indicates that the Device tried to contact an RI which does not have any registration information
stored for the Device. This error is only valid in the following messages: ROAP-ROResponse, ROAP-
JoinDomainResponse, and ROAP-LeaveDomainResponse. In the case of ROAP-ROResponse and ROAP-
JoinDomainRespone the Device SHOULD NOT perform the default error handling. Instead, the Device SHOULD
initiate the 4-pass Registration protocol, using the same ROAP URL as from the ROAP Request that resulted in
the error response. See also section 5.1.7. Upon successful completion of the 4-pass Registration protocol the
Device SHOULD create and send a new instance of the original request (ROAP-RORequest or ROAP-
JoinDomainRequest) including the Device’s updated DRM Time, with all other parameters remaining the same as
for the original request. If the Response message received after the resend of the original request contains a
status attribute equal to “DeviceTimeError” or “NotRegistered”, the Device MUST handle this repeated error
using the default error handling and MUST NOT again start a 4-pass Registration. The Device may have to obtain
user consent to contact the RI, section 5.1.8 defines when explicit user consent is required.

InvalidDCFHash is sent when the RI detects an incorrect DCF hash value in a ROAP-RORequest message. This
error is only valid in the ROAP- ROResponse message.

InvalidDomain indicates that the request was invalid due to an unrecognized Domain Identifier. This error is only
valid in the following messages: ROAP-ROResponse, ROAP-JoinDomainResponse, and ROAP-
LeaveDomainResponse.

DomainFull indicates that no more Devices are allowed to join the Domain. This error is only valid in the ROAP-
JoinDomainResponse message.
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DomainAccessDenied indicates that the Rights Issuer does not allow the Device access to the Domain, or the
Device identifier can not be authorized without more information. This error is only valid in the ROAP-
JoinDomainResponse message.

RightsExpired indicates that the requested rights are no longer available (for this device). It is only valid in a
ROAP-RO-Response message. This response code indicates to the device that it SHOULD NOT make further
attempts to acquire these rights. If the session was initiated by a HTTP GET to a DCF Preview rights URL or a
DCF Silent rights URL the DRM Agent SHOULD NOT attempt further requests to the initiating URL (for the
current media object). If the session was initiated by a ROAP Trigger the trigger SHOULD be discarded. The
results of any implicit ROAP transactions MUST remain in effect. The device MAY ignore this status code.

5.3.7 The Extensions type

The Extensions type is a list of type-value pairs that define optional ROAP features supported by a Device or an
RI. Extensions may be sent with any ROAP message. Please see Section 5.4 in this document for applicable
extensions. Unless an extension is marked as critical, a receiving party need not be able to interpret it, and a
receiving party is always free to disregard any (non-critical) extensions.

<complexType name="Extensions">
<sequence maxOccurs="unbounded">
<element name="extension" type="roap:Extension" />
</sequence>
</complexType>

<complexType name="Extension" abstract="true">
<attribute name="critical" type="boolean"/>
</complexType>

5.3.8  The Protected Rights Object type

The ProtectedRO type is a sequence of an <ro> element of type roap:ROPayload and a <mac> element
carrying a MAC value over the <ro> element. ProtectedRO can be sent separately or included in a ROAP-
ROResponse message or a DCF.

<element name="protectedRO" type="roap:ProtectedRO" form="qualified"/>

<complexType name="ProtectedRO">

<sequence>
<element name="ro" type="roap:ROPayload" form=" qualified"/>
<element name="mac" type="ds:SignatureType"/>

</sequence>

</complexType>
The <ro> element is described in the next section.

The <mac> element provides integrity of the <ro> element and key confirmation and is of type ds:SignatureType
from [XML-DSIG]. In compliance to the rules of canonicalization specified in Section 5.3.3, the <ds:Reference>
element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals
the use of the exclusive canonicalization algorithm without comments.

The URI attribute of the <ds:Reference> element of the <ds:Signedinfo> child element of the <mac> SHALL
reference the <ro> element by having the same value as the id attribute of the <ro> element. The URI attribute of
the <ds:RetrievalMethod> element of the <ds:KeyInfo> child element of the <mac> SHALL reference a
wrapped MAC key in the <ro> element’s <encKey> child element by having the same value as the Id attribute of
the <encKey> element.

Both the <protectedRO> element and its child <ro> element in a ROAP message MUST appear in qualified form,
so it MUST be prefixed with the roap namespace prefix.

The MIME type for the Protected Rights Object is application/vnd.oma.drm.ro+xml.
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The file extension for the Protected Rights Object MUST be “.oro”

5.3.9 The Rights Object Payload type

Values of the ROPayload type carries (protected) rights and wrapped keys that can be used to decrypt encrypted
portions of the rights.

<!I-- Rights Object Definitions -->
<complexType name="ROPayload">
<sequence>
<element name="riID" type="roap:ldentifier"/>
<element name="rights" type="o0-ex:rightsType"/>
<element name="signature" type="ds:SignatureTyp e" minOccurs="0"/>
<element name="timeStamp" type="dateTime" minOc  curs="0"/>
<element name="encKey" type="xenc:EncryptedKeyT  ype"/>
</sequence>
<attribute name="version" type="roap:Version" use ="required" />
<attribute name="id" type="ID" use="required" />
<attribute name="stateful" type="boolean"/>
<attribute name="domainRO" type="boolean"/>
<attribute name="riURL" type="anyURI"/>
</complexType>

The <rilD> element is of type roap:ldentifier and SHALL identify the issuing RI.

The <rights> element is of type o-ex:rightsType and MUST be conformant with [DRMREL-v2]. The o-ex:id
attribute of this type SHALL be present.

The <signature> element is of type ds:SignatureType from [XML-DSIG] and MUST be present when the RO is
a Domain RO. The URI attribute of a <ds:Reference> element of the <ds:Signedinfo> child element of the
<signature> SHALL reference the <rights> element by having the same value as the o-ex:id attribute of the
<rights> element (i.e., when present, the signature SHALL be made at least over the <rights> element). In
compliance to the rules of canonicalization specified in Section 5.3.3, the <ds:Reference> element MUST contain
a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the
exclusive canonicalization algorithm without comments. The <ds:Keylnfo> child element of the <signature>
element SHALL identify the signing key. The Device MUST verify that the signing key is associated with the RI
identified in the <rilD> element.

The <timeStamp> value MUST be given in Universal Coordinated Time (UTC). The time-stamp provides replay
protection, see further in section 9.4.

The <encKey> element is of type xenc:EncryptedKeyType from [XML-Enc]. It consists of a wrapped
concatenation of a MAC key, Kyac and an RO encryption key, Kgek. If the <rights> element does not contain a
<ds:Keylnfo> element (for example if the <rights> element is used as parent right; see REL, section 5.2.2), the
RO encryption key, Kgek, is still required in the <encKey> element but, it is not used. The Id attribute of this
element SHALL be present and SHALL have the same value as the value of the URI attribute of the
<ds:RetrievalMethod> element in the <ds:Keylnfo> elements (if present) inside the <rights> element. The
<ds:Keylnfo> child element of the <encKey> element SHALL identify the wrapping key. In the case of a Rights
Object intended for a Device, the child of the <ds:Keylnfo> element SHALL be the <roap:X509SPKIHash>
element, identifying a particular DRM Agent's public key through the (SHA-1) hash of the DER-encoded
subjectPublicKeylnfo value in its certificate. In the case of a Rights Object intended for a Domain, it will be of the
type <roap:domainIlD> element, identifying the correct Domain key.

Note that the encrypted key material consists of two keys - a MAC key and a Rights Object Encryption key. A
Rights Object Encryption key MUST be present, even if it is unused in cases where the <rights> object does not
contain a <ds:Keylnfo> element. For further information on packaging the MAC key and the Rights Object
Encryption key, see the Key Management discussion in section 7.

The version attribute indicates the version of the ROPayload type. For this version of the OMA DRM
specification, the value SHALL be “1.0". Minor version upgrades must always be backwards compatible. The
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ROPayload version must not be confused with the OMA DRM version, which is independently set. The reason for
having different versions is to enable Domain ROs to be shared between Devices with different OMA DRM
protocol versions.

The id attribute of the ROPayload type identifies the RO and MUST correspond to an <rolD> value in the
previous ROAP-RORequest, if there was one. The id attribute is also used as a reference point for the MAC as
described in the previous section. This Rights Object identifier MUST uniquely identify a rights object; i.e. any two
ROs sharing the same RO-id MUST be equivalent (have identical Exclusive Canonical forms).

The stateful attribute, when present and set to “true”, indicates that the RO contains stateful rights (i.e. needs
replay protection). The id attribute MUST be globally unique when this attribute is present and set to true, in
order to enable a Device to correctly enforce replay protection (Note: one way for an Rl to generate globally
unique identifiers is to combine an RI-unique and freshly generated nonce with the hash of the Rl's public key). If
the stateful attribute is not present, or is set to "false ", then the RI does not regard the RO as stateful.

The domainRO attribute, when present and set to "true ", indicates that the RO is for a Domain. If the domainRO
attribute is not present, or is set to "false ", then the RO is for a particular Device.

The riURL attribute, if present, SHALL contain a URL that the Device can use to contact the RI. In case of a
Domain RO, a HTTP GET on this URL SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page
that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. In case of
Device RO, an HTTP GET request to this URL SHOULD return either a RegistrationRequest ROAP Trigger or a
(X)HTML page that starts an interaction with the User which may eventually lead to a RegistrationRequest ROAP
Trigger. The value of the riURL MUST be a URL according to [RFC2396], and MUST be an absolute identifier.

5.3.10 The Nonce type

The Nonce type is used to carry arbitrary values in the ROAP protocol messages. A nonce, as the name implies,
must be used only once. For each ROAP message that requires a honce element to be sent, a fresh nonce
SHALL be generated randomly each time. Nonce values MUST be at least 14 octets long. Devices MUST at least
support nonce values 14 octets long.

<simpleType name="Nonce">
<restriction base="base64Binary">
<minLength value="14"/>
<[restriction>
</simpleType>

5.4 ROAP Messages

In this section, ROAP protocol suite messagesuyding their parameters, encodings and semanticdedireed. The ROAP
protocol messages are divided into three categdriegistration, RO Acquisition, and Domain managetne

54.1 Notation

In the message parameter tables below, "M" stasrd§rfandatory presence" and "O" stands for "optipnasence".

5.4.2 Registration Protocol
5421 Device Hello

The ROAP-DeviceHello message is sent from the @etddhe Rights Issuer to initiate the 4-pass Regdien protocol. This
message expresses Device information and prefesence

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-DRM-V2_0_2-20080226-A Page 37 (152)

54.2.1.1 Message description
Parameter ROAP-DeviceHello
Version M
Device ID M
Supported Algorithms 0]
Extensions (0]

Table 1: Device Hello Message Parameters

Version is a <major.minor> representation of the highest ROAP version number supported by the Device. Devices
MUST support all versions prior to the one they suggest. For this version of the protocol, Version SHALL be set to
"1.0". Minor version upgrades must always be backwards compatible.

Device ID identifies the Device to the RI. The only identifier currently defined is the hash of the Device's public key
info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublicKeylnfo

component in the Device's certificate). The default hash algorithm is SHA-1. The Device MUST send at least one
Device ID. In case a Device holds multiple public keys, the Device MAY select one or more of these public keys
and send the corresponding Device IDs. Other identifiers are allowed but interoperability when using them is not
guaranteed.

Supported Algorithms identifies the cryptographic algorithms (hash algorithms, MAC algorithms, signature
algorithms, key transport algorithms and key wrap algorithms) that are supported by the Device. Algorithms are
identified using common URIs. The following algorithms and associated URIs MUST be supported by all Devices
and Rls:

Hash algorithms:
SHA-1: http://www.w3.0rg/2000/09/xmldsig#shal
MAC algorithms:
HMAC-SHA-1: http://www.w3.0rg/2000/09/xmldsig#hmac-shal

Signature algorithms:

RSA-PSS-Default: http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default

Key transport algorithms:
RSAES-KEM-KDF2-KW-AES128:

http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128

Key wrapping algorithms:
AES-WRAP: http://www.w3.0rg/2001/04/xmlenc#kw-aes128

Canonicalization algorithms:

Exclusive Canonicalization: http://www.w3.0rg/2001/10/xml-exc-c14n#

SHA-1 is defined in [SHA-1]. HMAC-SHA-1 is defined in [HMAC]. RSA-PSS-Default is RSASSA-PSS with all
parameters having default values (see [PKCS-1] Appendix C). AES-WRAP is defined in [AES-WRAP]. RSA-KEM-
KDF2-KW-AES128 is defined in Section 7, Key Management. Exclusive Canonicalization is defined in [XC14N],
its use is further explained in Section 5.3.3 of this document.

Use of other algorithm URIs is optional. Since all Devices and all Rls must support the algorithms above, they
need not be sent. Only URIs for algorithms not in this list needs to be sent in a ROAP-DeviceHello message.

Extensions: There are no extensions defined for the ROAP-DeviceHello message:
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54.21.2 Message syntax

The <deviceHello> element specifies the ROAP-DeviceHello message, which is the first message sent in the 4-
pass ROAP Registration protocol. It has complex type roap:DeviceHello , which extends the basic
roap:Request type.

<element name="deviceHello" type="roap:DeviceHello" />

<complexType name="DeviceHello">
<annotation>
<documentation xml:lang="en">
Message sent from Device to RI to establish a n Rl Context.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="version" type="roap:Version" />
<element name="devicelD" type="roap:ldentif ier"
maxOccurs="unbounded"/>
<element name="supportedAlgorithm" type="an yURI"
minOccurs="0" maxOccurs="unbounded  "/>
<element name="extensions" type="roap:Exten  sions"
minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the Version type. As noted above, for this version of ROAP, its value
shall be "1.0".

<simpleType name="Version">
<restriction base="string">
<pattern value="\d{1,2\.\d{1,3}"/>
</restriction>
</simpleType>

The following schema fragment defines the Identifier type and its alternatives. Any non-standard identifier value
must be expressed in well-formed XML.

<complexType name="ldentifier">
<choice>
<element name="keyldentifier" type="roap:Keylde ntifier'/>
<any namespace="##other" processContents="stric t"/>
</choice>
</complexType>

<complexType name="Keyldentifier" abstract="true"/>

A key can be defined by use of a hash of the key. The hash shall in this case be made over the DER-encoded
subjectPublicKeylInfo value from the applicable certificate.

<complexType name="X509SPKIHash">
<complexContent>
<extension base="roap:Keyldentifier">
<sequence>
<element name="hash" type="base64Binary"/>
</sequence>
<attribute name="algorithm" type="anyURI" def = ault=" http://www.w3.0rg/2000/09/xmldsig#shal "/>
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</extension>
</complexContent>
</complexType>

<!-- The corresponding ds:Keylnfo element -->
<element name="X509SPKIHash" type="roap:X509SPKIHas h"/>

5.4.2.2 RI Hello

The ROAP-RIHello message is the second messade &eqgistration protocol and is sent from the Ridssuer to the
Device in response to a ROAP-DeviceHello messalge.imessage expresses Rl preferences and decisses in the
values supplied by the Device.

54.2.2.1 Message description

Parameter ROAP-RIHello

Status = “Success” Status# “Success”
M

Status

Session ID

Selected Version

RI'ID

Selected Algorithms

RI Nonce

Trusted Device Authorities
Server Info

Extensions

olo|oZ|o==|ZF|L

Table 2: Rl Hello Message Parameters

Status indicates if the ROAP-DeviceHello request was successfully (Status = Success) handled or not. In the
latter case an error code as specified in Section 5.3.6 is sent.

Session ID is a protocol session identifier set by the RI. This allows for several, concurrent, RI-Device sessions.

Selected Version is the selected ROAP version. The selected version will be min(Device suggested version,
highest version supported by RI). This information is part of the Rl Context.

RI ID identifies the RI to the Device. The only identifier currently defined is the hash of the Rights Issuer’s public
key info, as it appears in the certificate (i.e. the hash of the complete DER-encoded subjectPublickeyInfo

component in the Rights Issuer’s certificate). The default hash algorithm is SHA-1. This information is part of the
RI Context.

Selected Algorithms specifies the cryptographic algorithms (hash algorithm, signature algorithm, MAC algorithm
and key transport algorithm) to use in subsequent ROAP interactions. If the Device indicated support of only
mandatory algorithms (i.e. left out the <supportedAlgorithms> element), or the RI only supports the mandatory
algorithms, then the RI need not send this field. Otherwise, the RI MUST provide this parameter and MUST
identify one algorithm of each type. This information is part of the RI context.

RI Nonce is a random nonce sent by the RI. Nonces are generated and used in this message as specified in
section 5.3.10.

Trusted Device Authorities is a list of Device trust anchors recognized by the RI. This parameter is optional. The
parameter is not sent if the Rl already has the Device's certificate or otherwise is able to verify a signature made
by the Device. If the parameter is present but empty, it indicates that the Device is free to choose any Device
certificate to authenticate itself. Otherwise the Device MUST choose a certificate chaining back to one of the
recognized trust anchors. Trust anchors are identified in the same manner as Devices and RIs.
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Server Info contains server-specific information that the Device must return unmodified, in the ROAP-
RegistrationRequest. The Device must not attempt to interpret the value of this parameter. Devices MUST
support the Server Info element being of length 512 bytes and MAY support Server Info elements of length
greater than 512 bytes. RIs SHOULD keep Server Info length to 512 bytes or less.

Extensions: The following extensions are defined for the ROAP-RIHello message:

- Peer Key Identifier: An identifier for a Device public key stored by the RI. If the identifier matches one of the
Device ID’s in the preceding DeviceHello message, it means the RI has already stored that Device ID and
the corresponding Device certificate chain, and the Device need not send that certificate chain in a later
request message. If the extension is empty, it means the RI has already stored all Device ID’s listed in the
preceding DeviceHello message and the corresponding Device certificate chains, and the Device need not
send its certificate chain in a later request message. Keys are identified in the same way as Devices are (a
hash of the DER-encoded subjectPublicKeylnfo component of the Device's certificate). If the Rl has
stored the Device public key the Rl MUST use this extension in the ROAP-RIHello. This extension also
informs the Device that the RI has the capability to store information about Device certificates.

- Certificate Caching: When present, this extension indicates to the Device that the Rl has the capability to
store information about the Device certificate and that Device certificate chain sending is not necessary in
subsequent protocol instances once the RI has received the Device certificate chain. This extension is not
needed if the Peer Key Identifier is used, since the latter contains even more specific information.

- Device Details: By including this extension, the RI requests the Device to return Device-specific information
such as manufacturer and model in a subsequent ROAP-RegistrationRequest message. When present, the
DeviceDetails extension SHALL be empty (i.e. <extension xsi:type="roap:DeviceDetails"/> )"

If the RI has capabilities to store Device certificates, then the Rl MUST send either the Peer Key Identifier or the
Certificate Caching extension in its ROAP-RIHello message. If the ROAP-RIHello contains a Peer Key |dentifier
extension, it SHOULD NOT contain a Certificate Caching extension.

The Device SHOULD note in the Rl Context whether the RI has a correct public key for the Device stored and/or
whether the RI has the capability to store information about the Device’s certificate.

54222 Message syntax

The <riHello> element specifies the ROAP-RIHello message, which is sent in response to the ROAP-DeviceHello
message. It has complex type roap:RIHello.

<element name="riHello" type="roap:RIHello"/>

<complexType name="RIHello">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a deviceHello message.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="selectedVersion" type="roap:  Version"/>
<element name="rilD" type="roap:ldentifier" />
<element name="selectedAlgorithm" type="any  URI" maxOccurs="unbounded"
minOccurs="0"/>
<element name="riNonce" type="roap:Nonce"/>
<element name="trustedAuthorities" type="ro ap:Keyldentifiers" minOccurs="0"/>
<element name="serverinfo" type="base64Bina  ry" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
</sequence>
<attribute name="sessionld" type="string"/>
</extension>
</complexContent>
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</complexType>

<complexType name="Keyldentifiers">
<sequence minOccurs="0" maxOccurs="unbounded">
<element name="keyldentifier" type="roap:Keylde ntifier'/>
</sequence>
</complexType>

The following schema fragment defines the Peer Key ldentifier extension:

<complexType name="PeerKeyldentifier">
<complexContent>
<extension base="roap:Extension"/>
<sequence minOccurs="0">
<element name="identifier" type="roap:Key Identifier'/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the Certificate Caching extension:

<complexType name="CertificateCaching">
<complexContent>
<extension base="roap:Extension"/>
</complexContent>
</complexType>

The following schema fragment defines the Device Details extension:

<complexType name="DeviceDetails">
<complexContent>
<extension base="roap:Extension">
<sequence minOccurs="0">
<element name="manufacturer" type="string"/>
<element name="model" type="string"/>
<element name="version" type="string"/>
</sequence>
</extension>
</complexContent>
</complexType>

5.4.2.3 Registration Request

A Device sends the ROAP-RegistrationRequest messame RI to request registration with the RI. Thessage is sent as
the third message in the 4-pass Registration pobtoc

5.4.2.3.1 Message description

Parameter ROAP-RegistrationRequest
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Session ID

Device Nonce

Request Time

Certificate Chain

Trusted RI Authorities

Server Info

olo|o|lo|l =L

Extensions

Signature M

Table 3: Registration Request Message Parameters

Session ID SHALL be identical to the Session ID parameter of the preceding ROAP-RIHello message, otherwise
the RI SHALL terminate the Registration protocol.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in
section 5.3.10.

Request Time is the current DRM Time as measured by the Device. Connected Devices and Unconnected
Devices that support DRM Time MUST insert their current DRM Time. If the DRM Agent is not previously
registered with the Rights Issuer, then the Rights Issuer’s trust model is unknown; therefore the DRM Agent is
free to choose any available time to send as the RequestTime. If the DRM Agent has previously registered with
the Rl the DRM Agent SHOULD choose the DRM Time which corresponds to the trust model used by the RI.
Unconnected Devices that do not support DRM Time MUST use the value “Undefined ”.

Certificate Chain: This parameter MUST be present unless the preceding ROAP-RIHello message contained the
Peer Key Identifier extension and its value identified the key in the Device's current certificate. When present, the
value of a Certificate Chain parameter shall be a certificate chain including the Device's certificate. The chain
SHALL not include the root certificate. The Device certificate must come first in the list. Each following certificate
must directly certify the one preceding it. If the RI indicated trust anchor preferences in the previous ROAP-
RIHello message, the Device MUST select a Device certificate and chain which chains back to one of the trust
anchors indicated by the RI. This mimics the features of [RFC3546]. The RI may need to update this information
based on the received Certificate Chain.

Trusted RI Authorities is a list of RI trust anchors recognized by the Device. If the parameter is empty, it indicates
that the Rl is free to choose any certificate. Trust anchors are identified in the same way as Devices and Rls.

Server Info: As discussed above, this parameter will only be present if a Server Info parameter was present in the
preceding ROAP-RIHello message. In that case, the Server Info parameter MUST be present and MUST be
identical to the Server Info parameter received in the preceding ROAP-RIHello message.

Extensions: The following extensions are defined for the ROAP-RegistrationRequest message:

- Peer Key ldentifier: An identifier for an RI public key stored in the Device. If the identifier matches the RI ID in
the preceding RI Hello message, or if the extension is empty, it means the RI need not send down its
certificate chain in its response message. Keys are identified in the same way as Devices and RIs.

- No OCSP Response: Presence of this extension indicates to the Rl that there is no need to send any OCSP
responses since the Device has cached a complete set of valid OCSP responses for this RI.

- OCSP Responder Key Identifier: This extension identifies a trusted OCSP responder key stored in the
Device and is used to save bandwidth. If the identifier matches the key in the certificate used by the Rl's
OCSP responder, the RI MAY remove the OCSP Responder certificate chain from the OCSP response
before providing the OCSP response to the Device.

- Device Details: This extension defines three fields: manufacturer, model and version. The manufacturer field
identifies the Device’ manufacturer, the model field identifies the Device's model and the version field
identifies the Device's version as defined by its manufacturer. This extension MUST be supported and MUST
be sent by a Device that receives an empty Device Details extension in a ROAP-RIHello message.
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The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key
corresponding to the RI ID in the preceding RI Hello message. The Device MUST send the No OCSP Response
extension if, and only if, it has a complete set of valid OCSP responses for the RI certificate chain. The Device
MUST send the OCSP Responder Key ldentifier extension if, and only if, it has stored an OCSP Responder key
for this RI.

Signature is a signature on data sent so far in the protocol. The signature is made using the Device's private key
on the two previous messages (ROAP-DeviceHello, ROAP-RIHello) and the current message (besides the
Signature element itself). The signature method is as follows:

The previous messages and the current one except the Signature element is canonicalized according to Section
5.3.3.

The three messages are concatenated in their chronological order, starting with the ROAP-DeviceHello message.
The resulting data d is considered as input to the signature operation.

The signature is calculated on d in accordance with the rules of the negotiated signature scheme.

The RI MUST verify the signature on the ROAP-RegistrationRequest message.
5.4.2.3.2 Message syntax

The <registrationRequest> element specifies the ROAP-RegistrationRequest message, which is the third
message in the ROAP Registration protocol. It has complex type roap:RegistrationRequest , which extends the
basic roap:Request type.

<element name="registrationRequest" type="roap:Regi strationRequest"/>

<complexType name="RegistrationRequest">
<annotation>
<documentation xml:lang="en">
Message sent from Device to Rl to request reg  istration.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="nonce" type="roap:Nonce"/>
<element name="time" type="roap:dateTimeOrU  ndefined"/>
<element name="certificateChain" type="roap  :CertificateChain"
minOccurs="0"/>
<element name="trustedAuthorities" type="ro ap:Keyldentifiers"
minOccurs="0"/>
<element name="serverInfo" type="base64Bina  ry" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
</sequence>
<attribute name="sessionld" type="string" use ="required"/>
</extension>
</complexContent>
</complexType>

The <time> element expresses, in UTC, the current DRM Time as measured by the Device. The value
“Undefined " is used by Unconnected Devices that do not support DRM Time.

<simpleType name="dateTimeOrUndefined">
<union memberTypes="dateTime roap:UndefinedString ">
</simpleType>

<simpleType name="UndefinedString">
<restriction base="string">
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<enumeration value="Undefined"/>
</restriction>
</simpleType>

The following schema fragment defines the CertificateChain type, containing a sequence of one or more base64-
encoded X.509 certificates in DER-encoded form.

<complexType name="CertificateChain">
<sequence maxOccurs="unbounded">
<element name="certificate" type="base64Binary" />
</sequence>
</complexType>

The following schema fragment defines the extensions defined for the ROAP-RegistrationRequest message
(besides the Peer Key Identifier and Device Details extensions already defined earlier in this document):

<complexType name="NoOCSPResponse">
<complexContent>
<extension base="roap:Extension"/>
</complexContent>
</complexType>

<complexType name="OCSPResponderKeyldentifier">
<complexContent>
<extension base="roap:Extension">
<sequence>
<element name="identifier" type="roap:Key Identifier"/>
</sequence>
</extension>
</complexContent>
</complexType>

5.4.2.4 Registration Response

The ROAP-RegistrationResponse message is senttfi@iRights Issuer to the Device in response to ARO
RegistrationRequest message. This message comtletBggistration protocol, and if successful, ¢emthe Device to
establish an Rl Context for this RI.

54241 Message description
ROAP-RegistrationResponse
Parameter
Status = “Success” Status # “Success”
Status M M
Session ID M 0]
RI URL M -
Certificate Chain (0] -
OCSP Response O -
Extensions (0] -
Signature M -

Table 4: Registration Response Message Parameters

Status indicates if the ROAP-RegistrationRequest message was successfully (Status = Success) handled or not.
In the latter case an error code as specified in Section 5.3.6 is sent.
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Session ID SHALL be identical to the Session ID of the preceding ROAP-RegistrationRequest (and ROAP-
RIHello) message. If the Session ID of the ROAP-RegistrationResponse does not equal the Session ID of the
corresponding ROAP-RIHello, the Device MUST terminate the protocol. The Session ID can be present only if the
Rights Issuer could detect the session identifier in the registration request.

RI URL: if the ROAP-RegistrationRequest message was successful (Status=Success) then the RI URL parameter
indicates the ROAP URL that SHOULD be stored in the RI Context. This URL can be used by the Device in later
interactions with the Rl to send ROAP requests. Section 5.1.7 defines the rules for ROAP URL selection. The
value of the parameter MUST be a URL according to [RFC2396], and MUST be an absolute identifier.

Certificate chain: This parameter MUST be present unless the preceding ROAP-RegistrationRequest message
contained the Peer Key ldentifier extension, the extension was not ignored by the RI, and its value identified the
RI's current key. When present, the value of a Certificate Chain parameter shall be a certificate chain including
the RI's certificate. The chain MUST NOT include the root certificate. The RI certificate must come first in the list.
Each following certificate must directly certify the one preceding it. If the Device indicated trust anchor
preferences in its ROAP-RegistrationRequest message, the Rl SHOULD select a certificate and chain which
chains back to one of the trust anchors in the Device's list. This mimics the features of [RFC3546]. For security
reasons the Device MUST discard the Registration Response if the hash of the complete DER-encoded
subjectPublicKeyIinfeomponent in the received RI certificate does not match the value of the RI ID from the
preceding RI Hello message.

The Device MAY store RI certificate verification data indicating that an RI certificate chain has been verified. The
purpose of this is to avoid repeated verification of the same certificate chain. The RI certificate verification data
stored in this way MUST uniquely identify the RI certificate and MUST be integrity protected. The Device
SHOULD check if the RI certificate chain received in this parameter corresponds to the stored certificate
verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device
MUST verify the RI certificate chain according to Section 6.2.

If an RI certificate is received that is not in the stored certificate verification data for this RI, and if the Device can
determine (in the case of Connected Devices and Unconnected Devices that support DRM Time) that the expiry
time of the received RI certificate is later than the RI Context for this RI, and the certificate status of the RI
certificate as indicated in the OCSP response is good (see [OCSP-MP]) then the Device MUST verify the
complete chain according to Section 6.2 and SHOULD replace the stored RI certificate verification data with the
received RI certificate data and set the RI context expiry time to that of the received RI certificate expiry time.

However, if the Device does store RI certificate verification data in this way, it MUST store the expiry time of the
RI's certificate (as indicated by the notAfter field within the certificate) in the Rl Context and MUST compare the
Device's current DRM Time with the stored RI certificate expiry time whenever verifying the signature on signed
messages from the RI. If the Device's current DRM Time is after the stored RI certificate expiry time, then the
Device MUST abandon processing the Rl message and MUST initiate the registration protocol.

OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's
certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This
parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-
RegistrationRequest (and the RI did not ignore that extension). An exception to this is when the Rl deems that the
Device's DRM Time is inaccurate. For the processing of this parameter, see further in Section 6.

Extensions: The following extensions are defined for the ROAP-RegistrationResponse message.

- Domain Name Whitelist: This extension allows an RI to specify a list of fully qualified domain names (as
defined in [RFC 2396]) that are to be regarded as trusted for the purposes of Silent and Preview headers.
The Device MUST store the domain names along in the RI Context for this Rl. The Device MUST be able to
use these domain names for processing DCFs containing the Silent header or a Preview header with method
“preview-rights” and a specified preview URL, as defined in section 5.2.2 of this document. The Device
MUST treat each domain name received in the Domain Name Whitelist as if it were a fully qualified domain
name that had been extracted from an Rl URL according to the conditions defined in section 5.2.2 of this
document. The Device MUST be capable of storing a minimum of 5 fully qualified domain names for each RI
Context supported on the Device.
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Signature is a signature on data sent in the protocol. The signature is made using the Rl's private key on the
previous message (ROAP-RegistrationRequest) and the current message (besides the Signature element itself).
The signature method is as follows:

— The previous message as received (that is, including the Signature element) and the current one except
the Signature element is canonicalized according to Section 5.3.3.

— The two messages are concatenated in their chronological order, starting with the ROAP-
RegistrationRequest message. The resulting data d is considered as input to the signature operation.

— The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the Registration protocol as successful
unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response
indicates that the RI certificate status is good . If the registration failed the Device MUST NOT store the RI Context
for this RI, otherwise the Device SHOULD store the RI Context for this RI.

The stored RI Context SHALL at a minimum contain: Device ID, riURL, RI ID, Selected Version, Selected
Algorithms, a Certificate Caching indication if the Rl has stored the Device certificate or not , and a reference to
the DRM Time for the trust model of the RI. The RI Context MAY also contain RI certificate validation data, OCSP
responder key and the current set of OCSP responses. The RI Context SHALL also contain an Rl Context Expiry
Time, which is defined to be the RI certificate expiry time. If the registration process has started with a
Registration Trigger that contained the <riAlias> element, the Rl Context SHALL also contain the riAlias. For
Unconnected Devices that do not support DRM Time, the RI Context is infinite i.e., it does not have an expiry
time. If the RI Context has expired, the Device MUST NOT execute any other protocol than the 4-pass
Registration protocol with this RI, and upon detection of RI Context expiry the Device SHOULD initiate the
Registration protocol using the URL as defined by the selection mechanism in section 5.1.7. The Device SHALL
have at most one RI Context with each RI. An existing Rl Context SHALL be replaced with a newly established RI
Context after successful re-registration with the same RI.

Note that any cached OCSP responses have their own validity period, which normally will be much shorter than
the validity period of the RI Context. Per [OCSP-MP], if an OCSP response does not have the nextUpdate
present, then the DRM Agent MUST not cache the OCSP response.

Devices and Rights Issuers MUST store the Device ID and RI ID that have been negotiated after the successful
registration protocol run.

5.4.2.4.2 Message syntax

The <registrationResponse> element specifies the ROAP-RegistrationResponse message, and constitutes the
last message in the Registration protocol. It has complex type roap:RegistrationResponse , which extends the
basic roap:Response type.

<element name="registrationResponse" type="roap:Reg istrationResponse"/>

<complexType name="RegistrationResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a registrationRequest message.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="riURL" type="anyURI"/>
<element name="certificateChain" type="roap :CertificateChain"
minOccurs="0"/>
<element name="ocspResponse" type="base64Bi  nary" minOccurs="0"
maxOccurs="unbounded"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
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</sequence>
<attribute name="sessionld" type="string"/>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the Domain Name Whitelist extension:

<complexType name="DomainNameWhiteList">
<complexContent>
<extension base="roap:Extension">
<sequence maxOccurs="5">
<element name="dn" type="string"/>
</sequence>
</extension>
</complexContent>
</complexType>

5.4.3 RO Acquisition
5431 RO Request

The ROAP-RORequest message is sent from a Deviae R to request Rights Objects. This messadgeififtst message

of the 2-pass RO Acquisition protocol.

543.1.1 Message description

ROAP-RORequest

Parameter Mandatory/Optional

Device ID M

Domain ID

RI'ID

Device Nonce

Request Time

RO Info

Certificate Chain

oo £ £ £ ZfoO

Extensions

Signature M

Table 5: RO Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section

5.4.2.4.1.

Domain ID, when present, identifies the Domain for which the requested ROs shall be issued.

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4.1.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in

section 5.3.10.

Request Time is the current DRM Time, as seen by the Device.
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RO Info identifies the requested Rights Object(s). The parameter consists of a (non-empty) set of Rights Object
identifiers identifying the requested Rights Objects, and for each RO identifier an optional hash of the DCF
associated with the requested RO. The DCF hash SHOULD be included when the Device is in possession of the
associated DCF, unless its inclusion, as determined by some vendor-specific algorithm, would be impractical (e.g.
due to the size of the DCF). If the 2-pass protocol is initiated by a ROAP Trigger, the Device SHOULD use the
<contentID> elements of the ROAP Trigger to identify the associated DCF(s) over which a DCF hash should be
calculated. The DCF hash, if computed, MUST be computed as specified in section 5.3 of [ DRMCF-v2] using the
SHA-1 algorithm.

If the RO refers to more than one (P)DCF, the DRM Agent MAY send multiple DCF Hashes (one per (P)DCF
referred by the RO) by duplicating the <rolD> in the <rolnfo> element. Refer to Annex G.1.6 for an example of the
multiple DCF Hashes case.

Certificate Chain: This parameter is sent unless it is indicated in the Rl Context that this Rl has stored necessary
Device certificate information. When present, the parameter value SHALL be as described for the Certificate
Chain parameter in the ROAP-RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-RORequest message:

— Peer Key ldentifier: An identifier for an Rl public key stored in the Device. If the identifier matches the stored
RI ID as specified in Section 5.4.2.4.1, or if the extension is empty, it means the Device has already stored
the RI ID and the corresponding RI certificate chain, and the RI need not send down its certificate chain in its
response message.

— No OCSP Response: Presence of this extension indicates to the Rl that there is no need to send any OCSP
responses since the Device has cached a complete set of valid OCSP responses for this RI.

— OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the
identifier matches the key in the certificate used by the RI's OCSP responder, the Rl MAY remove the OCSP
Responder certificate chain from the OCSP response before providing the OCSP response to the Device.

- Transaction Identifier: Allows a Device to provide the RI with information for tracking of transactions, for
example relating to loyalty programs (an example of this could be reward scheme information from the DCF
scheme). The Device SHOULD use the <contentID> elements of the ROAP Trigger, when present, to identify
the associated DCF(s) from which the TransactionID should be extracted. If no <contentID> elements have
been included in the trigger, then the Transaction Identifier SHOULD not be used.

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key
corresponding to the stored RI ID as specified in Section 5.4.2.4.1. The Device MUST send the No OCSP
Response extension if, and only if, it has a complete set of valid OCSP responses for the RI certificate chain. The
Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP
Responder key for this RI.

Signature is a signature on this message (besides the Signature element itself). The signature method is as
follows:

— The message except the Signature element is canonicalized according to Section 5.3.3.
— The result of the canonicalization, d, is considered as input to the signature operation.
— The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-RORequest message.
543.1.2 Message syntax

The <roRequest> element specifies the ROAP-RORequest message. It has complex type roap:RORequest ,
which extends the basic roap:Request type.

<element name="roRequest" type="roap:RORequest"/>

<complexType name="RORequest">
<annotation>
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<documentation xml:lang="en">
Message sent from Device to RI to requestan  RO.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="devicelD" type="roap:ldentif ier"/>
<element name="domainID" type="roap:Domainl  dentifier"
minOccurs="0"/>
<element name="rilID" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name="time" type="dateTime"/>
<element name="rolnfo">
<complexType>
<sequence maxOccurs="unbounded">
<element name ="rolD" type="ID"/>
<element name="dcfHash" minOccurs="0" >
<complexType>

<sequence>
<element name="hash" type="base 64Binary"/>

</sequence>

<attribute name="algorithm" type=  "anyURI”

default="http://www.w3.0rg/2000/09/xmldsig#s  hal"/>
</complexType>
</element>
</sequence>
</complexType>
</element>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the Transaction Identifier extension:

<complexType name="Transactionldentifier">
<complexContent>
<extension base="roap:Extension">
<sequence maxOccurs="unbounded”>
<element name="contentID" type="anyURI"/>
<element name="id">
<simpleType>
<restriction base="string">
<length value="16"/>
<[restriction>
</simpleType>
</element>
</sequence>
</extension>
</complexContent>
</complexType>
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5.4.3.2 RO Response

The ROAP-ROResponse message is sent from thetRé tDevice either in response to a ROAP-RORequestage (two-
pass variant) or by Rl initiative (one-pass valjalttcarries the protected ROs.

5.4.3.2.1 Message description

ROAP-ROResponse
Parameter

2-pass
Status = Succes

2-pass
Status# Success|

1-pass

Status

M

M

Device ID

RI'ID

|2 =

Device Nonce
Protected ROs

Certificate Chain
OCSP Response

ool Ol Zf X X L

Extensions

| o| 0| =

Signature M -

Table 6: RO Response Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code specified in
Section 5.3.6 is sent.

Device ID identifies the requesting Device, in the same manner as in the ROAP-DeviceHello message as
specified in section 5.4.2.1.1. The value returned here MUST equal the Device ID sent by the Device in the
ROAP-RORequest message that triggered this response in the 2-pass ROAP. In the 1-pass ROAP, the value
MUST equal the stored Device ID of the recipient Device as defined in Section 5.4.2.4.1. If the Device ID is
incorrect, the ROAP-ROResponse processing will fail and the Device MUST discard the received ROResponse
PDU.

RI ID identifies the RI. In the 2-pass protocol, the value MUST equal the RI ID sent by the Device in the preceding
ROAP-RORequest message. In the 1-pass protocol, the value MUST equal the stored RI ID as specified in
Section 5.4.2.4.1.

Device Nonce: This parameter, if present (2-pass), MUST have the same value as the corresponding parameter
value in the preceding ROAP-RORequest. If the Device Nonce is incorrect, the ROAP-ROResponse processing
will fail and the Device MUST discard the received ROResponse PDU.

Protected RO(s) are the Rights Objects (in the form of <ProtectedRO> elements), in which sensitive information
(such as content encryption keys, CEKS) is encrypted.

Certificate Chain: This parameter MUST be present unless a preceding ROAP-RORequest message contained
the Peer Key ldentifier extension, the extension was not ignored by the RI, and its value identified the RI's current
key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate Chain
parameter of the ROAP-RegistrationResponse message

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate
verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device
MUST verify the RI certificate chain and MUST compare the hash of the complete DER-encoded
subjectPublicKeyIinfeomponent in the received RI certificate with the RI ID from the request. If an RI certificate is
received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI
certificate is later than the RI Context for this RI, and the certificate status of the RI certificate as indicated in the
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OCSP response is good, then the Device MUST verify the complete chain and SHOULD replace the stored RI
certificate verification data with the received RI certificate data and set the RI context expiry time to that of the
received RI certificate expiry time.

OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the Rl's
certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element. This
parameter will not be sent if the Device sent the Extension No OCSP Response in a preceding ROAP-
RORequest (and the RI did not ignore that extension). For the processing of this parameter, see further Section 6.

Extensions: The following extensions are defined for the ROAP-ROResponse message:

— Transaction Identifier: Allows an RI to provide a Device with information for tracking of transactions, for
example relating to loyalty programs (an example of this could be reward scheme information from the DCF).
The RI MUST NOT include a Transactionldentifier ROAP extension in the ROResponse when the
ROResponse contains a RO bound to a GroupID as specified in section 9.7, or a parent ID as defined in
section 9.5. Upon reception of a ROResponse containing a Transactionldentifier ROAP extension and a RO
bound to a GrouplD a Device MUST ignore the Transactionldentifier ROAP extension.

Signature is a signature on data sent in the protocol. The signature is computed using the RI's private key and the
current message (besides the Signature element itself). The signature method is as follows:

— All elements except the Signature element are canonicalized according to Section 5.3.3.
— The resulting data d is considered as input to the signature operation.
— The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUST NOT accept the RO acquisition as successful unless the
signature verifies, the RI certificate chain has been successfully verified, and the OCSP response indicates that
the RI certificate status is good. If the acquisition protocol failed, the Device MUST NOT install the received ROs.

Before installing any received ROs that are stateful (indicated by the stateful attribute of the <ro> element), the
Device MUST apply the RO Replay protection described in the Replay Protection Section.

5.4.3.2.2 Message syntax

The <roResponse> element specifies the ROAP-ROResponse message. It has complex type
roap:ROResponse , which extends the basic roap:Response type.

<element name="roResponse" type="roap:ROResponse"/>

<complexType name="ROResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a roRequest message.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="devicelD" type="roap:ldentif ier"/>
<element name="rilD" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce" min Occurs="0"/>
<element name="protectedRO" type="roap:Prot  ectedRO" maxOccurs="unbounded"/>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="ocspResponse" type="base64Bi  nary" minOccurs="0" maxOccurs="unbounded"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
</sequence>
</extension>
</complexContent>
</complexType>

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-DRM-V2_0_2-20080226-A Page 52 (152)

The roap:ProtectedRO type is defined in The Protected Rights Object payload type section.

5.4.4 Domain Management
54.4.1 Join Domain Request

The ROAP-JoinDomainRequest message is sent from a Device to an Rl and is a request to join a Domain. This
message is the first of the 2-pass Join Domain protocol.

544.1.1 Message description

ROAP-JoinDomainRequest

Parameter Mandatory/Optional
DevicelD M
RI'ID

Device Nonce

Request Time

Domain Identifier

Certificate Chain

ool = X £ L

Extensions

Signature M

Table 7: Join Domain Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section
5.4.2.4.1.

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4.1.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in
section 5.3.10.

Request Time is the current DRM Time, as seen by the Device. Connected Devices and Unconnected Devices
that support DRM Time MUST insert their current DRM Time. Unconnected Devices that do not support DRM
Time MUST use the value “Undefined ".

Domain Identifier shall identify the Domain the Device wishes to join.

Certificate Chain: This parameter is sent unless Certificate Caching is indicated in the Rl Context with this RI.
When present, the parameter value shall be as described for the Certificate Chain parameter in the ROAP-
RegistrationRequest message.

Extensions: The following extensions are defined for the ROAP-JoinDomainRequest message:

— Peer Key Identifier: An identifier for an RI public key stored in the Device. If the identifier matches the stored
RI ID as specified in Section 5.4.2.4.1 or if it is empty, it means the Device has already stored the RI ID and
the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response
message.

— No OCSP Response: Presence of this extension indicates to the Rl that there is no need to send any OCSP
responses since the Device has cached a complete set of valid OCSP responses for this RI.

— OCSP Responder Key Identifier: This extension identifies an OCSP responder key stored in the Device. If the
identifier matches the key in the certificate used by the RI's OCSP responder, the Rl MAY remove the OCSP
Responder certificate chain from the OCSP response before providing the OCSP response to the Device.
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— Hash Chain Support: When this extension is present, it signals that the client supports a technique of
generating Domain Keys through hash chains, see section 8.8.1.

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key
corresponding to the stored RI ID as specified in Section 5.4.2.4.1. The Device MUST send the No OCSP
Response extension if, and only if, it has a complete set of valid OCSP responses for the RI's certificate chain.
The Device MUST send the OCSP Responder Key Identifier extension if, and only if, it has stored an OCSP
Responder key for this RI. The Device MUST send the Hash Chain Support extension if, and only if, it supports
hash-chained Domain keys.

Signature is a signature on this message (excluding the Signature element itself). The signature method is as
follows:

— The message except the Signature element is canonicalized according to Section 5.3.3.
— The result of the canonicalization, d, is considered as input to the signature operation.

— The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.

The RI MUST verify the signature on the ROAP-JoinDomainRequest message.

54.4.1.2 Message syntax

The <joinDomainRequest> element specifies the ROAP-JoinDomainRequest message. It has complex type
roap: DomainRequest , which extends the basic roap:Request type. Note that this type is used both for join and
leave Domain request messages.

<element name="joinDomainRequest" type="roap:Domain Request"/>

<complexType name="DomainRequest">
<annotation>
<documentation xml:lang="en">
General PDU for sending domain-related reques ts from a Device to an RI.
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="devicelD" type="roap:ldentif ier"/>
<element name="rilD" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name="time" type="roap:dateTimeOrU  ndefined"/>
<element name="domainID" type="roap:Domainl  dentifier"/>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the roap:Domainldentifier type. The last three characters (digits)
represent the Domain Generation (see section 8.8 for further information). The other, preceding characters
represent the Domain baselD. Ris will always respond with the Domain Key corresponding to the most recent
Domain Generation and, if hash chains are not supported, all earlier Domain Keys for this Domain too.

<simpleType name="Domainldentifier">
<restriction base="string">
<pattern value=".{1,17}\d{3}"/>
<[restriction>
</simpleType>
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The following schema fragment defines the Hash Chain Support extension:

<complexType name="HashChainSupport">
<complexContent>
<extension base="roap:Extension"/>
</complexContent>
</complexType>

5.4.4.2 Join Domain Response

The ROAP-JoinDomainResponse message is sent by an Rl to a Device in response to a ROAP-
JoinDomainRequest message. This message is the second message in the 2-pass protocol to join a Device to a
Domain.

5.44.2.1 Message description

ROAP-JoinDomainResponse
Parameter

Status = “Success” Status # “Success”
M

Status

Device ID
RI ID

Device Nonce

Domain Info

Certificate chain
OCSP Response

o|lo|o| XXX L

Extensions

Signature

<

Table 8: Join Domain Response Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code as specified in
Section 5.3.6 is sent.

Device ID identifies the requesting Device. The value returned here MUST equal the Device ID sent by the Device
in the ROAP-JoinDomainRequest message that triggered this response.

RI ID identifies the RI. The value returned here MUST equal the RI ID sent by the Device in the preceding ROAP-
JoinDomainRequest message.

Device Nonce: This parameter MUST have the same value as the corresponding parameter value in the
preceding ROAP-JoinDomainRequest. If the Device Nonce is incorrect, the ROAP-Join Domain Response
processing will fail and the Device MUST discard the received Join Domain Response PDU.

Domain Info: This parameter carries Domain keys (encrypted using Device’s public key) as well as information
about the maximum lifetime of the Domain. Devices MAY use a shorter lifetime than suggested by the RI.

Certificate Chain: This parameter MUST be present unless a preceding ROAP-JoinDomainRequest message
contained the Peer Key ldentifier extension, the extension was not ignored by the RI, and its value identified the
RI's current key. When present, the value of a Certificate Chain parameter shall be as described for the Certificate
Chain parameter of the ROAP-RegistrationResponse message.

The Device SHOULD check if the RI certificate chain received in this parameter corresponds to stored certificate
verification data for this RI. If so, the Device need not verify the RI certificate chain again, otherwise the Device
MUST verify the RI certificate chain and MUST compare the hash of the complete DER-encoded
subjectPublicKeyIlnfeomponent in the received RI certificate with the RI ID from the request. If an RI certificate is
received that is not in the stored certificate verification data for this RI, and if the expiry time of the received RI
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certificate is later than the Rl Context for this RI, and the certificate status of the RI certificate as indicated in the
OCSP response is "good," then the Device MUST verify the complete chain and SHOULD replace the stored RI
certificate verification data with the received RI certificate data and set the RI context expiry time to that of the
received RI certificate expiry time.

OCSP Response: This parameter, when present, SHALL be a complete set of valid OCSP responses for the RI's
certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element.
This parameter will not be sent if the Device sent the Extension No OCSP Response in the preceding ROAP-
JoinDomainRequest (and the RI did not ignore that extension). For the processing of this parameter, see further
Section 6.

Extensions: The following extension is currently defined for the ROAP-JoinDomainResponse message:

— Hash Chain Support: When this extension is present it indicates that the Rl is using the technique of
generating Domain Keys through hash chains described in the Domains Section. The RI MUST NOT include
this extension in the ROAP-JoinDomainResponse unless the same extension was received in the preceding
ROAP-JoinDomainRequest. If the Device receives the Hash Chains Support extension then it needs only
store the latest Domain Key for a given Domain.

Signature is a signature on this message (besides the Signature element itself). The signature method is as
follows:

— The message except the Signature element is canonicalized according to Section 5.3.3.
— The result of the canonicalization, d, is considered as input to the signature operation
— The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.

The Device MUST verify this signature. A Device MUST NOT accept the Join Domain protocol as successful
unless the signature verifies, the RI certificate chain has been successfully verified, and the OCSP response
indicates that the RI certificate status is good. If the Join Domain protocol failed the Device MUST NOT store a
Domain Context, otherwise the Device MUST store the resulting Domain Context.

The stored Domain Context SHALL at a minimum contain: The Domain ID (which includes the Domain
Generation), the Domain Context Expiry Time, and, if applicable, an indication that the RI supports hash-chained
Domain Keys. . If the process of joining a domain has started with a Domain Trigger that contained the
<domainAlias> element, the Domain Context SHALL also contain the Domain Alias. If the Device and RI both
support hash chains, the Domain Context SHALL contain the Domain Key corresponding to the highest known
generation, otherwise the Domain Context SHALL contain all Domain Keys of all Domain Generations. As
Domain ROs are signed the DRM Agent needs to have the RI Public Key to validate distributed Domain ROs.
Devices supporting domains MUST store the RI Public Key in either the Domain Context or the Rl Context.

A Device MUST NOT install any Domain ROs for a Domain whose Domain Context has expired. In the case of
Unconnected Devices that do not support DRM Time, the Domain Context does not expire and hence has a value
that is infinite, as indicated in the Domaininfo:NotAfter element.

NOTE: Rights Issuers should carefully consider the security implications of using the value “Infinite” for Devices
that support DRM Time.

A Device MAY have several Domain Contexts with an RI.

5.4.42.2 Message syntax

The <joinDomainResponse> element specifies the ROAP-JoinDomainResponse message. It has complex type
roap:JoinDomainResponse , which extends the basic roap:Response type.

<element name="joinDomainResponse" type="roap:JoinD omainResponse"/>

<complexType name="JoinDomainResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a joinDomainRequest.
</documentation>
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</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="devicelD" type="roap:ldentif ier"/>
<element name="rilD" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name="domainInfo" type="roap:Domai  ninfo"/>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="ocspResponse" type="base64Bi  nary" minOccurs="0" maxOccurs="unbounded"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
</sequence>
</extension>
</complexContent>
</complexType>

The following schema fragment defines the Domaininfo type:

<complexType name="DomainInfo">
<sequence>
<element name="notAfter" type="roap:date TimeOrl nfinite"/>
<element name="domainKey" type="roap:ProtectedD = omainKey" maxOccurs="unbounded"
form="qualified"/>
</sequence>
</complexType>

<simpleType name="date TimeOrInfinite">
<union memberTypes="dateTime roap:InfiniteString" />
</simpleType>

<simpleType name="InfiniteString">
<restriction base="string">
<enumeration value="Infinite"/>
</restriction>

</simpleType>

The <notAfter> element expresses, in UTC, the expiry time of the Domain Context. The value "Infinite”
indicates infinite lifetime of the Domain Context.

The <domainKey> element contains the wrapped Domain key and a key-confirming MAC key, see below.

<complexType name="ProtectedDomainKey">
<sequence>
<element name="encKey" type="xenc:EncryptedKeyT  ype"/>
<element name="rilD" type="roap:Identifier"/>
<element name="mac" type="base64Binary"/>
</sequence>
</complexType>

The <encKey> element contains a MAC key, Kuac, and a Domain Key, Kp, wrapped as specified in the Key
Management section 7. The value of the <encKey> element's Id attribute must equal the value of the
<domainID> element in the preceding ROAP-JoinDomainRequest message, save for the Domain Generation
part. If Hash Chains are supported by both the Device and the RI, only the Domain Key corresponding to the most
recent Domain Generation SHOULD be included, otherwise all Domain Keys for all Domain Generations MUST
be included (including their domain identifiers as Id attributes). The child of the <ds:KeyInfo> element inside the
<encKey> element SHALL be the <roap:X509SPKIHash> element, identifying a particular DRM Agent's public
key through the hash of the subjectPublicKeyinfo value in its certificate.
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The <rilD> element is necessary for key confirmation purposes. A Device MUST verify that it has the same value
as the <rilD> element of the ROAP-JoinDomainResponse message itself.

The <mac> element provides key-confirmation through a MAC on the canonical version according to Section
5.3.3 of the <domainKey> element (excluding the <mac> element itself) using the MAC key Kyac Wrapped in the
<encKey> element. The MAC algorithm to use is defined by the Rl Context. Devices MUST NOT install domain
keys where the MAC is invalid.

5.4.4.3 Leave Domain Request

The ROAP-LeaveDomainRequest message is sent freeakice to the RI. This message is the first ngsgathe 2-pass
protocol for removing a Device from a Domain.

5.443.1 Message description

ROAP-LeaveDomainRequest

Parameter Mandatory/Optional
DevicelD M
RIID

Device Nonce

Request Time

Domain Identifier

Certificate Chain

O|lo| =X X £ L

Extensions

Signature M

Table 9: Leave Domain Request Message Parameters

Device ID identifies the requesting Device. The value MUST equal the stored Device ID as specified in Section
5.4.2.4.1.

RI ID identifies the authorizing RI. The value MUST equal the stored RI ID as specified in Section 5.4.2.4.1.

Device Nonce is a nonce chosen by the Device. Nonces are generated and used in this message as specified in
section 5.3.10.

Request Time is the current DRM Time, as seen by the Device. Connected Devices and Unconnected Devices
that support DRM Time MUST insert their current DRM Time. Unconnected Devices that do not support DRM
Time MUST use the value “Undefined ".

Domain Identifier identifies the Domain.

Certificate Chain: This parameter is sent unless Certificate Caching is indicated in the Rl Context with this RI.
When present, the parameter value shall be as described for the Certificate Chain parameter in the ROAP-
RegistrationRequest message.

Extensions: The following extension is currently defined for the ROAP-LeaveDomainRequest message:

— Not a Domain Member: Presence of this extension indicates to the RI that the Device does not consider
itself a member of this Domain (even though it is sending a request for the RI to remove it from the
Domain). This could happen, for example, if the Device already has left the Domain, but receives a new
trigger to leave it (perhaps because the RI never received the previous ROAP-LeaveDomainRequest).
This extension MUST be included in the request if the Device is not a member of the identified Domain.
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Signature is a signature on this message (excluding the Signature element itself). The signature method is as
follows:

— The message except the Signature element is canonicalized according to Section 5.3.3.

— The result of the canonicalization, d, is considered as input to the signature operation.

— The signature is calculated on d in accordance with the rules of the negotiated signature algorithm.
The RI MUST verify the signature on the ROAP-LeaveDomainRequest message.

The Device MUST ensure that the Domain Context of the corresponding Domain is deleted before sending the
ROAP-LeaveDomainRequest to the RI.

5.4.4.3.2 Message syntax

The <leaveDomainRequest> element specifies the ROAP-LeaveDomainRequest message. It has complex type
roap:DomainRequest , which extends the basic roap:Request type.

<element name="leaveDomainRequest" type="roap:Domai nRequest"/>
The following schema fragment defines the Not a Domain Member extension:

<complexType name="NotDomainMember">
<complexContent>
<extension base="roap:Extension"/>
</complexContent>
</complexType>

5.4.4.4 Leave Domain Response

The ROAP-LeaveDomainResponse message is sent by an Rl to a Device in response to a ROAP-
LeaveDomainRequest message. This message is the second message in the 2-pass protocol for removing a
Device from a Domain.

5.44.4.1 Message description
ROAP-LeaveDomainResponse
Mandatory/Optional
Parameter
Status = "Success" | Status# "Success"
Status M M
Device Nonce M -
Domain Identifier M -
Extensions (0] -

Table 10: Leave Domain Response Message Parameters

Status indicates if the request was successfully handled or not. In the latter case an error code defined in section
5.3.6 is sent.

Device Nonce is the nonce sent by the Device. This parameter MUST have the same value as the corresponding
parameter value in the preceding ROAP-LeaveDomainRequest. If the Device Nonce is incorrect, the ROAP-
Leave Domain Response processing will fail and the Device MUST discard the received Leave Domain Response
PDU.

Domain Identifier identifies the Domain from which the RI removed the Device. The Domain Generation part of
the Domain Identifier SHALL be ignored.

Extensions: No extensions are currently defined for the ROAP-LeaveDomainResponse message.
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The RI sends the ROAP-LeaveDomainResponse after having deleted the association of this Device to the
Domain (i.e. updated the Domain membership status).

5.4.4.4.2 Message Syntax

The <leaveDomainResponse> element specifies the ROAP-LeaveDomainResponse message. It has complex
type roap:LeaveDomainResponse , which extends the basic roap:Response type.

<element name="leaveDomainResponse" type="roap:Leav = eDomainResponse"/>

<complexType name="LeaveDomainResponse">
<annotation>
<documentation xml:lang="en">
Message sent from RI to Device in response to  a leaveDomainRequest
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="nonce" type="roap:Nonce"/>
<element name="domainID" type="roap:Domainl  dentifier"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>
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6. Certificate Status Checking & Device Time
Synchronization

6.1 Certificate status checking by RI

For each request signed by the Device that requires the RI to perform substantial or security-related processing,
the RI MUST check the signature, expiry date (validity), and the revocation status of all certificates in the Device
certificate chain.

6.2 Certificate status checking by DRM Agents

A Device MUST verify signed RI responses and ROs. The signature verification MUST include a check of the
validity of all the certificates in the RI certificate chain, and of the revocation status of all revocable certificates in
the RI certificate chain, with the exception that in the Domain RO installation process, revocation status check
MAY be omitted as specified in 8.7.2.1. To allow the Device to do the certificate status check, the Rl MUST
include OCSP responses for all revocable certificates in the RI certificate chain when sending signed responses
to the Device. The only exception to this is when the Device has sent the No OCSP Response extension in the
request that triggered the RI response. In case of a ROAP-RegistrationResponse containing a nonce-based
OCSP response the Device MUST first process the OCSP response as specified in 6.3. The determination of
which certificates in an RI certificate chain are revocable is deemed to be part of the trust model of the root of
trust of that chain. In case the root of trust does not specify such a policy, devices SHALL assume a default
model. In the default model only the RI certificate is revocable and requires an OCSP response to prove its
status.

A Device which did not send the No OCSP Response extension in its ROAP-Request message MUST check that
an OCSP response is present in the received ROAP-Response message. If no OCSP response is present then
the Device MUST abort the protocol.

When providing OCSP responses to Devices that do support DRM time, the RI MAY disregard whether a nonce is
present in an OCSP response or not. The exception to this is when the Rl deems the Device's time to be out of
sync during Registration, see further Section 6.3.

To reduce the load on OCSP responders, RIs SHOULD use locally cached OCSP responses to the extent
possible. However, per [OCSP-MP], if an OCSP response does not have the nextUpdate present, then the RI
MUST NOT cache the OCSP response.

Unconnected Devices that do not support DRM Time will not be able to use time-based OCSP responses.
Because of this, RIs SHOULD only use nonce-based OCSP responses (with the nonce supplied by the Device)
when communicating with Unconnected Devices that do not support DRM Time.

The Device MUST verify that the OCSP-provided status of all revocable certificates in the RI certificate chain is
good . A Device MUST be able to detect that an OCSP responder certificate is non-revocable through the use of
the id-pkix-ocsp-nocheck extension (see further Appendix D).

DRM Agents MUST support all client requirements in [OCSP-MP] with the following exceptions:
 DRM Agents need not be able to generate OCSP requests
 DRM Agents need only be able to handle OCSP responses with one SingleResponse  value

 DRM Agents need not support the authoritylnfoAccess certificate extension (as they will not contact
OCSP responders directly)

 DRM Agents need not support OCSP over HTTP/1.1 (as they will not contact OCSP responders directly)

Devices MUST be able to match a nonce sent for OCSP purposes in the ROAP protocol with a nonce in the
received OCSP response.
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6.3 Device DRM Time Synchronization

An RI, which receives a ROAP-RORequest or a ROAREJomainRequest, and detects that the Device's ORM as
specified in the request is inaccurate, SHALL regpwith the status code DeviceTimeError. A Devieeeiving this status
code SHOULD attempt to re-register with the RI biiating the Registration protocol.

An RI, which receives a ROAP-RegistrationRequesd, detects that the Device's time as specifiedérréquest is
inaccurate, MUST send an OCSP request to its relgppand include the nonce sent by the DeviceerQESP request. The
nonce-based OCSP response returned from the OGB&ner MUST be included in the RegistrationRespomsssage
sent back to the Device.

To ensure DRM time synchronization interoperahilRyghts Issuers MUST place the value of the nas#ained within
the ROAP-RegistrationRequest into the OCSP extré/situcture as a DER encoded OCTET STRING.

For example, if the octet representation of theeaf the nonce contained within the ROAP-Regigtn&equest is “9C ED
FO 3F 24 D7 72 8D 57 C6 C7 44 D1 07 72 F8”, thengtfoper encoding of this value into the OCSP eata¥ structure is
as described in the following table.

> ASN.1 > DER Encoding (HEX)
> SEQUENCE { » 30 1F
OBJECT IDENTIFIER 06 09
ocspNonce (1 3 6 1 5 5 7 48 1 2) 2B 06 01 05 05 07 30 01 02
OCTET STRING, encapsulates { 04 12
OCTET STRING 04 10
9C ED FO 3F 24 D7 72 8D 57 C6 C7 44 D1 07 72 F8 9C ED FO 3F 24 D7 72 8D 57 C6 C7 44 D1 07 72

} E8
1

A Device, which receives a ROAP-RegistrationRespangssage containing a nonce-based OCSP respoase tiva nonce
in the OCSP response matches the nonce sent Detfiee’'s ROAP-RegistrationRequest, MUST validaee@CSP
response and the expiry time of all certificatesrfthe OCSP responders certificate chain usinginiein theproducedAt
component of the OCSP response. Assuming this waessful, the Device MUST adjust the DRM Timetfor current
trust model to the time in theoducedAttomponent of the OCSP response. The validatioheoRegistrationResponse (and
of the Rights Issuers certificate expiry times)lsba performed afterwards by using this DRM Tirbkwconnected Devices
that do not support DRM Time SHALL also use thisdito validate the RegistrationResponse and magfdt afterwards.
Barring network latency and response times, theqatore described here will synchronize the DevibddM Time with the
OCSP responder's.

To avoid excessive re-registrations and a high a®CSP responders,

* Rights Issuers MUST use the time obtained fromQRESP responders as its reference time in ordedigej the
inaccuracies in the Device’s DRM Time.

» Rights Issuers SHOULD allow for a reasonable dnithe Device’s DRM Time.

» Connected Devices and Unconnected Devices thabstupfM Time should maintain DRM Time to an accyrac
of 120ppm (this equates to approximately 60 minptsyear).

Connected Devices MUST support DRM Time.

Unconnected Devices are RECOMMENDED to support DRMe. An Unconnected Device might not support DRivh@
because it is considered too onerous for a linfitedtionality Device, but, in order to maximize tbecurity of the overall
OMA DRM Version 2 system, implementers are encoedag implement Unconnected Devices supporting DRilve
whenever possible.
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7. Key Management

7.1  Cryptographic Components
7.1.1 RSAES-KEM-KWS

RSA-KEM-KWS is an asymmetric encryption scheme defined in [X9.44] and based on the "generic hybrid cipher”
in [ISO/IEC 18033]. In this scheme, the sender uses the recipient's public key to securely transfer symmetric-key
material to the recipient. Specifically, given the recipient's public RSA key P=(m,e), consisting of a modulus m and
a public exponent e, the sender generates a value Z as a statistically uniform random integer in the interval
[0,...,m-1]. The value Z is then converted to a key-encryption key KEK as follows:

KEK = KDF(I20SP(Z,mLen) NULL, kekLen)

where KDF is defined below, I20SP converts a nonnegative integer to an octet string of a specified length and is
defined in [PKCS-1], mLen is the length of the modulus m in octets, NULL is the empty string, and kekLen shall
be set to the desired length of KEK (in octets).

Given KEK, a key-wrapping scheme WRAP and the symmetric key material K to be transported, the sender
wraps K to get ciphertext C,:

C, = WRAP(KEK, K)
After this, the sender encrypts Z using the recipient's public RSA key P to yield C;:
c; = RSA.ENCRYPT(P,2)
C. =120SP(c4, mLen)
Where RSA.ENCRYPT is the cryptographic primitive RSAEP in [PKCS-1] defined by
RSA.ENCRYPT(P,Z) = Z° mod m

The scheme output is C = C; | C, (C; concatenated with C,) which is transmitted to the recipient. The decryption
operation follows straightforwardly: the recipient recovers Z from C, using the recipient’s private key, converts Z to
KEK, and then unwraps C, to recover K.

7.1.2 KDF

KDF is equivalent to the key derivation function KDF2 defined in [X9.44] (and KDF in [X9.42], [X9.63]). It is
defined as a simple key derivation function based on a hash function. For the purposes of this specification, the
hash function shall be SHA-1.

KDF takes three parameters: the shared secret value Z: an octet string of (essentially) arbitrary length, otherinfo:
other information for key derivation, an octet string of (essentially) arbitrary length (may be the empty string), and
kLen: intended length in octets of the keying material. kLen shall be an integer, at most (232 — 1)hLen where hLen
is the length of the hash function output in octets. The output from KDF is the key material K, an octet string of
length kLen. The operation of KDF is as follows (note that ' n " below denotes the smallest integer larger than, or
equal to, n):

1) Let T be the empty string.
2) For counter from 1 to[ kLen / hLen 1, do the following:

Let D = 4-byte, unsigned big-endian representation of counter’

! Example: Ifcounter = 946,D will be 00 00 03 b2
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Let T =T | Hash (Z | D | otherInfo).

3) Output the first kLen octets of T as the derived key K.

7.1.3 AES-WRAP

AES-WRAP is the symmetric-key wrapping scheme based on AES and defined in [AES-WRAP]. It takes as input
a key-encryption key KEK and key material K to be wrapped. The scheme outputs the result C of the wrapping
operation:

C = AES-WRAP(KEK, K)
7.2 Key Transport Mechanisms
7.2.1  Distributing Kyac and Krex under a Device Public Key

This section applies when protecting a Rights Object for a Device.

Kmac and Kgrex are each 128-bit long keys generated randomly by the sender. Kgek ("Rights Object Encryption
Key") is the wrapping key for the content-encryption key Kcek in Rights Objects. Kyac is used for key confirmation
of the message carrying Kgex.

The asymmetric encryption scheme RSAES-KEM-KWS shall be used with the AES-WRAP symmetric-key
wrapping scheme to securely transmit Kyac and Kgek to a recipient Device using the Device's RSA public key. An
independent random value Z as described in section 7.1.1 shall be chosen for each encryption operation. For the
AES-WRAP scheme, Kyac and Kgex are concatenated to form K, i.e.:

KEK = KDF(120SP(Z, mLen), NULL, kekLen)
C, = AES-WRAP(KEK, Kyac | Krek)
C;1 = I20SP(RSA.ENCRYPT(PubKeypeyice, Z), mLen)
C=Ci|C,

where kekLen shall be set to 16 (128 bits) and mLen is the length of the modulus of the Device’s RSA public key
in octets. In this way, AES-WRAP is used to wrap 256 bits of key data (Kyac | Krex) With a 128-bit key-encryption
key (KEK).

After receiving C, the DRM Agent splits it into C; and C, and decrypts C; using its private key (consisting of a
private exponent d and the modulus m), yielding Z:

C,|C,=C
¢, = OS2IP(C4, mLen)
Z = RSA.DECRYPT(PrivKeYpevice, C1) = cld mod m
where OS2IP converts an octet string to a nonnegative integer and is defined in [PKCS-1].
Using Z, the Device can derive KEK, and from KEK unwrap C, to yield Kyac and Kgrek.:
KEK = KDF(120SP(Z, mLen), NULL, kekLen)
Kwac | Krexk = AES-UNWRAP(KEK, C,)

The following URI shall be used to identify this key transport scheme in <xenc:EncryptionMethod> elements:

http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128

7.2.2 Distributing Kp and Kyac under a Device Public Key

This section applies when provisioning a Device with a Domain key, Kp.
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Kp is the symmetric key-wrapping key used when protecting Kgex and Kyac in a Rights Object issued to a Domain
D. Kp is a 128-bit long AES key generated randomly by the sender and shall be unique for each Domain D. Kyac
is used for key confirmation of the message carrying Kp.

In this case, exactly the same procedure as in the previous section shall be used, the only difference being the
replacement of Kggk with Kp.

7.2.3  Distributing Kyac and Kgex under a Domain Key Kp

This section applies when protecting a Rights Object for a Domain.

The key-wrapping scheme AES-WRAP SHALL be used. KEK in AES-WRAP SHALL be set to Kp and K to the
concatenation of Kyac and Kgek, i.€.:

C= AES-WRAP(KD, KMAC | KREK)
After receiving C, the DRM Agent decrypts C using Kp:
KMAC | KREK = AES'UNWRAP(KD, C)

The following URI shall be used to identify this key transport scheme in <xenc:EncryptionMethod> elements:

http://www.w3.0rg/2001/04/xmlenc#kw-aes128

7.3 Use of Hash Chains for Domain Key Generation

To simplify Domain Key management when several generations of a Domain are expected (see section 8 for
information on Domains), an Rl may elect to make use of hash chains, and derive later Domain Keys from earlier
ones. The procedure to do this is as follows: When creating the Domain, the RI generates a master Domain key,
Ku. The RI then applies KDF on Ky, at least as many times n as the RI believes there will be generations of the
Domain:

DK, = Ky
DKp.1 = KDF(DK,, NULL, kekLen)
DK, = KDF(DK, 1, NULL, kekLen)

DKy = KDF(DK3, NULL, kekLen)
where kekLen = 16 and DK represents the domain key with generation number j.

The result, DKq, is then distributed as described in section 5.4.4.2 as the first key (generation number 0) for
Domain D. When a Device in a Domain has been revoked, or the RI otherwise decides to create a new Domain
generation (shift Domain key), the Rl computes and distributes DK;. Devices supporting this mechanism therefore
only need to store DK;, for the latest received Domain generation i, since for any earlier generation j (j < i), DK; can
be computed as:

DK, = KDF(DK;, NULL, 16)
DK, = KDF(DK;1, NULL, 16)
... (i—]j applications of KDF)
DK = KDF(DKj.1, NULL, 16)

RIs supporting this mechanism only need to store the current generation number i, the maximum number of
generations n, and the Domain master key Ky.

Support for this mechanism is optional, both for RIs and Devices. As described in sections 5.4.4.1.1 and 5.4.4.2.1,
the Device and RI negotiate the use of this mechanism during the 2-pass Domain join protocol.
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8. Domains

8.1 Overview

A Domain is a set of Devices that possess a common Domain Key provisioned by a Rights Issuer. Devices in a
Domain may share Domain Rights Objects and are able to consume and share any DCFs controlled by Domain
Rights Objects.

The OMA DRM Domain concept is network centric. An Rl defines the Domains, manages the Domain Keys, and
controls which and how many Devices are included and excluded from the Domain. A user may request to add
Devices to a Domain before acquiring Domain-bound content, or make these requests incrementally after
receiving Domain-bound content.

A Domain is associated with a unique Domain Identifier, which includes a Domain Generation counter, and one or
more Domain Keys. Multiple Domain Keys are a result of Domain upgrades performed by the Rights Issuer that
manages the Domain. Each Domain Key corresponds to a specific Domain Generation. The value of the Domain
Generation counter indicates the number of upgrades performed on the Domain.

Devices may join multiple Domains managed by one or more RIs.

8.2 Device Joins Domain

To join a Domain, a Device must have an RI Context established with the RI administering the Domain. A Device
joining a Domain is the process of an Rl authorizing a particular Device to be able to use all ROs for this Domain.
When a Device joins a Domain it receives the necessary Domain information to be able to install Domain ROs.

A Device executes the Join Domain protocol (see 5.4.4) to join a given Domain. The result of a successful
execution is the establishment in the Device of a Domain Context for the given Domain. The Domain Context
includes Domain Key(s), Domain Identifier(s) and a Domain Expiry Time.

A Device MAY join multiple Domains managed by one or more RIs.
The Join Domain protocol is triggered by the <joinDomain> ROAP trigger.

If a Device joins a Domain with multiple Domain Generations (i.e. a Domain where more than one Domain Keys
have been issued), the RI SHOULD issue to the Device the Domain Keys of all previous generations of the
Domain, to allow use of all ROs bound to this Domain. But, if both the Device and RI are using the hash chain
mechanism, the RI only needs to supply the most recent generation Domain key.

8.3 Domain RO Acquisition & Consumption

Domain ROs can be acquired by the same mechanism as Device ROs, using the 2-pass RO Request/Response
protocol or the 1-pass RO Response protocol. The Device specifies the Domain Identifier in the RO Request.
Domain ROs can also be acquired without being wrapped in a ROAP PDU, e.g. delivered to Devices as a result
of a browsing session.

In order to consume a Domain RO, a Device MUST have a Domain Context for the Domain that the RO refers to.
A Device MAY continue to consume Domain ROs that belong to a Domain where the Domain Context has
expired. See section 8.7.2.1 for the procedures for installing Domain ROs.

8.4 Device Leaves a Domain

In order for a Device to leave a Domain, it must assure the RI that it has deleted all information about the Domain
that enables it to use any ROs for the Domain. When leaving a Domain a Device MUST delete the associated
Domain Context, without a Domain Context ROs issued for that Domain will no longer be consumable. When
leaving a Domain a Device MAY, but is not required to, remove the corresponding Domain ROs and associated
Content. The Device SHOULD obtain user confirmation before deleting Domain ROs and associated Content.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-DRM-V2_0_2-20080226-A Page 66 (152)

A Device MUST execute the Leave Domain protocol (see 5.4.4) to leave a Domain. A Device may do this by
sending a LeaveDomainRequest message to the riURL as stored in the Rl Context associated with the Domain
Context or as a result of receiving a <leaveDomain> ROAP Trigger. The riURL from a <leaveDomain> ROAP
trigger MUST be used if the LeaveDomain is triggered by a ROAP trigger (See section 5.1.7).

Prior to sending a Leave Domain Request, the Device MUST ensure that the corresponding Domain Context is
deleted.

8.5 Domain Context Expiry

If a Device determines that a Domain Context hadred, for example as part of the process of comsgim Domain RO,
then the Device SHOULD attempt to rejoin the Domiainrder to establish a valid Domain Contextthé Device receives
a response where the status is not equal to “Ssigaeith the exception of “NotRegistered” and “DegTimeError”, then it
MUST NOT retry this attempt. For behaviour in t@se where the status is equal to “NotRegisteredtoal to
“DeviceTimeError” see section 5.3.6.

The<notAfter> element in theoap:JoinDomainResponsespecifies the domain context expiry. After the Donm@ontext
has expired the DRM Agent MAY continue to consumisteng Domain ROs (as per section 8.3). Instaltatf new
Domain ROs is not permitted for an expired domaitheut domain renewal (as per section 8.7.2.1).

8.6  Support for Multiple Domains per Rights Issuer

To provide flexibility in Domain management, the system supports multiple Domains per Rights Issuer. The
Device SHALL support the ability to join multiple Domains for each RI Context it establishes.

To ensure that each DRM Agent is able to provide a minimum level of functionality, a Device SHALL support at
least 6 Domains, distributed among the established RI Contexts in any proportion.

The Device MAY optionally support more than 6 Domains. These additional Domains may also be distributed
among the established Rl Contexts in any proportion.

8.7 Domain RO Processing Rules
8.7.1  Overview

As a general principle, the processing rules for inbound Domain ROs are agnostic to the origin of the Domain RO
i.e. it does not matter whether the Domain RO was delivered OTA from an RI or copied from another Device.
There is no binding to a specific transport mechanism or protocol.

Domain ROs MAY be delivered to the Device either in the course of the RO acquisition protocol, inside a DCF file,
as a separate standalone MIME object, or as part of a MIME multipart/related message [RFC2387]. As part of the
installation of an RO, the Device must perform integrity and authenticity checks and replay attack related checks
as described below.

8.7.2 Inbound Domain RO

The Device MUST support receiving a Domain RO in a ROAP-ROResponse message.
The Device MUST support receiving a Domain RO as a separate object.
The Device MUST support receiving a Domain RO inside a DCF.

Before installing and using a Domain RO to render the media objects inside the associated DCF the Device
MUST process the Domain RO as defined in chapter 8.7.2.1.

8.7.2.1 Installing a Domain RO

When a Device receives a Domain RO, it MUST determine if it has a valid Rl Context with the RI that issued the
RO, by comparing the value of the roap:ROPayload ‘s <rilD> element with the RI Identifiers in all valid RI
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Contexts stored in the Device. If the value of the <riID> element does not match that of an RI Identifier in a valid
RI Context, the device SHALL NOT install the Domain RO. In this case the Device MAY keep the Domain RO and
MAY send an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload . An HTTP GET on
this URL SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that starts an interaction with
the User which may eventually lead to a JoinDomain ROAP Trigger. It should be noted that in the event that a
JoinDomain ROAP Trigger is returned and the Device does not have a valid RI context then the Device MUST
automatically register with the RI (as specified in section 5.2.1) prior to sending a JoinDomainRequest message.

The Device MUST verify the signature of the Domain RO using the RI's Public Key. If the verification fails the
Device SHALL NOT install the Domain RO. In this case the Device MAY request a new Rights Object by sending
a HTTP GET to the RightsissuerURL in the relevant DCF.

After the Device verifies the signature of the Domain RO, it MUST compare the <domainID> field within the
Domain RO with the Domain identifiers for any valid Domain Contexts already established with the RI that issued
the Domain RO, as identified by the <rilD> field. There are three possible outcomes of this comparison:

1. The <domainID> field matches a Domain identifier in a valid Domain Context already established with
the RI. The Device MAY install the Domain RO.

2. The Domain baselD of the <domainID> field matches the Domain baselD of a stored Domain identifier
in a valid Domain Context already established with the RI, but the Domain Generation of the RO is
greater than the Generation of the stored domain ID. The device MAY attempt to upgrade the Domain by
sending a ROAP-JoinDomainRequest to the riURL in the RI Context associated with the Domain
Context. The Device may have to obtain user consent to contact the RI, section 5.1.8 defines when
explicit user consent is required.

If the Domain upgrade is successful, the Device MAY install the Domain RO. Otherwise the Device
SHALL NOT install the Domain RO.

3. The Domain baselD of the <domainID> field does not match a Domain baselD in any valid Domain
Context already established with the RI. The Device MAY attempt to join the Domain by sending an HTTP
GET request to the URL specified in the riURL attribute of the roap:ROPayload . The Device may have to
acquire the user’s consent prior to sending the HTTP GET request, section 5.1.8 defines when explicit
user consent is required.

At the point where the Device sends an HTTP GET request to the URL specified in the riURL attribute of the
roap:ROPayload the RO installation process as specified within this section is effectively aborted, however, the
installation process may be restarted as a result of subsequent user interaction, by some other Device specific
means that is outside the scope of this specification or as a direct result of responding to a subsequent ROAP
Trigger. As aresult of an HTTP GET to this URL the RI can choose (using its own criteria) whether to allow the
Device to join the Domain or not and SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that
starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. In the event that the
RI chooses not to allow the Device to join the Domain the RI MAY offer the user the opportunity to acquire a
Device RO.

Before installing a Domain RO, the Device MUST successfully verify the MAC (using the <mac> element of
the roap:ProtectedRO ). If this verification fails, the Device SHALL NOT install the Domain RO. In this case
the Device MAY initiate the process of acquiring a new Rights Object by sending a HTTP GET request to the
RightslssuerURL in the relevant DCF

If the Domain RO is stateful, then the Device MUST perform the replay protection related checks defined in
Section 9.4.

If the Domain Context has expired (indicated by the Domain Context Expiry Time) the Device MUST NOT install
ROs for this Domain.

In the case where the Domain RO is received within a DCF, if the Device cannot verify the signature of the
Domain RO, the Device MAY leave the Domain RO as is within the DCF. The Device MAY request a valid RO for
the DCF by sending an HTTP GET request to the RightsissuerURL in the DCF.
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8.7.2.2 Postprocessing after installing the Domain RO

There are cases where a Device installs a Domain RO that it received separately from the DCF to which it refers.
In these cases, the Device SHOULD insert a copy of the Domain RO into the corresponding DCF [DRMCF-v2] as
soon as possible after installation.

The Device MAY insert the Domain RO into the DCF at a later stage, for example when the user requests to
render the DCF or send it out of the Device. The Device MAY insert more than one Domain RO into a single DCF,
as long as all of the inserted RO’s are valid and correspond to a Domain that it is a member of.

When the Device inserts a Domain RO into a DCF, it SHOULD remove from the DCF all Domain RO’s
corresponding to Domains that the Device is not a member of.

The Device SHOULD NOT insert a copy of the Domain RO into the corresponding DCF if it concludes, using an
algorithm not defined in this specification, that sending the installed Domain RO to other Devices does not add
value for the end user, for example if the Domain RO has expired.

If the Device finds multiple DCF instances bound to the installed Domain RO, it SHOULD insert a copy of the
Domain RO into each one of them.

8.8 Domain Upgrade

A Rights Issuer may upgrade a Domain if, for example, a Domain Key has been compromised or if a Device in the
Domain has been revoked. This will probably be a rare event, but may be necessary as a last resort to stop DRM
Content from leaking out of the system in the clear.

In order to upgrade a Domain, an RI MUST change the Domain Key and MUST increment the Domain
Generation by one. If the Domain Generation value reaches 999 the Domain becomes obsolete. An RI MUST
NOT issue ROs for an obsolete Domain and MUST NOT allow new Devices to join an obsolete Domain.

A Domain upgrade does not result in any Domain Context being deleted in any Device. After an upgrade, Domain
ROs issued before the upgrade may still be used and shared. This applies to all Devices (revoked and
unrevoked) previously in the Domain, and to any new Devices added to the Domain after the upgrade.

A Rights Issuer performs a Domain upgrade using the Join Domain protocol (see sections 8.2 and 5.4.4). An RI
MAY initiate this protocol for the purposes of Domain upgrade by sending a ROAP trigger to a Device whose
Domain membership it wishes to upgrade. If a Device receives a Join Domain ROAP trigger, it SHOULD compare
the <domainID> field with the domain ID for any domains already established with the RI that sent the ROAP
trigger, with the sending RI as identified by the <rilD> field. There are two possible outcomes of this comparison:

1. The Domain baselD of the <domainID> field matches Domain baselD of a stored domain ID, but the
value of the Domain Generation in the trigger is greater than the value stored by the Device. The
incoming trigger represents a Domain upgrade, as described in this section. The Device SHOULD in this
case silently upgrade the Domain using the Join Domain protocol.

2. If the Domain baselD of the <domainID> field does not match Domain baselD of a stored domain 1D,
then the Device is not a member of the Domain. The Device MUST execute the Join Domain protocol
(see 5.4.4); just as if it was joining the domain for the first time (see section 8.2).

8.8.1 Use of hash chains for Domain key management
To avoid storage of multiple keys per Domain in the Device and in the RI (for the purpose of using old and new
Domain ROs after Domain upgrade) it is possible to have a relation between the Domain Keys using Hash Chains

(see section 7.3), as illustrated in the example below. The Device MAY support Hash Chains and the RI MAY
support Hash Chains.

Examplel. Without hash chains
When generating a new Domain, the RI generates:
* aunique Domain Identifier DI, the Domain Generation is set to 000.

e arandom secret Domain Key DK,
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At Domain upgrade the Domain Generation g is increased by 1, which is reflected in the Domain Identifier, and a
new Domain Key DKj is generated. The old Domain Key(s) must be stored in Rl and Device to allow use of ROs
issued before the upgrade. When Devices join a Domain, all Domain Keys of this Domain are sent in the
Protected Domain Info of ROAP-JoinDomainResponse (see ROAP protocol suite).

Example 2. With Hash Chains (optional)
When generating a new Domain, the RI
e generates a uniqgue Domain Identifier DI, the Domain Generation is set to 000
» generates an initial master key Ky, for the Domain
» selects the maximum number of generations n for this Domain (not larger than 999)
o defines a sequence of Domain Keys using the method described in Section 7.3

Since old Domain Keys (with low generation value) are possible to efficiently derive from new Domain Keys (with
higher generation value), it is only necessary to store the newest Domain Key in the Device (and corresponding
Domain Identifier so the Domain Generation is known). For the Rl it is sufficient to store DK,, (=Ky ) and the
current Domain Identifier.
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9. Protection of Content and Rights

9.1 Protection of Content Objects

The Content Objects are protected by symmetric key encryption. The details of the content format are specified in
[DRMCF-v2] document. Protecting content confidentiality is a key part of the DRM system. Only the intended
Devices must be able to decrypt the content. To accomplish this content protection, the Rights Issuer MUST
encapsulate the Content Encryption Key (CEK) in a Rights Object. This Rights Object, in turn, is protected as
described in Section 7.2 to ensure that only the intended Devices may access the CEK and therefore the DRM
Content.

For integrity protection of the DCF, a cryptographic hash value of the DCF SHOULD BE (if the Device is in
possession of the DCF) generated and sent to the Rights Issuer for validation during RO acquisition (see Section
5.4.3.1.1). Also the DCF Hash MAY BE inserted into a Rights Object by the Rights Issuer. This hash value MUST
BE generated according to the DCF hash calculation procedure specified in section 12.4. If the Rights Object
contains a DCF hash value, DRM Agents in client Devices MUST verify once that this hash value is identical to
the hash value calculated by the DRM Agent over the DCF. If the hash values are not identical, the DRM Agent
MUST prohibit the DCF from being decrypted and used.

To summarize Devices are expected to calculate a DCF Hash:
— Once when initiating 2-pass RO Acquisition if the DCF is available on the device; and

— Once before allowing access to the content for the first time after a new RO is received if the RO is delivered
via another method than 2-pass RO Acquisition or if the DCF is not available on the device at the time of
sending the RO Request.

In a progressive download scenario, the DRM Agent can complete hash verification only after the complete DCF
has been received and possibly after DCF decryption has started. The DRM Agent MUST discontinue DCF
decryption and use, if the hash verification fails.

9.2 Composite Content Objects and Associated Rights Objects
9.2.1 Multiple Rights for Composite Objects

A Rights Object can contain one or more Permissions and Constraints (i.e. multiple rights). Each set of
Permissions and Constraints is identified by a unique identifier, and uniquely associated with a Media Object by
the identifier. One Rights Object may contain Permissions that are associated with Media Objects contained in
separate DRM Containers (DCFs). Some example use cases include:

*  Multiple DCFs delivered at different times (e.g. subscription-based MMS where several MMS messages
are sent to a user)

e Multiple DCFs delivered at the same time but not encapsulated in a single package (e.g. streaming media
(audio stream and video stream)).

e Multiple DCFs delivered at the same time and in a single package that is not a DCF (e.g. an MMS
message containing several pictures, each encapsulated in its own DCF)

The Rights Objects can also specify permissions and constraints for each of the individual Media Objects within a
Multipart DCF. In this case, the individual Media Objects can be referenced separately by the Rights Object
associated with the Multipart DCF.

9.211 Multiple Rights for Multipart DCFs

A Multipart DCF contains multiple separate Media Objects, e.g., a theme consisting of a ringing tone and a logo.
Each Media Object in a Multipart DCF is realized as a separate DCF Container with its own unique Content-ID.
Every usage-permission, that is granted to the user in a Rights Object, refers to one or many of these DCF
Containers. They are called “assets” in the REL specification, and contain the Content-ID of the correspondent
DCF Container. It is important to note that permissions do not refer to entire DCFs but to DCF Containers.
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An example shall clarify this: when a Multipart DCF contains an audio file and two images, a Content Provider can
grant a user the permissions to play the audio data, display the two images, and print the second image three
times. The corresponding Rights Object would contain three permission elements (<play>, <display>, and <print>
along with the respective <constraint> elements), each of which would refer to the Multipart DCF Container it
affects.

Note that if a Content Provider wants to set the same permissions for all Media Objects in a Multipart DCF, there
are two possibilities to do so:

» Each <permission> element contains a list of references (<asset> elements) to every Multipart DCF
Container.

« The <permission> element does not contain any <asset> elements. The REL specification states that in
this case the permission elements <play>, <display> and <print> refer to all assets defined in the RO’s
<agreement> element (for details see [DRMREL-v2]).

<rights> __ _ _ _ _ _ . Multipart
element DCF
S awe )
o }
[ dodey o magey L
- . > \
<permission> ' Print > ] s Media
elements 3 times Reference by t Image(2) Objects

Content-ID
Figure 7: Multiple Rights for Multipart DCFs

Another case is where a Media Object is a Composite Object, i.e. it contains other Media Objects by means of
inclusion. Such a Composite Object can have assigned only a single Content-ID which can be referenced by a
Rights Object. Permission and Constraints expressed referring to the Composite Object MUST be applied to all
individual Media Objects contained in the Composite Object (e.g. the images and audio files contained in a zip
archive).

9.3 Protection of Rights Objects

In the OMA DRM Architecture, a given Content Object is associated with one or more Rights Objects. The Rights
Object is made up of the required header information, security elements, and the rights information for the
associated Content Object. The Rights Objects are acquired by the Device as a result of a successful completion
of the Rights Object Acquisition Protocol or through sharing in a Domain.

Integrity protection prevents un-authorized modification of the rights information within the Rights Object. The
syntax and semantics of the Rights Object is specified in the [DRMREL-v2] document, while this specification
defines the use of [XML-DSIG] to create a digital signature over the set of elements that need integrity protection.
The DRM Agent MUST verify the digital signature, when available, within the Rights Object, before the associated
content is made available to the user. Use of the digital signature provides the client the ability to verify the
authenticity & integrity of the information. The Rights Issuer MUST provide the certificate chain necessary to
validate the signature either during the ROAP session or by use of “out-of-band” methods.

The Rights Object MUST be assigned a unique identifier by the Rights Issuer.

9.3.1 Device RO Processing Rules

9.3.11 Overview

A Device can acquire ROs through use of the Rights Object Acquisition protocol, or through their inclusion in

DCFs. Before installation of a received RO, the Device must make a number of checks, including integrity,
authenticity, and replay attack related checks as described below.
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This section defines processing rules for Rights Objects specific to an individual Device. The processing rules for
Domain ROs are found in section 8.7.

9.3.1.2 Receiving a Device RO

The Device MUST support receiving a Device RO in a ROAP-ROResponse message.

Before installing and using a RO to render any media objects inside the associated DCF(s), the Device MUST
process the RO as defined in section 9.3.1.3.

9.3.1.3 Installing a Device RO

The Device MUST support receiving a Device RO in a ROAP-ROResponse message.

When a Device receives a Device RO through a successful execution of the RO Acquisition protocol, it MUST
proceed as follows:

— Verifications:

o If the Device RO was signed (i.e. the <signature> element is present in the roap:ROPayload ),
the Device MUST verify the signature using the RI's Public Key.

0 The Device MUST verify the MAC on the Device RO using the <mac> element of the
roap:ProtectedRO .

0 The Device MUST verify that the <rilD> element of the roap:ROPayload identifies the same RI
as signed the roap:ROResponse message.

— The Device MUST inform the user and MUST NOT install the Device RO if any of the above verifications
fail. Likewise, Device ROs received in unsuccessful executions of the RO Acquisition protocol MUST
NOT be installed.

- Ifthe RO is stateful (indicated by the stateful attribute of the <ro> element), then the Device MUST
perform the replay protection related checks defined in Section 9.4.

The Device MAY support receiving a Device RO in other ways than through a successful execution of the RO
Acquisition protocol. In this case, the device MUST proceed as follows:

— Verifications:

0 The device MUST verify that the signature (i.e. the <signature> element in the
roap:ROPayload ) is present

0 The Device MUST verify the signature using the RI's Public Key.

0 The Device MUST verify the MAC on the Device RO using the <mac> element of the
roap:ProtectedRO .

0 The Device MUST verify that the <rilD> element of the roap:ROPayload matches the RI
Identifier in any valid RI context

— The Device MUST inform the user and MUST NOT install the Device RO if any of the above verifications
fail.

- If the Device RO is received within a DCF and if any of the above verifications fail the Device MAY leave
the Device RO as is within the DCF. The Device MAY request a valid Device RO for the associated DCF
by sending an HTTP GET request to the RightsissuerURL in the DCF.

— Ifthe <rilD> element in the roap:ROPayload of a Device RO does not match the RI Identifier in any
valid RI context the Device MAY send an HTTP GET to the URL specified in the riURL attribute of the
roap:ROPayload . The Device may have to acquire the user’s consent prior to sending the HTTP GET
request, section 5.1.8 defines when explicit user consent is required. At the point where the Device
sends an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload the RO
installation process as specified within this section is effectively aborted, however, the installation
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process may be restarted as a result of subsequent user interaction, by some other Device specific
means that is outside the scope of this specification or as a direct result of responding to a subsequent
ROAP Trigger. An HTTP GET on the URL specified in the riURL attribute of the roap:ROPayload
SHOULD return either a RegistrationRequest ROAP Trigger or a (X)HTML page that starts an interaction
with the User which may eventually lead to a RegistrationRequest ROAP Trigger.

- Ifthe RO is stateful (indicated by the stateful attribute of the <ro> element), then the Device MUST
perform the replay protection related checks defined in Section 9.4.

9.4 Replay Protection of Stateful Rights Objects
9.4.1 Introduction

Rights Objects containing permissions with constraint elements such as <count>, <interval>, or <accumulated>
requires the current state of the usage permissions to be maintained in the DRM Agent. In contrast with stateless
rights, there has to be a mechanism to protect against an attacker replaying the reception of such stateful ROs to
the Device, which could cause an unauthorized extension of the permissions.

In certain variants of RO acquisition described in this specification such a replay protection mechanism is inherent
in the protocol. In particular, the 2-pass RO Acquisition protocol contains a Device nonce, sent in the RO request
and sent back and signed in the RO response. The DRM Agent compares an incoming correctly signed RO
Response with the nonce in a sent RO Request and unless there is a match, the RO is rejected and replay of the
RO Response is not possible. Rl authentication provided by the 2-pass protocol can thus be used to control
replay.

In contrast, the 1-pass RO Acquisition protocol or the sharing of ROs in a Domain does not offer a
challenge/response mechanism. 1-pass ROAP offers a limited replay protection through the time-based RI
authentication, but it is not optimal in that the synchronization between Rl and Device cannot be guaranteed.

To accommodate for this, a local replay cache will be kept in the Device. Logically, the replay cache is a table
where each entry contains a Globally Unique RO Identity (GUID) for a received, stateful RO, and the RI Time
Stamp for the RO. The GUID MUST be unigue for each instance of the RO (or else a user who legitimately twice
in a row buys the same stateful RO could be seen as mounting a replay attack).

When stateful ROs with GUIDs and time stamps are received, they will be compared with previously received
stateful ROs in the replay cache. If there is a match with an existing entry, the newly received RO will not be
installed. When the replay cache is full, ROs with newer (later) time stamps replace entries with older time stamps
and ROs with time stamps older than the oldest time stamp in the cache are rejected. This mechanism provides a
secure replay protection. Appropriate sizing of the replay cache minimizes the risk that a long delivery time of one
stateful RO in combination with mass distribution of other stateful ROs with later time stamps causes the delayed
RO to be rejected (in situations of mass distribution of stateful ROs, the RI could use the 2-pass ROAP protocol
since that has an inherent replay protection mechanism that does not interfere with the mechanism described
here.).

A limitation of the method described above is that sharing of Domain ROs with very old time stamps may be
affected by the finiteness of the replay cache. A second mechanism is therefore included to eliminate this
limitation. This second mechanism defines a separate replay cache for ROs with a GUID, but without a
timestamp. GUIDs of new ROs without timestamps will then be compared to GUIDs in the GUID-only replay
cache. If there is a match, the RO is rejected; otherwise it is accepted and the replay cache is updated. If the
GUID-only replay cache is full, a previous entry is removed to give room for the GUID of the new RO. This
mechanism does not limit sharing of ROs but is possible to circumvent, since it is possible to replay stateful ROs
with GUIDs that has been deleted from the cache.

The reason for having separate replay caches is that the secure mechanism based on timestamps and GUIDs
should not be affected by the latter, more limited, replay protection mechanism. A separate replay cache for
GUID-only entries still provides a certain degree of protection for corresponding ROs, allowing RIs to balance
security interests against the risk of unintentional rejection of "old" Domain ROs.
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9.4.2 Replay Protection Mechanisms

This section defines two mechanisms enabling protection against Device RO as well as Domain RO replay
attacks.

The OMA DRM Release 2 replay protection mechanisms are intended to support the use case of stateful Device
ROs or Domain ROs that are delivered without a prior RO Request, i.e. in the 1-pass ROAP, or Domain ROs
delivered outside of ROAP. In the case of Domain ROs, the statefulness is per Device in the Domain. E.g. if a
Domain RO with a count 3 constraint is successfully shared between Devices, each Device is allowed 3 uses. It is
the original Domain RO that SHALL be shared between Devices within a Domain. Any state information about
how many times a constraint has been consumed, SHALL NOT be shared between the Devices.

The roap:ROPayload type contains two components for stateful RO replay protection management: the Globally
Unique ID attribute id and the RI Time Stamp element <timeStamp> . In addition, the Rl indicates that an RO is
stateful by setting the stateful attribute to True. The <timeStamp> element is optional and provides the RI with
two different methods for replay protection: Replay protection with and without RI-assigned timestamps (RITS).
These methods are described in the following.

A Device MUST have two (logical) replay caches: one with <GUID, RITS> entries for ROs with GUIDs and RITS,
and one with <GUID> entries for ROs with GUIDs only. The Device MUST protect the integrity of its replay
caches. It is RECOMMENDED that each replay cache is able to store at least 100 entries.

9.4.2.1 Stateful ROs with RI Time Stamps

This replay protection mechanism is applicable to both Device ROs and Domain ROs and is secure, i.e. it can
guarantee protection against replay attacks. However, in the Domain case, subsequent sharing may be restricted
by the replay protection mechanism and cannot be guaranteed. In particular, a receiving Device may reject
Domain ROs that are shared long after they have been received from the RI. The mechanism assumes at least
loosely synchronized time across the set of RIs and OCSP responders that may be accessed by a Device.

When receiving a stateful RO with a <timestamp> element (RITS), the Device MUST perform the following
procedure:

a) If the RITS is more than 24 hours in the future when compared to the Device’s DRM Time then the Device
MUST reject the RO. The user MUST be informed of the event and of the present Device DRM Time, and
SHOULD be asked if the Device’s DRM Time is correct. If the DRM Time is not correct the Device
SHOULD initiate Device DRM Time synchronization by re-registering with the Rl using the Registration
protocol.

b) Failing a), if the GUID for the RO is already in the <GUID, RITS> replay cache then the Device MUST
reject the RO.

c) Failing b), if the <GUID, RITS> replay cache is not full, the Device MUST accept the RO and insert the
ROs GUID and RITS values as an entry in the replay cache. Note: The GUID value is the id attribute of
the roap:ROPayload value.

d) If the replay cache is full, and the RITS is before the earliest Rl Time Stamp in the replay cache the
Device MUST reject the RO.

e) Otherwise — if the replay cache is full, and the RITS is after the earliest Rl Time Stamp in the replay cache
the Device MUST accept the RO and insert the corresponding <GUID, RITS> values as an entry in the
replay cache, by deleting the cache entry with the earliest RITS value.

9.4.2.2 Stateful ROs without RI Time Stamps

This replay protection mechanism is mainly intended for Domain ROs. It does not restrict subsequent sharing,
installation or usage of Domain ROs but it is less secure than the mechanism in Section 9.4.2.1 and it does not
guarantee replay protection. Hence, if protection from replay of a stateful RO is important, the Rl should include
an Rl Time Stamp in the RO payload. If indefinite sharing of stateful Domain ROs in a Domain is important and it
is acceptable that, with some effort from an attacker, this stateful RO may be replayed, then the RI should not
include an RI Time Stamp in the RO payload.
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When receiving a stateful RO without a <timestamp> element, the Device MUST perform the following
procedure:

a) Ifthe RO's GUID is in the GUID-only replay cache then the Device MUST reject the RO.

b) Failing a), if the GUID-only replay cache is not full, the Device MUST accept the RO and insert the RO's
GUID value as an entry in the cache.

c) Otherwise — if the GUID-only replay cache is full, the Device MUST accept the RO and insert the RO's
GUID value as an entry in the GUID-only replay cache by deleting an existing entry in the cache. The
Device MAY use FIFO in the GUID-only replay cache or MAY select a random entry for deletion.

9.5 Parent Rights Object

A Rights Object may inherit Permissions from another Rights Object, using the <inherit> syntax as specified in
[DRMREL-v2]. This mechanism can be used, for example, to specify rights for content acquired as part of a
subscription.

In this section, the Rights Object that inherits permissions is referred to as a Child Rights Object (C-RO). The
Rights Object that contains the Permissions that are inherited is referred to as a Parent Rights Object (P-RO).

Client Devices MUST verify that the Child Rights Object and its related Parent Rights Object were issued by the
same Rights Issuer before the associated content is made available to the user.

A Parent Rights Object MUST NOT contain any DCF hash value, as described in Section 9.1 since a Parent
Rights Object does not reference any DRM Content directly.

9.5.1  Parent Rights Objects and Domains

A Rights Issuer MAY bind Child Rights Objects and Parent Rights Objects to a Device or to a Domain. The
permission inheritance mechanism described in this section is independent of the cryptographic binding of the
Rights Objects.

95.2 Semantics of stateful constraints

The DRM Agent MUST maintain the state of any stateful constraint relative to the Rights Object in which the
constraint appears, and not relative to any single Media Object. If only one Media Object references a Rights
Object, the DRM Agent will interpret the stateful constraints in the Rights Object as applying to that one Media
Object. If more than one Media Object references a Rights Object, directly or by inheritance (see section 9.5
above), the DRM Agent MUST interpret the stateful constraints as applying collectively to all Media Objects that
reference that Rights Object.

The figure below illustrates these semantics in the context of a Parent Rights Object. Two Child Rights Objects
inherit permissions from a single Parent Rights Object. On the left side, each C-RO specifies a <play> permission
with a count constraint. The constraint applies individually to the content item linked to the C-RO. The user may
use DCF-1 up to 5 times, and DCF-2 twice. On the right side, the P-RO specifies the constrained <play>
permissions. In this case, the user may use either DCF up to a total of 7 times. This may be 4 uses of DCF-1 and
3 uses of DCF-2, or even no uses of DCF-2 and 7 uses of DCF-1.
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Figure 8: Parent ROs and Associated Semantics

9.5.3  Selection of Parent Rights Object

The issuing of a new Parent Rights Object may lead to a situation in which a DRM Agent has two valid Parent
Rights Objects with the same value of the <uid> element of the <context> element of the <asset> element (see
Appendix C.4 of [ DRMREL-v2]).

At any given moment, a Child Rights Object is allowed to inherit permissions and constraints from only one single
Parent Rights Object. Therefore, in case the DRM Agent has installed two or more valid Parent Rights Objects
with the same value of the <uid> element of the <context> element of the <asset> element, and a permission is
exercised from a Child Rights Object that refers to this <uid> value, the DRM Agent MUST select exactly one of
these Parent Rights Objects from which the Child Rights Obiject is allowed to inherit permissions and constraints.

The selection of a Parent Rights Object is done according to the Rights Object evaluation order (see section 5.9
of [DRMREL-v2].

9.6 Off-Device Storage of Content and Rights Object s

Because Devices have a limited amount of storage space in which to store DRM Content and Rights Objects,
users may desire to move DRM Content and Rights Objects off the Device, e.g. to removable memory, a personal
computer, or a network store to make room for new DRM Content and Rights Objects. A given Rights Object can
be inserted into the corresponding DCF for purposes of storage and simplicity in managing the objects. At some
later point in time, they may want to retrieve said DRM Content and Rights Objects from the remote storage back
onto the Device store.

As explained in earlier sections of this specification, both the DRM Content and Rights Objects are protected and
bound to a specific Device or a Domain. For this reason, DRM Content and Rights Objects MAY be allowed to
leave the Device provided the following condition is met:

e The DRM Content and the Rights Objects MUST be in a protected form, meaning they cannot be
accessed by any other Device/Domain than the original intended Device/Domain to which the rights were
issued.
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9.7 Group ID Mechanism

A content object (DCF) MAY contain an OMADRMGrouplD Box that defines the group identity of the DCF, as
specified in [DRMCF-v2].

For any DCF that contains a Group ID, a Rights Issuer MAY issue Rights bound to the DCF Content ID or bound
to the DCF Group ID. The ROAP assumes that the client will present the correct RO identifier in the RO Info field
of the RO Request message.

When a DRM Agent locates a Rights Object bound to the GroupID of any DCF in a group, it MUST obtain the
DCF-specific key by decrypting the value of the GroupKey field in the DCF with the Content Encryption Key
stored in the Rights Object.

When searching for a valid Rights Object for a DCF that includes an OMADRMGrouplID Box, the DRM Agent may
find Rights Objects bound both to the DCF GrouplD and to the individual ContentID of the DCF. In this case the
DRM Agent MUST process the Right Objects as specified in section 5.9 of [DRMREL-v2].

A Rights Object bound to a DCF Group ID MUST NOT include any DCF hash values, as described in Section 9.1.
This allows a Rights Issuer to issue group Rights Objects to a client before delivery of content, and without
specific knowledge of the group content that a client may acquire.

The Group ID mechanism described in this section is independent of the cryptographic binding of the Rights
Object to a device or a domain. A Rights Issuer MAY bind a group Rights Object to a device or to a domain.

9.7.1 Semantics of stateful constraints

The DRM Agent MUST maintain the state of any stateful constraint relative to the Rights Object in which the
constraint appears, and not relative to any single Media Object. If only one Media Object references a Rights
Object, the DRM Agent will interpret the stateful constraints in the Rights Object as applying to that one Media
Object. If more than one Media Object references a Rights Object, the DRM Agent MUST interpret the stateful
constraints as applying collectively to all Media Objects that reference that Rights Object.

The figure below illustrates these semantics in the context of a Group Rights Object. Two DCFs refer a Group
Rights Object which specifies the constrained <play> permissions. In this case, the user may use either DCF up
to a total of 7 times. This may be 4 uses of DCF-1 and 3 uses of DCF-2, or even no uses of DCF-2 and 7 uses of
DCF-1.

Group-RO
<play>

<count>7</count>

N

DCF-1 DCF-2

v
7 total uses of any DCF

Figure 9: Group RO and Associated Semantics
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10.Capability Signalling

10.1 Overview

When Devices contact Content Issuers and Rights Issuers, the Devices need to advertise their capabilities. This
allows Content Issuers and Rights Issuers to customize content, purchase options, and so forth based upon the
features and functionalities of the Device, thereby improving the overall user experience. OMA DRM relies upon
two mechanisms for advertising Device capabilities: HTTP headers [HTTP] and User Agent Profile [UAProf].

10.2 HTTP Headers

When a Device uses HTTP to communicate with Content Issuers and Rights Issuers, the Device MUST advertise
support for the following media types using the HTTP Accept header:

» application/vnd.oma.drm.ro+xmi (DRM Rights Object)

e application/vnd.oma.drm.dcf (DRM Content Format)
» application/vnd.oma.drm.roap-pdu+xml (DRM ROAP PDUSs)

e application/vnd.oma.drm.roap-trigger+xmi (DRM ROAP Trigger)

In addition to the supported media types, Devices MUST advertise the DRM version using the “<major>.<minor>"
format defined as BNF according to [RFC2234] below. The version number advertised by OMA DRM v2 Devices
MUST match the DRM Enabler Release version that the Device supports.

| DRM Version = “DRM-Version” “:” 1*DIGIT “.” 1*DIGIT

10.3 User Agent Profile

OMA DRM v2 Devices SHOULD advertise supported DRM methods, permissions, constraints, media types,,
version and if supported, its external DRM capabilities using [UAProf]. "External DRM" refers to a DRM system to
which the Device is able to export OMA DRM protected content, for example, a DRM system used on a memory
card. See Appendix G.6 for an example.

If the Device supports [UAProf], then the Device MUST advertise the attributes in the table below as indicated in
the “MUST Advertise” column.

The attributes pertaining to an external DRM system MUST be included if the Device is capable of exporting OMA
DRM protected content to such a system. The attributes MUST NOT be included if the Device is incapable
thereof.

UAPTrof Attribute Description Example Values MUST Advertise

DrmClass DRM v1 Conformance "ForwardLock", “ForwardLock” plus other
Classes as defined in "CombinedDelivery", supported DRM v1
[DRM] "SeparateDelivery" methods

DrmPermissions Optional DRM “play”, “display”, Supported permissions
permissions that are “execute”, “print” using the same syntax as
supported as defined in defined in the REL
[DRMREL] or [DRMREL- specification.
v2]

DrmConstraint Optional DRM permission | "datetime", "interval", Supported constraints
constraints as defined in “accumulated” using the same syntax as
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[DRMREL] or [DRMREL- defined in the REL
v2] specification.
DrmMediaTypes Media types the Device "image/gif", "audio/midi", Media types supported
supports inside a DCF "video/3gpp" inside a DCF, expressed
as MIME media types
[RFC2045].
DrmVersion DRM Enabler Release “2.0” Supported DRM Enabler
version supported by the Release version in
client “<major>.<minor>" format.
ExtDrmName Name of the external "Very Secure Card" A textual name of the
DRM external DRM system.
Well-defined names for
external DRM systems are
managed by OMNA.

Table 11: User Agent Profile Attributes

10.4 Issuer Responsibilities

When a Content Issuer or Rights Issuer receives a request from a Device indicating that the Device supports
OMA DRM version 2.x (any minor version of the DRM v2 specs), the:

Content Issuer MAY issue DRM v1.0 Forward Locked Content.

Content Issuer MAY issue DRM v1.0 Combined Delivery Content and the Rights Object within the DRM
Message is DRM v1.0 Rights Object, only if the Device advertises support for Combined Delivery.

Content Issuer MAY issue DRM v1.0 Separate Delivery Content only if the Device advertises support for
Separate Delivery.

Content Issuer MAY issue DRM v1.0 Separate Delivery Content encapsulated in a DRM Message, only if
the Device advertises support for Separate Delivery.

Rights Issuer MAY issue a DRM v1.0 Rights Object for DRM v1.0 Separate Delivery Content, only if the
client advertises support for Separate Delivery.

Content Issuer SHOULD issue DRM v2.0 content.

Content Issuer MAY issue DRM v2.0 Content encapsulated in a DRM Message.

Rights Issuer SHOULD issue a DRM v2.0 Rights Object for DRM v2.0 Content.

Rights Issuer SHOULD send the ROAP Trigger to initiate the ROAP protocol (see section 5.2.1).

Rights Issuer MUST NOT issue any DRM v2.0 Rights Object for DRM v1.0 Combined Delivery Content,
even if the Device advertises support for Combined Delivery.

Rights Issuer MUST NOT issue any DRM v2.0 Rights Object for DRM v1.0 Separate Delivery Content,
even if the Device advertises support for Separate Delivery.

Rights Issuer MUST NOT issue any DRM v1.0 Rights Object for DRM v2.0 Content.
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11.Transport Mappings

11.1 Introduction

The following sections describe how ROAP PDUs are delivered using typical delivery protocols, the most
common being HTTP. Examples are provided in Appendix G.1.

A Connected Device MUST support HTTP for transporting ROAP PDUs as described in section 11.2.

Connected Devices MAY support other ROAP transport mappings. Additionally Connected Devices MAY support
the functionality to provide connectivity for an Unconnected Device as described in section 14.

An Unconnected Device SHALL support the functionality to use connectivity provided by a Connected Device, as
described in section 14.

11.2 HTTP Transport Mapping

The following sections describe how ROAP PDUs are delivered using typical delivery protocols, the most
common being HTTP. Examples are illustrated in Appendix G.2.

11.2.1 General

Connected Devices and Rights Issuers MUST support ROAP over HTTP, and HTTP MUST be supported
according to [HTTP]. Note that the HTTP transport mapping also applies to [WSP].

11.2.2 HTTP Headers

Connected Devices and Rights Issuers MUST support the HTTP Content-Type header. This header describes the
media type that is present in the body part of the HTTP Request/Response.

The DRM Agent MUST include an HTTP Accept header when sending a ROAP request over HTTP. The Accept
header specifies the media types the DRM Agent will accept in response to the request.

Implementations MAY support other HTTP headers than those specified herein. The presence of HTTP headers
other than those specified here when a ROAP message is received over HTTP SHOULD NOT by itself cause
termination of the ROAP session.

11.2.3 ROAP Reguests

— The DRM Agent MUST send ROAP request PDUs as the body of HTTP POST requests. Example:

POST /ro.cgi?rolD=qw683hgew7d HTTP/1.1
Host: ri.example.com

Content-Type: application/vnd.oma.drm.roap-pdu+xml

... [ROAP PDU] ...
In the above example the DRM Agent is using the Request-URI field for specifying the path component. The
absolute URI of the Rights Issuer is specified using the HTTP Host header.
— The DRM Agent SHOULD use persistent connections when sending ROAP requests over HTTP.

— The DRM Agent SHALL indicate to the RI that the message is a ROAP PDU using the HTTP Content-
Type header with value application/vnd.oma.drm.roap-pdu+xml. The following is an example of such a
header field:

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

— The DRM Agent SHALL use the HTTP Accept header to indicate acceptable media types in response to
ROAP requests sent over HTTP. The DRM Agent MUST accept at least the following media types:
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o application/vnd.oma.drm.roap-pdu+xml
o multipart/related
Example:
Accept: application/vnd.oma.drm.roap-pdu+xml, multipart/related

- HTTP requests from the DRM Agent MUST NOT contain more than one ROAP request message.
11.2.4 ROAP Responses

— The Rights issuer MUST send ROAP response PDUs as the body of HTTP responses.

— The HTTP Content-Type header MUST be set to application/vnd.oma.drm.roap-pdu+xml when a ROAP
PDU constitutes the message-body of a response . Example:

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

— The Rights Issuer MAY send a ROAP response PDU as one part of a multipart message-body. In this
case, the HTTP Content-Type header MUST be set to multipart/related (and include boundary
information), and the body-part containing the ROAP response PDU MUST have a Content-Type header
set to application/vnd.oma.drm.roap-pdu+xml. The following is an example of the former header:

Content-Type: multipart/related; boundary="XX---XX"

In case the HTTP Content-Type header value in the ROAP Response does not match any of the Accept
types in the corresponding ROAP Request, the Device SHALL terminate the ROAP session.

— The Rights Issuer MUST NOT include more than one ROAP response PDU in an HTTP response.

— The Rights Issuer MUST include an HTTP Cache-Control header with the value no-transform when
sending an integrity-protected ROAP PDU. The no-transform directive prohibits network caches from
doing any content transformations. The following is an example of the same:

Cache-Control: no-transform

11.2.5 HTTP Response Codes

A Rights Issuer that refuses to perform a ROAP message exchange with a DRM Agent SHOULD return a 403
(Forbidden) response. Inthe case of an HTTP error while processing an HTTP request, the Rights Issuer MUST
return a 500 (Internal Server Error) response. This type of error SHOULD be returned for HTTP-related errors
detected before control is passed to the ROAP engine, or when the ROAP engine reports an internal error (for
example, the ROAP schema cannot be located). If the type of a ROAP request cannot be determined, the Rights
Issuer MUST return a 400 (Bad request) response code.

In these cases (i.e. when the HTTP response code is 4xx or 5xx), the content of the HTTP body is not significant.

In all other cases, the Rights Issuer MUST respond with 200 (OK) and a suitable ROAP message (possibly with
ROAP-related error information) in the HTTP body.

DRM Agents MUST be able to handle HTTP response codes specified here (200, 400, 403, and 500).

11.3 OMA Download OTA

A Rights Issuer MAY use OMA Download OTA [DLOTA] when delivering Content and Rights Objects in order to
take advantage of managed download features such as terminal capability negotiation and installation notification.
For example, a Rights Issuer may use the OMA Download OTA installation notification as a billing trigger.

Depending on specific deployment and business scenarios, OMA Download OTA can be used in different ways in
the context of delivering DRM Content and Rights Objects. Appendix G.3 illustrates this with the help of a few
examples, but is not meant to be an exhaustive collection of deployment scenarios.
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11.3.1 Download Agent and DRM Agent Interaction

The Download Agent must collaborate with the DRM Agent when OMA Download OTA is used to deliver content
and/or Rights Objects. In general, the DRM Agent will participate in the “Installation” phase of the Download OTA
protocol.

The Download OTA protocol utilizes a Download Descriptor (DD) to provide information to the user and the
Device prior to initiating the content object download. The following sections describe how the Download Agent
and DRM Agent should behave when the Download Descriptor is used for DRM purposes.

11.3.1.1 Downloading DRM Content

When using Download OTA to download a DRM Content object (that is, an encrypted content object packaged in
the DRM content format), the Download Descriptor:

— MUST include type attribute indicating the MIME type for each of the object(s) to be downloaded.

— MUST include a size attribute indicating the size of the entire DRM Content Format object (which includes
the encrypted content object)

— MUST include an objectURI attribute pointing to the DRM Content object.

— MAY include other optional attributes.

The Download Agent will process the Download Descriptor and perform the content object download as defined in
[DLOTA].

The Download Agent SHOULD support the nextURL attribute of the Download Descriptor since two or more
download transactions may be concatenated by the nextURL. For instance, the nextURL attribute of the
Download Descriptor of a first download transaction for a DCF may point to the Download Descriptor of a second
download transaction for the download of a ROAP Trigger.

11.3.1.2 Downloading ROAP Trigger or Rights Objects

A Device supporting OMA Download OTA for the download of a ROAP Trigger or a Rights Object MUST support
the co-delivery method. For the co-delivery method, as defined in the [DLOTA] the Download Descriptor MUST be
the first entity in the multipart, and the ROAP Trigger, or the Rights Object MUST be the second entity of the
multipart.

If Download OTA separate delivery method is used, the objectURI in the Download Descriptor will provide the
URL for retrieving the ROAP Trigger. The Download Agent, upon receiving the Download Descriptor, will retrieve
the ROAP Trigger and deliver it to the DRM Agent for installation as defined in the Download OTA specification.

When using OMA Download OTA for delivery of the ROAP Trigger or the Rights Object, the Download Descriptor:
— MUST include type attribute(s) indicating the MIME type(s) of the object(s) being downloaded.

— MUST include an objectURI attribute containing the Content-ID of the ROAP Trigger in the multipart if the
ROAP Trigger is co-delivered with the Download Descriptor. Otherwise, this attribute MUST contain the
URL with which the Device may retrieve the ROAP Trigger

- MUST include a size attribute indicating the size of the object(s) being downloaded. If the Rights Object is
co-delivered with the Download Descriptor, the size SHALL be calculated to be the size of the Protected
ROs in the ROAP RO Response PDU as defined in section 5.4.3.2. Otherwise, this attribute MUST
contain the size of the ROAP Trigger.

— MAY include other optional attributes.

When the Download Agent receives the ROAP Trigger (either via co-delivery or separate delivery), the Download
Agent MUST send the ROAP Trigger to the DRM Agent after processing the Download Descriptor as defined in
[DLOTA]. [DLOTA] requires that the Download Agent should use the information in the Download Descriptor to
give the user a chance to confirm that they want to install the media object. In order to provide the desired end
user experience, there is one exception:
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- Where the value of a type attribute in the Download Descriptor indicates the MIME type of the
ROAP Trigger or of the Rights Object then the Download Agent SHOULD NOT present the user
with a user confirmation.

Upon receiving the ROAP Trigger, the DRM Agent MUST initiate the ROAP as defined in section 5.1.6 . The
DRM Agent MUST notify the Download Agent of installation success or failure (including an appropriate error
code as defined in [DLOTA]).

As defined in OMA Download OTA, the Download Agent MUST make a best effort attempt to send an installation
status report to the Rights Issuer provided the installNotifyURI is present in the DD.

In case the download OTA is used for downloading the Rights Object using 1-pass delivery without the ROAP
Trigger itself then the Rights Object (instead of the ROAP Trigger) is co-delivered with the Download Descriptor.

11.3.1.3 Downloading DRM Content and Rights Object = Together

When using OMA Download OTA to download a Rights Object, the Download Descriptor MUST be co-delivered
with the ROAP Trigger to download DRM Content and Rights Object together. If OMA Download OTA is used to
download the Rights Object and DRM Content in a single multipart message, the Download Descriptor:

— MUST include type attribute(s) indicating the MIME type(s) of the object(s) being downloaded.
— MUST include an objectURI attribute containing the Content-ID of the ROAP Trigger in the multipart.

— MUST include a size attribute indicating the size of the Rights Object plus the size of the DRM Content.
The size of the Rights Object SHOULD be calculated to be the size of the Protected ROs in the ROAP
RO Response PDU as defined in section 5.4.3.2. If the size of the Protected RO’s is not known at the
time when the Download Descriptor is created, the server MAY use an estimate of the expected size of
the Protected RO’s.

— MUST include one or more type attributes with the content type of the DRM Content objects
— MAY include other optional attributes.

When the Download Agent receives a Download Descriptor and the ROAP Trigger, the Download Agent MUST
send the ROAP Trigger to the DRM Agent after processing the Download Descriptor as defined in [DLOTA].
Upon receiving the ROAP Trigger, the DRM Agent MUST initiate the ROAP as defined in section 5.1.6. The
Rights Issuer MUST provide the RO Response PDU and DRM Content in a multipart/related media type
[RFC2387]. The RO Response PDU MUST be the first entry in the multipart and the DRM Content MUST be the
second entry in the multipart. The DRM Agent MUST extract the RO Response PDU and DRM Content from the
multipart and process both entities. The DRM Agent MUST notify the Download Agent of installation success or
failure. As defined in [DLOTA], the Download Agent MUST make a best effort attempt to send this installation
status to the Rights Issuer provided the installNotifyURI is present in the DD.

11.4 WAP Push

11.4.1 Push Application ID

The well-known value for the Push Application ID of the DRM User Agent Push remains unchanged from OMA
DRM 1.0:

- URN: x-wap-application:drm.ua

- Number: 0x08

Rights Issuers and Content Issuers MUST use this Push Application ID when using WAP Push to deliver DRM
Content or Rights Objects to the DRM Agent.

11.4.2 Content Push

A ROAP-ROResponse PDU MAY be delivered using WAP Push [PUSHOTA].

The DRM Agent MUST be able to receive and process a ROAP PDU that is pushed using the Push Application ID
defined above.
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A ROAP Trigger MAY be delivered using WAP Push [PUSHOTA].

The DRM Agent MUST be able to receive and process ROAP Triggers that are pushed to the DRM Agent using
the Push Application ID defined above.

11.5 MMS

The Multimedia Messaging Service (MMS) may be used to transfer DRM Content in MMS Protocol Data Units
(PDUs) as defined in [MMSENC]. In regard to DRM two use cases need to be distinguished:

a) The DRM Content is referenced from within the SMIL presentation description of the multimedia message
(i.e. it can be rendered as part of a multimedia presentation).

b) The DRM Content is not referenced from within the SMIL presentation description of the multimedia
message. This content can be handled by the Device independently from MMS.

If a multipart DCF is referenced from within the SMIL presentation description the first object is assumed to be the
referenced Content Object. The reference for the Content Object is the header field “Content-Location” or
“Content-ID” which is associated with the body part of the MMS message. This must not be confused with the
Content-ID inside the DCF, which is used as a reference for the Rights Object.

An Example is provided in Appendix G.4.

11.6 ROAP over OBEX
11.6.1 Overview

OBEX is a protocol for exchanging objects. It can be used with Bluetooth, infrared, USB and RS232 and other
bearers. The requirements of this document refer to [OBEX] version 1.3.

OBEX is a session-oriented protocol, which allows multiple request/response exchanges in one session. An
OBEX session is initiated by an OBEX CONNECT request, and is established when the other Device returns a
success response. The connection is terminated by sending an OBEX DISCONNECT request.

In this specification a Connected Device that supports the functionality to provide connectivity for Unconnected
Devices (as specified in section 14) MUST contain an OBEX client and an Unconnected Device MUST contain an
OBEX server.

When a session has been established, ROAP messages originating from the Rl MUST be transferred from the
Connected Device to the Unconnected Device using the OBEX PUT method. The Unconnected Device
acknowledges the data, by sending a response with a status code, and possibly also containing some ROAP
data.

ROAP requires that an OBEX connection is established. Connectionless OBEX cannot be used with ROAP.

Example messages are provided in Appendix G.5.

11.6.2 OBEX Server ldentification

The ROAP-OBEX server is identified by the following UUID (to be used as a value for the "Target" header in
OBEX CONNECT operations):

1d29f667-3236-374a-bf63-3c7a023bb17d

11.6.3 OBEX Profile
11.6.3.1 OBEX operations
The table below shows the OBEX operations that are used by the ROAP OBEX profile. Connected Devices that

support the functionality to provide connectivity for Unconnected Devices (as specified in section 14) and
Unconnected Devices MUST support these OBEX operations.
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11.6.3.2

OBEX Opcode
Operation

Connect 0x80

Disconnect 0x81

Put 0x02
(0x82)

Get 0x83

Abort OxFF

OBEX headers

The table below shows the OBEX headers that are used in the ROAP OBEX profile. Connected Devices that
support the functionality to provide connectivity for Unconnected Devices (as specified in section 14) and
Unconnected Devices MUST support these OBEX headers.

OBEX Header Identifier Comment
Header
Type 0x42 application/vnd.oma.roap-pdu+xml
Length 0xC3
Target 0x46 Required in CONNECT requests.
Who Ox4A Identifies responding server in responsés
CONNECT requests
Connection Id 0xCB Value is set by the Unconne®edlice in response tp
the CONNECT operation
Body 0x48 Carries ROAP PDUs; present if there ieead to send
the PDU in several chunks.
End of Body 0x49 Carries ROAP PDUs.
11.6.3.3 OBEX Connect

The OBEX CONNECT operation SHALL contain the following OBEX fields and headers:

Field/Header Name Explanation/Value

Field Opcode for CONNECT 0x80

Field Packet length Varies

Field OBEX version 0x10 (for version 1.0 of the OBRrotocol)
Field Flags Varies; normally all zero

Field Maximum packet length Varies

Header Target 1d29f667-3236-374a-bf63-3c7a023bb17d

The response code to a successful OBEX CONNECT operation SHALL be 0xAO0. The following fields and
headers SHALL be present in the response:
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Field/Header Name Explanation/Value
Field Response code O0xAO for success
Field Packet length Varies
Field OBEX version 0x10 (for version 1.0 of the OBRrotocol)
Field Flags Varies; normally all zero
Field Maximum packet length Varies
Header Who Shall have same value as the precediargét" header
Header Connection ID Identifies the connection
11.6.3.4  OBEX Disconnect

An OBEX DISCONNECT request SHALL contain the following fields and headers:

Field/Header Name Explanation/Value

Field Opcode for DISCONNECT| 0x81

Field Packet length Varies

Header Connection 1D As established in the respammseéhe CONNECT]

operation

headers SHALL

The response code to a successful OBEX DI

be present in the response:

SCONNECT operation SHALL be 0xAO0. The followin

g fields and

Field/Header Name Explanation/Value
Field Response code O0xAO for success
Field Packet length Varies

11.6.3.5 OBEX Abort

Note: The OBEX ABORT operation MAY be used to abort a multi-packet operation before it would normally end.

The OBEX ABORT operation SHALL, when requested, contain the following fields and headers:

Field/Header Name Explanation/Value

Field Opcode for ABORT OxFF

Field Packet length Varies

Header Connection ID As established in the respamsehe CONNECT]

operation

The response code to a successful OBEX ABORT operation SHALL be 0xAO (or else the client wi
disconnect the OBEX connection). The following fields and headers SHALL be present in the response:

Il simply

Field/Header

Name

Explanation/Value

Field

Response code

OxAO for success; otherwiseltbpet will disconnect
with a failure indication
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Field/Header Name Explanation/Value
Field Packet length Varies
11.6.3.6 OBEX PUT

The OBEX PUT operation SHALL contain the following OBEX fields and headers:

Field/Header Name Explanation/Value

Field Opcode for PUT 0x02 or 0x82 (0x02 is usedron-terminal chunked
messages, 0x82 is used for the terminal packet |in
chunked message)

Field Packet length Varies

Header Connection ID Varies

Header Type application/vnd.oma.roap-pdu+xml or
application/vnd.oma.roap-trigger+xmi

Header Body, End of Body End of Body identifies the last chunk of an objdot; other chunks|

the Body header shall be used.

a

In addition to these headers, the Length header MAY be used to indicate the complete length of an object The
response code to a successful OBEX PUT operation SHALL be 0xAO or 0x90, depending on whether the PUT
operation was non-final (0x02) or final (0x82). The following fields and headers SHALL be present in the

response:
Field/Header Name Explanation/Value
Field Response code 0x90 (Continue) or OxXAO (Sw)des success
Field Packet length Varies

In addition, the following headers SHALL be present when the result of the OBEX PUT operation triggers the
transmission of a ROAP message from the unconnected Device to the ROAP server (through the Connected

Device):
Field/Header Name Explanation/Value
Header Type application/vnd.oma.roap-pdu+xml
Header Body, End of Body End of Body is used fat lehunk of an object, for

other chunks the Body header shall be used.

The response code shall be 0x90 when the size of the ROAP message in the response requires "chunking" (see
[OBEX]). In this case, and in order to retrieve remaining parts, the Connected Device shall issue OBEX GET
requests until it receives a response with response code 0xAQ (see below).

11.6.3.7

OBEX GET

The OBEX GET operation SHALL contain the following OBEX fields and headers:

Field/Header Name Explanation/Value
Field Opcode for GET 0x83

Field Packet length Varies

Header Connection ID Varies
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Field/Header Name Explanation/Value

Header Type application/vnd.oma.roap-pdu+xml

The response code to a successful OBEX GET operation SHALL be 0xAO0 or 0x90, depending on whether the
message contains the complete (final part) of the object or not. The following fields and headers SHALL be
resent in the response:

Field/Header Name Explanation/Value

Field Response code 0x90 (Continue) or OXAO (Sw®)des success

Field Packet length Varies

Header Body, End of Body End of Body is used fat lehunk of an object, for
other chunks the Body header shall be used.

The response code shall be 0x90 when the size of the object requires "chunking.” In this case, and in order to
retrieve remaining data, the Connected Device SHALL continue to issue OBEX GET requests until it receives a
response with response code 0OxAO.

11.6.4 Exchanging ROAP messages over OBEX

ROAP messages originating from the RI are sent from the Connected Device to the Unconnected Device using
the OBEX PUT operation. When receiving a ROAP Trigger that contains the proxy attribute and which is therefore
not intended for the Connected Device the Connected Device SHALL maintain the connection to the RI and
attempt to establish an OBEX connection to the Unconnected Device's OBEX server and send the ROAP Trigger
in an OBEX PUT operation. The Connected Device MUST extract the roapURL from the ROAP Trigger and store
for later use. The Connected Device searches for available OBEX servers through service discovery, see Section
11.6.5. In the case where the Connected Device detects multiple OBEX servers (i.e. Unconnected Devices) the
Connected Device SHOULD at this time prompt the user to determine which Unconnected Device to connect to.

When receiving a ROAP message in the body of an OBEX response message from the Unconnected Device, the
Connected Device SHALL forward the message to the roapURL as specified in the ROAP Trigger, possibly re-
using the maintained connection to the RI. The Connected Device SHALL close the connection to the Rl when the
OBEX session ends. The Connected Device MAY close the connection to the Rl when receiving a response to a
PUT request with response code 0xAO and no Body (or End of Body) header.

Sending a ROAP message can take one or more OBEX packets. The OBEX server on Unconnected Devices
MUST be able to receive multiple sequential PUT requests.

ROAP messages originating from the Unconnected Device are received by the Connected Device in response to
PUT operations or by use of the OBEX GET operation (when the response is larger than the maximum OBEX
packet length). A Connected Device that has sent a PUT request with the final bit set, and receives a response
with response code 0x90 MUST issue GET requests until the complete ROAP message has been received
(response code 0xAO0).

Each ROAP message MUST be transferred as a ROAP MIME media type within the body of the OBEX request or
response. However in order to transfer the message it may split the message into several PUT requests (or GET
responses), followed by a PUT Final request (or a final GET response).

11.6.4.1 OBEX Response Codes

The OBEX response code contains the HTTP status code (a 3 digit ASCII encoded positive integer) encoded in
the low order 7 bits as an unsigned integer as defined in [OBEX]. A Connected Device shall therefore simply
translate HTTP status codes in messages received from a Rights Issuer to OBEX response codes before
responding to outstanding requests from an Unconnected Device.
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11.6.5 Service Discovery
11.6.5.1  IrDA

To enable an OBEX connection over IrDA, the OBEX protocol stack needs to provide IAS setting information to
the IAS protocol stack. The Unconnected Device SHOULD use the following IAS entry settings for ROAP
communication via OBEX over IrDA:

Class OBEX:ROAP-client

Attribute Name: IrDA:TinyTP:LsapSel

Attribute Type: Integer

Attribute Description: Ir(LMP LSAP selector for ROAP over IrOBEX, legal values from 0x01 to Ox6F

11.6.5.2 Bluetooth

Service discovery can enhance the user experience by automating selection procedures. This section contains a
definition of the corresponding service records and SDP PDUs, needed to enable a Connected Device to
automatically find suitable Unconnected Devices to connect to when using the Bluetooth protocol stack.

To enable ROAP over the Bluetooth protocol stack, the Unconnected Device SHOULD advertise service records,
which can be retrieved by a Connected Device using the Bluetooth Service Discovery Protocol (SDP).

In the case of the Unconnected Device, the following information, i.e., service records, SHOULD be put into the
SDDB (Service Discovery Database):

Item Definition Type/ Value AttrlD Status Default
Size Value
Service Class ID List N/A 0x0001** MUST
Service Class #0 | ROAP UuID 1d29f667- N/A MUST
unconnected 3236-374a-
Device bf63-
3c7a023bb1
7d
Protocol  Descripto N/A 0x0004** MUST
list
Protocol ID #0 L2CAP uuID 0x0100** N/A MUST
Protocol ID #1 RFCOMM UuiD 0x0003** N/A MUST
Param #0 CHANNEL uint8 Varies N/A MUST
Protocol ID #2 OBEX UuibD 0x0008** N/A MUST
Service name Displayable String Varies 0x0000+b*** | MAY “ROAP
Text name client”

Table 12 ROAP Client Service Records

** The value or the attribute ID is specified in the Bluetooth Assigned Numbers specification.

***'p’ in this table represents a base offset as given by the LanguageBaseAttributelDList attribute. For the
principal language b must be equal to 0x0100 as described in the [Bluetooth SDP] specification.
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Table 13 shows the specified SDP PDUs (Protocol Data Units), which are required.

bute-Response

PDU SDP PDU Ability to Send Ability to Retrieve

no.
ROAP ROAP ROAP ROAP

Connected unconnected Connected unconnected

Device Device Device Device

1 SdpErrorResponse N/A MUST MUST N/A

2 SdpServiceSearchAttri MUST N/A N/A MUST

bute-Request
3 SdpServiceSearchAttrif N/A MUST MUST N/A

11.6.6 Bluetooth Considerations
11.6.6.1

Use of Bluetooth security

Table 13 SDP PDUs

Bluetooth authentication and link encryption may be used when running ROAP over OBEX (over Bluetooth).
Before these services are available the Connected Device and the Unconnected Device must have gone through
an initialization procedure, i.e. be paired. The initialization procedure could be a part of the first ROAP session or
it could be done in advance if the Connected Device and the Unconnected Device are already paired for other

services.

It is expected that Devices in the user's environment are paired once to enable several services.
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12.Super Distribution

12.1 Overview

OMA DRM v2 provides two mechanisms for superdistribution:

» DRM Content, in the form of a DCF, can be distributed from one Device to another over any physical
removable media, wired or wireless network connection without any restrictions.

» If the ContentURL header is present within a given DCF (as defined in OMA DCF Specification [DRMCF-
v2]), this URL MAY be distributed from one Device to another without any restrictions.

12.2 Preview

If a super-distributed DCF has headers indicating that it supports previews, then the receiving Device MAY use
the information provided to generate a preview for the user. This preview may be provided in the form of “instant
preview”, where the DCF itself has a preview element that can be used without a Rights Object. In addition, the
DCF headers may also indicate a preview method where the Device would need to acquire a preview Rights
Object before providing any preview capabilities. See the [DRMCF-v2] for further details on the appropriate DCF
headers.

12.3 Transaction Tracking

A DCF may contain a TransactionID as an information element inside an OMADRMTransactionTracking box
according to [DRMCF-v2]. A TransactionID refers to an RO acquisition for one or more OMA DRM Containers
within a DCF. The TransactionID may be used to track the content flow from one user to another via super
distribution from an RI perspective.

The Device MUST ensure the consent of the user for related operations performed by the Device to ensure the
privacy issues of the user. This can be done by general settings in the Device, by individual settings per Rights
Issuer or on a case by case basis and is implementation specific.

To enable transaction tracking a DCF or PDCF must contain an OMADRMTransactionTracking box when it is
received by the Device.

If a DRM Agent receives an RO Response containing an RO and a TransactionID it MUST ask the user for
consent to replace the TransactionlID in the DCF/PDCF. This can be done in general or on a case-by-case basis.
When consent is given, the DRM Agent MUST replace the TransactionID contained in the
OMADRMTransactionTracking box of the corresponding DCF or PDCF with the received TransactionID.
Otherwise (no consent given) the DRM Agent MUST NOT change the DCF/PDCF. Note: a Device neither needs
to generate an OMADRMTransactionTracking box nor needs to change the size of the DCF/PDCF.

If a Device submits an RO Request based on a DCF or PDCF that contains an OMADRMTransactionTracking
box it MUST insert the TransactionID of the corresponding DCF or PDCF into the RO Request as the
TransactionlD,except in the case where the ROAP trigger does not contain a <contentlD> because the RO to be
delivered is a group or parent RO. The DRM Agent normally SHOULD identify the appropriate DCF by the
<contentID> element of the ROAP Trigger.

Connected Devices MUST support Transaction Tracking functionality as described above, Unconnected Devices
MAY support this feature.

Transaction tracking might not work if
» the first user decides to super distribute only the ContentURL instead of the DCF or PDCF or

» the Rights Object is received prior to the DCF or PDCF.

Informative Note: The transaction tracking feature may be used by a Rights Issuer to implement a reward mechanism by
which afirst user may obtain a benefit from super distributing DRM Content to another user which purchases an RO to
obtain access to the super distributed content. Transaction tracking comprises the following steps:
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a) TheRl providesa TransactionlD in an RO Response message to the Device of thefirst user.

b) The Device of the first user replacesthe Transactionl D in the DCF or PDCF already on the Device with the
received TransactionID.

c) Thefirst user super distributesthe DCF or PDCF to a second user.

d) The second user sends an RO Request message including the TransactionlD of the received DCF or PDCF to the
RI.

e) TheRI mapsthe received TransactionlD to the same Transactionl D related to theinitial transaction with the first
user.

The kind of benefit the first and/or second user may get fromthe Rl is out of scope of this specification.

12.4 DCF Integrity

Content in an encrypted DCF/PDCF is immutable. However, a Device MAY add, remove or edit a
MutableDRMInformation box in a DCF/PDCF, but in this case the MutableDRMInformation box MUST be located
after the last OMADRMContainer box in the DCF or after the movie box in PDCF. Devices MAY add or remove
Rights Objects in the MutableDRMInformation box and also edit the OMADRMTransactionTracking box if it is
present in the top-level MutableDRMInformation box. The integrity check on the DCF/PDCF MUST be carried out
from the beginning until the end of the last OMADRMContainer in the DCF (ignoring the MutableDRMInformation
box at the end), i.e. the integrity check is always excluding the MutableDRMInformation box, which MAY be
present in the DCF/PDCF. If a DCF or PDCF is modified somewhere outside the ignored structure, the integrity
check will fail. This applies to all DCFs whether it is a DCF with one or more DRM Container elements within it or
a PDCF with media tracks.
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13.Export
13.1 Introduction

After downloading OMA DRM protected content, the User may wish to render that content on another Device that
has a different DRM protection format. Export is an operation in which the DRM content and corresponding Right
Object are transferred to a DRM system or content protection scheme other than the OMA DRM system. The
Rights Issuer controls whether or not to allow the export.

The Rights Issuer must explicitly grant permission (with the <export> element in [DRMREL-v2]) before the content
and Rights Object can be exported. The Rights Issuer also specifies to which DRM system or content protection
scheme the DRM content is allowed to be exported. The Rights Issuer MAY permit export to more than one
system.

The basic concept of export from OMA DRM to another DRM system or content protection scheme is specified in
this document. OMA does not specify the exact rules for transcribing Rights Objects to the other protection
mechanisms. It is the responsibility of appropriate bodies governing the use of those protection systems to define
the necessary mechanisms for transcribing OMA DRM Rights Objects. Figure 25 below explains the principle.

Secure Environment

OMA Compliant Device/Module Other DRM Compliant Device/Module
Trust Assured by OMA DRM CA Trust Assured by Other DRM CA

OMA DRM Agent Other DRM Agent

: Should be transcribed
Rights securely & consistently

Rights

Should be transferred
securely

Content Content

Secrets

Secrets

Figure 10: Exporting from OMA DRM

13.2 Export Modes

The Rights Issuer can specify if the DRM content and Rights Object are available on the original Device after the
export (“copy”) or are permanently removed following the export (“move”).

In the case of “copy”, the DRM content and Rights Object remain on the original Device and available for
rendering following the export. The Rights Issuer MAY specify the number of times the “copy” export is permitted.
The original Rights Object is exported without state information if it is a stateful Rights Object and MUST remain
unchanged on the original Device after the export.

In the case of “move”, the original Rights Object MUST become permanently unusable on the original Device,
after exporting is conducted. The Rights Object MUST be exported with the current state information at the time
of the export if it is a stateful Rights Object. That is, if a stateful right has been partially consumed, only the
remaining portion is exported. The Content Object MAY remain on the original Device.

In either mode, the <export> permission MUST NOT be transcribed into the other DRM system or content
protection scheme. This restriction prevents further export once the content is protected by the other DRM
system.
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13.3 Compatibility with Other DRM Systems

The targeted DRM system may not support all of the capabilities of OMA DRM. Some potential areas of
incompatibility include:

= Content Types

= OMA REL usage permissions and constraints

= Multiple Rights Objects for a single content

= Rights for multiple content objects in a single RgyObject

This section defines some general rules to minimize incompatibilities when exporting to non-OMA DRM systems.
The detailed rules for the transcription of OMA Rights Objects to those of another DRM system are specific to the
target system and, therefore, are not part this document.

During discovery and download of content for future export, the best possible content and rights should be
provided to the Device according to device capability, the capability of the other DRM system, and user
preferences. This information MAY be indicated to the Content Issuer using [UAProf] as specified in section 10.3.

When creating a Rights Object for Export (i.e. <export> permission is included), the Rights Issuer SHOULD
construct the Rights Object so that all the permissions and constraints within it are supported by the other DRM
system. All permissions and constraints in the original Rights Object MUST be transcribed provided they are
supported in the target DRM system.

As described in section 9.2, a single Rights Object can contain rights for multiple content objects either within a
multipart DCF or separate DCFs. The <export> permission is applied to the entire Rights Object so that when
such a Rights Object is exported, each associated content object MUST also be exported.

A single content object may have more than one corresponding Rights Object. If the user wishes to export this
content object, all Rights Objects with permission to export to the targeted DRM system MUST also be exported.
If the target DRM system supports multiple rights for a single content object, multiple rights in the original Rights
Object MUST be transcribed. If the target DRM system does not support multiple rights for a single content
object, the multiple rights MAY be merged into one Rights Object and then transcribed.

13.4 Streaming to Other Devices

Another form of export allows the user to stream DRM content from the original Device to a rendering Device (i.e.
headphones) for immediate playback. The content MUST be streamed over a copy protected medium where the
transmission protocol between the Devices ensures that the DRM content cannot be copied in an unauthorized
manner.

The general rules above in terms of transcribing the content and rights SHOULD be followed when streaming
over protected links for rendering purposes.

When <export> permissions are granted and the target system is a link protection scheme, it is understood that a
transient copy is made to facilitate rendering on the target Device. The appropriate signalling MUST be used to
indicate to the target DRM/protection system, that the streamed content is used only for rendering purposes.
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14.Unconnected Device Support

The following section identifies how a Connected Device can act as an intermediary to assist an Unconnected
Device to purchase and download content and Rights Objects. This Functionality enables, for example, a portable
mobile Device that does not have inherent network connectivity to acquire content and associated rights. This
functionality builds on the Domain concept as described in section 7.

An Unconnected Device SHALL be capable of connecting to a Rights Issuer via a Connected Device using an
appropriate protocol over a local connectivity technology. E.g. OBEX over IrDA, Bluetooth or USB as specified in

section 8.

Unconnected Devices MUST support the 4-pass Registration protocol as specified in section 5.4.2.

Unconnected Device MUST support Domain Join and Domain Leave protocols as specified in section 5.4.4.

Unconnected Devices that do not support DRM Time SHALL NOT send RO Acquisition Request messages as

specified in section 5.4.3.1.

A Connected Device MAY also implement Unconnected Device functionality.

Connected Devices SHALL be capable of directly connecting to a Rights Issuer using an appropriate protocol

over an appropriate wide area transport/network layer interface (e.g. HTTP over TCP-IP).
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The above diagram shows how an Unconnected Device establishes an RI Context (Registration) and is added to
the Domain: XYZ. In the above diagram it is assumed that the Connected Device has already performed the
required steps in order to join the Domain: XYZ.

1. The user initiates a browsing session from the Connected Device to an RI. The user indicates to the RI
that they would like to add an Unconnected Device to the Domain: XYZ (how this is achieved is outside of
the scope of this specification).

2. The Rl returns a ROAP Trigger of type joinDomain to the Connected Device and includes the proxy
attribute with the value set to “True”.

3. Upon receipt of the ROAP Trigger, the Connected Device determines that the ROAP Trigger is intended
for an Unconnected Device (through examination of the proxy attribute). At this point the Connected
Device SHALL maintain the connection to the Rl and attempt to establish an OBEX connection to the
Unconnected Device's OBEX server. Once the OBEX connection is established the Connected Device
MUST send the ROAP Trigger in an OBEX PUT operation. The Connected Device MUST extract the
roapURL from the ROAP Trigger and store for later use.

If it is not clear to the Connected Device which Unconnected Device should receive the ROAP trigger
(e.g. because the Connected Device is already in communication with more than one Unconnected
Device) then the Connected Device SHOULD display a list of the Unconnected Devices to the user (using
user friendly identifiers for the Unconnected Devices) and request the user to select the Unconnected
Device that the user wishes to be joined to the Domain). The Connected Device MUST attempt to
establish an OBEX connection to the OBEX server of the user-selected Unconnected Device.

4. Upon reception of the joinDomain ROAP Trigger the Unconnected Device MUST determine whether it
has an RI context with the RI or not. If the Unconnected Device does not have an RI context with the RI
indicated in the ROAP trigger the Unconnected Device MUST send a ROAP-DeviceHello message in the
OBEX response to the Connected Device. The Connected Device SHALL forward the message to the
roapURL as specified in the ROAP Trigger, re-using the maintained connection if possible. If the
Unconnected Device has an Rl Context then steps 5-7 do not apply.

5. The RI MUST respond with a ROAP-RIHello message which the Connected Device MUST send to the
Unconnected Device's OBEX server in an OBEX PUT operation

6. The Unconnected Device MUST respond with a ROAP-RegistrationRequest message in the OBEX
response to the Connected Device. The Connected Device SHALL forward the message to the roapURL
as specified in the ROAP Trigger re-using the maintained connection.

7. The RI MUST respond with a ROAP-RegistrationResponse message which the Connected Device will
send to the Unconnected Device’s OBEX server in an OBEX PUT operation

8. Upon successfully establishing an RI context, the Unconnected Device MUST send a ROAP-
JoinDomainRequest message in the OBEX response to the Connected Device. The Connected Device
SHALL forward the message to the roapURL as specified in the ROAP Trigger, re-using the maintained
connection.

9. The RI MUST respond with a ROAP-JoinDomainResponse message which the Connected Device MUST
send to the Unconnected Device's OBEX server in an OBEX PUT operation.

10. The Unconnected Device MAY respond with an OBEX Disconnect or MAY respond with an OBEX
message containing the code 0xAO and no Body (or End of Body) header. Upon reception of the OBEX
Disconnect operation, the Connected Device SHALL close the connection to the RI. The Connected
Device MAY close the connection to the Rl when receiving a response to a PUT request with response
code 0xAO0 and no Body (or End of Body) header.

In the above diagram and text it is assumed that no ROAP specific errors occur during the ROAP session. If
ROAP specific errors occur during the ROAP session then the Unconnected Device SHOULD use the value of
the status parameter as defined in section 5.3.6 and act accordingly.

Once an Unconnected Device has successfully registered and joined the same Domain as the Connected Device
then the Connected Device can acquire content and rights on behalf of the Unconnected Device. RO acquisition
is shown below.
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In the case of Unconnected Device, for silent Device Registration or silent Domain Join (include Upgrade), the
Unconnected Device MAY need to indicate to user that he/she needs to use a Connected Device to initiate a
Device Registration or Domain Join (i.e. silent Device Registration or silent Domain Join is not allowed for
Unconnected Device).

Domain:XYZ

Connected
Device

Rights Issuer

i

RO Request (Domain RO)

RO Response (Domain RO)

Figure 12: RO Acquisition

Once the Connected Device has received the Domain RO, it SHOULD insert the Domain RO in the associated
DCF as specified in section 8.7.2.2. This enables the DCF and embedded RO to be transferred to the
Unconnected Device using a simple file transfer operation over OBEX as shown in the following diagram.

Note: As an Unconnected Device may not support the acquisition of rights, a Connected Device should present a
suitable warning to the user, if the user attempts to transfer a DCF without an embedded Domain ROs to an
Unconnected Device.

Domain:XYZ

Unconnected|

! Connected
Device

Device
T T

DCF (with Domain RO)

9 File Transfer over OBEX

Figure 13: Content Acquisition

In the case where a user wishes to remove an Unconnected Device from a Domain, this is achieved as follows:
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Figure 14: Unconnected Device leaving a Domain

1. The user initiates a browsing session from the Connected Device to an RI. The user indicates to the RI
that they would like to remove an Unconnected Device from the Domain: XYZ (how this is achieved is
outside of the scope of this specification). The RI returns a ROAP Trigger of type leaveDomain to the
Connected Device and includes the proxy attribute with the value set to “True”.

2. Upon receipt of the ROAP Trigger the Connected Device determines that the ROAP Trigger is intended
for an Unconnected Device (through examination of the proxy attribute). At this point the Connected
Device SHALL maintain the connection to the Rl and attempt to establish an OBEX connection to the
Unconnected Device's OBEX server and sends the ROAP Trigger in an OBEX PUT operation. The
Connected Device MUST extract the roapURL from the ROAP Trigger and store for later use.

3. Upon reception of the leaveDomain ROAP Trigger and after performing the steps specified in section 8.4
the Unconnected Device MUST send a ROAP-LeaveDomainRequest message in the OBEX response to
the Connected Device. The Connected Device SHALL forward the message to the roapURL as specified
in the ROAP Trigger re-using the maintained connection.

4. The RI will respond with a ROAP-LeaveDomainResponse message, which the Connected Device will
send to the Unconnected Device's OBEX server in an OBEX PUT operation.

The Unconnected Device MAY respond with an OBEX Disconnect or MAY respond with an OBEX
message containing the code 0xAO0 and no Body (or End of Body) header. Upon reception of the OBEX
Disconnect operation the Connected Device SHALL close the connection to the Rl. The Connected
Device MAY close the connection to the Rl when receiving a response to a PUT request with response
code 0xA0 and no Body (or End of Body) header.
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15.Binding Rights to User Identities
15.1 IMSI uid

If the Device supports a SIM/USIM/R-UIM and the <uid> element of a child <context> element of an <individual>
element within a Rights Object specifies an IMSI, the DRM Agent MUST observe the following behaviour.

When the associated content is selected for rendering the DRM Agent MUST check that the IMSI on the currently
installed SIM/USIM/R-UIM (as stored within EF_,ys elementary file, which is defined in [3GPP TS 51.011], [3GPP
TS 31.102] and [3GPP2 C.S0023-B]) matches the IMSI specified within the <uid> element or in the case where
the RO is bound to multiple IMSIs one of the IMSI’s specified within the <uid> element.

If the IMSI of the currently installed SIM/USIM/R-UIM matches the value (or in the case when the RO is bound to
multiple IMSIs one of the values) specified in the <uid> element, as specified in [DRMRELvZ2], then the
<permission> SHOULD be exercised if all other constraints are fulfilled.

If the IMSI of the currently installed SIM/USIM/R-UIM does not match the value (or in the case where the RO is
bound to multiple IMSI’'s any of the values) specified in the <uid> element then the <permission> MUST NOT be
exercised.

15.2 WIM uid

If the Device or SIM, UICC in the Device supports a WIM and if the Device supports binding to WIM and, if the
<uid> element of a child <context> element of an <individual> element within a Rights Object specifies a PKC_ID,
the DRM Agent MUST observe the following behaviour.

1. The Device attempts to retrieve the user certificate from the WIM [WIM], identified by PKC_ID i.e. the
value of PKC_ID matches with the value of CommoncCertificateAttributes.certHash field from the user
certificate CDF entry,

2. Compute a hash (e.g. thumbprint) over the user certificate. The hash is calculated over the DER encoding
of the complete certificate and SHAL hashing algorithm MUST be used,

3. Check that the hash (e.g. thumbprint) matches the value of the PKC_ID,
Go to step 4 if the result of the check is successful. If unsuccessful, the permission MUST NOT be exercised.
4. Generate a 20 bytes challenge value,
5. Ensure that the rights to access the WIM signature key are granted,
6. Request the WIM to sign the challenge using the private key associated with the identified user certificate,
7. Verify the signature using the user certificate.

If the verification of the signature is successful then the <permission> SHOULD be exercised if all other
constraints are fulfilled. If the verification of the signature failed then the <permission> MUST NOT be exercised.

15.2.1 Support for WIM uid

If the Device or SIM, UICC in the device supports a WIM and if the Device supports binding to WIM then the DRM
Agent SHOULD support User certificate for authentication as defined in Appendix D.

The said user certificate has to be stored locally in the WIM. The logical record of the WIM CDF that provides
information for that certificate thus makes use of the path identifier reference choice. In addition, it has to contain
the optional field CommonCertificateAttributes.certHash. The use of the private key associated to the said user
certificate has to be protected by the PIN-G i.e., the logical record of the WIM PrkDF that corresponds to that key
provides a commonObjectAttributes.authld field that identifies the PIN-G authentication object.

To optimise (i.e. save certificate hashing operation) the next procedures that make use of the said user certificate,
it is RECOMMENDED that once the DRM Agent successfully passed the step 3 it stores the trusted couple (user
certificate, user certificate hash (e.g. thumbprint)) in its local storage area. Thus, the DRM Agent MAY resume the
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sequence, starting from step 4 and making use of the user certificate from its local storage area to perform step 7
i.e., selected by PKC_ID == user certificate hash (e.g. thumbprint).

Interactions between the DRM Agent and the WIM are described in Appendix E.
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16.Security Considerations (Informative)
16.1 Background

DRM solutions in general need to meet a number of security requirements. In particular, two requirements any
DRM solution must fulfil are:

+ DRM Content must only be accessed by properly authenticated and authorized DRM Agents
» Permissions on DRM Content must be honoured by all DRM Agents

This specification along with its accompanying documents ([DRMARCH-v2], [DRMREL-v2], and [DRMCF-v2])
establishes the OMA DRM system. The OMA DRM system provides the means for the secure distribution and
management of DRM Content in the OMA environment, and meets the requirements specified above and in
[DRMREQ-v2].

16.2 Trust Model

The OMA DRM trust model is built on a PKI. A Rights Issuer trusts a DRM Agent to behave correctly if the DRM
Agent's certificate is verifiable by the Rights Issuer and not revoked. Similarly, a DRM Agent trusts a Rights Issuer
to behave correctly if the Rights Issuer's certificate is verifiable by the DRM Agent and not revoked.

Devices and Rights Issuers may support multiple PKIs. This means that Devices and Rights Issuers may have
multiple certificate chains and/ or multiple trusted root certificates installed.

16.2.1 RIs supporting multiple PKls

If Rights Issuers are using multiple certificate chains signed by different PKls the same private/ public key pair
MUST be used for each of those PKIls. This leads to one unique RI ID for the Rights Issuer.

Rights Issuers may have additional trusted root certificates from other PKIs installed without having a key pair
signed by one of those PKIs. Such a trusted root certificate can be used to validate device certificate chains
issued under that root of trust. For this scenario it is required that the device trusts one of the roots the server has
certificate chains for.

To support multiple RI IDs and multiple public keys it is suggested to setup multiple Rls using different Rl URLs
with different Fully Qualified Domain Names. This can also be useful to control under which trust model content
may be distributed.

16.2.2 Devices supporting multiple PKls

Devices may have multiple and different key pairs signed by multiple PKIs, what means that they may have
multiple Device IDs.

Devices may have additional trusted root certificates from other PKIs installed without having a key pair signed by
one of those PKIs. Such a trusted root certificate can be used to validate RI certificate chains issued under that
root of trust. For this scenario it is required that the RI trusts one of the roots the Device has certificate chains for.

16.3 Security Mechanisms in the OMA DRM
16.3.1 Confidentiality

Confidentiality ensures that data is not accessible by an unauthorized party. As stated above, DRM Content must
only be accessible by properly authenticated and authorized DRM Agents. To achieve this goal, DRM Content is
encrypted. Encryption keys are unique to each Media Object, and Rights Objects carry the encryption keys
wrapped in keys only accessible by the intended recipients.
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16.3.2 Authentication

Authentication is the process by which a party identifies itself to another party. In the OMA DRM, mutual DRM
Agent and Rights Issuer authentication is achieved in the 4-pass Registration Protocol, the 2-pass RO Acquisition
protocol, and the 2-pass Join Domain protocol. Depending on protocol and message, the authentication is
achieved either through digital signatures on nonces or time stamps. The 1-pass RO Acquisition protocol
achieves Rights Issuer authentication through the digital signature on a time stamp. It does not authenticate the
DRM Agent to the Rights Issuer, but due to the DRM Content being wrapped with the recipient's public key, the
initial requirement of Section 16.1 is still met. The 2-pass Leave Domain Protocol authenticates the DRM Agent to
the Rights Issuer through the digital signature on a time stamp. It does not authenticate the Rights Issuer to the
DRM Agent.

16.3.3 Integrity Protection

Data integrity protection ensures the ability to detect unauthorized modification of data. In the OMA DRM, data
integrity protection, when applicable, is achieved through digital signatures on ROAP messages and Rights
Obijects.

16.3.4 Key Confirmation

Key confirmation ensures the recipient of a message containing a protected key that the sender of the message
knows the key value. In the context of DRM, this property protects against unauthorized re-issuance of Rights
Objects from one Rights Issuer by another. In the OMA DRM system, key confirmation is achieved through a
MAC over the protected key and the sending party's identity, using parts of the protected key as the MAC key.

16.3.5 Other Characteristics

16.3.5.1 DRM Time

The OMA DRM system assumes the presence of DRM Time in the DRM Agent. Since users are not able to
change DRM Time, this specification defines a mechanism by which the DRM Time can be synchronized with the
time held by an OCSP responder.

Devices supporting multiple trust models MUST maintain one DRM time per trust model. This is to minimize the
effect of a “fake” or compromised trust model on other trust models.

16.3.5.2  Transport Layer Security

The OMA DRM system provides application-layer security through the use of the security mechanisms listed in
Section 16.3. Hence, it does not rely on, or assume, transport-layer security

16.3.5.3 Pseudorandom Number Generators

The use of nonces in the OMA DRM system requires DRM Agents and RIs to have pseudorandom number
generators of good quality.

16.4 Threat Analysis
16.4.1 Threat Model

Any DRM system must protect against the threat of compromise of a DRM entity (Rights Issuer, DRM Agent,
Content Issuer, CA, or OCSP responder), leading to unauthorized behaviour. In particular, since it may be in the
interest of the user of the DRM agent to bypass the security, the DRM Agent must be robust against the
"reversed" threat model. Besides protecting against the threat of a DRM entity compromise, the DRM system
must protect against passive as well as active attacks.

In the following, it is assumed that an attacker is able to:

» Listen to the communication channel between a DRM Agent and a Rights Issuer, and

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-DRM-V2_0_2-20080226-A Page 103 (152)

* Read, modify, remove, generate and inject messages in this channel.
When applicable, the case of a compromised DRM entity is also discussed.

16.4.2 Active Attacks

16.4.2.1 Message Removal

An attacker may remove any message sent between a DRM Agent and an RI. In general, this constitutes a Denial
of Service attack.

— For the Registration protocol, message removal will result in a failed protocol run and no establishment of an
RI Context in the Device.

— For the RO Acquisition protocol, message removal will result in the non-delivery of the requested Rights
Object(s) to the DRM Agent. To ensure correct billing in such a situation, the mechanisms outlined in Section
11.3 may be used (although it is important to note that the suppression of the DLOTA InstallNotify message
may reverse the threat — i.e. cause the RI to believe that the Rights Object did not get installed even though it
was).

— Whenever a ROAP trigger is sent from an Rl to a Device, the Rl can insert a nonce in the trigger which the
device must insert in the roap:Request as a response from the Device to the RI. This allows coupling of
triggers and their corresponding roap:Request by the RI but also allows the R, if they choose, to resend the
trigger if they do not receive the corresponding roap:Request within a certain time period. This allows defeat
of non-persistent message removal attacks.

— For the Join Domain protocol, if an attacker removes the ROAP-JoinDomainResponse message, a Device will
not become a member of the requested Domain even though the Rl may think it has. Again, mechanisms
outlined in Section 11.3 may ensure delivery but suppression of DLOTA InstallNotify messages may reverse
the threat.

— For the Leave Domain protocol, if an attacker removes the ROAP-LeaveDomainRequest message from the
communication channel before it has reached the RI, the Rl may still view the DRM Agent as a member of the
Domain. It is important to note the consequences this may have for any billing scheme based on Domain
membership.

- Removal of a ROAP trigger before it reaches the Device will stop the intended ROAP protocol from being
executed.

16.4.2.2 Message Modification
An attacker may modify any message sent between a DRM agent and an RI.

— For the Registration protocol, the RO Acquisition protocols, and the Join Domain protocol, message
modification will be detected through the use of digital signatures.

- For the Leave Domain protocol, modification of the ROAP-LeaveDomainRequest message will be detected by
the RI through the Device's digital signature on the message. The DRM Agent, however, may not detect
modification of the ROAP-LeaveDomainResponse message since the message is not digitally signed. This
may result in a DRM Agent assuming the RI has removed it from the requested Domain when in fact it has not
or vice versa (the DRM agent assuming the Rl has not removed it from the requested Domain when in fact it
has). The former attack's possible implications for billing schemes should be noted. The latter will result in re-
tries by the DRM Agent or the DRM Agent notifying the user.

- For the various ROAP triggers, message modification will be detected if the message was signed. In particular,
the RI must sign the <leaveDomain> trigger. For other triggers, the Device may not detect message
modifications.

16.4.2.3 Message Insertion

An attacker may at any point insert messages into the communication channel between an Rl and a DRM Agent.
The attacker may also record messages and try to replay them at a later point in time.
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— The Registration protocol protects against replay attacks through the use of nonces, ensuring to both parties
that the other party is "live".

— The 2-pass RO Acquisition protocol assures the DRM Agent that the Rl is live through the use of the Device
nonce. It assures the RI that the DRM Agent is live through the DRM Agent's signature on the DRM time.

— The 1-pass RO Acquisition protocol assures the DRM Agent that the Rl is live through the signature on the
RI's current time.

— The Join Domain protocol protects against replay attacks in the same way as the 2-pass RO Acquisition
protocol.

- The Leave Domain protocol assures the RI that the DRM Agent is live through the DRM Agent's signature on
the DRM time. It does protect against replay attacks through the use of the Device Nonce (it does not protect
against message insertion, however and as noted above).

— ROARP triggers may be sent to any device at any time. Devices can protect against replay of <leaveDomain>
triggers due to their digitally signed timestamp. For other triggers Devices cannot protect against replay
attacks.

— Al ROAP triggers sent from an RI to a Device can include a honce within the trigger which the Device must
insert in the roap:Request sent in response to the trigger. This stops a man in the middle from recording a
roap;Request sent in response to one ROAP trigger and replaying it as the response to another ROAP
trigger.

— Protection against replay of stateful ROs is achieved by means of the method specified in Section 9.4. Itis
important to note that the replay cache MUST be integrity-protected by the DRM Agent.

16.4.2.4 Denial-of-Service Attacks

Denial-of-Service (DoS) attacks are attacks against the availability of a system and include attacks that consume
resources (bandwidth, storage) and/or the destruction of resources (e.g. software or hardware components, data
destruction and physical destruction). Such attacks can result in significant loss of revenue and intellectual

property.

As an example, an attacker could send multiple ROAP-RORequest messages to the RI, whether authentic or not.
These messages may bind significant resources at the RI site (e.g. signature verifications), rendering the RI
unable to respond to other requests.

RIs need to implement standard DoS precautions to protect against these attacks, see e.g. [DDOS].

16.4.2.5 Entity Compromise
An attacker may attempt to, physically or otherwise, compromise an entity of the DRM system.
- A compromised DRM Agent may result in the disclosure of any of the following:

i. The DRM agent's private key

ii. Domain keys for any Domain the DRM Agent is a member of

iii. Rights Object Encryption Keys

iv. Content Encryption Keys

v. DRM Content

It may also result in loss of integrity protection of the DRM Agent's replay cache and/or loss of protection of
Rights stored internally in the DRM Agent. Further it may result in loss of DRM Time, potentially allowing
permissions to be overridden or compromised RIs to pose as uncompromised.

Failure of DRM Agent implementations to protect the above assets may seriously compromise the security of
the OMA DRM system and their protection is therefore critical.

A compromised DRM Agent may be able to modify a Rights Object in such a way that the Rights Object can be
re-issued and accepted by an uncompromised DRM Agent. This threat occurs only if the Rights Object contains
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the <signature> element in the roap:ROPayload. A suggested method to limit this threat is to include an
<individual> constraint in DRM 2.0 Rights Objects containing a <signature> element in the roap:ROPayload.

In addition, a compromised rendering application in the DRM Agent may also result in the loss of DRM Content.
The DRM Agent implementation must therefore be robust and ensure that it only provides unprotected DRM
Content to trusted rendering applications.

— A compromised Rights Issuer may result in the disclosure of any of the following:
i. The Rights Issuer's private key
ii. Domain keys for any Domain administered by the RI
iii. Rights Object Encryption Keys
iv. Content Encryption Keys
v. DRM Content

Again, the protection of these assets in Rl implementations is crucial to the correct functioning of the OMA
DRM.

— The effects on a PKI of a compromised CA or OCSP Responder is discussed, e.g., in [RFC3280] and
[RFC2560].

The OMA DRM system relies on certificate revocation for minimizing the damages of a compromised entity. DRM
Agents and Rls must always verify that the entity they are communicating with has not been compromised by
checking the entity's certificate status. Further, in Domain settings, RIs may protect against undetected DRM
agent compromise by regularly upgrading Domain Generations.

16.4.3 Passive Attacks

An attacker may eavesdrop on and record any conversation carried out between an Rl and a DRM Agent. Such
eavesdropping may allow the attacker to trace user behaviour and, to some extent, interests. Due to the security
features of the OMA DRM system, it will however not allow the passive attacker to perform later off-line attacks
against DRM Content, wrapped keys, or Rights Objects exchanged in such recorded messages.

16.5 Privacy

Privacy is the right of an individual to control or influence the amount of information about her collected by others.
The data that should be protected can be divided into personal data and interest data. As an example, a content
issuer collecting content download data can adapt its offers to the downloaded party according to perceived
demands. On one hand this may achieve user convenience, but on the other hand it limits the right of self-
determination of the individual. Furthermore, the keeping of log files that store information, such as who has done
what at which time, reveals user behaviour and might not be in the interests of the system's users.

The ROAP protocol has no explicit measures to anonymize the association between DRM Agent, downloaded
DRM Content and associated RO, since the Rl and CI are either administered by one organization or might
exchange information freely. Also, the messages that are sent do not protect the identities of the communicating
parties.

In addition, the Transaction Id mechanism to track super distribution behaviour, e.g. for reward purposes, might
be perceived as privacy intruding. For instance, a Cl inserting values in the Transaction Tracking box of a DCF
with the purpose of rewarding customers for super distributing content, potentially learns a great deal of
information about users’ forwarding behaviour. In this case, however, the OMA DRM system does allow user
policies to determine whether to use the Transaction ID mechanism or not. OMA DRM providers should consider
user's privacy demands to the extent possible and whether anonymity mechanisms can be deployed within the
bounds of the OMA DRM system.
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Appendix A. ROAP Schema

The ROAP and ROAP trigger XML schema is defined in normative [DRMROAPXSD-v2].

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-DRM-V2_0_2-20080226-A Page 107 (152)

Appendix B. Backward Compatibility with Release 1.0

Devices that support OMA DRM v2 MUST support the mandatory features of OMA DRM V1 [DRM]. To ensure
consistent, interoperable behaviour, OMA DRM v2 Devices MUST behave in the following manner when receiving
OMA DRM v1 Content.

DRM v2 Client receives the DRM v1 method not supported DRM v1 method is supported
following DRM v1 content type
Forward Lock content n/a (DRM v1 Forward Lock is Handle content as defined in [DRM]
mandatory)
Combined Delivery content Handle content as defined in [DRM] | Handle content as defined in [DRM]
Separate Delivery Content MAY notify the user Handle content as defined in [DRM];

Upon contacting the CI/RI the
Device MUST advertise DRM
version and supported media types
as defined in section 10.

Table 14: Backward Compatibility with Release 1.0
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Appendix C.  Application to Services (Informative)

C.1 Application to Streaming Services

The main scope of OMA DRM is protection of downloadable objects, which can by their nature be embedded into
DCFs and be delivered under DRM control. This is not immediately possible with streaming media, since
streaming media are transported using protocols and mechanisms that do not allow embedding into download
DCFs, and also since streams are not per se limited in time and size. Thus, the protected transport of streams
and some associated signalling has to be defined separately for streaming media. On the other hand, OMA DRM
ROs can be used for streaming services for the definition and transport of rights/permissions, and of content
decryption keys.

Thus, the basic concept for the application of OMA DRM to streaming services is that OMA DRM ROs, and the
ROAP, are used in the same way as for downloadable objects/DCFs. This is specified in this standard. The exact
way of protecting streams, storing streams at a streaming server, and transporting streams to a Device (including
associated signalling) are not specified in this specification. It is the responsibility of streaming standardization
bodies to define appropriate mechanisms that work seamlessly together with the concept laid out in the DRM
specification, especially with the RO concept and format. Figure 15 explains the principle.

rights streaming
. content
Issuer
server
protected streams
rights object (RO) (transport format and
(RO format defined protection mechanisms
in OMA DRM specification) specified by streaming

standardization body;
compatible with OMA
RO specification)

Figure 15: Generic principle of application of OMA DRM to streaming services

C.1.1  Application to the 3GPP Packet-Switched Strea  ming Service

For the special case of the 3GPP Packet-Switched Streaming Service (PSS) Release 6, i.e., the 3GPP streaming
standard [3GPP PSS], OMA and 3GPP have been working together to define DRM protection of PSS media. The
basic principle is the one shown in Figure , but there are some extensions that consider special features and
properties of the PSS standard, namely

a) PSS sessions can consist of a mixture of discrete (e.g., JPEG images) and continuous (e.g., H.263 video)
media

b) There are 3 different methods to initiate a PSS session using different streaming tokens: either a SMIL
presentation description, or an SDP session description, or an RTSP URL. A streaming token can getto a
Device as a download from a server, or by super-distribution from other Devices, or by other means like
user input of an RTSP URL via the keyboard.

c) Time-continuous protected media like audio and video tracks that are stored on a PSS server in the 3GP
file format defined by 3GPP can either be downloaded by (progressive) download of the whole 3GP file,
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or streamed by extraction of protected media tracks from the 3GP file format and transport using real-time
transport protocols. OMA has adopted the 3GP file format for protected packetized content as a special
DCF, the Packetized DCF (PDCF) [DRMCF-v2]. It should thus be understood that a 3GP file holding
encrypted tracks as defined in [TS26.244] is automatically a valid OMA DRM PDCF [DRMCF-v2].

Figure 16 gives an overview of the involved entities and data flows for DRM protection of 3GPP PSS sessions

and media.

backend connection (out of scope for this specification)

v v v

v

3GPP PSS
content portal/ rights download streaming
. content
storefront issuer server content
server
/
(2) one or (3) discrete media
several RO(s) objects embedded
[OMA DRM]
(1a) streaming (4a) download of PDCF
token [3GPP PSS][OMA DRM]
[3GPP PSS] or

or (4b) real-time streaming
of protected
(1b) streaming media streams
token [3GPP PSS]

T [3GPP PSS]
super-distribution

from other device

v

Figure 16: Application of OMA DRM to the 3GPP Packe-Switched Streaming Service (Release 6). Referesda
brackets indicate where the respective data formatr protocol is specified

For a protected PSS presentation, the content provider can confidentiality protect and integrity protect discrete
media (images etc.) by embedding them into OMA DCFs. Further, he can confidentiality protect and integrity
protect continuous media using the mechanisms defined by 3GPP, and storing them in a file in the 3GP file format
[TS26.244], i.e., in a PDCF. The DCFs are stored on a content download server, the protected 3GP files = PDCFs
on a 3GPP PSS server. Note that the PDCF can later be used for download or streaming of the included
tracks/streams ((4a) or (4b) in Figure 16).

All information needed to generate ROs for the DCFs and PDCFs must be conveyed to the Rights Issuer; how
this is done is outside the scope of this specification. This information includes the used content encryption keys
for the discrete and continuous media, and usage rights/permissions.

The required steps to initiate, set up, receive, and render a protected 3GPP PSS session are then the following:

A. A streaming session is initiated via a streaming token, i.e. a SMIL presentation, SDP file, or RTSP URL
[B3GPP PSS]. The streaming token can arrive to the Device by download from a server/content
portal/content storefront (see (1a) in Figure 16 ), or by super-distribution (see (1b) in Figure 16 ), by
messaging (MMS), or by other means (e.g. an RTSP URL can be manually entered by the user). The
streaming token can optionally be embedded into a DCF.

B. If the streaming token has been acquired directly from a server or portal, the server can initiate the
delivery of one or several ROs to the Device that contain the keys and rights for the media referenced by
the token (see (2) in Figure 16). In all other cases, the ROs for protected streams are requested during
session setup to the streaming server, and the ROs for protected discrete objects after download of the
respective DCFs, see (D)

C. When the user decides to start the PSS streaming session, she or he executes/launches the streaming
token which is delivered to the streaming player. The streaming player evaluates the streaming token.
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D. Depending on the type of streaming token, the following applies:

» SMIL presentation: Referenced discrete objects are downloaded from the respective download
servers (see (3) and (4a) in Figure 16.). If ROs are not on the Device yet they can be acquired at
this point, using the Rl URL in the DCFs . Referenced streams are set up and started using PSS
streaming protocols [3GPP PSS] (see (4b) in Figure 16.). If ROs are not on the Device yet they
can be acquired at this point, using the Rl URL. Note: SMIL allows to download objects / start
streams during a presentation. In this case it may be an implementation optimization to fetch all
ROs before starting the presentation.

« RTSP URL: Referenced streams are set up and started using PSS streaming protocols [3GPP
PSS] (see (4b) in Figure 16). If ROs are not on the Device yet they can be acquired at this point,
using the RI URL.

» SDP: Referenced streams are set up and started using PSS streaming protocols [3GPP PSS]
(see (4b) in Figure 16). If ROs are not on the Device yet they can be acquired at this point, using
the RI URL.

E. Discrete objects (DCFs), downloaded PSS content (PDCFs), and PSS streams are decrypted and
rendered subject to the terms and permissions of the respective ROs.

F. The streaming token can be super-distributed to another Device. To be able to receive and render the
referenced PSS media content, the receiving Device must acquire the respective RO(S).

C.1.2 DCF Packaging of Streaming Session Descriptor s

The section describes an optional variation of the basic architecture and method for protection of streams using
OMA DRM. In this variation, the streaming token / streaming session description is itself packaged into a DCF.
This is illustrated in Figure 17 .

backend connection (out of scope for this specification)

v v v v

download 3GPP PSS
content portal/ rights content streaming
storefront issuer content
server
server
/
(2) one or (3) discrete media
several RO(s) objects embedded
[OMA DRM]
(1) streaming token (4a) download of PDCF
o glfpbsggT%Efg';M [3GPP PSS][OMA DRM]
or (4b) real- t|me streaming
of protected
(1b) streaming token media streams
embedded in DCF [3GPP PSS]
[3GPP PSS][OMA DRM
super-distribution >

from other device

Figure 17: Application of OMA DRM to the 3GPP Packé-Switched Streaming Service (Release 6) with stredng
token packaged into DCF. Underlined text denotes fferences to Figure 16.

With this method, the typical steps to initiate, set up, receive, and render a protected 3GPP PSS session are
similar as described in section C.1.1, with a few differences. The differences are outlined below.

(A) Unchanged, see section C.1.1.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-DRM-V2_0_2-20080226-A Page 111 (152)

(B) If the streaming token has been acquired direotijnfa server or portal, the server can initiatedislévery of one or
several ROs to the Device that contain the keysrigindis for the media referenced by the token (&8 Figure
17). Otherwise, the Device can use the Rl URL ingtreaming token DCF to request Rights ObjecthdfRO or
ROs delivered in response to this request contairkéys and rights for all media elements and stsdaeing part
of the PSS session associated with the token, niwefuRO requests are necessary.

(C) Unchanged, see section C.1.1.
(D) Depending on the type of streaming token, the ¥alg applies:

a. SMIL presentation: Referenced discrete objectglavenloaded from the respective download servess (se
(3) and (4a) irFigure 17). Referenced streams are set up and started BSISgstreaming protocols [3GPP
PSS] (see (4b) irigure 17).

b. RTSP URL: Referenced streams are set up and stastegl PSS streaming protocols [3GPP PSS] (see (4b)
in Figure 17). Please note that an RTSP URL per se cannotdi@gead into a DCF, because there is no
MIME type for RTSP URLs. However, a workaroundaspackage the RTSP URL into a helper file (e.g. a
minimal SMIL file), and package the helper fileara DCF.

c. SDP: Referenced streams are set up and starteglRSi& streaming protocols [3GPP PSS] (see (4b) in
Figure 17).

(E) Unchanged, see section C.1.1.

(F) Unchanged, see section C.1.1.

A difference using the optional method is the point in time when ROs are requested/acquired: it is always
(including the super-distribution case) possible to request rights when the DCF containing the streaming token is
available on the Device, and before streaming of content is initiated. If the RO (or ROs) delivered in response
contain rights and keys for all media objects and streams used in the respective PSS presentation, no further RO
requests are necessary.

Also, the RI can associate permissions or constraints with the streaming token, in addition to constraints on the
referenced media objects or streams. For example, for datetime based restrictions on streams, the same
restriction could be imposed on the token. If the user tries to use the streaming token after expiry, this is then
recognized when the token is executed, and before any communication with the streaming server is set up.

All DCF-associated functionality is applicable to a streaming token packaged into a DCF (e.g., integrity protection
of DCF, preview rights URL, etc.).

The described optional method of packaging streaming tokens into DCFs has no implications on the security or
protection of the referenced media objects and streams.
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Appendix D. Certificate Profiles and Requirements
D.1 DRM Agent Certificates

The profile for DRM Agent certificates follows tipeofile for "User Certificates for Authenticatiomt' [CertProf] with the
following modifications:

Version 3

Signature MUST be RSA with SHA-1

Serial Number MUST be less than, or equal to, 20 bytes in length

Issuer Name MUST be present and MUST use a subset of the following naming attributes from

[CertProf] — countryName, organizationName, organizationalUnitName,
commonName, and stateOrProvinceName.

Subject Name MUST be present and MUST use a subset of the following haming attributes from
[CertProf] — countryName, organizationName, organizationalUnitName,
commonName, and serialNumber.

The structure and contents of a Device subject name shall be as follows:
[countryName=<Country of manufacturer>]
[organizationName=<Manufacturer company name>]
[organizationalUnitName=<Manufacturing location>]
[commonName=<Model hame>]

serialNumber=<Unique identifier for Device, as assigned by the Certificate Issuer.
Does not have to be the same as the IMEI>

The serialNumber attribute MUST be present. The countryName,
organizationName, organizationalUnitName, and commonName may be present.
Other attributes are not allowed and must not be included. For all naming attributes
of type DirectoryString, the PrintableString or the UTF8String choice must be used.

Note that the maximum length (in octets) for values of these attributes is as follows:
countryName — 2 (country code in accordance with ISO/IEC 3166),
organizationName, organizationalUnitName, commonName, and serialNumber —
64.

Example:
C="US";0="DRM Devices 'R Us"; CN="DRM Device Mark V"; SN="1234567890"

Extensions The extKeyUsage extension SHALL be present, and contain (at least) the ona- kp-
dr mgent key purpose object identifier:

oma-kp-drmAgent OBJECT IDENTIFIER ::= {oma-kp 2}
The oma-kp object identifier is defined as follows:
oma-kp OBJECT IDENTIFIER ::={oma 1}

oma OBJECT IDENTIFIER ::= {joint-iso-itu-t(2)
identified-organizations(23) wap(43) oma(6)}

CAs are recommended to set this extension to critical.
- If CAs include the keyUsage extension (recommended), then both
the digitalSignature bit and the keyEncipherment bit must be set, if

the corresponding private key is to be used both for authentication
and decryption. Otherwise only the applicable bit shall be set.
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When present, this extension shall be set to critical.

CAs may include the certificatePolicy extension, indicating the policy the certificate
has been issued under, and possibly containing a URI identifying a source of more
information about the policy.

CAs are recommended to not include any other extensions, but may, for
compliance with [RFC3280], include the authorityKeyldentifier extension. CAs may
also include the authoritylnfoAccess extension from [RFC3280] for OCSP
responder navigation purposes, and the cRLDistributionPoints extension to identify
how CRL information is obtained.

CAs MUST NOT include any other critical extensions.

RI implementations MUST meet all requirements on entities processing user certificates defined in [CertProf]. In

addition, Rls:

— MUST be able to process DRM Agent certificates with serial numbers up to 20 bytes long;

— MUST recognize and require the presence of the onma- kp- dr mAgent object identifier defined above in the

extKeyUsage extension in DRM Agent certificates; and

— MUST support the cRLDistributionPoints extension.

D.2 Rights Issuer Certificates

The profile for RI certificates follows the profile for "X.509-compliant server certificate" in [CertProf] with the

following modifications:

Signature

MUST be RSA with SHA-1

Serial Number

MUST be less than, or equal to, 20 bytes in length

Issuer Name

MUST be present and MUST use a subset of the following naming attributes
from [CertProf] — countryName, organizationName, organizationalUnitName,
commonName, and stateOrProvinceName.

Subject Name

MUST be present and MUST use a subset of the following naming attributes
from [CertProf] — countryName, stateOrProvinceName, localityName,
organizationName, organizationalUnitName, and commonName.

The structure and contents of a Rights Issuer subject name shall be as
follows:

countryName=<Country of operation>
[stateOrProvinceName=<State/Province>]

[localityName=<City>]

organizationName=<RI| company name>
[organizationalUnitName=<RI subsidiary/location>]
commonName=<RI company name> "OMA Rights Issuer" [<serNo>]

(For the commonName attribute, the <serNo> string is specified when a given
organization has several RIs.)

The countryName, organizationName, and commonName naming attributes
must be present. The stateOrProvinceName, localityName, and/or
organizationalUnitName naming attributes may be present. Other attributes
are not allowed and must not be included. For all naming attributes of type
DirectoryString, the PrintableString or the UTF8String choice must be used.

Note that the maximum length (in octets) for values of these attributes is as
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follows: countryName — 2, stateOrProvinceName and localityName — 128,
organizationName, organizationalUnitName, and commonName — 64.

Example:

C="US";0="ROs for everyone"; CN="ROs for everyone OMA Rights Issuer"

Extensions The extKeyUsage extension shall be present, and contain (at least) the oma-
kp-rightsissuer key purpose object identifier:
oma-kp-rightsissuer OBJECT IDENTIFIER ::= {oma-kp 1 }

CAs are recommended to set this extension to critical.

If the keyUsage extension is present (recommended), then the
digitalSignature bit shall be set. When present, this extension shall be set to
critical.

CAs may include the certificatePolicy extension, indicating the policy the
certificate has been issued under, and possibly containing a URI identifying a
source of more information about the policy.

CAs are recommended to not include any other extensions, but may, for
compliance with [RFC3280], include the authorityKeyldentifier extension. CAs
may also include the authoritylnfoAccess extension from [RFC3280] for
OCSP responder navigation purposes.

CAs MUST NOT include any other critical extensions.

DRM Agents processing Rights Issuer certificates MUST meet the requirements on clients processing "X.509-
compliant server certificates" defined in [CertProf]. In addition, DRM Agents:

— MUST be able to process RI certificates up to 1500 bytes long;
— MUST be able to process RI certificates with serial numbers 20 bytes long; and

— MUST recognize and require the presence of the oma- kp-ri ght sl ssuer object identifier defined above in
the extKeyUsage extension in RI certificates.

D.3 CA Certificates

The profile for OMA DRM CA certificates follows the profile for "Authority Certificates" in [CertProf] with the
following modifications:

Signature MUST be RSA with SHA-1

Serial Number MUST be less than, or equal to, 20 bytes in length

RlIs and DRM Agents MUST meet the requirements on relying parties defined in [CertProf]. Note that this implies,
among other things, a requirement on Rls and DRM Agents to also recognize the basicConstraints and the
subjectKeyldentifier extensions. In addition, DRM Agents:

— MUST be able to process authority certificates up to 1500 bytes long; and

— MUST be able to process authority certificates with serial numbers 20 bytes long.

D.4 OCSP Responder Certificates

The profile for OCSP responder certificates in [OCSP-MP] applies. Rls and DRM Agents MUST meet the
requirements on "Authority Certificate" relying parties defined in [CertProf]. In addition, Rls and DRM Agents:

— MUST be able to process OCSP responder certificates up to 1500 bytes long;

— MUST be able to process OCSP responder certificates with serial numbers 20 bytes long;
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— MUST recognize the extKeyUsage extension and its i d- kp- OCSPSi gni ng object identifier (i.e. support
OCSP responder delegation): and

MUST recognize the i d- pki x- ocsp- noCheck certificate extension defined in [OCSP], indicating that
the certificate is non-revocable (i.e. no certificate status information will be provided for it).

D.5 User Certificates for Authentication

The profile specified in [CertProf] MUST be used. If a Device supports WIM and binding to the WIM, then, note
that this implies a requirement on DRM Agents to also recognize the keyUsage, extKeyUsage, certificatePolicies,

subjectAltName, and basicConstraints extensions.
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Appendix E. Interactions between the DRM Agent and the WIM(Informative)

E.1 WIM Operations in Exercising “permission” to bi nd Rights
Objects to the User Identity

This appendix describes messages sent betweerRikeadent and the WIM when the DRM agent needs tifywine
presence of a WIM bound to an RO. The messagelieiween the DRM Agent and the WIM is describedfainational
level, using service primitives.

The preliminary exchanges baseddawice control andverification related primitives c.f., [WIM] are intentionally omitted
from this flowchart but MAY be required.

The DRM Agent must set the WIM_GENERIC_RSA SecuEtywironment to perform the signature operations.

DRM Agent WIM

Read Configuratic

A 4

A

Read User Certifica

A 4

A

Sign Random

A 4

A

Figure 18: DRM Agent and WIM Interaction

Read configuration

Before starting the procedure, the DRM Agent neéedsiow which algorithms the WIM supports and imi@tion on keys
and certificates stored in the WIM.

To read the configuration the DRM Agent uses datess primitives: WIM-OpenFile, WIM-ReadBinary etc.
Read user certificate

The DRM Agent may read the user certificate stametie WIM and identified by PKCS _iD.

To read the user certificate the DRM Agent usea datess primitives: WIM-OpenFile, WIM-ReadBinaty.e
Sign random

The WIM has to sign the challenge number sent ByIRM Agent and return the signature. The DRM Ageay
successfully verify the signature prior to exerdtse permission.

To get the signature the DRM Agent uses the WIM-@oteDigitalSignature primitive. The primitive retsrthe signature.
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E.2 PIN Management

Said user private key is protected by a PIN-G (@l¢tN), thus the procedure may require PIN-G ieatfon i.e., the DRM
Agent may have to send the WIM-Perform-Verificatipimitive one time per WIM session. Once PIN-Chtigs granted,
the procedure does not require PIN-G verificatiopnaore for the current WIM session.

Note: in case the WIM application is present onl@@smart card platform [UICC] together with a US[BGPP TS
31.102] application, the WIM PIN-G can be mappedt@USIM PIN.
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Appendix F.

The notation used in this appendix is specifiegd@PPROC].

F.1 Client Conformance Requirements

The table below enumerates the client conformaageirements on all Devices — Connected, as wallre®nnected
Devices. The Enabler Release Definition for DRM/PDRMERELD-v2] defines the mandatory features ¢oshipported

Static Conformance Requirements

(Normative)

by the Connected and Unconnected Devices. Forduitiiormation, please see section 8 of [ DRMERELT)-v

ltem Function Reference | Status [ Requirements
DRM-CLI-CMN-001 ROAP Schema parsing and processing5.3 M
support.
DRM-CLI-CMN-002 General XML Schema Requirements 5.3.2 M
DRM-CLI-CMN-003 Nonce values in ROAP messages 5.3.10
DRM-CLI-CMN-004 Processing and responding to status | 5.3.6,5.4.2 M
codes during ROAP protocol runs
DRM-CLI-CMN-005 ROAP Trigger parsing and processing 5.2.1 M
DRM-CLI-CMN-006 ProtectedRO support 538539 M
DRM-CLI-CMN-007 XML Canonicalization 53954 M
DRM-CLI-CMN-008 4-pass ROAP-Registration protocol 5.4.2 M
DRM-CLI-CMN-009 ROAP Extensions 5425438, ©O
5.4.4
DRM-CLI-CMN-010 Hash Algorithms: SHA-1 and associated.4.2.1.1 M
URI
DRM-CLI-CMN-011 MAC Algorithms: HMAC-SHA-1 and | 5.4.2.1.1 M
associated URI
DRM-CLI-CMN-012 Signature Algorithms: RSA-PSS-Defayl6.4.2.1.1 M
and associated URI
DRM-CLI-CMN-013 Key Transport Algorithms: RSAES- 54211 M
KEM-KDF2-KW-AES128 and
associated URI
DRM-CLI-CMN-014 Key Wrap Algorithms: AES-WRAP and 5.4.2.1.1 M
associated URI
DRM-CLI-CMN-015 Domains Functionality 5.1.4515% O | DRM-CLI-CMN-
5.4.4,7.2.3, 016,DRM-CLI-
7.3,8 CMN-032,DRM-
CLI-CMN-
033,DRM-CLI-
CMN-034,DRM-
CLI-CMN-
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035,DRM-CLI-
CMN-042,
AND DRM-CLI-
CD-059, DRM-
CLI-CD-060
OR DRM-CLI-
UD-067, DRM-
CLI-UD-068
DRM-CLI-CMN-016 Hash Chains for Domain Key 5.4.4.1.1,7.
Management 3,881
DRM-CLI-CMN-017 DRM Agent Certificates D.1
DRM-CLI-CMN-018 User Certificates for WIM Binding D.5
DRM-CLI-CMN-019 RI Certificate Processing and Certificates.4.2.4,5.4.
Chain Validation 3.2,5.4.4.2,
6.2
DRM-CLI-CMN-020 RI Signature Validation 5.4.2.4,5.4.
3.2,5.44.2
DRM-CLI-CMN-021 OCSP Response Validation 5.4.2.4,54. OCSP-C-006,
3.2,5.4.4.2, OCSP-C-007,
6.2,6.3 OCSP-C-009,
OCSP-C-011,
OCSP-C-012,
OCSP-C-013,
OCSP-C-015,
OCSP-C-0186,
OCSP-C-017,
OCSP-C-019,
OCSP-C-020,
OCSP-C-021,
OCSP-C-022,
OCSP-C-022a,
OCSP-C-022h,
OCSP-C-022c,
OCSP-C-023,
OCSP-C-024,
OCSP-C-028
DRM-CLI-CMN-022 IMSI Binding 15.1
DRM-CLI-CMN-023 WIM Binding 15.2 DRM-CLI-CMN-
018
DRM-CLI-CMN-024 Transaction Tracking 12.3,
5.4.3.1,
5.4.3.2.1
DRM-CLI-CMN-025 User Consent for ROAP Triggers and | 5.2.1
associated processing
DRM-CLI-CMN-026 User Consent for Silent and Preview | 5.2.2
Headers
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DRM-CLI-CMN-027

RI Certificate Caching 54211
DRM-CLI-CMN-028 RI Certificate Verification data storage| 5.4.2.4.1
in the Rl Context
DRM-CLI-CMN-029 Replay Protection for Stateful Rights | 9.4,5.3.9 M
Objects
DRM-CLI-CMN-030 Maintaining state information for 94.1 M
Stateful Rights Objects
DRM-CLI-CMN-031 Domain Name Whitelists 54.24.1
DRM-CLI-CMN-032 Multiple Domain Contexts 8.2
DRM-CLI-CMN-033 Domain Context 5.4.4.2.1,8.
2
DRM-CLI-CMN-034 Domain Context Expiry processing 5.4.4.2.1
DRM-CLI-CMN-035 Installing Domain ROs 8.7.2.1,
8.7,5.4.4.2
DRM-CLI-CMN-036 Multiple Rl Contexts 5.4.2.4.1
DRM-CLI-CMN-037 RI Context 5.4.2.4.1
DRM-CLI-CMN-038 Use of rilD as identifiers for Rl Contex{s5.4.2.4.1,5. M
stored in the Device 3.8,5.2.1
DRM-CLI-CMN-039 RI Context Expiry processing 5.4.24.1 M
DRM-CLI-CMN-040 DCF Hash verification; usage in ROAHR 54311 ©O
DRM-CLI-CMN-041 Device RO Processing 9.3.1 M
DRM-CLI-CMN-042 Domain RO Processing 8.7 o
DRM-CLI-CMN-043 MIME Types for ROAP PDU, Trigger, | 5.3.8,10.2 M
ProtectedRO, and Rights Objects
DRM-CLI-CMN-044 Exporting to other DRMs and Protected13 o
Links
DRM-CLI-CMN-045 Super Distribution of the DCF 12 o
DRM-CLI-CMN-046 Super Distribution of the ContentURL 12 o
DRM-CLI-CMN-047 Parent Rights Object 9.5 M
DRM-CLI-CMN-048 Off-device storage of content and Right®.6 o
Objects
DRM-CLI-CMN-049 Capability signalling to Content Issuers 10 M
and Rights Issuers
DRM-CLI-CMN-050 Processing Content Objects, Rights | 11.4 M
Objects and ROAP Triggers received yia

WAP PUSH
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DRM-CLI-CMN-051 DCF Integrity protection after the DCF5 12.4 M
are downloaded to the Device
DRM-CLI-CMN-052 Backwards Compatibility to OMA DRM Appendix M
vl B
DRM-CLI-CD-053 DRM Time 6.3,5.4 O | DRM-CLI-CD-
054
DRM-CLI-CD-054 DRM Time Synchronization 6.3,5.4
DRM-CLI-CD-055 Connectivity for Unconnected Devices| 11.6 DRM-CLI-CMN-
via ROAP over OBEX 015
BRM-CLI-CD-056 Cennectivity to-Rightsissuersover 4 ©
appropiate-transpert-connections
DRM-CLI-CD-057 2-pass ROAP-ROAcquisition protocol 5.4.3 o
DRM-CLI-CD-058 1-pass ROAP-ROAcquisition protocol 5.4.3.2.1 o
DRM-CLI-CD-059 2-pass ROAP-JoinDomain protocol 5441 0
DRM-CLI-CD-060 2-pass ROAP-LeaveDomain protocol 5.4.4.3 0
DRM-CLI-CD-061 HTTP Transport Mapping 11.2 0
DRM-CLI-CD-062 Capability Signalling 10 o
DRM-CLI-CD-063 Silent and Preview header processing|irb.2.2 o
DCFs
DRM-CLI-CD-064 Download OTA support for delivering | 11.3 o
Content , ROAP Triggers, and Rights
Objects
DRM-CLI-UD-065 Utilize the connectivity provided by the 14 o
Connected Device to conduct ROAP
protocols
DRM-CLI-UD-066 ROAP-OBEX Server 14,11.6
DRM-CLI-UD-067 2-pass ROAP JoinDomain protocol 5441
DRM-CLI-UD-068 2-pass ROAP LeaveDomain protocol 5.4.4.3
F.2 Server Conformance Requirements
ltem Function Reference | Status | Requirements
DRM-SERVER-001 | ROAP schema parsing and message processing 5.3 M
DRM-SERVER-002 | General XML Schema Requirements 5.3.2 M
DRM-SERVER-003 | Nonce values in ROAP messages 5.3.10 M
DRM-SERVER-004 Indicating the status parameter in the runs of 65634.2 M
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the ROAP protocols as defined

DRM-SERVER-005 | xML Canonicalization 5.3.954 M
DRM-SERVER-006 | R Certificates D.2
DRM-SERVER-007 | prMm Agent Certificate processing and 54.23.1
Certificate Chain Validation
DRM-SERVER-008 Unique rilD in ROAP Protocols. 54
DRM-SERVER-009 Support for OCSP Requests; including noncg¢ 5.4.2.4.1 OCSP-C-001,
extensions. OCSP-C-002,
OCSP-C-004,
OCSP-C-006,
OCSP-C-007,
OCSP-C-025,
OCSP-C-027,
OCSP-C-031
OCSP-C-033,
OCSP-C-034,
OCSP-C-035,
OCSP-C-037
See Noté
DRM-SERVER-010 Providing the most recent OCSP Response 105.4.2.4.1 o
Devices in ROAP protocol runs
DRM-SERVER-011 | Roap Trigger support and initiating the ROARS.2.1 M
protocol using ROAP Triggers
DRM-SERVER-012 | pomain ID element in ROAP Triggers 5.2.1
DRM-SERVER-013 | More than one rolD elements in a 5.2.1 o
roAcquisition trigger
DRM-SERVER-014 | se of MAC in leaveDomain ROAP Trigger 5.2.1 M
DRM-SERVER-015 4-pass ROAP-Registration Protocol 5.4.2 M
DRM-SERVER-016 2-pass ROAP-ROAcquisition Protocol 5.4.3 M
DRM-SERVER-017 1-pass ROAP-ROResponse Protocol 5.4.3.2. M
DRM-SERVER-018 2-pass ROAP-JoinDomain Protocol 5.4.4.1 M
DRM-SERVER-019 2-pass ROAP-LeaveDomain Protocol 5.4.4.3 M

2 Note: The Rl is used primarily as a proxy between the DRM agent and the OCSP responder and thus does not
necessarily need to process the OCSP response. However, to minimize client side processing and to reduce
bandwidth consumption, this specification highly recommends that Rights Issuers do as much processing and
validation of OCSP responses it receives from the responder as possible before sending them to the DRM agent
and thus also support OCSP-C-009, OCSP-C-011, OCSP-C-012, OCSP-C-013, OCSP-C-015, OCSP-C-016,
OCSP-C-017, OCSP-C-019, OCSP-C-021, OCSP-C-022h, OCSP-C-022¢c, OCSP-C-029, OCSP-C-030.
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DRM-SERVER-020 | Hash Chain support for Domain Key 8.8.1 o
Generation
DRM-SERVER-021 | protectedRO support 5.3.8
DRM-SERVER-022 | sjgnature on Domain RO 54321
3.9
DRM-SERVER-023 | sjgnature on Device RO 5.3.9,5.43. O
2.1
DRM-SERVER-024 | gomainRO and riURL attributes in 5.3.9 M
ProtectedRO for Domain ROs
DRM-SERVER-025 | Hash Algorithms: SHA-1 and associated UR 5.4.2.1.
DRM-SERVER-026 | maC Algorithms: HMAC-SHA-1 and 54.2.1.1
associated URI
DRM-SERVER-027 | signature Algorithms: RSA-PSS-Default and| 5.4.2.1.1 M
associated URI
DRM-SERVER-028 | Key Transport Algorithms: RSAES-KEM- 54.2.1.1 M
KDF2-KW-AES128 and associated URI
DRM-SERVER-029 | ey \Wrap Algorithms: AES-WRAP and 54.2.1.1 M
associated URI
DRM-SERVER-030 | ynique identifier for Rights Issuers 5.3.9 M
DRM-SERVER-031 | parent Rights Object 9.5 M
DRM-SERVER-032 | |ssuer Responsibilities 10.4 M
DRM-SERVER-033 | pownload OTA support for delivering Conterjt11.3 o
, ROAP Triggers, and Rights Objects
DRM-SERVER-034 | yse of WAP PUSH to deliver Content, ROAR 11.4 M
Triggers, and Rights Objects
DRM-SERVER-035 | Transaction Tracking 12.3, M
5.4.3.1,
54321
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Appendix G. Examples (Informative)
G.1 ROAP Examples

All examples are syntactically correct. SignatWéC, cipher and digest values are fictitious howeve

According to 5.3.3, these messages must be catiaeitd®efore being sent by the RI or the DRM Agent.

G.1.1 Device hello

<roap:deviceHello
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<version>1.0</version>
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
</roap:deviceHello>

G.1.2 Rl Hello

<roap:riHello
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce
status="Success" sessionld="433211">
<selectedVersion>1.0</selectedVersion>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riiD>
<riNonce>dsaiuiure9sdwerfqwer</riNonce>
<trustedAuthorities>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>bew3e3320ihde9dwiHDLaErKOfk=</has h>
</keyldentifier>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>3lkpoi9fceoiuoift45epokifcOpoiss<  /hash>
</keyldentifier>
</trustedAuthorities>
<extensions>
<extension xsi:type="roap:CertificateCachin  g"/>
</extensions>
</roap:riHello>

G.1.3 Registration Request

<roap:registrationRequest
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce
sessionld="433211">
<nonce>32efd34de39sdwefqwer</nonce>
<time>2004-03-17T14:20:00Z</time>
<certificateChain>
<certificate>miib123121234567</certificate>
<certificate>miib234124312431</certificate>
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</certificateChain>
<trustedAuthorities>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>432098mhj987fdlkj98Ikj098Ikjr409< /hash>
</keyldentifier>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>432098ewew5jy6532fewfew4f43f3409< /hash>
</keyldentifier>
</trustedAuthorities>
<signature>321ue3ue3uelOue2109uelueoidwoijdwe30 9u09ueqijdwqijdwg09uwqwqi009</signature>
</roap:registrationRequest>

G.1.4 Registration Response

<roap:registrationResponse
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce
status="Success" sessionld="433211" >
<riURL>http://ri.example.com/roap.cgi</riURL>
<certificateChain>

<certificate>miib123121234567</certificate>

<certificate>miib234124312431</certificate>
</certificateChain>
<ocspResponse>fdow9rwOfeijfdsojr3w09u3wijfdslIkj 4sd</ocspResponse>
<signature>321ue3ue3uelOue2109uelueoidwoijdwe30 9u09ueqijdwqijdwg09uwqwqi009</signature>
</roap:registrationResponse>

G.1.5 RO Request

The request is for a Device RO.

<roap:roRequest
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<time>2004-03-17T14:20:00Z</time>
<rolnfo>
<rolD>n8yu98hy0e2109eu09ewf09u</rolD>
</rolnfo>
<certificateChain>
<certificate>miib123121234567</certificate>
<certificate>miib234124312431</certificate>
</certificateChain>
<signature>321ue3ue3uelOue2109uelueoidwoijdwe30 9u09ueqijdwqijdwqg09uwqwqi009</signature>
</roap:roRequest>

G.1.6 RO Request with dcfHash

The request is for a Device RO using dcfHash anddeeRO referring to 2 dcf Files. Note that theDslare identical and
the hash values different.
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<roap:roRequest
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riiD>
<nonce>32efd34de39sdwefqwer</nonce>
<time>2004-03-17T14:20:00Z</time>
<rolnfo>
<rolD>n8yu98hy0e2109eu09ewf09u</rolD>
<dcfHash algorithm="http://www.w3.0rg/2000/  09/xmldsig#shal">
<hash>AFGK+7/diuUSH7hdjkag==</hash>
</dcfHash>
<rolD>n8yu98hy0e2109eu09ewf09u</rolD>
<dcfHash algorithm="http://www.w3.0rg/2000/  09/xmldsig#shal">
<hash>12JDik684d/kdjhap9KDZ==</hash>
</dcfHash>
</rolnfo>
<certificateChain>
<certificate>miib123121234567</certificate>
<certificate>miib234124312431</certificate>
</certificateChain>
<signhature>321ue3ue3uelOue2109uelueoidwoijdwe30 9u09ueqijdwqijdwg09uwqwqi009</signature>
</roap:roRequest>

G.1.7 RO Response

The response is a Rights Object intended for tbipient only. Note that the response indicates tthaRights Object is
stateful.

<roap:roResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce
status="Success">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riiD>
<nonce>32efd34de39sdwefqwer</nonce>
<roap:protectedRO>
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<roap:ro id="n8yu98hy0e2109eu09ewf09u" stat  eful="true" version="1.0">
<rilD>
<keyldentifier xsi:type="roap:X509S PKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKO fk=</hash>
</keyldentifier>
</riiD>
<rights o-ex:id="REL1">
<o-ex:context>
<o-dd:version>2.0</o-dd:version >
<0-dd:uid>n8yu98hy0e2109eu09ewf 09u</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o0-dd:uid>ContentID</o- dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algori thm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>bLLLc+U m/5/NvmYKiHDLaErKOfk=</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMet hod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw- aes128"/>
<ds:Keylnfo>
<ds:RetrievalMe thod URI="#K_MAC_and_K_REK"/>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherVal ue>EncryptedCEK</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>

</ds:Keylnfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:play>
<o-ex:constraint>
<0-dd:count>1</o-dd:count>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>
</rights>
<encKey Id="K_MAC_and_K_REK">
<xenc:EncryptionMethod
Algorithm="http://www.rsasecurity.com/rsal abs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>vXENc+Um/9/NvmYKiHDLa ErKOgk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
<xenc:CipherData>

<xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj4  23j342h213j321jh321jh2134jhk3211fdslfdsopfespj
oefwopjsfdpojvctdw925342a</xenc:CipherValue>
</xenc:CipherData>
</encKey>
</roap:ro>
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<mac>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorith  m="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmld  sig#hmac-shal"/>
<ds:Reference URI="#n8yu98hy0e2109e u09ewf09u">
<ds:Transforms>
<ds:Transform Algorithm="http:/  /www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="htt  p://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue> slo5hb+id8JtuO MNKs12=drf5+3df=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4N  beVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and _K_ REK"/>
</ds:Keylnfo>
</mac>
</roap:protectedRO>
<ocspResponse>miibewqoidpoidsa</ocspResponse>
<extensions>
<extension xsi:type="roap:Transactionldenti fier">
<contentID>ContentID</contentID>
<id>09321093209-2121</id>
</extension>
</extensions>
<signature>d93e5fue3susdskjhkjedkjrewh53209efoi  hfdsel0ue2109uel</signature>
</roap:roResponse>

G.1.8 Domain RO

The Domain RO may be sent separately, as hereitlinva ROAP-ROResponse.

<roap:protectedRO
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<roap:ro id="n8yu98hy0e2109eu09ewf09u" domainRO=" true" version="1.0"
riURL="http://www.ROs-r-us.com">
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</riiD>
<rights o-ex:id="REL1">
<o-ex:context>
<o0-dd:version>2.0</o0-dd:version>
<0-dd:uid>n8yu98hy0e2109eu09ewf09u</o-dd:ui d>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<0-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
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<ds:DigestMethod Algorithm="http://www.w  3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErK 0Ofk=</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http: /iwww.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and _K_ REK"/>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:C ipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:play/>
</o-ex:permission>
</o-ex:agreement>
</rights>
<signature>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http: /iwww.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www. rsasecurity.com/rs alabs/pkcs/schemas/pkcs-1#rsa-pss-default'/>
<ds:Reference URI="#REL1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.  0org/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3  .org/2000/09/xmldsig#shal"/>
<ds:DigestValue> slo5hb+id8JtuOMNKs12=drf 5+3df= </ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOvVKtMup4NbeVu8n k=</ds:SignatureValue>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
</signature>
<encKey ld="K_MAC_and_K_REK">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc# kw-aesl128"/>
<ds:Keylnfo>
<roap:domainID>Domain-XYZ-001</roap:domainl D>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>32fdsorew9ufdsoiO9ufdskre  w9urewOuderty5346wq</xenc:CipherValue>
</xenc:CipherData>
</encKey>
</roap:ro>
<mac>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http:// www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsi  g#hmac-shal"/>
<ds:Reference URI="#n8yu98hy0e2109eu09ewfO9u" >
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<ds:DigestMethod Algorithm="http://www.w3.0  rg/2000/09/xmldsig#shal"/>

<ds:DigestValue> slo5hb+id8JtuUOMNKs12=drf5+ 3df=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>

<ds:SignatureValue>j6lwx3rvEPOOVKtMup4NbeVu8nk=  </ds:SignatureValue>

<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>
</ds:Keylnfo>
</mac>
</roap:protectedRO>

G.1.9 Join Domain Request

<roap:joinDomainRequest
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riiD>
<nonce>32efd34de39sdwefqwer</nonce>
<time>2004-03-17T14:30:00Z</time>
<domainlD>Domain-XYZ-001</domainID>
<certificateChain>
<certificate>miib123121234567</certificate>
<certificate>miib234124312431</certificate>
</certificateChain>

<signature>321ue3ue3uelOue2109uelueocidwoijdwe30 9u09ueqijdwqijdwg09uwqwqi009</signature>

</roap:joinDomainRequest>

G.1.10 Join Domain Response

<roap:joinDomainResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce
status="Success">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riiD>
<nonce>32efd34de39sdwefqwer</nonce>
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<domaininfo>
<notAfter>2004-12-22T03:02:00Z</notAfter>
<roap:domainKey>
<encKey ld="Domain-XYZ-001">
<xenc:EncryptionMethod
Algorithm="http://www.rsasecurity.com/rsal abs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>vXENc+Um/9/NvmYKiHDLa ErkKOgk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
<xenc:CipherData>

<xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj4  23j342h213j321jh321jh2134jhk3211fdslfdsopfespj
oefwopjsfdpojvctdw925342a</xenc:CipherValue>
</xenc:CipherData>
</encKey>
<rilD>
<keyldentifier xsi:type="roap:X509S PKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErK0 fk=</hash>
</keyldentifier>
</riID>
<mac>ewqrewoewfewohffohr3209832r3</mac>
</roap:/domainKey>
</domaininfo>
<certificateChain>
<certificate>MIIB223121234567</certificate>
<certificate>MI1B834124312431</certificate>
</certificateChain>
<ocspResponse>miibewqoidpoidsa</ocspResponse>
<signature>d93e5fue3uel0ue2109uelueoidwoijdwe30 9u09uegijdwqijdwq09uwqwqi009</signature>
</roap:joinDomainResponse>

G.1.11 Leave Domain Request

<roap:leaveDomainRequest
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmlins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e
triggerNonce="sdfknjvfda438790fdjkl4rg">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</has h>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash" >
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</has h>
</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<time>2004-03-17T19:20:00Z</time>
<domainlD>Domain-XYZ-001</domainID>
<certificateChain>
<certificate>miib123121234567</certificate>
<certificate>miib234124312431</certificate>
</certificateChain>
<signhature>321ue3ue3uelOue2109uelueocidwoijdwe30 9u09ueqijdwqijdwqg09uwqwqi009</signature>
</roap:leaveDomainRequest>
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G.1.12 Leave Domain Response

<roap:leaveDomainResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-insta  nce"
status="Success">

<nonce>32efd34de39sdwefqwer</nonce>
<domainID>Domain-XYZ-001</domainID>
</roap:leaveDomainResponse>

G.1.13 Roap Trigger

This example is for a "Leave Domain" trigger.

<roap:roapTrigger
xmlns:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e"
version="1.0">
<leaveDomain id="de32r23r4">
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>
</keyldentifier>
</riiD>
<nonce>sdfknjvfda438790fdjkl4rg</nonce>
<roapURL>http://ri.example.com/ro.cgi?tid=qw683  hgew7d</roapURL>
<domainlD>Domain-XYZ-001</domainID>
</leaveDomain>
<signature>
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http:// www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsi  g#hmac-shal"/>
<ds:Reference URI="#de32r23r4">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.or  g/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0 rg/2000/09/xmldsig#shal"/>
<ds:DigestValue> slo5hb+id8JtuUOMNKs12=drf5+ 3df=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4NbeVu8nk=  </ds:SignatureValue>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC"/>
</ds:Keylnfo>
</signature>
<encKey ld="K_MAC">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw  -aesl128"/>
<ds:Keylnfo>
<roap:domainliD>Domain-XYZ-001</roap:domainIiD>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9  urewOuderty5346wqg</xenc:CipherValue>
</xenc:CipherData>
</encKey>
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</roap:roapTrigger>

G.2 HTTP Transport Mapping Examples
G.2.1 Separate Delivery of DCF and Rights Object

This first example is a basic use case assumingminimal integration between Rl and CI (exchan§€BK and content
ID prior to content and Rights Object delivery).

Device Rights Issuer

\
|
\
|
\ —————ROAP Trigger————— |

[¢——————————Content DCF; ROAP Trigger {roAcquisition}

‘—RO Request—ﬁ
<«4————RO Response —————
| |

Figure 19: Separate Delivery of DCF and RO

* A user browses through a content portal, selecitead and so on.

* A Rights Object is generated for the purchase #etitsn using some backend interaction between RIGIn

* Rl generates a ROAP Trigger to initiate acquisittbthe Right Object and delivers the ROAP TrigigeCl.

» The Clreturns an HTTP Response containing a nautfiglated. One entity is the content DCF, theo#mntity is
the ROAP Trigger.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Type: multipart/related; boundary="XX---XX ”
type="application/vnd.oma.drm.dcf”

--XX---XX

Content-Length: 1232

Content-Type: application/vnd.oma.drm.dcf

... [DCF] ...

--XX---XX

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-trigger +xml
... [ROAP Trigger XML document] ...

--XX---XX--

» The ROAP Trigger is used by the DRM Agent on theibeto initiate a ROAP session to download a Right
Object. The DRM Agent issues an HTTP POST to thé& ©pecified by the ROAP Trigger. The POST includes
ROAP-RORequest PDU in the HTTP request body.

POST http://www.acme.com/ro.cgi?rolD=qw683hgew7d

Host: www.acme.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml, mult ipart/related

Accept-Charset: utf-8

Content-Length: 125

Content-Type: application/vnd.oma.drm.roap-pdu+xmi
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...[ROAP PDU] ...

An established RI Context is assumed in the exantitieis were not the case, then the ROAP-RORequesld
be preceded by a ROAP Registration transaction.

* The Rights Issuer returns an HTTP response contagmROAP-ROResponse PDU in the HTTP response body.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-pdu+xml

...[ROAP PDU] ...

G.2.2 Combined Delivery of DCF and Rights Obiject

This second example is a variation on the previxasnple with a closer relationship with RI and ClI.

Device Rights Issuer Content
Issuer

{ Browse and select content to be downloaded————— |

| ‘4- —————— Generate RO = = = = = ->‘

‘ ‘ ROAP Trigger—ﬁ

‘4 ROAP Trigger {roAcquisition} ‘
|

F—Ro Request—ﬂ |

‘ ‘4- ————— Get Content DCF= = = — — -ﬁ

-4—RO Response; Content DCF

Figure 20: Combined Delivery of DCF and RO
A user browses through a content portal, seleattecd and so on.
A Rights Object is generated for the purchase &retitn using some backend interaction between RIGIn

RI generates a ROAP Trigger to initiate acquisitidthe Right Object and delivers the ROAP Trigge€l.

P w0 nNoPE

The Cl returns an HTTP Response containing the ROédgjer.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-trigger +xml

... [ROAP Trigger] ...

5. The ROAP Trigger is used by the DRM Agent on theibeto initiate a ROAP session to download a Right
Object. The POST includes a ROAP-RORequest PDibeirHTTP request body.

POST http://www.acme.com/ro.cgi?rolD=qw683hgew7d

Host: www.acme.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml, mult ipart/related
Accept-Charset: utf-8
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Content-Length: 125
Content-Type: application/vnd.oma.drm.roap-pdu+xmi

...[ROAP PDU] ...

A previously established RI Context is assumedhéneixample. If this were not the case, then the ROA
RORequest would be preceded by a ROAP-Registratmsaction.

6. The Rights Issuer interacts with the CI to retrigdwe DCF, and returns a multipart HTTP responséatoing as one
entity a ROAP-ROResponse PDU, and as another ¢hétgontent object (DCF).

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Type: multipart/related; boundary="XX---XX "
type="application/vnd.oma.drm.roap-pdu+xml”

--XX---XX

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-pdu+xmi
... [ROAP PDU] ...

--XX---XX

Content-Length: 1232

Content-Type: application/vnd.oma.drm.dcf

... [DCF] ...

--XX---XX—

G.2.3 Silent RO Acquisition Triggered by DCF Header s

Device 1 Device 2 Rights Issuer
\ \ \
f———————Content DCF ———————» |

———HTTP Get— >
| |
‘47 ROAP Triggeri‘

-4—— RO Response
\ \

\
\
‘ [—RO Requestgﬁ
\
\
|

Figure 21: Silent RO Acquisition Triggered by DCF Headers

In this case a DCF is superdistributed to a Deacd, the DRM Agent uses DCF headers to initiat©&R transaction and
download a Rights Object.

— A user receives a DCF from another Device, e.guiiih MMS, peer-to-peer, removable media, or sorherot
transfer mechanism.

— If the DCF contains either a Silent header or aieve header, then the DRM Agent attempts to reqadights
Object automatically. If the DRM Agent has an erigtRI Context for the Rights Issuer, and has ole@iuser
consent to request Rights Objects from the Rigtgsdr, then the DRM Agent may proceed silently axitHurther
user interaction.
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The DRM Agent sends an HTTP Get to the URL specifie d by the Silent or
Preview headers. GET /ro.cgi?cid=qw683hgew7d HTTP/ 1.1
Host: www.acme.com

— The Rights Issuer returns an HTTP response contaeniROAP Trigger.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-trigger +xml

... [ROAP Trigger] ...

— The ROAP Trigger is used by the DRM Agent on theibeto initiate a ROAP session to download a Right
Object. The POST includes a ROAP-RORequest PDbeirHTTP request body.
POST http://www.acme.com/ro.cgi?rolD=qw683hgew7d

Host: www.acme.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml, mult ipart/related
Accept-Charset: utf-8

Content-Length: 125

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

...[ROAP PDU] ...

A previously established RI Context is assumedhiexample. If this were not the case, then the ROA
RORequest would be preceded by a ROAP-Registramsaction.

— The Rights Issuer returns an HTTP response contaemROAP-ROResponse PDU in the HTTP response body.
HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-pdu+xml

...[ROAP PDU] ...

G.3 Download OTA Examples

G.3.1 Separate Delivery of DRM Content and Rights O  bject

A Service Provider may use OMA Download OTA to deliboth the DRM Content and the Rights Objecieipasate
transactions. The following figure shows the iatgion between the logical system components rggidi the Device and
logical server components hosted by the Serviceigkeoduring the separate delivery of DRM Conterd &ights Objects.
Note that in the download transaction for retrigvihe Rights Objects, the ROAP Trigger is co-dekdewith the Download
Descriptor using OMA Download OTA co-delivery metho
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=}
b

Agent.sendTo(ROAP Trigger)

Presentation i Caontent
Browser DL -Agent DRM-Agent Server ngh.tssse! ssuer
HTTP Get content URL
Generate RO and RI dejivers a ROAP Trigger
HTTP Response (DD)
HTTP Get object URI
HTTP Response (CO)
CO installed™
HTTP post install-notification URI
HTTP Response
HTTP get Next URL (pointing to DD)
L HTTP Response ( multipart (DD,ROAP Trigge r) )

RO Request

RO Response ( RO)

RO installed™>
ok

HTTP post install-notification URI

HTTP Response

HTTP get Next URL

‘ HTTP Response (WEB/WAP page)

Figure 22: Using Download OTA to deliver DRM Conteth and Rights Object

1. A user browses through a content portal, seleaiteod and so on. A Rights Object is generatedHferpurchase
transaction using some backend interaction betw@emd Presentation Server. Rl generates a ROAR)drito
initiate acquisition of the Right Object and deliw¢he ROAP Trigger to Presentation Server. Whéentitne to
deliver content, the server returns an HTTP Respwrith a Download Descriptor (DD). The DD mighty fo
example, point to a DCF file containing a JPEG imag

HTTP 1.1 200 OK
Server: CoolServer/1.3.12
Content-Length: 1232

<type>image/jpeg</type>

<size>100</size>
<installNotifyURI>

</installNotifyURI>
<nextURL>

</nextURL>
</media>

Content-Type: application/vnd.oma.dd+xml; charset=

<media xmIns="http://www.openmobilealliance.org/xml
<type>application/vnd.oma.drm.dcf</type>
<objectURI>http:/download.example.com/image.dcf</

http://download.example.com/notify?tid=2h3jh3g4

http://ri.example.com/ro?tid=2h3jh3g4

utf-8

ns/dd">

objectURI>

2. The Download Agent requests the Content usinglbjectURI.

GET /image.dcf HTTP/1.1

Host: download.example.com
Accept: image/gif, image/jpg, application/vnd.oma.d

rm.dcf

3. The DCF is returned to the Download Agent.
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HTTP/1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 1234

Content-Type: application/vnd.oma.drm.dcf

... DCF containing JPEG picture...

4. The Download Agent installs the Content and postmstallation notification.

POST /notify?tid=2h3jh3g4 HTTP/1.1
Host: download.example.com
Content-Length: 13

900 Success

5. In this example the DD for the DCF specifiesestURL. This means that when the Download Agent is done
downloading and installing the DCF, it will autoncatly issue an HTTP GET to the URL specified bg tiextURL
DD parameter. This can be used to seamlessly rtdire Device from the CI to the RI.

GET /ro?tid=2h3jh3g4 HTTP/1.1
Host: ri.example.com

6. The Rl returns a DD and the ROAP Trigger.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Type: multipart/related; boundary="XX---XX "
type="application/vnd.oma.dd+xml”

--XX---XX

Content-Length: 1232

Content-Type: application/vnd.oma.dd+xml; charset= utf-8
<media xmIns="http://www.openmobilealliance.org/xml ns/dd">

<type>application/vnd.oma.drm.roap-pdu+xmi</type>
<type>application/vnhd.oma.drm.ro+xmi</type>
<objectURI>cid:w087w78087sdf80@ri.example.com</ob jectURI>
<size>1232</size>
<installNotifyURI>
http://ri.example.com/notify?tid=2h3jh3g4
</installNotifyURI>
<nextURL>
http://provider.example.com/trans_complete.html
</nextURL>
</media>
--XX---XX
Content-Length: 986
Content-ID: <w087w78087sdf80@ri.example.com>
Content-Type: application/vnd.oma.drm.roap-trigger+ xml
<roapTrigger>
<roAcquisition>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</rilD>
<roapURL>http://ri.example.com/ro.cgi?tid=qw683hge w7d</roapURL>
<rolD>239087dsf78</rolD>
</roAcquisition>
</roapTrigger>
--XX---XX
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7. The ROAP Trigger is used by the DRM Agent on theibeto initiate a ROAP session to download a Right
Object. The DRM Agent issues an HTTP POST to thé\ROrigger URL. The POST includes a ROAP-
RORequest PDU in the HTTP request body.

POST /ro.cgi?tid=qw683hgew7d HTTP/1.1

Host: ri.example.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml,multi part/related
Content-Length: 125

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

... [ROAP PDU] ...
8. The RI returns the ROAP-ROResponse PDU.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-pdu+xml

...[ROAP PDU] ...

9. The DRM Agent processes the ROAP PDU and sendsagtalation status (success or failure) to the Dioad
Agent. The Download Agent sends the installatiatus to the RI using thestallNotifyURI.

POST /notify?tid=2h3jh3g4 HTTP/1.1
Host: ri.example.com
Content-Length: 13

900 Success

10. The Download Agent immediately navigates torbaURL.

GET /trans_complete.html HTTP/1.1
Host: provider.example.com

G.3.2 Combined Delivery of Content DCF and Rights O  bject

This example is an extension to the previous exanggdsuming a closer relationship between the &ICirallowing the
content DCF and the RO to be delivered togetharsimgle OMA Download OTA transaction. Also in teisample, the
ROAP Trigger is co-delivered with the Download Dgstor using the OMA Download OTA co-delivery metho

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-DRM-V2_0_2-20080226-A Page 140 (152)

Presentation Rights Content.
DL-Agent DRM-Agent
Browser en en Server. Issuer. Lssuer.
HTTP Get content URL
Generate RO and RI delivers a ROAP Trigger
HTTP Response ( multipart (DD,ROAP Trigge r) )

DRMAgent.sendTo(ROAP Trigger)

RO Request

Get CO

co

RO Response ( multipart(CO , RO))

CO and RO
installed

Ok

HTTP post install-notification URI

notify

HTTP Response

HTTP GET Next URL

HTTP Response (WEB/WAP page)

Figure 23: Combined Delivery of DRM Content and Ridpts Object

1. A user browses through a content portal, seleciteod and so on. A Rights Object is generatedierpurchase
transaction using some backend interaction betw&emd Presentation Server. Rl generates a ROAR)dirito
initiate acquisition of the Right Object and deliw¢he ROAP Trigger to Presentation Server. Whentitne to
deliver content, the server returns a DD and thé&RQrigger to initiate delivery of the combined Rig Object
and DRM Content.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Type: multipart/related; boundary="XX---XX"
type="application/vnd.oma.dd+xml”

--XX---XX

Content-Length: 1232

Content-Type: application/vnd.oma.dd+xml; charset= utf-8
<media xmIns="http://www.openmobilealliance.org/xml ns/dd">

<type>application/vnhd.oma.drm.roap-pdu+xmi</type>
<type>application/vnd.oma.drm.ro+xmi</type>
<type>application/vnd.oma.drm.dcf</type>
<objectURI>cid:sd8963234|@ri.example.com</objectU RI>
<size>2118</size>
<installNotifyURI>
http://ri.example.com/notify?tid=2h3jh3g4
</installNotifyURI>
<nextURL>
http://provider.example.com/trans_complete.html
</nextURL>
</media>
--XX---XX
Content-Length: 986
Content-ID: <sd8963234l@ri.example.com>
Content-Type: application/vnd.oma.drm.roap-trigger+ xml
<roapTrigger>
<roAcquisition>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
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</keyldentifier>
</rilD>
<rolD>239087dsf78</rolD>
<roapURL>http://ri.example.com/ro.cgi?tid=g97sd976 s90</roapURL>
</roAcquisition>
</roapTrigger>
--XX---XX

2. The ROAP Trigger is used by the DRM Agent on theibeto initiate a ROAP session to download the loiowd
Rights Object and DRM Content. The DRM Agent issare$1TTP POST to the URL specified by the ROAP
Trigger. The POST includes a ROAP-RORequest PDidarHTTP request body.

POST /ro.cgi?tid=g97sd976s90 HTTP/1.1

Host: ri.example.com

User-Agent: CoolPhone/1.4

Accept: application/vnd.oma.drm.roap-pdu+xml, mult ipart/related
Content-Length: 125

Content-Type: application/vnd.oma.drm.roap-pdu+xmi

... [ROAP PDU] ...
3. The Rl returns a multipart containing a ROAP-RORese PDU and the DRM Content.

HTTP 1.1 200 OK

Server: CoolServer/1.3.12

Content-Type: multipart/related; boundary="XX---XX ;
type="application/vnd.oma.drm.roap-pdu+xml”

--XX---XX

Content-Length: 986

Content-Type: application/vnd.oma.drm.roap-pdu+xml
... [ROAP PDU] ...

--XX---XX

Content-Length: 1232

Content-Type: application/vnd.oma.drm.dcf

... [DCF] ...

==X X---XX--

4. The DRM Agent installs the Rights Object and DRVh@&mt. The DRM Agent naotifies the Download Ageht o
installation success. The Download Agent postsrisiallation notification.

POST /notify?tid=2h3jh3g4 HTTP/1.1
Host: ri.example.com
Content-Length: 13

900 Success

G.4 MMS Examples
G.4.1 MMS delivery of DCF within a SMIL presentatio n

The example MMS message shown below contains amiaon description in the form of a SMIL documédfriom within
this document the second body part of the messagddrenced by a Content-ID, which is associatitd tive referenced
part in the multipart structure in the form of ader field (containing the ID “same-reference-a&MIL-doc” in this
example). This is explicitly different from the Gent-ID included in the DCF (“same-reference-asdtiseassociated-ROs”)
which serves as a reference for the Rights Obj)eati®ociated with the Media Object. As an altewestd the Content-ID in
the multipart structure a Content-Location may beduaccording to [MMSENC]. For a better understagdihe example
below is illustrated in textual format, althougte tiMS PDUs are binary encoded on the interface éetvthe MMS Proxy-
Relay and the MMS Client according to [MMSENC].
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From:customer@mmsprovider.com
To:anothercustomer@anothermmsprovider.com
Subject:MMS message with DRM content
X-MMS-Version:1.2

...[More MMS headers]
Content-Type:multipart/related;boundary=firststring
type="application/smil”

;start=secondstring ;

--firststring

Content-ID:secondstring
Content-Type:application/smil

...[SMIL doc]

-firststring
Content-ID:same-reference-as-in-SMIL-doc
Content-Type: application/vnd.oma.drm.dcf

...[DCF containing Content-ID:same-reference-as-use
--firststring--

d-in-associated-ROs]

G.5 ROAP over OBEX Examples

Example messages between the Connected Devicdahthtonnected Device are illustrated in this seadtitilizing ROAP
over OBEX transport mapping.

G.5.1 ROAP Trigger

This message is sent from the Connected Devideettyhconnected Device after:
1. The Connected Device has received the trigger frwRI;
2. The Connected Device has determined that the ROAfr is not for itself; and

3. The Connected Device has established a directedX@BBEnection to the Unconnected Device's OBEX gserve

Bytes Meaning
0x82 Opcode PUT, single packet request, finabdit
0x0301 Packet length (a total of 769 bytes in thaise)
0xCB Connection Id HI
0x00000001 Connectionld = 1
0x42 Type HI
0x0027 Total length of Type header (including Htldength fields)

"application/vnd.oma.roap-
trigger+xml"

Type of object, null terminated ASCII text

0x49 End-of-Body Hl

0x02D2 Length of body (trigger) is 719 bytes (hale object)(+ 3 bytes header
information)

0x.... The ROAP-JoinDomain trigger goes here...
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G.5.2 ROAP-OBEX Server Response

This is the response message from the Unconneaeit®) sent by that Device's OBEX server.

Bytes Meaning
OxAO0 Opcode SUCCESS, Final bit set
0x016B Length of response packet (363 bytes)
0xCB Connection Id HI
0x00000001 Connectionld = 1
0x42 Type HI
0x001F Total length of Type header (28 bytes t@dheader information)
"application/vnd.oma.roap-pdu+xml" Type of objentl terminated ASCII
0x49 End-of-Body HlI
0x0144 Body header length (321 bytes + 3 byteddreaformation)
0x.... The triggered ROAP request goes here

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-DRM-V2_0_2-20080226-A Page 144 (152)

G.6 Example — Exporting to Removable Media

c@\? (@\?
R =5 bl Other DRM Agent DRM Agent D
emovable
Voia (Non-OMA DRM) @ﬁpriv Qng_E 7
Other DRM Seciet O
@ @ U | Rights
g Protected s Object
Content () ’
@ | Decrypting RO
) Decrypting
H content
5 e
" ;[ Checking export ]
aw iSSi
5 permission
Content —’J
<
Transcribing RO
Encrypting
content

Storing

Protected

Content

Figure 24: Example — Exporting to Removable Media

An example of exporting OMA DRM protected contenti&Rights Object to other DRM (non-OMA DRM) systemhich
has some authorized protection mechanism, is slatane.

1. After DRM Content and protected Rights Object atvered to a trusted OMA DRM Agent, the DRM Coriten
consumed by the OMA DRM Agent according to pernoissiand constraints described in the protectedt®igh
Object. When consuming the content, OMA DRM Ageetrypts the protected RO with DRM Agent privatg ke
and decrypts the DRM Content with CEK that is dedifrom decrypted Rights Object.

2. When exporting, OMA DRM Agent checks permissionsatibed in the Rights Object whether Rights Issllews
the content to be exported to targeted DRM systemether its content type is appropriate and wheatharsage
rules are compatible with targeted DRM system.

When user wants to download exportable contentfRaghts Issuer notices it in the course of contésdalery
interaction, it would be expected that both of fiieM Content and RO are suitable for the targetedDR
capability.

3. The raw content and usage rules are transferred @A DRM Agent to the other DRM Agent.
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4. The other DRM Agent transcribes the compatible esates to the other DRM usage rules accordinbeéayeneral
rule and the specific rule defined by the other DRdtem and Rights Issuer to maintain consistehtyeoRights
Object.

Sample transcription rules are:

Any other permissions MUST NOT be granted.

Any existing constraints MUST NOT be ignored.
Default permissions and constraints MAY be supplied.

Even stateful Rights Object could be transcribedi exported to other DRM system if those rules aliow

5. The other DRM Agent creates new CEK inside, anaygns the content with the new CEK and encrypts
transcribed usage rules including the CEK with ofDBM system’s secret key.

6. The other DRM Agent and the removable media auitetetwith each other to make sure that they arsted, and
stores the encrypted content and the usage rutesaaemovable media according to the other DRMi§ipe
format.

7. Then user can pull out the removable media fronDibeice, insert it to other DRM compliant Deviceblas
portable music player, to enjoy playing the content

The two DRM Agents, OMA DRM Agent and the other DRgent, may reside in a single Device or differBetices, but
these two agents and data channel between theaveoth be implemented in a secure manner accotdisgme
compliance rules or robustness rules which maydfi@ed related to a specific service, by Rightsi¢ss, Service Providers,
and Device Manufacturers who participate in theiser
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Appendix H.  Import (Informative)

Very similar to export from OMA DRM(chapter 13)etluser may wish to render content on a OMA DRM Devfter
having downloaded that DRM Content using anotherogeusing a non-OMA DRM system. Import is an ogierain which
the non-OMA DRM protected content and correspondigigts are transferred from a non-OMA DRM systenthe OMA
DRM system. The non-OMA DRM system controls whettrenot to allow the import into OMA DRM.

The basic concept of import into OMA DRM from a ROMA DRM system is illustrated below in Figure 1M@ does not
specify the exact rules for mapping rights from+@MA DRM systems to OMA Rights. It is the resporiléijp of
appropriate bodies governing the use the non-OMMDBigstem to define the necessary mechanisms fopimggnto OMA
DRM Rights.

In OMA DRM 2.0, the entities to manage RO’s and XCind their distribution to other devices are Rights Issuer and
Content Issuer. Based on this specification, imgottierefore possible by developing an import @sgripment that
implements an OMA DRM Rights Issuer and Conteniéss&nd provides a secure environment for the fieain$ content
and rights from the non-OMA system to OMA. This ionfpuser equipment must be approved by the ap@teptiust
authorities. After the content has been importéd @MA DRM, it can be transferred to other Devicsthg ROAP and
possibly using the Domain concept.

Secure Environment Secure Environment
Other DRM Compliant Device/Module OMA Compliant Module OMA Compliant Device/lModule
Trust Assured by Other DRM CA Trust Assured by OMA DRM CA Trust Assured by OMA DRM CA
Other DRM Agent Should be transcribed OMARI OMA DRM Agent
R securely & consistentl ROAP
— « >
: Secrets | I Secrets ] ‘ Secrets |
Content - OMACH = Content
Should be transferred DCF
securely
Figure 25

It must be stressed that the trust authorities maustfully consider the security threats involvathwhis deployment of
functions. If the security of the environment inialhthe import takes place is compromised, therQN& certificate of the
import user equipment can be misused to createisgbmvalid Rights Objects for pirated Content (ftent laundering”),
until the compromise is discovered and the cediéds revoked. Future versions of this enableeapected to provide
additional mechanisms to mitigate these threats.

This deployment of functions also requires the imhpser equipment to manage the domain in whiclctbated Rights
Objects are valid (if domains are used) and a jpetgly way for the import user equipment to recéd@SP responses and
other revocation information. Also these issueseapected to be addressed by future versions ®ktiébler.
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Appendixl.  Forward Compatibility (Informative)

It is expected that OMA will continue to develop DRM enabler to enable new features on new dewigdservices. At the
same time implementations of this version of the£ODRM enabler will be used in the market. This metrat users will
own and use Devices that implement different vaeisiof OMA DRM with the same services and/or inghene domain. For
this purpose, this enabler specifies the behawbthie DRM Agent in case it encounters unknown pssions and
constraints ((DRMREL], sections 5.4 and 5.5) ardlitws for versioning and extension of ROAP PD($sctions 5.3.7 and
5.3.9). This sections contains a number of exasnpigossible types of extensions that are expentttk future.
Implementers, in particular of DRM Agents that iewplent the concept of domains, are strongly encedrégmake sure
that their implementations handle these types toirfuextensions correctly.

.1 ROPayload with future extensions

This example of a possible future ROPayload is haseexample G.1.7. The future modifications arekexdin abold
typeface. In this example, the ROPayload:

* isof version 2.3
* has “someNewAttribute”

» contains in addition to a play-permission (alreddfine in OMA DRM 2.0) a “NewKindOfPermission”-peission
(unknown in OMA DRM 2.0)

» some additional elements in the ROPayload, appeafiedall elements known from OMA DRM 2.0.

Implementations of OMA DRM 2.0 are expected toeligrd the unknown attribute, permission and aduifielements but
to correctly handle the ROPayload and thus potiéntiaant the known play permission.

<roap:protectedRO
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<roap:ro id="n8yu98hy0e2109eu09ewf09u" domainRO="true" version="2.3" someNewAttribute="present”
riURL="http://www.ROs-r-us.com">
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</riID>
<rights o-ex:id="REL1">
<o-ex:context>
<o-dd:version>2.3</o0-dd:version>
<0-dd:uid>n8yu98hy0e2109eu09ewf09u</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<0-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErKOfk=</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
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<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<0-ex:permission>
<o-dd:play/>
</o-ex:permission>
<o-ex:permission>
<NewKindOfPermission />
</o-ex:permission>
</o-ex:agreement>
</rights>
<signature>
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www. rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default"/>
<ds:Reference URI="#REL1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>/slo5hb+id8JtuOMNKs12=drf5+3df= </ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOvKtMup4NbeVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
</signature>
<encKey ld="K_MAC_and_K_REK">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<roap:domainiD>Domain-XYZ-001</roap:domainID>
</ds:Keylnfo>
<xenc:CipherData>

<xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urewOuderty5346wq</xenc:CipherValue>

</xenc:CipherData>
</encKey>
<NewUnknownFeatureDefined in 2.1/>
<NewUnknownFeatureDefined in 2.3/>
</roap:ro>
<mac>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#hmac-shal"/>
<ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">
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<ds:Transforms>
<ds:Transform Algorithm=http://www.w3.0rg/2001/10/xml-exc-c14n#/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue> slo5hb+id8JtuOMNKs12=drf5+3df=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4NbeVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>
</ds:Keylnfo>
</mac>
</roap:protectedRO>

[.2 ROAP-PDU with future extensions

This example of a possible future joinDomainRespdasased on example G.1.9. The modificationsrended in dold
typeface. In this example, the ROAP-PDU contairs mew extensions, unknown in OMA DRM 2.0. Implenatioins of
OMA DRM 2.0 are expected to recognize these extaissas extensions of an unknown type. Since otteeaéxtensions is
marked as critical, OMA DRM 2.0 implementation mditcard the ROAP PDU.

<roap:joinDomainResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
status="Success">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>vXENc+Um/9/NvmYKiHDLaErK0Ogk=</hash>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmY KiHDLaErKOfk=</hash>
</keyldentifier>
</riID>
<nonce>32efd34de39sdwefqwer</nonce>
<domaininfo>
<notAfter>2004-12-22T03:02:00Z</notAfter>
<roap:domainKey>
<encKey ld="Domain-XYZ-001">
<xenc:EncryptionMethod
Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
<xenc:CipherData>

<xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwo
pjsfdpojvctdw925342a</xenc:CipherValue>
</xenc:CipherData>
</encKey>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>
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</keyldentifier>
</riID>
<mac>ewqrewoewfewohffohr3209832r3</mac>
</roap:/domainKey>
</domaininfo>
<certificateChain>
<certificate>MI1B223121234567</certificate>
<certificate>MIIB834124312431</certificate>
</certificateChain>
<ocspResponse>miibewqoidpoidsa</ocspResponse>
<extensions>
<extension xsi:type="newUnknownTypeOfExtension " critical="true"/>
<extension xsi:type="anotherNewUnknownTypeOfExtension " critical="false"/>
</extensions>
<signature>d93e5fue3uel0ue2109uelueoidwoijdwe309u09ueqijdwgijdwg09uwqwqi009</signature>
</roap:joinDomainResponse>

.3 ROAP Response with future status code

This example is of a possible future leaveDomaip@ese is based on example G.1.11. The modificatiomsnarked in a
bold typeface. In this example, the leaveDomainRespimnsesuccessful, for a reason not specified by ObEM 2.0. RI
implementations of this specification are expettetteat this as an “Abort” error code.

<roap:leaveDomainResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
status="NoSuccessForFutureReason ">
</roap:leaveDomainResponse>

.4  New type of ROAP Trigger

This example is of a possible future ROAP Triggemiodified from example G.1.12. The modifications marked in a
bold typeface. Implementation of OMA DRM 2.0 are expelcto disregard unknown triggers.

<roap:roapTrigger
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
version="1.0">
<newKindOfTrigger>
</newKindOfTrigger >
<signature>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#hmac-shal"/>
<ds:Reference URI="#de32r23r4">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue> slo5hb+id8JtuOMNKs12=drf5+3df=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4NbeVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
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<ds:RetrievalMethod URI="#K_MAC"/>
</ds:KeyInfo>
</signature>
<encKey ld="K_MAC">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>

<ds:Keylnfo>
<roap:domainID>Domain-XYZ-001</roap:domainID>

</ds:KeyInfo>

<xenc:CipherData>
<xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urewOuderty5346wq</xenc:CipherValue>

</xenc:CipherData>

</encKey>
</roap:roapTrigger>
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