" OMAQO

Open Mobile Alliance

DRM Rights Expression Language
Candidate Version 2.1 — 05 Aug 2008

Open Mobile Alliance
OMA-TS-DRM-REL-V2_1-20080805-C

0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_1-20080805-C Page 2 (67)

Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thi€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IpRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted atependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2008 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_1-20080805-C Page 3 (67)

Contents
I Y O @ 1 = T 5
2. REFERENGCES ... oottt e ettt e et e et e e e e e e s saa e e e b eseeaa e e aa e e saan e e s sb e e e baeess b ee st e eeananeestaseeetnrnes 6
2.1 NORMATIVE REFERENCES. ...uuittuiittitttiietiettttetestestetaneeteesasetan ettt tsntestesttetaeststttettestessansesntesseesinernrinenen. 6
2.2 I NFORMATIVE REFERENCES . ... ituiitutittttttietteettnetterttesstestesssesenesteestnestetatsntentesstestastaessntestaerseesntrenresaesens 6
3. TERMINOLOGY AND CONVENTIONS ..o ittt e et e e et et e e s eaa e e eaa e s st e e eaa e e ssaessraeeerans 8
3.1 (@0 1Y/ = 1 10 N TR 8
3.2 [T == 1Nl T ] PTRR 8
3.3 ABBREVIATIONS ouuiittieittteettteetsteetetttesstees st seestaesstsesstaneestaeestteessaneestasseessaseesstseestsieersnneessssseesnneessnneesenn 8..
O L\ 1 @510 L@ 1 1 ] RPN 10
2 TV A = = 1@ N PR 10
Y = = ] o] NI PPN 10
4.2.1 A L2130 o 12K O 10 11
I TV = =] o] N 200t KPR 11
LT N I =4 UL O 1L U 1 PO 12
5.1 FOUNDATION IMODEL ..utuuiittuiiiitneeitteestitee ettt eessteessttasesstaessta e essaneestaeessteeesaseesstseensasessstseesnseessnneessnesesnneessnn 12
511 [ (=T =T o R T | ] £ S 12
5.2 AGREEMENT IMODEL .evtuiittniiiitteeitteestttee ettt eessteessttaeesstaaes s bt tee st ee st eessteeesaseesstseensasessstseeaneessnneessnesesnneessen 13
5.21 (=T =T o AR T (== 41T | PSSP ORPRPPPPTPPPPRE 13
5.2.2 1 g oY A= E oY) 13
5.3 CONTEXT IMODEL .iituiiiitiiiittieeettiee st e et e e et e e teaeeeeataeeeaa e s st e e sanae s s s sssb e s s basesasa e esbneesssanassbaeeetansestareesrnnes 14
5.3.1 [T g T AR o0 ] (= 14
5.3.2 [T g T AR YT 5] (o D 14
5.3.3 L =T 1= LS U o D 14
54 [ad S Y 1SS [0 N AT/ @ ) = R 15
541 ElemMENt SPEIMISSION ... .ottt e e e e e e e e e e e e ee et e et aeae e e etaebaasseseeaa e seeaeeaeeaenaaeeeesennns 16
5.4.2 [ (=T 0 =T o AR o] P YOS
5.4.3 Element <display>
544 EIEMENT KEXECULE™S ... .ciiiieiii e ieiette e s e e e et e e e e e et eeee e e et e e e s eesaaaaan e e sesssaa e eeeeesaaneesesnsannnessssnnen 19
5.4.5 =T LT 1A o ] PR 19
5.4.6 (=T =T o A=) d o] PSSO 19
55 REQUIREMENTS IMIODEL ..ituiituiituiittiettteetetaesteeaeess e stassans st e st eesan et tansessestesssestassansesaneetnsssnsesnsretsesseestnernnns 21
5.5.1 T TeT TR €= To LU =T o 4= ) OSSP 22
5.5.2 [ =10 15T LRSS 1 = (o1 (S0 DT 22
5.6 CONSTRAINT IMODEL .evtuiittnieiitteeitteestttee ettt eessteessttaessstaeestaeessaneestassessteeesaseesstseensasessstseesnseessnnesssnnesesnneessnn 24
5.6.1 T g oY AR oo a1 1 = =N 24
5.6.2 [ =T 0 (=] AR oT 01U 24
5.6.3 [T g oY A 1] L= oo 10 | N 25
5.6.4 [ =Yg (ST LA P2 L= [N 26
5.6.5 EIEMENT KINTEIVAIS ... eeeeee et e et e e e ettt e e e e e et e e e e e ee bt eeeeeeaba e e e e e saaa e eeeeebbannes 27
5.6.6 ElemMENt KACCUMUIATEAS.........un i ettt et e e et e e e e e ettt e e e e e st e e e s eee bt eeeeeeeba s eeeessanneeeeerees 28
5.6.7 [ TS =T AR T 10 1LY/ o (U = R 29
5.6.8 oY T TR ] 1= o b SRS 29
57 N 1= R (o1 = 1Y/ K@ o = TP 30
57.1 [ =T 0 (=T LR 21 =] 1 30
58 S L1 L I 1Y ] 0 = 32
5.8.1 (0] a1 (=] o1 A @] a1 ile =T 0] (1= 111 4 2P PPPUPPRPPNE 33
5.8.2 Rights Object DRM Content ASSOCIAtION INTEOIITY, wuervvrerereeeeeeis it ieeeeee e e e sseree e ereeeee e s s e e sneneeeeeees 35
5.8.3 Rights Object Integrity and AULNENTICILY .......coueeiiiiiiiii e e e e e e aaaeeaens 36
5.9  ODRL AND FORWARD COMPATIBILITY  1itttueetttuieettueeestunesstnieeesnsesstnesssstesstnsessssieresieessatereseeresinessineersranere 36
5.10 ORDER OF RIGHTS OBJIECT EVALUATION ..iutuiitiituiiteitttttettestestestessntessnestnetsnesnaestiessaeststanersereniersnresnns 36
LT 1 V17 GO 38
6.1 ODRL-M OBILE PROFILE EXPRESSIONLANGUAGE ....uuiiuiiiiiitiit ittt eetie it ese e et sestsesane st eessneetassensssnsetsessestnesanns 38

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_1-20080805-C Page 4 (67)

6.2 ODRL-M OBILE PROFILE DATA DICTIONARY tutittittiittettetiitetettttesteesietseessestsesestasrs ettt 40
6.3 OMA DATA DICTIONARY ..itttiiitueettueeetttaeettueestaeettteestteeettaeesti e stteeettteesttesttieeeteeeentireetineertoneeeiereieee 41
APPENDIX A. CHANGE HISTORY (INFORMATIVE) ...uttttiiiiii it oottt nnnnaan e e e e aaana e 43
Al APPROVED VERSION HISTORY uuituuiiuuiiuiiitiittistteetieetaeeteessessssssessssesseesssessesssrsnsetaeesseesseessnsesstesinernernnernns 43
A.2  DRAFT/CANDIDATE VERSION 2.1HISTORY ....iiitttiiiiiiiiiiii e e iiettee e e e ettt e s e e eeeeasae e e e e seaaaeeeeseeaaseeeeessnaeeeeeerennns 43
APPENDIX B. STATIC CONFORMANCE REQUIREMENTS (NORMATIVE) ........ toocciieieieee e 45
B.1  CLIENT CONFORMANCE REQUIREMENTS ..uiitutituiittttttettetueeteeseesnessneesaestsessuesentesseeetiesteeetnetnnersiersnieserssnns 45
B.2 SERVER CONFORMANCE REQUIREMENTS ...iiutuiiiittetttieeestnieretteeesnesssnteesssesssteeessseessnneessnaneeseeeesneessseeerens 45
APPENDIX C. EXAMPLES (INFORMATIVE).....ci i ittt ettt ettt et e e e e e e et e e e e e e s e s s annnennenaeeeeees 47
O R B N LY T = o T 1 PPN 47
£ 2 PREVIEW ...ittiiiiiteeite e ettt e ettt e ettt ee et e e e aaaeee e st ee e aba s e s et e e st e e e aa e s e s e s s s sesasa e e s s e sebaeee s s essbaeesbanessranessaraneesran 47
C.3  MULTIPLE PERMISSIONS FOR A MULTIPART DCF ..ottt ettt mmee e et e et e et e e e bt e e eaan e e eaanees 8.4
C.4  SUBSCRIPTION SCENARIO ...ituittituetteeteettesteesseesusssessassstssssesetentesseesssesaeesaerstetaeeseeseterteeetternee. 50
C.5 SUBSCRIPTION SCENARIO WITH METERING ..uuituiiitiitiiitiiteieietietetiesteestessnsesteertnstseesnersntestessteersnersnersniennnns 52
C.6  INHERITANCE SCENARIO ..tuuiituiitttttiettteuetue et eetseestessasssssessseessestsessesseeseesseestseseesnseststsnertaeretreseesneernenes 53
C.7  EXPORTING OMA DRIM CONTENT 1t uitttitttiitittttetteeattettestesssetatenssenteserestetteeetaetaertaetatetetstertrerieeseeree 60
C.7.1 0 1 TSN 60
C.7.2  Multiple Permissions for Multiple Content ObJECES.......cieeiiiiiiciieie e 61
O3 C T |V U (8- = o o o USSR 63
C.8 EXAMPLE —COMBINATIONS OF CONSTRAINT ELEMENTS .uuiituiiiiiiiiiiieieeitieeine e saeetssetessansesneestsesbeeanssseeannss 64
C.9 EXAMPLE —RESTRICTING THE USAGE TO A MEDIA PLAYER ..uuiitiiiiiiiiiiiiiiiiee e e et et e et e see s s s eaesansean s sananaaas 66
Figures
o LU (ST [ Y=Y ] =T ot O 32
Figure 2: ODRL-Mobile profile EXPresSion LANQUAGE ..........coviiiiiiiiiiiiiiiii i s s e s e e e e e aaanaeaeaaeaaasaeaesaesasssannnn s aeseeeas 40.
Figure 3: ODRL-Mobile profile Data DICHONAIY ..........cuuuuiiiiiiiiiiie e s e e e e e ee e eee e e eeeeaae s s s s e s e aaeaaeaaaeeeeeeserenens 41
o [V (oY @ 1 VAN B =\ = N B o 1o oV S 42

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_1-20080805-C Page 5 (67)

1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentltatsare deployed over wireless communication aeksv

The scope of OMA “Digital Rights Management” [DRN\2-\1] is to enable the consumption of digital cohiara controlled
manner. The content is consumed on authenticatédedeper the usage rights expressed by the coowamtrs. The OMA
DRM work addresses the various technical aspedti®©bystem by providing appropriate specificadifor content formats,
protocols, and the rights expression language.

The scope for this specification is to define tights expression language used to describe thsraggler DRM Content.

It addresses requirements such as enabling prevewest-driving, of Content, possibly priorgorchasing, expressing a
range of different permissions and constraintgrdvides a concise mechanism for expressing rigieds DRM Content. It is
independent of the Content being distributed, tleelmanism used for distributing the Content, anditi@g mechanism
used to handle the payments.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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2. References

2.1 Normative References

[1SO8601]

[ODRL]

[RFC2119]

[RFC2392]

[RFC2396]

[XML]

[XMLENC]

[XMLSchema]

[XMLSIG]

“Representations of dates and times”, ISO (Intéonat Organisation for Standardisation),
URL:http://www.iso.ch/

“Open Digital Rights Language (ODRL)”, Version 18LAugust 2002,
URL:http://odrl.net/1.1/ODRL-11.pdér URL:http://www.w3.org/TR/odrl/

“Key words for use in RFCs to Indicate Requiremaniels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

“Content-ID and Message-ID Uniform Resource LocsltoE. Levinson, August 1998,
URL:http://www.ietf.org/rfc/rfc2392.txt

“Uniform Resource Identifiers (URI): Generic Syntax. Berners-Lee, R. Fielding, L.
Masinter, August 1998,
URL:ftp://ftp.isi.edu/in-notes/rfc2396.txt

“Extensible Markup Language (XML) 1.0 (Second Eafiff’, W3C Recommendation 6
October 2000,
URL:http://www.w3c.org/TR/2000/REC-xml|-20001006/

“XML Encryption Syntax and Processing”, W3C Cand&Recommendation 10 December
2002,
URL:http://www.w3.0rg/TR/2002/REC-xmlenc-core-20021210/

“XML Schema Part 2: Datatypes”, W3C Recommendafidviay 2001,
URL:http://www.w3.0rg/TR/xmlschema-2/

“XML Signature Syntax and Processing”, W3C Recomdagion 12 February 2002,
URL:http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212

2.2 Informative References

[DRMARCH-v2.0]

[DRMARCH-v2.1]

[DRMCF-v2.0]

[DRMCF-v2.1]

[DRMRELDDXSD-
v2.1]

[DRMRELODDXSD-
v2.1]

[DRMRELXSD-v2.1]

[DRM-v2.0]

"DRM Architecture V2.0", Open Mobile Alliance™, OMAD-DRM-V2-0,
URL:http://www.openmobilealliance.org/

"DRM Architecture V2.0”, Open Mobile Alliance™, OMAD-DRM-V2-1,
URL:http://www.openmobilealliance.org/

“DRM Content Format V2,0”, Open Mobile Alliante OMA-TS-DRM-DCF-V2_0,
URL:http://www.openmobilealliance.org/

“DRM Content Format V2,1”, Open Mobile Alliantg OMA-TS-DRM-DCF-V2_1,
URL:http://www.openmobilealliance.org/

“DRM REL ODRL Mobile profile Data Dictionary ROARcBema V2.1”, Open Mobile
Alliance™, OMA-TS-DRM-RELDD-V2_1,
URL:http://www.openmobilealliance.org/

“DRM REL OMA Data Dictionary schema V2.1”, Open MibAlliance™, OMA-TS-DRM-
RELODD-V2_1,
URL:http://www.openmobilealliance.org/

“DRM REL ODRL Mobile profile Expression Languagehsena V2.1”, Open Mobile
Alliance™, OMA-TS-DRM-REL-V2_1,
URL:http://www.openmobilealliance.org/

“Digital Rights Management V2.0", Open Mobile Altied], OMA-TS-DRM-DRM-V2_0,
URL:http://www.openmobilealliance.org/

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_1-20080805-C Page 7 (67)

[DRM-v2.1] “Digital Rights Management V2.1”, Open Mobile Alliee™, OMA-TS-DRM-DRM-V2_1,
URL:http://www.openmobilealliance.org/

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_1-20080805-C Page 8 (67)

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2 Definitions

Constraint

Composite Object

Content

Device

DRM Agent
DRM Content
DRM Time
Media Object
Meterable Event

Metered Content

Metering

Metering Information
Rights Object

A restriction on the Permission over DRM Content.

A Media Object that contains one ore more Mediae®lisjby means of inclusion e.g. DRM messages, zip
files.

One or more Media Objects.

A Device is a user equipment with a DRM Agent. Threvice MAY include a smartcard module (e.g. a
SIM) or not depending upon implementation.

The entity in the Device that manages Permissiondiedia Objects on the Device.

Media Objects that are consumed according to afgeermissions in a Rights Object.

A secure, non-user changeable time source. The DM is measured in the UTC time scale.
A digital work e.g. a ringing tone, a screen sagelava game or a Composite Object.

A Meterable Event is an event that meets the Rhddfcriteria for metering.

When DRM Content is accessed via an RO that canthim<tracked> element, the content is said to be
Metered Content.

Recording of usage information (the number of tinthes the associated DRM Content has been
consumed and the accumulated usage time) uponmoptisn of an RO which contains the <tracked>
element. Metering enables a Rights Issuer to daliegge information from Devices for the purpose of
royalty collection.

The information that is recorded for purposes oféviag.

A collection of Permissions, Constraints, and otiteibutes which define under what circumstances
access is granted to, and what usages are debnddRM Content. All OMA DRM Conformant Devices
must adhere to the Rights Object associated witi@Rntent.

3.3 Abbreviations

AES Advanced Encryption Standard

CEK Content Encryption Key

DCF DRM Content Format

DRM Digital Rights Management

DTD Document Type Definition

MIME Multipurpose Internet Mail Extensions
OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority (see http://www.opesbriiiealliance.org/tech/omna/index.htm)
ODRL Open Digital Rights Language

REL Rights Expression Language

REK Rights Object Encryption Key

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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SHA-1 Secure Hash Algorithm
SMS Short Message Service
WAP Wireless Application Protocol
XML Extensible Markup Language

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4. Introduction

OMA “Digital Rights Management” (DRM) enables thistdbution and consumption of digital content in a
controlled manner by enabling Content Issuersdtribute DRM Content and Rights Issuers to issughRi
Objects for the DRM Content.

This specification defines the OMA DRM v2.1 Righspression Language (REL v2.1) to construct DRMLv2.
Rights Objects and is one part of a set of OMA DRM technical specifications. For a detailed disimrs of

the overall system architecture, please refértor! Reference source not found. For a detailed discussion of
the DRM Content Format in OMA DRM v2.1, please réee[DRMDCF-v2.1]. For a detailed discussion o th
format and semantics of the cryptographic protoo@ssages, processing instructions and certifipates to
enable an end-to-end system for DRM protected ooidistribution, see the DRM part [ DRMDRM-v2.1] of
OMA DRM v2.1.

4.1 Version 1.0

The OMA DRM v1.0 specification provides some fumsntal building blocks for a DRM system without
addressing the complete security necessary fobastpend-to-end DRM system that takes into accthnbeed
for secure distribution, authentication of Devicesjocation and other aspects.

OMA DRM v1.0 does not specify a Rights Expressiamguage.

4.2 Version 2.0

The main differences between OMA DRM v1.0 and OMRND V2.0 are significantly improved security and
functionality. One of the important new featuré©OdA DRM v2.0 is a Rights Expression Language.

The The OMA DRM v2.0 Rights Expression Languagel(RE0) specifies the syntax and semantics of rigiagerning the
usage of DRM Content based on the Open Digital Riganguage [ODRL]

The REL v2.0 specification defines
1. A subset, i.e., a mobile profile, of ODRL, and
2. A data dictionary defining additional permissiomsl @onstraints beyond those provided by ODRL.

DRM Content is consumed according to the specifigtits. Therefore, the value is in the rights antlin the Content itself.
Rights Objects are specified so that they only bexasable on authorised Devices.

The goal of the REL v2.0 specification is to defmBEL taking into account the special requiremants characteristics of
the mobile domain to express consumption rights DM Content. Some of the specific goals include

» Light-weight and simple way of expressing rights

» Lowering the entrance barrier for content providerd other players to adopt DRM technologies
»  Suitable for specifying rights independently of tumtent type

» Suitable for specifying rights independently of trensport mechanism

» Enable specification of rights to preview, i.esttdrive, DRM Content enabling users to experigheeContent first
hand, possibly prior to purchasing it

» Enable specification of constraints to restrictnpissions to the number of times Content can besseck and time
limits and intervals during which Content can beessed.

The following are not goals of the REL v2.1 spexfion:

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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42.1

To govern the distribution of DRM Content is naj@al of the REL. Since DRM Content is encrypted iiseless
without the corresponding Rights Object, and ttnese is no need for the REL to explicitly goveratdbution.

To govern Device management permissions such stlin ‘uninstall’, ‘delete’, etc. Freeing memocgapacity on
the Device is an intrinsic right that every uses tamhis/her Device.

Version 2.0.1

The most important REL changes introduced in DRMM2compared with DRM v2.0 are summarized in
section 4.2.1 of the REL Specification [DRMREL VR & the DRM 2.0.1 ERP. These changes are coreider
to require special consideration in implementatiost of the identified changes are bug fixes wlifaiot
implemented correctly may result in interoperapifitoblems between conformant and non-conformavites.
Companies with existing DRM 2.0 implementationsidtidake careful consideration of these changes.

4.3

Version 2.1

OMA DRM v2.1 has been developed as a result of etéddedback. The main differences between OMA DRM
v2.0 and OMA DRM v2.1 are the addition of sevegdttires on top of OMA DRM v2.0, including:

Metering, primarily intended for information gativey. By means of metering, actual content usage
information can be provided to Rights Issuers,ghgrenabling royalty collection based on actuabasa
of content.

Content differentiation, defining a mechanism tatcol how content can be consumed. For example,
this mechanism can prevent a music track to be asethgtone.

RO installation confirmation.

Additional metadata, such as artist, title and genr

Support for user editable metadata, in additiooctatent issuer defined metadata.

A binary format for ROAP triggers to improve comnuation efficiency.

New domain property (noConsumeAfter) to simplifgrfiporary sharing” business models

RO upload functionality to enable users to uplogghi from their old device to a Rights Issuerlsat t
these Rights can be downloaded to their new device.

Improved extensibility for future versions.

The DRM 2.1 features have minimum impact on the DRMarchitecture and are defined in a DRM 2.0
backward compatible manner.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. Structure

This section describes the structure of the righfgession language. The REL is defined as a mphii#e of ODRL v1.1
[ODRL]. Rights are the collection of permissionsl aonstraints defining under which circumstanceessg is granted to
DRM Content. The structure of the rights expressmguage enables the following functionality:

1. Metadata such as version and content ID

2. The actual rights specification consisting of
a. Linking to and providing protection information ftre content, and
b. Specification of usage rights and constraints

Models are used to group rights elements accotdinigeir functionality, and thus enable conciserdébn of elements and
their semantics. The following models are usedughmut this specification:

* Foundation model

* Agreement model

* Context model

*  Permission model

* Constraint model

* Requirements model
* Inheritance model

*  Security model

The rights expression language is defined as alephofile, i.e., a subset, of ODRL. Section 5.@dfies how to handle
ODRL models and elements that are not used irsgiesification.

5.1 Foundation Model

The foundation model constitutes the basis fortsigh contains the <rights> element bringing tbgetMeta information
and agreement information. The foundation modeleseas the starting point for incorporating theesagrent model and the
context model.

5.1.1 Element <rights>

Element <IELEMENT o-ex:rights (0-ex:context, o-egr@ement)>

Semantics The <rights> element is the root elerakall Rights Objects defined according to
this specification. It contains the mandatory <eat#, and <agreement> elements
linking assets to corresponding permissions.

5.1.11 Attribute “id”

Attribute <IATTLIST o-ex:rights o-ex:id ID #REQUIRE>

Semantics | The o-ex:id attribute of the <rights> element idfézd the <rights> element in the
context of a protected rights object (see [DRM-}R2.1

The value of the o-ex:id attribute MAY be usedhe kds:Reference> element of the
<signature> of the <roap:ROPayload> element.
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5.2 Agreement Model

The agreement model expresses the Rights thatameed over an DRM Content. It consists of the gagrent> element
connecting a set of Rights with the correspondiflvDContent specified with the <asset> element. d¢peement model
incorporates the permission model and the secuomitgel.

5.2.1

5.2.2

5.2.2.1

Element <agreement>

Element

<IELEMENT o-ex:agreement (o-ex:asset+, @@&xnission*)>

Semantics

The <agreement> element specifies thesriganted over the corresponding DRM

Content. It contains one or more <asset> elememtzearo or more <permission>
elements.

Element <asset>

Element

<IELEMENT o-ex:asset (0-ex:context?, ofgheirit?, o-ex:digest?, ds:Keylnfo?)>

Semantics

The <asset> element specifies the igaritthe DRM Content governed by the
containing <agreement> element via the <contexitd ébement.

The optional <inherit> element instructs the DRMeAgto apply the rights from the
inherited Rights Object, specified in the <inhelfement context, to this asset. Ng
that the <Keylnfo> element SHOULD be omitted if fRigthts Object functions as 4
parent Rights Object in the inheritance case.

The optional <digest> element provides integritgtpction for the reference to the
DRM Content.

The optional <Keylnfo> element provides the funattity to access the DRM
content if granted the rights to do so.

The <asset> element enables expression linkings/fed” and “idref” attributes.
This enables reuse of Permissions defined for esetafor other assets inside the
same Rights Object. When the <asset> element imio@a in a <permission>
element, it MUST contain an “idref” attribute, ablUST be empty, i.e., all its
optional child elements MUST be omitted.

Attribute “id”

Attribute

<IATTLIST asset o-ex:id ID #IMPLIED>

Semantics

The “id” attribute is the identifier bt<asset> element. It uniquely identifies e
<asset>.

The “id” attribute MUST only be used if the <assetement is a child element of tf
<agreement> element. It MUST NOT be used if thesetzselement is child eleme
of the <permission> element.

It SHOULD be omitted if there is no reference te #tasset> element from elsewhg
in the same Rights Object.

The “id” attribute MUST be unique within the RighDbject, and it MUST NOT be
the same as the Content ID specified in the <uldment.

ach

ne
nt

ere
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5.2.2.2

Attribute “idref”

Attribute

<IATTLIST asset o-ex:idref IDREF #IMPLIED

Semantics

The “idref” attribute refers to the idiert of the <asset> element.

The “idref” attribute MUST only be used if the <ats element is a child element
the <permission> element. It MUST NOT be used & #tasset> element is chi
element of the <agreement> element.

It SHOULD be omitted if it does not reference amotikasset> element inside t
same Rights Object.

ne

5.3 Context Model

The context model provides Meta information abbetrights. It augments the foundation model, thre@ment model, and
the constraint model by expressing additional imfation.

The <context> element is used in the <rights> eldgmia the <asset> element, in the <individual>neat, in the <system>
element, and in the <inherit> element. As the medeime already indicates, the semantics of itisl @ements depend on
the context in which it occurs in the rights object

5.3.1

5.3.2

5.3.3

Element <context>

Element

<IELEMENT o-ex:context (o-dd:version?, atdd*)>

Semantics

The <context> element contains the ogitioversion>, and <uid> elements. As th
name already indicates, it provides context sesmsitiformation for use within the
context of its parent element.

The semantics of its child elements depend on ¢éinenp element in which the
<context> element is used. These are differemteftcontext> element is a child
element of the <rights>, <asset>, <individual>,steyn>, or <inherit> element.
Please see the corresponding descriptions of thediual child elements.

A <context> element MUST NOT contain more than en&> element unless the
<context> element is contained in the <individuaelement.

Element <version>

Element

<IELEMENT o-dd:version (#PCDATA)>

Semantics

The <version> element SHOULD only be ifsigslparent <context> element is
included in the <rights> element.

If its parent <context> element is included in #rghts> element, it then specifies
the version of the Rights Object. For this speatiien its content MUST then be
“2.1” (without quotes).

Element <uid>

Element

<IELEMENT o-dd:uid (#PCDATA)>
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Semantics If its parent <context> element is inetlith the <rights> element, the <uid> element
constitutes the Rights Object’s identifier. ThewueaMUST match the “id” attribute
of the <ro> element of type ROPayload (see [DRMt|;Xection 5.3.10).

If its parent <context> element is included in #asset> element, the <uid> element
specifies a DCF ContentID (see [DRMCF-v2.1]), a D@euplID (see [DRMCF-
v2.1]), or a “virtual” UID for a parent Rights Olgje (see section 5.7). The format g
the <uid> MUST conform to [RFC2396]. If the <uidsa DCF ContentlID the valug
MUST be according to the “cid:” Uniform Resourceckator (URL) scheme (defined
in [RFC2392]). If the <uid> is a DCF GroupID thelwa MUST use the URL format
of [RFC2392] except the scheme name must be “gifithe <uid> element
identifies a parent Rights Object the value MUSE the URL format of [RFC2392]
except the scheme name must be “pid:”. In the obBarent ROs the <uid>
SHOULD NOT contain the content identifier of anwadtDCF, but contain a
“virtual” UID denoting, for example, a subscription

=+

If its parent <context> element is included in #iedividual> element, the <uid>
element(s) specifies the individual to which thateat is constrained. A <uid>
element can contain an IMSI related to the end'sisebscription or a WIM
identifier, thus effectively binding the consumptiof content to the individual.

In the case of IMSI binding, the format of its valMUST be “IMSI:x” (without the
guotes) where x is replaced by the IMSI to whichteat is bound. If content is
bound to multiple IMSI values, then multiple <uidlements MUST be used.

In the case of WIM binding, the format of its valM& ST be “WIM:x” (without the
quotes) where x is replaced by the PKC_Id of th&Md which content is bound.

If its parent <context> element is included in #system> element, the <uid>
element specifies the target system to which tge#dly integral unit of DRM

Content and the Rights Object(s) are allowed texported / transiently rendered to.
Its value MUST be the name of the target systeags)efined by OMNA.

If the <export> permission is granted to more thaa target system, then these arg
enumerated by using multiple <context> elemegdish containing one <uid>
element In this case, the <count> constraint applieh&dombined export
transactions of all target systems.

The only instances when a <context> element MAYt@ionrmore than one <uid>
element is when the <context> element is containesh <individual> element.

If its parent <context> element is included in #ieherit> element, the <uid>
element specifies the UID of the <asset> elemetitérparent Rights Object from
where to inherit Permissions and Constraints (sega 5.7).

5.4 Permission Model

The permission model augments the agreement mioétilitates the expression of permissions o\aseds by specifying
the access granted to a Device. The permission Inmamteporates the constraint model allowing fimaiged consumption
control of DRM Content.

The set of permissions comprises <play>, <displagxecute>, <print>, and <export>. Usage of the DBdhtent MUST
only be granted according to the permissions eiiglispecified by the corresponding Rights Objectfspermission that
does not contain a <constraint> child element ioustrained and access according to the respgmiveission element(s)
MUST be granted.

Note that the REL only specifies consumption angbeixrights and not management rights, e.g., ihstainstall, delete, or
distribution rights. This is made possible by tbparation of DRM Content and Rights Objects (alfoDRM Content and
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Rights Objects may be delivered together) freeiregREL from unnecessary complexity and overheadteé®w can be

stored; however, it can only be accessed if a spaeding Rights Object is available.

Similarly, encrypted content can be super-distedutithout unnecessarily complicating the REL; apasate distribution

permissions are necessary, since DRM Content witi@udecryption key is of no value.

The DRM Agent MUST ignore unknown or unsupportedmission elements. The DRM Agent MUST NOT grant
alternative, not explicitly specified rights to ass Content instead. Known and supported permigsgonents defined by
the same Rights Object MUST remain unaffected hkadXRM Agent MUST grant access according to thAgeermission
that is not granted due to unknown or unsupportegicaints (section 5.5) MUST NOT affect the gnagtof other

permissions.

5.4.1 Element <permission>

Element

<IELEMENT o-ex:permission (0-ex:constrajrd&x:asset*, o-dd:play?, o-
dd:display?, o-dd:execute?, o-dd:print?, oma-dae)>

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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54.1.1

5.4.2

Semantics

The <permission> element contains aomgdtonExpiredURL attribute, an optiona
<constraint> element, zero or more <asset> elenaamisa set of optional
permissions specifying the rights over a piece @fit€nt, such as <play>, <display
<execute>, <print>, and <export> permission elesent

The <constraint> element is the top-level constradis a sibling element to other
permission elements such as <play>, <display>ptiap to all sibling permission
elements inside the same <permission> elementDRid Agent MUST honour the
top level constraint in addition to honouring pbssiconstraints specified as a chilg
element to a permission element, e.g., <play>, vgranting access to content
according to such a permission.

Note that the DRM Agent MUST respect both, conatsaspecified as child
elements to a permission element and those speifig¢op-level constraints in the
same Rights Object. l.e., the stricter of two caaists of the same type prevails for|
given permission element. Of course, Rights Objeitts contradictory constraints
should not be issued in the first place.

When there is a top-level constraint that is otligewmot allowed as a child constrai
to a permission, e.g., <count> and <export mode«&ite, the child constraint take
precedence over the top-level constraint as appdi¢itis permission. For example,
in the move scenario, Content and Rights Objectidvba moved, and the <count>
constraint would accordingly be removed, too.

The <asset> elements specified within the <permisselement enable expression
linking allowing its sibling permission elementsge<play>, <display>) in the sam
<permission> element to apply to DRM Content rafeesl by <asset> elements
contained in an <agreement> element (i.e., outsideermission> element). The lin
is established through the use of the “id” andéftiattributes specified in sections
5.2.2.1and 5.2.2.2.

A DRM Agent MUST grant access to DRM Content refiesd by an <asset>
element in the agreement model according to peromsspecified inside a
<permission> element that is as sibling elementntgasset> element in the
permission model, where the <asset> element refgrgithe DRM Content and the
<asset> element inside the <permission> elemenirded by matching “id” and
“idref” attributes.

If no <asset> element is present in a <permiss@ament, then the permission
applies to all <asset> sibling elements in the sRigats Object.

The <export> permission is associated with all eesglements within the same
Rights Object. This implies that there SHOULD ohb/one <export> element
within the Rights Object. Therefore the <permissi@ement containing an
<export> element MUST NOT contain an <asset> elémen

a

12}

1%

k

Attribute <onExpiredURL>

Element

<IATTLIST o-ex:permission oma-dd:onExpir&RIUCDATA #IMPLIED>

Semantics

The value of tlemExpiredURL attribute MUST be a URL according to
[RFC2396]. Note: See [DRM-v2.1] for DRM Agent beiaw.

Element <play>

Element

<IELEMENT o-dd:play (0-ex:constraint?, areguirement?)>
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Semantics The <play> element grants the permigeigreate a transient representation of
audio or video Content. It contains an optionalrgtmint> element and an optionad
<requirement> element.

If the <requirement> element is specified, the DR§ent MUST ensure that the
requirements specified by this element are fulfillefore using this permission

element. If any of the specified requirements ismet, then the DRM Agent MUST
NOT use this permission element to grant acceBdtd Content.

If the <constraint> element is specified the DRMeAgMUST grant play rights
according to the <constraint> child element andidipelevel <constraint> element if
any. If no child <constraint> element is specifigtte DRM Agent MUST grant play
rights according to the top-level <constraint> eteitrif any. If neither child nor top-
level <constraint> element is specified, the DRMeAgGMUST grant unlimited play
rights.

A <system> element contained in a <constraint>dcbiément to <play> is used to
specify target system that may be used for creatitngnsient rendering of DRM
Content.

The <play> element has the semantics of rendehi@dPRM Content into transient
audio/video form, for example, audio/midi, videdgidime. The DRM Agent

MUST NOT grant access according to <play> to Carntest cannot be rendered in
this way.

Note that the DRM Agent MUST NOT grant access tmga&ontent, e.g., JaVh
games, based on the <play> permission. In ordspéeify rights for Javd' games,
the <execute> element MUST be utilised insteadti@es.4.4).

5.4.3 Element <display>

Element <IELEMENT o-dd:display (o-ex:constraint?exarequirement?)>

Semantics The <display> element grants the peromigsi make a transient visible rendering of
the Content. It contains an optional <constrainerment and an optional
<requirement> element.

If the <requirement> element is specified, the DR{§ent MUST ensure that the
requirements specified by this element are fulfillefore using this permission

element. If any of the specified requirements ismet, then the DRM Agent MUST
NOT use this permission element to grant acceBstd Content.

If the <constraint> element is specified the DRMeAgMUST grant display rights
according to the <constraint> child element andidipelevel <constraint> element if
any. If no child <constraint> element is specifittk DRM Agent MUST grant
display rights according to the top-level <constraielement if any. If neither child
nor top-level <constraint> element is specified, BRM Agent MUST grant
unlimited display rights.

The <display> element has the semantics of rengi¢hiea DRM Content onto a
visual Device, for example, image/gif or image/jpége DRM Agent MUST NOT
grant access according to <display> to Contentdhahot be rendered in this way.

A <system> element contained in a <constraint>dcbiément to <display> is used
to specify target system that may be used for icrgat transient rendering of DRM
Content.
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544 Element <execute>

Element <IELEMENT o-dd:execute (o-ex:constraintgxarequirement?)>

Semantics The <execute> element grants permissig@rsthe primitive computing element
execute. It contains an optional <constraint> elgnaad an optional <requirement>»
and element.

If the <requirement> element is specified, the DR{§ent MUST ensure that the
requirements specified by this element are futfilkefore using this permission
element. If any of the specified requirements ismet, then the DRM Agent MUST
NOT use this permission element to grant acceBdtd Content.

If the <constraint> element is specified the DRMeAgMUST grant execution right
according to the <constraint> child element anditipelevel <constraint> element if
any. If no child <constraint> element is specifittk DRM Agent MUST grant
execution rights according to the top-level <ccaist> element if any. If neither
child nor top-level <constraint> element is spedfithe DRM Agent MUST grant
unlimited execution rights.

n

The <execute> element has the semantics of exggln, invoking, DRM Content
e.g., Javl" games or other applications. Thus, the DRM AgebtSW NOT grant
access according to <execute> to Content that ¢do@eendered in this way.

5.45 Element <print>

Element <IELEMENT o-dd:print (0-ex:constraint?, @+equirement?)>

Semantics The <print> element grants the permidsianeate a fixed (i.e., static), directly
perceivable representation of Content. It contam®ptional <constraint> element
and an optional <requirement> element.

If the <requirement> element is specified, the DR{ent MUST ensure that the
requirements specified by this element are fulfillefore using this permission
element. If any of the specified requirements ismet, then the DRM Agent MUST
NOT use this permission element to grant acceBsiigl Content.

If the <print> element is specified the DRM AgenUMT grant print rights
according to the <constraint> child element andidipelevel <constraint> element if
any. If no child <constraint> element is specifigtte DRM Agent MUST grant print
rights according to the top-level <constraint> edetrif any. If neither child nor top-
level <constraint> element is specified, the DRMeAgMUST grant unlimited print
rights.

The <print> element has the semantics of printiieg, creating a hardcopy of, the
DRM Content, for example, image/jpeg. The DRM AgetdST NOT grant access
according to <print> to Content that cannot be ezed in this way.

5.4.6 Element <export>

Element <IELEMENT oma-dd:export (0-ex:constraint)>
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Semantics The <export> element grants export rigits DRM Content and corresponding
Rights Objects. The <export> element has the seosamit exporting the DRM
Content and corresponding Rights Objects to a tayggem other than the OMA
DRM system. It contains a mandatory <constrainermant.

The <export> element contains a mandatory <comstralement, which then
contains a mandatory <system> element specifyinvghich target system(s) the
DRM Content and Rights Objects are allowed to lpoered. The DRM Agent
MUST grant export rights according to the <constraichild element and the top
level <constraint> element if any.

The semantics of the <export> element are defiseghaoperation in which the
complete Rights Object and DRM Content are expoe#hber together or
separately, to create a logically integral unitribg an Export operation all
<permission> elements and <asset> elements witleiexported enabled Rights
Objects are transcribed to the target DRM systentifgemapping established by
the appropriate governing bodies that are allowlregexport.

If any <asset> elements within an <export> enaBlights Object refer to a DCF
Group ID then the export permission applies taCalhtent Objects in that Group.

If the <export> element is contained within a PaR® then all related Child RO$
inherit the export permission, allowing all DRM Gent referenced by the Child
ROs to be exported.

546.1 Attribute “mode”

Attribute <IATTLIST oma-dd:export oma-dd:mode (mdveopy) #REQUIRED>
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Semantics move:

When the mode attribute is equal to “move”, thenstmint> element within the
<export> element MAY have the <datetime> elementlSW NOT have the
<interval> element, MUST NOT have the <count> eletBIUST NOT have the
<accumulated> element, and MUST NOT have <individ@dement.

When exporting the Rights Object and the modetaite is equal to “move”, the
DRM agent MUST export the original Rights Objecttwstate information if it is a
stateful Rights Object, and MUST make the origRaghts Object including the
<export> permission permanently unusable on thgirai Device, after exporting is
conducted.

copy:

When the mode attribute is equal to “copy”, thenrgtoaint> element within the
<export> element MAY have the <count> element, MA&ve the <datetime>
element, MAY have the <interval> element, MUST Nfdve the <accumulated>
element, and MUST NOT have <individual> element.

Note that if the <count> element is not specifieddn <export> permission whose
mode attribute is set to “copy”, the correspondRights Object would grant
unlimited export to other DRM systems without rerimgvthe original Rights Object|
from the exporting Device. If the original Right®ject is a stateful RO, this will
result in consuming the content without liffiib avoid the risk, the <constraint>
element within the <export> element in a statefOl $hould have the <count>
element, or the <datetime> element, or the <interefement.

When the mode attribute is equal to “copy”, the DBR§nt MUST export the
original Rights Object withowstate information if it is a stateful Rights Oljeand
MUST leave the original Rights Object including thexport> permission
unchanged on the original Device, after exportarxganducted. The state of the
<export> permission’s constraints MUST be updatethe Device from which it is
exported.

Note that state information refers to the statentaéed by the Device when
consuming rights and not to the value originallfiredd in the Rights Object.

For both “move” and “copy”, whether the <exportemlent is to be transcribed
together with the rest of the Rights Object depemdthe presence and the value of
the “transcribe” attribute, see Section 5.4.6.2.

5.4.6.2 Attribute “transcribe”

Attribute <IATTLIST oma-dd:export oma-dd:transcrifieue | false | 1 | Ofalse”>
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Semantics

DPRMARCH-v2

DPRMARCH-v2

DRMCF-v2.0]

DRMCF-v2.1]

DRMRELDDXS
0.1]

DRMRELODD
2.1]

DRMRELXSD-

DRM-v2.0]

DRM-v2.1]

Thé&anscribe attribute contains a boolean value. If the valutgse” (the
default value) or “0”, then the DRM Agent SHALL foW the <export> semantics g

0] "DRM Architecture V2.0”, Open Mobile Alliance™, OMAD-DRM-V2-0,
URL:http://www.openmobilealliance.org/

1] "DRM Architecture V2.0”, Open Mobile Alliance™, OMAD-DRM-V2-1,
URL:http://www.openmobilealliance.org/
“DRM Content Format V2,0”, Open Mobile Alliante OMA-TS-DRM-DCH
URL:http://www.openmobilealliance.org/
“DRM Content Format V2,1”, Open Mobile Alliante OMA-TS-DRM-DCH
URL:http://www.openmobilealliance.org/

bD- “DRM REL ODRL Mobile profile Data Dictionary ROARcRema V2.1”, O
Alliance™, OMA-TS-DRM-RELDD-V2_1,
URL:http://www.openmobilealliance.org/

KSD-  “DRM REL OMA Data Dictionary schema V2.1”, Open MibAlliance™, d
RELODD-V2_1,
URL:http://www.openmobilealliance.org/

v2.1]  “DRM REL ODRL Mobile profile Expression Languagehgtna V2.1", Ope
Alliance™, OMA-TS-DRM-REL-V2_1,
URL:http://www.openmobilealliance.org/
“Digital Rights Management V2.0, Open Mobile Altied], OMA-TS-DRM
URL:http://www.openmobilealliance.org/
“Digital Rights Management V2.1”, Open Mobile Alliee™, OMA-TS-DRN

URL:http://www.openmobilealliance.org/

. Otherwise, the DRM Agent MUST transcribe the <exp@ermission and its
constraint (together with the other permissionsét@ints other than <export>
permission) into target DRM system.

Itis RECOMMENDED that Rights Issuers do not in@uwal <count> constraint in an
<export> permission if the transcribe attributé&rige.
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5.5

Requirements Model

The requirement model enhances the permission nbycedlowing specific pre-conditions that shouldfbiilled in order to
obtain the related permissions.

Requirements are associated with one permissionegieat a time. For a permission to be granteitisalequirements
MUST be fulfilled. If a requirement is not understbor cannot be enforced by the consuming Devieg#rent permission
is invalid and MUST NOT be granted. If presentraguirement> element SHOULD contain at least onsathild
elements. If a <requirement> element does not aoatay requirements such as <tracked>, it doesaptire any specific

pre-condition to

be fulfilled.

For a given permission element to be allowed, dogiirements specified by the permission elemerntiip&requirement>
element (if present) MUST be respected.

5.5.1

Element <requirements>

Element

<IELEMENT o-ex:requirement (o-dd:tracked?)>
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Semantics The <requirements> element contains tonap <tracked> element.

=i

Requirements are associated with one permissionegieat a time. For a permissig
to be granted all its requirements MUST be fuléllléf a requirement is not
understood or cannot be enforced by the consumewcP the associated permissipn
is invalid and MUST NOT be granted.

If present, a <requirement> element SHOULD contlai<tracked> element. If a
<requirement> element does not contain the <traeledeiment, it does not require
any specific pre-condition to be fulfilled.

The <requirement> element MUST only be presentcsld element to other
permission elements such as <play> and <display#UST NOT be present as a
top-level requirement. If a DRM Agent receivesR{D with a top-level requiremen
it MUST ignore this requirement.

55.2 Element <tracked>
Element <IELEMENT o-dd:tracked EMPTY>
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Semantics | The<tracked> element indicates that DRM Agent is required tord Metering
Information.

The Metering Information SHALL consist of the numioé times that the DRM
Content has been consumed and the accumulated tirsagihat the DRM Conten
has been consumed for.

Enablement and disablement of Metering is desciibb&kction 11 of [DRM-
v2.1].

If metering is not enabled for the RI who issuegl RO and the
contentAccessGranted attribute is not present,isipresent and the value is
“false” or “0”, the DRM Agent MUST NOT grant accet the DRM Content.

If metering is not enabled for this RI and the emAccessGranted is present with
the value “true” or “1”, the DRM Agent MUST grant@ess to the DRM Content,
but MUST NOT store Metering Information associatéth the consumption of the
associated DRM Content.

If metering is enabled for this Rl and thigacked> element is present in the RO
and if thetimed attribute is not present, or it is present andvilae is equal to
zero, or if the Device is not able to measure itine since the Device began to
access the DRM Content, then the DRM Agent MUSDrethe appropriate
Metering Information immediately upon the Deviceyimming to access the DRM
Content, as referenced via theid> element in theccontext> element of the
<asset> element of the RO.

If metering is enabled for this Rl and thigacked> element is present in the RO
and thetimed attribute is present and its value is bigger thero and if the
Device is still accessing the DRM Content, as exfeed via theuid> element in
the<context> element of theasset> element of the RO, after the number ¢
seconds specified by the value of tmeed attribute then DRM Agent MUST
record the appropriate Metering Information.

=

If metering is enabled for this Rl and thi#acked> element is defined in a
parent RO then the DRM Agent MUST record the appabe Metering
Information as defined above for the associated DRMtent as referenced via the
<uid> element in th&context> element of thecasset> element of the child
RO.

5521 Attribute <timed>

Element <IATTLIST o-dd:tracked oma-dd:timed CDATA"

Semantics Thémed attribute contains a non-negative integer valugpécifies the numbe
of seconds after which the access to the DRM Co@BALL be considered a

Meterable Event. The default value is 0 secondshvimplies that the DRM Agent
MUST immediately record Metering Information foetbDRM Content being

consumed.
5.5.2.2 Attribute < contentAccessGranted >
Element <IATTLIST o-dd:tracked oma-dd: contentAc®gantedtfue | false | 1 | 0)
“false”>
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Semantics

TheontentAccessGranted attribute contains a boolean value. If the vatue
“true” or “1”, the DRM Agent MUST grant the accdssthe DRM Content even if
the metering is not enabled. Otherwise, the DRMm@@UST NOT grant the
access to the DRM Content if the metering is disgbl

If the metering is enabled the DRM Agent MUST igntnis attribute.

5.6 Constraint Model

The constraint model enhances the permission nigdetoviding fine-grained consumption control ohtent.

Constraints are associated with one permissionesieat a time. For a permission to be grantedsaionstraints MUST be
fulfilled. If a constraint is not understood or cat be enforced by the consuming Device the paremhission is invalid and
MUST NOT be granted. If present, a <constraint¥elet SHOULD contain at least one of its child elataelf a
<constraint> element does not contain any consfraunch as <count>, <datetime>, etc. it is uncairgd, and a DRM
Agent MUST grant unconstrained access accorditigeg@ermission containing such an unconstrainedistcaint> element.

56.1 Element <constraint>

Element

<IELEMENT o-ex:constraint (o-dd:count?, edtitimed-count?, o-dd:datetime?,
dd:interval?, o-dd:accumulated?, o-dd:individualda-dd:system*)>

O
T

Semantics

The <constraint> element is the top elestent in the constraint model. It contains

the optional <count>, <timed-count>, <datetimeteival>, <accumulated>,
<individual>, and <system> elements.

The <constraint> element contains <system> elenmmiswhen its parent
<permission> element contains the <export>, <play>display> element.

5.6.1.1 Attribute “id”

Attribute

<IATTLIST o-ex:constraint o-ex:id ID MIPLIED>

Semantics

The “id” attribute is the optional identifier of éh<constraint> element. It unique
identifies each <constraint>.

When present, the “id” attribute MUST be uniquehivitthe Rights Object.

This attribute is used when uploading Rights Olsjéatthe RI as specified in
[DRM-v2.1]. In the Rights Object Upload protocoktlatest state information for
each stateful constraint must be uploaded. Thedititbute is used to associate the
updated constraints with the constraints in thgioal Rights Object. If the Rights
Issuer supports the Rights Object Upload protdbeln this attribute MUST be
specified if the <constraint> element contains ahthe following elements:
<count>, <timed-count>, <interval> or <accumulated>

5.6.2 Element <count>

Element

<IELEMENT o-dd:count (#PCDATA)>

ly

h
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Semantics The <count> element specifies the nuwoiiténes a permission may be granted

over an asset. It contains a positive integer vdfues parent <constraint> element
included in the <export> element, the <count> elenspecifies the number of time
an <export> permission may be granted over the ORivitent and the Rights Object
itself.

27

The DRM Agent MUST NOT grant the corresponding fssion to the DRM
Content more often than specified by the contairade. Similarly, the DRM Agent
MUST NOT grant the corresponding permission tolRM Content if the
contained value is non-positive.

When used to constrain the <play> permission, tumtMUST be decremented
immediately upon play.

When used to constrain the <display> permissiancthunt MUST be decremented
immediately upon display.

When used to constrain the <print> permissionctient MUST be decremented
immediately upon commencement of printing.

When used to constrain the <execute> permissienctlint MUST be decremented
upon commencement of execution.

When used to constrain the <export> permission¢cthumt MUST be decremented
upon commencement of an export process. If an sexpermission is granted to
more than one target system (multiple <contextmelats within the system
constraint) then any <count> constraint appliehécombined export transactions|
of all target systems.

Note that when using a stateful constraint suchcasint> in a Rights Object that is
bound to a domain of Devices, every Device in tbmalin will be able to access

Content according to the containing Permissionfesn@as specified by the value of
the <count> element. Note that this might be caersid particularly severe in the
case that export rights with the copy mode aretgoathrough a Rights Object bound
to a domain.

5.6.3 Element <timed-count>

Element <IELEMENT oma-dd:timed-count (#PCDATA)>

Semantics The semantics of the <timed-count> elearenas for the <count> element (5.6.2
with the addition of an optional timer attribute¢tion 5.6.3.1).

If the timer attribute is omitted or contains awmahd value, or if the Device is not
able to measure the time passed as required tsethantics of this element, then the
Device MUST reduce the state value of the <timeahte immediately upon
beginning to access the content in which casedhmastics of the <timed-count >
element are identical to those of the <count> eteme

The <timed-count> element MUST NOT occur as a caitgtto a <print> or
<export> permission.

5.6.3.1 Attribute “timer”

Attribute <IATTLIST oma-dd:timed-count oma-dd:timEDATA #IMPLIED>
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Semantics The attribute contains a positive integére. It specifies the number of seconds
after which the count state specified by the valiuhe <timed-count> element
(section 5.6.3) is reduced starting from beginnmgender the Content.

For example, if the timer value is set to “30” (waut the quotes) and the <timed-
count> constraint value is set to “5” (without tipgotes), a corresponding Media
Object, may be rendered 5 times, while the numbegroaining accesses is
decremented after the Content has been render&@ faeconds. In other words, if
rendering of the Content stops after less thare80rels, the state value of the
<timed-count> element is not reduced.

56.4 Element <datetime>

Element <IELEMENT o-dd:datetime (o-dd:start?, oeatt?)>

Semantics The <datetime> element specifies thertamge, respectively the time limit, for a
containing permission. It contains the optionabstst and <end> elements.

If the <start> element is present, its semantiesraot before’ the specified
time/date.

If the <end> element is present, its semanticsrateafter’ the specified time/date.

If both are present, the value of the <start> eldrMUST be smaller than the valug¢
of the <end> element. If the value of the <stalement is greater than the value of
the <end> element then the DRM Agent MUST NOT geartiess to the DRM
Content according to the containing permission.

If both are absent, the datetime element doesans b meaning and MUST be
ignored, i.e., it does not add to the constraimtadcess the DRM Content according
to its parent permission element.

The DRM Agent of a consuming Device without DRM BiflUST NOT grant
access to DRM Content according to permissionsaoing the <datetime> element.

5.6.4.1 Element <start>
Element <IELEMENT o-dd:start (#PCDATA)>
Semantics The <start> element specifies the staefdate. Its semantics are ‘not before’. The

general format used for specifying time/date valgatefined in [ISO8601].

To increase interoperability and facilitate easergflementation values MUST
conform to a single lexical representation defiireglection 3.2.7 of [XMLSchema].
This lexical representation is the extended for@@YY-MM-DDThh:mm:ssZ
where CC denotes the century, YY denotes the \slrdenotes the month, DD
denotes the day, T is the date/time separatomhi, ss represent the hour, minute|
and second respectively, and Z is the mandatory W@iicator. For example, 2002-
12-31T23:59:59Z represents Decembet, D02, 23:59:59 UTC.

The DRM Agent MUST NOT grant the corresponding fssion to the DRM
Content before the time/date specified by the vafube <start> element.

5.6.4.2 Element <end>

Element <IELEMENT o-dd:end (#PCDATA)>

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_1-20080805-C Page 28 (67)

Semantics The <end> element specifies the enddate/Its semantics are ‘not after’. The
general format used for specifying time/date valgefefined in [ISO8601].

To increase interoperability and facilitate easemflementation values MUST
conform to a single lexical representation defiireglection 3.2.7 of [XMLSchema].
This lexical representation is the extended for@@YY-MM-DDThh:mm:ssZ
where CC denotes the century, YY denotes the \slrdenotes the month, DD
denotes the day, T is the date/time separatomhi, ss represent the hour, minute,
and second respectively, and Z is the mandatory W@ii€ator. For example, 2002-
12-31T23:59:597 represents Decembe¥, 2002, 23:59:59 UTC.

The DRM Agent MUST NOT grant the corresponding pesion to the DRM
Content after the time/date specified by the valithe <end> element. Also, the
DRM Agent MUST NOT allow execution of the permigsito continue beyond the
specified time/date with the following exception:

If DRM Content is rendered with the purpose of diirey the user’s attention to an
incoming phonecall or message, or to a calendati@ar alarm event, the DRM
Agent MAY allow access to the DRM Content to congruntil the user has taken
notice of the event, for example, by answeringeggating the phone call, or
dismissing the calendar or other alarm event.

5.6.5 Element <interval>

Element <IELEMENT o-dd:interval (#PCDATA)>
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Semantics The <interval> element specifies a pesfdame during which the permissions car
be exercised over the DRM Content. The <intervarqa MUST begin when the
associated permission is first exercised. The pm&iom can then be exercised any
number of times within the <interval> period. ThRR& Agent MUST NOT grant
the corresponding permission to the DRM Contermrdfte period specified by the
value of the <interval> element has elapsed. Als® DRM Agent MUST stop the
execution of the permission as soon as possilde tfé value of the <interval>
element has elapsed. This SHOULD happen immedjatétly the following
exception:

If DRM Content is rendered with the purpose of diireg the user’s attention to an
incoming phonecall or message, or to a calendatimar alarm event, the DRM
Agent MAY allow access to the DRM Content to congruntil the user has taken
notice of the event, for example, by answeringeggating the phone call, or
dismissing the calendar or other alarm event.

The general format used for specifying intervalreslis defined in [IS8601].

To increase interoperability and facilitate easemflementation values MUST
conform to a single lexical representation defiiregection 3.2.6 of [XMLSchema].
Further, the lexical representation MUST use tis¢ricted duration format
PnDTnHNMnNS or any reduced precision and truncapcesentation version thereg
as specified in [XMLSchema)]. For example, P15DT10M30S represents a
duration of 15 days, 10 hours, 30 minutes and 20rsis.

=

The specified period SHOULD be greater than zdnid specified period is equal o
zero, then the permission MUST NOT be granted.

[XMLSchema] allows the number of seconds in théqekto include decimal digits
to arbitrary precision. However, to ensure interapgity, ROs MUST NOT contain
fractional seconds in the period.

The DRM Agent of a consuming Device without a tisoeirce MUST NOT grant
access to DRM Content according to permissionsaoing the <interval> element,

5.6.6 Element <accumulated>

Element <IELEMENT o-dd:accumulated (#PCDATA)>
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Semantics The <accumulated> element specifies thénmum period of metered usage time
during which the rights can be exercised over tRMDContent. The general format
used for specifying the period is defined in [ISO8p

To increase interoperability and facilitate easemflementation values MUST
conform to a single lexical representation defiiregection 3.2.6 of [XMLSchema].
Further, the lexical representation MUST use tis¢ricted duration format
PnDTnHNMnNS or any reduced version thereof as de€difi [XMLSchema]. For
example, P15DT10H30M20S represents a duration afays, 10 hours, 30 minute$
and 20 seconds.

The specified period SHOULD be greater than zédrie specified period is equal {o
zero, then the permission MUST NOT be granted.

[XMLSchema] allows the number of seconds in theqaketo include decimal digits
to arbitrary precision. However, to ensure interapgity, ROs MUST NOT contain
fractional seconds in the period.

The <accumulated> period MUST begin when the aasetipermission is first
exercised. The period defined by the <accumulattement MUST only be metered
when rendering the Content, i.e., the <accumulapeiod is only consumed / useq
up while the Content is being rendered. The DRMmiAddUST NOT grant access to
the DRM Content after the accumulative period Himetby the value of the
<accumulated> element has elapsed. Also, the DREhARIUST stop the execution
of the permission as soon as possible after theevafl the <accumulated> element
has elapsed. This SHOULD happen immediately, wighfbllowing exception:

If DRM Content is rendered with the purpose of diirey the user’s attention to an
incoming phonecall or message, or to a calendatimar alarm event, the DRM
Agent MAY allow access to the DRM Content to congruntil the user has taken
notice of the event, for example, by answeringeggating the phone call, or
dismissing the calendar or other alarm event.

The DRM Agent of a consuming Device without a tisseirce MUST NOT grant
access to DRM Content according to permissionsaoing the <accumulated>
element.

The <accumulated> element MUST NOT occur as a ainsto a <print> or
<export> permission.

56.7 Element <individual>

Element <IELEMENT o-dd:individual (o-ex:context)>

Semantics The <individual> element specifies thividual to which content is bound. It doe$
so by binding content to the user identity spedifiea its <context> child element.

The DRM Agent MUST NOT grant access to the DRM @ahunless one of the
user identity(s) to which the use of Content isst@ined matches the user identity
associated with the Device.

5.6.8 Element <system>

Element <IELEMENT oma-dd:system (o-ex:context+)>
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Semantics The <system> element MUST only occur@matraint to an <export>, <play>|,
or <display> permission.

In the case of <export>, the <system> constraiati§igs the target system(s) tq
which DRM Content and Rights Object(s) can be adpiemoved.

In the case of <play> and <display>, the <systeomstraint specifies the target
system(s) to which DRM Content may be transierghdered.

The target system(s) are described in the mandatmmgtext> element(s). If
multiple context elements occur these shall bedceaxclusively, thereby
allowing export/consumption on any of those systems

5.7 Inheritance Model

This section describes how a parent Rights Obgettspecify Permissions and Constraints for onearerpieces of DRM
Content each governed by a child Rights Objechguailimited subset of the ODRL inheritance modbke DRM Agent
MUST NOT accept parent child Rights Objects cotatieihs with more than one level of inheritance.(parent-child). In
other words, a parent Rights Object MUST NOT inthieermissions and Constraints from another Rigijgc.

57.1 Element <inherit>

Element <IELEMENT o-ex:inherit (o-ex:context)>
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Semantics The <inherit> element specifies the itdrare of Permissions and Constraints from
one Rights Object to another in order to allow pdohild relationships to be
defined. This enables Rights Issuers to efficiestigport, for example, subscription
business models.

A parent Rights Object defines Permissions and Cainss for DRM Content which
can be inherited by child Rights Objects. ChildR&gObjects usually reference
DRM Content whereas parent Rights Objects do rfeteace DRM Content
themselves.

When exercising permissions, Child Rights Objecterit from a single
corresponding parent Rights Object by including tinherit> element. The <uid>
element of the <context> element in the <inherlereent MUST match the value of
the <uid> element of the <context> element of theset> element of the
corresponding parent Rights Object. If the parégh®® Object referenced by a chil
Rights Object does not exist, the DRM Agent MUSTTN@ant access to the DRM
Content according to this child Rights Object itk are no applicable <permission>
elements within the child Rights Obiject itself. Wittbe child refers to multiple
parent Rights Objects, the DRM Agent MUST seleetotly one of these from which
the child is allowed to inherit permissions andsteaints. This selection SHALL be
done in accordance with the Rights Objects selectigorithm as defined in section
5.10.

o

For each consumption of the DRM Content, the aly8d§T select exactly one
<permission> element from installed rights objeats;ording to which access will be
grantedNote that it is allowed that the Child Rights Olbjepecifies no
<permission> elements. In that case, the <peranissélements inherited from the
Parent Rights Object still apply.

When granting access to DRM Content accordingdpegific permission element,
e.g.,<play> of a <permission> element, the DRM AddbIST enforce the top-level
constraints of that <permission> element as wefiassible constraints of the
specific permission element according to which asdg being granted.

Child Rights Objects reference DRM Content as Lisiga, via the <uid> element in
the <context> element of the <asset> element. Hsset> element of a Parent
Rights Objects may not reference an actual DCF¢bntain a “virtual” UID
denoting, for example, the subscription itself.

Child Rights Objects MUST NOT inherit from more thane parent Rights Object
simultaneously, the DRM Agent MUST always seleda parent Rights Object from
which the Child Rights Object may inherit permissi@nd constraints. A parent
Rights Object MUST NOT be a child Rights Objectret same time.

Figure 1 depicts the above described relationdi@paeen parent Rights Object, child Rights Objasti DRM Content with
the example of a subscription model.
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Gntentl Qntent2 ntentN

<rights> <rights>
<agreement>
<asset>
<context>

<agreement>
<asset>
<context>
<ui d>Subscri ptionGUI D</ ui d> | <ui d>Cont ent 1</ ui d>

</context> \ </context>
<inherit>

</asset> . :
<permission> 'nhermNzontexb
<play> from <ui d>Subscri pti onGUI D</ ui d>

1
]
1
1
!
1
1
]
1
1
T
1
1
]
]

<constraint> </context>
<interval>24</interval> </inherit>
</constraint> </asset>
</play> </agreement>
</permission> </rights>
</agreement>
<Jrights> Child Rights Object

Parent Rights Object
Figure 1: Inheritance

Note that the other instances of DRM Content (Qu2t¢hrough ContentN) would be referenced by sepantaild Rights
Objects each inheriting from the parent Rights ©tjest like the child Rights Object shown for Cemtl. Also note that the

subscription as well as content references MUSGlbleally unique.

Access to DRM Content through a child <asset>llaatan <inherit> child element requires selectioanocappropriate
<permission> element from the Child Rights Objacselection of an appropriate <permission> elenreatParent Rights
Object. The DRM Agent SHALL use exactly one <pesitua> element that contains a permission elemexttish
appropriate for the type of requested access.da bath the Child Rights Object as well as the mdreghts Object contain
suitable <permission> elements, then the DRM A§&dBT select the most appropriate <permission> elgneuse, this

selection SHALL be done in accordance with sechidi®.

Note that a parent <asset> is not allowed to itlpetimissions and constraints from other parensetaselements and
therefore it SHOULD NOT contain an <inherit> chdiement. An <asset> element with an <inherit> chlement but
without a <ds:Keylnfo> child element is semantigdlllegal and SHALL NOT be used by the DRM agengtant access to
DRM Content. Such an illegal asset SHALL NOT inhparmissions and constraints, and permissionsanstraints

SHALL NOT be inherited from it by child <asset> mients.

Note further that a parent <asset> can be distifgua from a child <asset> as the former does ddtdheds:Keylnfo>
element, whereas the latter holds a <ds:KeyInfemeht and an <inherit> element.

5.8 Security Model

Security constitutes an important part of a DRMeays OMA DRM 2.0 provides
1. Confidentiality for the CEK of Rights Objects
2. Integrity of the association between Rights Objectd DRM Content

3. Rights Object integrity and authenticity

The former two are specified in sections 5.8.1 a8 of this specification. The latter is spedfia [DRM-v2.1]. Rights
Obijects defined in this specification MUST be camgd in a <ProtectedRO> element as defined in [D¥\VL] to protect

against unauthorised Rights Issuers, or Rights bgplay.
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The ODRL security model, which forms the basistfa security model of this specification, is basadXMLENC] and
[XMLSIG].

5.8.1 Content Confidentiality

Protecting the confidentiality of Content is anezdfl part of enforcing consumption control of DRIMntent. Enabling an
authorised party to consume DRM Content is simdagranting this party access to the confident@ahi@nt. In other words,
a party authorised to consume DRM Content is ket ine exclusive circle of parties deemed trustiypenough to access
the Content.

This concept is realised in [DRM-v2.1] by i) enclijg the Content thus transforming it into DRM Cemtt[DRMCF-v2.1],
and ii) sharing the key(s) required to decrypt@#M Content only with those parties that are autw®al to consume the
Content.

DRM Content is protected by a symmetric algoritk&$), i.e., the key used for decryption can bewetifrom the key
used for encryption. Thus, henceforth, the key béllreferred to asontent encryption kepr shortCEK.

Note that the CEK may contain an (intermediate)tkay in turn encrypts the Content. . If the Cotifercontained in the
<asset> element matches the ContentID stored i€timemon Headers Box associated with the contemt(see
[DRMCF-v2.1]), then the CEK contained in the RigBtsject was used to encrypt the content directlthd ContentID
matches the GrouplD value stored in the OMADRMGBupox, then the CEK in the Rights Object was useencrypt the
content item’s encryption key.

Encrypting the Content defers Content confidentiab controlling the confidentiality of the CEK.aW, the security of the
DRM system relies on the control of the CEK thatstrhe kept secret from all unauthorised partieg. CBK necessary to
decrypt the DRM Content is contained in the Rigbkgect in encrypted form.

A CEK, Kcgk, is a randomly generated 128-bit AES key. It iapged using a REKKgex, by use of AES-WRAPKgek keys
derived as specified in section 7.2 of [DRM-v2.tk be used as the key-wrapping keys:

C = AES-WRAPKgex, Kcew)
After receivingC, the DRM Agent decrypt€ usingKgrex:
Kcex = AES-UNWRAPKgex, ©)
The following URI shall be used to identify thisykigansport scheme in <EncryptionMethod> elements:

http://www.w3.0rg/2001/04/xmlenc#kw-aes128

The corresponding XML security elements are desdrifiext.

5.8.1.1 Element <Keylnfo>

Element <IELEMENT ds:Keylnfo (xenc:EncryptedKey?®;RetrievalMethod?)>

Semantics The <Keylnfo> element has a dual purpasgsending on its parent element.

1) When it is contained in an <asset> elemenritains the <EncryptedKey>
element, making it the starting point for all comgation control, i.e., Content

encryption, functionality. Note that the <Keylnfetement SHOULD NOT be
included in the <asset> element if the Rights Qlgjees not reference DRM Content
but is used as a parent Rights Object in the itdrere case.

2) When it is contained in the <EncryptedKey> eleté contains the
<RetrievalMethod> element which references theussd to encrypt the CEK, i.e.,
the REK (see [DRM-v2.1]).
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5.8.1.2 Element <EncryptedKey>

Element <IELEMENT xenc:EncryptedKey (xenc:Encryptibethod, ds:Keylnfo?,
xenc:CipherData)>

Semantics The <EncryptedKey> element contains piiertal <Keylnfo> element, the
<EncryptionMethod> element, and the <CipherDatareint.

5.8.1.3 Element <xenc:EncryptionMethod>

Element <IELEMENT xenc:EncryptionMethod (#PCDATA)>

Semantics The <EncryptionMethod> element is enifgyattribute identifies the encryption
method algorithm used to encrypt the CEK.

5.8.1.3.1 Attribute “Algorithm”

Attribute <IATTLIST xenc:EncryptionMethod Algorithr@DATA #FIXED
"http://www.w3.0rg/2001/04/xmlenc#kw-aes128">

Semantics The “Algorithm” attribute identifies thacryption algorithm used to encrypt the
CEK contained in encrypted form in the <CipherValwement.

The algorithm MUST be AES128 Key Wrap.

5.8.1.4 Element <CipherData>

Element <IELEMENT xenc:CipherData (xenc:CipherVatue

Semantics The <CipherData> element contains thphe€Value> element.

5.8.1.5 Element <CipherValue>

Element <IELEMENT xenc:CipherValue (#PCDATA)>
Semantics The <CipherValue> element contains tse@hencoded value of the encrypted
CEK.

5.8.1.6 Element <RetrievalMethod>

Element <IELEMENT ds:RetrievalMethod (#PCDATA)>

[}

Semantics The <RetrievalMethod> element provideference to the key used to encrypt th
CEK, i.e., the REK, via its attribute.

58.16.1 Attribute “URI”

Attribute <IATTLIST ds:RetrievalMethod URI CDATA #RQUIRED>

Semantics The “URI" attribute provides a referetocthe REK, i.e., the key used to encrypt the
CEK (see [DRM-v2.1]).

Its value MUST match the value of the “Id” attribuif the <encKey> element. The
<encKey> element is a sibling element to the <sghbot element of a Rights
Object as defined in this specification. These &l@ments are both child elements |to
the <ro> element of type ROPayload as specifig®RM-v2.1].
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5.8.2 Rights Object DRM Content Association Integrity

The ability to replace the DRM Content governedibiits amounts to the ability of changing the rigitself. Thus, the
integrity of the association between a Rights Cigecl the corresponding DRM Content must be preteas much as the
specified Rights Object itself.

A reference to a piece of DRM Content is estabtiskia the <uid> element contained in the <contestement of the
<asset> element. Enforcing the integrity of theoasgion between Rights Object and DRM Contentaisdied similarly to
enforcing the integrity of Rights Objects, i.e.,$igning Rights Objects utilizing functionality fro[ XMLSIG]. This
prevents tampering with the content identifierlie Rights Objects. It does not, however, prevemhfmodifying the
corresponding identifier in the DRM Content [DRMGE-1].

It is possible to provide a way of securing theteattend of the Rights Object - DRM Content asgamiawithout having to
sign the DRM Content. Instead, a hash of the DRMtéut is included in the Rights Object. Since ttash value is part of
the signed Rights Object, it is as safe from bédmgpered with, as is the <uid> element in the Rigbibject referencing the
DRM Content. The integrity of the content-end is@nteed by the very characteristics of the hasffitany modifications
to the DRM Content automatically invalidate thethaalue inside the Rights Object. The hash valud®DRM Content in
the Rights Object ensures the integrity of the Righbject DRM Content association as the integrtihe Rights Object is
protected also, i.e., by signing it.

5.8.2.1 Element <digest>

Element <IELEMENT o-ex:digest (ds:DigestMethod RigestValue)>

Semantics The <digest> element provides the intefyni the association of the Rights Objec
with the DRM Content referenced by the <uid> eletierthe <context> of the samg
<asset> element. It contains the <DigestMethodmetd and the <DigestValue>
element.

The <digest> element SHOULD NOT be present if tigh® Object is a parent
Rights Object referencing a ‘virtual’ resource sasha subscription (see section 5.7)
or if the Rights Object is a group Rights Object.

5.8.2.2 Element <DigestMethod>

Element <IELEMENT ds:DigestMethod (#PCDATA)>

Semantics The <DigestMethod> element indicateslperithm used to calculate the digest
value contained in the <DigestValue> element dattribute element. The element
itself is empty.

5.8.2.2.1 Attribute “Algorithm”

Attribute <IATTLIST ds:DigestMethod Algorithm CDATAFIXED
"http://www.w3.0rg/2000/09/xmldsig#shal">

Semantics The “Algorithm” attribute identifies tHigest algorithm. It MUST identify the
algorithm SHA-1.

5.8.2.3 Element <DigestValue>

Element <IELEMENT ds:DigestValue (#PCDATA)>

Semantics The <DigestValue> element contains tee@hencoded value of the digest.

It contains the base64 encoded hash value of thd DBntent referenced by the
<uid> element in the <context> of the same <asskiment.
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5.8.3 Rights Object Integrity and Authenticity

Integrity protection prevents illegitimately modifig the Rights Object specified for DRM Contentliding but not limited
to, adding, deleting, and modifying permissions eodstraints for DRM Content, and references to D&bhtent itself
included in the Rights Object.

Authenticity provides for authentication of thegin of Rights Objects. It enables a DRM Agent tafyehe Rights Issuer
identity before accepting a Rights Objects.

The functionality employed to provide Rights Objextegrity and authenticity are specified in [DRM-{].

5.9 ODRL and Forward Compatibility

This specification defines a mobile profile of ODRL.1 [ODRL]. This specification takes precedentease there is any
divergence from [ODRL].

This specification defines mechanisms that enalileé versions of OMA DRM to extend the REL in sactvay that
correct instances of the future extensions validgténst the REL XML Schemas defined in this spesiion, as described
in more detail in Appendix | of [DRM-v2.1].

The DRM Agent of a Device encountering any eleméaig. from ODRL [ODRL], future versions or propeey
extensions) not defined within this specificatiotBIT proceed as follows:

» Unsupported permissions MUST be ignored. Suppgrégthissions MUST still be granted.
» Permissions containing one or more unsupportedticonts MUST NOT be granted.

* Rights objects containing unsupported <requiremetgments MUST NOT be granted.

* Rights objects containing <condition> elements MUSJT be granted.

* Unsupported <rightsholder> elements SHOULD be igdor

» Unsupported <context> elements SHOULD be ignored.

» Unsupported <offer> elements SHOULD be ignored.

» Unsupported <party> elements within an <agreemelgment SHOULD be ignored.

* Unsupported <revoke> elements SHOULD be ignored.

» Unsupported elements of the ODRL security model BHD be ignored.

5.10 Order of Rights Object Evaluation

In order to achieve a uniform user experience actifferent implementations, the DRM Agent MUST bhe following
rules when automatically selecting which rightapply when accessing content, in case there argpheulights for this
content. This also applies to automatically sétgdbetween multiple applicable Parent Rights Oigjédhe content is
accessed via a Child Rights Object. In this sectiomterm ‘rights’ is to be understood to refeatoombination of an
<asset> element and an associated <permissioneetem

1. Onlyrights valid at the time of requesting contaatess can be considered, for example, thoseawittatetime>
constraint whose <begin> date still lies in theifatcannot be considered.

2. Any rights with no constraints should be used first

3. Any rights containing a <datetime> constraint (@otentially other constraints) should be used ampaccess to
content before using rights that do not contaimatetime> constraint.

4. If multiple rights exist that contain <datetime>nstraints (and potentially other constraints), ttiese should be
used in the order of ascending <end> dates fiest,those that expire first should be utilisedtfir
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5. If multiple rights exist that do not contain a <elithe> constraint (and potentially other constsgirthen those
containing an <interval> constraint should be usegrant access to content before using rightsctdbjbat do not
contain an <interval> constraint.

Any rights containing a <timed-count> should bedukefore rights containing <count>.

There is no priority between <accumulated> and qteut is up to the agent to consume one prigh&other
according to its internal consumption rules.

No

If the DRM Agent needs to automatically select wtwo <export> permissions which are equivalenbaling to the
above semantics, then the DRM Agent MUST selecpgdx permissions with mode of “copy”, before <expo
permissions with mode of “move”.

Note that the user MAY be allowed to select rigbhtapply manually when accessing DRM Content, thueswriting the
DRM Agent's choice.
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6. Syntax

A DRM Agent MUST be able to parse all elementsmdiby the combination of [ DRMRELXSD-v2.1],
[DRMRELDDXSD-v2.1] and [DRMRELODDXSD-v2.1] and MUSHandle any valid unknown elements as specified in
section 5.9.

As described in section 5.9, this specificatioriref a subset, i.e., a mobile profile, of ODRL tisgorward compatible as
described in more detail in Appendix | of [DRM-vR.Jointly [DRMRELXSD-v2.1] and [DRMRELDDXSD-v2.1define
the ODRL subset and also define (in a way thaifferént from ODRL) the future extensions that DR¥ents must
anticipate. The additional permissions and congsdieyond those provided by ODRL are defined in
[DRMRELODDXSD-v2.1].

The Rights Objects that are valid in OMA DRM asidedl by the combination of [ DRMRELXSD-v2.1],
[DRMRELDDXSD-v2.1] and [DRMRELODDXSD-v2.1] are al$DDRL compatible. This means that they validatereja
the ODRL schema except for the OMA specific extensi The OMA specific extensions defined in
[DRMRELODDXSD-v2.1] are utilizing the extension memisms provided by the original ODRL expressiomgleage and
schemas and MAY also be used with the original @QDIRL Schemas.

The previous version of this specification, parthef OMA DRM 2.0 enabler, used XML document typ&rdigon [XML] to
specify the ODRL mobile profile for OMA DRM 2.0. Ehversion uses [XMLSchema] to normatively spetlify ODRL
mobile profile, for reasons of consistency with ttkeer documents in the OMA DRM enabler, partidylar the area of the
mechanisms for forward compatibility. However, émnvenience, a document type definition of the elets defined in this
version of the ODRL mobile profile is also providddis document type definition has the public iifesr '-//OMA//DTD
DRMREL 2.1//EN’ and is located at 'http://www.opeahilealliance.org/tech/DTD/drmrel21.dtd’. Pleaséenthis is an
informative document.

6.1 ODRL-Mobile profile Expression Language

A DRM Agent MUST be able to parse all elementsmdiin the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://odrl.net/1.1/OD
xmins:enc="http://www.w3.0rg/2001/04/xmlenc#" xmins
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmins:

RL-EX"
:ds="http://www.w3.0rg/2000/09/xmldsig#"
0-ex="http://odrl.net/1.1/ODRL-EX"

elementFormDefault="qualified" attributeFormDefault ="qualified" version="1.1">

<xsd:import namespace="http://www.w3.0rg/2000/09/x midsig#"
schemalocation="http://www.w3.0rg/TR/2002/REC-xmlds ig-core-20020212/xmldsig-core-
schema.xsd"/>

<xsd:import namespace="http://www.w3.0rg/2001/04/x mlenc#"
schemalocation="http://www.w3.0rg/TR/xmlenc-core/xe nc-schema.xsd"/>

<xsd:element name="rights" type="o0-ex:rightsType"/ >
<xsd:complexType name="rightsType">

<xsd:element ref="0-ex:context" minOccurs="1" ma xOccurs="1"/>

<xsd:element ref="o0-ex:agreement" minOccurs="1" maxOccurs="1"/>
<xsd:any minOccurs="0" maxOccurs="unbounded" pr ocessContents="lax"/>
</xsd:sequence>

<xsd:attributeGroup ref="0-ex:IDGroup"/>

</xsd:complexType>

<xsd:element name="agreement" type="o-ex:offerAgre eType"/>
<xsd:complexType name="offerAgreeType">
<xsd:sequence minOccurs="1" maxOccurs="1">

<xsd:element ref="0-ex:asset" minOccurs="1" maxO ccurs="unbounded"/>
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<xsd:element ref="0-ex:permission" minOccurs="0" maxOccurs="unbounded"/>

</xsd:sequence>
</xsd:complexType>

<xsd:element name="context" type="o0-ex:contextType ">
<xsd:element name="contextElement" abstract="true" 1>
<xsd:complexType name="contextType">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:any minOccurs="0" maxOccurs="unbounded" pr ocessContents="lax"/>
</xsd:sequence>
<xsd:attributeGroup ref="0-ex:IDGroup"/>
</xsd:complexType>

<xsd:complexType name="inheritType">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element ref="0-ex:context" minOccurs="1" ma xOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<xsd:element name="inherit" type="o-ex:inheritType ">

<xsd:complexType name="assetType">
<xsd:choice minOccurs="0" maxOccurs="unbounded">
<xsd:element ref="0-ex:context"/>
<xsd:element ref="0-ex:inherit"/>
<xsd:element name="digest">
<xsd:complexType>
<xsd:choice minOccurs="0" maxOccurs="unbounded ">
<xsd:element ref="ds:DigestMethod"/>
<xsd:element ref="ds:DigestValue"/>
</xsd:choice>
</xsd:complexType>
</xsd:element>
<xsd:element ref="ds:KeyInfo"/>
</xsd:choice>
<xsd:attributeGroup ref="0-ex:IDGroup"/>
</xsd:complexType>
<xsd:element name="asset" type="0-ex:assetType"/>

<xsd:element name="permission" type="0-ex:permissi onType"/>
<xsd:element name="permissionElement" abstract="tr ue"/>
<xsd:complexType name="permissionType">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:any minOccurs="0" maxOccurs="unbounded" pr ocessContents="lax"/>
</xsd:sequence>
<xsd:attribute name="exclusive" type="xsd:boolean " use="optional"/>
<xsd:attributeGroup ref="0-ex:IDGroup"/>
</xsd:complexType>

<xsd:element name="constraint" type="0-ex:constrai ntType"/>
<xsd:element name="constraintElement" abstract="tr ue"/>
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<xsd:complexType name="constraintType">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:any minOccurs="0" maxOccurs="unbounded" pr
</xsd:sequence>
<xsd:attributeGroup ref="0-ex:IDGroup"/>
<xsd:attribute ref="o-ex:type"/>
</xsd:complexType>
<xsd:attribute name="type" type="xsd:anyURI"/>

<xsd:element name="requirement" type="o-ex:require mentType"/>
<xsd:element name="requirementElement" abstract="t rue"/>
<xsd:complexType name="requirementType">

<xsd:sequence minOccurs="1" maxOccurs="1">

<xsd:any minOccurs="0" maxOccurs="unbounded" pr

</xsd:sequence>

<xsd:attributeGroup ref="0-ex:IDGroup"/>
</xsd:complexType>

<xsd:attributeGroup name="IDGroup">
<xsd:attribute name="id" type="xsd:ID"/>
<xsd:attribute name="idref" type="xsd:IDREF"/>
<xsd:anyAttribute namespace="##other"/>
</xsd:attributeGroup>

</xsd:schema>

ocessContents="lax"/>

ocessContents="lax"/>

Figure 2: ODRL-Mobile profile Expression Language

6.2 ODRL-Mobile profile Data Dictionary

A DRM Agent MUST be able to parse all elementsridiin the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema targetNamespace="http://odrl.net/1.1/OD
ex="http://odrl.net/1.1/ODRL-EX" xmIns:o-dd="http:/
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" elemen
attributeFormDefault="qualified" version="1.1">

<xsd:import namespace="http://odrl.net/1.1/ODRL-EX

<!-- Declare all the Permission Elements of ODRL M

<xsd:element name="display" type="0-ex:permissionT
ex:permissionElement"/>

<xsd:element name="print" type="o0-ex:permissionTyp
ex:permissionElement"/>

<xsd:element name="play" type="o-ex:permissionType
ex:permissionElement"/>

<xsd:element name="execute" type="0-ex:permissionT
ex:permissionElement"/>

<l-- Declare all the Requirements Elements of ODRL

<xsd:element name="tracked" type="o-ex:requirement
ex:requirementElement"/>

<!-- Declare all the Context Elements of ODRL Mobi

RL-DD" xmIns:o-
/odrl.net/1.1/ODRL-DD"
tFormDefault="qualified"

" schemalocation="OMADRMREL.xsd"/>

obile Profile-->
ype" substitutionGroup="0-

e" substitutionGroup="o-
" substitutionGroup="0-

ype" substitutionGroup="0-

Mobile Profile-->
Type" substitutionGroup="o0-

le Profile-->
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<xsd:element name="uid" type="0-dd:uriAndOrString" substitutionGroup="o-
ex:contextElement"/>

<xsd:element name="version" type="xsd:string" subs titutionGroup="0-ex:contextElement"/>

<l-- Declare all the Constraint Elements of ODRL M obile Profile-->

<xsd:element name="individual" type="o0-ex:constrai ntType" substitutionGroup="o-

ex:constraintElement"/>

<xsd:element name="datetime" type="0-dd:dateType" substitutionGroup="o-
ex:constraintElement"/>

<xsd:element name="accumulated" type="xsd:duration " substitutionGroup="0-
ex:constraintElement"/>

<xsd:element name="interval" type="xsd:duration" s ubstitutionGroup="0-
ex:constraintElement"/>

<xsd:element name="count" substitutionGroup="0-ex :constraintElement">
<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:positivelnteg er'>
<xsd:attributeGroup ref="0-ex :IDGroup"/>
<xsd:attribute ref="o-ex:type"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>

<l-- Declare used types for ODRL Mobile Profile-- >
<xsd:simpleType name="uriAndOrString">

<xsd:union memberTypes="xsd:anyURI xsd:string"/>
</xsd:simpleType>

<xsd:complexType name="dateType">
<xsd:sequence>
<xsd:element name="start" type="o0-dd:dateAndOrTi me" minOccurs="0"/>
<xsd:element name="end" type="0-dd:dateAndOrTime " minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>

<xsd:simpleType name="dateAndOrTime">
<xsd:union memberTypes="xsd:date xsd:dateTime"/>
</xsd:simpleType>
</xsd:schema>

Figure 3: ODRL-Mobile profile Data Dictionary

6.3 OMA Data Dictionary

A DRM Agent MUST be able to parse all elementsmdiin the below schema.

<?xml version="1.0" encoding="UTF-8"?>

<l-

OMA Data Dictionary V2.0 XML Schema

Copyright Open Mobile Alliance Ltd., 2006
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All rights reserved

Terms and conditions of use are available from the
Open Mobile Alliance Ltd. web site at
http://www.openmobilealliance.org/useterms.html
-=>

<xsd:schema targetNamespace="http://www.openmobilea
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmins:
xmins:0-ex="http://odrl.net/1.1/ODRL-EX" xmins:o-dd
xmins:oma-dd="http://www.openmobilealliance.com/oma
attributeFormDefault="qualified">

<xsd:import namespace="http://odrl.net/1.1/ODRL-EX
<xsd:element name="export" substitutionGroup="0-ex
<xsd:complexType>
<xsd:complexContent>

base="xsd:NMTOKEN">
<xsd:enumeration value="move"/>

<xsd:enumeration value="copy"/>

</xsd:attribute>

default="false"/>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
</xsd:element>

<xsd:element name="system" type="0-ex:constraintTy
ex:constraintElement"/>

<xsd:element name="timed-count" substitutionGroup=
<xsd:complexType>
<xsd:simpleContent>

use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>
</xsd:schema>

<xsd:attribute name="transcribe" type="xsd:boo

<xsd:attribute name="timer" type="xsd:positive

lliance.com/oma-dd"
ds="http://www.w3.0rg/2000/09/xmldsig#"
="http://odrl.net/1.1/ODRL-DD"

-dd" elementFormDefault="qualified"

" schemalocation="OMADRMREL.xsd"/>
permissionElement">

<xsd:extension base="0-ex:permissionType">
<xsd:attribute name="mode" use="required">
<xsd:simpleType>

<xsd:restriction

</xsd:restriction>

</xsd:simpleType>

lean”

pe" substitutionGroup="0-

"0-ex:constraintElement">

<xsd:extension base="xsd:positivelnteger">

Integer

Figure4: OMA Data Dictionary
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Appendix A. Change History

A.1 Approved Version History

(Informative)

Reference Date Description
n/a n/a No prior version —or- No previous version wit@MA
OMA-xxyyz-V1_0-20021001-A 01 Oct 2002 Initial docent to address the basic starting point
Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval
OMA-xxyyz-V1_1-20030405-A 05 Apr 2003 descriptiohahanged
Ref TP Doc# OMA-TP-2003-0321-xxyyzV1_1forApprbva

A.2 Draft/Candidate Version 2.1 History

Reference Date Sections Description
Draft versions 23 May 2006 4 Draft
OMA-TS-DRM-REL-V2_1 15 Sept 2006 2nd Draft incorporating Metering (0310R03), and 2o
Differentiation (0306) CRs
10 Nov 2006 S Draft
30 Nov 2006 4th Draft
22 Dec 2006 5.4.6.2 Major change:
OMA-DLDRM-2006-0547R01-
CR_Fix_Export_function_in_TS_DRM2.1_REL
03 Jan 2007 5.10 Minor updates:
5.7.2.1 OMA-DLDRM-2006-0114-Accumulated vs count priority
C.6 OMA-DLDRM-2006-0153-Digest-Element-Clarificatian-
c.8 REL
57.1 OMA-DLDRM-2006-0171-Clerical-mistake-in-REL-
22 inheritance-example
58.1 OMA-l_)LDRM-2006-0187R01-DRM-2_O-REL-ExampIe-
Correction
OMA-DLDRM-2006-0264R01-DRM20-CR-Inherit-Element-
In-Parent-Right
OMA-DLDRM-2006-0350-
CR_REL_V2_0_Refenrece_Correction
17 Apr 2007 | 5.4 OMA-DRM-2007-0035-
CR_DRM2.1_Clarifications_on_Constraint_Element
5.3.3 OMA-DRM-2007-0150-
CR_REL_CONRR_Resolution_for_B095
5.3.2 OMA-DRM-2007-0192-
CR_Version_numbers_for OMA_DRM_2.1
all Other Consistency Review comments
04 May 2007 | 6.1,6.2,5.5.2 OMA-DRM-2007-0101R02-
CR_DRM2.1_Missing_Transcribe_Attribute
53.2,C7 OMA-DRM-2007-0107R02-CR_Example_Correction
5.5.2 OMA-DRM-2007-0158R01-
CR_DRM2.1_Metering_Enablement_Disablement_Referenc
25 May 2007 | 3.3 OMA-DRM-2007-0218-CR_REL_refererioe OMNA
19 Jun 2007 | 5.4.6.1 OMA-DRM-2007-0104-CR_DRM2.1_Transcription_of
Export_Element
5.4,5.6,5.10 | OMA-DRM-2007-0244R05-
CR_DRM_2.1_REL_Export_Clarification
5.9,6 OMA-DRM-2007-0277R02-
CR_Modifications_for_Forward_Compatibility_for OMBR
M_2.1
5.6.1.1 OMA-DRM-2007-0286R01- _ -
CR_REL_2.1_Constraint_Id_Attribute_Clarification
20 Jun 2007 6.2,6.3 Correction of incorporating OMA-DRM-2007-0277R02-
CR_Modifications_for_Forward_Compatibility_for OMBR
M_2.1
25 Jun 2007 6.3 Missing attribute added
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Reference Date Sections Description
26 Jun 2007 All Cleanup in preparation for ApproaaiCandidate
Candidate version 24 Jul 2007 n/a Status changed to Candidate by TP
OMA-TS-DRM-REL-V2_1 TP ref# OMA-TP-2007-0273-
INP_DRM_V2_1_ERP_for_Candidate_approval
19 Sep 2007 5.4.6.2 Incorporated the following edréRs:

OMA-DRM-2007-0372-
CR_Recover_a_cross_reference_in_TS DRM_REL_v2.1

Draft version 04 Jul 2008 All 2008 Template

OMA-TS-DRM-REL-V2_1 Incorporated the following CR:

OMA-DRM-2008-0279-
CR_Fix_references_in_DRM_2.1_REL.doc
OMA-DRM-2007-0522R01-
CR_DRM21_tracked_element_namespace_prefix.doc
OMA-DRM-2008-0257R01-

CR_DRM_2_1 New_REL_TS_Section_on_Versions.doc
OMA-DRM-2008-0294-

CR_DRM_2_ 1 REL_TS_REK_Acronym_Change.doc
OMA-DRM-2008-0267-
CR_Missing_DRM_2.0.1_CR_in_DRM_2.1_REL.doc
OMA-DRM-2008-0088R01-
CR_Resolutions_to_PR_38_and_39_on_DRM_REL.doc

Candidate version 05 Aug 2008 n/a Status changed to Candidate by TP

OMA-TS-DRM-REL-V2_1 TP ref#t OMA-TP-2008-0291-
INP_DRM_V2_1 ERP_for_Candidate_re_approval
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Appendix B.  Static Conformance Requirements (Normative)

B.1 Client Conformance Requirements

Item Function Reference Status Requirement
DRM-REL-GEN-C-001 <rights> element 511 M
DRM-REL-GEN-C-002 <agreement> element 521 M
DRM-REL-GEN-C-003 <asset> element 5.2.2 M
DRM-REL-GEN-C-004 Expression linking 5.2.2.1,522 M
DRM-REL-GEN-C-005 <context> element 5.3.1 M
DRM-REL-GEN-C-006 <version> element 5.3.2 M
DRM-REL-GEN-C-007 <uid> element 5.3.3 M
DRM-REL-GEN-C-008 Permission Model 5.4 M
DRM-REL-GEN-C-009 <permission> element 5.4.1 M
DRM-REL-GEN-C-010 <play> element 5.4.2 M
DRM-REL-GEN-C-011 <display> element 5.4.3 M
DRM-REL-GEN-C-012 <execute> element 544 M
DRM-REL-GEN-C-013 <print> element 5.4.5 M
DRM-REL-GEN-C-014 <export> element 546,546.1 M
DRM-REL-GEN-C-015 Constraint Model 5.5 M
DRM-REL-GEN-C-016 <constraint> element 5.6.1 M
DRM-REL-GEN-C-017 <count> element 5.6.2 M
DRM-REL-GEN-C-018 <timed-count> element 5.6.3,3.5. O
DRM-REL-GEN-C-019 <datetime> element 5.6.4 (@) DRMEREEN-C-020 AND
DRM-REL-GEN-C-021
DRM-REL-GEN-C-020 <start> element 564.1 (0]
DRM-REL-GEN-C-021 <end> element 5.6.4.2 (0]
DRM-REL-GEN-C-022 <interval> element 5.6.5 (@)
DRM-REL-GEN-C-023 <accumulated> element 5.6.6 (0]
DRM-REL-GEN-C-024 <individual> element 5.6.7 (@)
DRM-REL-GEN-C-025 <system> element 5.6.8 M
DRM-REL-GEN-C-026 Inheritance model 5.7,5.7.1 M
DRM-REL-GEN-C-027 <Keylnfo> element 5.8.1.1 M
DRM-REL-GEN-C-028 <EncryptedKey> element 5.8.1.2 M
DRM-REL-GEN-C-029 <EncryptionMethod> elemen 5.8,6.8.1.3.1 M
DRM-REL-GEN-C-030 <CipherData> element 5.8.14 M
DRM-REL-GEN-C-031 <CipherValue> element 5.8.1.5 M
DRM-REL-GEN-C-032 <RetrievalMethod> element 5.8,h8.1.6.1 M
DRM-REL-GEN-C-033 <digest> element 5.8.2.1 M
DRM-REL-GEN-C-034 <DigestMethod> element 5.8.2.8.52.1 M
DRM-REL-GEN-C-035 <DigestValue> element 5.8.2.3 M
DRM-REL-GEN-C-036 ODRL compatibility 5.9 M
DRM-REL-GEN-C-037 Syntax Parsing 6 M
DRM-REL-GEN-C-038 Rights Object evaluation order 1(. M
DRM-REL-GEN-C-039 <tracked> element 55.2,55.2.1, M
5.5.2.2
B.2 Server Conformance Requirements
Item Function Reference Status Requirement
DRM-REL-GEN-S-001 Expression linking 5.2.2.1,5.2.2 M
DRM-REL-GEN-S-002 <version> element 5.3.2 M
DRM-REL-GEN-S-003 <uid> element 5.3.3 M
DRM-REL-GEN-S-004 <play> element 5.4.2 M
DRM-REL-GEN-S-005 <export> element 546,546.1 M
DRM-REL-GEN-S-006 <datetime> element 5.6.4 M
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Item Function Reference Status Requirement
DRM-REL-GEN-S-007 <start> element 5.6.4.1 M
DRM-REL-GEN-S-008 <end> element 5.6.4.2 M
DRM-REL-GEN-S-009 <interval> element 5.6.5 M
DRM-REL-GEN-S-010 <accumulated> element 5.6.6 M
DRM-REL-GEN-S-011 <system> element 5.6.8 M
DRM-REL-GEN-S-012 Inheritance model 5.7,5.7.1 M
DRM-REL-GEN-S-013 Security model 5.8 M
DRM-REL-GEN-S-014 <EncryptedKey> element 5.8.1.2 M
DRM-REL-GEN-S-015 Encryption algorithm 5.8.1.3.1 M
DRM-REL-GEN-S-016 REK referencing 5.8.1.6,5816. | M
DRM-REL-GEN-S-017 Hash algorithm 5.8.2.2.1 M
DRM-REL-GEN-S-018 ODRL compatibility 5.9 M
DRM-REL-GEN-S-019 Syntax Generation 6 M
DRM-REL-GEN-S-020 <tracked> element 5.5.2,55.2.1, M
5.5.2.2
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Appendix C. Examples (Informative)

This appendix contains a number of examples tetiliie the use of Rights Objects.

C.1 Unlimited Play

The rights depicted in this example grant uncoirgdhpermission to play the corresponding DRM Conte
<o-ex:rights

xmins:o-ex="http://odrl.net/1.1/ODRL-EX"

xmIns:o-dd="http://odrl.net/1.1/ODRL-DD"

xmlins:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

o-ex:id="C.1">

<o-ex:context>

<o-dd:version>2.1</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:play/>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

Note that the CEK inside the <CipherValue> elenieitase64 encoded.

C.2 Preview

The rights depicted in this example grant the rigtdisplay the corresponding Content once, thysémenting the
functionality to test-drive, i.e., preview, Content
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Note that in this example preview functionalityirigplemented as displaying the Content once. Ibissjble to implement
any kind of preview through the use of appropr@iestraints, e.g., limiting the time range duringieth Content can be
displayed through the use of the <datetime> orexiratl> constraints (sections 5.6.4 and 5.6.5).

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.2">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<0-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:display>
<o-ex:constraint>
<o-dd:count>1</o-dd:count>
</o-ex:constraint>
</o-dd:display>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

Note that the CEK inside the <CipherValue> elenieitase64 encoded.

C.3 Multiple permissions for a Multipart DCF

This example describes an example of multiple pgsions within a single Rights Object for a multtdd€F where each
Media Object is assigned an individual ContentThe Rights Object contains two permissions. Thst fine is an
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unconstrained permission to display both Media €ibjen the DCF, and the second one is an unconstitgiermission to
print the Media Object. The Rights Object refergach of the two Media Objects in the multipart DigyRheir Content-IDs.
<o-ex:rights

xmins:o0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"

o-ex:id="C.3">

<o-ex:context>

<o-dd:version>2.1</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset o-ex:id="Asset-1">
<o-ex:context>
<o-dd:uid>ContentID1</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<o-ex:asset o-ex:id="Asset-2">
<o-ex:context>
<o-dd:uid>ContentID2</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>

<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_1-20080805-C Page 51 (67)

</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-1"/>
<o-ex:asset o-ex:idref="Asset-2"/>
<o-dd:display/>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-2"/>
<o-dd:print/>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

C.4 Subscription Scenario

The example shown below illustrates the use ofrarftaand child Rights Object to implement a sulpgion scenario by

which a Rights Issuer can extend the validity olimber of Rights Objects and corresponding DRM Euainthrough issuing
a single new Rights Object rather than having tssae all Rights Objects.

The parent Rights Object specifies the <play> Pssion with a <datetime> constraint that ends oril 8. The child
Rights Object specifies that the Permissions anmustCaints should be inherited from the identifiesset> referencing the
parent Rights Object. Once the subscribed DRM Curnigeabout to expire, the Rights Issuer can effily extend the
subscription by issuing a single, new parent Rightgect with the same subscription URN and an wgntigtatetime>

Constraint, this time set to, e.g., October 31.cNange is required to the child Rights Object;iit iwherit the <play>
Permission with the updated end date.

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmIns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.4p">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>SubscriptionGUID</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:end>2004-04-30T23:59:59Z</o-dd:end>
</o-dd:datetime>

</o-ex:constraint>

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM-REL-V2_1-20080805-C Page 52 (67)

</o-dd:play>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

Parent Rights Object referencing DRM Content

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.4c">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:inherit>
<o-ex:context>
<0-dd:uid>SubscriptionGUID</o-dd:uid>
</o-ex:context>
</o-ex:inherit>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://Mmww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
</o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Mject
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C.5 Subscription Scenario with Metering

The example shown below illustrates the use ofrarftaand Child Rights Object to implement a sulpsicn scenario by
which a Rights Issuer can extend the validity ofiaber of Rights Objects and corresponding DRM €ainthrough issuing
a single new Rights Object rather than having tssae all Rights Objects. In this scenario thedgjuires Metering
Information for loyalty collection purposes andtke RI includes the <tracked> element in the Pdré&nt When granting

access to content using the ParentRO the DRM ageatds Metering Information for the DRM Contentagturns this to
the Rl when it receives a Metering Report ROAP gdeig

The parent Rights Object specifies #ay> Permission with adatetime> constraint that ends on April 30. The Child
Rights Object specifies that the Permissions anmustCaints should be inherited from the identifi@sset> referencing

the parent Rights Object. Once the subscribed DRt is about to expire, the Rights Issuer céniently extend the
subscription by issuing a single, new parent Rightgect with the same subscription URN and an wgatiedlatetime>

Constraint, this time set to, e.g., October 31.cNRange is required to the child Rights Object;ilt iwherit the <play>
Permission with the updated end date.

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmlns:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.4p">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>SubscriptionGUID</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o0-dd:end>2006-08-01T23:59:59Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
<o-ex:requirement>
<o-dd:tracked oma-dd:timed="10" oma-dd:conten tAccessGranted="false"/>
</o-ex:requirement>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

Parent Rights Object referencing DRM Content

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
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xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.4c">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:inherit>
<o-ex:context>
<o-dd:uid>SubscriptionGUID</o-dd:uid>
</o-ex:context>
</o-ex:inherit>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
</o-ex:agreement>

</o-ex:rights>

Child Rights Object referencing the Parent Rights Mject

C.6 Inheritance Scenario

This scenario shows how the inheritance relatiorke/avhen the Parent RO and the Child RO both havépte applicable
<permission> elements.

The Parent Rights Object has one ‘virtual assdéniified by its <uid> which is equal to “ParentAddID”. There are two
permissions applicable to that <asset> element fif$tegives 10 <display> or <play> rights, whehe t<play> is further
constrained to the time interval of Januaty 2006, 00:00:00 UTC to Februar, 2006, 00:00:00 UTC. The second

permission contains 3 <play> rights and a dispiglytrboth constrained in the time interval Februtty2006, 00:00:00
UTC to March ¥, 2006, 00:00:00 UTC.

<o-ex:rights
xmins:0-ex="http://odrl.net/1.1/ODRL-EX"
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xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5p">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset id="1">
<o-ex:context>
<o-dd:uid>ParentAssetUID</o-dd:uid>
</o-ex:context>
</o-ex:asset>
<o-ex:permission>
<o-ex:constraint>
<o-dd:count>10</o0-dd:count>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<o-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
<o-dd:display>
</o-dd:display>
</o-ex:permission>
<o-ex:permission>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2006-02-01T00:00:00Z</0-dd:start>
<o0-dd:end>2006-03-01T00:00:00Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:count>3</o-dd:count>
</o-ex:constraint>
</o-dd:play>
<o-dd:display>
</o-dd:display>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

Parent Rights Object (not referencing DRM Content)
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The Child Rights Object has two ‘asset’s, thatlsreed to the DRM Content with Contentl2iti:medial23@oma.cdin

The asset with ‘id’ equal to 1 inherits from a RarRights Object’s asset, identified by “ParentAs$B”. The asset with
‘id" equal to 2, does not inherit from a Parent RigyObject.

The Child Rights Object specifies two separate Esions for its asset with ‘id’ equal to 1. Thesfipermission allows
‘play’ between January 152006, 00:00:00 UTC and February™®006, 00:00:00 UTC and ‘print’ between April"18006,
00:00:00 UTC and May 152006, 00:00:00 UTC, but with the total of ‘plagad ‘print's constrained to 20. The second

permission allows 5 ‘play’s, 8 ‘print's and 30 ‘glay’s in the period between February"1806, 00:00:00 UTC and March
15" 2006, 00:00:00 UTC.

For the asset with ‘id’ equal to 2, it specifieplay’ that is constrained to a total accumulatieaetof 2 hours.
<o-ex:rights

xmins:0-ex="http://odrl.net/1.1/ODRL-EX"

xmins:o-dd="http://odrl.net/1.1/ODRL-DD"

xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"

xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

o-ex:id="C.5c">

<o-ex:context>

<o-dd:version>2.1</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset id="1">
<o-ex:context>
<o-dd:uid>cid:medial23@oma.com</o-dd:uid>
</o-ex:context>
<o-ex:inherit>
<o-ex:context>
<o-dd:uid>ParentAssetUID</o-dd:uid>
</o-ex:context>
</o-ex:inherit>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<o-ex:asset id="2">
<o-ex:context>
<o-dd:uid>cid:medial23@oma.com</o-dd:uid>
</o-ex:context>
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<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:KeyInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa lue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<o-ex:permission>
<o-ex:asset idref="1"></o-ex:asset>
<o-ex:constraint>
<o-dd:count>20</o0-dd:count>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2006-01-15T00:00:00Z</o-dd:start>
<o0-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
<o-dd:print>
<o-ex:constraint>
<o-dd:start>2006-04-15T00:00:00Z</0-dd:start>
<o0-dd:end>2006-05-15T00:00:00Z</o-dd:end>
</o-ex:constraint>
</o-dd:print>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset idref="1"></o-ex:asset>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2006-02-15T00:00:00Z</0-dd:start>
<o0-dd:end>2006-03-15T00:00:00Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:count>5</o-dd:count>
</o-ex:constraint>
</o-dd:play>

<o-dd:print>
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<o-ex:constraint>
<o-dd:count>8</o-dd:count>
</o-ex:constraint>
</o-dd:print>
<o-dd:display>
<o-ex:constraint>
<o-dd:count>30</0-dd:count>
</o-ex:constraint>
</o-dd:display>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset idref="2"></o-ex:asset>
<o-dd:play>
<o-ex:constraint>
<o-dd:accumulated>PODT2HOMO00S</0-dd:accum
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

ulate d>

Child Rights Object referen

cing the Parent Rights ject

In this constellation, when the DRM Agent is askadaccess to the DRM Content identified by its @olD equal to
“cid:medial23@oma.cdimit will compute the following list of possiblegomissions and permission combinations:

RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)
C5.¢c/1 ‘play’ | <o-dd:count>20</0-dd:count>
and
<0-dd:datetime>
<0-dd:start>2006-01-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>
C5.c¢c/1 ‘print’ <0-dd:count>20</o-dd:count>
and
<0-dd:datetime>
<0-dd:start>2006-04-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-05-15T00:00:00Z</o-dd:end>
</o-dd:datetime>
C5.c/1 ‘play’ <o-dd:datetime>
<0-dd:start>2006-02-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-03-15T00:00:00Z</o-dd:end>
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and

</o-dd:datetime>

<0-dd:count>5</o-dd:count>

Cb.c/1

‘print’

and

<o-dd:datetime>
<o0-dd:start>2006-02-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-03-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

<0-dd:count>8</o-dd:count>

Cb.c/1

‘display’

and

<o-dd:datetime>
<o0-dd:start>2006-02-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-03-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

<0-dd:count>30</o-dd:count>

Cb.c/2

xplayy

<0-dd:accumulated>PODT2HOMO00S</o-dd:accumulated>

C5p/1

xplayy

and

<0-dd:count>10</o-dd:count>

<o-dd:datetime>
<o0-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

C5p/1

‘display’

<0-dd:count>10</o-dd:count>

C5p/1

xplayy

and

<o-dd:datetime>
<o0-dd:start>2006-02-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-03-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

<0-dd:count>3</o-dd:count>

C5p/1

‘display’

<0-dd:datetime>
<0-dd:start>2006-02-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-03-01T00:00:00Z</o-dd:end>
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| </o-dd:datetime>

Following the steps from the algorithm defined @éation 5.10, the DRM Agent then evaluates thesdte® find the proper
order in which to consider using these permissions.

1. Only valid rights can be considered.

2. Unconstrained rights first.

3. Rights containing a <datetime> constraint are tadesidered first.

4. Rights containing a <datetime> constraint shouldided first in order of expiration.

For this discussion, suppose the DRM Time in theideis January 18 2006, 13:00:00 UTC. Then a number of
possibilities for <permission> elements cannotdtéesfed, because of <datetime> constraints thenat valid at that time.
These are filtered during step 1 of the evaluafidms leaves the following list:

RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)

C5.¢c/1 ‘play’ | <o-dd:count>20</o-dd:count>

and

<o-dd:datetime>
<o0-dd:start>2006-01-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

C5.c/?2 ‘pIay’ | <0-dd:accumulated>PODT2HOMO00S</o-dd:accumulated>

C5.p/1 ‘play’ | <o-dd:count>10</o-dd:count>

and

<o-dd:datetime>
<o0-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

csp/1 display’ | <o-dd:count>10</o-dd:count>

Since there are no unconstrained rights, step & doeeliminate any <permission> elements. Stafie3s out any
<permission> elements that do not have <datetinogrsteaints, if any of the <permission> elementshanlist has such a
constraint. This leaves the following list:

RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)

C5.c/1 ‘play’ | <o-dd:count>20</o-dd:count>

and
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<o-dd:datetime>
<o-dd:start>2006-01-15T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-15T00:00:00Z</o-dd:end>
</o-dd:datetime>

C5.p/1

‘play’ <0-dd:count>10</o-dd:count>

and

<o-dd:datetime>
<o0-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

Step 4 of the evaluation algorithm now favours tsghith the earliest expiration date. That leavesdnly <permission>
element that is valid and applicable:

RO id / asset id Action Constraint(s) to be satisfied (and updatedfiselected)

C5p/1

‘play’ | <o-dd:count>10</o-dd:count>

and

<o-dd:datetime>
<o0-dd:start>2006-01-01T00:00:00Z</o-dd:start>
<0-dd:end>2006-02-01T00:00:00Z</o-dd:end>
</o-dd:datetime>

When actually consumed, the count state of thdewegl constraint of this <permission> element (ir&t in the Parent
Rights Object) is decremented by one.

C.7 Exporting OMA DRM Content

The examples in this section describe export paiorisfor DRM Content and Rights Object in differepenarios.

C.7.1

Move

<o-ex:rights
xmins:0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/oma -dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5.1">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
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<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<o-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:permission>
<o-dd:display/>
<o-dd:print/>
<oma-dd:export oma-dd:mode="move" oma-dd:transcr
<o-ex:constraint>
<oma-dd:system>
<o-ex:context>
<o-dd:uid>XYZ</o-dd:uid>
</o-ex:context>
</oma-dd:system>
</o-ex:constraint>
</oma-dd:export>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

000/09/xmldsig#shal"/>

3.0rg/2001/04/xmlenc#kw-aes128"/>

lue>

ibe="false">

C.7.2 Multiple Permissions for Multiple Content Obj  ects

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"

xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5.2">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>

<o-ex:agreement>

xmins:oma-dd="http://www.openmobilealliance.com/oma

-dd"
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<o-ex:asset o-ex:id="Asset-1">
<o-ex:context>
<o-dd:uid>ContentID1</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeylInfo>
</o-ex:asset>
<o-ex:asset o-ex:id="Asset-2">
<o-ex:context>
<o-dd:uid>ContentID2</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://mww.w
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<o-ex:permission>
<oma-dd:export oma-dd:mode="copy" oma-dd:transcr
<o-ex:constraint>
<o-dd:count>1</o-dd:count>
<o-dd:datetime>
<o-dd:start>2004-01-01T00:00:00Z</o-dd:start>
<o-dd:end>2004-12-31T23:59:59Z</o-dd:end>
</o-dd:datetime>
<oma-dd:system>
<o-ex:context>

000/09/xmldsig#shal"/>

3.0rg/2001/04/xmlenc#kw-aes128"/>

lue>

000/09/xmldsig#shal"/>

3.0rg/2001/04/xmlenc#kw-aes128"/>

lue>

ibe="false">
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<o-dd:uid>XYZ</o-dd:uid>
</o-ex:context>
</oma-dd:system>
</o-ex:constraint>
</oma-dd:export>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-1"/>
<o-dd:play>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2004-01-01T00:00:00Z</o-dd:start>
<o0-dd:end>2004-12-31T23:59:59Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
<o-ex:permission>
<o-ex:asset o-ex:idref="Asset-2"/>
<o-dd:print>
<o-ex:constraint>
<o-dd:datetime>
<o-dd:start>2004-01-01T00:00:00Z</o-dd:start>
<o-dd:end>2004-12-31T23:59:59Z</o-dd:end>
</o-dd:datetime>
</o-ex:constraint>
</o-dd:print>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

C.7.3 Mutual Export
The following is an example RO that can be “mutdadixported among Multi-DRM systems.

The following RO allows export of the DCF identdiby “ContentlD” along with unconstrained displaydagprint
permissions. Export is allowed to either DRM_A dRld_B. When the RO is exported to DRM_A or DRM_Be #export>
permission will also be transcribed such that th&ent can be exported from DRM_A or DRM_B.

<o-ex:rights
xmins:o0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:oma-dd="http://www.openmobilealliance.com/oma -dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.5.1">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>

<o-ex:asset>
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<o-ex:context>
<0-dd:uid>ContentID</o-dd:uid>

</o-ex:context>

<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>

<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>

<ds:KeylInfo>

<xenc:EncryptedKey>

<xenc:EncryptionMethod Algorithm="http://mww.w 3.0rg/2001/04/xmlenc#kw-aes128"/>

<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>

<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>

</xenc:EncryptedKey>

</ds:KeylInfo>

</o-ex:asset>

<o-ex:permission>

<o-dd:display/>

<o-dd:print/>
<oma-dd:export oma-dd:mode="move" oma-dd:transcr ibe="true">

lue>

<o-ex:constraint>
<oma-dd:system>
<o-ex:context>

<o0-dd:uid>DRM_A</o-dd:uid>

</o-ex:context>

<o-ex:context>
<o-dd:uid>DRM_B</o-dd:uid>
</o-ex:context>

<o-ex:context>
<o-dd:uid>urn:oma:drms:oma-drm:drm-v2.1</o-d d:uid>
</o-ex:context>
</oma-dd:system>
</o-ex:constraint>
</oma-dd:export>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

C.8 Example — Combinations of Constraint Elements

The rights depicted in this example shows combamatiof constraints to play DRM Content.

<o-ex:rights
xmins:0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#">

a-dd"
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<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>

</o-ex:context>

<o-ex:agreement>

<o-ex:asset o-ex:id="Asset-1">
<o-ex:context>
<o-dd:uid>ContentID1</o-dd:uid>
</o-ex:context>

<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2

<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>

000/09/xmldsig#shal"/>

<ds:KeylInfo>

<xenc:EncryptedKey>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>

<xenc:EncryptionMethod Algorithm="http://mww.w

3.0rg/2001/04/xmlenc#kw-aes128"/>
<xenc:CipherData>

<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>

</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>

lue>

<o-ex:permission>
<o-ex:constraint>

<oma-dd:timed-count oma-dd:timer=30>10</oma-dd:

timed-count>
<o0-dd:datetime>

<0-dd:start>2004-01-01T00:00:00Z</o-dd:start>

<0-dd:end>2004-04-30T23:59:59Z</o-dd:end>
</o-dd:datetime>

</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>

<oma-dd:timed-count oma-dd:timer=1800>2</oma-

dd:timed-count>
<o0-dd:datetime>
<0-dd:start>2004-03-01T00:00:00Z</o-dd:start>

<0-dd:end>2004-06-01T23:59:59Z</o-dd:end>
</o-dd:datetime>

</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

The example contains two constraint elements, bbtrhich have to be satisfied in order for the DRglent to grant the

given permission to the user. This paragraph lyriefplains what the spec means bye*stricter of two constraints of the
same type prevails for a given permission element”.
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In the example there are four constraints that e applied to the <permission>: two <timed-dowonstraints and two
<datetime> constraints. All constraints need teditisfied. This means that access to the contenbly be granted during
the time when both <datetime> constraints arefgadisas well as the specific semantics of botretirsount constraints.

Here the first <datetime> constraint specifies @ogebetween January'12004, 00:00:00 UTC and April 302004,
23:55:59 UTC. The second <datetime> constraintifipea period between March', 12004, 00:00:00 UTC and Jun® 1
2004, 23:59:59 UTC. The period of overlap is betwitarch £, 2004, 00:00:00 UTC and April 802004, 23:59:59 UTC.

During this overlapping period, if ‘play’ accessthe content is requested, it is granted, and imwers start simultaneously.
The first timer is set to expire in 30 seconds,lavttie second timer is set to expire in 1800 sesovthen any of these
timers expires, and the 'play’ access to the cadngestill in effect, then the counter of the <tidheount> element of which
the timer has expired is decreased, and the ‘glegéss remains in effect.

The resulting access can be described as:
+  no access before Marcf, 2004, 00:00:00 UTC
« no access after April 302004, 23:59:59 UTC
«  during the period of overlap, Marcf{,22004, 00:00:00 UTC to April 3) 2004, 23:59:59 UTC

o ‘play access for a period greater than 1800 ses@mdranted at most 2 times.

o ‘play access for a period greater than 30 secisgsanted at most 10 times,
o ‘play access for a period of less than 30 secamdsanted without limit,

C.9 Example — Restricting the usage to a Media Pla yer

The rights depicted in this example shows how s$triet the usage of content to the Audio Media Btaynly (thus prevents
the associated content to be installed as a ring}to

<o-ex:rights
xmins:0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<0-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset o-ex:id="Asset-1">
<o-ex:context>
<o-dd:uid>ContentID1</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2 000/09/xmldsig#shal"/>
<ds:DigestValue>DCFHash</ds:DigestValue>
</o-ex:digest>
<ds:KeylInfo>
<xenc:EncryptedKey>
<ds:KeylInfo>
<ds:RetrievalMethod URI="REKReference"/>
</ds:KeylInfo>
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<xenc:EncryptionMethod Algorithm="http://mww.w
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherVa
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
</o-ex:asset>
<0-ex:permission>
<o-dd:play>
<o-ex:constraint>
<o-dd:system>
<o-ex:context>
<o0-dd:uid>urn:oma:drms:oma-appl:media-play
</o-ex:context>
</oma-dd:system>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

3.0rg/2001/04/xmlenc#kw-aes128"/>

lue>

er-consumption-v1.0</o-dd:uid>
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