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1. Scope

The scope of OMA Digital Rights Management” is to enable the controlled consumption of digiteedia objects by
allowing content providers the ability, for exampie manage previews of DRM Content, to enable ligteibution of
DRM Content, and to enable transfer of content betwDRM Agents. The OMA DRM specifications providechanisms
for secure authentication of trusted DRM Agentsl for secure packaging and transfer of usage rigidsDRM Content to
trusted DRM Agents.
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3. Terminology and Conventions

3.1

Conventions

This is an informative document, which is not irded to provide testable requirements to implememst

An actor is an external entity that carries out cesses.

3.2 Definitions
Actor
Backup/Remote Storage

Billing Service Provider
Composite Object

Connected Device

Content
Content Issuer
Content Provider

Device

DRM Agent
DRM Content

DRM Time

Functional Entity
Integrity

Media Object

Metering Information
Network Service Provider
Network Store

OMA DRM Conformant
Device

Permission

Restore

Revoke

Rights I ssuer
Rights Object
Superdistribution

Transferring Rights Objects and Content Objecanmther location with the intention of transferrthgm
back to the original Device.

The entity responsible for collecting payment frardser.
A Media Object that contains one or more Media ©tsjey means of inclusion.

A Connected Device is a Device that is capablerectly connecting to a Rights Issuer using an appate
protocol over an appropriate wide area transpdxt/o layer interface. E,g, HTTP over TCP-IP.

One or more Media Objects

The entity making content available to the DRM Agen
An entity that is either a Content Issuer or a Ridhsuer.
A Device is a user equipment with a DRM Agent.

In the case where functionality is specific to eftiConnected Devices or Unconnected Devices thécéxp
terminology (i.e Unconnected Device or Connectedi@y will be used, in all other cases the termibev
generically applies to both Connected Devices andodnected Devices.

The entity in the Device that manages PermissionMedia Objects on the Device.

Media Objects that are consumed according to afg&trmissions in a Rights Object.

A secure, non-user changeable time source. The DRM is in the UTC time format.

Internal building block of the architecture.

The property that data has not been altered orajest in an unauthorized manner. (ISO 7498-2)
A digital work e.g. a ringing tone, a screen samefava game or a Composite Object.

The information that is recorded for purposes oféviag

The entity providing network connectivity for a niebDevice.

An entity remote to the Device and controlled tseavice provider which can store DRM Content and
encrypted Rights Objects on behalf of a DeviceBackup.

A Device that will work interoperably with other OMDRM Conformant Devices and some or all of the
following; Billing Service Providers, Content Prders and Network Service Providers. It will alsalgle
DRM Content on the Device only if the Device possssa valid Rights Object for that instance of DRM
Content and only according to the Permissions ddfin the Rights Object for that instance of DRVh@mt.

Actual usages or activities allowed (by the Rige&ier) over DRM Content (FroError! Reference source
not found.)

Transferring the DRM Content and/or Rights Objéaisn an external location back to the Device frotrick
they were backed up.

Process of declaring a Device or Rights Issueffioate as invalid.
An entity that issues Rights Objects to OMA DRM @wmant Devices.
A collection of Permissions and other attributesoltare linked to DRM Content.

A mechanism that (1) allows a User to distributeMDRontent to other Devices through potentially mse
channels and (2) enables the User of that Deviobtain a Rights Object for the superdistributedDR
Content.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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Transfer To relocate DRM Content or a Rights Object from pleee to another.

Unconnected Device An Unconnected Device is a Device that is capabt®pnecting to a Rights Issuer via a Connecteddaev
using an appropriate protocol over a local conmitgtiechnology. E.g. OBEX over IrDA, Bluetooth OISB.
An Unconnected Device may support DRM Time.

User The human user of a Device. The User does notsail/ own the Device.

3.3 Abbreviations

3GPP 3rd Generation Partnership Project

CD Compact Disc

CEK Content Encryption Key

DCF DRM Content Format

DRM Digital Rights Management

DVD Digital Versatile Disc

HTTP HyperText Transfer Protocol

1SO International Organization for Standardization

LAN Local Area Network

MMS Multimedia Messaging Service

MP3 MPEG audio layer 3; coding scheme for audio congioes

MPEG Motion Picture Expert Group

OMA Open Mobile Alliance

(0N Operating System

PC Personal Computer

PDA Personal Digital Assistant

PKI Public Key Infrastructure

REK Rights Encryption Key

RFC Request For Comments

RI Rights Issuer

RO Rights Object

SCR Static Conformance Requirement

SIM Subscriber Identity Module

SMS Short Messaging Service

ul User Interface

URI Uniform Resource Indicator
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4. Introduction

The role of DRM in distribution of content is toabte business models whereby the consumption andfuontent is
controlled. As such, DRM extends beyond the physielivery of content into managing the contergdifcle. When a user
buys content, she may agree to certain constrafotsexample by choosing between a free previesgiga or a full version
at cost, or she may agree to pay a monthly fee. RR&vs this choice to be translated into permissiand constraints,
which are then enforced when the user accessesttent.

4.1 Actors and Functional Entities

An actor is defined here as an external entity lweain carrying out use cases. There exist a latgaber of possible actors
in a DRM system. Examples range from content owroenstent developers and content distributorsnetavork service
providers and billing service providers, to mantdiaers of network equipment and devices, and fimalinsumers of
content. Depending on deployment scenario, diftesetors can play different roles in the system.

In the OMA DRM architecture, functional entitiesarsed to embody specific roles in the DRM sysfEnis makes it
possible to decompose the tasks involved in digigits management, separately from what actofepereach task in a
certain deployment.

The functional entities are logical and need nptesent physical network nodes (servers, etc). Digipg on configuration,
different functional entities may be implementedtiy same or different physical nodes, and be tgeitsy the same or
different actors. Different deployments may incagie some or all of the functional entities depagdin the required
functionality in each deployment setting.

From the point of view of digital rights managemehe following functional entities have been idéed in the
architecture:

« DRM Agent

A DRM Agent embodies a trusted entity in a Devitkis trusted entity is responsible for enforcingnpissions and
constraints associated with DRM Content, contrgliiccess to DRM Content, etc.

* Content Issuer

The content issuer is an entity that delivers DRdhEnt. OMA DRM defines the format of DRM Content
delivered to DRM Agents, and the way DRM Contemt ba transported from a content issuer to a DRMnAge
using different transport mechanisms. The conttdr may do the actual packaging of DRM Conteatfijtor it
may receive pre-packaged content from some otheceo

* Rights Issuer

The rights issuer is an entity that assigns peionissand constraints to DRM Content, and geneRitgists

Objects. A Rights Object is an XML document expiegpermissions and constraints associated witle@emf

DRM Content. Rights Objects govern how DRM Contealy be used — DRM Content cannot be used without an
associated Rights Object, and may only be usefexsfied by the Rights Obiject.

e User
A user is the human user of DRM Content. Usersorayn access DRM Content through a DRM Agent.
» Off-device Storage

DRM Content is inherently secure, and may be stbyedsers off-device - for example in a networkasta PC, on
removable media or similar. This may be used fakbp purposes, to free up memory in a Device, anchs
Similarly, Rights Objects that only contain stassl@ermissions may be stored off-device.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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4.2 Functional Architecture

DRM System < \ -~ \ Q I
S o3
Content e Content
I ssuer | ssuer Provider
Protected .
Content
. Rights
Object

Network Store
T > @)
5 < @
e & b—— 0¥ &%
Media DRM Agent @:
Protected Other DRM User

Content Protected Agents
Content

Figure 1. Functional architecture.

Before content is delivered, it is packaged togxbit from unauthorized access. A content issetvers DRM Content,
and a rights issuer generates a Rights Objectc@htent issuer and rights issuer embody rolesérsyistem. Depending on
deployment they may be provided by the same oemifft actors, and implemented by the same or diffaretwork nodes.
For example, in one deployment, content owners pneypackage DRM Content, which is then distribuigé content
distributor acting as both content issuer and siggguer.

A Rights Object governs how DRM Content may be u#tied an XML document specifying permissions aodstraints
associated with a piece of DRM Content. DRM Contaminot be used without an associated Rights Qlgadtmay only be
used according to the permissions and constrgietsfeed in a Rights Object.

OMA DRM makes a logical separation of DRM Contaoni Rights Objects. DRM Content and Rights Objetsy be
requested separately or together, and they maglbeted separately or at the same time. For exanapliser can select a
piece of content, pay for it, and receive DRM Cahend a Rights Object in the same transactiorerl dtthe Rights Object
expires, the user can go back and acquire a neltdR@pject, without having to download the DRM Ganttagain.

Rights Objects associated with DRM Content havestenforced at the point of consumption. This isleied in the OMA
DRM specifications by the introduction of a DRM AdeThe DRM Agent embodies a trusted component@évce,
responsible for enforcing permissions and condsdor DRM Content on the Device, controlling asce&s DRM Content
on the Device, and so on.

A Rights Object is cryptographically bound to adifie DRM Agent, so only that DRM Agent can accés®RM Content
can only be accessed with a valid Rights Objeat,sancan be freely distributed. This enables, fangple,
superdistribution, as users can freely pass DRM@&trbetween them. To access DRM Content on theDexice, a new
Rights Object has to be requested and deliveradXBM Agent on that Device.

If rights issuers support it, a Rights Object matianally be bound to a group of DRM Agents. Tlikinown in the OMA
DRM specifications as a Domain. DRM Content andhiRigbjects distributed to a domain can be shanddhacessed off-
line on all DRM Agents belonging to that domainr Egample, a user may purchase DRM Content fooadgoth her
phone and her PDA.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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The OMA DRM specifications define the format and firotection mechanism for DRM Content, the for(eapression
language) and the protection mechanism for thetRighject, and the security model for managemeehofyption keys.
The OMA DRM specifications also define how DRM Cemitand Rights Objects may be transported to Dsvising a
range of transport mechanisms, including pull (HTPUA, OMA Download), push (WAP Push, MMS) and atreéng. Any
interaction between network entities, e.g. betwigirts issuer and content issuer, is out of scope.

4.3 Technical Use Cases

OMA DRM is designed to be flexible and support @ewariety of different business and usage mod#is. section
outlines some technical use cases covered by #uifisations. It is not an exhaustive list.

43.1 Basic Pull Model

A user selects content to download by browsingtaesweb site, and confirms the terms of the puechBlse content issuer
identifies and protects content (packaging). Devcaggabilities can be detected using advertized Miyfie support,
UAPTof, etc.

The rights issuer generates a Rights Object foctiment and the target DRM Agent. A Rights Objecludes permissions
appropriate for the transaction and the contentyption key.

Finally, the Rights Object is protected in a wagttmakes it accessible only to the target DRM Agent
DRM Content and the protected Rights Object are tedivered to the DRM Agent.

4.3.2 Push of DRM Content

The basic scenario outlined above is based onranisated pull model. An alternative distributionodel is to push content
directly to a Device using MMS, WAP Push or similaithout a preceding discovery process. Therdvapebasic variations
on this model:

* Content Push

The content issuer/rights issuer may have someqreknowledge of a user and a particular DRM Agsatthat
content and a Rights Object can be correctly fotedadind packaged for delivery. For example, the mss have
registered to receive a daily background imageetgphone, or the hit song of the week. In this ¢thegrocess
would go through the same steps as above, butedglof DRM Content and Rights Objects would be ox&P
Push or MMS.

e Push-initiated Pull

In this case, the content issuer/rights issuemnbgsrevious knowledge of a user or the target DRjé¢&, but still
wishes to send content. For example, one user mmagdime content as a gift to another user. Indhase, the
content provider does not yet know what contesuitable for the receiving Device, how trustedtbeeiving
DRM Agent is, and so on. Instead of pushing DRM @aondirectly, a link to the content can be sentldwing the
link will take the receiving user to a specific &ion, and then the procedure continues as indbi ipull model.

4.3.3  Streaming of DRM Content

The two previous examples assume that contentisagad and delivered in its entirety. Alternativalgntent may be
packetized and delivered as a stream.

In this case, the stream itself is protected (guted). OMA DRM does not specify formats for encegbstreams as other
standards bodies are specifying this. Streams mayditected with encryption schemes which are wiffefrom those
specified by OMA for Download, to address possjideket loss, etc.

Once the stream has been encrypted, access tolieceontrolled through the same procedure asitescearlier for
discrete content. A Rights Object is generatedgetimyption key(s) to access the encrypted stregmatiin the RO just like
a CEK would, and the RO is then bound to a DRM Ag#fithout the Rights Object, the protected streamnot be
accessed.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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434 Domains

The basic model of OMA v2 DRM involves binding RigiObjects and content encryption keys to a spebiRM Agent.
Domains expand this notion, allowing a rights isgoebind rights and content encryption keys to@ug of DRM Agents
instead of just a single DRM Agent. Users may tbleare DRM Content off-line between all DRM Agengtdmging to the
same domain.

Using this feature a rights issuer may provide sewices such as enabling users to access DRM @drien several
Devices that they own. Other new scenarios enditeétle Domain concept include support for Unconeg®evices where
users purchase DRM Content and rights via one Bde@. a PC) for later use on another Device éepprtable player
with no wide area network connectivity).

It is entirely up to the rights issuer if they wihprovide services based on domains, and ittissnunder rights issuer
control what DRM Agents form part of a particulameain.

4.3.5 Backup

DRM Content can be stored safely on removable méui network store, or in some other form of atgr. DRM Content
is stored in encrypted form, and so can only bessed by a particular target DRM Agent or in theeeaaf Domains a group
of DRM Agents using an associated Rights Object.

Rights Objects can be stored for backup purposes sliould be noted that the replay cache mechanensure that ROs
containing stateful permissions can not be reilestas the result of restoring a backed-up ROdHtidion the security
model ensures that Rights Objects are protected@amenly be accessed by the intended DRM Agerit thre case of
Domains a group of DRM Agents — even if a Right$eDbis stored off-device, it will still only allowhe intended DRM
Agent(s) to access associated DRM Content.

4.3.6  Super Distribution

DRM Content can be safely copied and transferraathier DRM Agents, for example a user sending DRit€nt to a
friend. In order to access DRM Content, the friemthken to the rights issuer, by way of a linkhe DRM Content package,
to acquire a Rights Object. The rights issuer astwhether to release a new Rights Object ormtite new DRM Agent.

4.3.7 Export

DRM Content may be exported to other DRM systemsyu$e on devices that are not OMA DRM compliantdupport
some other DRM mechanism — e.g. export to copyeptetl media. The rights issuer may limit exporydalspecific
external DRM systems.

The OMA DRM architecture allows rights issuersitdhey wish, express permission for DRM Agentpé&sform
conversions to specific other DRM systems. It igeted that other DRM systems will specify how sadonversion is
done.

Devices supporting export to other DRM systems reastire that the content remains protected thraitghe export
process.

4.3.8 Unconnected Device Support

OMA DRM enables a Connected Device to act as arrediary to assist an Unconnected Device to psechad
download content and Rights Objects. This functibnanables, for example, a portable, mobile devtat does not have
inherent network connectivity to acquire DRM Conitand associated Rrights Objects. This functiopalitilds on the
Domain concept as described in section 4.3.4.

For example, a user has an OMA DRM compliant pdetdlvice (Unconnected Device) that has no wida aetwork
connectivity, and an OMA DRM compliant mobile devigConnected Device) that has wide area networkextivity. She
uses the Connected Device to browse and purchabkCddtent, and download the DRM Content to the Gated Device.

If the user wishes to render the DRM Content onitheonnected Device then the DRM Agent on the CotateDevice
requests and downloads a Domain Rights Object framights issuer. The DRM Agent on the Connectedi@ then
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embeds the Domain Rights Object in the DCF. Thé& D@ith embedded Domain RO) can then be transfeadde
Unconnected Device using an appropriate protocet adocal connectivity technology e.g. OBEX ow&A, Bluetooth or
USB.

Using intermediaries in this way can be usefuhd tUnconnected Device has a limited Ul. Both tharigeted and
Unconnected Device must be OMA DRM compliant. SitieUnconnected Device support is built upon tbenBin
concept then the Unconnected Device must also hetmthe same Domain as the Connected Devicerder ¢o join the
Domain the Connected Device can provide networkeotivity to enable the Unconnected Device to penfthe steps
required to join a Domain.

4.3.9 Metering

OMA DRM enables a Rights Issuer to collect usaderimation (Metering Information) from Devices fdret purpose of
royalty collection. If an Rl needs to collect Mg Information when a particular RO is consumteg RI includes the
appropriate element(s) in the RO. If the apprdpnisser consent has been obtained then DRM Agédinteadord Metering
Information upon consumption of such an RO. Iftiser does not give their consent to the collectiod reporting of
Metering Information the DRM Agent does not recbtetering Information, however, it will be up to tRe to determine
whether or not to prevent the consumption of thetet.

When an RI wishes to retrieve the Metering Infoiiprafrom a Device it sends a “Metering Report” ROARgger to the
Device. Upon reception of this ROAP Trigger thevide sends the currently stored Metering Informatimthe RI using the
appropriate ROAP messages.

4.3.10 Uploading Rights

OMA DRM enables a DRM Agent to upload one or moighis Objects including the current state informatio the
issuing RI so that the RI can be able to re-issunew RO, with the uploaded current state infoionaas the original state
information if stateful, to an another Device bajing to the same User.

4.3.11 Confirming RO Installation

An RI can request a DRM Agent to confirm the susaasfailure of its attempts to install RO(s) reesl from that RI.
Information about the installation status of an & be used by the RI for purposes such as custameior billing.
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5. Trust and Security Model

The fundamental challenge facing any DRM soluteohdw to ensure that permissions and constraistscaged with DRM
Content are enforced. The main threat comes fromutinorized access to DRM Content beyond whatpsiistied by the
associated Rights Objects, or creation of illegglies and redistribution of valuable content suimasic and games.

Rights Objects and DRM protection are enforcedhatoint of consumption. This is modelled in the ®BMRM
specifications by the introduction of a DRM Agefhe DRM Agent embodies a trusted environment withiich DRM
Content can be securely consumed. Its role isfiorem permissions and constraints and to contrméssto DRM Content.

5.1 Overview

The basic steps for distributing DRM Content carsbemarized as follows:

1. Content packagingZontent is packaged in a secure content contéideF). DRM Content is encrypted with a
symmetric content encryption key (CEK). Content barpre-packaged, i.e. content packaging doesaweat to
happen on the fly.

2. DRM Agent authenticatiomAll DRM Agents have a unique private/public keyrgand a certificate. The certificate
includes additional information, such as maker cketype, software version, serial numbers, etés &hows the
content and rights issuers to securely authentc@BM Agent. Any privacy aspects with releasingtsu
information are addressed in the technical spextifios.

3. Rights Object generatior Rights Object is an XML document, expressingpkemissions and constraints
associated with the content. The Rights Object edtsttains the CEK — this ensures that DRM Contantot be
used without an associated Rights Object.

4. Rights Object protectiorBefore delivering the Rights Object, sensitivetpare encrypted (e.g. the CEK), and the
Rights Object is then cryptographically bound te thrget DRM Agent. This ensures that only theebRRM
Agent can access the Rights Object and thus the B&Ment

In addition, the RI digitally signs the RO or thessage that delivers the RO.

5. Delivery: The RO and DCF can now be delivered to the tdd§él Agent. Since both are inherently secure, they
can be delivered using any transport mechanisma.gP/WSP, WAP Push, MMS). They can be delivered
together, e.g. in a MIME multipart response, oytban be delivered separately.

5.2 Trust Model

The DRM Agent has to be trusted by the rights isdueth in terms of correct behaviour and in teaha secure
implementation. In OMA DRM, each DRM Agent is preigned with a unique key pair, and an associatddicate,
identifying the DRM Agent and certifying the bindithetween the agent and this key pair. This allogigs issuers to
securely authenticate the DRM Agent using stan@d#tdprocedures.

The information in the certificate enables the Rsgesuer to apply a policy based on its businglesrthe value of its
content, etc. For example, a rights issuer may treidain manufacturers, or it may keep an updiégedf DRM Agents that
are known to be good or bad according to somerizritkefined by the rights issuer. It is also poesibr a group of
stakeholders to establish a joint authority ideimij trusted DRM Agents, with legally binding congpice rules.

Revocation in this model amounts to not distribgitbtontent any more to DRM Agents that are no lorgesidered trusted.
What constitutes a trusted DRM Agent depends ompdtiey and business model of rights issuers. karple, if a hack or
a fault compromises a whole class of Devices, latsiggsuer may decide to stop distributing new eotntto all Devices of
that type or class. This is a worst-case scenAtithe other end of the spectrum, maybe therekisoavn bug in Devices of a
certain type, but the risk of content leaking istigely small. In such cases, content and rigkgsiérs may choose to
continue to deliver content to existing Deviceg] arstead let manufacturers correct the problenfigture versions. Either
way, the secure mechanism for authenticating DRMMg enables rights issuers to enforce such pslicie

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-DRM-V2_1-20081014-A Page 15 (28)

5.3 Content Protection

The DRM Content Format (DCF) is a secure conteck@ge for encrypted content, with its own MIME camtttype. In
addition to the encrypted content it contains addl information, such as content descriptiongjoial content type,
vendor, version, etc.), rights issuer URI (a lomativhere a Rights Object may be obtained), anchsdluis additional
information is not encrypted and may be preserdatié user before a Rights Object is retrieved.

Since a DCF is inherently secure, it can be tratisegaising any transport protocol, e.g. in an HT@$ponse or in an MMS
message. It can be stored for back-up on any Kistboage, e.g. removable media or a networked/tRan be copied and
sent to another DRM Agent, where a Rights Objedt beaacquired for use on the receiving Device (sdiptibution).

The content encryption key needed to unlock DRMtEaninside a DCF is contained within a Rights @bj&hus it is not
possible to access DRM Content without a Rightse€@bPDRM Content can only be used as specifiedRigats Object.

OMA DRM includes a mechanism allowing a DRM Agemtverify the integrity of a DCF, protecting againsbdification
of the content by some unauthorized entity.

5.4 Rights Object

Rights Objects are used to specify consumptiorsfideDRM Content. The Rights Expression Langudjel() defined by
OMA DRM specifies the syntax (XML) and semanticgpefmissions and constraints governing the usa@Rdf Content.
An instance of a rights document is called a Rightgect, and has its own MIME content type.

Rights Objects are made up of permissions (e.g, giaplay and execute) and constraints (e.g. fuag month, display ten
times) — se&rror! Reference source not found.. Rights Objects may also include constraints teqtire a certain user
(user identity) to be present when the contensé&luThese permissions and constraints, alongotligr information
embodied in the Rights Object, (e.g. copyright infation) may be presented to the user. The RighjsdDalso governs
access to DRM Content by including the content ystarn key (CEK).

A single Rights Object may be associated with mpldtpieces of DRM Content. Further, it is possiblassign different
permissions to differemtontent objects that are contained in one DCF {partt DCF).

Conversely, a single piece of DRM Content may ls®eiated with multiple Rights Objects. If there areltiple Rights
Objects associated with a piece of DRM Contenth éights Object is treated individually — Rightsj&tis are not
combined. This means that at any one time, thegelrmanore than one Rights Object whose constraimgtsatisfied. When
this is the case, the DRM Agent selects one toreafd his selection may be made automatically eyDRM Agent based
on some selection criteria, e.g. picking the leastrictive Rights Object, or it may be done basediser interaction.

5.5 Rights Object Protection

A Rights Object is protected using a rights endoypkey (REK). The REK is used to encrypt sensipagts of the Rights
Obiject, such as the CEK. In addition, the RO onttessage that delivers the RO is digitally signgthie RI.

During delivery, the REK is cryptographically boutadthe target DRM Agent. In this way only the ®rRM Agent can
access the Rights Object, and thus the CEK.

Since a protected Rights Object is inherently sedtican be copied and stored off-device for bpgkurposes. Some
permissions require maintenance of state by the BR®ht, for example a limited number of plays. RggBbjects
containing such permissions cannot be copied oedtoff-device, if this would result in loss of tg@nformation - e.g.
current number of plays.

5.6 Other Security Aspects

The building blocks described above address the s&gurity issues of protecting content and Righigects from
unauthorized access. In addition, OMA DRM addressegmber of other security aspects, including:

* Rights Issuer Authentication
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Rights issuers are required to authenticate themmséb the DRM Agent during delivery of Rights Giige This
gives some level of assurance about the authgntitthe rights issuer.

» Rights Object Replay Protection

An example of Rights Object replay would be if atermediary intercepts a Rights Object with a ledihumber of
plays during delivery to the DRM Agent. When thghtis run out on the DRM Agent, the intercepted Rigbbject
might be delivered again (replayed) from the intediary. OMA DRM prevents this and similar attacif
occurring.

 DRM Time

Some constraints (absolute time constraints), disasesome aspects of the delivery protocol foRgObjects,
rely on the DRM Agent having a secure time soubfeM Time in the context of the OMA DRM specificati®
means accurate as well as not changeable by @ece users are not able to change the DRM Ager;Tihe
OMA DRM specifications provide mechanisms for theNd Time to be synchronized when necessary, e@QRi
Time is lost after prolonged power failure. Dughe limited capabilities of some Unconnected Desjice
Unconnected Device may not support a real timekcéoa therefore will not support DRM Time. WitHMA
DRM Connected Devices must support DRM Time.
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6. Use Cases

The DRM Trust Model required by this specificatisrbased on the Public Key Infrastructure (PKI)tHis model, typically,
there are groups of principals, verifiers and onmore authentication authorities recognized austéd by both. A single
entity can play both as a principal and a verifiepending on the needs of the solution being ataftee overall purpose of
the infrastructure is to enable a verifier to antiwte the identity and other attributes of a gipal when they communicate
over an open, unsecured network. In such a sysygically, the verifier does not have to maintaityaensitive information
about the principals it interacts with, for the poges of authentication. In addition, the CA isdiogctly involved in
transactions between principal and the verifier.

The primary entities of the trust model as it is@fied in this specification are the CAs, Deviessl Rights Issuers. The
authentication and key transfer protocols develapegdire Rights Issuer to be able to authentideedevice and the Device
to be able to authenticate the Rights Issuer. Mauthentication is accomplished by the Rights ©bfecquisition Protocol
(ROAP).

» Itis assumed that Devices are provisioned (e#éhenanufacturing time or later) with Device puldied private
keys and associated certificates signed by an apgpte CA. A Device manufacturer could be a CAtselff in
order to sign the certificates.

» The Device can be provisioned with more than oméficate. Based on the certificate preferencesesged by the
Rights Issuer, the Device has to provide an apatgpcertificate.

» ltis also required that the Device stores thegtekeys in local storage with integrity and coefitiality protection.

* The Rights Issuers are also provided with publit private keys and certificates. The certificatesidd be signed
by a CA. The certificate chain is presented toRkeice at the time of the authentication protoaottsat the Device
can validate the certificate path.

* There could be multiple CAs in this system. Thisdfication does not mandate a specific trust medeh as a
hierarchical trust model or a bridge trust modéle Exact nature of these trust models is left theanarketplace
decisions.

 The ROAP protocol also requires that the CA whaisithe Rights Issuer certificates runs an OCSRoreigy for
use during the execution of the protocol.

» The CAs are also required to define the appropdattficate policies to govern the use of the ésbaertificates.

Irrespective of the deployment configurations, Media Objects are packaged and delivered to useagrotected and
controlled manner. The content issuer delivers D&htent from a portal to the Device. The Rightsiéssauthenticates the
Device and provides the necessary Rights Objedisasdhe content can be used. The DRM Agent othace

participates in the authentication protocol andlemgnts the necessary security and trust elemertsasthe Rights Objects
are utilized in a conforming manner.

The Rights Objects govern the usage of the DRM @urliy specifying the permissions and constraistseeeded. These
Rights Objects are also protected by encryptiot sliat only the target Devices obtain access t@fRB Content.

Within the OMA DRM, the DRM Content and Rights Otifeare separate entities. But, they are logi@dbociated with
each other and this association is protected. TRl @ontent and Rights Objects can arrive at theiézew a number of
ways — over the air, through local connectivityptigh both push and pull mechanisms, etc. The mydtees not specify any
ordering or sequence for the delivery of theseabj® the Device either.

One of the fundamental functions of the DRM Ageriioi enforce the permissions specified in the Rightject during
content usage. It is required that the secretkaysl that are part of the system security are ptetieand handled such that
un-authorized use is avoided.

The OMA DRM specifies the content formats, rightpression language, authentication/authorizatiatggols, and
protection mechanisms. OMA DRM also specifies horMDContent and Rights Objects can be transport&ktoces
using a number of transport mechanisms. The foligvgiections describe some example models for codignbution and
consumption that are supported by these speciitsiti
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6.1 Basic Download

One model for content distribution is using OMA ODdwnload mechanisms. The client would launch asey and
connect to a Content Issuer portal. The user weuéduate the content offerings from this portal arake a decision on
specific items of content to be downloaded. OneeiRM Content is downloaded, the client can conteetite Rights
Issuer portal and engage in the Rights Object Asitijom Protocol to acquire the associated rigitaother model is based
on subscription. The subscriber can get DRM CordadtRights Objects pushed to the Device on a aegputierval. The
third model shown in this picture is one of sulstioin with the Device invoking the rights acquisitisilently as needed.
The flow of events between the significant actdrthe scenarios is illustrated below.

Client Content Issuer Portal Rights Issuer Portal

l l
I I
| Browse Content Offerings |
1 1

o Select Content:X, Select Payment

Download Content

T T
| |
| |
|
|
|

Start Rights Acquisition Protocol for Content:X

e ’ L Acquire Rights

Subscription:Push Content:Y

W D Charging

t
|
|
|
|
|
|
|
1

1
Subscription Push of Rights for Content;Y

|
! D reconciliation
|
|
|

Subscription:Push Content:Z

o Start Rights Acquisition Protocol for Content Z; silent

Acquire Rights } ’ D reconciliation

<

Figure 2: Basic Download - Pull and Push M odels

1. The client initiates a browsing session with theteat Portal. The client selects the specific catntem the
content offerings on the portal. In addition, tliert may select the payment mode during this eessi
Subsequently, the client downloads the DRM Corfiramb the portal to local storage.

2. The client looks up the Rights Issuer URL withie DRM Content headers and initiates a connectiahedrights
Issuer portal. And engages in the Rights Objectudgition Protocol. The client, at the successfuhptetion of this
protocol, acquires the Rights Object associatel thik DRM Content.

3. Another scenario shown in this picture is the stipon push of both content and rights. In thisdal the client
has an established subscription and charging agmtenith the Rights Issuer in place. As a resuthi, the Rights
Issuer can push both DRM Content and Rights Objedtse clients on a regular interval.
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4. Another scenario shown in this picture is the stipson based push that in turn initiates a pultte# Rights Object
from the Rights Issuer Portal. The DRM Contentabwred with the ‘silent’ header (“in-advance”)catihe Client,
on reception of the content, connects to the Rilgisiser to trigger the Rights Object Acquisitiomt®col. On
completion of this protocol successfully, the Rggtbject is issued to the client.

6.2 Super Distribution

A given client who has downloaded content from at€nt Issuer can in turn distribute this DRM Conterother Devices
using various networked links as well as removatdelia. This DRM Content is encrypted and is nobleshy the receiving
Device/user until the associated rights are acddwethe content. The Device that receives thesulistributed content
will discover the Rights Issuer URL within the DRBbntent headers and use this information to cortodbtte Rights Issuer
portal to acquire the rights. The interaction d#g below illustrates this model of content digitibn and the related flow
of events amongst the significant actors.

Device:D1 Device:D2 Device:D3 Rights Issuer Portal
| | | |
i ! |
} Transfer Protected Content:X | Start Rights Acquisition Protocol for Content:X !
! »- ! -
o u " L Acquire RO for X " D charging
Transfer Protected Content:Y i D h

©

¥
| \V

Start Rights Acquisition Protocol for Content:Y

Acquire RO for Y charging

|
|
|
|
}
U D Instant Preview Y
]
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Transfer Protected Content:Z

Request Preview RO for Z

Acquire Preview RO for Z

charging

¥

| Start Rights Acquisition Protocol for Content:Z

AT

o o
°

charging

’ L Acquire RO for Z

Figure 3: Super Distribution

1. Device D1 has previously received some DRM Cora@nthas it stored locally. Device D1 wants to shiaise
DRM Content with Device D3, and as a result, trarsthis to D3 using local connectivity or remoeabiedia.
Device D3, on reception of this DRM Content, disesvthe Rights Issuer URL from the DRM Content leea@nd
initiates a Rights Object Acquisition Protocol sesswith the Rights issuer. On completion of thistpcol and
appropriate payment arrangements, the Device Ddrabthe Rights Object associated with DRM Conkeritiow,
the user of Device D3 is able to use this content.

2. Device D2 transfers DRM Content Y to Device D3.9'/BIRM Content Y has the ‘preview’ headers and Is &b
provide an ‘instant preview’ for the content withinThe Device D3 can make the ‘preview’ availatde¢he user
and the user can make a decision regarding therbptrchase.

3. Once the user of Device D3 has decided to purciaseghts for content Y, it initiates the Rightbject
Acquisition Protocol with the Rights Issuer. On&egsful completion of this protocol, the Device @8fains the
Rights Object for DRM Content Y.
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4. Device D1 transfers DRM Content Z to Device D2.

5. On reception of this DRM Content Z, the Device Ogcdvers that this content can provide a previetiéfDevice
obtains a preview Rights Object. As a result, tie@iPe D2 connects to the Rights Issuer and obtamfights
Object to enable a preview. Rights Objects proviaedfull-fledged Rights Objects, the only diffecerbeing that
the permissions and constraints are specifiedsiognable a preview. This may or may not resuthiarging,
depending on the business model.

6. Once the user decides to purchase the rights, ¢he®D2 starts a Rights Object Acquisition Prot@assion to
acquire rights for content Z. On successful connhedf the protocol, the Rights Object for Z is abed by the
Device.

6.3 Streaming Media

For distributing protected streams, the streamikgn is acquired from the Content Issuer portaltaedaccess to the
streams is governed by the associated Rights Ofjbetclient, after receiving the session headens,connect to the Rights
Issuer and acquire the necessary Rights Objecthwhiturn will provide the necessary informatiam the client to be able
to decode the streams and render the content.ntémaction diagram below illustrates the flow oéets and the technical
elements necessary for this solution.

lien ntent | r Portal reamin rvi Rights Issuer Portal

| Browse Content I

o Select Payment

Download Streaming Token |

Start Rights Acquisition Protocol: Streaming Token

T
1
e ’ L } Acquire Rights
—¢ t
|

|
|
Initiate Streaming Session }

e ’ L DRM Protected Strearﬁs Delivered W ‘

| |
! Subscription Push: Streaming Token J

charging

¥
‘\_/

Start Rights Acquisition Protocol:Streaming Token: Silent
| »-
o i Acquire Rights W ‘> reconciliation
[ [ =
| B | i
e ’ [ Subscription Push: Rights Object |

LD reconciliation

|

}

)

1

|

}

[

| Subscription Push: Streaming Token | |
| |
e

i

|

|

| |

| |

| |

| |

Figure 4: DRM Protected Streaming Service

1. The client connects to the Content Issuer portdltanwses for content of interest. Client seldogsdtreaming
service of interest, possibly indicates the paynmemdle, and downloads the streaming token.

2. The Client requests rights by connecting to thehRidgssuer and initiating the Rights Object Acdiosi Protocol to
acquire the rights for the streamed content. Onessful completion of the protocol, the client aimahe Rights
Obiject for the streaming service.
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3. The Client connects to the Streaming server ariies the streaming session. After the streanitiated, the
Client will have the stream properties availabléne DRM properties will be included in these strganoperties
(except for the case of an SDP description tokdmera/the properties are already contained in tkento

Alternative model 1: Push streaming token

4. An alternative scenario is the subscription pudhens the streaming token is pushed into the Cligtht the ‘silent’
header (“in-advance”) and the Client, on receptibthe streaming token, connects to the Rightsaissutrigger
the Rights Object Acquisition Protocol. On compatof this protocol successfully, the Rights Objedssued to
the client. Thus , the streaming session couldbiated.

Alternative model 2: Push streaming token and sight

5. Another mode of delivering streaming services &ghbscription push of both streaming token arntatsign this
model, the client has an established subscripthohcharging agreement with the Rights Issuer inglés a result
of this, the Rights Issuer can push both strearoomgent and Rights Objects to the clients on aleggnterval so
the streaming session could be initiated.

6.4 Domains

This specification also allows the distributioncaintent to a group of Devices that are enrollea domain, which is created,
managed and administered by a Rights Issuer. Grecédmain is formed and the Devices are enrolléddérdomain, content
and rights distributed to any of the Devices indbenain can be shared among the other Devicegiddmain without
connecting back to the Rights Issuer. Alternatiyvalpevice can join a desired domain on receptfaontent that is
targeted for a domain.

Device:D1 Device:D2 Device:D3 Device:D4 Rights Issuer Portal
- - T | T T
| | | | |
| | | | |
| | ! | |
0 U< ‘ Registration and Join Domain ‘ o
|
|

I
DdiRegistration and Join Domain———————»
|

‘ u< } Registration and Join Domain »>
| .
! I
1 i
| |
L I
|
|
|
|

-t

Acquire Coﬁtent and Rights

! |
|«¢——  Transfer Content and Rights ——————
|

®© 0

l«Transfer Content and RightsE]

|«¢——+ Transfer Content and Rights—»m: Registration ————m»|
e Join Domain———— |

©

Figure 5: Domains

1. Inthe scenario illustrated above, each of the E8e/D1, D2, and D3 connect to the Rl and comphatedgistration
and join a domain DM1.

2. At alater time, Device D1 connects to the Rl aoguéres content DCF1 and the associated domainoR@é
DCF, DROL1. Now since the Device D1 is part of tbendin DM1, the content and rights are usable acnbavice.

3. Subsequently, the Device D1 forwards the contedttha associated domain RO to the other Device123.
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4. Since D2 & D3 are part of the domain DM1, the cahnd associated rights are immediately usablbase
Devices without connecting to the RI.

5. At a later time, content is also forwarded to Devid. This Device D4 has not joined the domain D4 a result,
the content is not usable on this Device. The aarrchoose to connect to the Rl and join the domdd to gain
access to this content. Since the domain managdmeonducted by the RI, the RI can explicitly dkxbn the
composition of the domain and decide on whethec&ajoin the domain or not.

6.5 Export

DRM Content may be exported to some other DRM syster use on devices that are not OMA DRM comgilizurt
support some other DRM mechanism — e.g. expordpy protected media. The rights issuer may limgiakonly to
specific external DRM systems.

The capabilities of the other DRM system can beipierd to the Content Portal so the downloaded crated rights are
compatible with the target DRM system. This dowdkd content is stored and managed on the origieaid® for later
export to a consuming device. OMA DRM does notriefiow to translate from OMA DRM to other protentio
mechanisms. It merely allows Rights Issuers tthefy wish, express permission for DRM Agents withtsa capability to
do so.

The interaction diagram below illustrates the flofacontent and rights in this model.
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Figure 6: Export
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1. The client initiates a browsing session with thext@at Portal. The client selects the specific cainter future
export from the content offerings on the portaheTontent should be suitable for the target DRMesy.
Subsequently, the client downloads the DRM Cortfiramb the portal to local storage.

2. Device D1 now connects to the RI to acquire thbtddor the content. The rights issued are coiblgatvith the
usage rules of the target DRM system.

3. The User wants to transfer the DRM Content to Detd@ that has a different (non-OMA) DRM system gdiocal
connectivity or removable media. The OMA DRM Agehecks the permissions described in the Rights®tge
determine whether the Rights Issuer allows theeastrtb be exported to the target DRM system, whiéthe&ontent
type is appropriate, and whether its usage rules@mpatible with the target DRM system.

4. The OMA DRM Agent transcribes the OMA DRM compliaointent and rights into content and rights thahgly
to the other (non-OMA) system, according to thec#erules defined by the Rights Issuer, wheretigy tesulting
rights in the other DRM system maintain consisteith the provided rights in the original Rights @&i.

5. The OMA DRM Agent transfers the content and riglesulting from the transcription to the other (MOWA)
DRM Agent. The user is now able to securely use ¢bintent on Device D2.

6.6 Unconnected Device Support

DRM Content and Rights Objects can be distributedriconnected Devices using a Connected Devidhidrmodel both
the Connected Device and the Unconnected Device toegelong to the same Domain. A Connected Deslich as a
mobile device with wide area network connectiviin@connect to a Content Issuer’s portal using albkdlnetwork
connections and download DRM Content in the forra CF. Once the DRM Content is downloaded DorRagits
Object can be purchased. The downloaded DCF andiatsd Domain Rights Object are stored and managete
Connected Device for later transfer to the consgrilnconnected Device. The Connected Device can @éfigeDomain
RO in the DCF to enable other Devices within therao to access the content once they receive the DC

At a later point in time the DCF can be transfei@dn Unconnected Device. At this point no conioecto the Rights Issuer
is required in order for the Unconnected Devicestader the content, since the DCF contains a DoR@irior the DRM
Content

The interaction diagram below illustrates the flofacontent and rights in this model.
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Figure 7: Unconnected Devices

1. The Connected Device connects to the Content Igguréal. After a browsing session to select theeoin The
DRM Content X, Y, & Z are downloaded to the ConeedDevice.

2. The Connected Device now connects to the RI toieedomain Rights Objects for the content X, Y, & Zhe
Connected Device embeds the Domain Rights Objeside the corresponding DCF.

3. At alater time, the Connected Device transferddR Content X, Y, & Z (with embedded Domain Rights
Objects) to Unconnected Device over a local conoect

6.7 Metering

An RI typically needs to obtain usage informationfoyalty collection purposes as part of a sulpsicm service. Metering
can be enabled on per content basis by includieg@ppropriate element(s) within an RO. When thavRhes to retrieve
the Metering Information from a particular Devitesénds a Metering Report ROAP Trigger. The imt#oa diagram below
illustrates the flow of content, rights and Metegrimformation for a subscription scenario whereRtavishes to obtain
Metering Information for the subscription conterih the scenario shown below it is assumed thatgipropriate user
consent for metering has been obtained as panedfubscription setup.
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Figure 8: Metering

1. The Device connects to the Content Issuer pdkftdr a browsing session to select the contéret BRM Content X and
the Rights to Content X are downloaded and installe the Device.

2. At some point in time the RI decides to retrilve Metering Information from the Device. In orde do this the Rl sends
a Metering Report ROAP Trigger to the Device. Upeception of this ROAP Trigger the Device sendsappropriate
ROAP request containing an encrypted version oMbering Information. Upon reception of this RORRquest the RI
can produce the appropriate ROAP Response. Firfidiig ROAP Response from the RI indicates thatRhsuccessfully
received the Metering Information the Device wilete any Metering Information that was sent toRhe

6.8 Uploading Rights

DRM Rights can be uploaded to an RI to more edadilitate the transfer of rights from one Deviceainother (for example
in a device upgrade scenario). RO upload can et either by the user or by the RI.

The interaction diagram below illustrates the flof\RO uploading and re-issuing for a scenario whbe User wishes to
upload an RO and re-issue it to another Devicehéatication of the user is out of the scope of sipiscification.
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Figure 9: RO Uploading

1. User initiates the RO upload and the DRM Agentisean upload request containing the Rights, anetcustate
information if stateful to the RI. Upon receiptthfs request the RI may save the state informatrahproduce
appropriate confirmation. If the RO upload is comid successfully the Device will delete the RQ thas uploaded to
the RI.

2. At some point in time, the User’s another Devicerarts to the RI Portal. After the browsing sessiba User may
selects the RO to be re-issued, the RI sends a &figition ROAP Trigger to the Device. Then the Bewcan initiate
the RO Acquisition request to acquire a new RO gied by Rights Issuer with the uploaded curreatesnformation
in step 1 as the original state information.

6.9 Confirming RO Installation

When an RI delivers an RO to a DRM Agent, it caguesst that the DRM Agent return information on wieetit
successfully installed the RO. RO installation aonétion is an Rl-initiated event.

The interaction diagram below illustrates the flimwconfirming RO installation.
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Figure 10: Confirm RO Installation

1. The RI delivers an RO to the DRM Agent and retgithat the DRM Agent confirms whether or notR@ was installed
correctly.

2. The DRM Agent attempts to install the RO.
3. The DRM Agent returns the information on whetther RO was installed correctly or not to the RI.

4. The RI verifies the installation information aredurns an acknowledgement.
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