" OMAQO

Open Mobile Alliance

OMA DS Provisioning
Candidate Version 2.0 — 12 Feb 2009

Open Mobile Alliance
OMA-TS-DS_Provisioning-V2_0-20090212-C

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Provisioning-V2_0-20090212-C Page 2 (20)

Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thi€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted atependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2009 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope

This document specifies the OMA DS provisioning.

Please refer to [DSCONCEPTS] for further informatan the OMA DS organization and history.
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2. References

2.1 Normative References

[DSCONCEPTS] “Data Synchronization Concepts and Definitions” e@pMobile Alliancél, OMA-TS-
DS_Concepts-V2_0,
URL:http:www.openmobilealliance.org

[RFC2119] “Keywords for use in RFCs to Indicate Requiremesewéls”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

None.
Please refer to [DSCONCEPTS] for the other InfoimeaReferences.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be
informative.

Any reference to components of the Data Synchrdniz&XML Schema or XML snippets is specified inghypeface

3.2 Definitions

Please refer to the [DSCONCEPTS] document.

3.3 Abbreviations

Please refer to the [DSCONCEPTS] document.
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4. Introduction

This specification document 's objective is to diéscthe minimum set of information that must betge provision an
OMA DS 2.0 client. There is no intent to descrilosvtthe client is provisionned. OMA DS 2.0 reliesdadicated
provisioning enablers (e.g. OMA CP, OM DM, etchatt must provide, using their own provisioning imf@tion format, the
set of information defined in this document. Thes af information is designed to be technology agiccand can be
morphed into whatever format (e.g; w5) a provisignénbaler uses. Appendixes A and B present magpbkiamples for
OMA CP 1.1 and OMA DM provisioning.
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5. Technology agnostic provisioning document

This section defines the minimum set of informatiorbe sent to provision OMA DS 2.0 client.
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Appendix A. W5 document for OMA CP

(Note : This part is based n the OMA-TS SyncML-W5AppChar-V1_2-20060316-C_draft.txt which was designed for OMA
DS1.2)

IDENTIFYING INFORMATION

HH TR R R

APPID: w5.

APPID type: OMNA.

Owner: OMA Data Synchronization Working Group.

Contact: OMA Data Synchrnonization Working Group <O MA.-
DS@MAIL.OPENMOBILEALLIANCE.ORG>.

Registration version: 1.

Registration timestamp: 2004-01-09.

Application description: Data Synchronization (DS).

Application reference:
OMA Data Synchronization 1.2 specifications,
URL:http://'www.openmobilealliance.org/tech/release .html.
"SyncML Data Sync Protocol" specification,

"SyncML Server Alerted Notification" specific ation.

WELL-KNOWN PARAMETERS

HHBHHH R R
Characteristic/name: APPLICATION/APPID.
Status: Required.

Occurs: 1/1.

Default value: None.

Used values: w5.

Interpretation: N/A.

Characteristic/name: APPLICATION/NAME.
Status: Optional.

Occurs: 0/1.

Default value: None.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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Used values: N/A.

Interpretation: User displayable name for synchroni
Characteristic/name: APPLICATION/TO-PROXY.
Status: Required if use of Proxy supported.

Occurs: 0/*.

Default value: None.

Used values: N/A.

Interpretation: N/A.

Characteristic/name: APPLICATION/TO-NAPID.
Status: Required if direct use of Network Access Po
Occurs: 0/*.

Default value: None.

Used values: N/A.

Interpretation: N/A.

Characteristic/name: APPLICATION/PROVIDER-ID.
Status: Optional.

Occurs: 0/1.

Default value: None.

Used values: Server Identifier specified in OMA Dat
specifications.

Interpretation: Specifies the server identifier for
in the server alerted sync.

Characteristic/name: APPADDR/ADDR.
Status: Required.

Occurs: 1/1.

Default value: None.

Used values: Absolute URI.

Interpretation: Synchronization server address, whi

transport binding. Also APPLICATION/ADDR can be use

parameter APPADDR/ADDRTYPE is not used.

zation server.

int supported.

a Synchronization 1.2

data synchronization server used

ch may differ based on the used
d to specify the address, if the

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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Characteristic/name: APPADDR/ADDRTYPE.
Status: Required.

Occurs: 0/1.

Default value: None.

Used values: N/A.

Interpretation: N/A.

Characteristic/name: PORT/PORTNBR.
Status: Required.

Occurs: 0/1.

Default value: None.

Used values: N/A.

Interpretation: N/A.

Characteristic/name: APPAUTH/AAUTHLEVEL.
Status: Required.

Occurs: 0/1.

Default value: None.

Used values: "APPSRV", "CLIENT", "OBEX".
Interpretation:

When the value is omitted, the characteristic cont ains client
credentials for HTTP or WSP authentication. The use d values are described below.

Characteristic/name: APPAUTH/AAUTHTYPE.
Status: Required.

Occurs: 0/1.

Default value: None.

Used values:

"HTTP-BASIC", "HTTP-DIGEST", "BASIC", "DIGEST", "X 509", "SECUREID",
"SAFEWORD", "DIGIPASS".

Interpretation:

See descriptions below.
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Characteristic/name: APPAUTH/AAUTHNAME.
Status: Required.

Occurs: 0/1.

Default value: None.

Used values: N/A.

Interpretation: N/A.

Characteristic/name: APPAUTH/AAUTHSECRET.
Status: Required.

Occurs: 0/1.

Default value: None.

Used values: N/A.

Interpretation: N/A.

Characteristic/name: APPAUTH/AAUTHDATA.
Status: Required.

Occurs: 0/1.

Default value: None.

Used values:

Nonce value.
Interpretation:

Contains the nonce value used in the OMA Data Sync
authentication.

Characteristic/name: RESOURCE.
Status: Required.

Occurs: 1/*.

Default value: None.

Used values: N/A.

Interpretation: List of databases.

Characteristic/name: RESOURCE/AACCEPT.

hronization

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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Status: Required.

Occurs: 1/1.

Default value: None.

Used values: N/A.

Interpretation: Specifies the content type the data
Characteristic/name: RESOURCE/URI.

Status: Required.

Occurs: 1/1.

Default value: None.

Used values: N/A.

Interpretation: Specifies the server database URI.
Characteristic/name: RESOURCE/NAME.

Status: Optional.

Occurs: 0/1.

Default value: None.

Used values: N/A.

Interpretation: Specifies the user discplayable nam
Characteristic/name: RESOURCE/AAUTHTYPE.
Status: Reguired if Database level authentication i
Occurs: 0/1.

Default value: None.

Used values: "HTTP-BASIC", "HTTP-DIGEST", "BASIC",

"SAFEWORD", "DIGIPASS".

Interpretation: See below.

Characteristic/name: RESOURCE/AAUTHNAME.
Status: Reguired if Database level authentication i
Occurs: 0/1.

Default value: None.

Used values: N/A.

base supports.

e for database.

s supported.

s supported.

"DIGEST", "X509", "SECUREID",

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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Interpretation: N/A.

Characteristic/name: RESOURCE/AAUTHSECRET.

Status: Reguired if Database level authentication i s supported.
Occurs: 0/1.

Default value: None.

Used values: N/A.

Interpretation: N/A.

APPLICATION-SPECIFIC PARAMETERS
HHHHHHHHH
Characteristic/name: RESOURCE/CLIURI.
Status: Optional.

Occurs: 0/1.

Default value: None.

Used values: N/A.

Interpretation: Specifies the client database URI.
Characteristic/name: RESOURCE/SYNCTYPE.
Status: Optional.

Occurs: 0/1.

Default value: "2".

Used values: "1", "2", "3", "4", "5", "6".
Interpretation: Specifies the type of synchronizati on to perform. See below.

PARAMETER VALUES

HHHHEHH T

Characteristic/name/parameter: RESOURCE/SYNCTYPE/1.
Status: Optional.

Interpretation: "Slow sync" done according to "Sync ML Synchronization Protocol".

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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Characteristic/name/parameter: RESOURCE/SYNCTYPE/2.
Status: Optional.

Interpretation: "Two-way sync" done according to "S
Characteristic/name/parameter: RESOURCE/SYNCTYPE/3.
Status: Optional.

Interpretation: "One-way sync from client only" don
Synchronization Protocol".

Characteristic/name/parameter: RESOURCE/SYNCTYPE/4.
Status: Optional.

Interpretation: " Refresh sync from client only" do
Synchronization Protocol".

Characteristic/name/parameter: RESOURCE/SYNCTYPE/S.
Status: Optional.

Interpretation: " One-way sync from server only" do
Synchronization Protocol".

Characteristic/name/parameter: RESOURCE/SYNCTYPE/6.
Status: Optional.

Interpretation: "Refresh sync from server only" don
Synchronization Protocol".

Characteristic/name/parameter. APPAUTH/AAUTHTYPE/AP
Status: Required.
Interpretation:

Credentials client uses to authenticate itself to
the DS protocol level.

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/CL
Status: Required.

Interpretation:

Credentials server uses to authenticate itself to

the DS protocol level.

yncML Synchronization Protocol".

e according to "SyncML

ne according to "SyncML

ne according to "SyncML

e according to "SyncML

PSRV.

the OMA DS Server at

IENT.

the OMA DS Client at
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Characteristic/name/parameter: APPAUTH/AAUTHTYPE/OB
Status: Optional.

Interpretation: Client credentials for OBEX authent
Characteristic/name/parameter: APPAUTH/AAUTHTYPE/HT
Status: Optional.

Interpretation: HTTP basic authentication done acco
Characteristic/name/parameter: APPAUTH/AAUTHTYPE/HT
Status: Optional.

Interpretation: HTTP digest authentication done acc
Characteristic/name/parameter: APPAUTH/AAUTHTYPE/BA
Status: Required.

Interpretation: OMA DS 'syncml:auth-basic' authenti
Representation Protocol".

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/DI
Status: Required.

Interpretation: OMA DS 'syncml:auth-md5' authentica
Representation Protocol".

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/X5
Status: Optional.

Interpretation: OMA DS 'syncml:auth-X509" authentic
Representation Protocol".

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/SE
Status: Optional.

Interpretation: OMA DS 'syncml:auth-securid' authen
"SyncML Representation Protocol".

Characteristic/name/parameter. APPAUTH/AAUTHTYPE/SA

ication.

TP-BASIC.

rding to RFC 2617.

TP-DIGEST.

ording to RFC 2617.

SIC.

cation as specified in "SyncML

GEST.

tion as specified in "SyncML

09.

ation done according to "SyncML

CURID.

tication done according to

FEWORD.
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Status: Optional.

Interpretation: OMA DS 'syncml:auth-safeword' authe
"SyncML Representation Protocol”.

Characteristic/name/parameter: APPAUTH/AAUTHTYPE/DI
Status: Optional.

Interpretation: OMA DS 'syncml:auth-digipass' authe
"SyncML Representation Protocol".

Characteristic/name/parameter: RESOURCE/AAUTHTYPE/H
Status: Optional.

Interpretation: HTTP basic authentication done acco
Characteristic/name/parameter: RESOURCE/AAUTHTYPE/H
Status: Optional.

Interpretation: HTTP digest authentication done acc
Characteristic/name/parameter: RESOURCE/AAUTHTYPE/B
Status: Optional.

Interpretation: OMA DS 'syncml:auth-basic' authenti
Representation Protocol".

Characteristic/name/parameter: RESOURCE/AAUTHTYPE/D
Status: Optional.

Interpretation: OMA DS 'syncml:auth-md5' authentica
Representation Protocol".

Characteristic/name/parameter: RESOURCE/AAUTHTYPE/X
Status: Optional.

Interpretation: OMA DS 'syncml:auth-X509" authentic
Representation Protocol".

Characteristic/name/parameter: RESOURCE/AAUTHTYPE/S

Status: Optional.

ntication done according to

GIPASS.

ntication done according to

TTP-BASIC.

rding to RFC 2617.

TTP-DIGEST.

ording to RFC 2617.

ASIC.

cation as specified in "SyncML

IGEST.

tion as specified in "SyncML

509.

ation done according to "SyncML

ECURID.
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Interpretation: OMA DS 'syncml:auth-securid' authen
"SyncML Representation Protocol".

Characteristic/name/parameter: RESOURCE/AAUTHTYPE/S
Status: Optional.

Interpretation: OMA DS 'syncml.auth-safeword' authe
"SyncML Representation Protocol".

Characteristic/name/parameter: RESOURCE/AAUTHTYPE/D
Status: Optional.

Interpretation: OMA DS 'syncml:auth-digipass' authe
"SyncML Representation Protocol”.

EXAMPLE
HHtHHH
<characteristic type="APPLICATION">
<parm name="APPID" value="w5"/>
<parm name="NAME" value="Sync Server"/>
<parm name="ADDR" value="http://www.syncserver.co
<parm name="TO-NAPID" value="INTERNET"/>
<characteristic type="APPAUTH">
<parm name="AAUTHTYPE" value="HTTP-DIGEST"/>
<parm name="AAUTHNAME" value="name"/>
<parm name="AAUTHSECRET" value="secret"/>
</characteristic>
<characteristic type="APPAUTH">
<parm name="AAUTHLEVEL" value="APPSRV"/>
<parm name="AAUTHTYPE" value="DIGEST"/>
<parm name="AAUTHNAME" value="servername"/>
<parm name="AAUTHSECRET" value="serversecret"/>
</characteristic>
<characteristic type="RESOURCE">

<parm name="URI" value="./Contacts"/>

tication done according to

AFEWORD.

ntication done according to

IGIPASS.

ntication done according to

m:8080/sync"/>
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<parm name="NAME" value="Contact DB"/>

<parm name="AACCEPT" value="text/x-vcard,text/v card"/>

<parm name="AAUTHTYPE" value="DIGEST"/>

<parm name="AAUTHNAME" value="databasename"/>

<parm name="AAUTHSECRET" value="databasesecret" />
</characteristic>
<characteristic type="RESOURCE">

<parm name="URI" value="./Calendar"/>

<parm name="SYNCTYPE" value="6"/>

<parm name="NAME" value="Calendar DB"/>

<parm name="AACCEPT" value="text/x-vcalendar,te xt/vcal"/>
</characteristic>

</characteristic>

HHHEND#H##
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Appendix B. Change History (Informative)
B.1 Approved Version History

Reference Date Description
n/a n/a No prior version
B.2 Draft/Candidate Version version 2.0 History
Document | dentifier Date Sections Description
Draft Versions 6 Dec 2007 2.1 Incorporated agreed CR:

OMA-TS-DS_Provisioning-v2_0 OMA-DS-DS_2_0-2007-0020R01-CR_Ref_Provisioning

11 Dec 2008 Appendix B Editorial changes: remove the empty lines and thetg appendix
B
30 Jan 2009 Cover page Application of the 2009 tatap
Candidate Version 12 Feb 2009 n/a Status changed to Candidate by TP

OMA-TS-DS_Provisioning-V2_0 TP ref # OMA-TP-2009-0074R01-

INP_DS_V2_0_ERP_for_Candidate_Approval
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