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Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informationthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eEfT@pen Mobile Alliance authorizes you to copy thi€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted atependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.
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1. Scope (Informative)

OMA has defined enabler releases in the Device amznt space. One such enabler is referred toVgs DM v1.2
specifications in [DMPRO], which defines protocalsd mechanisms to be used between a Device Manag&ae/er and a
mobile device, as well as the data model madeablailfor remote diagnostics and monitoring of a ieattevice.

This document describes the architecture of theMagnostics and Monitoring Enabler. The architeetisrbased on the
requirements and the use cases included in [DMDIARVRD], and described at high level as believeddaignificant
from the architectural point of view. The dependetiat Diagnostics and Monitoring Enabler has uptirer DM Enablers
is also addressed.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exghjiéghdicated to be
informative.

3.2 Definitions

Device Equipment which is normally used by users for comitations and related activities. The definition ¢ee
extended to cover remote monitoring applicationgnetihere is no user present, but the communicatmn
and from the remote monitor use the same commiionsathannels as when used by users [OMADICT].

Device Management An entity that has the right to perform a spediievice Management function on a Device or manigudat

Authority given data element or parameter. For example, gtedik Operator, handset manufacturer, enterpoise,
Device owner may be the authority or share authéoit managing the Device. One Management Authority
may own all Device resources or may share or d&eghor parts of these with/to other Management
Authorities

DM Client A component defined in [DMTND] as a software comgainin a managed device that correctly interprets
OMA DM commands, executes appropriate actionséndivice and sends back relevant responses to the
issuing management server.

DM Server A component defined in [DMTND] as a network basetitg that issues OMA DM commands to devices
and correctly interprets responses sent from thizee

M anagement Object A data model for information which is a logical paf the interfaces exposed by device for managémen
purpose.

Network Operator The entity providing network connectivity for a Des [OMADICT].

3.3 Abbreviations

DiagMon Diagnostics and Monitoring
DM Device Management

DMS Device Management Server
MO Management Object

OMA Open Mobile Alliance
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4. Introduction (Informative)

The primary objective for Device Management prots@md mechanisms are to manage distributed, muolitdess devices,
in order to optimize a subscriber’s experience ra&udice network operating costs. This enabler witbiduce Device
Management (DM) remote device diagnostics and miétwmnitoring functionality that achieves someludége objectives.

The overall goal of DM diagnostics and monitorisda enable management authorities to proactivetigal and repair
troubles even before the users are impacted, determine actual or potential problems with a devibien an opportunity
presents itself. A device management authority (DN4%an entity that has the right to perform a #pebM function on a
device or manipulate a given data element or paemmieor example, the network operator, handsetufaaturer, enterprise,
or device owner may be the authority or share aityhior managing the device.

Further, the technology must also enable manageauthorities to remotely interrogate the devicetfouble isolation.
Based on this, the Diagnostics and monitoring esrablust address the following areas:

1) Diagnostics Policies Management: Support focgjpation and enforcement of policies relatedhe t
management of diagnostics features and data.

2) Fault Reporting: Enable the device to reporttéaio the network as the trouble is detected et th
device.

3) Performance Monitoring: Enable the device to sneg, collect and report key performance indicators
(KPIs) data as seen by the device such as on edpebasis.

4) Device Interrogation: Enable the network to gube device for additional diagnostics data in
response to a fault

5) Remote Diagnostics Procedure Invocation: Enat@leagement authorities to invoke specific
diagnostics procedures embedded in the devicerforperoutine maintenance and diagnostics.

6) Remote Device Repairing: Enable management gtidsoto invoke specific repairing procedures
based on the results of diagnosis procedures.

The DM Diagnostics and Monitoring Enabler leveratjesfunctionality of the existing DM Enablers,garticular the OMA
DM Enabler [DMPRO], to transport Diagnostics andriloring data and messages between the DM cliehttze DM
server.

4.1 Planned Phases

At the moment of writing, there is no future pladrghase additional to the descrbed architectuti@isndocument.

4.2 Security Considerations

The management objects defined in this enabledgwendent on the security mechanisms and proteqgpicvided by the
DM enabler. No new security issues are introdugethbse management objects. Readers are encoucagadew the DM
enabler security specification [DMSEC] for moredmhation regarding these mechanisms.

4.3 Use Cases and Requirements

Current use cases for DM Diagnostics and Monitociaig be found at [DMDIAGMON-RD]. No additional usases are
planned.

Current requirements for DM Diagnostics and Moriitgrcan be found at [DMDIAGMON-RD]. No extra Diaggtics and
Monitoring requirements are planned.
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5. Architectural Model

5.1 Dependencies

OMA Device Management [DMPRO] Enabler

The DM Diagnostics and Monitoring Enabler is deparnidipon the OMA Device Management Enabler [DMPRO].
The version of OMA Device Management Enabler refeeel in the described architecture is V1.2 Enaigllease

or higher. It is also known as OMA DM Base Protoddie DM DiagMon Enabler relies on the OMA Device
Management Enabler for the execution of diagnostics monitoring management tasks and the transfoortise
DiagMon Messages between DM Client and Server.

5.2 DiagMon Architecture Diagram

/ —D;glvl—on_ \ DiagMon Client < DIAG-1 DiagMon
| Data b---enee- » Process DiagMon and Trap DIAG-2 Server
\ Functions >
_——— Process DiagMon Alerts
v _ s i
| Alternate | :
Delivery Client : ;
\____/ : :
v __Y_ _ v _
" \ \ DM-1
| DlagSMon Data | : DM Client ————— >»| DMServer |
erver
\_ _ _ _ —_—_— —— 7
Legend

I:l Components specified by this enabler

| _'1 Components not specified by this enabler

---------- Device Internal Interface which is out of scope of this enabler

Indicates use of an interface exposed by a component. The
component offering the interface is indicated by the arrowhead

<«€— — ) Interface specified by other enabler
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5.3 DiagMon Functional Components and Interfaces

5.3.1 Functional Components
5311 DiagMon Client

The DiagMon client function is responsible for fhiagnostics and Monitoring activities. The DiagMdient processes and
consumes the Diagnostic and Monitoring componegt (mmands, alerts, packages) delivered to thieelby the OMA
DM client.

The DiagMon client also communicates a succesailuré result to the DM client at the terminatidrtiee Diagnostics and
Monitoring activity, for communication back to tb server.

5.3.1.2 DM Client

The DM client makes it possible for the DM Sene@manage the device using the DM protocol. For Bastjcs and
Monitoring activities, the DM server and the DMetit interact over the DIAG-1 interface as well.

5.3.1.3 Device Management System

The Device Management system for Diagnostics andifdiong is comprised of a Device Management se®&gMon
server and potentially other external managemesiesys. The DM server component supports devicodsy,
determination of an appropriate Diagnostics and ikéoing component and its delivery to the devicerovarious bearer
technologies, represented by the DM-1 interfacalsib receives a notification from the DM Client sniccess or failure of a
diagnostics event or diagnostics or monitoring diam&oked over the DIAG-1 interface

5.3.14 DiagMon Data

The specific diagnostics and monitoring data asdeated components are outside the scope ofrthisler. This includes
such entities as call and data loggers, and odsarcéated management objects such as Key Perfoentiagicators or
Scheduling. The DiagMon Data may be sent via arradte delivery protocol to a data server for prgcessing. However
when necessary, the DiagMon alerts are sent oedDtAG-2 interface.

5.3.1.5 Alternate Delivery Client

The alternate delivery client component is an optideature of the device that makes it possiblepate a data server
using the alternate delivery protocol. The intamacbf the DiagMon agent with the Alternate Deliy&lient is out of scope.

532 Interfaces
5321 DIAG-1 Interface

The DIAG-1 interface is exposed by the DiagMon @ljevhich allows other components, such as DiagMerver, to
perform Diagnostics and Monitoring Operations. dugh this interface the DiagMon Server can enatdedisable
diagnostics and/or trap functions on the device2 DiagMon functions will be conveyed by DM messagesthe
underlying DM-1 interface.
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The interface DIAG-1 describes interactions betwisenDevice Management System or server and thealéy.g. DM
Client) in setting up the DM sessions, deliverimgghostics and monitoring packages, and communigaésults for the
DiagMon activities invoked.

5.3.2.2 DIAG-2 Interface

The DIAG-2 interface is exposed by the DiagMon &erwhich allows other components, such as DiagMibent, to send
DiagMon Alerts. Through this interface the DiagM®erver can receive results for the DiagMon adtisitnvoked on the
device. The DiagMon Alerts will be conveyed by Divessages through underlying DM-1 interface, orlemreate delivery
mechanism..

5.3.2.3 DM-1 Interface

This interface describes the client-server protacal is out of scope for the Diagnostics and Maimigpenabler as it is
defined by DM 1.2 enabler release [DMPRO]. Howetlee DM-1 interface is leveraged in Diagnosticd &onitoring
activities.

5.4 Flows

5.4.1 Diagnostics Fault Detection, Querying and Reporting

This flow describes the interaction between DMrdliend the DM server over the OMA-DM protocolstie tevice in a
typical remote diagnostics session.

5411 Normal Flow

1. End user calls customer care .

2. Management Authority (customer care /DM Serverfdsemquery to Device for configuration or otherarimg
information

3. The device then gathers performance and QoS reltaunation.

4. Device reports its configuration information andg@rformance data to the customer care/DM server

54.1.2 Alternative Flow — Preconfigured DiagMon Op  erations

The device triggers a DM session based on certaitbepermined collection and reporting criteria eednined by a
management object

54.1.3 Alternative Flow — Automatic Reporting
1. A device is used to access a service, an uUnkreoken OCCurs;
2. Device collects the fault information, such asmory dump, error code, application type, vendor et
3. Device transfers this information to the ManagetrAuthority.

4. Management Authority analyzes the fault inforiorat
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5. The Management Authority confirms the fault,nitiees a, solution, if available, and provides #dution (executes
management operations as necessary).

5.4.2  Network Monitoring

This flow describes the interaction between DMrdliend the DM server over the OMA-DM protocolshe tlevice in a
typical remote diagnostics session.

5.4.2.1 Normal Flow

1. DMS configures device with policy(s) for recordimjormation and reporting information
The device starts recording performance informagtienpolicy
According to reporting policy, the device initiate@ntact with DM Server.

2

3

4. Device reports its performance data (and deviaarinétion) per policy

5. DMS closes the session or requests additionallddtased on contents of the reports
6

Device sends acknowledgement to the DM server

5.4.3 Trap Flows

The flow described in this section shows how thendggement Authority can receive notifications altbetEvents on which
they registered, and how the captured Events & as a trigger for other management operations.

5.4.3.1 Trap Notification Flow

This flow shows a sequence of the steps taken tiietiManagement Authority is able to receive thifications about the
Events and the associated information.

1. A Management Authority gets information about adisthe available Events that can be captured and
reported.

The Management Authority registers on one of tHosmts.
The Event occurs and it is captured.

The DiagMon Client gets indication about the ocence of the Event and the associated information.

a > 0N

The DiagMon Client sends a notification messageests the DM Client to send a notification mesgsage
the management authority.

6. DM Client sends a notification message.
Note: It is possible that multiple Management Autties may register on any Events at the same time.

5.4.3.2 Trap Notification Flow (Inward)

This flow describes a sequence of the steps takem $cheduling the management operation to theutivecof it at the
occurrence of an Event (Trap).

1. A Management Authority gets information about adisthe available Events (Traps).
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5.

The Management Authority creates and installs @&&uale that is based on one of the Events (Trapa) as
trigger.

The Event (Trap) occurs.

The DiagMon Agent captures the Event (Trap) andides a trigger (or inward notification) to the DM
Scheduling Agent.

The DM Scheduling Agent executes the managemematipe included in the Schedule.

Note: It is possible that multiple Management Auities may create the different Schedules thabased on the same
Events (Traps).
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