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1. Scope (Informative)

The scope of OMA Download Over-the-Air (OTA) is pealures for enabling the downloading of media dbjhosted on a
server, onto a client. This specification defines nases and requirements for the Download OTAore&s

Download OTA version 2.0 is an evolution of the Ddead OTA version 1.0 protocol. The purpose of Dtmad OTA
version 2.0 is to add functionality that was migsirom the previous version of the protocol anthatsame time to
guarantee backward compatibility.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD_DLOTA-V2_0-20110329-A Page 8 (37)

2. References

2.1 Normative References

[RFC2119] “Key words for use in RFCs to Indicate Requiremiezxels”, S. Bradner, March 1997,
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[DLARCH] “Download Architecture Version 1.0”, Open Mobileliahce™, OMA-Download-Arch-vl_0,
URL:http://www.openmobilealliance.orfDMA Download v1.0 Enabler Release]
[DLOTA] “Generic Content Download Over The Air Specificatigersion 1.0”, Open Mobile Allianc¥,

OMA-Download-OTA-v1_0,URlhttp://www.openmobilealliance.or§®@ MA Download v1.0
Enabler Release]
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Compound Object Content composed of one or more downloadable nwgécts, which can be separately hosted
by one or more download services.
Content Portal Server component that acts as front end for othemtbad services for the DLOTA
transaction.
Download Agent A user agent in the device responsible for dowrilcpd media objectiescribed by download
descriptor
Download Descriptor Metadata about media objectind instructions to theownload agentor how to download it.
Download Server A Web server hostinghedia objectswvailable for download using the DLOTA protocol
M edia Object A resource on a Web server that can be downloaded.
3.3 Abbreviations
CO Compound Object
CP Content Portal
DA Download Agent
DD Download Descriptor
DS Download Server
DLOTA Download Over-The-Air
HTTP Hyper Text Transfer Protocol
MIDP Mobile Information Device Profile
OMA Open Mobile Alliance
OTA Over-The-Air
UAProf User Agent Profile
WAP Wireless Application Protocol

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction (Informative)

OMA Download OTA v1.0 provides a mechanism for dséiated download of content, such as ringtomesges, and
applications. While OMA Download OTA provides muaihthe functionality needed to provide for a mogkable
download solution than basic HTTP, other protosoish as MIDP OTA exist in the mobile industry thetvide
functionality beyond that of OMA Download OTA.

Download OTA v2.0 is an evolution of the Downloa@Av1.0 protocol; it is not a new OTA protocol. §purpose of
Download OTA v2.0 is to add functionality where ded to further converge the download protocols inaertl above
without fundamentally changing the user-initiateolhfirmed download paradigm introduced in the Dayal OTA v1.0
specifications.

Some of the key principles of the OMA Download O3pecification are as follows:

= Execution environment neutrality: The protocol shall support user initiated downl@é static content and
applications to any application environment. Th&t@col specification may provide informative anagx
describing the use of the protocol in particularimnments, but shall not restrict its use implicir explicitly to
said execution environments.

= Content Independence: The protocol shall be independent of contentitndwnloads. The protocol shall not
perform certain actions based upon a particulatectriype being downloaded.

=  Generic mechanism: The protocol shall address the common requiresngertoss different existing content specific
download mechanisms resulting in a generic cordennload protocol that reflects industry best prast

= Extensibility: The protocol shall be extensible in order to addrthe unique requirements of each content specifi
environment.

= Migration strategy: In order for other content specific download netbms to be able to use the protocol,
migration from existing mechanisms to the new motshall be addressed. The migration strategyikdly
occur in other standards bodies or forums, butlshogi initiated by OMA.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Use Cases (Informative)
The following are the high level use cases thattrhesatisfied by the Download OTA (DLOTA) protocdh some cases,

the use cases below are already satisfied by tl@TALv1.0 specifications, but are included herervjgle a complete view
of the desired functionality.

5.1 Use Case I&E, Basic OMA Download OTA

Affected Areas
. L Enabling —
Device Connectivity Services Applications Content
Tickmarks (X) X X

Additional Keywords
Table 1. Affected Areasfor Basic OMA Download OTA

5.1.1  Short Description

This use case describes the basic functionalityigeal in DLOTA v1.0 [DLOTA]. The user gets a Dowald Descriptor,
downloads the media object, and the Download Sésveotified when the download is complete.

51.2 Actors

Download Server Server component that participates in DLOTA tratisac
Download Agent Device component that participates in DLOTA tratisec
User Interacts with the Download Agent during the DLOTrAnsaction

5.1.2.1 Actor Specific Issues

Download Server (DS) needs to create the Downloestiptor. The DS may need device specific infdioma(eg as
provided via UAProf or HTTP request headers) toaqalish this.

5.1.2.2 Actor Specific Benefits
Download Server is optionally notified of succes$ailure when the download transaction completes.

Download Agent and User are able to make informemisibns before initiating the download (eg Do Véanough storage
space for this media object? Do | want to paytliis media object?)

51.3 Pre-conditions

The Download Descriptor must exist and must belabks to the Download Agent, eg by browsing to &sie, pushed to
the device, etc.

5.1.4  Post-conditions
The media object is available on the device.

The Download Server has optionally received araltatton notification indicating the download waswccess or failure.

5.1.5 Normal Flow

1. User downloads a Download Descriptor from the D@ad|Server using the browser.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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2. The information in the Download Descriptor is asal¢f by the Download Agent (capability checks) asédris
given a chance to initiate the media object dowthloa

The media object is downloaded to the device.

3

4. The media object is “installed” on the device (sayed in the filesystem).

5. The Download Agent notifies the Download Servet tha download was a success.
6

The media object is made available to the User.

5.1.6 Alternative Flow

la. The Download Descriptor is delivered tolttser rather than downloaded, e.g. via a messagitgcol,
removeable media, etc.

2a. User chooses not to initiate the downlddde case stops.

5a. The download fails or is aborted by the u§dre Download Agent notifies the Download Servet the download
failed with a specific error code indicating thessze of the failure. Use case stops.

5b. The Download Server informs the Download Ageitto send an installation notification so thispsis skipped.

5.1.7  Operational and Quality of Experience Requirements

Even if the Download Agent is not able to senditis¢allation notification to the Download Servéretmedia object is still
made available to the User.

5.2 Use Case I&E, Combined Delivery

Affected Areas
. - Enabling .
Device Connectivity Services Applications Content
Tickmarks (X) X X

Additional Keywords
Table 2: Affected Areasfor Combined Delivery

5.2.1  Short Description

A media object and a Download Descriptor are doaeéml at the same time. Because the media obje¢hantbwnload
descriptor are both delivered together, the usen&ble to initiate the download based on infororath the Download
Descriptor. However, this use case does suppeititallation naotification.

5.2.2 Actors

Download Server Server component that participates in DLOTA tratisac
Download Agent Device component that participates in DLOTA tratigec

User Interacts with the Download Agent during the DLOTrAnsaction

5.2.2.1 Actor Specific Issues
Download Server (DS) needs to create the DownloestBptor and package it with the media object mudtipart entity.

When the Download Descriptor and media object aventbaded together, the Download Agent will notalbée to send an
installation notification in the event that the ddwad fails (because the Download Descriptor isracgived).

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2.2.2 Actor Specific Benefits

Download Server is optionally notified of succes$ailure when the download transaction completes.

5.2.3 Pre-conditions

The multipart entity comprising the Download Deptwi and media object must exist and must be adeika the Download
Agent, eg by browsing to a website, pushed to thaoce, etc.

5.2.4  Post-conditions
The media object is available on the device.

The Download Server has optionally received araltatton notification indicating the download waswccess or failure.

5.25 Normal Flow

1.  User downloads the multipart entity from the DovaddServer using the browser.

2. The information in the Download Descriptor is asalg by the Download Agent (capability checks) asdrls
given a chance abort the installation.

3. The media object is “installed” on the device (sayved in the filesystem).
4.  The Download Agent notifies the Download Servet tha download was a success.

5.  The media object is made available to the User.

5.2.6  Alternative Flow

la. The multipart entity is delivered to theetUsather than downloaded, e.g. via a messaginggh removeable
media, etc.

2a. The installation is aborted by the usdne Download Agent notifies the Download Server thatinstallation was
aborted unless the Download Server informs the DoachAgent not to send an installation notificatidhse case stops
here.

4a. The Download Server informs the Downloa@mtgnhot to send an installation notification s tétiep is skipped.

5.2.7  Operational and Quality of Experience Requirements

Even if the Download Agent is not able to senditis¢allation notification to the Download Servédretmedia object is still
made available to the User.

5.3 Use Case I&E, Authentication of Trusted Entity and Content
Integrity Check

Affected Areas
7 Ao Enabling —
Device Connectivity Services Applications Content
Tickmarks (X) X X X

Additional Keywords
Table 3: Affected Areasfor Authentication of Trusted Entity and Content I ntegirity Check

5.3.1  Short Description

For some types of media objects, the Download Agdlhheed to authenticate that the media objecbiming from a
trusted Download Server. For instance, the mebiiact being downloaded might be software that #dféwe functioning of

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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the device, it might be an application that negusi®l access to device or user information sudchephonebook or
calendar, or it might be static content that ndedse stored in a secure or access-controlleditotatn all these cases
where the device can trust the Download Serverdéwice behaviour may be subject to the permissianis specified by
the Download Server.

5.3.2 Actors

Download Server Server component that participates in DLOTA tratisac
Download Agent Device component that participates in DLOTA tratisec

User Interacts with the Download Agent during the DLOTrAnsaction

5.3.2.1 Actor Specific Issues

Download Server (DS) creates the Download Desaripithe Download Server may need device specifarination (eg as
provided via UAProf or HTTP request headers) toaqalish this.

The Download Agent will need to validate the DovaddServer credentials in order to authenticate it.
5.3.2.2 Actor Specific Benefits

The device is able to restrict the functioninghe iownloaded media objects subject to the peromighiat is specified by
the Download Server when the device can trust twriload Server.

5.3.3 Pre-conditions

The Download Descriptor must exist and must belabks to the Download Agent, e.g. by browsing website, pushed to
the device, etc. The Download Server must atitaatredentials before delivering the Download Diggor to the
Download Agent.

5.3.4  Post-conditions
The media object is available on the device.

The Download Server has optionally received araltadton notification indicating the download waswccess or failure.

535 Normal Flow

1. User downloads a media object as described inBlasit” or “Combined” use cases.

2. Download Agent uses information in the Download @gxor to ensure the downloaded media object veas n
manipulated or replaced and to ensure that thearagect comes from a trusted source.

3. The Download Agent performs specific actions, diging installation, which are subject to the pession specified by
the Download Server (these actions are outsidedbpe of the specifications).

5.3.6  Alternative Flow

2a. The Download Agent does not trust the servén®media object appears to be tampered with. Didvenload Agent
posts a failure installation notification to the\doad Server. Use case stops.

5.3.7  Operational and Quality of Experience Requirements

No requirement identified.

5.4 Use Case I&E, Updating media objects

Affected Areas
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. . Enabling o
Device Connectivity Services Applications Content
Tickmarks (X) X X

Additional Keywords
Table 4: Affected Areasfor Updating media obj ect

5.4.1 Short Description

This use case describes updating a media objedsthlieady resident on the device. The updait@tiated by a user.

54.2 Actors

Download Server Server component that participates in DLOTA tratisac
Download Agent Device component that participates in DLOTA tratisec
User Interacts with the Download Agent during the DLOTrAnsaction

54.2.1 Actor Specific Issues

Download Server (DS) needs to create the Downloastiptor. The DS may need device specific infdioma(eg as
provided via UAProf or HTTP request headers) toaqalish this. The media objects must have unideatifiers
maintained by the DS in order to accurately idgrttie media object to be updated.

5.4.2.2 Actor Specific Benefits

The Download Server is able to replace media objinett are resident on the device, allowing the Bload Server to keep
the device up to date with the latest content ifeg éntertainment subscription service) or delapglication upgrades or
patches.

54.3 Pre-conditions

The Download Descriptor must exist and must belabks to the Download Agent, eg by browsing to dsie, pushed to
the device, etc.

5.4.4  Post-conditions
The media object is updated on the device.

The Download Server has optionally received araltadton notification indicating the download waswccess or failure.

5.45 Normal Flow

1. User downloads a Download Descriptor from the D@ad| Server using the browser. The Download Agealyaas
the Download Descriptor and informs the User thatrhedia object is newer, older or the same agetston of the
existing media object. The Download Agent enstiienew media object comes from the same sourtteeasxisting
media object, e.g. by comparing digital signatudesnain names, etc.

2. The User chooses to initiate the media object wdat
3. The media object is downloaded to the device.

4. The media object is “installed” on the device (sa@ved in the filesystem), replacing the former imedject. If the
media object is an application, any persistent dasaciated with the application are preserved.

5. The Download Agent notifies the Download Servet tha download was a success.

6. The media object is made available to the User.
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5.4.6 Alternative Flow

la. The Download Agent asks the Download Servethvenehe media object that the Download Agent bdake newest
version or not. The Download Server informs the Dlmad Agent that the media object is newer, olde¢he same as
the version of the media object that the Download/& has.

2a. The new media object does not come from the saarce as the existing media object. The Dovahkgent informs
the user and posts a failure installation notifmat Use case stops.

3a. User chooses not to initiate the media objedate. Use case stops.
3b. Download server uses combined delivery ofdbe/nload Descriptor and media object. Step «kiisped.

5a. The download fails or is aborted by the ugdre Download Agent notifies the Download Servet tha download
failed with a specific error code indicating theisze of the failure. Use case stops.

5b. The Download Server informs the Download Ageattto send an installation notification so thispsts skipped.

5.4.7 Operational and Quality of Experience Requirements

Even if the Download Agent is not able to senditistallation notification to the Download Servdretmedia object is still
made available to the User.

5.5 Use Case I&E, Removing media objects

Affected Areas
7 Ao Enabling o
Device Connectivity Services Applications Content
Tickmarks (X) X X

Additional Keywords
Table 5: Affected Areasfor Removing media objects

5.5.1  Short Description

This use case describes removing a media objetciviiepreviously downloaded.

5.5.2 Actors

Download Server Server component that participates in DLOTA tratisac
Download Agent Device component that participates in DLOTA tratigec

User Interacts with the Download Agent during the DLOTrAnsaction

5.5.2.1 Actor Specific Issues

The Download Agent may prompt the user that rengeigiven media object may have unwanted sidetsffetsome
cases, other installed media objects may have deperes on the media object to be removed.

5.5.2.2 Actor Specific Benefits

Download Server is notified when media objectsramoved to enable an improved user experienceineagrental or
subscription service the service provider may atligw a specific number of downloaded objects todstdent on the
device at a given time.

Download Agent and User are able to make infornemdsibns before removing the media object (eghieomedia objects
depend on the media object under consideratiorefopval).
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553 Pre-conditions

The media object and Download Descriptor must bielemt on the device.

5.5.4  Post-conditions
The media object and Download Descriptor are ngéomesident on the device.

The Download Server has optionally received a watiion indicating the removal was a success durii

555 Normal Flow

1. User chooses to remove media object.

2. Useris informed of any dependency on this medjaeabiby other media objects, provided the dependerare
identified in the Download Descriptor.

3. The User confirms removal and the media objectiigristalled” on the device (e.g. removed from flesf{stem).
4. The Download Agent notifies the Download Servet tha removal was a success.

5. The media object is no longer available to the User

55.6 Alternative Flow

3a. User chooses not to confirm the removal. ldse stops (Download Server is not notified).

4a. The removal fails. The Download Agent notifiles Download Server that the removal failed wigpacific error
code indicating the source of the failure. Usecsteps.

4b. The Download Server does not include a remoetification URL in the Download Descriptor so stefs skipped.

5.5.7  Operational and Quality of Experience Requirements

Even if the Download Agent is not able to sendrdraoval notification to the Download Server, thedimeobject is still
removed and is no longer available to the User.

5.6 Use Case I&E, Download of Compound Object

Affected Areas
. - Enabling L
Device Connectivity Services Applications Content
Tickmarks (X) X X

Additional Keywords
Table 6: Affected Areasfor Download of Compund Object

5.6.1  Short Description

DLOTA v 2.0 should provide a flexible solution thetows the download of multiple objects from difet sources in the
same download OTA session and at the same timeai@gtee a good end-user experie@mtent can be composed by
several distinct media objects that need to be ttmwded from different sources. A media object nesdsor more rights
object. Rights Object(s) and media object may lm&ided by different independent sources.

56.2 Actors

Download Server Server component that allows the download of omaare downloadable objects during the
DLOTA transaction
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Download Agent Device component that participates in DLOTA tratisec
User Interacts with the Download Agent during the DLOTrAnsaction
Content portal Server component that acts as front end for otbemntbad servers for the DLOTA transaction

5.6.2.1 Actor Specific Issues

Content Portal (CP) creates the Download Descriptothe compound object (CO). A CO is composedre# or more
downloadable objects, which can be hosted by omease download servers (DS). The user is not aofiiee composite
nature of the CO. The Download Agent (DA) is instad by the Download Descriptor how and where tehfall the objects
for the CO

5.6.2.2 Actor Specific Benefits

The user perceives the download of a CO as a sitoylemload transaction. The CP and the DS can bepirttlent entities
(although some level of synchronization is requikad. content registration). The CP does not nestbre, maintain and
aggregate the different objects that form a CO.

5.6.3 Pre-conditions

The CP knows which downloadable objects (partsihgle CO) are hosted by each of the DS. A DownDes(criptor for
the CO exists and it is hosted by the CP. The ©Riges an interface, e.g. WEB / WAP, thus to altbe discovery of the
CO to be downloaded. The DA is able to proces®itwenload Descriptor as provided by the CP.

5.6.4  Post-conditions
The CO is available in all of its parts on the devi

The CP has optionally received an installationfigatiion indicating the download was a successfailare.

5.6.5 Normal Flow
1. User downloads a CO froma CP
2. DA uses information in the Download Descriptor étch the several objects that compose the CO.

3. The DA fetches each single object of the CO sepbrathe DA performs specific actions, e.g. durthg installation
phase, based upon the nature of the Compound Ghjddts components. Such actions are outsidectiyesof this
specification.

5.6.6 Alternative Flow

3a. The DA is not able to complete the downlvadsaction of one of the objects of the CO. is tase the DA aborts the
whole OTA transaction of the CO and discards algheviously downloaded objects related to the @@ddownloaded.

5.6.7  Operational and Quality of Experience Requirements

No requirement identified.

5.7 Use Case I&E, Download of multiple objects

Affected Areas
. . Enabling L
Device Connectivity Services Applications Content
Tickmarks (X) X X

Additional Keywords
Table 7: Affected Areasfor Donwload of multiple objects
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5.7.1  Short Description

DLOTA v 2.0 should provide a flexible solution thetows the download of multiple objects from ditfat sources in the
same download OTA session and at the same timeai@gtee a good end-user experie@mtent can be composed by
several distinct media objects that need to be ttmaded from different sources. This is regarded &hopping-cart use
case”, where a user selects many pieces of cotémt downloaded.

5.7.2  Actors

Download Server Server component that allows the download of ormaare downloadable objects during the
DLOTA transaction

Download Agent Device component that participates in DLOTA tratisec

User Interacts with the Download Agent during the DLOTrAnsaction

Content portal Server component that acts as front end for othemtbad servers for the DLOTA transaction

5.7.2.1 Actor Specific Issues

Content Portal (CP) creates the Download Descriptothe download of multiple downloadable objettsn different
download servers (DS). The user is aware of thebmurof objects that the DA downloads.

Multiple objects can be also multiple Compound @t€CO) (as described in the previous use cag®3.rBust be treated
as single objects and the DA must hide the compasiture of a CO from the user.

5.7.2.2 Actor Specific Benefits

The user is aware of the number and type of theotbthat are being downloaded by the DA. The GI% dot need to store,
maintain and aggregate all the different mediaabjerhe CP and the DS’ can be independent entities

57.3 Pre-conditions

The CP knows which downloadable objects (as pati@Multiple objects bundle) are hosted by each®DS. The CP
provides an interface, i.e. WEB / WAP, thus toalhe discovery of the media objects.

5.7.4  Post-conditions
The objects are available on the device.

Each DS has optionally received an installatiorification relative to the downloadable object iskg the install
notification indicates the download was a successfailure.

The CP has optionally received an install notifimatabout the success or failure relative to therall download transaction.

5.7.5 Normal Flow
1. User selects several objects to be downloaded.
2. CP creates the Download Descriptor that enableddhmload of multiple objects (all the objects ttser has chosen).

3. The DA fetches each single object separately. Toneridoad Agent performs specific actions, e.g. dyithme installation
phase, based upon the type of the object. Suobnactire outside the scope of this specification.

5.7.6  Alternative Flow

Not identified.
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5.7.7  Operational and Quality of Experience Requirements

The success or failure of the download operatitative to one object does not have impact ovedthenload of the
remaining-to-download and previously-downloadeckots.

5.8 Use Case I&E, Download Timing Reservation

Affected Areas
. . Enabling L
Device Connectivity Services Applications Content
Tickmarks (X) X X

Additional Keywords
Table 8: Affected Areasfor Download Timing Reservation

5.8.1  Short Description

DLOTA v 2.0 should provide a flexible solution thetables users to make reservations for downloafingedia objects
and performs downloading automatically afterward.

Usually, the communication during early morning éaté at night cost less on the Users because netvadfic during these
hours is typically lighter than that of daytime.Wdoad reservation allows the Users and the Netwpscators to use
network traffic effectively, and is beneficial fboth.

5.8.2 Actors

Download Server Server component that participates in DLOTA tratisac
Download Agent Device component that participates in DLOTA tratisec

User Interacts with the Download Agent during the DLOTrAnsaction

5.8.2.1 Actor Specific Issues
The User may request downloading reservation t@®thenload Server.

The Download Server has capability of time managgrwnctionality and inform the timing informatida the Download
Agent.

The Download Agent initiates downloading automalycat the reserved starting time.

5.8.2.2 Actor Specific Benefits

The User can download media objects when the conuation is less expensive and/or the network is temgested.
The User can consume the media objects withoutngaiin site for downloading and installing whichyrake a while.
The Download Server can decentralize the accetbetoetwork from a large number of the Download itge

The Download Agent automatically downloads Downl@sbcriptor and/or Media Objects from Download &emvithout
User initiation in appropriate timing.

5.8.3 Pre-conditions

The Download Descriptor must exist and must belabts to the Download Agent.

5.84 Post-conditions

The media object is automatically downloaded ohtodevice.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD_DLOTA-V2_0-20110329-A Page 21 (37)

The Download Server has optionally received a iweatiion indicating the download of media objectswassuccess or
failure.

5.8.5 Normal Flow

1. The Download Agent requests download reservatidheédownload Server. And the Download Server gevést of
candidate time for downloading.

2. The User may select the candidate time and the admgent sets the time for automatic downloadd the
Download Agent may notify the selected time toEfmvnload Server

3. The Download Agent initiates downloading automdlyoahen the reserved time passes.
4. The Download Agent notifies the Download Servet tha download was success.

5. The Media Object is made available to the User.

5.8.6 Alternative Flow

la The Download Server pushes a list of candidate tondownloading.

2a The Download Agent sets the time for automatic doamiing.

5.8.7  Operational and Quality of Experience Requirements

No requirement identified.

5.9 Use Case I&E, Server Initiated Automatic Download

Affected Areas
7 Ao Enabling o
Device Connectivity Services Applications Content
Tickmarks (X) X X

Additional Keywords
Table 9: Affected Areasfor Server |nitated Automatic Download

5.9.1  Short Description

This use case describes DLOTA v2.0 automatic doachl@he Download Server pushes Download Descripttite
Download Agent. When the Download Agent receiveslownload Descriptor, it checks Download Descriptiad
automatically downloads the Media Object. This cage may be used on contents subscription scenario.

5.9.2 Actors

Download Server Server component that participates in DLOTA tratisac
Download Agent Device component that participates in DLOTA tratisec

Push Gateway/Proxy Gateway Component that participates in DLOTA tratiea

User Interacts with the Download Agent during the DLOTrAnsaction

5.9.2.1 Actor Specific Issues

The Download Server should have a capability tdighs Download Descriptor through Push GatewayAproke
Download Agent also should receive pushed Downesktriptor and automatically fetch the Media Ohject
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5.9.2.2 Actor Specific Benefits

The Download Agent automatically downloads the eot# from the Download Server without User initiati
The User should be informed the result of the DLQilghsaction.

5.9.3 Pre-conditions

The Download Descriptor and Media Object must exigt available to the Download Agent.

5.9.4  Post-conditions

The Media Object is available on the device. ThevBload Server has optionally received an instalfatiotification
indicating the download was a success or failure.

595 Normal Flow

1. The Download Server pushes the Download Descriptough Push Gateway/Proxy to the Download Agent.

2. The Download Agent checks the Download Descriptal @automatically downloads the Media Object todbeice.

5.9.6 Alternative Flow

2a. If the Media Object is not available on Downloadv&e, Download Agents aborts downloading.

2b. The device aborts the transaction because of lacimability.
5.9.7  Operational and Quality of Experience Requirements

Useris notified when the DLOTA transaction is fdile

5.10 Use Case I&E, Pre-downloading of Media Objects

Affected Areas
. - Enabling .
Device Connectivity Services Applications Content
Tickmarks (X) X X

Additional Keywords
Table 10: Affected Areasfor Pre-downloading of M edia Objects

5.10.1 Short Description

The Download Agent downloads a number of mediaatbjor later use by using a network bearer that@momical and/or
has an adequate bandwidth. Afterward, the Useddsdd consume some of the media objects thatdieaedy been
downloaded to the device.

To let the Download Server know the media objemscarrectly downloaded or not, the Download Agealy notify the
Download Server completion of downloading. The Dmad Agent may also notify the Download Server whatia
objects are selected by the User and whether dable selected media objects is installed corremtigot.

5.10.2 Actors

Download Server Server component that participates in DLOTA tratisac
Download Agent Device component that participates in DLOTA tratisec
User Interacts with the Download Agent during the DLOTrAnsaction
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5.10.2.1  Actor Specific Issues

The Download Agent notifies completion of downlazglthe media objects to the Download Server.

5.10.2.2  Actor Specific Benefits

When the User decides to consume the media objbetg)ser can do so immediately. The User need®neait
downloading to be completed since the media obpretslready downloaded onto the Device in advance.

The Download Server can know what kinds of and hwamy media objects are downloaded to the Downlogeh and
what kinds of and how many installations are atyuampleted.

5.10.3 Pre-conditions

The Download Descriptor must exist and must belabks to the Download Agent, e.g. by browsing wwebsite, pushed to
the device, etc.

5.10.4 Post-conditions

The Download Server has optionally received a iwatiion indicating the download was a successitrrta

The Download Server has optionally received a iwatifon indicating the installation was a succesfaiure.

5.10.5 Normal Flow

The Download Agent downloads media objects fromQbenload Server.

The Download Agent notifies the Download Servet tha download was completed.

The User decides to install one of the media objdwt have already been downloaded to the DowrAqyeaht.

The Download Agent sends the install notificatidthe installed media object to the Download Server

o > W NP

The Media Object is made available to the User.

5.10.6 Alternative Flow

Not identified.

5.10.7 Operational and Quality of Experience Requirements

No requirement identified.

5.11 Use Case I&E, Download of Chunked Media Object

Affected Areas
. - Enabling .
Device Connectivity Services Applications Content
Tickmarks (X) X X X

Additional Keywords
Table 11: Affected AreasforDownload of Chanked M edia Object

5.11.1 Short Description

DLOTA v 2.0 should support downloading of large fiaegbjects (e.g. 1Mbytes) that are divided into multiple chunks of
data, in order to deal with a maximum transfer Hie¢ may be imposed by the underlying network.
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5.11.2 Actors

Download Server Server component that participates in DLOTA tratisac
Download Agent Device component that participates in DLOTA tratisec
User Interacts with the Download Agent during the DLOTrAnsaction

5.11.2.1  Actor Specific Issues

Download Server needs to divide the media objdotrmultiple chunks of data and allows the downlagdnt to fetch them
separately.

5.11.2.2  Actor Specific Benefits

The Download Agent and the User are able to olmteddia objects that exceed the maximum transferasizeresult.

5.11.3 Pre-conditions

The capability of downloading chunks of data sefgdyanay enable other functionalities i.e. handiafignterrupted
download transactions.

The Download Descriptor must exist and must belabts to the Download Agent, e.g. by browsing website, pushed to
the device, etc.

The download descriptor includes the informatiorclmiinked data (e.g. maximum size that can be wemsf by one request).

5.11.4 Post-conditions

The media object is available on the device.

The Download Server has optionally received a iwatiion indicating the download of media objectswasuccess or
failure.

5.11.5 Normal Flow

1. The Download Agent receives the Download Descrifton the download server.

2. The Download Agent starts downloading each chumkedia object i.e. issuing several requests..

5.11.6 Alternative Flow

Not identified.

5.11.7 Operational and Quality of Experience Requirements

No requirement identified.

5.12 Use Case I&E, Support for resumable download session,
PAUSE and RESUME functionality

Affected Areas
7 Ao Enabling —
Device Connectivity Services Applications Content
Tickmarks (X) X X X

Additional Keywords
Table 12: Affected Areasfor Support for resumable download session, PAUSE and RESUM E functionality
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5.12.1 Short Description

With the media objects becoming larger in size tittne needed to download them increase as welliasreases the
probability for the OTA transaction to be interregtat some point before completion. Temporary Hatoverage, lack of
resources within the device or some other eventocayr with the result of breaking the downloadefgifore the DLOTA
2.0 should support a mechanism to pause and thesuone a download session..

5.12.2 Actors

Download Server Server component that participates in DLOTA tratisac
Download Agent Device component that participates in DLOTA tratisec
User Interacts with the Download Agent during the DLOTrAnsaction

5.12.2.1  Actor Specific Issues
Download server provides the download descriptartae media object to the download agent.
5.12.2.2  Actor Specific Benefits

The user is able to continue a download sessian the point it was interrupted. The user may aksalble to pause the
download transaction and resume it at a later titnen more convenient for him/her.

5.12.3 Pre-conditions

The download server allows the continuation ofraarrupted download session.

The transport protocol allows the partial downloed@ media object, i.e. HTTP byte-range

The download agent supports resume of a downl@asaction from the point it was interrupted.

The download agent is capable of informing the abeut any interrupted download transaction.

5.12.4 Post-conditions

The media object is available on the device.

5.12.5 Normal Flow (PAUSE)
1. The download agent downloads the media object
2. The user decides to “pause” the download trangactio

3. The download agent pauses the download transaction

5.12.6 Normal Flow (RESUME)

1. The user resumes the download transaction thapreasously interrupted

2. The download agent resumes the download transaafithe media object form the exact point whemgds interrupted.

5.12.7 Alternative Flow

Not identified.

5.12.8 Operational and Quality of Experience Requirements

No requirement identified.
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5.13 Use Case I&E, Control of User Confirmation Prompt

Affected Areas
. - Enabling .
Device Connectivity Services Applications Content
Tickmarks (X) X X X

Additional Keywords
Table 13: Affected Areasfor Control of User Confirmation Promt

5.13.1 Short Description

In order to better support the use cases wheréavaload of a media object occurs without the bséng aware of it, the
DLOTA 2.0 should support a mechanism to controluber confirmation prompt. Moreover, in a pull saen, where the
content is discovered and downloaded during a hirmasession, the user confirmation prompt may regmean unnecessary
step. In the push scenario, where the content geoyiushes the download descriptor to a deviceriggissues must be
considered. Removing the user confirmation promgy allow malicious content providers to push malisi content to a
target device, therefore a level of trust betwdwmndontent provider and the user’s device must exisr the download of a
media object could occur without asking for therlgsseonfirmation.

5.13.2 Actors

Download Server Server component that participates in DLOTA tratisac
Download Agent Device component that participates in DLOTA tratigec
User Interacts with the Download Agent during the DLOTrAnsaction

5.13.2.1  Actor Specific Issues
Download server provides the download descriptartae media object to the download agent.
5.13.2.2  Actor Specific Benefits

The user is able to get the media object withotriaesonfirmation steps.

5.13.3 Pre-conditions

The Download Descriptor must exist and must belabks to the Download Agent, e.g. by browsing wwebsite, pushed to
the device, etc. The Download Descriptor contaissructions for the Download Agent whether or moptompt the user for
confirmation of the download transaction.

For the sake of the use case, the pre-conditiameesthat the Download Descriptor instructs therdoad agent NO to
prompt the user for confirmation of the downloaghsaction.

5.13.4 Post-conditions

The media object is available on the device.

5.13.5 Normal Flow

1. The download agent receives the download descriptor
2. The download agent performs all the necessary deapability checking.

3. The download agent verifies that the download sewkere the media object is downloaded from, bggdio a trusted
web/wap domain.
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4. The download agent downloads the media object witpcompting the user for confirmation of the dooad
transaction.

5. The download agent concludes the DLOTA transac®imstructed by the download descriptor, i.e. pustll
notification.

5.13.6 Alternative Flow

4a. The download agent prompts the user for confirnmatiefore proceeding with the download of the medjzct.

5.13.7 Operational and Quality of Experience Requirements

No requirement identified.

5.14 Use Case I&E, Progressive download of Media Objects

Affected Areas
. . Enabling —
Device Connectivity Services Applications Content
Tickmarks (X) X X X

Additional Keywords
Table 14: Affected Areasfor Progressive download of Media Objects

5.14.1 Short Description

In order to improve the user experience DLOTA 26wd support the reproduction of Media Objects mitiey are being
still downloaded. The term "progressive downloadihtended to describe this kind of functionallfyprogressive download
is allowed and supported by the device, the Dowhisgent can start to rendering the content whitedbwnload is in
progress.. The downloading process continues withoy interruption and at the end, the Media Objentains complete in
the Terminal, this is, the User can use it whenéeawvants.

5.14.2 Actors

Download Server Server component that participates in DLOTA tratisac

Download Agent Device component that participates in DLOTA tratigec

Rendering Application Application that is capable of rendering the Me@laject that is being downloaded
User Interacts with the Download Agent during the DLOTrAnsaction

5.14.2.1  Actor Specific Issues
Download Server provides the Download Descriptat thie Media Object to the Download Agent.
Download Agent is able to download a Media Object.

Download Agent is able to communicate with the Reimd) Application thus to allow the rendering thedia object while
the download is in progress.

5.14.2.2  Actor Specific Benefits

The User is able to begin to use the Media Objedsmeceiving even when the downloading sessismbaended, this is,
without waiting for the full download to end.

The Download Server is informed about the progoessf the download process.

5.14.3 Pre-conditions

The Download Descriptor must exist and must belabks to the Download Agent, e.g. by browsing wwebsite, pushed to
the device, etc. The Download Descriptor contaissructions for the Download Agent informing it wher progressive
download can be enabled.
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5.14.4 Post-conditions

The Media Object is available on the device.

5.14.5 Normal Flow

1. The Download Agent receives the Download Descriptor
2. The Download Agent performs all the necessary dhegsk(device capability, reproduction of the mediallowed, etc.).
3. The Download Agent begins the downloading of theliébject.

4. Progressive download is allowed so when an enoagiuat of data of the Media Object has been received
Download Agent gives to the rendering applicatiom possibility to start the rendering of the cotiten

5. Download process continues normally without intptian.

6. When the downloading of the Media Object is congaldéhe Download Agent concludes the DLOTA transacs
instructed by the Download Descriptor.

7. The Media Object is available on the device.

5.14.6 Alternative Flow

2a. The device is not able to use correctly theamtrtype of the Media Object. The Download Ageribims the User and
posts a failure installation notification. Use casgps.

3a. User chooses not to initiate the Media Objeetrdoading. Use case stops.

4a  Progressive download is not allowed or not sttpdoor not available for the Media Object beingvdimaded so
nothing but downloading information (progress, tirmmaining, received data, etc.) is showed. Thenttoad process
continues normally.

6a. The download fails or is aborted by the Usbe Download Agent notifies the Download Server thatdownload
failed with a specific error code indicating theissze of the failure. Use case stops.

5.14.7 Operational and Quality of Experience Requirements

No requirement identified.

5.15 Use Case I&E, Download OTA over broadcast protocols

Affected Areas
7 Ao Enabling —
Device Connectivity Services Applications Content
Tickmarks (X) X X X

Additional Keywords
Table 15: Affected Areasfor Download OTA over broadcast protocols

5.15.1 Short Description

In this use case the download of a media objeatrsdbrough a broadcast bearer. The OMA DLOTA doadldescriptor
(DD) is used to carry the necessary informatiorsfarting the broadcast session. This informatamtze carried within the
DD itself or the DD can be used to download a sesdescriptor file. Regardless of the mechanisen[XhOTA session and
the relative transaction outcome will be relativette download of the media object itself and ridhe DD or any other
session descriptor.
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5.15.2 Actors

Broadcast Server Server component that participates in DLOTA tratisady providing media objects via a
broadcast session

Download server Server component that participates in the DLOTAdegtion
Download Agent Device component that participates in DLOTA tratigec
User Interacts with the Download Agent during the DLOTrAnsaction

5.15.2.1  Actor Specific Issues

The broadcast server provides the media object.

The download server is responsible for handlingnktall-notification.
5.15.2.2  Actor Specific Benefits

The user is able to download content via a broddession and the experience will be the sameasldading the content
over any DLOTA session.

5.15.3 Pre-conditions

A DD is available on the Download server.

The Download Agent is able to handle a broadcastasgion.

5.15.4 Post-conditions

The media object is available on the device.

5.15.5 Normal Flow

1. A DD is downloaded from a presentation server antdient and passed to the Download Agent for &rrfrocessing.
2. The Download Agent starts the broadcast sessiarr@iog to the instructions provided within the DD.

3. The media object(s) is downloaded over the broddession.
4

(optionally) the install notification is sent baitkthe download server.

5.15.6 Alternative Flow

A DD is downloaded from a Donwload server intoiam and passed to the Download Agent for furthlecessing.

The Download Agent downloads a session descripgeowhose URI is indicated in the DD.

1
2
3. The session descriptor file is downloaded and m®eg, and the broadcast session is then started..
4. The media object(s) is downloaded over the broddeEssion.

5

(optionally) the install notification is sent baitkthe download server.

5.15.7 Operational and Quality of Experience Requirements

No requirement identified.
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5.16 Use Case I&E, Download from Multiple Servers

Affected Areas
. - Enabling .
Device Connectivity Services Applications Content
Tickmarks (X) X X

Additional Keywords
Table 16: Affected Areasfor Download from Multiple Servers

5.16.1 Short Description

User chooses content from Content Portal. Downkgeht downloads a Download Descriptor from Contemittal, where
the Download Descriptor may include multiple sosrfa content object(s). Multiple copies of thgeal(s) may be located
on more than one Download Server. The Downloachgses information in the Download Descriptordtch the
object(s) from multiple Download Servers simultamgyg. The Download Agent reconstructs content ctfg¢ as soon as
the Download Agent receives data from a subsdt@fownload Servers.

5.16.2 Actors

Content Portal Server component(s) that allow the discovery ofteohand creates the download descriptor
(DD).

Download Server Server component(s) that allow the download of eantluring the DLOTA transaction

Download Agent Device component that participates in DLOTA tratisec

User Interacts with the Download Agent during the DLOTrAnsaction

5.16.2.1  Actor Specific Issues

Content Portal (CP) creates the Download Descriptothe content object (CO). A CO is composed g or more
downloadable objects. Copies of the objects camoséed by one or more Download Servers (DS). Toneriload Agent
(DA) is instructed by the Download Descriptor homdavhere to fetch all the objects for the CO, vaitimsideration if
multiple Download Servers and multiple copies argilable. The CP may store, maintain, and aggeetieg source(s) of
available objects. The Download Agent can contadtiple Download Servers simultaneously to fetod object(s). The
Download Agent can reconstruct content object(Soas as the Download Agent receives data fronbaetwof the
Download Servers.

5.16.2.2  Actor Specific Benefits

The end user experience is improved because démteceive content independent of server bandwadés or server
availability. The CP and the DS can be independatities (although some level of synchronizat®neiquired, e.g. content
registration).

5.16.3 Pre-conditions

The CP knows which DS servers host the downloadahjkcts. A Download Descriptor for the objectistxand it is
hosted by the CP. The CP provides an interface\V¢&B / WAP, thus to locate available content talbenloaded. The DA
is able to process the Download Descriptor as gexvby the CP. The Download Agent can contactipielDownload
Servers simultaneously to fetch the object(s). Dbenload Agent can reconstruct content object§saon as the
Download Agent receives data from a subset of theridoad Servers.

5.16.4 Post-conditions

The downloaded objects are available for consumpiiothe device.

The CP has optionally received an installationfigatiion indicating the download was a successfailare.

5.16.5 Normal Flow

1. User chooses content from Content Portal (CP).
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2. CP creates the Download Descriptor (DD) for contdajécts, copies of which possibly reside on mlgtipownload
Servers (DS).

Download Agent (DA) downloads DD from CP, where Biay include multiple DS for the object(s).
DA uses information in DD to fetch the object()rfr multiple DS simultaneously.

DA reconstructs content object(s) as soon as DAives data from a subset of the Download Servers.

o o > W

The DA performs specific actions, e.g. during th&tallation phase, based upon the nature of theetfb). Such actions
are outside the scope of this specification.

5.16.6 Alternative Flow

This use case may be applied also to use casesn®.B.7.
5.16.7 Operational and Quality of Experience Requirements

No requirement identified.

5.17 Open Issues

No open issue is identified.
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6. Requirements

(Normative)

6.1 High-Level Functional Requirements

Ref Use Case Title(s) Requirements

GR-1 Basic OMA The DLOTA SHALL support download models with diféet levels of overhead.
Download OTA,
Combined Delivery

GR-1la Combined Delivery 1-step download: mediaaljewnload without additional request-reply intgi@ns for

content negotiation and application level transectierification.

GR-1b Basic OMA 2-step download: media object download without tholdal request-reply interactions fo

Download OTA content negotiation, but with separate and expdipfilication level transaction
verification.

GR-1c Basic OMA 2-step download: media object download with add#iadequest-reply interactions for
Download OTA content negotiation, but without explicit applicatilevel transaction verification.

GR-1d Basic OMA 3-step download: media object download with add#iadequest-reply interactions for
Download OTA content negotiation and application level trangectierification.

GR-2 Basic OMA The DLOTA SHALL support downloading media objectsany media type.
Download OTA

GR-3 Basic OMA The DLOTA SHALL support downloading media objecfsany media size.
Download OTA

GR-3a Download of The DLOTA SHALL support downloading media objedtattare divided into multiple
Chunked Media chunked data.
Object

GR-4 Basic OMA The DLOTA SHALL support bearer agnostic deliveryananisms that include facilities
Download OTA, for various application level notification function
Removing media
objects
Pre-downloading of
Media Objects

GR-4a Basic OMA It SHALL be possible to notify the completion ofwlioloading.
Download OTA

GR-4b Pre-downloading of | It SHALL be possible to notify the completion oftallation.
Media Objects

GR-4c Removing media It SHALL be possible to notify that the removaltbé Media Object was a success.
objects

GR-5 Basic OMA The DLOTA Download Descriptor SHALL be extensible.
Download OTA

GR-5a Basic OMA It SHALL be possible to add additional metadata tescribe the characteristics of the
Download OTA media object to be downloaded.

GR-5b Basic OMA It SHALL be possible to add additd metadata that control the processing of the
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Download OTA

content object by a content handler.

GR-6 Basic OMA The DLOTA SHALL support direct transfer of binargrient (e.g. avoid Base64
Download OTA encoding) to reduce overhead.

GR-7 Download Timing The DLOTA SHALL support a mechanism that allows tlesvnload of a media object
Reservation, according to a predefined download reservation.time
Server Initiated
Automatic Download

GR-8 Basic OMA The DLOTA SHALL support a mechanism that allows Bevnload Descriptor to be
Download OTA received over push from the Download Server.

GR-9 Support for The DLOTA SHALL support a mechanism that allows tiser to pause an on-going
resumable download | download session.
session, PAUSE and
RESUME
functionality

GR-10 Support for The DLOTA SHALL support a mechanism that allows tiser to resume a previsouly
resumable download| paused or interrupted download session.
session, PAUSE and
RESUME
functionality

GR-11 Support for The DLOTA SHALL support a mechanism that allows tiser to cancel an on-going
resumable download | download session.
session, PAUSE and
RESUME
functionality

GR-12 Download of The DLOTA SHALL allow the download of compound ottje
Compound Object

GR-13 Download of The DLOTA SHALL allow the download of multiple medobjects and multiple
Compound Object, | compound objects.
Download of multiple
objects

GR-14 Control of User The DLOTA SHALL support a mechanism that allows tleatent provider to instruct th
Confirmation Prompt| download agent whether or not to prompt the usecdafirmation.

GR-15 Authentication of The DLOTA SHALL support a mechanism that allows tlatent provider to recognize
Trusted Entity and a content provider as a trusted one.
Content Integrity
Check

GR-16 Progressive downloadThe DLOTA SHALL enable progressive download, tisathe contents can be used
of Media Objects during the downloading process.

GR-17 Download OTA over| The DLOTA SHALL support the download of media oligeaver broadcast protocols
broadcast protocols | (e.g. FLUTE).

GR-18 Download OTA over| It SHALL be possible to avoid congestion causednayy simultaneous installation

broadcast protocols

notifications sent from terminals that receive DL&O@ontent at the same time (for
example over broadcast or multicast transport o).
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GR-19 Download from The DLOTA Download Descriptor SHALL be extensiblé. SHALL be possible to add
Multiple Servers additional multiple server identifiers to downlodelscriptors.

GR-20 Updating media The DLOTA SHALL support updating a media objectttisaalready resident on the
objects device.

6.1.1  Security

Ref Use Case Title(s) Requirements

SEC-1 Basic OMA The DLOTA SHALL support user authentication to secMedia Object (example:
Download OTA HTTP Basic Authentication).

SEC-2 Authentication of The DLOTA SHALL support server authentication tew® Media Object.
Trusted Entity and
Content Integrity
Check

SEC-3 Authentication of The DLOTA SHALL support integrity protection of tiownload Descriptor.
Trusted Entity and
Content Integrity
Check

SEC-4 Authentication of The DLOTA SHALL support integrity protection of tidedia Object.
Trusted Entity and
Content Integrity
Check

6.1.2 Charging

Ref Use Case Title(s) Requirements

CRG-1 | Basic OMA The DLOTA SHALL enable payment transactions to befgrmed.
Download OTA

CRG-2 Basic OMA The DLOTA SHALL enable charging models such as perycontent, subscription for
Download OTA content and free content.

CRG-3 | Download from The DLOTA SHALL support different owners of contexst well as different billing
Multiple Servers points

6.1.3  Administration and Configuration

Ref Use Case Title(s) Requirements

ADM-1 | Basic OMA In case the DLOTA protocol needs information thas to be defined a’priori:
Download OTA o ) . . )

Provisioning of information for the Download AgeBHALL be possible without user
interaction.
ADM- Basic OMA Existing provisioning mechanisms SHOULD be leverhfye this purpose.
la Download OTA
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6.1.4  Usability

Ref Use Case Title(s) Requirements

USE-1 Basic OMA The DLOTA SHALL enable consistent user experierfoeslownloading of all types of
Download OTA media: e.g. games, melodies, and pictures

USE-2 Basic OMA The DLOTA SHALL favour the User, meaning even thiotige installation notification
Download OTA cannot be sent the media object must still be seld#o the User

USE-3 Basic OMA The DLOTA SHALL allow for separation of content pemtation and commercial
Download OTA transaction management.

6.1.5 Interoperability

Ref Use Case Title(s) Requirements

IOP-1 Basic OMA The DLOTA SHOULD be compatible with other conteetidery schemes in the
Download OTA, marketplace today. The DLOTA specifications magiide appendices describing

interaction with and application to other delivechemes.

Download OTA over
broadcast protocols

6.1.6  Privacy

No requirement identified.

6.2 Overall System Requirements

Ref

Use Case Title(s)

Requirements

SYS-1

Basic OMA
Download OTA

It SHALL be possible to deploy the DLOTA protocalem if the system includes a WAR
Proxy.

6.3 System Elements

No requirement identified.

6.3.1

System Element A

No requirement identified.

6.3.1.1

Interfaces to System Element X

No requirement identified.

6.3.1.2

Interfaces to System Element Y

No requirement identified.
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6.3.2 Network interfaces

No requirement identified.
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