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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
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Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.
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modify, edit or take out of context the informationthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thig€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
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However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted atlependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRES®R OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’'S REPRESENTED ON THE “OMA IPR DECLARATION3IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF TH INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORAMTION CONTAINED IN THE DOCUMENTS.
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1. Scope

The OMA Download Over-the-Air (OTA) specificatiodgfine procedures for enabling the downloading efdM Objects
hosted on a server to a client. This specificatiefines the Download OTA version 2.0 technical fjation.

OMA Download OTA version 1.0 provides a mechanismuser-initiated download of content, such as-tomgs, images,
and applications. While OMA Download OTA providesich of the functionality needed to provide for arenoeliable
download solution than basic HTTP, other proto@Xsst in the mobile industries that provide funotitty beyond that of
OMA Download OTA version 1.0.

Download OTA version 2.0 is an evolution of Dowrdo@TA version 1.0. The purpose of Download OTA i@r.0 is to
add functionality that was missing from version.1Backward compatibility can be achieved by alsditagl support for
version 1.0 Download Descriptors to the Downloa@ifsgent.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED", “SHAL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” andrdbtuction”, are normative, unless they are exgidndicated to be

informative.

3.2 Definitions

Compound Product

Content Delivery

Content Download

Content Handler

Content Storage
Deletion Natification

Discovery Application

Discovery Process

Download Agent

Download Completion
Notification

Download Descriptor

A Compound Product is Product where all LicensesMadia Objects must be Downloaded and
installed as one entity. If one of the License e of the Media Objects fail to be downloaded or
installed, the complete Compound Product SHALL iseatded by the Download Agent. Once the
Compound Product is installed, each Media ObjeetRroduct is handled as an independent Media
Object.

The actual delivery of the Media Object, for exaeipy means of a HTTP GET, to the client
device.

The whole transaction including discovery, delivefycontent and confirmation of
download.

An entity in the mobile device responsible for itecessing of a particular media type. The
content handler typically handles issues relatéddtallation of content, in addition to
execution of content. The actual processing ofewtd content is outside the scope of this
specification.

The physical location of the Media Object to be dmaded.

The Deletion Completion Notification indicates letStatus Report Server that the Media
Object or Product has been removed from the deaitg the Media Object or Product is no
longer available to the user.

A user agent in the device that discovers medibebralf of the user. The End User discovers
content on the Web by using a Web browser or aticapion specifically created for a type

of content. A picture editor may discover pictur@selody composer may discover
melodies, and an application manager may discqygications (e.g. games) on dedicated
Web sites. Email and MMS messages may contain Weteases to Media Objects

available for downloading. These types of applaratiare collectively referred to as a
Discovery Application.

The process by which the user or device finds eure® (i.e. a Media Object) that he wants
to load onto his device. The discovery can takegfar example by means of a browser, a
dedicated discovery application, a received messagaome offline means (like a
newspaper).

An abbreviated form of Download User Agent.

The Download Completion Notification indicates e tStatus Report Server that the
Download Agent successfully downloaded the Medige€ilor Product. At the point where
this notification is sent the Media Object or Prcidig not available to the user.

Metadata abou¥ledia Objects, Products and instructions to thégownload agent for how to
download these. The object triggers the Downloadrgn the client device. It describes the
Media Objects to be downloaded and allows the tliewice to decide if it has the
capabilities to install and render/execute the Médolbjects. Media Objects are grouped
within Products to create an association betweedidi®bjects.
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Download Protocol

Download Server

Download Service

Download Size

Download User Agent

Generic Content

Installation Notification

License

License Agent
Media Object

Media Object Installer

Media Type

Memory Space

MIDP OTA Provisioning

Presentation Server

Product

Server

Status Report

The actual delivery of an object is performed usheyprotocol specified in the Download
Descriptor. The only mandatory protocol as defimethis specification is [RFC2616] (or
[WSP] if the environment is WAP 1.x).

A Web server hostinlyledia Objects available for download. It is responsible for the
download transaction from the server perspectiveandles download session management
including actions triggered by the installationtssareport.

The overall service that a client device is expdsadhen it wants to select a Product or
Products and execute a download of it. A downlaadise is typically constructed with the
help of the abstract building blocks Presentatierv&, Download Server and Content
Storage.

The number of bytes returned as a result of a ssterequest to the objectURI.

A user agent in the device responsible for dowritgalfledia Objects described by a
Download Descriptor. It is responsible for the download transactiamnfrthe client
perspective. It is triggered by the reception divation of a Download Descriptor.

The concept of Generic Content includes any MIMEliad¢ype except the JaVAJAR
media type. For this media type please see [MIDPPDTA

A Status Report message from the client to theeselvindicates to the server that the
Download Agent has successfully installed the Mé&ligect or Product, and that the content
(to the best knowledge of the Download Agent) W#lmade available to the user.

An electronic certificate that enables the usénefiWledia Object. This could for instance be
an OMA DRM v2 Rights Object. See [OMADRMv2].

The entity in the device that manages License fedisl Objects on the device.

A resource on a Web server that can be downlodtlethy be a single object (often referred
to as a file), or a container consisting of mu#ipbjects. The mechanism for the latter may
be MIME-multipart. There are no restrictions astte characteristics of the Media Object,
but the transfer encoding has to make it compatilitie an HTTP (or WSP) transport. The
download of a Media Object is the ultimate goata€h transaction undertaken with the
protocol defined in this specification.

The Media Object Installer is responsible for thepgaration for and execution of the installatioraof
particular Media Object. The Installer is often iempented as part of the Content Handler of the
particular media type or as part of a file systeemager.

A MIME media type [RFC2046].

A device may support several memory spaces for pkaffash memory and removable
media.

The JAVA™ MIDP OTA Provisioning is defined in [MIDPOTA.

A Web server presenting a download service to #ee.ut is one of the possible discovery
mechanisms. The client device may browse a WebAP \dage at the presentation server
and be redirected to the Download Server for theAdMbwnload transaction.

A Product is a logical grouping of one or more ipeledent Media Objects and optional
associated Licenses that are downloaded and idta#l one logical group. This can be an
arbitrary set defined by a content provider. Omeegroduct is installed, each Media Object
in a Product is handled as an independent MediadDbj

All Servers in this specification are abstract, liogical, entities. They are used in the
specification only to help the reader to separatavben different functional elements that
may be implemented and deployed in any configunatio

A message sent from the mobile device to a seovierdicate the positive or negative
outcome of a download transaction. In the contéx@antent Download the Status Report
terminates the "download session" (or "downloaddsaation").
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Status Report Server A WEB server accepting status reports from the doashagent.

Unallocated Memory Memory that is “free” i.e. available for writing.to

Well-intentioned attempt A “well-intentioned attempt to send an Installatidat8s Report” means that the client

device sends a Status Report under circumstance®\lie network connection is known
(to the extent possible) to be present, and theiSReport is known to be properly
formatted. If there is no network connection tharaiempt to send a request should not be
regarded as well-intentioned.

3.3 Abbreviations

3GPP
3GPP2
AMS
BCMCS
CID
DCF
DD
DRM
DVB-H
DLOTA
GAA
HTTP
JAD
JAR
J2ME
MBMS
MIME
MIDP
MMS
OMA
OMNA
OTA
S

TLS
RP
UAPr of
URL
URI
WAP
WSP
WTLS

3rd Generation Partnership Project

3rd Generation Partnership Project 2
Application Management Software as defined in [M2DP
Broadcast Multicast Services

Content Identifier

DRM Content Format as specified in [OMADRMv1] ar@NIA DRMv2]
Download Descriptor

Digital Rights Management

Digital Video Broadcasting — for Handheld terminals
Download Over the Air

General Authentication Architecture
HyperText Transfer Protocol

JavdM Application Descriptor

Javd™ Archive

Javd™ 2 Micro Edition

Multimedia Broadcast Multicast Services
Multipurpose Internet Mail Extensions
Mobile Information Device Profile
Multimedia Messaging Service

Open Mobile Alliance

Open Mobile Naming Authority

Over The Air

Service Indication

Service Loading

Transport Layer Security
Recommended Practices

User Agent Profile

Universal Resource Locator

Universal Resource Identifier

Wireless Application Protocol

Wireless Session Protocol

Wireless Transport Layer Security
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XML Extensible Markup Language
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4. Introduction

OMA Download Over-the-Air (DLOTA) provides a flextbmechanism for downloading Media Objects of ayqpetand size
from a network. A typical Media Object targeted ®MA DLOTA is downloaded and stored in the deviaw, éxample, in
order to personalise the device or enhance itstifuraity. Examples of such Media Objects are rioges, background
images, music/video files and applications. OMA Difversion 2.0 is also agonistic of the protectimechanism, i.e.
OMA DRM [DRM2.0] or others, used to protect the Ne@®bject.

Details of use cases and the requirements arefiggeiri the OMA DLOTA version 2.0 requirements downt [DLREQ].
The DLOTA architecture is specified in OMA DLOTAgton 2.0 architecture document [DLARCH].
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5. OMA DOWNLOAD Process

During the download and installation process ther @HOULD be given the opportunity to control thewhload and to
determine object specific terms. For any operatiba,user SHOULD be informed of progress and giaeropportunity to
cancel the activity. The user interface of the de\sHOULD allow the user to abort the download apen at appropriate
points during the download and installation proggss before a well-intentioned attempt to sendrestallation notification
has been done). When multiple Media Objects andcésgted licenses are downloaded, DLOTAvV2 providesdevice with
the necessary information to allow it to displasirgle progress bar/indicator so that from a usesgective the download of
Media Object(s) and associated license(s) is viea®@ single process. When the Product is a CongpBuoduct it is
RECOMMENDED that a single progress bar/indicatarded to provide feedback to the user.

When a Media Object or Product is installed, andrif Installation Notification has been requestedhi@ Download
Descriptor, a confirmation MUST be sent to the eerto indicate that the installation has completédhe Download
Descriptor does not include a request for an Iiatah Notification then no such confirmation wilé sent.

If an installNotifyURI has been defined in the Download Descriptor, theor® during the download process MUST
be reported using the status report mechanisms&her may use the status report, communicatinig fidcess and failure
of the transaction, for accounting or for othertonser service needs.

A Download Descriptor MAY contain multiple Media {@bts grouped as a Product. It MAY also containtipld Products.
An installNotifyURI can be defined either for one or more Media Objetta Product, or for the Product as a whole.
If defined for a Product as a whole, any notifioatMUST be sent after the Download Agent has hahdleMedia Objects

of the Product. Otherwise, if the URI is defined éospecific Media Object, any notification MUST &end as soon as the
Download Agent has handled that specific Media ©bjdf installNotifyURI is defined for a Product,
installNotifyURI MUST NOT be specified for separate Media Objedtcaresponding Product. The Download
Agent MUST discard aninstallNotifyURI request for separate Media Objectin#tallNotifyURI is defined
for a product.

If a Product is a Compound Product, thstallNotifyURI MUST NOT be specified for separate Media Objectithe
Compound Product. It MAY only be specified for fReduct as a whole.

A Download Descriptor MAY contain the license elamyavhen present this element identifies the DRMe#tgto which the
contents of the license element should be providibi. allows a Download Service to indicate to aMdlmad Agent that the
content is DRM protected and a license should teeved by the appropriate DRM Agent in order tmal consumption of
the content.

It is RECOMMENDED that devices support the capépito download multiple Media Objects grouped witld single
Download Descriptor. If a device supports the daadl of multiple Media Objects grouped within a #n@ownload
Descriptor it MUST support at least 1 Product csisgy of at least 10 Media Objects. If the devitgports multiple
Products then it MUST support at least 10 Mediac©tsj per Product. If a device supports the dovehtifamultiple Media
Objects grouped within a single Download Descriptdgs RECOMMENDED that the device supports UAPtofadvertise
the number of Products and Media Objects per Ptadthat it supports. See section 5.3.2 for detailsending Installation
Notifications.
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Figure 1. OM A Download Process.

5.1 Media Object Discovery Process

While using the Discovery Application, the usertypically presented with a reference to the Dowdl@escriptor. The
reference may be on a Web page, or inside an emBIMS message, or stored in memory or in an accgsdtached to the
phone.

5.1.1  Step 1; The Download Descriptor is transferred to the device

The transfer protocol used depends on the wherBdlaload Descriptor is located and on the requiets of the transfer.

The device hosting the Download Agent and the DoaahlServer MUST at a minimum support HTTP [RFC264&] TLS
[RFC2246]. The Download Agent and the Download 8eMAY support WSP [WSP], as well as other protecdi the
Download Agent supports WSP then it MUST also sup@éTLS [WTLS]. The Download Descriptor may be reted
from the Download Server, or the presentation sedepending on requirements of the deployment.

The device hosting the Download Agent MAY also suppeception of the Download Descriptor using a&hamism such as
MMS, email or some instant messaging protocol.

The Content-Type parameter of the transport prdtocanessage container (or equivalent) MUST be usedetect the
Download Descriptor media type; a charset paraméigY also be used to indicate the character sethef Download
Descriptor.

It is recommended that servers do not put multip@vnload Descriptors into one and the same trahsguatity (e.g.
multipart/mixed). This would make transaction masragnt, and interpretation of the multipart semantimnecessarily
complicated. The device MAY support this case,ibuiot required to.

For details on state management during the traiosaste Section 5.5.2 State Management of Downloadsactions.

For details related to security see Section 8 DL@X Security.
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5.1.1.1 Co-Delivery of Download Descriptor and Media Objects

When the Download Descriptor is delivered to theicke the server system may also deliver one or nobrihe Media

Objects specified in the Download Descriptor inirgke delivery operation. This is described as aritent Download
transaction with co-delivery of Descriptor and Medbjects”. If the device in the capability negtitia indicates that it
supports multipart/related ([RFC2387]) or applicatvnd.wap.multipart.related (JWSP]) then it MUSE hble to process
such a multipart with the Download Descriptor as finst part and the Media Objects as the secondfanher parts. The
CID (Content ID) mechanism MUST be used in the Dimad Descriptor to reference the Media Object inekated

multipart.

When one or more Media Objects are Co-Deliveredh wie Download Descriptor the process continuedessribed in
Section 5.2 Object Download Process, with the etkaephat the Co-Delivered Media Objects are reggtklocally (in step
5) rather than from an external location. The sateps of “Launch of Download Agent (Step2)”, “Caltiibs check (Step
3)” and “User Confirmation (Step 4)” are still penfned.

If the download transaction is aborted before ‘diiation (step 7)” (or optionally during “Sendingstallation Notification
(step 7)”) then the Media Object MUST be discarffech the device.

5.2 Media Object Download process

Object Download Process is the process by whichidM@bjects are downloaded onto the device and meddy for
installation.

To download Media Objects, the Download Agent tlsatresponsible for the processing of the Downloagsdiptor

performs a number of actions. If the Download Diggar contains thesuppressUserConfirmation element and the
value is equal to ‘Always’ and the server can bthatized (see section 8.3) the Download Agent MUNIT provide the

user with appropriate feedback, however for aleottases the Download Agent SHOULD provide the ustr appropriate
feedback if one of the actions fails. In all cagesDownload Agent MUST use the Status Report ma@sha(if requested in
the Download Descriptor) to give the server infnasture feedback about a possible failure of therdoad event.

Within OMA Download OTA version 2.0, there are fotypes of notifications. These notifications arexdigo provide
feedback on the status of the download and insitall@perations. These notifications can be used bgrvice to determine
how many Media Objects were downloaded and instaieif a large number of users aborted the doachl@hen they were
presented with a formal description of the Medigedb For details related to the Status Reporthaeism see section 6
Status Report Functionality.

With OMA Download OTA version 2.0, it is possible download complex structures of Media Objects assbciated
Digital Rights. In addition it is also possible tefine when a Download Transaction shall be staged Download
Transaction can be automatically initiated fromeaver. It is envisioned that many of these taskf lve executed in the
background. The user must be able to view thestz#told and ongoing downloads. The Download Ad¢btST be able to
keep a status log of the 5 latest successful dladifdownload transactions that can rendered byisiee.

5.2.1  Step 2; The Downloading Agent is launched, the Download
Descriptor is processed

The Download Agent is launched.

The Download Descriptor MUST be processed accorttinthe rules defined in Section 5.2.1.1 Proces8lates. If the
Download Agent encounters an error when parsingiatedpreting the Download Descriptor (e.g. a syrgaror) and the
Download Descriptor contains tlseippressUserConfirmation element and the value is equal to ‘Always’ and the
server can be authorized (see section 8.3) the DadnAgent MUST NOT display an error message touber. For all
other cases the Download Agent SHOULD display gor@miate error message to the user. IfirstallNotifyURI

element is present in the Download Descriptor tenDownload Agent MUST post an “Invalid Descrigtstatus report.
The device MAY skip sending a status report i§itinable to parse the Download Descriptor. ThecgeMAY select any of
the definednstallNotifyURI , in case the Download Descriptor contains multiieducts and or Media Objects.
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If the DDVersion attribute of the Download Descriptor indicatesraafor” version that is not supported by the client
device it SHOULD send an “Invalid DDVersion” stateede to theinstallNotifyURI and reject the Download
Descriptor.

If an error occurs the scenario stops at this point

5.2.1.1 Processing Rules

This specification strives to ensure forward coriijplety. The parsing and processing of first gertiena device
implementations should not become incompatibledaétianal elements are deployed. Thus, when praegdbe Download
Descriptor, the following rules apply:

» Optional elements, as defined in this specificatdST be ignored if not supported.
* Unknown elements MUST be ignored (these element¥ M@ defined outside this specification).
» If an element occurs more than once, all but tte éiccurrence MUST be ignored.

e The exception to this rule is the elements that @ecur multiple times (e.gype , mediaObject , product |,
server , text , etc). If there are more occurrences of an elertteam the Download Agent can support then the
Download Agent SHOULD accept as many elements sigpiports and after that ignore all subsequenteténalues
as redundant (i.e. in case of multiple occurrermfean element the first one has the highest pyipriEor more
information on the elements that can be occurredtiphel times, see section 7.4 XML Syntax for Dowendo
Descriptor.

5.2.2 Step 3; Capabilities Check

The Download Agent MUST use the information in B@wvnload Descriptor, at a minimum tkie , installSize (if
present) antype elements, to check whether the device is capdhlsing and/or rendering all the Media Objects ued
in the Download Descriptor. This is to prevent dosvnload of Media Objects that can not be consuometihe device.

A device MUST use thsize element to determine if it has sufficient UnalltechMemory to download all the Media
Objects included in the Download Descriptor. If thetallSize element is present in the Download Descriptor the
device MUST use this element to determine if it bafficient Unallocated Memory to download and atisall the Media
Objects. If theinstallSize element is not present in the Download Descritherdevice MUST use theze element

to determine if it has sufficient Unallocated Memdo download and install all the Media ObjectsthHé device does not
have sufficient memory to download and install #le Media Objects and the Download Descriptor doatghe
suppressUserConfirmation element and the value is equal to ‘Always’ andgberer can be authorized (see section
8.3) the Download Agent MUST terminate the downlsadsion and post a 901 “Insufficient Memory” stateport. For all
other cases the Download Agent MUST aid the usesviewing memory usage and freeing sufficient mgnto enable the
device to download and install the new Media Olsje8t a result of this event there are 3 possibteames:

0] There is sufficient memory to download and instla## Media Objects. In this case the device shoaitticue
to download and install the Media Objects.

(i) There is sufficient memory to download the Medige@bbut insufficient memory to install the Medidj8cts.
In this case the device SHOULD inform the user tiwat Media Objects can not be installed until farth
memory is made available or if applicable a differmemory space (with sufficient memory) is seldcad
give the user the option to continue with the Dayal only.

(i) There is insufficient memory to download the Me@igject. In this case the Download Agent MUST past a
“Insufficient Memory” status report and notify tlead user that it was not possible to download asthil the
Media Object.

If the Download Descriptor contains multiple Medbjects or Products and, after freeing some mentbire is still
insufficient memory to store all the Media Objeatsthe device, but enough memory to store somieeoMedia Objects, the
Download Agent SHOULD give the end user a chancediect which of the Media Objects or Products stall be
downloaded.
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If a Product is a Compound Product, the Downloag@mtdMUST handle the Product as if it is a singledMeObject when
performing any capability check. The Media Objextsa Compound Product SHOULD NOT be installed whag of the
Media Objects of the Compound Product does not tineetapabilities of the device. The Download Ag&itST show the
Compound Product as a single selectable item wlinnggthe end user a chance to select Media Objectsase of
insufficient memory.

If the based on the elements in the Download Deswmrithe Download Agent concludes that the devaoid the capability
to perform a successful installation of a Media €bjor a Compound Product, for any reason othan thaufficient
memory, the Download Agent MUST post a “Device Abdl status report. If the Download Descriptor eins the
suppressUserConfirmation element and the value is equal to ‘Always’ andgbeser can be authorized (see section
8.3) then the Download Agent MUST NOT notify thedarser. In all other cases the Download Agent SHDUWbtify the
user.

If there is more than ongpe element in the Download Descriptor then the dewt®Y continue with the download
transaction even if not all media types definethigitype element are supported by the device.

5.2.3 Step 4; User Confirmation

User confirmation is an important part of the dovad and installation process, and is required évqort 3rd parties from
surreptitiously installing Media Objects on the @ewwithout the users knowledge, however, thereuaeecases where it is
desirable to suppress the user confirmation, famgte: services where the Media Objects will be mloaded during the
night when the user will not be available.

In order to enable these use cases the DownloaeiSesin signal that user confirmation should notrdzpiested through
inclusion of thesuppressUserConfirmation element in the Download Descriptor. The DownloageAt will only
honour this request if the Download Server is atited. See section 8.3 Server Authorization foradetof how the
Download Agent can determine if the Download Seis@uthorized to request suppression of the usgirmation.

If the Download Descriptor includes teappressUserConfirmation element and the value is equal to ‘Always’ and
the Download Server can be authorized then the DmaginrAgent MUST NOT request user confirmation.

If the Download Descriptor includes thsuppressUserConfirmation element and the value is equal to
‘UserConfirmStepOnly’ and the Download Server canawthorized then the Download Agent MUST NOT retjueser
confirmation.

If the Download Descriptor includes teaeppressUserConfirmation element and the value is equal to ‘Always’ and
the Download Server can not be authorized theiDthenload Agent MUST request user confirmation ptoproceeding.

If the Download Descriptor includes thsuppressUserConfirmation element and the value is equal to
‘UserConfirmStepOnly’ and the Download Server cat he authorized then the Download Agent MUST retueser
confirmation prior to proceeding.

If the suppressUserConfirmation element is only defined at a Product level then the DowdldAgent MUST
apply the value of theuppressUserConfirmation element to all the Media Objects that belong toRheduct
If the suppressUserConfirmation element is defined at the Media Object level (iwithin individual

mediaObject elements) then the Download Agent MUST only aghby value of thesuppressUserConfirmation
to the Media Object that it is specified for.

If the suppressUserConfirmation element is defined for a Product and also foniiddial Media Objects that belong
to that Product then the Download Agent MUST asefault apply the value of theuppressUserConfirmation

element defined for the Product to all the Mediajeots specified within that Product, however if the
suppressUserConfirmation element is also defined for an individual Mediaj&ab within that Product then this
value takes precedence and overrides the valueeattfor the Product.

If the Download Descriptor includes tiseppressUserConfirmation element and the value is equal to ‘Never’ the
Download Agent MUST request user confirmation ptaproceeding.
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If the Download Descriptor does not include thgpressUserConfirmation element the Download Agent MUST
treat the Download Descriptor as if it includes thepressUserConfirmation element with the value equal to
‘Never'.

If, based on the value of teeippressUserConfirmation element(s) the Download Agent determines thae@ds to

request user confirmation then the following infatian SHOULD, if available, be presented to theruse

* name
» vendor
* size
* type

» description

* downloadTime

Additional defined textual metadata

If the Download Descriptor determines that the dewvdoes not support one or more of the media tgpespecified by the
type element(s) then the behaviour of the Download Agedependant upon whether user confirmationdsired or not:

. If user confirmation is required (i.e. the servanaot be authorized (see section 8.3) or the DmaehDescriptor
does not contain theuppressUserConfirmation element or it is present and the value equal tvéx)
then the user SHOULD be prompted to confirm if thégh to proceed with the Download. If the userades to
reject or cancel the download, based on the infaomgresented, the Download Agent MUST post a fUse
Cancelled” status report. In case of a Compound ity the Download Agent MUST NOT show to the uber
separate Media Objects of the Compound ProductViu8T show the Compound Product as a single ettitiie
User.

. If user confirmation is not required (i.e. tteippressUserConfirmation element is present in the
Download Descriptor and the value is equal to “Als’ or ‘UserConfirmStepOnly’ and the Download Ssrean
be authorized, see section 8.3) then the Downlag@ehAMUST post an “Invalid Type” status report.

The type element may occur multiple times for each Medige©b This indicates that the device is recommentted
support all the listed media types in order to sgstully download and use the complete Media Objecthis case the
Download Agent should interpret the multigigpe elements in a manner such that the order of oecaoer indicates the
decreasing importance to the user, i.e. that fjgs¢ element has the highest relevance for presentétiovould typically
be the, one or more, most important media typéetendered or executed). If the Media Object tkaged or wrapped in a
container format then the first, one or mdype elements would represent the innermost Media @hjec

5.2.4  Step 5a; Media Object retrieval

The retrieval of Media Obijects is typically perfadhusing HTTP [RFC2616] but always according to shkeme in the
objectURI  elements of the Download Descriptor. The Downldagnt MUST at a minimum support HTTP [RFC2616]
and TLS [RFC2246] and MAY support WSP [WSP] or WTMBTLS], as well as other optional protocols. Farne details
on specifics on the use of HTTP see section 5.5M3pecific Functionality.

The request for a Media Object MUST be for exatily URI specified in the descriptor, but the requdaY include
additional headers created by the Download Agent.

The mechanics of this action is explained moreeitaitlin specifications covering [RFC2616] and [WSP

If the Download Descriptor contains multiple Medbjects, the Download Agent MAY retrieve each Med@aject
sequentially or in parallel. The exact algorithm determining the order of downloads, or for dewigio perform downloads
in parallel is outside the scope of this specifaat
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If a Media Object does not exist then the Downlégént MUST post a “Loader Error” status report.
If the user aborts the retrieval of a Media Objben the Download Agent MUST post a “User Cancélidtus report.

If the Download Descriptor contains a Compound Bobdand if any of the above errors situations oéouone or more of
the Media Objects of the Compound Product, the DoatchAgent MUST discard all the Media Objects dovaadled for the
Compound Product, except when the Download Agedt Rownload Server support pause and resume, anertbe
condition is a temporary error (“Insufficient mergbor “Loss of Service”). In this latter case, tb®wnload Agent MAY
continue as defined in section 5.2.4.3 Pause asdrRe Media Object Retrieval.

5241 Media Object Retrieval of Download Timing reservation

OMA DLOTA version 2.0 supports the function of timgi reservation of the Media Objects retrieval. Thmvnload Agent
SHOULD support this function. The Download Ser&1OULD support this function. The Download AgeiuUST
advertise support for this function using UAProfater. If thedownloadTime element is present in the Download
Descriptor, the Download Agent SHOULD execute tlmavidload transactions for the Products defined & Blownload
Descriptor at the time designated by tmvnloadTime element. If the Download Agent was able to settitmer at the
time designated by thdownloadTime element and if theaeservationNotifyURI element is present in the
Download Descriptor, then the Download Agent MUSTstp a “Set Timer Success” status report to the
reservationNotifyURI . Thesize element andnstallSize element MAY be equal to zero if theze or
installSize is not known when the timing reservation Downldagscriptor is Downloaded. If theize element or
installSize element is equal to zero, tbpdateDDURI element MUST be included and the Download AgentSWiU
fetch the new Download Descriptor from thpdateDDURI to obtain the actual size of the Media Object®arducts. If
the timelnterval element is present in addition ttownloadTime element in the Download Descriptor, then the
Download Agent SHOULD execute the download transastfor the Products defined in the Download Digsor with the
desired time interval originated at the time spedifin the downloadTime element till the time specified in the
timelntervalExpire element. The Download Agent SHALL NOT execute tloavnload transactions at times later
than that specified in th@melntervalExpire element.

The process for negotiating the download time betwthe User and the Download Server is outsidestiope of this
specification. For example, the User can use apege to select the desired download time prionitéating the download
process. The Download Agent SHOULD execute the dimaeh transaction at the designated time if timeestamp
element is present in the Download Descriptor.

Before the Download Agent executes the downloaastetion at the designated time, if the Downloaddiiptor contains
updatedDDURI element, the Download Agent SHALL initiate the apdg Media Object retrieval as defined in section
5.2.4.2 Media Object Retrieval of Updated Mediadahbj If the Download Agent determines that the Meddbject has been
replaced or updated, the Download Agent MUST prde@eedefined in section 5.2.4.2.

If the Download Agent determines that tdewnloadTime element in the Download Descriptor, available la¢ t
updateDDURI , has been updated to a time in the future, the idmad SHALL NOT download any Products or Media
Objects. The Download Agent SHOULD execute the doaah transaction defined by the nelewnloadTime . If the
Download Agent was able to set the timer at thestiesignated by the updatddwnloadTime element and if the

reservationNotifyURI element is present in the updated Download Detserithen the Download Agent MUST post
a “Set Timer Success” status report to theservationNotifyURI . If timelnterval and/or
timelntervalExpire elements are updated, the new values MUST befosedl succeeding download transactions.

If the user aborts the automatic download afterDbenload Agent is ready to set the download trefisas (e.g. after the
Download Agent set a internal timer to executedbenload transaction), and if theservationNotifyURI element
is present in the Download Descriptor, then the Bload Agent MUST post a “Reservation Cancelledatist report to the
reservationNotifyURI

If the timelnterval element is present and a download transactioatisancluded before the next download transaction
(from the same Download Descriptor) shall be isiatéd from the same Download Descriptor, thenDiosvnload Agent
MUST discarded the new download transaction todteét the updating of Products or Media Objects gpdated before
the Products or Media Objects before they have deemloaded.
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If the Download Agent is not able to execute thewwload transactions at the designated time, andhé

reservationNotifyURI element is present in the Download Descriptornttiee Download Agent SHOULD post a
“Reservation Error” status report to theeservationNotifyURI . If the Download Descriptor contains the
suppressUserConfirmation element and the value is equal to ‘Always’ andgberer can be authorized (see section

8.3) the Download Agent MUST NOT present a mesdagthe User, in all other cases the Download Ag&HOULD
present a message to the User that the reservendl@imwing was not executed.

If the Download Agent is not able to execute thevaload transaction at the designated time, dubddact the device was
switched off, and the if theeservationNotifyURI element is present in the Download Descriptom ttihe Download
Agent MAY post a “Reservation Error” status reporthereservationNotifyURI or make a new download attempt

If the timelnterval element is present and it has not been possiblexezute one or more several download
transaction(s) have not been possible to executeatesignated time, then the Download Agent MMWEIT send more that
one “Reservation Error” status report per Downl@sscriptor or the Download Agent MUST only initi@enew download
attempt for the latest time interval.

If the Media Object is no longer available then ewnload Server MUST return an HTTP 410 “Gonetigtacode in
response to either a request for the actual Metljagd or a request to thgpdatedDDURI . Upon reception of an HTTP
response with this status code the Download AgadSW permenantly remove the reservation and sendsstaessage 973
reservation cancelled if threservationNotifyURI element is present in the Download Descriptothéd Download
Descriptor contains theuppressUserConfirmation element and the value is equal to ‘Always’ andgbeser can be
authorized (see section 8.3) the Download Agent MI®T present a message to the User, in all otasesthe Download
Agent SHOULD present a message to the User thae#eved download is no longer available.

The Download Agent SHOULD NOT send the status cadlesr than the Set Timer Success (971), Reserv&timr (972)
and Reservation Cancelled (973) status reporeservationNotifyURI . The Download Agent SHOULD use the
installNotifyURI to send such error status codes.

See section 6 Status Report Functionality for tetai sending reservation related notifications.

5.2.4.2 Media Object Retrieval of Updated Media Object

DLOTAVZ2 includes the functionality to replace ordgte Media Object(s) which are available and itestabn the device.
There are two ways to update the Media Object. firesemechanism makes use of thigiectiD  andobjectVersion
elements. The second mechanism uses HTTP ETag.

. Media Objects update by usinpjectID  andobjectVersion elements

This mechanism usesbjectID  and objectVersion elements to enable client based updating verifinatThe
Download Agent SHOULD support this mechanism. Tlevbload Server SHOULD support this mechanism.

When a Media Objects update is started, the Dowinlagent MUST retrieve the Download Descriptor o€ tMedia
Object(s) to be used as specified by tipelatedDDURI element. The Download Server SHALL return the Dimad
Descriptor. The Download Agent MUST discard theiesed object if it is not a Download DescriptdrupdatedDDURI

is not present in the Download Descriptor, the Dioad Agent SHALL NOT attempt to update the Medigeat(s). If the
Media Object is no longer available then the Dowdl&erver MUST return an HTTP 410 “Gone” statussdodresponse to
a request to the updatedDDURI. Upon receptionnoHATP response with this status code the Downlsgent MUST
cancel the update and MUST NOT make any furthemgits to update the Media Object. If istallNotifyURI
element is present in the Download Descriptor tienDownload Agent MUST post an “Loader Error” sgateport. If the
Download Descriptor contains the suppressUserGuafion element and the value is equal to ‘Alwaysd ghe server can
be authorized (see section 8.3) the Download AdUST NOT present a message to the User, in allrothses the
Download Agent SHOULD present a message to the Usdrthe Media Object is no longer available aad oot be
updated.

This request SHOULD be triggered by the user andly be triggered as a result of a download timiggervation. This
request MAY be sent without user confirmation ifettserver can be authorized (see section 8.2) aed th
suppressUserConfirmation element is present in the Download Descriptor thiedvalue is equal to "Always". This
request MAY also be sent without user confirmatfdhis triggered for the download timing reserizat (see section 5.2.4.1).
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When performing an update the Download Agent MUSingare the value of thebjectiD  element of existing Media
Object and the value of thebjectiD  element in the newly retrieved Download Descriptbrthe both values of the
objectID  elements are identical, then the Download AgentS\iléompare the value of tlodjectVersion elements
of the both. If the Download Descriptor containg guppressUserConfirmation element with the value set to
‘Always’ and the server can be authorized (sed@e&.3):

e The user MUST NOT be notified and:

o If the Media Object version is greater than thathaf existing Media Object the Download Agent MUST
perform the necessary tasks to update the MediadDbj

o If the Media Object version is the same or les ttieat of the existing Media Object then the Dowaalo
Agent MUST NOT download the Media Object and MUS¥tpa 958 “Version Already Available” status
report to thenstallNotifyURI.

In all other cases:

* The Download Agent MUST notify the user if the Madbject is a newer, older or same version of #tigting
objectID  of the Media Object and MUST get confirmation fréme user before proceeding.

» If the Download Agent gets confirmation from userréplace or update the Media Object, the Downlagdnt
MUST retrieve the Media Object. Before retrievirnge tMedia Object, the Download Agent MUST verify the
available capabilities as defined in section 5.2.2.

To enable updating of a Media Object, the ServerSWiunclude bothobjectID  and objectVersion elements in
mediaObject element of the Download Descriptor. The Server damose whether to enable this functionality foctea
Media Object.

If the Download Descriptor contains multipleediaObject elements or multipleroducts  elements and the Download
Agent supports the capability to download multipfiedia Objects grouped within a single Download Diggor, the
Download Agent MUST compare ithjectiD  andobjectVersion one by one for each Media Object and SHOULD
retrieve and install only updated Media ObjectdsThay help to reduce unnecessary download transact be executed.

If the Download Descriptor contains teappressUserConfirmation element with the value set to ‘Always’ and the
server can be authorized (see section 8.3) anbBakenload Descriptor contains multiple Media Objetttat can be updated
the user MUST NOT be notified, the Download Ageri 8T take each Media Object in turn and:

« If the Media Object version is greater than thathef existing Media Object the Download Agent MUGArform
the necessary tasks to update the Media Object.

» If the Media Object version is the same or les tiet of the existing Media Object the DownloadeAgMUST
NOT perform the necessary tasks to update the Medjact.

In all other cases, the Download Agent MAY offee tiiser the chance to select which Media ObjecBraducts that should
be updated.

If the Media Object with higheobjectVersion is successfully installed as defined in sectid®, then the Download
Agent MUST remove the old Media Object with lowebjectVersion . The old Media Object with lower
objectVersion , MUST NOT be removed until the new Media ObjecthwhiigherobjectVersion number has been
successfully installed as defined in section 5.3.

*  Media Object updating by using HTTP ETag

This OPTIONAL mechanism uses HTTP ETag header fisedeby [RFC2616] to enable server based updatériication.
The Download Agent MAY support this mechanism. Thevnload Server SHOULD support this mechanism.

The Download Server MUST expose the capabilityugfperting this mechanism by including the ETag leedd the HTTP
reply of the Download Descriptor if the Downloadn& supports this mechanism. The Download ServeiSW include
updatedDDURI in the Download Descriptor if it permits to use tdedia Objects updating mechanism.

The Download Agent MUST persistently store the EVatye together with thapdatedDDURI if the Download Agent
supports this mechanism.
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The Download Agent MAY send the HTTP If-None-Matoader with the persistently stored ETag value ftoenalready
retrieved Download Descriptor (i.e. the old Downddaescriptor) if the Download Agent want to confimmether it is the
newest version or not. The Download Agent MUST theaipdatedDDURI to send the HTTP request.

This request SHOULD be triggered by the user, big tequest MAY also be triggered automatically ésample the
download timing reservation function is used. Trheéguest MAY be sent without user confirmation it tkerver is an
authorized server (see section 8.2) andstifgpressUserConfirmation element is present in the DD and the value is
"Always". This request MAY also be sent without usenfirmation if it is triggered for the downlodithing reservation as
specified in section 5.2.4.1.

The Download Server MUST compare the ETag valub thieé newest version of the Download Descriptdhé Download
Server receives the HTTP If-None-Match header aedCtownload Server supports this mechanism. Therhmad Server
MUST send the new Download Descriptor to the DowdIdAgent if the comparison result shows the old Dload
Descriptor is updated. The Download Server MUSTdgtie HTTP status code (304 Not Maodified) to thendimad Agent

if the comparison result shows the old Downloadddiesor is not updated. If the Media Object islonger available then
the Download Server MUST return an HTTP 410 “Gostaltus code in response to a request tapidatedDDURI . Upon
reception of an HTTP response with this status ¢bdeDownload Agent MUST cancel the update and MBEIT make
any further attempts to update the Media ObjednifistallNotifyURI element is present in the Download Descriptor
then the Download Agent MUST post an “Loader Errstatus report. If the Download Descriptor corgaime
suppressUserConfirmation element and the value is equal to ‘Always’ andgberer can be authorized (see section
8.3) the Download Agent MUST NOT present a mesdagthe User, in all other cases the Download Ad&HOULD
present a message to the User that the Media Objrotlonger available and can not be updated.

If the Download descriptor is updated, the Downlda@dnt must apply the procedures defined for M&igect updating by
usingobjectiID  andobjectVersion elements received in the updated Download Desgript

If the Media Object with higheobjectVersion is successfully installed as defined in sectid®, then the Download
Agent MUST remove the old Media Object with lowebjectVersion . The old Media Object with lower
objectVersion , MUST NOT be removed until the new Media ObjecthwiigherobjectVersion number has been
successfully installed as defined in section 5.3.

5.2.4.3 Pause and Resume Media Object Retrieval

A Download Server SHOULD support the capabilitypafise and resume retrieval of Media Objects usiadHTTP Range
Retrieval mechanism as defined in [RFC2616]. If Brmvnload Server supports the capability to paugkrasume retrieval
of Media Objects, this capability MUST be exposedie Download Server in the Media Object respamseg the HTTP
headerAccept-Ranges with therange-unit value set tdoytes as defined in [RFC2616]. In addition, if the Medaject has an
objectld  and arobjectVersion element in the associated Download DescriptorEfhiag header in the Media Object
response MUST have the following value:

“ETag” “:” objectID"/"objectVersion

objectID=< Syntax as defined in section 7.2.3.3.5 by the objectld element in the Download Descriptor>
objectVersion=< Syntax as defined in section 7.2.3.3.6 by the objectVersion element in the Download Descriptor>

A Download Agent SHOULD support pause and resunjecbbetrieval. Media Object retrieval can be pauseinterrupted
for several reasons. The end user might decideotbppne the download, the network connectivityast,l there is no
memory available or the device gets out of poweis but of scope for this specification to defwhich events that can
pause or interrupt an on going Media Object rettiev

If the Download Agent terminates the transport @mion or detects that the transport connectidosisfor some reason, the
Download Agent SHOULD NOT discard the received eohtange if the server has exposed the suppoRdage Retrieval
with the Accept-Ranges header. The received content range shall be storddvice but it SHALL NOT be available until
before the remaining parts of the content have beemloaded and the content has been successisthllied.

If the end user or Download Agent decides to caaceaused Media Object Retrieval, the Download AdgédST post a
“User Cancelled” status report, if thestallNotifyURI element is present.
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Resumption of Media Object Retrieval can be trigdeby several events. The user might resume thaldaar manually or
the network connectivity might be restored. It ig of scope for this specification to define thdigofor the events that
should resume a paused Media Object retrieval.

Media Object Retrieval is resumed by the Downlogdikgent by sending a new GET request to ebgctURI . The
Range header MUST specify the remaining contergadhat has not been downloaded. The Download Alg&isT NOT
retrieve more than one content range. The If-Mdtehder MUST contain the value of the Etag headeviged in the
paused Media Obiject retrieval if the ETag valuavailable.

If the Media Object is no longer available then Ba@wvnload Server MAY return either an HTTP 410 “@bor an HTTP
404 “File Not Found” status code. Upon receptidram HTTP response with either of these status £dlde Download
Agent MUST cancel the attempt to resume the dowhtfahe Media Object and MUST NOT make any furthiempts to
resume the download of the Media Object. [firstallNotifyURI element is present in the Download Descriptor then
the Download Agent MUST post an “Loader Error” sgatreport. If the Download Descriptor contains the
suppressUserConfirmation element and the valugusldo ‘Always’ and the server can be authorizesk(section 8.3) the
Download Agent MUST NOT present a message to ther,Us all other cases the Download Agent SHOULBspnt a
message to the User that it was not possible torreghe download of the Media Object.

If the Download Agent receives an HTTP Status Cdd@, Precondition failed. The Media Object has hgeatated since the
Media Object retrieval was paused. The Download MgdUST post a “Media Object Updated” status repbrthe
installNotifyURI element is present and discard the saved coramgier If the Download Descriptor contains the
suppressUserConfirmation element with the value set to ‘Always’ and theveercan be authorized (see section 8.3)
the Download Agent MUST NOT notify the user. In ather cases the Download Agent MUST notify the asdr. The
Download Agent MUST then start a Media Object Upda&trieval procedure, as defined in section 222%. downloading
the new Download Descriptor from tlhpdatedDDURI . If updatedDDURI is not present in the Download Descriptor,
the Download Agent SHALL NOT perform a Media Upd@ibject retrieval procedure. Once the new DownlDadcriptor

is downloaded to the device, the Download Agent §HAontinues with “Capabilities Check” as definedsiection 5.2.2.

If the Download Agent receives an HTTP Status C2@k Partial Content, the client SHALL concatenaie $aved content
range with the received content range and contivittethe installation process as defined in secldh

A Download Agent MUST NOT attempt to resume the dimad of Media Object unless the Download Serverdxposed
this capability with the inclusion of thiccept-Ranges header as specified above.

If the Download Descriptor contains multipieediaObject  elements, multiplproduct elements or multiplécense
elements that have not been downloaded, the DowrAgent MUST continue to download the remainingdeias, Media
Objects or Licenses once the Downloading sessioresamed. The Download Agent MUST NOT allow moranttb
automatic resume retries. If the threshold is ededethe Download session SHALL be interrupted tived Downloaded
Media Objects and Licenses SHALL be discarded. 0¥er MAY retry to resume the Download transactiatheut any
limitation.

5.24.4 Object Retrieval of chunked Media Objects

A Download Agent and a Download Server MAY suppbe capability of retrieval of chunked Media Obgecising the
HTTP Range Retrieval mechanism as defined in [RAGR6The HTTP Range Retrieval mechanism can be usedier to
enable the download of Media Objects that are fattgen the maximum transfer size that may be imghdisethe underlying
network.

The Download Agent MUST NOT send the successful @load Completion Notification (i.e. Download Comjiba (981))

unless the Download Agent can complete the downtddtie entire Media Object. The Download Agent MUSOT send
the successful Install Notification (i.e. Succe880)) unless the Download Agent can successfullyalhthe entire Media
Object. The Download Agent MAY send an appropriter status code (as defined in section 6) if@Dosvnload Agent
encounters an error or the download is interrupted.

In the case where a Download Server does not supamige Retrieval but a Download Agent has reqddRenge Retrieval
the Download Server shall return the complete M&bgect. In this case, the Download Agent MUST irdiately abort the
download of the Media Object if the Download Agdoes not have enough resources to retrieve thee éédia Object and
the Download Agent MUST send the Insufficient Meyn@®01) status report if thimstallNotifyURI element is
present in the associated Download Descriptor.
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5.2.4.5 Media Objects Retrieval from Multiple Servers

If a Download Descriptor includes multipderver elements in anbjectURI  element, the Download Agent MAY fetch
the Media Object(s) or parts thereof (using the HIETP Range Retrieval mechanism as defined in [FE©) from
multiple DLOTA Servers simultaneously. The DownloAdent reconstructs Media Object(s) as soon asDivnload
Agent receives data from a subset of the DLOTA Sexv

5.2.5 Step 5b; License Retrieval

If a Media Object or Product haslieense element, the Download Agent MUST pass the contefthe license
element transparently to the appropriate LicensenfgThe License Agent MUST retrieve the appropriaicense and
report back to the Download Agent the result of theense retrieval. The Download Agent MUST incluthe License
retrieval status in any report posted to the senfeshould be noted that it is possible to ug@osnload Descriptor for the
purpose of license upgrade i.e. when the deviceatr@ady downloaded the Media Object. In this cdmee Download
Descriptor will not contain anmnediaObject  elements (see example D.9).

If the device supports OMA DRMv2 [OMADRMvV2], it MUBsupport the license element and associate furaty.

If the License Retrieval status fails with a peresarerror, the Downloading of the Media Object oodRict associated with
thelicense element MUST be interrupted and the Media Object kicense information MUST be removed from the
device.

If the License Retrieval status fails with a termgrgrerror and if pause and resume is supportedhéPbwnload Agent as
well as the Download Server, the Download transacBHALL be paused and the end user SHALL be inéatrabout the
reason for pausing the Download transaction. Theviibmad Agent MAY offer the end user to resume thewbload
transaction immediately, keep the Downloaded Mé&algect, Media Content Range or Product for latsuneption of the
Download transaction or define a time when the Doath transaction shall be resumed. If
suppressUserConfirmation is equal to true and the Download Server is aithdras defined in section 8.3, the
Download session SHALL NOT be automatically paudedng a temporary error. The Download Agent SHAtdntinue

to download as much as possible. If pause and mssmot supported, a temporary error SHALL bete@avith same
procedures as for a permanent error.

If the Download Descriptor contains a Compound Bobénd if a permanent error occur or if the DowadlAgent do not
support pause and resume, the Download Agent MUSdart all the Media Objects downloaded and Licerfee the
Compound Product.

If a download reservation (Section 5.2.4.1) is wedi for the Download Descriptor, this reservatiod$T also be used for
determining when to retrieve the License.

The Download Agent MAY perform Media Object dowrdoand License retrieval in sequence or in paraltelcase of
sequential retrieval, the License referenced st litense  element MUST be retrieved before for the downlogdf the
Media Object. If the License is associated withradBct and sequential downloading is applied, tleerise referenced by
the firstlicense  element MUST be retrieved before the first Medije@t of the Product is downloaded. In case of
parallel Media Object download and License retrigtiee retrieval of the License of the filgtense element MUST start
before or at the same time as the Downloading ®Mledia Object. If the License is associated wifPraduct and parallel
downloading is applied, the License referencedhgyfirstlicense element MUST be retrieved before the first Media
Object of the Product is downloaded.

If the license  element includes therder attribute and therder attribute is equal to theost . The contents of the
license element MUST NOT be passed to the License Agete¢santhe Media Object or Product is successfully
downloaded as defined in section 5.3.2. If théer attribute is equal tpost , the Download Agent MUST continue with
the nextlicense element. The exact algorithm for Downloading of tlenaining Licenses is not defined in this
specification.

If the Download Agent supports Progressive Downlaad receives a Download Descriptor which contains or more
license elements associated with one or more Media Olgerhents that containspaiogressiveDownloadFlag

element with the value “true”, the Download Agent)BIT NOT make the Media Object(s) available for et before the
associated License(s) have been successfully lestalhe Download Agent MUST include the Licenseiegal status in
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any report posted to the server. The exact dlgarfor determining the number of Media Objects #mel order in which
they shall be progressively downloaded is outdigestope for this specification.

5.25.1 Maintaining Media Object and License Consistency

If the device contains a License Agent and attertptspdate or delete a Media Object (that waseedd as a result of
processing a Download Descriptor that containedtarise element) then:

» If the Media Object was updated successfully, dsmee in section 5.2.4.2the Download Agent MUST inform the
appropriate License Agent (as identified by libgype  attribute that the Media Object has been updated.

» If the user wants to update a Media Object that seaseved as a result of processing a Downloadcigsr in
which the Media Object was part of a Product or @oumd Product then the Download Agent MUST attetapt
update all the Media Object(s) in the Product om@ond Product using the process described in 3.2.4.

» If the Media Object was deleted from the devices Bownload Agent SHOULD inform the appropriate lose
Agent (as identified by thiictype  attributd that the Media Object has been removed.

5.2.6  Step 6; Sending Download Completion Notification

The purpose of the Download Completion Notificatistio provide the Status Report Server with arcatibn that a Media
Object or Product was downloaded successfully.ig point in the download process the Media ObgecProduct is not
available to the user. The Download Completion fimatiion is OPTIONAL. Therefore, the Download Serreay not
receive the Download Completion Notification evethe Media Object or Product is successfully davaaled.

This step is valid only in the cases where it haenb explicitly requested. This is indicated by imithg the
downloadNotifyURI element in the Download Descriptor.

If the downloadNotifyURI element is present in the Download Descriptor #mel Download Agent support the
Download Completion Notification function, the Dolead Agent MUST send the Download Completion Nogfion (981)
status report to the address defined indbenloadNotifyURI element. If thedownloadNotifyURI is defined for a
Product, the Download Agent MAY send the Downloammletion Notification (981) status report aftee ttompletion of
retrieving all the Media Objects specified for tHatoduct in the Download Descriptor. If tli®wnloadNotifyURI
element is missing from the Download Descriptonthe Status Report can be sent.

If Download Completion Noatification is defined farProduct, Download Completion Notification MUST M®e specified
for separate Media Objects. The Download Agent MUft§card any notification request for separate edbjects if
Download Completion Notification is defined for eoBuct.

If a Product is a Compound Product, the Downloadhf@letion Notification MUST NOT be specified for septe Media
Objects of the Compound Product. It MAY only bedfied for the Product as a whole.

The Download Agent SHOULD NOT send the status camtbsr than the Download Completion Notificatior819 and
Mixed Status (970) status report talownloadNotifyURI . The Download Agent SHOULD use the
installNotifyURI to send such error status codes.

The process for sending the Download Completionifidation is the same as that for sending the Ihstatification as
explained in section 5.3.2.

5.3 Object Installation Process

Obiject installation is the process by which Medlzgedts made available for execution or rendering.

To install Media Objects, the Download Agent MUS3cause the Status Report mechanism (if requestéaei Download
Descriptor) to give the server infrastructure feszkbabout a possible failure of the installatiomrdy and MUST use the
mechanism to report on a successful installatibior details related to the Status Report mechasisensection 6 Status
Report Functionality.
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5.3.1 Step 7; Installation

The installation is a media type specific, and empéntation specific, mechanism to prepare Mediae€@bj for
rendering/execution on the device.

The functionality of this step “Installation” depishon whether the Installation Notification has rbeequested. This is
indicated by including thimstallationNotifyURI element in the Download Descriptor.

The Download Agent MUST finish both step 5a ObjBeitrieval and step 5b License Retrieval for Mediaje®ts or
Products that havelense element before starting the installation step.

In case ofnstallationNotifyURI element is defined for a Compound Product the DoathAgent MUST NOT start
the installation of the Media Objects in the CompadbuProduct, before all Media Objects and Licendethe Compound
Product are ready to be installed.

Installation Notification NOT requested

In case an Installation Notification has not beequested the download use case is terminated wieemstallation has
completed. The Media Objects can now be renderececuted.

Installation Notification requested

In case an Installation Notification has been rstge by including thénstallNotifyURI element in the Download
Descriptor, then the installation process is sptit two phases.

* The first phase (covered as step 8 in this spetifin) consists of a pre-installation where theickeyprepares the Media
Objects for rendering/execution to the largest mixfossible without actually allowing it to be usdd case of a
Product, this phase MUST be done for all the Mé&ligects of the Product before starting the secdrasbg.

* The second phase is dependant on the success éxhetep (covered as step 9 in this specificitite execution of
the Installation Notification. The Media Object{s)ll only be made available for execution/renderifighat step is

regarded as successful, however, if the Downloascigor contains th@rogressiveDownloadFlag element
with the value set to ‘true’ then the Media Objecds be made available for rendering as the Medtijgcds are being
downloaded.

These two phases are valid also in case the Dodmeacriptor and the Media Object(s) are co-dedigdp the device.

Installation is complete when the Media Object codRict has been prepared for execution/renderintherdevice, or the
Download Agent encountered an error. In either cdmestatus MUST be reported (assuming the irgitati notification has
been requested as indicated byitistalINotifyURI ) as described in section 6 Status Report Fundtigna

» If the installation succeeded the device MUST gateethe status code “Success” in the Status Regodescribed in
Section 5.3.2 “Step 8, Sending Installation Notifion”.

» If the user cancelled the downloading and installabefore the installation completed (i.e. beftre sending of the
installation notification was completed) the devidkJST generate the status code “User Cancelledthan Status
Report.

« If the installation of the Media Object or Prodfeited due to lack of memory then the device MU%herate the status
code “Insufficient Memory” in the Status Report.

» If the installation of the Media Object or Proddiaiied due to a reason independent of the end aser,some other
reason, than lack of memory then the device MUSTegate the status code “Device Aborted”.

« If the Downloading User Agent immediately rejectadMedia Object because it had characteristics thade it
impossible to execute or render on the device themevice MUST generate the status code “Non-Aetée Content”
in the Status Report.
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» If the Downloading User Agent could not install eetila Object because the elements of the retrievedidMObject
differed from the elements defined in the Downldadscriptor then the device MUST generate the stabde
“Attribute Mismatch”.

In all cases where a Status Report indicating aor & reported the Media Object, or in case ofen@ound Product all
Media Objects of the Compound Product, MUST be alided by the device except when the Download Agemt
Download Server supports pause and resume MediecOlgtrieval as define section 5.2.4.3 and itngemporary error
(“Insufficient memory” or “Loss of Service”).

Figure 2 shows the installation process. The sséakesompletion of the download transaction is ipeledent of the content
handler that will finalize the processing of therieved media type. However, the Download Agent #me approriate
content handler may negotiate during the transaetimout the device capabilities to process theerint

Client Server

v
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presented for
Download retrieval
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M edia object
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Figure 2: Installation Process

5.3.1.1 Media Object installation parameter

The elemeninstallParam MAY be used to convey installation parametersh® Media Type specific Media Object
Installer. If aninstallParam exists then the Download Agent MUST pass the vafubeinstallParam to the Media
Object Installer.

If the Media Object installer does not support iftallation parameter, the installation parametesst be ignored. If the
Media Object installer supports the installatiomgpaeter, but there is an error in the parameten #n error code (“attribute
mismatch”) SHOULD be returned as defined in seclidh4.

If the Media Object is a Composite Object thenitistallParam parameter is conveyed by the Download Agent to the
Media Object Installer of the Composite Object. Tuse of the value of this parameter is specifith® Media Object
Installer and outside the scope of this specificati

5.3.1.2 Progressive Download

It is RECOMMENDED that devices support progressd@vnload. If the device support progressive dowthlead a
Download Descriptor contains tipeogressiveDownloadFlag element with the value set to ‘true’ then wheregiole
the Download Agent SHOULD make the Media Objectsilable for rendering as the Media Object is balogvnloaded.
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As specified in section 5.5.1.2 if the device supp@rogressive download then it MUST advertise ritime/media types
that can be progressively downloaded using the OMuTloadProgressiveDLAccept header. If the Downl@abcriptor
contains arnnstallNotifyURI element for a Media Object that also pasgressiveDownloadFlag element with
the value set to ‘true’ then the Download Agent MU&tempt to send an installation noftification erthe Media Object(s)
have been downloaded, if this attempt fails the bBload Agent MUST delete the Media Object(s).

5.3.2 Step 8; Downloading of Post Licenses

If the Media Objects or Products has been sucdgs#figtalled as defined in section 5.3.1, andhé tMedia Objects or the
Products have one or maligense elements with therder attribute equal tpost , the Download Agent MUST pass
the contents of thod@&ense elements transparently to the appropriate Licekgent. The License Agent must retrieve
the appropriate License and report back to the DaachAgent the result of the License retrievahstallNotifyURI

element is defined for the Media Objectiri§taliNotifyURI element is not defined for the Media Object or Ritd
no status will be reported. If the License Retriestatus fails with a permanent error, the MedigeOis and License
information associated with thieense  element MUST be removed from the device.

If the Download Descriptor contains a Compound Bobdand if any of the above errors situations oéouone or more of
the License of the Compound Product, the Downlogdm MUST discard all the Media Objects downloaded Licenses
for the Compound Product.

If the Media Objects or Products has not been sstally installed as defined in section 5.3, thenDwad Agent MUST
not pass the contents of thieense elements to the appropriate License Agent.

5.3.3 Step 9; Sending Installation Notification

The purpose of the Status Report mechanism isaeige the download server with an indication theg Media Object or
Product has been properly received and installba flinctionality is available as the success durfa of the installation of
a Media Object or Product may be critical to exeagrtain business models within the content semgalm.

This step is valid only in the cases where it hesrbexplicitly requested, that is when thstallNotifyURI element is
included in the Download Descriptor for a Produca®ingle Media Object.

If the installNotifyURI element is present in the Download Descriptor foe owr many Media Objects, the
Installation Notification status report MUST be sémthe address defined in thestallNotifyURI element for each
Media Object. If thenstallNotifyURI element is present for a Compound Product, thellatibn Notification status
report MUST be sent after the completion of reingvall the Media Objects specified in the Downldaéscriptor for the
Compound Product. If thimstallNotifyURI element is missing from the Download Descriptortfor Media Object
and for the Product containing the Media Objeantho Status Report can be sent.

The installation status is reported by the uséhefdchema defined in thestallNotifyURI element. If the scheme is
HTTP or HTTPS then an HTTP POST request to thenddfiURL MUST be performed. However, if the trangférthe
Media Object has been performed using a differeheme than HTTP then the Download Agent MUST alsable to
execute the Installation Notification using thisrgascheme.

In case the defined scheme of the Installationfiation is HTTP or HTTPS then:

» The content of the body of the POST request MUZIuite on the first line a status code and statussage. The
table “Installation Status Code and Associated ldgssin Section 6.1 DLOTAv2 Status Reports lists thalid
status message codes and messages. The Secti®tatil? Report Formatting defines the format ofitiséallation
notification.

* In case thénstallNotifyURI is specified for a Media Object or Product that Aisense  element and the
license installation has not been already repoagdiefined in section 5.2.4.5 during progressiverrdoad, a
second line MUST be added containing the Licersistcode and status message. The status codeetepyST
be either 956 (License Retrieval Succeeded) or(Risénse Retrieval Failed). The Section 6.2 defithesformat of
the installation notification.
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* In case thénstallNotifyURI is specified for a Product, the Download Agent MAYd additional status lines
for each Media Object defined for the Product. Timvnload Agent MUST add additional status lines Ntedia
Objects defined for the Product if the status bfre@ Media Objects for the Product are not theesdm such case,
the overall installation status SHOULD be set t0 9lixed Status” error. Also the Download Agent MU&dd an
additional License retrieval status lines for edbfdia Object of the Product that hasiense element if the
license installation has not been already repatedefined in section 5.2.4.5 during progressivenioad.

 The sending of the Installation Notification is aeded as successful if the Download Agent recearetHTTP-
Response from the Status Report Server with anys2@i@s response code. All other HTTP-responsesc(izo-,
300-, 400- and 500-series HTTP-response codes) MitShandled as either temporary or permanent erfbies
Download Agent MUST implement the behaviour asdediavith response codes representing temporaryseffiar
example “401” and “407”) as defined in [RFC2616].

* No content body should be returned in the HTTP amsp, if any is sent, the Download Agent MUST igntire
body part.

» If a request brings no response, the request MAYeed, but it SHOULD NOT be retried if any resige is
received (except in case, e.g. “401 unauthorizébd® reply prompts a modified retry).

» The exception to the logic defined above is theadios of a “Well-Intentioned Attempt”. If a welitientioned
Installation Notification attempt brings no resperisom the Status Report Server then the DownlogenAMUST
equate the situation to the reception of a 20@segsponse code. This may for example occur isithation when
the Download Agent experiences a timeout befored¢bponse is received. The time to wait for the RIResponse
is implementation specific.

For other schema:

e The sending of the Installation Notification is aeded as successful if a response (the format aéhwmill be
dependant on the schema) indicating successfuptieaeof the Installation Notification is receivédm the Status
Report Server.

< If arequest brings no response, the request MAKetred.

« If a well-intentioned Installation Notification athpt brings no response from the server then thenlbad Agent
MUST equate the situation to the reception of gaease indicating that a successful reception ofltiseallation
Notification was received from the Status Reporv8e

If the Download Descriptor contains thmestallNofifyURI element for a Media Object, then the Media ObtIST
NOT be released for use at the device unless thdirgg of the installation notification succeedseTéxception to this rule
is when the Download Descriptor containpragressiveDownloadFlag element with the value set to ‘true’. In this
case, where possible, the Media Object should bderagailable for rendering as the Media Objectemdp downloaded.
Once the Media Object has been successfully dowehtbséhen the Download Agent must send the appitepiriatallation
notification, if this fails the Media Object MUSTeldeleted. If thénstallNotifyURI is defined for a Product, then
all the Media Objects of the Product MUST NOT bkeased for use at the device unless the sendinigeoinstallation
notification succeeds. For Products and Compourdiits if one or more of the Media Objects of paideontain a
progressiveDownloadFlag element with the value set to ‘true’ then, wheoegible, all Media Objects in the Product
should be made available for rendering as the M@tiigcts are being downloaded. Once all the M@&tigects have been
successfully downloaded then the Download Agent Md8nd the appropriate installation notificatidnthis fails all the
Media Objects MUST be deleted.

If no well-intentioned attempt can be made thendince MUST NOT allow for the use of the Media éx[s).

If the Download Descriptor containssappressUserConfirmation element and its value is set to ‘Always’ and the
server can be authorized then the device MUST Nofifynthe user that the download failed and it MUB3move the
Media Object from the device.

For all other cases the Download Agent MUST indidat the user that the download failed and MUSTawsrthe Media
Object from the device.
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5.3.3.1 Installation Notification Semantics

The Installation Notification mechanism should et/ a situation where the server has “knowledget the transaction
completed, but the client perceives the transa@®failed (and so prevents the release a MediadDbj Product for use in
the device). This logic has to function properlgcain situations where a proxy separates the Daehidgent and the
download server.

The Download Agent MUST make at least one wellsitimed attempt to send the Installation Notifioatio the address
defined in thenstallNotifyURI element. By “well-intentioned” is meant an attemitere the network connection is
known (to the extent possible) to be present. ¢hsiwell-intentioned” attempt cannot be made, despiultiple retries, then

the Media Object or Product MUST immediately be oged from the device.

5.4 After the Object Installation Process

After the device sent the status report, or the doad transaction completed without a Status Refibg Download
Descriptor did not include anstallNotifyURI element) then the Download Agent proceeds to ttez pfocess of the
Media Object installation.

5.4.1 Step 10; Download Confirmation and Next Step

The functionality of this step “Download Confirmati and Next Step” is dependant on whether the DoachDescriptor
conatains auppressUserConfirmation element (with the value set to ‘Always’) and ieteerver can be authorized
(see section 8.3).

» If the Download Descriptor contains a suppressUsefi@nation element and its value is set to ‘Alwagsd the server
can be authorized:

If the Download Descriptor containsnextURL element then the Download Agent SHOULD open tloviser at the
nextURL.

*  For all other cases:

When the device has downloaded all post Licenseatés, as described in step 8, sent the statustregalescribed in
step 9 above, or the download transaction compleitttbut a Status Report (the Download Descripidrribt include
an installNotifyURI element) then the Download Agent SHOULD indicate tbsult of the transaction to the
user.

The download transaction may have ended succegsfulifailed at any step of the download processhdth these
cases the Download Agent SHOULD present the ustr thie option to either continue with a local comtepecific
operation (often to render or execute the Mediae€thjor to continue with a browsing operation. Eixeeption to this
rule is when the server can be authorized (seeose8t2) and thesuppressUserConfirmation element is
present in the Download Descriptor and the valusgigal to "Always". In this case the Download AgBtUST NOT
present the user with an option dialog, if the Dmad Descriptor also containsne@xtURL element the Download
Agent MUST invoke the URL defined in tmextURL element.

If the end user selects to continue with a browsipgration then the Download Agent SHOULD invoke thRL

defined in thenextURL element. The flow control functionality implemedta&ising nextURL may link to any
resource either in the download server (that maydsa context sensitive redirection), in the priedem server, or
somewhere else.

A context sensitive redirection provides an oppatiufor a late binding for the control flow. Thisay be particularly
important for error situations, to allow the pretsgion server to optimise its response based onythe of error that
occurred.

If the nextURL element is not present in the Download Descrithten the Download Agent SHOULD offer the user
an opportunity to continue with a local operatiand MAY offer the user an opportunity to continughaa browsing
operation. The exception to this rule is when thervar can be authorized (see section 8.2) and the
suppressUserConfirmation element is present in the Download Descriptor tedvalue is equal to "Always".
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In this case the Download Agent MUST NOT presestuber with an option dialog. In the case the st selects to
continue with a browsing operation the URL to bvated is implementation specific.

The Download Agent MAY allow the user to continuéhaa local context specific operation or to congnwith a
browsing operation by browsing to thextURL before the Media Objects are downloaded and imstaln this case,
the Download Agent can download the Media Objentshie background. Also in this case, the Downloagkem
SHOULD present the user an option to browse toShpport URI from thevendor element, if available, when
downloading and installing the Media Objects fails anyway, after sending the status report if the
installNotifyURI is defined. The exception to this rule is whengherer can be authorized (see section 8.2) and
the suppressUserConfirmation element is present in the Download Descriptor #ml value is equal to
"Always". In this case the Download Agent MUST N@iesent the user with an option dialog.

5.4.2 Step 11; Sending Deletion Notification

The purpose of the Deletion Complete Notificatisntd provide the download server with an indicatibat the Media
Object has been removed from the device. The sgradithe Deletion Complete Notification is validlpin the cases where
it has been explicitly requested, that is witeheteNotifyURI element is included in the Download Descriptore Th
Download Agent MAY support this function. The Dowal Server MAY support this function.

If the deleteNotifyURI element is present in the Download Descriptorddviedia Object, then the Download Agent
MAY send the Deletion Complete Complete (991) statport to the URI specified in tlieleteNotifyURI element.
The delete notification URI MUST only be used forgée Media Objects, In case the delete notificatitRl is defined for a
Product, the Download Agent MUST discard the retjues

The Download Agent SHOULD NOT send the status amttier than the Deletion Complete (991) status tejoothe URI
specified in thedeleteNotifyURI element. The Download Agent SHOULD use thstallNotifyURI to send
such error status codes.

The process for sending the Deletion Complete Matibn is the same as that for sending the Indtalification as
explained in section 5.3.2.

The Download Agent SHOULD allow users to remove Me@bjects. When a Media Object is to be removedhfthe
device, the user SHOULD be prompted to confirm thatMedia Object may be removed. The Download AGHOULD
warn the user of any special circumstances theg¢ ahiring the deletion of the Media Object.

5.4.3 Local Content Presentation

The user experience can often be enhanced if theinigrface is graphical rather than text baséxk dptionaliconURI
provides a facility to define an icon that can kedito represent the object on the screen of thieale

If present in the Download Descriptor the URI slibcbntain a reference to a small graphical objElee means, including
capability negotiation facilities, to download teaphical object are defined in the scheme of thmenticonURI .

The support foriconURI is OPTIONAL in both the Download Descriptor as Wwas in the Download Agent. The
Download Agent SHOULD retrieve and use the spatifen if this feature is supported.

5.4.4 Persistence of Download Descriptor elements

The Download Agent MAY use the elements receivethinDownload Descriptor in association with thed\eObject at its
discretion. Some of the elements MAY be storediginstly in conjunction with the installation ofetiMedia Object.

If the Download Descriptor contains the following®nload Descriptor elements and if the Download fgipport at least
one of these elements, the Download Agent MUSTigtergtly store the Download Descriptor associatéth the Media
Object to be able to use these elements later.

The Download Descriptor element that is used fadsey deletion notification (see section 5.4.23ssfollows:

* deleteNotifyURI
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The Download Descriptor elements and HTTP headsrate used for updating Media Objects (see seétipd.2) are as
follows:

. updatedDDURI
*  objectlD
e objectVersion

. Etag header

For a Product that contains the abvove listed DoaahiDescriptor elements and HTTP header listed ghive Download
Agent MUST persistently store the elements and HT&Rder above associated with the Download Descriproduct or
Media Object to be able to use these elements dfidPHheader later.

The Download Agent is free to store the elementsvalin any format and in any location, i.e. it ist @f scope for this
specification. If a Media Object is moved to a ei#fint device with a portable memory card or mandged an external
entity, for example a PC, the elements above mdgdieand it may be impossible to invoke the praced associated with
the elements above.

5.5 HTTP Specific Functionality

5.5.1 Client capability advertisement

For download operations over HTTP [RFC2616] or HETIRFC2818] the device should advertise its cajtigsl(to the
extent possible) by using the mechanism of HTTRueet headers. The Server (or servers) supplyingDinenload
Descriptor and the Media Object should use thigrmftion to select content that is appropriatettierdevice.

The Download Agent SHOULD include the following HF headers.
*  Accept [RFC2616] (See Section 5.5.1.1)

. User-Agent [RFC2616] or UAProf [UAProf] (See Seati®.5.1.1).

55.1.1 Accept Header

If the Download Agent chooses to advertise its suiggl media types using the HTTP Accept headen the Download
Agent MUST at least advertise support of the megie of the Download Descriptor. The media typethef Download
Descriptor is as follows:

» application/vnd.oma.dd2+xml

The support of the media type must also be expdseitig the content discovery phase so that the DmadhServer can
recognize that the device supports the Downloadci@sr. Thus, the discovery application that suppdhe OMA
Download OTA version 2 Download Agent must advertise support of the media type. The Download 3ekdST
include the MIME type application/vnd.oma.dd2+xml in the Content-type hea der when a
Download Descriptor is included in a HTTP response.

See Appendix F for more information about the regign of the media type.

55.1.2 User Agent Profile Headers

The Download Agent SHOULD advertise its capabiligsing UAProf [UAProf] unless the Download Agent adises its
capability using User-Agent [RFC2616]. If the Dowatl Agent decides to advertise its capability udifgProf, the
Download Agent MUST advertise the attribute in thble below as indication in the “MUST Advertisedlemn. The
support of UAProf is OPTIONAL for both Download Agts and Download Servers.
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UAProf Attribute Description Resolution Type Sample Values MUST Advertised
Rule
OmabDownload Sent “Yes” if the device| Locked Boolean| *“Yes”, “No” The Download Agent
supports Download OTA| MUST send the “Yes” of
“No”.
OmabDownloadV | Supported Download Append Literal “2.0” The Download Agent
ersion OTA Enabler Release MUST send the
version in supported version. If the
“<major>.<minor>" Download Agent
format supported by the supports multiple
Download Agent. versions, it MAY send
multiple supported
versions.
OmabDownloadM | Number of supported Locked Literal “3”, “1000” The Download Agent
oSupported Media Objects per MUST send the value if
Product. The Download it supports multiple
Agent MUST support at Media Objects per
least one MediaObject Product.
per Product. If the
Download Agent
supports the download of
Multiple Media Objects
grouped within a single
Download Descriptor it
MUST support at least 10
Media Objects per
Product.
OmabDownloadPr| Number of supported Locked Literal “3”, “1000” The Download Agent
oductsSupported| Products per Download MUST send the value if
Descriptor. The it supports multiple
Download Agent MUST Products per Download
support at least one Descriptor.
Product per Download
Descriptor.
OmabDownloadTi| Indicates is the Device | Locked Boolean| “Yes”, “No” The Download Agent
mingReservation| supports the Download MUST send the value if
Supported Timing Reservation it supports the Downloag
functionality Timing Reservation.
OmaMediaObject Indicates is the Device | Locked Boolean| “Yes”, “No” The Download Agent
Update supports the Media MUST send the value if
Object Update using it supports Media Object
objectID and Update using objectID
objectVersion elements and objectVersion
in the Download elements in the
Descriptor Download Descriptor
OmabDownloadPd Sent “Yes” if the Locked Boolean| “Yes”, “No” The Download Agent
useResume Download Agent MUST send the attribute
supports the Pause and if it supports the Pause
Resume Object Retrieva and Resume function.
function as defined in
5.2.4.3.
OmabDownloadSg Sent “Yes” if the Locked Boolean| *“Yes”, “No” The Download Agent

rverlnitiatedDow
nload

Download Agent
supports Server Initiated

Automatic Download as

MUST send the attribute
if it supports the Server

Initiated Automatic
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UAProf Attribute Description Resolution Type Sample Values MUST Advertised
Rule
defined in 5.6. Download function.
OmabDownloadC | Sent “Yes” if the Locked Boolean| *“Yes”, “No” The Download Agent
ompletion Download Agent MUST send the attribute
supports Download if it supports the
Completion Notification Download Completion
as defined in 5.2.6. Notification function.
OmabDownloadD | Sent “Yes” if the Locked Boolean| *“Yes”, “No” The Download Agent
elation Download Agent MUST send the attribute
supports Deletion if it supports the
Notification as defined in Deletion Notification
5.4.2. function.
OMADownloadP | List of content types that| Literal Append | “video/3gpp”,| The Download Agent
rogressiveDLAcc| the device can render the “audio/mpeg” | MUST send supported
ept Media Object as it is media types that are
being downloaded. progressive
downloadable.
OMADownloadE | Sent “Yes” if the Locked Boolean| “Yes”, “No” The Download Agent
tagUpdate Download Agent MUST send the attribute
supports Media Object if it supports the Media
updated using Etag as Object update using Etag
defined in 5.2.4.2. function.
OMADownloadL | List of lictype  that the| Literal Append | “x-wap- The Download Agent
ictype device can handle. The application:dr | MUST send supported
format SHOULD be a m.ua” lictype if it supports
WAP application ID as processing thécense
defined in 7.2.3.2.8. element.
OMADownloadL | List of licmimetype Literal Append | “application/v| The Download Agent
icmimetype that the device can nd.oma.drm.ro| MAY send supported
handle. The format ap- licmimetype
MUST be a MIME media| trigger+xml”
type as defined in
7.2.3.2.8.
OMADownloadE | List of envtype that the| Literal Append | “urn:oma:xml: The Download Agent
nvironment device can handle. The di:jad:2.0” MUST send supported
format MUST be a URI envtype it supports the
as defined in 7.2.3.2.10. environment
element.

5.5.2 State Management of download transaction

State Management in the download transaction cahabpeled using multiple different methods. The migfn of these
methods is outside the scope of this specificagiorept in case for server initiated download, ssgien 5.6. This section
gives two examples of methods that MAY be suppobied Download Agent.

The state management is most relevant in a trdogatttat leverages the Status Report Functionalitythis case it is
important for the server to be able to associatedffer to download a Media Object (the Downloads@&#ptor), the actual
retrieval of the Media Object, and the Status Repor

The first method is based on the URL'’s that aréuished in the Download Descriptor. Each of the URfiday have a session
identifier parameter that allows the server to eisde the operations with each other.
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The second method is based on the use of cooldaiefaned in [HTTPSM]. This method allows the seneissue a cookie
that will be associated with each subsequent dperatithin the download transaction.

5.5.3 Transparency of Download Descriptor mechanism

The Download Descriptor download transaction meismarns designed to be transparent, i.e. from theerda handler (i.e.
GIF, JPEG, MIDI, etc.) point of view there shoulel o difference if the object was downloaded diyaasing a plain HTTP
request-response, or using the Download Descriprhanism. If the content handler or the systegeimeral, can benefit
from information conveyed in the HTTP headers, ttherse headers should be available in a transperamber.

The Download Descriptor transaction consists obEsgwequest-response pairs, all of them part @titansaction, and all of
them with associated HTTP headers. The DownloachAgJST make the headers associated with the abtadla Object

transfer available together with the Media Objéttaders associated with the other request-respperations SHOULD

NOT be exposed to the Media Object specific contanidler.

5.6 Server Initiated Automatic Download

OMA Download OTA v2 includes the ability for a Dolead Server to automatically trigger the download astallation of
a Media Object. This is achieved by pushing the Bload Descriptors to devices via push delivery metdms such as:

«  WAP Push [WAPPush]
«  MMS [MMS]

The Download Agent SHOULD support the Server ltgibAutomatic Download function. If the Download &g supports
this function, then the Download Agent MUST at tesspport [WAPPush]. The Download Server SHOULD pup the
Server Initiated Automatic Download function.

The following Push Application ID MUST be used whesing WAP Push [WAPPush] to deliver Download Dexors to
the Download Agent.

» Application ID URN:x-oma-application:dlota.ua
* Application ID binary number: Ox11 (This valuesvassigned by [OMNA].)

The Download Agent MUST be able to receive and @secDownload Descriptors that are pushed usingPigh
Application ID defined above.

Since there may be times when the Download Deseripttoo large to fit into one push message, i€.§MS is used for
underling network bearer, the Download Server MA€ (Bervice Indication [SI] or Service Loading [Sb] notify the
Download Agent that a Download Descriptor is avd#éa The Download Agent MUST support Service Intaa[SI] and
Service Loading [SL] if the Download Agent suppdtte Server Initiated Automatic Download function.

When a Download Agent receives a trigger for dowdlat MUST check if the originator of the triggeressage is in the
white list (Defined in Section 8.3) stored in tieeniinal. The Download Agent MUST only accept thigger if the originator
of the trigger is in the white list.

In the server initiated automatic download use casaalicious party can transmit a large numbetavinload triggers to a
large set of Download Agents to start a downloasisa at the same time. In order to protect antaté against Denial of
Service (DoS) attacks against Download Servergsai@n ID MAY be included inbjectURI  as specified below.

The Download Server MAY include a randomly seleatadjue Session ID in thabjectURI  of the trigger that is used to
initiate the request for the Download DescriptdieTSession ID MUST at least be 128bits long andoarty generated for
each download trigger.

Request-URI of the Download Descriptor MUST con@nURI parameter "requesttype" that MUST be sétegister”, i.e.
Request-URI takes the form of "/bmsc.homel.net/leegement?requesttype= register

Upon receiving a trigger containing tbbjectURI  for the Download Descriptor, the Download Agent SllUcontact the
Download Server and present the Session ID in thedduest message. The Request-URI of the Dowridessdriptor shall
contain an URI parameter “sessionid” that shalbéieto value of the Session ID received in theyatgng message.
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When the Download Server receives the request icomgathe Session ID, it MUST ensure that the S#sHD corresponds
to a valid Session ID that was pushed to the us@ad of the URI for the Download Descriptor. Bses where the Session
ID received does not match the Session ID sernbtvenload Server MUST reject the download request.

An example of the Request-URI is shown as follows:
/bmsc.homel.net/picture.dd?sessionid=TUIEbGVOLTE6TU IE
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6. Status Report Functionality

Within OMA Download OTA version 2.0, there are fotypes of notifications. These notifications arexdigo provide
feedback on the status of the download and install@perations. These notifications can be used bgrvice to determine
how many Media Objects were downloaded and instatieif a large number of users aborted the doashvhen they were
presented with a formal description of the Medigeob

The confirmation of a successful download and Ifstan operation is particularly useful in deplogmnts where some kind
of pay-per-transaction business model is used. Sta¢us Report can also be used to optimise theadibm of server
resources.

However, it should be noted that a server cannet &uly rely on the reception of a Status Reportridicate a completed
transaction. The device may be unable to sendtétessreport. Therefore the server needs to employst logic to discard
hanging transactions.

6.1 DLOTAv2 Status Reports

The status reports supported by OMA Download OTksiem 2.0 are followings:

» Reservation Related Notifications

Reservation Related Notifications indicate to theti® Report Server that there was a success thestter or an error
to execute the download timing reservation as $ipeldn Section 5.2.4.1. Table 1 shows the statukes that are sent to

the URI that is designated by treservationNotiryURI element as defined in section 7.2.5.4.
Status Status M essage Informative description of Status Code usage
Code

971 Set Timer Success | Indicates that the Download Agent was able totsetitmer at the time
designated by théownloadTime element.

972 Reservation Error Indicates that the Downlogém was not able to execute the download
transaction at the designated time,
973 Reservation Indicates that after receiving the Download Degorigvith timing reservation
Cancelled related elements, the Download Agent or User dsdideancel timing

reservation.

Table 1: Status codes used for Reservation Related Notifications

» Download Completion Notification

The Download Completion Notification indicates he tStatus Report Server whether the Download Agaatessfully
downloaded the Media Object or Product or not. dbenloadNotifyURI MAY be used to report the detailed
reason for failure, but only ihstallNotifyURI element is not present in the Download Descripirthe point
where this natification is sent the Media ObjectPooduct is not available to the user. Table 2 shthe status codes
that are sent to the URI that is designated bydtivenloadNotifyURI element as defined in section 7.2.3.2.11. This
notification can be used to achieve the pre-dowdiftgaMedia Objects use case [DLREQ].
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Status Status M essage Informative description of Status Code usage
Code
970 Mixed Status Indicates that the Media Objetts Broduct have different statuses.

Additional lines will contain the status for eactedla Object of the Product.
In this case the additional lines SHALL only cohsifa subset of the
following status codes allowed for the Download @bstion Notification as
specified within this table.

981 Download Indicates that the Media Object is correctly dovaled to the Download
Completion Agent. In this state, the Media Obiject is yet tabailable to the user.
982 Download Error A generic status code to indidatthe service that the device could not

successfully download the content.

If the installNotifyURI is present in the Downlo&@gscriptor the full status
report MUST contain the appropriate status codegs) Table 3.

If the installNotifyURI element is not present retDownload Descriptor the
downloadNotifyURI MAY be used to send a full stateport that provides
the detailed reason(s) for failure. In this casefthl status report MUST
include the appropriate status code(s) from Table 3

Table 2: Status codes used for Download Completion Natification

* Installation Notification

The Installation Notification indicates the instibn status of the Media Object or Product toS$tetus Report Server.
If the installation was successful the Media ObcProduct will be available to the user after Bwvnload Agent has
completed its obligations to send the Installatiutification as specified in Section 5.3.2. In ttese of a failure the
Installation Notification indicates that the Dowatb Agent encountered an error during the instaltatf the Media

Object or Product. If installation fails then theeMa Object or Product MUST be discarded exceptwthe Download

Agent will resume the download transaction as @eifinsection 5.2.4.3. Table 3 shows the statussctit# are sent to
the URI that is designated by timstallNotifyURI element as defined in section 7.2.3.2.7.

If the installNotifyURI is defined for a Product, the Download Agent SHAddnd the notification as soon as all
Media Objects are downloaded and prepared forliagta. If the installNotifyURI is defined for a Product, it
MUST NOT be defined for any of the Media Objectsha Product.

Status Status M essage Informative description of Status Code usage

Code

900 Success Indicates to the service that the Mebjact was downloaded and installed
successfully.

901 Insufficient Memory | Indicates to the servicattthe device could not accept the Media Objedt as

did not have enough storage space on the deviég eVant may occur before
or after the retrieval of the Media Object.

902 User Cancelled Indicates that the user doewaot to go through with the download
operation. The event may occur after the analysdseddownload
Descriptor, or instead of the sending of the Ithati@in Notification (i.e. the
user cancelled the download while the retrievaléiteation of the Media
Object was in process).

903 Loss of Service Indicates that the client delast network service while retrieving the Media
Object.
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.

905 Attribute Mismatch | Indicates that the Media Object does not matctelements and attributes
defined in the Download Descriptor, and that theicketherefore rejects the
Media Object.

906 Invalid Descriptor Indicates that the devicaldmot interpret the Download Descriptor. This
typically means a syntactic error.

907 Invalid Type Indicates that the device doessapiport one or more of the media types
specified by the Type(s) element.

951 Invalid DDVersion Indicates that the device wascompatible with the “major” version of the
Download Descriptor, as indicated in th®Version attribute (that is a
parameter to thmedia element).

952 Device Aborted Indicates that the device infgted, or cancelled, the retrieval of the Media
Object despite the fact that the content shoule:eaen executable on the
device. This is thus a different case from "Ingi&int Memory" and "Non-
Acceptable Content" (where the device has concltidaiit cannot use the
content).

953 Non-Acceptable Indicates that after the retrieval of the Media&ij but before sending the

Content installation notification, the Download Agent conaéd that the device cann
use the Media Object.

954 Loader Error Indicates that the URL that wasdaised for the retrieval of the Media
Object did not provide access to the Media ObjElsts may represent for
example errors of type server down, incorrect URH service errors.

955 Media Object Indicates that the Download cancelled the Mediae€tdpownload due to the

Updated fact the Media Object has been updated.
956 License Retrieval Indicates that the License retrieval for the ProdudViedia Object succeede
Success This error MUST be reported separately from othesrs. See paragraph 6
957 License Retrieval Indicates that the License retrieval for the ProdudViedia Object Failed.
Failed This error MUST be reported separately from othesrs. See paragraph 6
958 Version Already Indicates that the version of the Media Objectrieaaly available on the
Available device.
959 Envtype Not Indicates that the device does not supporethdype that was specified in
Supported environment  element of the Download Descriptor
960 Environment Interna| Indicates that the status report includes the st@taording to the specific
Status environment as returned by the environment specditent handler. A line
shall follow with the internal status code (e.gthie case of MIDP the
installation status returned by the MIDP AMS).

970 Mixed Status Indicates that the Media Objects of a Product Ithfferent statuses.

Additional lines will contain the status for eactedila Object of the Product.

Table 3: Status codes used for I nstallation Notification

» Deletion Complete Notification

The Deletion Completion Notification indicates teetStatus Report Server that the Media Object odiit has been
removed from the device, and the Media Object adBet is no longer available to the user. Tablé@ws the status

codes that are sent to the URI that is designatetdxeleteNotifyURI

element as defined in section 7.2.3.2.12.

Status
Code

Status M essage

Informative description of Status Code usage

! To be compatible with [MIDP], this specificatioses the term "Attribute Mismatch” as the statusgags.
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991 Deletion Complete Indicates that the Media €tbjeas deleted from the device.

Table 4: Status codes used for Deletion Notification

6.2 Status Report Formatting

The Status Report MUST be formatted according @ABNF syntax defined in this section. The ABNF atmn used is
defined in [RFC4234]. The terminals <DIGIT>, <WSRmd <CRLF> are also defined in [RFC4234]. The teahi
<absoluteURI> is defined in [RFC3986].

fullStatusReport = overallStatusReport [ *(CRLF aliStatusReport) ] [CRLF environmentStatus] [
CRLF]

overallStatusReport = overallDownloadStatus [ CR\ErallLicenseStatus |
overallDownloadStatus = statusLine

overallLicenseStatus = statusLine

detailStatusReport = detailDownloadStatus [ CRL&illdcenseStatus |
detailDownloadStatus = detailStatusLine

detailLicenseStatus = detailStatusLine

statusLine = statusCode 1*WSP statusDescription

detailStatusLine = absoluteURI 1*WSP statusLine

statusCode = 3DIGIT
statusDescription = *(VCHAR / WSP)

environmentStatus=*(VCHAR/WSP/CRLF/3DIGIT)

A <fullStatusReport> always contains an <overati&Report> that describes the status for the Ptadudedia Object that
contains theinstallNotifyURI . In case the <fullStatusReport> is the status ofPeoduct, additional
<detailStatusReport> elements MAY be included, doe each Media Object within the Product. The addal
<detailStatusReport> elements, one for each Metijgd of the Product, MUST be included in caseNtelia Objects of
the Product do not have the same Status for dowimgathe Media Object, or in case any of the Medlgects of the
Product has Bcense  element.

If the Media Object or Product containslieense element then the <overallStatusReport> or <detiliSReport>
element defining the status of the Media Object Broduct MUST contain an <overallLicenseStatus> or
<detailLicenseStatus> respectively.

The <statusCode> report element MUST be a Statude Gxs defined in Table 1 to Table 4 in section @lhe
<statusDescription> MUST be a Status Message dmedefn Table 1 to Table 4 in section 6.1. The ks@ode> and
<statusDescription> for a single <statusLine> nigsbbtained from the same row from Table 1 to Tdhilesection 5.2.

If the Media Object or Product contains anvironment element then the <overallStatusReport> MAY contain
<environmentStatus> element. The <statusCode> texpdor the <statusLine> within the <overallStatapBrt> of a
<fullStatusReport> that contains a <environmentStatlement MUST be set to 960.
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The <statusCode> reported for the <statusLine>iwithe <overallStatusReport> of a Product MUST ékts 970 in case
the download Status Code of the Media Objects @Pioduct are not all equal.

Examples of the status report message is show jrergtix E.4.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DLOTA-V2_0-20110329-A Page 43 (87)

7. Download Descriptor

The Download Descriptor is a collection of elementsed to describe a Media Object. The defined ehsnare specified to
allow the Download Agent to identify, retrieve, amstall Media Objects. It may also be used by dpelication that is
actually processing the Media Object (the Conteamidiler); the Download Descriptor may contain megiecific elements.

Section 7.2 defines the semantics of the DownloadcBptor. The XML schema of the Download Descrifigodefined in
[DDXSD].

7.1 Download Descriptor

The Download Descriptor is used by the Download migend by the content handler that ultimately psses the Media
Object. The Download Descriptor may for examplelude content handler specific elements. The Dowhlégent

SHOULD expose the complete Download Descriptorh® tontent handler (at the request of the contandler. The
interface may be the same as for HTTP headers).

The descriptor allows the device to verify that desired Media Object is suitable for the devicokeebeing loaded. It also
allows Media Object-specific elements (parameterdle supplied to the relevant content handler.

The client device MUST use the MIME media type deml by the transport or packaging mechanism tatiigea
Download Descriptor object. The MIME media typel&fined in Section 7.4 XML Syntax for Download Degtor.

A predefined set of elements is specified to alktbw Download Agent software to identify, retriewand install Media
Obijects. All elements appearing in the DownloaddBipsor are made available to the content handi¢he media type that
the Download Descriptor references.

Basically, a Download Descriptor contains a singledia element. Thignedia element optionally consists of a single
vendor element and one or mopgoduct elements. Th@roduct elements in turn contain multipleediaObject
elements. A more detailed description of this dtireccan be found in the next sections. See Seétibffior the exact XML
syntax.

7.2 Download Descriptor elements and attributes

The elements and attributes in the descriptor M8 Tormatted according to the syntax defined indbetion 7.4. If not,
then an error code “Invalid Descriptor” MUST beurgted in the status report. However, it will in garases be impossible
to send the error code in case of a Download Dageerihat cannot be parsed properly due to formgtirrors.

Descriptors retrieved via HTTP should use the stedhdHTTP content negotiation mechanisms, such asGbntent-
Encoding header and the Content-Type charset p&atredecode the stream to the preferred charaetefor the actual
MIME media type representation of the Download Digsor.

Each element and attribute is defined using tHev@hg properties:
Name - The name of the element
Definition - A statement that clearly represents the concepeasential nature of the element

Status - Whether the element is Mandatory — it MUST be ideldi in a valid Download Descriptor - or Option&AY be
included in the Download Descriptor. The propeitgoadefines if support for the functionality is mptal or mandatory in
the Download Agent.

Datatype - Indicates the type of data that can be represéntie: value of the element
Refinement - A qualifier that makes the meaning of the elememtower or more specific
Comment - A remark concerning the application of the element

The elements and attributes are defined in thevotig sections.
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7.2.1.1

1.2.2

7.2.2.1

— =

DDvVersion

Name DDVersion

Definition Attribute defining the version of the Download Degtor.

Status Download Descriptor: Mandatory. User Agent: Optiona

Datatype String (decimal)

Refinement

Comment The format of théDVersion is “major.minor”. A Download Agent not
supporting the “major” version of the Download Degtor version SHOULD send
an “Invalid DDVersion” status code to thestallNotifyURI and reject the
Download Descriptor. The device MAY skip sendingtatus report if it is unable
to parse the Download Descriptor
The “minor” version is used to differentiate betwdmackwards compatible
versions of the Download Descriptor.
The version of the Download Descriptor definedhiis specification is “2.0”.
The defaulDDVersion , when the attribute is omitted from the Download
Descriptor, is “1.0”

vendor

Name vendor

Definition Information over the organisation that providesMeia Object. It consists of a
name, ahome, alogo and asupport element.

Status Download Descriptor: Optional. User Agent: Optional

Datatype The parent element ofame, home, logo , support

Refinement Does not have any particular semantics, is intefioledser interpretation.

Comment The element MAY be displayed to the user duringgitgtion. The element MAY
be used by the Download Agent to create a uniqueerfar the Media Object whe
it is stored in the device. The Download Agent MANow the user to follow any o
the optionally define URI’s for more informationalt the vendor.

name

Name name

Definition If defined as child element ofiediaObject , a user readable name of the Media
Object that identifies the object to the user.dfides as child element géndor
a user readable name of the organisation proviiagledia Objects.

Status Download Descriptor: Optional. User Agent: Optional

Datatype String

Refinement Does not have any particular semantics, is inteffioledser interpretation.

Comment The client MAY use th@ame as the default storage name, or as a part of the
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storage name if it is defined as a child elemenhefmediaObject . The
Download Agent MAY also use threame element of the vendor to ensure
unigueness between names. The client MAY additipnesle theteext elements of
themeta element for generating storage names.

7.2.2.2 home

Name home

Definition The optional URI pointing to the Home page of thendor.

Status Download Descriptor: Optional. User Agent: Optional

Datatype URI [RFC3986]

Refinement -

Comment The Download Agent MAY allow the user to browsetie URI to obtain additiond|

information about the vendor.

7.2.2.3 logo

Name logo

Definition The optional URI pointing to a vendor specific inrag

Status Download Descriptor: Optional. User Agent: Optional

Datatype URI [RFC3986]

Refinement -

Comment The Download Agent MAY use this URI to obtain tlgd of the vendor and

present it to the user.

7.2.2.4 support

Name support

Definition The optional URI pointing to the Support page & Yfendor.

Status Download Descriptor: Optional. User Agent: Optional

Datatype URI [RFC3986]

Refinement -

Comment The Download Agent MAY allow the user to browselte URI to obtain vendor

specific support information. The vendor could présa context specific page to
the user, helping the user to recover from a faillednload.

7.2.3 product

Name product
Definition Container of one or more Media Objects.
Status Download Descriptor: Mandatory. User Agent: Mandgato
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Datatype The parent element ofieta andmediaObject

Refinement The Product can be marked as a Compound Prodwsddiyig acompound
attribute. When the Product is defined to be a Gmumg Product, the Download
Agent MUST handle the contained Media Objects #dsfa single Media Object
during the capabilities check, or when sendingalhstownload or delete
notification. For a Compound Product notificatidielST not be defined for any
Media Object of the Product, only for the Productavhole.

Comment This element wraps the media objects and generia m®rmation about the
Product

The Download Agent MUST accept at least pneduct element in a single
Download Descriptor.

7.2.3.1 compound

Name compound

Definition Attribute for a Product that defines the Produdvéca Compound Product.
Status Download Descriptor: Optionally. User Agent: Marmfgt

Datatype Boolean

Refinement True means that the Product is a Compound ProAdditional processing rules
exist for such Product.

False means that the Product is just a collectidviemlia Objects. The Download
Agent MAY however treat the Media Objects as sepagatities.

If not defined, the default value is false.

Comment -

7.2.3.2 meta

Name meta

Definition Container of Media Object or Product specific mafarmation.

Status Download Descriptor: Optional. User Agent: Mandgtor

Datatype The parent element ofame, description ,text ,infoURL ,iconURI ,
installParam , installNotifyURI ,license |, environment ,

downloadNotifyURI  , deleteNotifyURI and
suppressUserConfirmation

Refinement Themeta element contains several of the other defined ehsithat are both valid
for Product and Media Object. The semantics ofleenents in theneta element
differ slightly as defined below:

For elements, except thieense  element or notification elements: The

Download Agent SHOULD use the value as definedHerMedia Object. If an
element is not defined for the Media Object, budefined for the Product, the
Download Agent SHOULD use thoduct elements as if they are also defined
for the Media Object.

For notification elements: If defined for a Produbie notification elements MUST|
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NOT be defined for any of the Media Objects witthie Product. Notifications
should be done when all Media Objects of the Prodace the same state. If a
notification element is defined at product levhikn the same notification elemen
defined for Media Objects within the Product SHOURh®ignored by the
Download Agent for such Media Objects.

if

Forlicense element: When defined for a Media Object or Prodihe
Download Agent MUST pass the contents oflibense  element to the
appropriate License Agent. The element can be egfiar the Product and for zerp
or more of the Media Objects of the Product. Is tase, the Download Agent
MUST pass all the contents of theense  elements to the appropriate License
Agent as separate requests.

The suppressUserConfirmation element can be defihbdth the Product level ar|d
the Media Object level, see section 5.2.3 for detai

Comment -

7.2.3.2.1 name

Name is defined in section 7.2.2.1

7.2.3.2.2 description
Name description
Definition A short textual description of the Media Object
Status Download Descriptor: Optional. User Agent: Optional
Datatype String

Refinement Does not have any particular semantics, is intefioledser interpretation.

Comment Thedescription element SHOULD be displayed to the user before the
download of the Media Object is accepted by thelee.

Thedescription element allows the user a last check before Hreséction is

completed.
7.2.3.2.3 text
Name text
Definition Container that defines additional Media Object tgpecific textual meta data.
Status Download Descriptor: Optional. User Agent: Optional
Datatype An element to includal anddisplay attributes

Refinement This element contains textual information that doesshave any particular
semantics, and is intended for user interpretation

The element has two xml attributes that providerimiation about the semantics
(id ), and a user readable string defining the semm(tisplay ).

Comment The Download Agent MAY use the information for geateng storage names. The
Download Agent SHOULD present the contents andsémeantics string to the usér
when providing information to the user about a Roar Media Object.
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7.2.3.2.4 infoURL

Name infoURL

Definition A URL for further describing the Media Object
Status Download Descriptor: Optional. User Agent: Optional
Datatype URL [RFC3986]

Refinement Does not have any particular semantics, is intefioledser interpretation.

Comment TheinfoURL can be used to retrieve information that describesviedia Object.
7.2.3.2.5 iconURI
Name iconURI

Definition The URI of an icon

Status Download Descriptor: Optional. User Agent: Optional
Datatype URI [RFC3986]
Refinement -
Comment TheiconURI may be used by the client to represent the Methiad (e.g. an
application) in the user interface (e.g. applicatisanager).
7.2.3.2.6 installParam
Name installParam
Definition An installation parameter associated with the doaded Media Object
Status Download Descriptor: Optional. User Agent: Optional
Datatype Opagque text string
Refinement -
Comment The value is an opaque text string that is hangetido Download Agent to the

Media Object Installer. The syntax and semantighefopaque string is relevant
only to the particular Media Object Installer. TWedue is fully transparent to the
Download Agent.

7.2.3.2.7 instalINotifyURI
Name installNotifyURI
Definition The URI (or usually URL) to which an Installatiotaiis Report is to be sent, either
in case of a successful completion of the downloadh case of a failure.
Status Download Descriptor: Optional. User Agent: Mandgtor
Datatype URI [RFC3986]
Refinement -
Comment If the installNotifyURI element is defined then the Download Agent MUST
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send an Installation Status Report both in the ofseaccess and any kind of
failure. The status code is as defined in Table 3.

If the element is missing then no Installation @&aReport can be issued, neither
success nor for failure.

The Download Agent posts a status-report to this. URe URI is used both to
report errors and process aborts, as well as ify\wbe successful installation of th
Media Object.

for

7.2.3.2.8 license

Name

license

Definition

Status

Datatype

Refinement

Comment

Information for a License Agent to retrieve a Liserfor the Product or Media
Object.

Download Descriptor: Optional. User Agent: Optio(sde below)

XML schemaany and its XML attributdictype  is an URI[RFC3986] and its
XML attribute licmediatype is a MIME media type of the embedded license

Theorder attribute can be used to define that the licenf@mation shall be
passed to the License Agent after the Media OlgjeBroduct has been
downloaded.

This element wraps the License specific meta inédiom described by namespac
qualified XML elements. Thiéctype  value unambiguously identifies the
information set that can be included insideltbense  element and the License
Agent that is able to retrieve the License forMetia Object or Product. If the
License Agent is unknown then the Download AgenO&HD abort the download
transaction. The possible valuediofype = SHOULD be a WAP Push
application ID as registered by [OMNA]. Thiemediatype value identifies
the MIME media type that can be included insidelitense element. If the
MIME media type is unknown then the Download Ag8RIOULD abort the
download transaction. The valuesnaimelictype = MUST be a MIME media
type as defined in [RFC2046].

If the Device supports OMA DRM v2.0 then the DevMBE/ST support the
licence element and the processing of titkence element as defined in
sections 5.3.2 and 5.2.5. If the Device does nppsrt OMA DRM v2.0 the

Device MAY support théicense  element.

7.2.3.2.9 order

Name

order

Definition

Status
Datatype

Refinement

Attribute for alicense  that defines whether Download Agent is free toost®o
when the contents of the license element shallkissedl to the License Agent or
whether the contents of the license element skegtlassed to the License Agent
after the Media Object or Product has been Dowrddad

Download Descriptor: Optional. User Agent: Mandgtor
String

any means that the Download Agent is free to chosemti@ass the License
information to the License Agent.
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post means that the License information MUST not bespdso the License
Agent until the associated Media Object or Prodhast been completely
Downloaded and Installed.

Comment -
7.2.3.2.10 environment
Name environment
Definition Containgr of execution environment specific metadegeded for the Media Objeqt
processing.
Status Download Descriptor: Optional. User Agent: Optio(sde below)
Datatype XML schemaany and its XML attribute “envtype” is an URI [RFC3986
Refinement
Comment This element wraps the environment specific metarination described by

namespace qualified XML elements. Térvtype value unambiguously identifie
the information set that can be included insidesti?dronment  element and the
content handler of the Media Object. If the conteantdler is unknown then the
client SHOULD abort the download transaction ansitploe “Envtype Not
Supported” (959) status report if thestallNotifyURI element is present in
the Download Descriptor. The possible valuesmiftype , syntax and semantics
of the internal meta data structures depend orratpanvironment specific
standards.

2]

If the device supports MIDP content then the deWitéST support the
environment element and the processing of revironment  element as
defined in section 10. If the device does not sup®IDP the device MAY
support theenvironment  element.

7.2.3.2.11 downloadNotifyURI

Name downloadNotifyURI

Definition The URI (usually URL) to which a completion of ddwad is to be sent.

Status Download Descriptor: Optional. User Agent: Optional

Datatype URI [RFC3986]

Refinement -

Comment The Download Server MAY include tldownloadNotifyURI element into the

—

Download Descriptor if it wants to receive the Ddwad Completion Status Repo
from the Download Agent.

If the element is defined then the Download AgertYvsend a Download
Completion Status Report in the case of downloadptetion. The status code is as
defined in Table 2 (Section 5.3 Object InstallatRnocess).

If the element is missing then Download Completgtatus Report SHALL NOT
be issued.
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7.2.3.2.12 deleteNotifyURI

Name deleteNotifyURI

Definition The URI (usually URL) to which a delete completisrio be sent.

Status Download Descriptor: Optional. User Agent: Optional

Datatype URI [RFC3986]

Refinement -

Comment The Download Server MAY include tlieleteNotifyURI element into the

Download Descriptor if it wants to receive the Diele Complete status report from
the Download Agent.

If the element is defined then the Download AgetYvsend the Deletion
Complete status report in the case where the MeHtjact is deleted. The status
code is as defined in Table 4 (5.3 Object InstalfaProcess).

If the element is missing then Deletion Complet&t Report SHALL NOT be
issued.

7.2.3.3 mediaObject

Name mediaObject

Definition Container of Media Object specific information &trieve the Media Object.

Status Download Descriptor: Optional. User Agent: Mandgtor

Datatype The Parent element afeta, size , installSize , type , objectlID
objectVesion , progressiveDownloadFlag andobjectURI

Refinement Download Descriptors will normally contain at leastemediaObject element,
however it is possible for a Download Descriptocémtain namediaObject
elements. This is allowed for the purposes ofdpanting DRM specific licence
information to facilitate the retrieval of licenseben the content is already
available on the device.

54

If the Download Descriptor does not contain amgdiaObject elements then the
Download Descriptor MUST containliaense  element specified within the
meta element of th@roduct element.

If a Download Agent receives a Download Descripi@t does not contain any
mediaObject elements and nlicense  element specified within thaeta
element of thggroduct element the Download Agent MUST discard the
Download Descriptor and if anstallNotifyURI element is present in the
Download Descriptor the Download Agent MUST po80& “Invalid Descriptor”
status report.

Comment This element wraps the media object specific infation to retrieve the media
object.

7.2.3.3.1 meta

Meta is defined in section 7.2.3.1
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7.2.3.3.2 size

Name size

Definition The number of bytes to be downloaded from the WRIthe Download Size of thg
Media Object.

Status Download Descriptor: Mandatory. User Agent: Mandgato

Datatype Non Negative Integer

Refinement -

Comment Thesize element defines the Download Size for the Medig@€itand can be
used to allocate sufficiently large data buffensdownloading the Media Object.
The storage size may be different from the DownlSe, if for example,
compression or some packaging format is used.

Thesize equals to zero “0” may be used if the size ofNfeslia Object is
unknown when the Download Descriptor is createds Tiray be happened when
download reservation is taken place.

7.2.3.3.3 installSize

Name installSize

Definition The number of bytes of Unallocated Memory thaeiguired in order to download
and install the Media Object. The value of thesenants represents the total
amount of Unallocated Memory required to download mstall the Media Object.

Status Download Descriptor: Optional. User Agent: Managto

Datatype Positive integer

Refinement -

Comment If present thenstallSize element specifies the number of bytes of
Unallocated Memory that that is required for sustidsdownload and installation
of the Media Object. This element can be used bybtbwnload Agent to
determine if it has sufficient storage space tornload and install the Media
Object. If present and if no additional memoryeaguired to install the Media
Object then the value of this element MUST be etu#thesize element.

7.2.3.34 type

Name type

Definition The MIME media type of the Media Object

Status Download Descriptor: Mandatory. User Agent: Mandgato

Datatype MIME Media type

Refinement -

Comment Thetype element indicates the media type of the objebietexecuted or
rendered. Théype element may occur multiple times in case the tlimvice
needs to support multiple media types in ordertzg@ss a composite object or a
packaging mechanism. The value of thyge element MAY be different from the
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media type indicated in the HTTP header “contepetyas transport packaging
MAY be used.
Thetype element(s) SHOULD be used by the client to evalitatcapabilities
relative to the content to be downloaded.
Thetype element is used to indicate to the client if thedi& Object to be
downloaded has a media type that is supportedédoglibnt. If thetype is not
supported then the client SHOULD abort the downlvadsaction.
The device MUST support multiple occurrences oft{ipe element per Media
Object in the Download Descriptor.
7.2.3.3.5 objectID

Name objectlD

Definition The identification of the media object

Status Download Descriptor: Optional. User Agent: Mandgtor

Datatype URI [RFC3986]

Refinement -

Comment The Download Agent MUST use the object ID to idigntihe object.
TheobjectID field MUST contain a globally unique identifierrfthis Media
Object. The value MUST be encoded using US-ASCtbeing. The value MUST
be a unique URI according to [RFC3986]. The usglabally unique object ID is
required for OMA DLOTAV2 and it is the responsitjilof the content author to
guarantee the uniqueness of tiigectiD  within their own namespace.
This element MUST be present when the Download fy@sc contains an
objectURI  element.
This element MUST be present along wathjectVersion element if the
Download Server wants to enable updating Media @lf{gctionality.

7.2.3.3.6 objectVersion

Name objectVersion

Definition The version of the Object

Status Download Descriptor: Optional. User Agent: Mandgtor

Datatype String (decimal)

Refinement -

Comment The format of thebjectVersion is “major.minor”. TheobjectVersion
element shall be incremented if the correspondiedienobject is updated.
This element MUST be present along wathjectiD  element if the Download
Agent wants to enable updating Media Object fumetiiby.
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7.2.3.3.7 progressiveDownloadFlag

Name progressiveDownloadFlag

Definition A flag that indicates if the Media Object is todemdered as it is being downloaded.

Status Download Descriptor: Optional. User Agent: Optional
Datatype Boolean
Refinement “true” means that the client may render the MedgeCt as it is being downloaded,

if the client has this capability

“false” means that the client is to download arehthender the Media Object sonfe
time later. The Media Object is not to be reproduas it is being downloaded.

If the Media Obiject of the Product containing thedi& Object has a license
element, the Download Agent MUST NOT make the Méligect(s) available for
rendering before the License has been successfstigiled..

Comment If this element is missing, the Media Object is twbe reproduced as it is being
downloaded.
7.2.3.3.8 suppressUserConfirmation
Name suppressUserConfirmation
Definition Used to indicate that the Download Agent shouldraqtiest user confirmation.
Status Download Descriptor: Optional. User Agent: Mandgtor
Datatype String Enurmeration: “Always”, “UserConfirmStepOhlyNever”

Refinement The suppressUserConfirmation element can be deéihbdth the Product level arjd
the Media Object level, see section 5.2.3 for detai

Comment The Download Server MAY include tlsaippressUserConfirmation
element in Download Descriptor. When this is présewl the value is ‘Always’
AND the Download Server can be authorized (seemse8t3) then the Download
Agent MUST NOT request user confirmation at anynpoi the download process|.

When this is present and the value is ‘UserConftep©nly’ AND the Download
Server can be authorized (see section 8.3) theDdhenload Agent MUST NOT
request user confirmation prior to downloading Mexdia Object i.e. step 4 (sectio
5.2.3) should be skipped. For all other appropretints in the download process
the Download Agent may require user confirmati@g sections (5.1 to 5.4) for
details. When this is present and the value is &dahen the Download Agent
MUST request user confirmation prior to downloadihg Media Object and may
have to during other appropriate points in the doath process, see sections (5.1 to
5.4) for details.

>

When this element is not present the Download AQHAET treat the Download
Descriptor as if thsuppressUserConfirmation is present and equal to
‘Never'.
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7.2.3.3.9 objectURI

Name objectURI

Definition TheobjectURI contains one or marserver elements that define the set of
URI's that can be used to Download the Media ObjElee Download Agent can
choose any of the URI's

Status Download Descriptor: Mandatory. User Agent: Mandgato

Datatype The parent element server.

Refinement -

Comment -

7.2.3.3.10 server

Name server

Definition The URI (usually URL) from which the Media Objeetrche loaded.

Status Download Descriptor: Mandatory. User Agent: Mandgato

Datatype URI [RFC3986]

Refinement -

Comment The Download Agent MUST be able to use an HTTP @&Ereference this URI in

order to retrieve the Media Object.

7.2.3.3.11 objectValidityTime
Name objectValidityTime

Definition The time limit indicates whether the Media Objexvolatile, i.e. has an
expiration date.

Status Download Descriptor: Optional. User Agent: Optional
Datatype dateTime

Values of type datetime MUST conform to a singlédal representation defined
in in section 3.2.7 of [XMLSchema]. This lexicapresentation is the extended
format CCYY-MM-DDThh:mm:ssZ where CC denotes thetoey, YY denotes
the year, MM denotes the month, DD denotes the Baythe date/time
separator, hh, mm, ss represent the hour, minatesecond respectively, and Z
the mandatory UTC indicator. For example, 2002-1228:59:59Z represents
December 31st, 2002, 23:59:59 UTC.

is

Refinement -

Comment If this attribute is missing, the Media Object @ansidered as persistent. If it is
present the Media Object is said volatile.

The Download Agent MAY inform the user that somedideObjects are obsolete
and the user can choose whether the Media Objalittshdeleted or not.
Deletion of obsolete Media Objects can be triggdrgdeveral criteria such as:

- Available memory is less than a critical thresheld;, 5 %.
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- Periodic garbage collection.
- Validity time has expired.

It is out of scope for this specification to defive events that can trigger
automatic deletion of obsolete Media Objects.

Complementary behaviours:

- If the user attempts to delete the Media Objeettithe prior to validity
expiration time, the Media Object MUST be deleted.

- If suppressUserConfirmation is present and the value is equal|to
‘Always’ or ‘UserConfirmStepOnly’ and the Downlo&grver can be
authorized, then the Download Agent SHOULD NOT esju
confirmation from the user in order to proceed wtité deletion of the
Media Object.

- If deleteNotifyURI is present then the Download Agent MAY
inform the server of the deletion of the Media @bje

7.2.4 updatedDDURI
Name updatedDDURI

Definition The URI to which the Download Agent MUST retrietxe tDownload Descriptor o
updated Media Object(s).

Status Download Descriptor: Optional. User Agent: Optional

Datatype URI [RFC3986]

Refinement -

Comment The Download Agent MUST be able to use an HTTP @&Efeference this URI in

order to retrieve the Download Descriptor of updditedia Objects.

7.2.5 reservation

Name reservation

Definition Inlcudes all reservation parameters that definesnwtontent shall be downloaded,.

Status Download Descriptor: Optional. User Agent: Optional

Datatype The parent element tifnestamp, download time, interval and
reservationNotifyURI

Refinement -

Comment Thereservation element is a wrapper for all parameters that defthen a

Media Object or Product shall be downloaded antoptly with which interval
the Media Object shall be downloaded.

7.25.1 timestamp

Name timestamp

Definition The time measured by the Download Server.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-EnablerTestSpec-20110101-1



OMA-TS-DLOTA-V2_0-20110329-A Page 57 (87)

7.2.5.2

7.2.5.3

7.253.1

Status
Datatype
Refinement

Comment

Download Descriptor: Optional. User Agent: Optional

dateTime

Values of type datetime MUST conform to a singbddal representation defined in
section 3.2.7 of [XMLSchema]. This lexical represgion is the extended format

CCYY-MM-DDThh:mm:ssZ where CC denotes the centity,denotes the year,

MM denotes the month, DD denotes the day, T igldte/time separator, hh, mm,
ss represent the hour, minute, and second respbgtand Z is the mandatory UTC
indicator. For example, 2002-12-31T23:59:59Z repnés December 31st, 2002,
23:59:59 UTC.

downloadTime

downloadTime

Name

Definition The time for the automatic download.

Status Download Descriptor: Optional. User Agent: Optional

Datatype dateTime

Refinement -

Comment Values of type datetime MUST conform to a singbédal representation defined in
section 3.2.7 of [XMLSchema]. This lexical represgion is the extended format
CCYY-MM-DDThh:mm:ssZ where CC denotes the centity,denotes the year,
MM denotes the month, DD denotes the day, T igidte/time separator, hh, mm,
ss represent the hour, minute, and second respbigtand Z is the mandatory UTC
indicator. For example, 2002-12-31T23:59:59Z repnés December 5712002,
23:59:59 UTC.

interval

Name interval

Definition Container of time interval related information

Status Download Descriptor: Optional. User Agent: Optional

Datatype The parent element tifnelnterval andtimelntervalExpire

Refinement -

Comment This element wraps the time interval related infation for download reservation
functionality. This element contaitisnelnterval , timelntervalExpire
elements.

timelnterval

Name timelnterval

Definition The time interval for planned download

Status Download Descriptor: Optional. User Agent: Optional

Datatype Duration
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Refinement Values of type duration MUST conform to a repreagah defined in section 3.2.6
of [XMLSchema]. The lexical representation for dioa is the extended format P
MnDTnHNM, where nM represents the number of moniisthe number of days,
'T' is the date/time separator, nH the number officand nM the number of
minutes. The number of years and seconds SHALIbaatsed. A preceding minu
sign (*-) is not allowed.

v)

For example, P12H represents 12 hours interval.

Comment The Download Server MAY includi@melnterval element into Download
Descriptor if the Download Server wants to exe¢hieedownload transaction with
the desired time interval. The Download Server SHAdcludedownloadTime

element iftimelnterval element is presented in the Download Descriptbe T
Download Agent SHOULD execute the download transadit or after the desired
time indicated bylownloadTime andtimelnterval element. The desired
time can be caluculated lblpwnloadTime + n xtimelnterval (n=0,1,2,
o).
Adding duration to dateTime is specified in sectioof [XMLSchema].
7.2.5.3.2 timelntervalExpire

Name timelntervalExpire

Definition The time limit for planned download.

Status Download Descriptor: Optional. User Agent: Optional

Datatype dateTime

Refinement Values of type datetime MUST conform to a singbédal representation defined in
section 3.2.7 of [XMLSchema]. This lexical represgion is the extended format
CCYY-MM-DDThh:mm:ssZ where CC denotes the centity,denotes the year,
MM denotes the month, DD denotes the day, T igldie/time separator, hh, mm,
ss represent the hour, minute, and second respbigtand Z is the mandatory UTC
indicator. For example, 2002-12-31T23:59:59Z repnés December 31st, 2002,
23:59:59 UTC.

Comment The Download Server MAY includémelntervalExpire element into
Download Descriptor if the Download Server wantgxecute the download
transaction at the desired time interval. The Doad|Server MUST include
timelntervalExpire element iftimelnterval element is presented in th
Download Descriptor. The Download Agent SHALL ngteute the download
transaction at or after the time indicatedtioyelntervalExpire element.

D

7.2.5.4 reservationNotifyURI

Name reservationNotifyURI

Definition A URL to which a reservation status report is tcsbat.

Status Download Descriptor: Optional. User Agent: Optional

Datatype URI [RFC3986]

Refinement -

Comment The Download Server MAY includeservationNotifyURI element into
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Download Descriptor if the Download Server wantsdceive the Reservation
Related Notifications as defined in section 6.1.

7.2.6 nextURL

Name nextURL

Definition The URL to which the client should navigate in cdseend user selects to invoke a
browsing action after the download transactiondwaspleted with either a success
or a failure.

Status Download Descriptor: Optional. User Agent: Mandgtor

Datatype URL [RFC3986]

Refinement -

Comment nextURL provides a way for the download service to exptessiesired terminal

behaviour in scenarios where the service to userantion is to continue with
browsing actions.

This feature MAY for example be used when the Disty Application is a Web
browser.

7.3 Extensibility

The Download Descriptor used by OMA contains generatadata that is useful for all types of media.sbme cases,
however, the standardised elements are not suffiaied media type specific metadata must be added.

Extensions can be made to the Download Descripfoddfining the extension data in a separate nancespihat way,
extension names will not collide with the standaretadata. The extensions can be used to triggeticadd steps in the
downloading procedure. Thenvironment element MAY be used to wrap the environment spedcifeta information
described by namespace qualified XML elements.

The extensibility is governed by a few basic rules:

« If an element is unknown to the Download Agentetament MUST be discarded

» If avalue of an element is unknown to the Downldagnt the element MUST be discarded

7.3.1 Mediatype with custom installation commands

The mechanism defined for the Download Descriganitensible. It is for example possible to extéafile with elements
that are specific to the installation of a spedifiedia type. However, it is recommended thatitiséallParam element
be used for custom installation commands as destiibsection 5.3.1.1, Media Object installatiorgpaeter.

The content handler for the Download Descriptor 8HO evaluate its capabilities to download the objemd abort the
download process in case it cannot complete itgngp

The content handler SHOULD evaluate the receivedliMébject (without indication to the user) bef@ending an
Installation Notification indicating success. Ifdetermines that it cannot process the receivedid®bject then the error
code “Non-Acceptable Content” should be postedéoserver, and the Media Object should be discarded

7.4 XML Syntax for Download Descriptor

This section describes the syntax of the DD (DowadIDescriptor) media type. The syntax is expreasedML [XML].
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The media typapplication/vnd.oma.dd2+xml has been registered with IANA for use as the DoadlDescriptor
(See Appendix F).

The Download Descriptor is defined using XML Namesgs [XMLNS]. The Download Agent MAY implement alju
namespaces aware XML processor as defined by [XMLKGt is not required to do so in order to corgegrocess
Download Descriptors.

The XML schema of the Download Descriptor is defime [DDXSD].
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8. DLOTAVZ2 Security

8.1 Download Agent Authentication

HTTP Digest [RFC2617] MUST be supported for Dowidoagent authentication by both the Download Seivad the
Download Agent. The use of Download Agent authetittc MUST be enforced by the Download Serveruthantication
is required, the Download Server MUST initiate amfication with in a HTTP session by sending a HT4®L
(Unauthorized) message as specified in the HTTRRi§pecification [RFC2617].

In cases where HTTP Authentication Proxies are wsguerform Download Agent authentication, the auatfcation proxy
MUST indicate to the Download Agent inside an HTS&Rsion that it requires authentication by sendibty TP 407 (Proxy
Authentication Required) as defined in the HTTPd3igAuthentication specification [RFC2617].

For 3GPP implementations of Download Agents, HTTiBeBt authentication SHOULD be performed accordm@GPP
GAA [GAA] specifications.

In cases where 3GPP GAA is not supported, the DmachlAgent SHOULD support username/password provirsip
mechanisms.

8.2 Server Authentication

The Download Server and the Download Agent MUSTpsup TLS [RFC2246] server authentication to autlvame the
Download Server. The need for Server AuthenticabldST be indicated using the HTTPS prefix by thigectURI
HTTPS implementations MUST conform to RFC2818 [RBT&. Server Certificates used by the Download &eMUST
conform to WAP Certificate profile [WAPCert].

8.3 Server Authorization

White lists SHALL be supported by the Download Agenprovide authorization of Download Servers. Hderess of each
authorized Download Server MUST be configured te thownload Agent. OMA Device Management version2vl.
[OMADM] SHOULD be supported to enable the provisianof the white list. If there are no server addes configured in
the white list then the Download Agent MUST alwageqquire user confirmation. Specifically for casebeve the
suppressUserConfirmation element is present in the Download Descriptor tredvalue is equal to ‘Always’ or
‘UserConfirmStepOnly’ and there are no server askls configured in the white list, the Download AtgRlUST NOT
continue with the download process without acqgitiser consent.

8.4 Confidentiality and Integrity Protection

When TLS is used to provide Download Server Autivatibn, the authenticated download MUST also befidentiality
and integrity protected using mechanisms definedhim TLS specification [RFC2246]. TLS implementaBoMUST
conform to WAP Profile of TLS [WAPTLS] with the fl@wing additions:

The Download Server MUST implement the followingher suites:

« TLS_RSA WITH_AES_ 128 CBC_SHA [RFC3268].
« TLS_RSA WITH_3DES_EDE_CBC_SHA.
The Download Agent MUST implement the following logy suites:
« TLS_RSA WITH_NULL_SHA
« TLS_RSA WITH_3DES_EDE_CBC_SHA.
For Download Agent implementations that prefer &ddal cipher suites the Download Agent SHOULD iempknt:

« TLS_RSA WITH_AES_128_CBC_SHA [RFC3268].
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In cases where TLS is not used confidentiality andgrity protection SHOULD be provided by the urigieg transport
mechanism
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9. Download OTA over Broadcast Bearer (Informative)

OMA Download OTAv2 permits to download Media Obgthrough a broadcast bearer. However, this spatifn does
not specify technical details for this use casés tutside the scope of this specification. Howetlee download of Media
Objects can be achieved by relying on other brostddata delivery methods such as 3GPP MBMS [MBM&PP2

BCMCS [BCMCS] and DVB-H [DVB-H].

One possible example of using Download OTA is fitidte the broadcast session by using the DownDescriptor to
carry the necessary information. For example, tlosvidoad Descriptor is used to include a link to awletta such as
metadata envelope objects and metadata fragmeettebas defined by 3GPP MBMS [MBMS]. The metadata i
downloaded by using OMA Download OTAv2 as the Me@igject. Then the Download Agent provides the metado
the broadcast application and then the broadcadication participates in or initiates the broadcsession.
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10.Relationship to Java™ MIDP OTA

OMA Download OTA version 2.0 may be used for allwitoaded content types including J¢avIDlets. However, MIDP
over the air specification [MIDPOTA] and the [MID&specifications defines the mechanisms for doatilng Jav&d"
MIDlets. The Jav&" Application Descriptor (JAD, as defined in [MIDP@]) is used for Javd' MIDlet downloads.

OMA Download version 2.0 provides tlmvironment element that can wrap environment specific mefarimation
described by namespace qualified XML elements. 8fbee, theenvironment  element can be used to wrap a JAD file so
that the JAD file can be downloaded together with Download Descriptor, thereby allowing servicevers to support
MIDlet download whilst still leveraging the advaxicieatures that OMA Download OTA v2.0 provides.

This section defines how OMA Download OTA versiafl thay be used to download MIDP MIDlets using theimnment
element. As specified in section 7.2.3.2.10¢hgtype attribute of theenvironment  element unambiguously identifies
the information set that can be included insidedgheironment element and the content handler oMkdia Object. For
MIDP this envtype is:

urn:oma:xml:dl:;jad:2.0

The corresponding schema to allow a MIDP JAD toemebedded within thenvironment element is defined in
[JADXSD]:

If the device supports MIDP content then the deWidéST support thenvironment  element and the processing of the
environment element as defined below. If the device suppor®mMcontent then in order to support superdistidyubf
MiDlets the AMS MUST supports the MIDlet Messagerniat and the associated procedures as specifiglinwit
[MIDPIMPBP].

If the device does not support MIDP content theiaeMAY support theenvironment  element.

If the Download Descriptor contains thavironment  element and thenvtype attribute of theenvironment  element
is not equal to any supported envtype and the DoadhiDescriptor contains anstallNotifyURI element then the
Download Agent MUST post the “Envtype Not Suppott€@b9) status report, and abort the download tatisn in the
same manner that it would for other errors (Segssteand 9).

As there is overlap between the semantics of soirteeoDownload OTA version 2.0 elements and som¢hef MIDP
descriptor (JAD) attributes the following table itk the rules for these elements and attribuowvnload Descriptors and
JAD'’s that are wrapped within tlevironment  element.

Download OTA v2 MIDP Rule
Element Attribute
Name MIDlet-Name | If the name element is present within the DD and MIDlet-Nartieilaute

is present in the JAD. The value of theme element SHOULD be equal
to value of the MIDlet-Name attribute.

objectVersion MIDlet- TheobjectVersion  element represents the version of the Media
Version Object version whilst the MIDlet-Version represetiits version of the
MIDlet. If the objectVersion element is present within the DD and
MIDlet-Version attribute is present in the JAD tredue of the
objectVersion element MUST be equal to value of the MIDlet-
Version attributée'.

Vendor MIDlet- Thevendor element MUST be present within the DD and the MBI
Vendor Vendor attribute MUST be present in the JAD theugadf thevendor
element MUST be equal to value of the MIDlet-Vendtiribute.
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Download OTA v2 MIDP Rule
Element Attribute
Description MIDlet- If the description element is present within the DD and the MIDlet
Description Description attribute is present in the JAD theueabf the
description element MUST be equal to value of the MIDlet-
Description attribute.
infoURL MIDlet-Info- | If theinfoURL element is present within the DD and MIDlet-Inf&RU
URL attribute is present in the JAD the value ofitifeURL element MUST
be equal to value of the MIDlet-Info-URL attribute.
iconURI MIDlet-Icon TheiconURI element MUST NOT be present within a DD that wraps
JAD using theenvironment  element.
installNotifyURI MIDlet- The MIDlet-Install-Notify attribute MUST NOT be pent within a JAD
Install-Notify | that is wrapped using tlevironment  element. If the MIDP AMS
receives a JAD from the Download Agent that waspwedl in the
environment  element and it includes the MIDlet-Install-Notify
attribute the MIDP AMS MUST ignore this attributecaMUST NOT post
an installation notification of its own, it MUSTstead pass the status
report to the Download Agent.
deleteNotifyURI MIDlet- ThedeleteNotifyURI element MUST NOT be present within a DD
Delete-Notify | that wraps a JAD using tleavironment  element. If the Download
Agent receives a DD that contains a JAD wrappedgugie environment
element and deleteNotifyURI element the Download Agent must
ignore thedeleteNotifyURI element and treat the DD as if does not
contain adeleteNotifyURI element.
The JAD MAY contain the MIDlet-Delete-Notify attnitte.
size MIDlet-Jar- Thesize element MUST be present in the DD and MIDlet-Jae$S
Size; MUST be present in the JAD and the value of the slement MUST be
equal to the MIDlet-Jar-Size. However, if the MIDig protected and the
Oma-Drm- | oma-Drm-Package-Size attribute (as defined in [MNIPBP] ) is
Package-Size | yresent in the JAD the value of thize element MUST be equal to the
value of the Oma-DRM-Package-Size attribute and/éthge of the ige
element MAY be different to the value of the MIDLHr-Size attribute.
objectURI MIDlet-Jar- TheobjectURI  element MUST be present in the DD and the MIDlet{
URL Jar-URL MUST be present in the JAD. For combinetivery of the DD
and MiIDlet (or DCF containing a MIDlet) the valu&tbe objectURI
element and the MIDlet-Jar-URL attribute MAY befdient, for all other
cases the value of tlbjectURI  element MUST be equal to the value
of the MIDlet-Jar-URL
downloadNotifyUR Oma-Drm- The Oma-Drm-Delivery-Notify attribute as definedMIDPIMPBP]
' Delivery- MUST NOT be present within a JAD that is wrappethgishe
Notify environment  element. If the MIDP AMS receives a JAD from the

Download Agent that was wrapped in #revironment  and it includes
the Oma-Drm-Delivery-Notify attribute the MIDP AMBUST ignore
this attribute and MUST NOT post a delivery notition of its own, it
MUST instead pass the status report to the Downdggaht. If the DD
contains thelownloadNotifyURI element and the Download Agent
supports thelownloadNotifyURI element and its associated
behaviour the Download Agent MUST post the appaiprstatus report t
the downloadNotifyURI.
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It should be noted that if the above rules arefalddwed and the relevant elements in the Downl®e$criptor and the
corresponding attributes in the JAD contain différealues when they should be equal then the bebais undefined.

Upon reception of a Download Descriptor containthg environment  element with theenvtype attribute of the
environment element equal to the MIDP 2.0 envtype specifieavab

 The Download Agent MUST treat the download of théiDMt in the exact same manner that it would fdveot
Media Objects following steps 1 to 6 (inclusive)specified within this document, this includes thtrieval of any
associated licenses as specified using litense element. However at step 3 “Capabilities Chedhk® t
following checks MUST be performed:

o0 The Download Agent MUST perform its own capabitityecks as defined in section 5.2.2.

o If after performing these checks the Download Agggtermines it has the capabilities to download iasthll
the MIDlet the Download Agent MUST pass the unemebdontents of the environment element (i.e. thB)JA
to the MIDP AMS.

o If the Download Agent determines it does not hde dapability to download and install the MIDIeMUST
NOT pass the JAD to the MIDP AMS and it MUST noteatpt to download the MiDlet. If the
installNotifyURI element is present in the Download Descriptor Dlmevnload Agent MUST post the
appropriate status report.

o Upon receiving the JAD from the Download Agent MEDP AMS MUST only check if it has the capabilities
to install the MIDlet, that is, the MIDP AMS MUSTQONI attempt to download and install the MIDlet.

0 After examining the JAD the MIDP AMS MUST indicate the Download Agent if it has the capabilities to
install the MIDlet. The MIDP AMS MUST use the foatnand values defined in [MIDP20] for status repdot
indicate if it can install the MIDlet, i.e. if thdIDP AMS can install the MIDlet it will return a @0‘OK” status

report.

o Ifthe MIDP AMS indicates that it can install theMet then the Download Agent MUST proceed as notma
step 4.

o If the MIDP AMS indicates that it can not instaflet MIDlet (i.e. the MIDP AMS returns a status repoot
equal to 900 “OK”) the Download Agent MUST termieatthe download session. If the
installNotifyURI is present in Download Descriptor the Download #geMUST post a 963

“Environment Internal Status” status report witk 8tatus report returned from the MIDP AMS appertddtie
full status report as specified in 6.2.

It should be noted that if the MIDlet is protectesing OMA DRM version 1.0 or version 2.0 then aidvdicense
(Rights Object) must be present on the device deioto allow the MIDP AMS to install the MIDlet.n lorder to
reduce the risk of fraud the service provider mashvio make use of twhicense elements for OMA DRM v2
protected MIDlets, here the firBtense  element should only reference limited rights (e@xgcute once), these
rights will be retrieved prior to or in parallel toe download of the MIDlet, the secolimknse  element (with the
order attribute equal to ‘post’) should reference thik du remaining rights and these will only be retred after
successful download and installation of the MIDlet.

To allow support for MIDlets protected using OMA DRrversion 1.0 the Download Agent MUST support the X
Oma-Drm-Separate-Delivery header when retrievirgMiedia Object as specified in [OMADRMv1]

* Upon successfully reaching Step 7 the Download A§EDST provide the unencoded contents of the emwrent
element (i.e. the JAD) and the downloaded JAR (@F@ontaining the JAR) to the MIDP Application Mgeaent
Software as (AMS) as defined in [MIDP20].

» Upon receiving the JAD and JAR the MIDP AMS shoiuistall the MIDlet according to [MIDP20] and repahie
appropriate status to the Download Agent usingahmat and values defined in [MIDP20] for statupads. If the
MIDlet-Install-Notify, MIDlet-Delete-Notify or Omadrm-Delivery-Notify attribute is present in the JABe MIDP
AMS MUST ignore these attributes and MUST NOT peilier an installation notification, a delete nicifion or a
download complete notification.
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» After receiving the status of the installation bkEtMIDlet from the MIDP AMS the Download Agent MUST
perform step 8; Sending Installation Notificatioilhe type of status report to post to the instdiffoRI is
dependant on the success or failure of the insitallaf the MIDlet, therefore:

o If the installNotifyURI is present in the DD and the Download Agent rezeia 900 “OK” status
report from the MIDP AMS then the Download Agent BU post a 900 OK status report to the
installNotifyURI.

o If the installNotifyURI is present in DD and the Download Agent receivasatus report from the
MIDP AMS that is not equal to 900 “OK” then the Dolwad Agent MUST post a 963 “Environment
Internal Status” status report with the status repeturned from the MIDP AMS appended to the full

status report as specified in 6.2

« If the MIDP AMS indicated that it successfully iafied i.e. the Download Agent received a 900 “Okdtss report
from the MIDP AMS then the Download Agent MUST dome with the download process following the
procedures in steps 9 and 10. If the MIDP AMS iathd that the installation was unsuccessful i@ sthtus report
was not equal to 900 “OK” then the Download Agelmbdwdd continue as specified in step 9 only and joi®an
appropriate indication to the user.

Note: Theenvironment element can only occur once per Media Object Ardefore using thenvironment  element
to wrap a MIDP JAD means that it is not possiblege theenvironment  element for any other purpose.

When theenvironment element is used to wrap a JAD the Download AgeetMIDP AMS MUST NOT display any
dialogs or request any user input that would otierwe duplicated by the Download Agent.
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11.Backwards Compatibility

Devices implementing DLOTAv2 MUST support DLOTAVR[OTAV1] in order to provide backwards compatilyilit

Servers SHOULD respond with highest version of D®dvailable if client publishes support for it.
Example:
If client publishes support of DD 1.0 and DD 2.6n&r has DD 1.0 and DD 2.0 then server SHOULDaedpwith DD 2.0.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
OMA-Download-OTA-V1_0-20040625-A 25 Jun 2004 Inlitlpcument to address the basic starting point
OMA-TS-DLOTA-V2_0-20110329-A 29 Mar 2011 Status ngad to Approved by TP:

OMA-TP-2011-0100-INP_Download_OTA_V2_0_ERP_fonali Approval
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Appendix B.  Static Conformance Requirements (Normative)

The notation used in this appendix is specified@PPROC].

B.1 Client Conformance Requirements

The table below enumerates the client conformaegairements on OMA Download OTA version 2.0. Thalilar Release
Definition for OMA Download OTA version 2.0 defingdse mandatory features to be supported by the hdkvnload
OTA version 2.0 clients.

Item Function Reference | Status | Requirement
DLOTA-C-001 Support for separate deliveny5 M
of Download Descriptor and
Media Object
DLOTA-C-002 Support for multiple Media | 5 0]
Objects grouped as a Produft
DLOTA-C-003 Support for multiple Media | 5 @]
Objects grouped as a
Compound Product
DLOTA-C-004 Support for multiple Products5 @]
per one Download Descriptar
DLOTA-C-005 Support for MMS to fetch 5.1 0] MMS:MCF
Download Descriptors
DLOTA-C-006 Support for HTTP 5.11 M
DLOTA-C-007 Support for TLS 5.1.1 M
DLOTA-C-008 Support for WSP 5.1.1 O WSP:MCF AND DL&-C-009
DLOTA-C-009 Support for WTLS 5.1.1 @] WTLS:MCF
DLOTA-C-010 Use of Content-Type 5.1.1 M
parameter to notify the
Download Descriptor media
type
DLOTA-C-011 Support for multiple 51.1 )
Download Descriptors into
one and the same transport
entity
DLOTA-C-012 Co-Delivery of Download 5.1.11 0]
Descriptor and Media
Objects
DLOTA-C-013 Support DDVersion. 521 M
DLOTA-C-014 Download Descriptor 5.2.1.1 M
processing rules
DLOTA-C-015 Capability checking 5.2.2 M
DLOTA-C-016 Support for user confirmation 5.2.3 M
DLOTA-C-017 Media Object retrieval 5.2.4 M
DLOTA-C-018 Support for Media Object | 5.2.4.1 0]
retrieval of download timing
reservation
DLOTA-C-019 Support for Media Object | 5.2.4.2 0]
update using
objectlD/objectVersion
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Item Function Reference | Status | Requirement
DLOTA-C-020 Support for Media Object | 5.2.4.2 0]
update using Etag
DLOTA-C-021 Support for pause and resumg.2.4.3 0]
Media Object retrieval
DLOTA-C-022 Support for chunked Media | 5.2.4.4. 0]
Object retrieval
DLOTA-C-023 Media Object retrieval from| 5.2.4.5 0]
multiple servers
DLOTA-C-024 License Retrieval 5.2.5 o]
DLOTA-C-025 Support for OMA DRMv2 5.25 @) DLOTA-C2@
DLOTA-C-026 Support for status report 5.3 M
mechanism
DLOTA-C-027 Media Object Installation 5.3.1 M
DLOTA-C-028 Downloading of Post 5.3.2 @)
Licenses
DLOTA-C-029 Media Object installation 5.3.11 0]
parameter
DLOTA-C-030 Prevent access to Media 5.3.2 M
Object until status report
succeeds (at least one well-
intentioned attempt) unless
the content contains the
progressiveDownload
Flag with the value set to
‘true’
DLOTA-C-031 Download Confirmation 54.1 (0]
DLOTA-C-032 Navigate browser to 54.1 M WAESpec:MCF
nextURL
DLOTA-C-033 Navigate browser to support 5.4.1 0] WAESpec:MCF
URI
DLOTA-C-034 Support for Deletion 5.4.2 @)
Notification
DLOTA-C-035 Persistent storage of 5.4.4 M
Download Descriptor
Elements
DLOTA-C-036 Advertise the support of the| 5.5.1 M
media type of Download
Descriptor.
DLOTA-C-037 Advertise the client 5.5.1.2 (0] UAProf:MCF
capability using UAProf
DLOTA-C-038 Support for server initiated | 5.6 (0] DLOTA-C-039
automatic download
DLOTA-C-039 Support for WAP Push 5.6 0] WAP Push:MCF
DLOTA-C-040 Support for reservation 6.1 M
related notification
DLOTA-C-041 Support for download 5.2.6,6.1 (0]
completion related
notification
DLOTA-C-042 Support for installation 6.1 M

related notification
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Item Function Reference | Status | Requirement
DLOTA-C-043 Support for deletion related | 6.1 (0]
notifications
DLOTA-C-044 Proper formatting of status | 6.2 M
report
DLOTA-C-045 Support for Download 7 M
Descriptor
DLOTA-C-046 Proper formatting of 7.2 M
Download Descriptor
DLOTA-C-047 Support for the environment 7.2.3.2.10 | O
element
DLOTA-C-048 Support for progressive 7.2.3.3.7 (0]
download
DLOTA-C-049 Support for validity time 723311 O
DLOTA-C-050 Download Descriptor 7.3 M
Extensions
DLOTA-C-051 Support for HTTP digest 8.1 M
authentication
DLOTA-C-052 Support for GAA 8.1 @]
DLOTA-C-053 Support for Server 8.2 M
Authentication
DLOTA-C-054 Support for white lists 8.3 M
DLOTA-C-055 Support for Device 8.3 O OMADM:MCF
Management to provision
white lists.
DLOTA-C-056 Support for confidentiality | 8.4 M
protection
DLOTA-C-057 Support for WAP TLS 8.4 M
Profile
DLOTA-C-058 Mandatory cipher suites 8.4 M
DLOTA-C-059 Additional cipher suites 8.4 0]
DLOTA-C-060 Support for Java MIDP OTA 10 @] DLOTA-@7
DLOTA-C-061 Support for DLOTAvVL for | 11 M DLOTAvV1:MCF
backwards compatibility

B.2 Server Conformance Requirements

The table below enumerates the server conformatpérements on OMA Download OTA version 2.0. Thalidar Release
Definition for OMA Download OTA version 2.0 defingdse mandatory features to be supported by the hdkvnload

OTA version 2.0 servers.

Item Function Reference | Status | Requirement
DLOTA-S-001 Support for separate deliverys M
of Download Descriptor and
Media Object
DLOTA-S-002 Support for multiple Media | 5 M
Objects grouped as a Product
DLOTA-S-003 Support for multiple Media | 5 M

Objects grouped as a
Compound Product
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Item Function Reference | Status | Requirement
DLOTA-S-004 Support for multiple Producisb M
per one Download Descriptqr
DLOTA-S-005 Support for HTTP 511 M
DLOTA-S-006 Support for TLS 5.1.1 M
DLOTA-S-007 Support for WSP 5.1.1 0] WSP:MSF AND DL&S-008
DLOTA-S-008 Support for WTLS 5.11 0] WTLS:MSF
DLOTA-S-009 Use of Content-Type 51.1 M
parameter to notify the
Download Descriptor media
type
DLOTA-S-010 Support for multiple 5.1.1 O
Download Descriptors into
one and the same transport
entity
DLOTA-S-011 Co-Delivery of Download | 5.1.1.1 O
Descriptor and Media
Objects
DLOTA-S-012 Media Object retrieval 5.2.4 M
DLOTA-S-013 Support for Media Object | 5.2.4.1 0]
retrieval of download timing
reservation
DLOTA-S-014 Support for Media Object | 5.2.4.2 (0]
update using
objectID/objectVersion
DLOTA-S-015 Support for Media Object | 5.2.4.2 (0]
update using Etag
DLOTA-S-016 Support for pause and resume.2.4.3 0]
Media Object retrieval
DLOTA-S-017 Support for chunked Media| 5.2.4.4. (0]
Object retrieval
DLOTA-S-018 License Retrieval 5.25 0]
DLOTA-S-019 Support for OMA DRMv2 5.25 @] DLOTA-SE8
DLOTA-S-020 Support for status report 5.3 M
mechanism
DLOTA-S-021 Support for Deletion 5.4.2 0]
Notification
DLOTA-S-022 Support for content type 55.1.1 M
application/vnd.oma.dd2+xm
l.
DLOTA-S-023 Support for server initiated | 5.6 (0] DLOTA-S-024
automatic download
DLOTA-S-024 Support for WAP Push 5.6 (0] WAP Push:MSF
DLOTA-S-025 Support for reservation 6.1 (0]
related notification
DLOTA-S-026 Support for download 5.2.6,6.1 (0]
completion related
notification
DLOTA-S-027 Support for installation 6.1 M

related notification
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Item Function Reference | Status | Requirement
DLOTA-S-028 Support for deletion related| 6.1 (0]
notifications
DLOTA-S-029 Support for Download 7 M
Descriptor
DLOTA-S-030 Proper formatting of 7.2 M
Download Descriptor
DLOTA-S-031 Support for the environment 7.2.3.2.10 | O
element
DLOTA-S-032 Support for HTTP digest 8.1 M
authentication
DLOTA-S-033 Support for GAA 8.1 (0]
DLOTA-S-034 Support for Server 8.2 M
Authentication
DLOTA-S-035 Support for Device 8.3 0] OMADM:MCF
Management to provision
white lists.
DLOTA-S-036 Support for confidentiality | 8 M
protection
DLOTA-S-037 Support for WAP TLS 8.4 M
Profile
DLOTA-S-038 Mandatory cipher suites 8.4 M
DLOTA-C-039 Support for Java MIDP OTA 10 @] DLOTAG31
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Appendix C. Difference between Compound Product and Product

Table 5,
Figure 3 and
Figure 4 highlight the difference between CompoBnaduct and Product.

A Compound Product is Product where all Licenses Miedia Objects must be Downloaded and installedres entity
(Figure3). If one of the License or one of the Me@bjects fail to be downloaded or installed, tbenplete Compound
Product SHALL be discarded by the Download Agenic®©the Compound Product is installed, each Medipd® in a
Product is handled as an independent Media Object.

A Product is a logical grouping of one or more ipeledent Media Objects and optional associated keethat are
downloaded and installed as one logical group (

Figure4). This can be an arhitrary set defined by a cdmesvider. Once the product is installed, each idé&dbject in a
Product is handled as an independent Media Object.

Compound Product Product
Capability Check Capability Check must be perforrasdf it | Capability Check must be performed
is a single Media Object. separately for each Media Object
Installation All Media Objects must be installed |aBach Media Object can be install
single entity. separately.

Download Completion Notification The Download Coefpbn Notification| The Download Completion Notification
must be specified for the Product level onlycan be specified for separate Media

Objects.
Installation Notification The Installation Notifilan must be| The Installation Notification can be
specified for the Product level only. specified for separate Media Objects.
Deletion Notification The Deletion Notification mde specified for separate Media Objects.

Table5: Difference between Compound Product and Product
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Compound Product

All Media Objects are
MO_1| [MO_2 MO
Download - - =t treated as one MO
Agent
Compound Product shall be
installed as one entity
After the installation, each
Content MO can be handled
Handler MO_1 MO_2 MO_n separately
Figure 3: Compound Product
Prodyet
i Each Media Object can be
i |[MO_1| [MO_2 MO_n
Download | - = - handled separately
Agent !
Each Media Object can be
installed separately
Content After the installation, each
ﬁ MO n MO can be handled

separately

Figure 4: Product
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Appendix D. Example of Download Descriptor (Informative)

D.1 Example of Basic Download Descriptor

<media xmIns="urn:oma:xml:dl:dd:2.0" DDVersion="2.0 >
<product>
<mediaObject>
<size>100</size>
<type>image/gif</type>
<objectID>cid:image @example.com</objectID>
<objectURI>
<server>http://download.example.com/image. gif</server>
</objectURI>
</mediaObject>
</product>
</media>

D.2 Example of Basic Download Descriptor with installNotifyURI

<media xmIns="urn:oma:xml:dl:dd:2.0" DDVersion="2.0 ">
<product>
<mediaObject>
<meta>
<installNotifyURI>http://download.example.c om/
image.gif?id=image</installNotifyURI>
</meta>
<size>100</size>
<type>image/qgif</type>
<objectIiD>cid:image@example.com</objectID>
<objectURI>
<server>http://download.example.com/image. gif</server>
</objectURI>
</mediaObject>
</product>
</media>

D.3 Example for multiple server support

<media xmIns="urn:oma:xml:dl:dd:2.0" DDVersion="2.0 >
<product>
<mediaObject>

<meta>

<installNotifyURI>http://download.example.c om/
image.gif?id=image</installNotifyURI>

</meta>

<size>100</size>

<type>image/qgif</type>

<objectID>cid:image @example.com</objectID>

<objectURI>
<server>http://download.example.com/image. gif</server>
<server>http://download.example.altl.com/i mage.gif</server>
<server>http://download.example.alt2.com/i mage.gif</server>

</objectURI>
</mediaObject>
</product>
</media>

D.4 Example of environment element

Company “acme” developed a game on the softwartfopta specified by “whatever” standardization forumrhis
standardization forum defines a XML schema of imarstructure for the DLOTA DIznvironment  element together
with the identifier of the content handlenytype value) that knows the platform specific internminiat of the package. The
XML schema is:

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema

targetNamespace=http://www.whatever.org/xmins /dd/vx.y
xmins:md=http://www.whatever.org/xmins/dd/vx. y
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xmins:xsd=http://www.w3.0rg/2001/XMLSchema

elementFormDefault="qualified">

<xsd:element name="option1" type="xsd:string" />

<xsd:element name="option2" type="xsd:string" />
</xsd:schema>

The DLOTA Download Descriptor of the game applicatis as follows:

<?xml version="1.0" encoding="UTF-8"?>
<media xmIns="urn:oma:xml:dl:dd:2.0"

xmins:dd="http://www.whatever.org/xmlins/dd/v x.y"
DDVersion="2.0">
<vendor>
<name>acme</name>
</vendor>
<product>
<mediaObject>
<meta>

<name>game.exe</name>
<environment
envtype="http://www.whatever.org/xmins/dd /ResourcePackage" >
<dd:option1>v6.4</dd:option1>
<dd:option2>ABCDEF</dd:option2>
</environment>
</meta>
<size>1234</size>
<type>application/executable</type>
<objectiD>cid:game@musicvendor.com</objectID>
<objectURI>
<server>http://acme.com/game.exe</server>
</objectURI>
</mediaObject>
</product>
</media>

D.5 Example of environment element use for wrapping a MIDP

JAD

Given the MIDP 2.0 schema defined section 10 aeddhowing JAD:

MIDlet-1:MIDPgame,/icon.png, MIDPgameMIDlet
MIDlet-Description: A MIDP2.0 Game
MIDlet-Icon:/icon.png

MIDlet-Jar-Size:13511
MIDlet-Jar-URL:http://www.someMIDPVendor.com/MIDPage.jar
MIDlet-Name: MIPDgame
MIDlet-Vendor:SomeMIDPVendor
MiIDlet-Version:0.0.2
MicroEdition-Configuration:CLDC-1.0
MicroEdition-Profile:MIDP-2.0

The corresponding DD will be:

<?xml version="1.0" encoding="UTF-8"?>
<media xmIns="urn:oma:xml:dl:dd:2.0"
xmins:dd="urn:oma:xml:dl:jad:2.0"
DDVersion="2.0">
<vendor>
<name>SomeMIDPVendor</name>
</vendor>
<product>
<mediaObject>
<meta>
<name>MIDPgame.jar</name>
<description>A MIDP2.0 Game</description>
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<installNotifyURI>http://www.someMIDPVendor. com/status.asp?ID=1234
</installNotifyURI>
<environment
envtype="urn:oma:xml:dl:jad:2.0" >
<dd:jad>
TUIEbGVOLTE6TUIEUGdhbWUsL 2ljb24ucG5nLCBNSURQZ2FtZU1 JRGXIdAOKTUIEbGVOLURIc2NyaXB0aW9uOiBBIE
1JRFAYLJAgR2FtZQOKTUIEbGVOLUIjb246L 21jb24ucG5nDOpNS  URSZXQtSmFyLVNpemUSMTMIMTENCK1JRGXIdC1K
YXItVVIMOmMhOdHAG6LY93d3cuc29tZU1IRFBWZW5kb3IuY29tL01  JRFBnYW1ILmphciANCk1JRGXIdC10YW1IOIBNSV
BEZ2FtZQOKTUIEbGVOLVZIbmRvcjpTh21ITUIEUFZIbmRvcgOKT — UIEbGVOLVZIcnNpb246MC4wLjINCk1pY3JVRWRp
dGIvbi1%32531aWd1cmF0aW9uOkNMREMtMS4WDQpNaWNybOVka*XR4tUHJvaIsZTpNSURQLTIuM ==
</dd:jad>
</environment>
</meta>
<size>13511</size>
<type>application/java-archive</type>
<objectURI>http://www.someMIDPVendor.com/MIDP game.jar</objectURI>
</mediaObject>
</product>
</media>

D.6 Example with multiple Products and Media Objects

<?xml version="1.0" encoding="UTF-8"?>
<media xmIns="urn:oma:xml:dl:dd:2.0"
ddVersion="2.0">
<product>
<meta>
<name>Productl</name>
<description>Cheap Product</description>
</meta>
<mediaObject>
<meta>
<name>Being anonymous</name>
</meta>
<size>6034500</size>
<type>audio/3gpp</type>
<objectliD>cid: 1234567 @musicvendor.com</object ID>
<objectURI>
<server>http://www.musicvendor.com/1234567 .3g2</server>
</objectURI>
</mediaObject>
<mediaObject>
<meta>
<name>Nobody knows me</name>
</meta>
<size>60236476</size>
<type>audio/3gpp</type>
<objectIiD>cid:1234568@musicvendor.com</object ID>
<objectURI>
<server>http://www.musicvendor.com/1234568 .3g2</server>
</objectURI>
</mediaObject>
</product>
<product>
<meta>
<name>Product2</name>
<description>Expensive Product</description>
</meta>
<mediaObject>
<meta>
<name>Somebody thinks he knows me</name>
</meta>
<size>6034500</size>
<type>audio/3gpp</type>
<objectliD>cid:1234569@musicvendor.com</object ID>
<objectURI>
<server>http://www.musicvendor.com/1234569 .3g2</server>
</objectURI>
</mediaObject>
</product>
<nextURL>http://www.musicvendor.com/shop?nextPage </nextURL>
</media>
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D.7 Example with license elements

<?xml version="1.0" encoding="UTF-8"?>
<media xmIns="urn:oma:xml:dl:dd:2.0"
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmlins:xsi=http://www.w3.0rg/2001/XMLSchema-i
ddVersion="2.0">
<product>
<meta>
<name>Productl</name>
<description>Cheap Product</description>
<license lictype="x-wap-application:drm.ua">
<roap:roapTrigger xsi:type="roap:RoapTrigge
<roAcquisition>
<rilD>
<keyldentifier xsi:type="roap:X509SPK
<hash>aXENc+Um/9/NvmYKiHDLaErK0fk=<
</keyldentifier>
</rilD>
<roapURL>http://ri.example.com/ro.cgi?t
<rolD>rold</rolD>
<contentID>cid:productl@musicvendor.com
</roAcquisition>
</roap:roapTrigger>
</license>
</meta>
<mediaObject>
<meta>
<name>Being anonymous</name>
<license lictype="x-wap-application:drm.ua"
<roap:roapTrigger xsi:type="roap:RoapTrig
<roAcquisition>
<rilD>
<keyldentifier xsi:type="roap:X509S
<hash>aXENc+Um/9/NvmYKiHDLaErK0fk
</keyldentifier>
</rilD>
<roapURL>http://ri.example.com/ro.cgi
<rolD>rold</rolD>
<contentID>cid: 7654321 @musicvendor.co
</roAcquisition>
</roap:roapTrigger>
</license>
</meta>
<size>6034500</size>
<type>audio/3gpp</type>
<objectlD>cid:1234567@musicvendor.com</object
<objectURI>
<server>http://www.musicvendor.com/1234567
</objectURI>
</mediaObject>
<mediaObject>
<meta>
<name>Nobody knows me</name>
</meta>
<size>60236476</size>
<type>audio/3gpp</type>
<objectlD>cid:1234568 @musicvendor.com</object
<objectURI>
<server>http://www.musicvendor.com/1234568
</objectURI>
</mediaObject>
</product>
<nextURL>http://www.musicvendor.com/shop?nextPage
</media>

nstance

"

">

IHash">
/hash>

id=qw683hgew7d</roapURL>

</contentID>

>
ger">

PKIHash">
=</hash>

?tid=qw683hgew7d</roapURL>

m</content|D>

D>

.3g2</server>

ID>

.3g2</server>

</nextURL>

D.8 Example with additional textual metadata

<?xml version="1.0" encoding="UTF-8"?>
<media xmIns="urn:oma:xml:dl:dd:2.0"
ddVersion="2.0">
<vendor>
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<name>MusicVendor</name>
<home>http://www.musicvendor.com</home>
<logo>http://www.musicvendor.com/logo.jpg</logo
<support>http://www.musicvendor.com/support.htm
</vendor>
<product>
<meta>
<name>Productl</name>
<description>Cheap Product</description>
<text id="artist" display="Artist">John Doe</
<text id="album" display="Album">Songs for th
<infoURL>http://www.JohnDoe.Com</infoURL>
<iconURI>http://www.JohnDoe.Com/coverArt.jpg<
</meta>
<mediaObject>
<meta>
<name>Being anonymous</name>
<l-- artist and album are inherited from P
</meta>
<size>6034500</size>
<type>audio/3gpp</type>
<objectIiD>cid:1234567@musicvendor.com</object
<objectURI>
<server>http://www.musicvendor.com/1234567
</objectURI>
</mediaObject>
<mediaObject>
<meta>
<name>Nobody knows me</name>
<l-- artist and album are inherited from P
</meta>
<size>60236476</size>
<type>audio/3gpp</type>
<objectIiD>cid:1234568@musicvendor.com</object
<objectURI>
<server>http://www.musicvendor.com/1234568
</objectURI>
</mediaObject>
</product>
<nextURL>http://www.musicvendor.com/shop?nextPage
</media>

D.9 Example with license element for acquiring Rights only

(Superdistribution).

<?xml version="1.0" encoding="UTF-8"?>
<media xmIns="urn:oma:xml:dl:dd:2.0"
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi=http://www.w3.0rg/2001/XMLSchema-i
ddVersion="2.0">
<product>
<meta>
<name>Productl</name>
<description>Cheap Product</description>
<installNotifyURI>http://ri.example.com/roAck
<license lictype="x-wap-application:drm.ua">
<roap:roapTrigger xsi:type="roap:RoapTrigge
<roAcquisition>
<rilD>
<keyldentifier xsi:type="roap:X509SPK
<hash>aXENc+Um/9/NvmYKiHDLaErk0fk=<
</keyldentifier>
</rilD>
<roapURL>http://ri.example.com/ro.cgi?t
<rolD>rold</rolD>
<contentlD>cid:productl@musicvendor.com
</roAcquisition>
</roap:roapTrigger>
</license>
<suppressUserConfirmation>Always</suppressUse
</meta>

>
17dd12345</support>

text>
e Unknown</text>

/iconURI>

roduct meta -->

D>

.3g2</server>

roduct meta -->

D>

.3g2</server>

</nextURL>

nstance

.cgi?tid=qw683hgew7d</installNotifyURI>

">

IHash">
/hash>

id=qw683hgew7d</roapURL>

</contentID>

rConfirmation>
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</product>
<nextURL>http://www.musicvendor.com/shop?nextPage </nextURL>
</media>
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Appendix E.  Example of Download Transaction (Informative)

The example below shows a very simple use caseloaload transaction.

E.1 HTTP Request to view a download service page

When requesting the rendering a service page gtngest might look as follows:

GET http://www.service.com/download_service.html
Host: www.service.com
Accept: image/gif, multipart/mixed, application/vnd .oma.dd2+xml, text/html

The response from server might look as follows:

HTTP/1.1 200 OK

Server: CoolServer/1.3.12
Content-Length: 2543
Content-Type: text/html

<?xml version="1.0"?>

<IDOCTYPE html PUBLIC "-//WAPFORUM//DTD XHTML Mobil e 1.0//EN"
"http://www.openmobilealliance.org/tech/DTD/xhtml-m obile10.dtd" >

<html xmlIns="http://www.w3.0rg/1999/xhtml|" >

<head>

<title>Service presentation</title>
<base href="http://host.foo.bar/" />

</head>

<body>
<p>Please select the object <a href="pic -dir/picture.dd?1D=1234">

here</a>!</p>
</body>
</html>

E.2 HTTP Request for Download Descriptor

When requesting the download of a download desurighe request headers might look as follows:

GET http://host.foo.bar/pic-dir/picture.dd?ID=1234
Host: host.foo.bar

Accept: application/vnd.oma.dd2+xml

User-Agent: CoolPhone/1.4

Accept-Language: en-US, fi, fr

Accept-Charset: utf-8

The response from server might look as follows:

HTTP/1.1 200 OK
Server: CoolServer/1.3.12
Content-Length: 393

Content-Type: application/vnd.oma.dd2+xml; charset= utf-8
<media xmIns="urn:oma:xml:dl:dd:2.0" DDVersion="2.0 ">
<product>
<mediaObject>
<meta>
<installNotifyURI>http://download.example.c om/
image.gif?id=image</installNotifyURI>
</meta>
<size>100</size>
<type>image/gif</type>
<objectID>cid:image @example.com</objectID>
<objectURI>
<server>http://download.example.com/image. gif</server>

</objectURI>
</mediaObject>
</product>
</media>
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E.3 HTTP Request to Install a Media Object

When requesting the download of a Media Object filte request might look as follows:

GET http://host.foo.bar/pic-dir/picture.qgif
Host: host.foo.bar
Accept: image/gif, image/jpg

The response from server might look as follows:

HTTP/1.1 200 OK

Server: CoolServer/1.3.12
Content-Length: 25432
Content-Type: image/qgif

... GIF picture...

E.4 Install Status via HTTP Post Request

After a successful reception of the GIF, the foilogvwould be posted:

POST http://foo.bar.com/status
Host: foo.bar.com
Content-Length: 13

900 Success

Example Status report for a Product containing isé\Wedia Objects with License:

POST http://foo.bar.com/status
Host: foo.bar.com
Content-Length: 196

970 Mixed Status

956 License Retrieval Succeeded

cid:id1234@company.com 900 Success

cid:id1234@company.com 956 License Retrieval Succee S
cid:id5678@company.com 953 Non-Acceptable Content

The response from the server might be:

HTTP/1.1 200 OK
Server: CoolServer/1.3.12

E.5 Pause and Resume Media Retrieval

When requesting the download of a Media Object filte request might look as follows:

GET http://host.foo.bar/pic-dir/picture.qgif
Host: host.foo.bar
Accept: image/gif, image/jpg

The response from server might look as follows:

HTTP/1.1 200 OK

Server: CoolServer/1.3.12
Content-Length: 25432

Content-Type: image/qgif
Accept-Ranges: bytes

ETag: fasd987sadfo8@example.com/1.1

... GIF picture...
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1034 bytes has been downloaded but the connestiostifor some reason.

The Media Object Retrieval is resumed

GET http://host.foo.bar/pic-dir/picture.qgif
Host: host.foo.bar

Accept: image/gif, image/jpg

Range: 1034-25431

If-Match: fasd987sadf98@example.com/1.1

The response from server might look as follows:

HTTP/1.1 206 Partial Content

Server: CoolServer/1.3.12
Content-range: bytes 1034-25431/25432
Content-Type: image/gif
Accept-Ranges: bytes

ETag: fasd987sadf98@example.com/1.1

... GIF picture...
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Appendix F.  Media Type Registration

This appendix describes the registration of MIMEdimeype application/vnd.oma.dd2+xml

The MIME media type for a Download Descriptor vZeglistered in IANA (Internet Assigned Number Authyg). You can
also see the registered referenchtgd://www.iana.org/assignments/media-types/aptibodvnd.oma.dd2+xml

MIME Media Type Name : Application

MIME subtype name : vnd.oma.dd2+xml

Required parameters : none

AW N (P

Optional parameters : charset : This parameter has identical
semantics to the charset parameter
specified in [XMLMIME].

version Indicates the Download Descriptor
version. The value has the format:
<major>.<minor>; where major and
minor ar e integers. For example,
version="2.0" indicates version
2.0.

5 Encoding considerations : binary

This media type may require encoding on
transports not capable of handling binary.

6 Security considerations : The vnd.oma.dd2+xml typed content (i.e. Down load
Descriptor v2.0) contains meta data for the

media object that is to be downloaded by the

Download Agent. It also can optionally contain

executable content in the form of installation

commands.

In normal usage the vnd.oma.dd2+xml typed
content does not contain information that needs
to be kept private.

The vnd.oma.dd2+xml typed content itself does

not provide either privacy or integrity

protection. However, the specification
[OMADLOTAVZ] provides Download Agent
authentication and Server authentication u sing
HTTP Digest mechanism [RFC2617] and TLS
[RFC2246], and also provides confidentiality and

integrity protection using TLS [RFC2246].

For more details, see [XMLMIME] and
[OMADLOTAV2].

7 Interoperability The OMA Download specifications [OMADLOTAVZ]
considerations : specify user agent (Download Agent) conformance

rules that dictate behaviour that must be

followed when dealing with, among other things,

unrecognized elements.

8 Published specification : The OMA Download OTA v2 specification is
published at
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<http://www.openmobilealliance.org/>.

9 Applications which use this

OMA Download Agents. See [OMADLOTAVZ2].

media type :
10 | Additional information :
Magic number(s) : There is no single initial byte sequence.
File extension(s) : xml, .dd2
Macintosh File Type | TEXT
Code(s) :
Object Identifier(s) or | none
OID(s) :
11 | Intended usage : Common
12 | Other Information/General | For the encoding considerations, see [XMLMIME]
Comment : and [OMADLOTAVZ2].
References:
[OMADLOTAV2] | “OMA Download OTA V2.0
Speci fication”, Open  Mobile
Alliance Specification.
Available at
<http://www.openmobilealliance.
org/>.
[XMLMIME] Murata, M., St.lLaurent, S.,
Kohn, D., "XML Media Types",
RFC3023, January 2001.
13 | Person to contact for further | The OMA Download specifications are a work
information : product of the Open Mobile Alliance's BAC DLDRM
Working Group. The Open Mobile Alliance has
change control over these specifications.
mailto:technical-
comments@mail.openmobilealliance.org
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