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endorsement of the products or services. The ®frile Alliance assumes no responsibility for esror omissions in
this document.

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAde in a
timely manner of Essential IPR as it becomes aWwtthe Essential IPR is related to the preparqaliblished
specification. However, the members do not haveldigation to conduct IPR searches. The decl&s=ntial IPR is
publicly available to members and non-members ®Qpen Mobile Alliance and may be found on the “ONPAR
Declarations” list ahttp://www.openmobilealliance.org/ipr.ntmmThe Open Mobile Alliance has not conducted an
independent IPR review of this document and therin&tion contained herein, and makes no represamsabr
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1. Scope

The OMA PoC Invocation Descriptor specificationide$ the syntax and semantics of the PoC Invoc&&scriptor
and also the behaviour of the UE when it receivB®@ Invocation Descriptor. The behaviour of thebVBerver is
outside the scope of this document.

The provisioning of the security related parameseich as white list data for server authorizat®alit of scope. The
intended audience of this specification are implet@is of PoC Client and the content developerhienNeb servers, as
well as other people who have some in-depth intémebe PoC invocation from browsing. It is noteénded to be a
tutorial.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbfuction”, are normative, unless they are exgiiéndicated to be

informative.

3.2 Definitions

1-1 PoC Session

Ad-hoc PoC Group
Session
Aggeregation Proxy

Application Unique D

Browser

Chat PoC Group

Chat PoC Group Session

Conference-Factory-
URI

Group
HTTP User Agent
MIME Media Type

On-demand Session

PoC Address

PoC Client

PoC Group
PoC Group Identity

PoC Invocation
Descriptor

PoC Server

PoC Session

A feature enabling a PoC User to establish a Po€i@ewith another PoC User.

A PoC Group Session established by a PoC User to Ret listed on the invitation. The list includes
PoC Users or PoC Groups or both.

A contact point to access XML documents storechinX6DMS.

A unique identifier that differentiates XCAP resces@ccessed by one application from XCAP
resources accessed by another application. (SQREE4825])

A piece of software in the User Equipment that asee and displays files and other media data &l&ila
on the Web server. When the HTTP is used for transihe Browser is supposed to include the HTTP
User Agent.

A persistent PoC Group in which a PoC User indiviuyains to have a PoC Session with other joined
PoC Users, i.e., the establishment of a PoC SessaiChat PoC Group does not result in other PoC
Users being invited.

NOTE: A Chat PoC Group is a persistent PoC Group evtiex <invite-members> element is set
to "false" as specified in the [OMA-PoC-Documentifty)"PoC Groug.

A PoC Session established to a Chat PoC Group.

A Conference-Factory-URI for PoC service is a provietb SIP URI that identifies the PoC service in
the Home PoC Network.

A predefined set of Users together with its pobcad attributes. A Group is identified by a SIP URI
An HTTP client which initiates an HTTP request (FREC2616]).

String to identify content types, content subtymbsracter sets, access types, and conversiorsvaiiue
media as specified in [RFC2046].

A PoC Session set-up mechanism in which all MediarReters are negotiated at PoC Session
establishment.

An address identifying a PoC User. The PoC Addreseaused by one PoC User to request
communication with other PoC Users. If SIP/IP Carthe 3GPP/3GPP2 IMS the PoC Address is a
public user identity.

A functional entity that resides on the User Equépirthat supports the PoC service.
A Group supporting the PoC service. PoC User us€s@oups e.g. to establish PoC Group Sessions.

A SIP URI identifying a Pre-arranged PoC Group or at®oC Group. A PoC Group ldentity is used by
the PoC Client e.g. to establish PoC Group SessiothetPre-arranged PoC Groups and Chat PoC
Groups.

An XML document containing the information for iiaiting a PoC Session. The detail is specified is thi
document.

A network element, which implements the 3GPP/3GRIR application level network functionality for
the PoC service. A PoC Server can perform the rioflesoControlling PoC Function or Participating
PoC Function, or both at the same time.

A PoC Session is a SIP Session established by tiwegures in [OMA-PoC-CP]. The following types of
PoC Sessions are supported: 1-1 PoC Session, AddGRoup Session, Pre-arranged PoC Group
Session, or Chat PoC Group Session.

O 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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PoC User

Pre-arranged PoC

Group

Pre-arranged PoC
Group Session

A User of the PoC service. A PoC User can be the gams®n as a PoC Subscriber. A PoC User uses
the PoC features through the User Equipment.

A persistent PoC Group. The establishment of a PaSi@eto a Pre-arranged PoC Group results in the
members being invited.

NOTE: A Pre-arranged PoC Group is a persistent P@b;where the <invite-members>
element is set to "true" as specified in the [OM@&EPDocument-Mgmt] PoC Group.

A PoC Session established by a PoC User to a PregaddoC Group.

Pre-established Session The Pre-established Session is a SIP Sessionisk&bbetween the PoC Client and the Home PoC

SIP URI

Group XDM S

TEL URI

User

User Equipment

Web

Server containing at least one Media Stream booiedMedia-floor Control Entity. The PoC Client
establishes the Pre-established Session prior klmmeequests for PoC Sessions to other PoC Users. To
establish a PoC Session based on a SIP requestifeoRoC User, the PoC Server conferences other
PoC Servers/Users to the Pre-established Sessamteacreate an end-to-end connection.

From [RFC3261]: "A SIP or SIPS URI identifies a comigations resource" and "follows the
guidelines in [RFC2396]". PoC uses SIP URIs to idgmidC Clients, PoC Servers, and PoC Sessions,
resource lists that point to URI lists, etc.

The Group XDMS is an XCAP Server that manages XMtuteents (e.g. PoC Groups), which are
common to several enablers.

TEL URI describes resources identified by telephmum@bers.
Any entity that uses the described features thrabglUser Equipment.
A hardware device that supports a PoC Client egiredess phone.

A hypertext system that operates over the intetrsetd for serving Web pages and transferring files.

XCAP User Identifier A string, valid as a path element in an HTTP UR&t i associated with each user served by the XCAP

XDM Server

Server.

An HTTP server that understands how to follow taeimg and validation constraints defined in
[RFC4825].

3.3 Abbreviations

3GPP
AUID
CSCSF
HTTP
GAA
MIME
OMA
PoC
SIP
SSL
TEL
TLS
UE
URI
XCAP
XDM
XDM S
XML
XUl

3rd Generation Partnership Project
Application Unique ID

Client Side Content Screening Framework
Hypertext Transfer Protocol

General Authentication Architecture
Multipurpose Internet Mail Extensions
Open Mobile Alliance

Push to talk over Cellular

Session Initiation Protocol

Secure Socket Layer

TELephone

Transport Layer Security

User Equipment

Uniform Resource |dentifier

XML Configuration Access Protocol
XML Document Management

XDM Server

Extensible Markup Language

XCAP User Identifier

O 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

Browsers are widely deployed in mobile UEs. Theyehextensive presentation capabilities. This sfutibn defines
extensions to the existing Browser to allow the R{s@r to use the PoC features from Browser rattaar from PoC
Client.

The focus of this document is on two aspects
(1) Facilitating PoC Group management

The Browser interface can be used to manage las§eGroup lists. This is especially effective whe@sRwith larger
displays are used. A Web server having an XCARfexte to an XDMS allows such applications. It igatbthat for
such a Web based system, a Web front end systenipecdeveloped within OMA PoC specifications andadditional
standardization is needed. A Web server having @N1>8 interface point specified in [OMA-XDM_AD] enéds
Browsers, on PCs or mobile UEs, to access XDMS#, appropriate security mechanisms.

Facilitating group management is outside the sadpleis document.

(2) Invoking PoC Client and initiating 1-1 PoC Sess Ad-hoc PoC Group Session, Pre-arranged PoQGsession,
and Chat PoC Group Session

A Web server which has connections to the XDMS al &g other servers is able to present to the Beown the
mobile UE various information relative to PoC Greupor example, a Web server can present partigftanmation
associated with the PoC Group that provides agéardhe PoC Group to talk about. While PoC Useestabwsing
such information and find agenda to talk about,Bh@wser enables the PoC Users to instantly intb&e?oC Client
and initiate a 1-1 PoC Session, Ad-hoc PoC GrowgsiSe, Pre-arranged PoC Group Session or Chat PotpG
Session, with a single click of a link or buttoorfr the page that is presented on the Browser. Sutcimatic and
seamless initiation while browsing enriches the esperience and increases traffic.

In order to enable this functionality, it is necagsto standardize a mechanism to invoke the Pa&hCAnd initiate a 1-1
PoC Session, Ad-hoc PoC Group Session, Pre-arrdg@dsroup or Chat PoC Group Seession by clickilirgkeor
button from a page that is presented on the Browfsamobile device.

The document is structured in the following way:

Clause 5: PoC Invocation Descriptor syntax and sematritasfines the syntax and semantics of the PoC lamac
Descriptor.

APPENDIX A: "Static Conformance Requireméhitsa hormative annex containing tables of mangaand optional
features.

APPENDIX B: "Example$is an informative annex containing the use cdgeo& Client invocation from Browser and
the detailed signalling flow and message examd&o€& Invocation Descriptor usage for Ad-hoc Po@uprSession /
1-1 PoC Session and Pre-arranged Group Sessiaat FOKC Group Session.

APPENDIX C: "Security is an informative annex outlining security issaesl potential solutions for the secure PoC
Invocation Descriptor download.

O 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5. PoC Invocation Descriptor syntax and semantics
(Normative)

The PoC Invocation Descriptor is an XML documenttaming the information for PoC Session initiatidme defined
elements and attributes allow the PoC Client ttiaitd the required PoC Session. For details reggritie initiation of a
PoC Session within a Pre-established Session, ieef@MA-PoC-CP] Using Pre-established Sesslofor details
regarding the initiation of a PoC Session in cd¥@redemand Session, refer to [OMA-PoC-CB§tablishment of an
On-demand Sessian

5.1 PoC Invocation Descriptor

The PoC Invocation Descriptor is created by the \ktver in response to the HTTP request and regtéiyehe HTTP
User Agent. The HTTP User Agent SHALL use the MIMIEdia Type declared by the transport to identifaC
Invocation Descriptor object. The MIME Media Typedefined in Section 5.MIME Media Typé.

NOTE 1: The complete PoC Invocation Descriptgrdassed to the PoC Client.

A PoC Invocation Descriptor SHALL be compliant ketXML Schema specified in Section 5X4ML Schema The
received PoC Invocation Descriptor SHOULD be vedfilf the received PoC Invocation Descriptor isgmmpliant to
the XML Schema specified in Section 5X4ML Schemg a PoC Session SHALL NOT be initiated and anremessage
SHOULD be displayed to the PoC User.

NOTE 2: The HTTP User Agent and the Web serveeapected to obey the standard HTTP content naguotia
mechanisms. See [RFC2616] for details.

5.2 PoC Invocation Descriptor elements and attributes
This section defines only the semantics of the FvGcation Descriptor.

5.2.1. The <invocation-descriptor> element
The PoC Invocation Descriptor SHALL include a <ioation-descriptor> element as its root element.

Element attributes

"version"
This attribute represents the version of PoC IntionaDescriptor specification that a PoC Invocatiaescriptor
document conforms to.

This specification defines the value of "2.0" fbistattribute. If a PoC Invocation Descriptor do@mnconforms to this
specification, its value of this attribute SHALL 20"

The <invocation-descriptor> element MAY contain artlger attributes from any namespaces for the merpd
extensibility

Element content

The <invocation-descriptor> element SHALL contakaetly one <poc-session> element.

The <invocation-descriptor> element MAY contain arlger elements from any other namespaces forutgope of
extensibility.

5.2.2. The <poc-session> element

The <poc-session> element determines the type 6f$&ssion to be used when initiating the PoC Sessio

The <poc-session> element SHALL appear exactlytione in its parent <invocation-descriptor> element.
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Element attributes

uri
This attribute represents the PoC Group IdentitsherConference-Factory-URI.

The value of this attribute when associated witfpac-session> element SHALL be in the format ofRa SRI
[RFC3261]. The value of this attribute SHALL beheit a PoC Group Identity or Conference-Factory-URI.

If the value of the "uri" attribute is a Conferereactory-URI and the PoC Client initiates a PoCsies the PoC
Session initiation SHALL be for an Ad-hoc PoC Grdagssion or a 1-1 PoC Session as specified in [GMB-
CPT'Procedures at the PoC Clientlising the contents of the <entry> elements indudehe <list> element.

If the value of the "uri" attribute is a PoC Graaentity and the PoC Client initiates a PoC Sesdios PoC Session
initiation SHALL be for a Pre-arranged PoC Growgs$8on or a Chat PoC Group Session as specifigii-PoC-
CP]"Procedures at the PoC Clientlising the attribute value as PoC Group Identity.

NOTE: In this context, a URI is a Conference-FagidRlI if it matches one of the provisioned Conferen
Factory-URI values. A URI that is not a Conferel@story-URI is a PoC Group Identity.

The <poc-session> element MAY contain any otheibaites from any namespaces for the purpose oheitiity.

Element content

The <poc-session> element MAY contain a <display&a element.

When the value of the "uri" attribute is a Conferefractory-URI, the <poc-session> element SHAL Ltaionexactly
one <list> element. When the value of the "uritiltite is a PoC Group ldentity, the <poc-sessidement MAY
contain one or zero <list> element.

When the value of the "uri" attribute is a PoC Grddentity, the <poc-session> element MAY contair<avite-
members> element. When the value of the "uri"laitg is a Conference-Factory-URI, the <poc-sess@ament
SHALL NOT contain an <invite-members> element.

The <poc-session> element MAY contain any othemelgs from any other namespaces for the purposetensibility.

5.2.3. The<list> element

The <list> element determines the entries to bd fmeAd-hoc PoC Group Session or 1-1 PoC Session.

A syntactically valid <list> element with valid ¢ti<entry> element(s) MAY be present even if thkugaof the "uri"
attribute of their parent <poc-session> elemeatPoC Group Identity. However these elements aresopired to
initiate a Pre-arranged PoC Group Session or a Bi@tGroup Session, and SHALL be ignored by the €léht.

Element content

The <list> element SHALL contain one or more <entgfements.

5.2.4. The <entry> element

The <entry> element determines a PoC User or P@Qmembers to be invited to an Ad-hoc PoC Growgsise or 1-
1 PoC Session.

The <entry> element SHALL appear at least oncaéndist> element. The <entry> element SHALL hawergle
mandatory attribute, "uri".

Element attributes

uri
This attribute represents the PoC Address of alPs& or the PoC Group Identity of a PoC Group.
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The value of this attribute when associated witteatry> element SHALL be in the format of a SIP WRIspecified in
[RFC3261] or a TEL URI as defined in [RFC3966]. Madue of the "uri" attribute in an <entry> elem&HALL be
unique amongst all other values of the "uri" atités in <entry> elements within the same <list>xeiet.

Element content

The <entry> element MAY contain the <display-naneéement.

5.2.5. The <display-name> element

The <display-name> element specifies a human réadalme of each parent’'s element as defined in fBR26].

When the parent element is the <poc-session> eletmen<display-name> element determines the PaSi@ename.
When the parent element is the <entry> elementdhgplay-name> element determines the single Ps€ blame.

The usage of the <display-name> element is impléatien specific.

Element attributes

"xml:lang"
This attribute specifies the language of the dispame.

5.2.6. The <invite-members> element

The <invite-members> element SHALL indicate whetier PoC Invocation Descriptor is for a Pre-arrangeC Group
or for a Chat PoC Group when the value of the "atifibute of its parent <poc-session> elementR®& Group |dentity.

A syntactically valid <invite-members> element MAb¢ presented even if the value of the "uri" attiebof its parent
<poc-session> element is a Conference-Factory-HRWvever the <invite-members> element is not re@uirethis case,
and SHALL be ignored by the PoC Client.

Element content

The possible values of the <invite-members> eleragatt

"false" represents a Chat PoC Group (see [OMA-P&D-T his SHALL be the default value taken in thsance
of the element.

"true" represents a Pre-arranged PoC Group (seéAlObC-CP]).

5.3 MIME Media Type

MIME Media Type for the PoC Invocation Descripter i

"application/vnd.oma.poc.invocation-descriptor+xml"

54 XML Schema

The PoC Invocation Descriptor SHALL conform to tkiIL Schema described in [OMA-XSD_POCID].

5.5 Security

The security description for the PoC Invocation @gdor download is described in APPENDIX'Security as
informative section.
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Appendix A.  Static Conformance Requirements (Normative)

The SCR’s defined in the following tables includeRsfor:

« UE for PoC Invocation Descriptor

Each SCR table identifies a list of supported fesgas:

e Item: Identifier for a feature.
« Function: Short description of the feature.
« Reference: Section(s) of the specification(s) wiibre details on the feature.

* Requirement: Other features required by this featindependent of whether those other featuremarelatory or
optional..

This section describes the dependency grammariotat be used in the Requirement column of the 8GRRCCR
tables using ABNF [RFC4234].

TerminalExpression = ScrReference
/ NOT TerminalExpression
/ TerminalExpression LogicalOperator TerminalExpression
/ "(" TerminalExpression ")"

ScrReference = Scritem
/ ScrGroup
Scritem = SpecScrName "-" GroupType "-" DeviceType "-" NumericIid "-"
Status
/ SpecScrName "-" DeviceType "-" NumericId "-" Status
ScrGroup = SpecScrName ":" FeatureType
/ SpecScrName "- " GroupType "-" DeviceType "-" FeatureType
SpecScrName = 1*Character; See "SpecScrName " in [SCR_RULES]
GroupType = 1*Character; See "GroupType” in [SCR_RULES]
DeviceType = "Cc" / "s"; C - Client, S - Server
NumericId = Number Number Number
Status = "M" / "0"; M - Mandatory, O - Optional
Logicaloperator = "AND" / "OR"; AND has higher precedence than OR and OR s

inclusive
FeatureType = "MCF" / "OCF" / "MSF" / "OSF"; See "FeatureType' in [SCR_RULES]
Character = %x41-5A ; A-Z

Number = %x30-39 ; 0-9
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A.1 UE for PoC Invocation Descriptor

Item Function Reference Requirement
POCIDSPEC-PID-C-001-O Support Browser-based5 POCIDSPEC-PID-C-002-O AND
PoC Client Invocation POCIDSPEC-PID-C-003-O AND

POCIDSPEC-PID-C-004-O AND
POCIDSPEC-PID-C-005-O AND
POCIDSPEC-PID-C-006-O AND
POCIDSPEC-PID-C-007-O

POCIDSPEC-PID-C-002-O Access Web server usjirg 1 POCIDSPEC-PID-C-001-O
Browser (HTTP User
Agent) to retrieve PoC
Invocation Descriptor

POCIDSPEC-PID-C-003-O Initiate Ad-hoc PoC 5.1 POCIDSPEC-PID-C-001-O
Group Session based on 5§ 2
a PoC Invocation 54
Descriptor '

POCIDSPEC-PID-C-004-O Initiate 1-1 PoC Sessiorb.1 POCIDSPEC-PID-C-001-O
based on a PoC 5.2
Invocation Descriptor 5.4

POCIDSPEC-PID-C-005-O Initiate Pre-arranged Fd&1 POCIDSPEC-PID-C-001-O
Group Session based on 5§ 2
a PoC Invocation 54
Descriptor

POCIDSPEC-PID-C-006-O Join Chat PoC Group | 5.1 POCIDSPEC-PID-C-001-O

Session based on a PoC 5§ 2
Invocation Descriptor 5.4

POCIDSPEC-PID-C-007-O Handle invalid PoC 5.1 POCIDSPEC-PID-C-001-O
Invocation Descriptor 52
5.4

O 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-PoC_Invocation_Descriptor-V2_1-20110802-A Page 15 (27)

Appendix B. Examples (Informative)

B.1 Use case of PoC Client invocation from Browser

B.1.1 Usage example

Fig. B.1 shows an example of a configuration wtikeeBrowser is used to;
- Present some information associated with the Pafigs¢information on a ski resort in this example),

- Allow the PoC User to select the member(s) (in edske1 PoC Session and Ad-hoc PoC Group SessioRpG
Group (in case of Pre-arranged PoC Group Sessiihat PoC Group Session) to call,

- Retrieve a PoC Invocation Descriptor, and
- Invoke the PoC Client to initiate a PoC Session.

Ski information

User Equipment

Web
X Select | Browser | . pages | \\vop
* : server
User PoC Invocation
Descriptor _

Invoke PoC Client

A

PoC ‘ _ _
Client . g _ PoC Group information
Initiate PoC Session

Group
XDMS

FigureB.1: An example of PoC Client invocation from Browser

Assuming Alice, Bob, Carol, David and Edward are ffloC Users, the normal and alternative flows sifellows:

(1) Normal flow
- Alice request a Web page to the Web server usie@tbwser in her UE.
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- The Web server authenticates Alice and return$\thb page requested to Alice’s Browser.

During this step the Web server accesses the G(BIS using Alice’s XUl [RFC4825] and obtains her®&roup
document using her access rights.

- The Web page generated by the Web server contdistsod the PoC Groups which Alice is a memberaofd also
contains other relevant information such as nefers) etc.

- Alice selects one of her PoC Groups, e.g. Ski_Begldin her Browser.

- The Browser presents a list of members of Ski_Beslds well as updates of certain ski resort. Tliates contain
such information as dates, time, current weatlbeechst, wind, temperature, near real time pictoféke resort, etc.

- Since the conditions look perfect, using PoC, Atleeides to call Bob, Carol and David to discussrttip to the ski
resort tomorrow. Alice knows that Edward is notitakde due to his trip abroad and she does notrgttéo call him.

- Alice selects Bob, Carol and David and clicks tG&l'L" button on the Browser.
- The PoC Client is automatically invoked by clickitige "CALL" button and the invitation is sent to lBdCarol and
David. The four talk in the Ad-hoc PoC Group Sessiad discuss their ski trip tomorrow.

If Alice selects only one person, then the PoC iSadsecomes a 1-1 PoC Session.

(2) Alternative flow

- Instead of selecting each member whom Alice wantalk to, Alice wants to talk to everyone. Alicglexts the
"CALL ENTIRE GROUP" button on the Browser.

- PoC Client is automatically invoked by clicking tHeALL ENTIRE GROUP" button and invitation is sent
everyone in the PoC Group. The participants tathéPre-arranged PoC Group Session and discusskhtrip
tomorrow.

If Ski_Buddies is a Chat PoC Group, then the Possisa becomes a Chat PoC Group Session.

B.1.2 Seguence example

Fig. B.2 depicts an example of the sequence oPtie Invocation Descriptor.
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Browser
PoC Use PoC Client [(HTTP Use Web servey Group Other
XDMS server
Agent)
1. Request the PoC Group information
2. Page request
* 3. Group information query
e CIIIIIIIITT
.............................. »
4 _____________________________
4. Send the page Fetch related data/processing
) Optional
5. Page presented ©p )

7. Send information

>

6. Select PoC User (s) to invite

8.PoC Invocation Descriptor download

<

9. Invoke PoC Client

10. SIP reque PoC

Serve

Figure B.2: An example sequence of PoC Invocation Descriptor

1. The PoC User request a Web page which includeBal=Group information by clicking a link for exarapl

2. The Browser (HTTP User Agent) sends the HTTP reigjoethie Web server to request the page for the Badp
information.

3. The Web server queries the PoC Group informatiomfthe Group XDMS to compose the PoC Group infoignat
page by the procedures specified in [OMA-XDM_SPHE®Rpcedures at the XDM ClientVith the security
procedures specified in [OMA-XDM_SPEC3ecurity Procedures'The Web server receives the necessary
information from the PoC User in advance for therwithorization by Group XDMS. The Web server ivistéhe
related information from external information resms other than the Group XDMS.

4. The Web server sends the PoC Group information fmatiee Browser.

5. The PoC User inputs some additional informationulh the form interface such as choosing the iddafi PoC
User(s) by the checkboxes.

6. The PoC User pushes the submit button after fingsttie form input.

7. The Browser (HTTP User Agent) sends the informationtained in the form to the Web server.

8. The Web server creates the PoC Invocation Descriptmpliant to the XML Schema specified in Sectiof "XML
Schemausing the information contained in the HTTP resfumubmitted by the Browser (HTTP User Agent).

9. The Browser (HTTP User Agent) analyzes the MIME Mellype [RFC2046] of the HTTP header, and passes th
PoC Invocation Descriptor and the necessary infaomdo the PoC Client to initiate the PoC Session.
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10. PoC Client analyses the PoC Invocation Descrifiten sends the SIP request to the PoC Server iménihe PoC

Session according to the PoC Invocation Descrigoeived from the Browser (HTTP User Agent).

B.2 Detailed signalling flow and message examples

B.2.1 Ad-hoc PoC Group Session/ 1-1 PoC Session initiation

Fig. B.3 describes how an Ad-hoc PoC Group Sessi@nl-1 PoC Session is initiated using the Po©dation
Descriptor.

PoC Browser Web
Client (HTTP User server

Agent)

1. HTTP request

2. Request / Response

3. HTTP 200 OK

4. HTTP Request

5. HTTP 200 OK

6. pass

7. SIP request

Figure B.3: Ad-hoc PoC Group Session / 1-1 PoC Session initiation signalling flow

The details of the flows are as follows:

1)

2)

3)

4)

5)

Alice decides to access to her buddy list on thé8&rver. The Browser (HTTP User Agent) sends amHT
request to the Web server. At this time, the Webeseauthenticates the UE, (the details of autlation are
omitted here.)

In response to the HTTP request, the Web servesrgtes a Web page. (At this time the Web servereiaieve
some resources relating to the Web page from eadtentities, however this is completely implemeiotat
specific.)

After generating the Web page, the Web servermstan HTTP 200 OK response together with the géseti/eb
page to the Browser (HTTP User Agent). This Webepgagendered on the Browser and then Alice is ttbfaake
use of her buddy list.

Alice selects her friend(s) to talk with in an AdehPoC Group Session or a 1-1 PoC Session frorautty list,
and submits the form to initiate the PoC Sessid¢® Browser (HTTP User Agent) sends an HTTP redoes$ie
Web server to get the PoC Invocation Descriptor.

In this example, it is assumed that Alice now ssl@&ob, Carol and Dave to talk with from her budidy

In response to the HTTP request, the Web servarrgtes a PoC Invocation Descriptor according tdi&e6.4
"XML Schemg and returns an HTTP 200 OK response to the Beo@sTTP User Agent) together with the PoC
Invocation Descriptor in its body.

In this example, the PoC Invocation Descriptowoisgdn Ad-hoc PoC Group Session, because the vathe duri"
attribute of the <poc-session> element is a Confard-actory-URI, and 3 <entry> elements correspunth Bob,
Carol and Dave respectively are included undektist> element.
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(If the value of the "uri" attribute of the <pocss@on> element is a Conference-Factory-URI, ang britentry>
element is included under the <list> element, tienPoC Invocation Descriptor is for a 1-1 PoC Bess

HTTP/ 1.1 200 K
Cbﬁtent—Type: appl i cation/vnd. ona. poc. i nvocati on-descri pt or +xm

<?xm version="1.0" encodi ng="UTF-8" ?>
<invocation-descriptor version="2.0" xm ns="urn: oma: xnl : poc: sessi on-i nvocati on-descri ptor"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >

<poc-sessi on uri="sip: conf erencef act ory@xanpl e. cont' >
<list>
<entry uri="sip: bob@xanpl e. coni' >
<di spl ay- name xni : 1 ang="en" >Bob</ di spl ay- nane>
</entry>
<entry uri="sip: carol @xanpl e. cont' >
<di spl ay- name xni : 1 ang="en">Car ol </ di spl ay- nane>
</entry>
<entry uri="sip: dave@xanpl e. coni' >
<di spl ay- name xmnl : | ang="en" >Dave</ di spl ay- nane>
</entry>
</list>
</ poc- sessi on>
</invocation-descriptor>

6) When the Browser (HTTP User Agent) receives the P00 OK response from the Web server, the body of
which contains a PoC Invocation Descriptor, thi€Pavocation Descriptor is passed from the Brows&rTP
User Agent) to the PoC Client.

<?xm version="1.0" encodi ng="UTF-8" ?>
<invocation-descriptor version="2.0" xm ns="urn: oma: xnl : poc: sessi on-i nvocati on-descri ptor"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >

<poc-session uri="sip: conferencefactory@xanpl e. coni >
<list>
<entry uri="sip: bob@xanpl e. cont' >
<di spl ay- name xni : 1 ang="en" >Bob</ di spl ay- nane>
</entry>
<entry uri="sip: carol @xanpl e. cont >
<di spl ay- nanme xmnl : 1 ang="en">Car ol </ di spl ay- nane>
</entry>
<entry uri="sip: dave@xanpl e. coni' >
<di spl ay- name xni : 1 ang="en" >Dave</ di spl ay- nane>
</entry>
</list>
</ poc- sessi on>
</invocation-descriptor>

7)  When the PoC Client receives the PoC Invocatiorcbgt®r, the PoC Client can send a SIP requestitiate a
PoC Session.

In this example, the SIP request is for an Ad-ho€ Broup Session because the value of the "uribaté of the
<poc-session> element is a Conference-Factory-URI3a<entry> elements are included under the <kstment
within the PoC Invocation Descriptor.

(If the value of the "uri" attribute of the <pocss@n> element is a Conference-Factory-URI and brdentry>
element is included under the <list> element, tienSIP request is for a 1-1 PoC Session.)

Then the SIP request is generated and sent afiepét [OMA-PoC-CP]"PoC Client initiates an Ad-hoc PoC
Group Session and 1-1 PoC Session"

B.2.2 Pre-arranged PoC Group Session / Chat PoC Group Session
initiation

Fig. B.4 describes how a Pre-arranged PoC Grougid®esr Chat PoC Group Session is initiated udiegroC

Invocation Descriptor.
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PoC (H?’q?l\;v SL?srer Web Group
Client Agent server XDMS

1. HTTP request

2. Requegst / Response

5. HTTP 200 OK

6. HTTP request

7. HTTP GET

9. HTTP 200 OK

10. pass

11. SIP request
-—

Figure B.4: Pre-arranged PoC Group Session / Chat PoC Group Session initiation signalling flow

The details of the flows are as follows:

1)

2)

3)

4)

5)

Alice decides to access to her PoC Group list enVileb server. The Browser (HTTP User Agent) sendd&IrP
request to the Web server. At this time, the Webeseauthenticates the UE, (the details of autlatin are
omitted here.)

In response to the HTTP request, the Web servesrgtes a Web page. (At this time the Web serveretzieve
some resources relating to the Web page from eadterttities, however this is completely implemeiotat
specific.)

The Web server can attempt to access the Group XidM&rieve information about Alice’s directorying her
XUl to prepare a list of PoC Group document(s) bgiog to her using the AUID of Group document dedirn
[OMA-PoC-Document-MgnjtPoC Group" Then the Web server sends an HTTP GET requéisétGroup XDMS
according to [OMA-XDM_SPEC]Procedures at the XDM Cliéhand "XML Documents Directotyusing the
AUID of XCAP directory defined in [OMA-XDM_SPEC]XML Documents Directoty

The Web server receives an HTTP 200 OK responsaiodrg the list of PoC Group document(s) belongimg
Alice from the Group XDMS.

The Web server generates a Web page accordingae’#\tlirectory information in the HTTP 200 OK resise.
After generating the Web page, the Web servermstan HTTP 200 OK response together with the géedi&/eb
page to the Browser (HTTP User Agent). This Wehbepagendered on the Browser and then Alice is tbiaake
use of her PoC Group list.
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6)

7

8)

9)

Alice selects her PoC Group to initiate a Pre-ageahPoC Group Session or Chat PoC Group Sessionheo PoC
Group list, and submits the form to initiate theCP®ession. The Browser (HTTP User Agent) sendsanFH
request to the Web server to get the PoC Invoc@iscriptor.

In this example, it is assumed that Alice now gsléchatting.xml" , which conforms t®@MA-PoC-Document-
Mgmt] "PoC Groug', as the PoC Group to be invited from her PoC @nsi.

In response to the HTTP request, the Web servemats to retrieve the PoC Group document "chaitinly.
specified by Alice using her XUI. The Web servemdgan HTTP GET request to the Group XDMS accortbing
[OMA-XDM_SPEC] "Procedures at the XDM Cliehtising the AUID of Group document defined @MA-PoC-
Document-Mgmt " PoC Group'.

The Web server receives an HTTP 200 OK responsmiodrg the content of the PoC Group document
"chatting.xml" specified by Alice from the Group XI5.

Based on the PoC Group document "chatting.xml"iwithe HTTP 200 OK response, the Web server gesxet
PoC Invocation Descriptor according to Section"XML Schemaand returns an HTTP 200 OK response to the
Browser (HTTP User Agent) together with the PoColtation Descriptor in its body.

In this example, the PoC Invocation Descriptooisd Pre-arranged PoC Group Session, becauseltieofadhe
"uri" attribute of the <poc-session> element is)€R5roup Identity, and the <invite-members> elenexigts, and
contains the text "true".

(If the value of the "uri" attribute of the <pocsseén> element is a PoC Group Identity, and theitdrmembers>
element is omitted or exists and contains the'feise", then the PoC Invocation Descriptor isdo€hat PoC
Group Session.)

HTTP/ 1.1 200 &K

Content - Type: application/vnd. oma. poc.invocation-descri ptor+xn

<?xm version="1.0" encodi ng="UTF-8" ?>

<invocation-descriptor version="2.0" xm ns="urn: oma: xnl : poc: sessi on-i nvocati on-descri ptor"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >

<poc-session uri="sip: nyconference@xanpl e. cont >
<di spl ay- name xml : 1 ang="en">Chatti ng</di spl ay- name>

<list>
<entry uri="sip: bob@xanpl e. cont’ />
<entry uri="sip:carol @xanpl e.cont />

<entry uri="sip: dave@xanpl e. cont’ />
<entry uri="sip:ell en@xanpl e.cont />
<entry uri="sip: frank@xanpl e.cont />
</list>
<invite-nmenbers>true</invite-nmenbers>
</ poc- sessi on>
</invocation-descriptor>

10) When the Browser (HTTP User Agent) receives the 200 OK response from the Web server, whose body

contains a PoC Invocation Descriptor, this PoC tatimn Descriptor is passed from the Browser (HTUEer
Agent) to the PoC Client.

<?xm version="1.0" encodi ng="UTF-8" ?>
<invocation-descriptor version="2.0" xm ns="urn: oma: xnl : poc: sessi on-i nvocati on-descri ptor"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance" >

<poc- sessi on uri ="si p: myconf erence@xanpl e. cont' >
<di spl ay- name xml : 1 ang="en">Chatti ng</di spl ay- name>
<list>
<entry uri="sip: bob@xanpl e. cont’ />
<entry uri="sip: carol @xanpl e.cont />
<entry uri="sip: dave@xanpl e. cont’ />

<entry uri="sip:ellen@xanple.cont />
<entry uri="sip: frank@xanpl e.cont />
</list>

<invite-nmenbers>true</invite-nmenbers>
</ poc- sessi on>
</invocation-descriptor>
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11) When the PoC Client receives the PoC InvocatiorcBe®r, the PoC Client can send a SIP requestitiate a
PoC Session.

In this example, the SIP request is for a Pre-gedrPoC Group Session because the value of tHedttnibute of
the <poc-session> element is a PoC Group Idematitgt,the <invite-members> element exists and contaim text
"true".

(If the value of the "uri" attribute of the <pocsseén> element is a PoC Group Identity, and theitdrmembers>
element is omitted or exists and contains the'felde"”, then the SIP request is for a Chat PoQu@i®ession.)

Then the SIP request is generated and sent adisgeni[OMA-PoC-CP]'PoC Client initiates a Pre-arranged
PoC Group Session or joins a Chat PoC Group Session
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Appendix C.  Security (Informative)
C.1 Risks

For the secure PoC Invocation Descriptor downltiaele are two areas where security risks existvdsent the Web
server and the UE for the PoC Client; and betwhen¥eb server and the Group XDMS for PoC Grouprinédion.

C.1.1 Risks for PoC Client protection
The followings are the typical risks for PoC Cligmbtection

- anunsolicited PoC Session is initiated when a PwGcation Descriptor is downloaded other thandhe
intended by the PoC User, and

- PoC service invites unintended/undesirable PoC(E)sby downloading a PoC Invocation Descriptor whic
includes unsolicited/inappropriate entities.

The first risk case is categorized as server atitation/authorization issue and the second riskuites not only
server authentication and server authorizatiores$ut also confidentiality and integrity issue.

Thus, the risks for PoC Client Protection are catiegd as followings,

« Browser (HTTP User Agent) authentication
* Server authentication
* Server authorization

« Confidentiality and integrity protection

C.1.2 Risks for PoC Group information protection
The followings are the typical risks for PoC Graoformation

- Anunauthorized server obtains PoC Group infornmatiom the Group XDMS and utilizes the information
unauthorized purposes.

- Anunauthorized server overwrites the data standtié Group XDMS for illegal purposes for exammlericlude
addresses of premium rate services

C.2 Proposed solutions

C.2.1 Proposed solutions for PoC Client protection
C.211 Browser (HTTP User Agent) authentication

When a PoC Invocation Descriptor is downloaded ftbenWeb server to the Browser (HTTP User Ageeguse
Browser (HTTP User Agent) authentication is enfdrbg the Web server. The typical Browser (HTTP Usgent)
authentication is the HTTP Digest authenticatioRQRR617]. If the HTTP Digest authentication is impknted in
accordance to the 3GPP UE implementations, the HIigEst authentication is performed as specifieBGPP GAA
[GAA] specifications.

C21.2 Server authentication

When a PoC Invocation Descriptor is downloaded ftbenWeb server to the Browser (HTTP User Agehg),Browser
(HTTP User Agent) supports at least one servéregtication method such as TLS1.0 [RFC2246] or SG[SSL3.0]
transport layer server authentication. When HTT$$skd to indicate the need for Server AuthentinatiTTPS
implementations conform to RFC2818 [RFC2818].

If the Web server switches from TLS/SSL to an imse@rotocol during a session, the Browser (HTTBrigent) can
terminate the communication.
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C.2.13 Server authorization

The white-list process can use the configured wiistedata (the addresses of each authorized Weieddor server
authorization. If no white-list data is configureébe white-list process requests confirmation ftbmPoC User.

Though white-list process is implementation spectfie Browser is assumed to be modified to havevainterface to
pass the Web server IP address or URI to the Jibitprocess, or the white-list process is assutndthve a new
capability to intercept the Web server IP addreddRI. OMA Client Side Content Screening Framew@lMA-
CSCSF] is one of the possible solutions in thiggaty. In the case where it is not possible to fiydtie Browser or
create the interception mechanism, the following stage PoC Invocation Descriptor download intraniyextended
child elements of the <invocation-descriptor> elatrean be used to realize the security.

Browser

HTTP User Agen Web server

L PoC Client White-list proces

1. Send information in form
|

— 2. 1st stage PoC Invocation
3. White-list check Descriptor download

4. Request the 2nd stage PoC Invocation Descriptor
|

5. 2nd stage PoC Invocation

Descriptor download

6. White-list check

7. Invoke PoC Client

L, PoC
8. SIP request Server

Figure C.1: An example of the two stage PoC Invocation Descriptor downloads sequence

This section introduces an example namespace netimerfis" and some example elements belonging texhmple
namespace. The example namespace name and thelexdengents are not defined in this specification.

1. The PoC User clicks the subscribe button andélotessary information is sent from the BrowserTRUser
Agent) to the Web server.

2. For the first stage PoC Invocation Descriptavdioad, the Web server creates a PoC Invocatictior
according to the following conditions:

the <otherns:responding-web-server> element aficaelbment of the <invocation-descriptor> elemeontains
the Web server’'s URI

the <otherns:request-path> element as a child eleaf¢he <invocation-descriptor> element contadhespath of
the second stage PoC Invocation Descriptor relatitbe root directory

the <otherns:one-time-credit> as a child elemenheiinvocation-descriptor> element element costai
download identifier used to match the second stiagenload to the first stage download

The first stage PoC Invocation Descriptor is dowadied by the Browser (HTTP User Agent) then passdiaet white-
list process.

The first stage PoC Invocation Descriptor incluthes<poc-session> element as a child element ofithevcation-
descriptor> element. However the <poc-session>@htmnd its content are ignored in the white-listcess.

3. The white-list process checks that the valud@fWeb server’'s URI in the <otherns:responding-aetver>
element is authorized
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4. If the authorization is successful then the sdstage PoC Invocation Descriptor access path ismamted by
concatenating the value of the <otherns:respondielg-server> element with the value of the <otheeggiest-path>
element, and the white-list process invokes the PlUBer Agent to send an HTTP request to the auttdserver.
The white-list process retains the values of thia@ms:responding-web-server> and <otherns:one-tiaeit>
elements for further checking after receipt ofgékeond stage PoC Invocation Descriptor.

5. The Web server receives the HTTP request anstremts a second stage PoC Invocation Descriptibrwailues of
the <otherns:responded-web-server> and <otherrmicoed-credit> elements corresponding to the valtidse
<otherns:responding-web-server> and <otherns:eone-tiredit> elements in the first stage PoC Invocabescriptor
and this is downloaded by the HTTP User Agent.

6. The white-list process compares the valuesektitherns:responded-web-server> and <otherns:owmdseredit>
elements (child elements of the <invocation-d@sar> element) with the retained values of the eotk:responding-
web-server> and <otherns:one-time-credit> elemieats the first stage PoC Invocation Descriptor.

7. If the white-list process succeeds in matchirgggecond stage PoC Invocation Descriptor to teestage PoC
Invocation Descriptor, then the white-list processkes the PoC Client and passes the second Btagénvocation
Descriptor to the PoC Client.

8. The PoC Client sends a SIP request to the Po@iSeased on the <poc-session> element and itebof the the
second stage PoC Invocation Descriptor.

c.214 Confidentiality and integrity protection

When TLS is used to provide Web server authentinathe authenticated PoC Invocation Descriptorrdoad also is
confidentiality and integrity protected using theghanisms defined in the TLS specification [RFC3246

When SSL is used to provide Web server authenticathe authenticated PoC Invocation Descriptorrdoad also is
confidentiality and integrity protected using thechanisms defined in the SSL specification [SSL3.0]

C.2.2 Proposed solutions for PoC Group information protection

The access to the PoC Group information is prodegisethe Aggregation Proxy using XDM-3 referencénp as
specified in [OMA-XDM_AD]'Reference Point XDM-3: XDM Client — Aggregatioroky". For the PoC Group
information protection, the Web server supportssiseurity procedure specified in [OMA-XDM_SPE&ecurity
Procedures"

The Web server can not expose PoC Users’ privédenmation such as a PoC Invocation Descriptor gatedrfor the
PoC User or PoC Group document obtained from tloeiGXDMS to other users unauthorized to see tliggnmation.
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Appendix D. Documentation of Media Types for IANA registration

This appendix contains the information needed AMNA registration. The registration is done on
http://www.iana.org/cgi-bin/mediatypes.pl

D.1 PoC Invocation Descriptor

MIME media type name: Application

MIME subtype name: Vendor Tree - vnd.oma.poc.invocation-descriptont-x
Required parameters: none

Optional parameters. none

Encoding considerations: 8hit
The UTF-8 char set is used in the content of tivil Xbased media type.

Security considerations:

This content type contains the information foriating a PoC Session.

The vnd.oma.poc.invocation-descriptor+xml typedteanhitself does not provide either privacy or grigy protection.
This media type does not contain executable content

I nter oper ability consider ations:
This content type provides a format for exchangjrigrmation for initiating a PoC Session.

Published specification:
The OMA PoC Invocation Specification is publishedhip://www.openmobilealliance.org/.

Applicationswhich use this media:
Applications that support OMA Push to talk overlGlalr (PoC) service.

Additional information:

1. Magic number(s) : none

2. File extension(s) : none

3. Macintosh file type code : none
4. Object Identifiers: none

Intended usage: Common
This content type provides a format for exchangjrigrmation for initiating a PoC Session.

Person to contact for further information:
1. Name : OMA Push to talk over Cellular (POC) WogkGroup
2. Email : technical-comments@mail.openmobileadi@org

Author/Change controller:

The OMA PoC specifications are a work item of tHd£Push to talk over Cellular (POC) Working Grodpe Open
Mobile Alliance has change control over these dfmations, with mailing list addregechnical-
comments@mail.openmobilealliance.org
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