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1. Scope (Informative)

The Open Mobile Alliance (OMA) continues the worfktlee WAP Forum in developing industry-wide spexations for
developing enablers and services that operatevaveless communication networks. To enable opesaod manufacturers
to meet the challenges in advanced services, diffetion, and fast/flexible service creation, OMé&fines a set of enablers
in transport, session and application layers.

This document outlines the Push Architecture atated specifications, which together specify anbigrafor a service to
push content to mobile devices.

Push Architectural Overview
The purpose of this document is to serve as drgigbint for anybody wanting to know more abow Bush
technology, before taking on the other specificatio

Push Access Protocol Specification
This document specifies the protocol with whichustPInitiator communicates with the PPG. See se&i8.1.1
for a brief description.

Push Proxy Gateway Service Specification
This document specifies the Push Proxy Gatewaytifumality, and how it interacts with the Push Acc®&sotocol
and the Push Over-The-Air protocol. See sectiorl5@ a brief description.

Push OTA Protocol Specification
This document specifies the protocol with whichR&GPcommunicates with a push-capable client. Sea®aec
5.3.2.2 for a brief description.

Push OTA Protocol — Cell Broadcast Service (CBS) Aaptation Specification
This document specifies the protocol with whichREGPRcommunicates with a Push/CBS-capable clients8etion
5.3.2.2 for a brief description.

Push Client-Application Interface Specificiation
This document specifies the optional interface leetwa Push Client and applications, via which thieation can
register for push services and receive push canBaa section 5.3.2.3 for a brief description.

Push Message Specification
This document specifies end-to-end propertiespfsh message.

Service Indication Specification
This document specifies a content type used fdafymag users they have new information waiting oseaver. See
section 5.3.2.1.2.1 for a brief description.

Service Loading Specification
This document specifies a content type that inrtie client to automatically load a URI. Seeisech.3.2.1.2.2
for a brief description.

Cache Operation Specification
This document specifies a content type that insgrtie client to invalidate cached resources. Settos 5.3.2.1.2.3
for a brief description.
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be

informative.”
3.2 Definitions
Application A value-added data service provided to a clierite &pplication may utilise both push and pull degasfer

Application-Level
Addressing

Bearer Network
Client

Contact Point

Content

Content Encoding

Content Format

Device

End-user

Extensible Markup
Language

Media Type

Multicast Message
Point-to-Multipoint
Push

Push Access Protocol

Push Application

Push Framework

Push Initiator
Push OTA Protocol

to deliver content

The ability to address push content between aqodati user agent on a WAP client and push initiatoa
server

A network used to carry the messages of a trandgyet protocol between physical devices.
A device, user agent, or other entity that acthageceiver of a service [OMADICT]

Address information that describes how to reachsiproxy gateway, including transport protocolradd
and port of the push proxy gateway.

Digitized work that is processed, stored, or traittseh It includes such things as text, presenta@dio,
images,video, executable files, etc. Content mase lpeoperties such as media type, mime type, etc
[OMADICT]

When used as a verb, content encoding indicatescthef converting a data object from one format to
another. Typically the resulting format requiresd physical space than the original, is easigrdoess or
store, and/or is encrypted. When used as a nomtert encoding specifies a particular format aoeling
standard or process.

Actual representation of content.

Equipment which is normally used by users for comitations and related activities. The definitiom te
extended to cover remote monitoring applicationsnstthere is no user present, but the communicaton
and from the remote monitor use the same commuaisathannels as when used by users [OMADICT]

An individual who uses services and content [OMAD]C
See “XML”

A MIME media type or an identifier for a given dagge [OMADICT)]

A push message containing a single OTA client aldwehich implicitly specifies more than OTA client
address.

Push content delivery to a group of users throhghQTA-PTM Push-OTA protocol variant.

A protocol used for conveying content that showdchished to a client, and push related controtinédion,
between a Push Initiator and a Push Proxy/Gateway.

A value-added data service provided to a cliene @pplication may utilise both push and pull taval
content.

The entire push system. The push framework encosepdke protocols, service interfaces, and software
entities that provide the means to push data toagents in the client.

An entity or service that intiates Push contenivéey to Push clients [OMADICT]

A protocol used for conveying content between ehFRrexy/Gateway and a certain user agent on atclien
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Push Proxy Gateway

Push Session

Server
SIP Push

Terminal equipment

User

User agent

WAP Push

XML

A gateway acting as a Push proxy for Push Initgtproviding over-the-air Push message deliveryises to
Push clients [OMADICT]

A WSP session that is capable of conducting pushadions. Multiple bearer networks may be used twer
life of a single push session.

An entity that provides resources to clients irpoese to requests [OMADICT]
Push content delivery to a specific user via thé\&SIP Push-OTA protocol variant.

Equipment that provides the functions necessarth®operation of the access protocols by the (seurce:
GSM 01.04).

An entity which uses services. Example: a persamgus device as a portable telephone [OMADICT]

Any software or device that acts on behalf of a Liséeracting with other entities and processiegpurces
[OMADICT].

Push content delivery to a specific user via theR¥AOTA-WSP) or WAP2 (OTA-HTTP) Push-OTA
protocol variants.

The Extensible Markup Language is a World Wide Welnsortium (W3C) standard for Internet markup
language, of which WML is one such language [OMAD]C

3.3 Abbreviations

CPI
GRUU
HTTP

IP

MIME
MSISDN
OMNA
OTA
OTA-HTTP
OTA-PTM
OTA-WSP
PAP

PI
PO-TCP
PPG
PTM-Push
QoS
SGML

Sl

SIA

SIP

SIR

SL

SMS

Capability and Preference Information
Globally Routable User Agent (UA) URIs
Hypertext Transfer Protocol

Internet Protocol

Multipurpose Internet Mail Extensions

Mobile Station International Subscriber Directoryriyber
Open Mobile Alliance Naming Authority

Over The Air

(Push) OTA over HTTP

(Push) OTA over Point-to-Multipoint protocols
(Push) OTA over WSP

Push Access Protocol

Push Initiator

PPG Originated TCP connection establishment method
Push Proxy Gateway

Point-to-Multipoint Push

Quality of Service

Standard Generalized Markup Language
Service Indication

Session Initiation Application

Session Initiation Protocol

Session Initiation Request

Service Loading

Short Message Service
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SSL Secure Socket Layer

TCP Transmission Control Protocol
TLS Transport Layer Security

TO-TCP Terminal Originated TCP connection establishmerthog:
URI Uniform Resource Identifier

URL Uniform Resource Locator

WAP Wireless Application Protocol
WBXML WAP Binary XML

WSP Wireless Session Protocol

WTLS Wireless Transport Layer Security
XML Extensible Mark-up Language
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4. Introduction (Informative)

In the "normal” client/server model chent requests a service or information froreeaver, which then responds in
transmitting information to the client. This is kmo as “pull” technology: the client “pulls” inforntian from the server.
Browsing the World Wide Web is a typical exampleafl technology, where a user enters a URL (tloeiest) that is sent
to a server, and the server answers by sendingtapafge (the response) to the user.

In contrast to this, there is also “push” techngloghich is also based on the client/server mdulg where there is no
explicit request from the client before the setvansmits its content. The Push framework introduceneans to transmit
information to a device without a user request.

CLIENT

SERVER

“Pull” technology

Figure 1 - Comparison of pull vs. push technology

Another way to say this is that whereas “pull” sactions of information are always initiated frdme tlient, “push”
transactions are server-initiated.

The OMA Push architectural model enables serveiemt content delivery via various communicatioathods (protocols),
interconnection types (point-to-point, point-to-tipbint), and transport bearers (underlying prote@md bearer networks).

OMA Push enables a client/server relationship betwibe two main entities in the OMA Push architextaPush Proxy
Gateway (PPG) which act as the Push Server, arfelish Client. This client/server relationship supports contilivery to
one or more Push Clients via discrete point-to-poimnections (unicast), and delivery a group affP@lients via shared
point-to-multipoint connections (multicast/broadga€ollectively, the set of OMA Push-defined prodts (and binding to
underlying protocols and bearers) enabling cliemtsr interaction is referred to @A Push Over-the-Air (Push-OTA).
Note the name Push-OTA is based upon the histdocak of OMA Push on mobile data services, bufpttetocol is also
applicable for any IP-based network environment.

As indicated by its name, the PP@&s various roles including acting as a proxy fostpoperations initiated by external
applications, and as a gateway for converting egleapplication/interface operations for deliverg & Push-OTA variant.
PPG functions in support of these roles includenREigent registration, Push Client address traislapush content
transformation, and management of push operatisfiaasactions in a store-and-forward mode of djpera

The set of protocols and interconnection types sttpd in OMA Push are intended to ensure the fdagibf delivering
Push-based services across the wide variety dpiahbearers via which the PPG and Push Clientbaagterconnected.
Within this broader set of options, the OMA Pushdiions of the PPG and Push Client may be onligrtimplemented

or deployed, according to the needs/capabilities sifecific service environment. For example, gliegtion server may act
as a Push Server, directly supporting one or moshfOTA protocol variants, without implementing threader Push
service capabilities of a PPG.

Through their external interfaces, the PPG and Rligit may enable Push-based service deliveryatralb of external
entities: aPush Initiator (Pl) and aClient Application. From the end-to-end perspective, a push operetiaocomplished by
allowing a PI to transmipush content anddelivery instructionsto a PPG, which delivers the push content to thehRilient
according to the delivery instructions. The Pusier@lsubsequently delivers the push content tonChgplication.

A PI can be any server-based application thatitgi§i push operations via a PPG, usindthi& Push Access Protocol
(PAP). The PPG uses a Push-OTA protocol vartardeliver the push content to the Push Client.

Client applications may be OMA enabler user agénts browsers, multimedia messaging clients, imstessaging clients,
etc) or other device-resident applications thatsagported by the Push Client.
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Figure 2 illustrates the push framework:

(A
2%

{

5 Multicast/Broadcast
\ Push Delivery
via Push-OTA

User protocol ’ '
E o Push Request E

A

- via
Push Access Protocol (PAP)

~ Push Proxy Service/Content Provider

___Unicast Push Delivery e
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Figure 2: The Push Architectual Model

PAP is based on standard Internet protocols; XML edu® express the delivery instructions, and trehmontent can be
any MIME media type. These standards help make fexible and extensible.

The Push@TA protocol provides both “connectionless” and “coctitn-oriented” services. Connection-oriented savi
refers to a service context in which the Push Cles established a specific transport layer “cotioe” with the PPG, for
reception of Push-based services. Connection-@deservice is supported via the WAP1 Wireless $ad3iotocol (WSP)
as the OTA-WSP Push protocaol, via the WAP2 HTTReda@TA-HTTP Push protocol, and via the SIP-baseé-STP
Push protocol. Connectionless service does notrdeppgon a pre-established/specific connection batwiee Push Client
and PPG, and is supported via OTA-WSP, OTA-SIP,@Qh4-PTM.

OTA-PTM is the protocol variant used in Point-to-faoint Push (PTM-Push), referring to Push operaticross point-to-
multipoint bearers, which in Push 2.3 includes MBMIBS, and BCAST. OTA-PTM is considered to support
connectionless service. While the Push Client attilistens for Push events over the OTA-PTM besrirere is no specific
dialog created between the Push Client and PPG.

An important adjunct to connection-oriented seniicthe Session Initiation Application (SIA), whichfurther described in
section 5.3.2.2.5.

Figure 2 illustrates the Pl and the PPG as separtities, although the PIl and the PPG may be catéal depending upon
various deployment-specific needs. Figure 3 belowiges a more detailed end-to-end view of theisergnvironment
supported by the OMA Push enabler.

The following OMA Push-defined aspects of Figurar8 described in further detail in this specifioatand the technical
specification of the OMA Push enabler:

0 Architectural entities: Push Client and Push Preageway
o Interfaces
= Push Over-the-Air protocol variants
*  OTA-WSP: point-to-point delivery based upon WAP4nsport protocols
OTA-HTTP: point-to-point delivery based upon WARartsport protocols
e OTA-SIP: point-to-point delivery based upon SIFhgport protocols

*  OTA-PTM: point-to-multipoint delivery based upon MWES, OMA BCAST, and Cell
Broadcast Service (CBS) as transport protocols
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= Push Access Protocol, via which server-based agjuits initiate content delivery through the OMA
Push enabler

= Client-Application Interface, via which client-bakapplications access Push-based services prolided
the OMA Push enabler

0 Support provided by external entities with speadifiles as defined by the OMA Push enabler, inclgidin

= OMA User Agent Profile documents, as obtained fieet servers, defining static capabilities of Push
Clients and Client Applications

= OMA Device Profile Evolution (DPE) servers, prowig access to static and dynamic capabilities of
Push Clients and Client Applications

= OMA Device Management (DM), providing Managemeni&ab(MO) support for OMA Push, e.g. for
managing the Push access control whitelist

0 Support provided to external entities via speddiatures defined by the OMA Push enabler, includireg
identification of OMA-standardized enabler cliebtsassigned Push Application ID’s, and the use 20
Push-defined content types

= OMA Browsing user agent (the device’s default wetwser), identified by the OMA Push enabler as
the “WML user agent” (meaning the handler of Webwsing related services)

= Other OMA-standardized enabler clients, e.g. ugents supporting the OMA-defined enablers
Multimedia Messaging Service (MMS), Email, Instdessaging (IM), Data Sync, Location, Device
Management, Download, etc

The following external entities provide functiondanterfaces used by the Push Client and/or Pasle§ for the
adaptation of Push-OTA protocol variants:
0 On the network side
= Short Message Service Centers (SMSC) via which QU2P/SMS is provided
= Cell Broadcast Centers (CBC), via which OTA-PTM/CB$rovided
= SIP/IP Core networks, via which OTA-SIP is provided
= MBMS Broadcast Multicast Service Centers (BM-SG3,which OTA-PTM/MBMS is provided
= OMA BCAST Service Distribution/Adaptation, via whi©TA-PTM/BCAST is provided
0 On the client side
= SMS Clients, via which OTA-WSP/SMS is delivered
= OMA BCAST Clients, which OTA-PTM/BCAST is delivered

= MBMS Clients, via which OTA-PTM/MBMS is delivered

The following external entities are examples ofsthavith general supporting roles as typically repreeed in OMA Push
deployments, e.g. for service personalization amdextualization:

o Location servers, providing useful information abthe target client location, e.g. for bearer sébecand
gueueing

o Group management servers, providing informationsef in group-based Push services, e.g. assocatn
group identity to multicast address, or identityspecific group members for use in unicast delivery

o0 Subscriber profile servers, providing informatidruee in Push-based service personalization, e.qg.
subscriptions, delivery preferences, subscriben@ated client identities
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Figure 3 End-to-End Push Framework

4.1 Version 2.2 Functionality

This enabler release continues on the work of thiA@ the area of Push and is an extension of t€hR2.1 Enabler
release [Push2.1], defining push security mechasinad OTA-SIP as a new Push-OTA protocol varianta8pect of the
defined push security mechanisms depend on devacegement object extension defined in [PushMO] vbigpends on
the OMA Device Management Enabler .

In addition this enabler release definition definaginimum level of conformance for segmentatiod eexassembly for
SMS based Push, as well as push initiator guidelmethe most efficient way to use this form oftpdslivery mechanism.

4.2 Version 2.3 Functionality

This enabler release is an extension of the PusERabler release [Push2.2], and is referred #uat 2.3 Point-to-
Multipoint Push (PTM-Push). PTM-Push adds multipalistribution methods to complement the exispot-to-point
methods, enabling Push content delivery to a latgeber of clients simultaneously via network beagrpporting multicast
and broadcast operation, e.g. MBMS, Cell Broadgastice (CBS), and OMA BCAST.

PTM-Push defines push security mechanisms for usgpuoint service contexts, and OTA-PTM as a newiPOTA
protocol variant. Aspects of the defined push secarechanisms and Push Client configuration depenéd device
management object extension defined in [PushMOtwlepends on the OMA Device Management Enabler
[DMSTDOBJ].
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5. Architectural Model

5.1 Dependencies

The WAP1 Push-OTA protocol variant OTA-WSP is degemt upon the WAP1 user agent and protocol spatiifics
[WSP], [WBXML], and [WTLS].

The WAP2 Push-OTA protocol variant OTA-HTTP is deg@ent upon the WAP2 protocol specifications [W-HT&Rd
[WAPTLS].

The OTA-SIP protocol variant is dependent upon3teand SIP-related protocol specifications describ [PushSIP].

The OTA-PTM protocol variant is dependent uponghaocol specifications described in [MBMS], [OMACR\ST-AD],
and [3GPP-CBS].

The user agent environment specification [WAE] aadr agent profile specification [UAProf] are degemcies on
functions of the Push Client and Push Proxy Gatesvdifies in the OMA Push architecture.

5.2  Architectural Diagram

Push-PAP Push Proxy Push-OTA ' Push-CAl | push-Enabled |
- p  Push Client o |
Gateway Application

|:| Components specified by this enabler

Components not specified by this enabler

_p Indicates use of an interface exposed by an Enabler/Component. The
Enabler offering or exposing the interface is indicated by the arrowhead.

XYZ Name of the interface offered or exposed by Enabler/Component XYZ
(following the interface naming convention)

Figure 4 - Architecture Diagram

The interfaces shown in Figure 4 include:

* The Push-OTA interface, via which the PPG and Rilgnt interact using one of the Push-OTA protoaoiants
(see section5.3.2.2)

* The Push-PAP interface, via which the PPG exposash Bervices to the Push Initiator (see sectior2 3.8

* The Push-CAl interface, via which the Push Clieqases Push services to Push-enabled applicagessséction
5.3.2.3)
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5.3 Functional Components and Interfaces/reference points
definition

5.3.1 Functional Components
5.3.1.1 The Push Proxy Gateway

The Push Proxy GatewalPRG) is the entity that does most of the work in thustiPframework. Its responsibilities include
acting as an access point for content pushes figgh Pitiators to Push Clients, and everything dased therewith
(authentication, address resolution, etc).

Push . Push
Over-the-Air Access V4
Protocol Protocol : -

Client

Push Initiator
(on the Internet)

Push Proxy Gateway

Figure 5 - PPG highlighted

The PPG may implement access-control policies alvbotis able to push content and who is not, arteuwhich
circumstances, etc.

5.3.1.1.1 Services Overview

The PPG provides the Push framework with severalcs. It is the initial contact point for contgnished to the Push
Client. The PPG may perform the following:

. Pl identification and authentication; access cdntro

. Parsing of and error detection in push contentcmdrol information

. Push Client discovery services (including Pushi€leapabilities)

e Address resolution of push recipient

. Binary encoding and compilation of certain contgpes, or general compression, to improve effigyenc
. Protocol conversion

5.3.1.1.2 Message Acceptance and Rejection

The PPG accepts content from the PI using the Rasbss Protocol (see section5.3.2.1). This consediivided into several
parts using a multipart/related content type whkesfirst part contains control information for tREG itself. Such
information includes recipient address(es), dejitane constraints, Quality of Service (QoS) infation, notification
requests, etc.

The PPG will acknowledge successful (or report aosssful) parsing of the control information, anglynm addition report
debug information about the push content itself.

5.3.1.1.3 Message Handling Service

Once the content has been accepted for delives\RPBG attempts to deliver the content to the ta?gsh Client (or group of
Push Clients, for OTA-PTM) using the Push Over-HRieprotocol (see section 5.3.2.2). The PPG magmaptt to deliver the
content until a timeout expires. This timeout maysket by the Pl and/or policies of the PPG operator
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The PPG may also send a notification to the PI viherfinal status of the push submission (delivecadicelled, expired,
etc.) has been reached, if the Pl so requests.giithe service is asynchronous from the Pl's gafimtew (the Pl need not
wait on-line for the PPG to complete its delivery).

5.3.1.1.4 Encoding, Compilation, and Compression

The PPG may encode content types (e.g. WML 1.234nuhto their binary counterparts [WBXML]. Thisxieial-to-binary
translation would take place before delivery oves-air. Other content types, unknown to the PPG, lmesforwarded as
received unless it is known that the Push Cliemisdwot support them.

When OTA-HTTP (see section 5.3.2.2.4) or OTA-SIge(section 5.3.2.2.3) is used, the PPG may usateefhcoding
[RFC1951] (i.e. general compression) to obtaindvaiter-the-air efficiency also for content typkattdo not have an
associated binary content type.

When OTA-PTM (see section 5.3.2.2.4) is used, € Ihay use GZip [RFC 1952] to encode files forgpamt. Also the
service data may be protected against packet kisg &orward Error Corretion [RFC3452]. Note, othadiability schemes
e.g. File Repair using point to point bearers ¢se defined in [MBMS].

5.3.1.1.5 Multicast, Broadcast and Aliasing Conside  rations

The nature of multicast and broadcast serviceslesdush delivery to groups of Push clients. Tlse@ation of users as a
group to a Push-enabled service may be supportétetyPG through implementation-specific addressialg schemes,
e,g., via special addresses used to target Puséntdo groups of users via OTA-PTM. PTM-Push pdesi for identifying
the Push target by name, which can be used byRI@&fBr associating a Push request to such angliam.

When receiving a Push message indicated to beedetiwising an applicable PTM-Push bearer, the Pil@nsure at least
one bearer among those bearers is to be usededisf®TM-Push bearer can be indicated by thenPhé PAP message,
e.g. indicated by a named user group, a broadoaligast address, targeted location, or networktifier for PTM-Push.
For the specific bearer, the PPG needs to ensusthetthe bearer is available, e.g. based upoavéiéable network
resources. If yes, the PPG will select the bear@éndicated, further adapting the Push messagedad deliver it to the
Push Client by using selected PTM-Push bearehnelbearer indicated is not available or no spebiiarer is indicated, if
possible the PPG selects an available bearehasgd on group or network information. PPG mayardpvith the selected
bearer to Pl if requested.

While the manangement of Push target alias graupati of scope for PTM-Push, the PPG does assd®idiePush target
addresses to PTM-Push adaptation requirementbgager configuration and OTA-PTM protocol optioakted to the
specific PTM-Push bearer such as:

* Type of PTM-Push bearer to use, e.g. for a groujpesss that is associated with a specific PTM-P @sirdy.

* OTA addressing for the PTM-Push bearer, which malude scoping the Push request to a specificceariea,
e.g. geographical area

Parameter negotiation for the selected bearer rmagdpired to fulfil the adaptation requirementshef specific
multicast/broadcast bearer.

5.3.1.1.6 Client Capabilities Query Service

A Pl may query the PPG for a specific Push Clierdzabilities and preferences to aid in creatirttebéormatted content.
The capability and preference information returbgdhe PPG is formatted as a UAProf document [UAPTis feature is
optional in the PPG.

5.3.1.1.7 Reference
For more information, see [PushPPGPushPPG].
5.3.1.2 The Push Client

The Push Client is the entity that receives Pusttest from the PPG. Its responsibilities includéray as a service access
point for OMA enabler user agents or applicatidreg tirectly use Push services.
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Figure 6 — Push Client highlighted

Push Clients may include support for a specifi§@MA enabler user agents (e.g. browser), and awlaitionally support
the dynamic registration of new user agents vidPthgh Client-Application Interface[Push-CAl]. Aarpof supporting the
Push-CAl, Push Clients may implement access-coptiities about which user-agent/applications &te to access Push
services.

Push Clients have several roles in the Push enabler

« Connection/registration with a PPG as neededf@.@TA-WSP service over IP bearers, OTA-HTTP sazyiand
OTA-SIP service

e Push content reception from the PPG via the vafush-OTA variants, including handling Push Seygurit

» Push content delivery to applicable user agentsapptications, via Push-CAl or other unspecifiedide-internal
interfaces

5.3.2 Interfaces

5.3.2.1 Push Access Protocol Interface

The Push Access Protoc#lAP) is the means by which a PI pushes content tol@lennetwork, addressing its PPG.

Push
Access
Protocol

Push .
Over-the-Air R
Protocol mﬂmmm
Client | <

Push Proxy Gateway

Push Initiator
(on the Internet)

Figure 7 - PAP highlighted

PAP was designed to be independent of the undgrtyamsport; it can be transported over virtuatly arotocol that allows
MIME types to be transported over the Internet. IRT3 the first protocol to be specified as a transprotocol for PAP,
other protocols (e.g. SMTP) may be added in theréut

When HTTP is used as a transport protocol for RAR HTTP POST request method and its responsesatkta transport
the information. The HTTP response always contegsglt code 202 (“accepted for processing”) whenHA TP transaction
itself succeeds; the response PAP document magicomPAP error though. See [RFC2616] for morermftion about
HTTP/1.1.
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PAP is used to carry push related control infororathat is used by the PPG. This information isrexped using XML
[XML]. When, for example, a new message is submittethe PPG the control information and the pusitent are carried
in a MIME multipart/related [RFC2387] entity. ThHisplies that a single (MIME) entity is conveyed @mendent of the type
of operation.

5.3.2.1.1 PAP Operations
The PAP supports the following operations:

e Push Submission (Pl to PPG)

* Result Notification (PPG to PI)

e Push Cancellation (Pl to PPG)

e Push Replacement (Pl to PPG)

e Status Query (Pl to PPG)

» Client Capabilities Query (Pl to PPG)

These operations are described in the followingsations. For more information, see [PushPAP].
5.3.2.1.1.1. Push Submission

The Push message contains three entities: a camitity, a content entity, and optionally a capgp#éntity. These are
bundled together in a multipart/related messagéiwis sent from the Pl to the PPG.

The control entity is an XML document that contailedivery instructions destined for the PPG, wheitha content entity is
destined for the Push Client. The PPG may or magoivert the content entity into a more bandwidlptimised form
before forwarding it to the Push Client (see sect®.1.1.4).

The optional capability entity contains the Pusielcapabilities that the message was formattedreing to, in UAPROF
[UAProf] format. The Pl may include this entityittdicate what itassumesthe Push Client capabilities are. The PPG may
reject the message if the assumed capabilitieotimatch those known by the PPG.

5.3.2.1.1.2. Result Notification

If the PI has requested information about the fongtome of the delivery, the Result Notificatioegaage is transmitted
from the PPG to the URI specified by the PI. s XML entity indicating successful or unsuccesgRush Client not
reachable, timeout, etc.) delivery.

One key feature of the Push Framework is the piisgitor a PI to rely on the response from the PR&onfirmed push is
confirmed by the device when (and only when) tmgdfapplication has taken responsibility for tluslped content. If it
cannot take that responsibility, it must abortdperation, and the PI will know that the contenteraeached its destination.

5.3.2.1.1.3. Push Cancellation

This is an XML entity transmitted from the PI teetRPG, requesting cancellation of a previously stibchmessage. The
PPG responds with an XML entity indicating if thencellation operation was successful.

5.3.2.1.1.4. Push Replacement

The push submission operation described in sebt®2.1.1.1 may — if the Pl so requests — causeaqusly submitted
message to be replaced. It is possible to spedifyeinew message only should be sent to thospieats whom have not
received the original message, or if the new messhguld be sent to all recipients. In either cdsepriginal message is
cancelled for those recipients to whom the originaksage has not been delivered.

5.3.2.1.1.5. Status Query

This is an XML entity transmitted from the PI t@tRPG, requesting the status of a previously stéenihessage. The PPG
responds with an XML entity containing the currstatus.
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5.3.2.1.1.6. Client Capabilities Query

This is an XML entity transmitted from the PI t@tRPG, requesting the capabilities of a particddstice on the network
(see alscClient Capabilities Query, section 5.3.1.1.6). The PPG responds with a parltirelated entity containing two parts,
where the first part contains the result of theues), and the second part contains the capabititigee device formatted
according to the User Agent Profile vocabulary [UWéfp

5.3.2.1.2 Push Specific Media Types

The Push framework allows any MIME media type talbtivered between the Pl and the Push Client.riibéia types
described in this section have been created taapdabilities not already provided by existing MINipes. Other media
types with push specific semantics have been difiyghe OMA to meet the needs for specific apgilice (e.g. MMS and
Provisioning).

Note: If push specific semantics are neither definedliermedia type itself, nor for the user agentiveog a certain media
type, such media types are placed in the cache myesnadiscarded when received via push (this appbiee.g. WML). For
more information, see [WAE].

5.3.2.1.2.1. Service Indication

The Service Indication (S1) media type provides the ability to send noéfions to end-users in an asynchronous manner.
Such notifications may, for example, be about newadls, changes in stock price, news headlinessréiding, reminders of
e.g. low prepaid balance, etc.

In its most basic form, an Sl contains a short mgss&nd a URI indicating a service. The messageegented to the end-
user upon reception, and the user is given thecehoieither start the service indicated by the laihediately, or postpone
the SI for later handling. If the Sl is postpontit Push Client stores it and the end-user is giverpossibility to act upon it
at a later point of time.

In addition to the basic functionality describedwad, Sl allows the Pl to control the following:

* The level of user-intrusiveness (assign an Sl taicepriority)

* Replacement (replacement of an older S| with a oegupon reception)
» Deletion (delete an already received Sl by sendifdelete” SI)

» Expiration (assign an expiration time to an Slafteich it will be expired)

Sl is the only media type among those describdbignsection that is mandatory in Push Clients engnting push.

For more information, see [PushSl].

5.3.2.1.2.2. Service Loading

In contrast to SIService Loading (SL) does not imply any user involvement. An Sloweys an URI that points to some
content that is loaded by the Push Client withawt-eser confirmation, and an instruction whetherd¢bntent should be
executed/rendered or placed in the cache memattye IEontent should be executed/rendered, therPd¢aatrol the level of
user-intrusiveness.

For more information, see [PushSl].
5.3.2.1.2.3. Cache Operation

The Cache Operation (CO) media type provides a means for invalidasipgcific objects, or all objects sharing the sarfé U
prefix, stored in the Push Client's cache memolys Teature is useful in situations when the caadwdent's expiration
time cannot be determined beforehand (e.g. a vieawaailbox) and the content changes (e.g. newlsraaive) more often
than the user accesses it.

For more information, see [PushCO].
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5.3.2.1.3 Addressing
Push addressing occurs on Push Client and applickvels.

5.3.2.1.3.1. Push Client Addressing

Between the Pl and PPG, the intended recipient@)Rush message, also referred to as the Pus,targ identified using
addresses with specific meaning to the PPG, or avltitrary identifiers.

The PI uses the Push Client address to instrud®f@ which Push Client the pushed message is iaticfod. The
[PushPPG] specification introduces an addressihgme that allows:

* User-defined identifiers
An arbitrary text string (e.g. an email address)sed to identify the Push Client. The address beagssociated
with a specific device/user, or a set of devicesige.g. a named user group or targeted locatioR TM-Push).
The PPG is responsible for translating the stnnig an address format understood by the mobile aovétw
Examples from [ PushPPGPushPRG

WAPPUSH=john.doe%40oma.org/TYPE=USER@ppg.carrier.co m
; user-defined identifier for john.doe@oma.org

WAPPUSH=+155519990730/TYPE=USER@ppg.carrier.com
; user-defined identifier that looks like a phone n umber

» Device addresses
An address understood by the mobile network, e SISWN (SMS etc.), IP address (GPRS etc.), or Stfremd.
The address may identify a specific device/usea, s&t of devices/users (e.g. a broadcast/muléchbess for
PTM-Push).

Examples from [PushPPGPushPRG

WAPPUSH=+155519990730/TYPE=PLMN@ppg.carrier.com

; device address for a phone number of some wireles S network
WAPPUSH=195.153.199.30/TYPE=IPv4@ppg.carrier.com

; device address for an IP v4 address
WAPPUSH="sip%3Abob%40atlanta.com”/TYPE=URI@ppg.carr ier.com

; device address for a SIP public address
WAPPUSH="sip%3Abob%40atlanta.com%3Bgr=urn%3Auuid%3A f81d4fae-7dec-11d0-a765-
00a0c91e6bf6”/TYPE=URI@ppg.carrier.com

; device address for a SIP public GRUU

TheTYPEswitch indicates the type of address (user-deforatkvice address including type of address),thad
ppg.carrier.com part is the Internet host name of the PPG. Foermdormation, see [PushPPG].

5.3.2.1.3.2. Application-Level Addressing

Pushed content always targets a specific user ggemntore general, a specific application) on theicke. An application
identifier, which is a URI or a numeric value raégied with [OMNA], identifies a user agent. Theillludes the application
identifier in a push message by including ¥a8Vap-Application-Id header defined in [PushMsg]. This header is also
conveyed to the Push Client when the PPG deliversitessage, allowing the Push Client to dispatehtéssage to the
intended user agent.

The Pl may use a numeric application identifiedascribed in section 5.3.2.2.6.1. The Pl may aldacate an identifier that
is not registered. The latter is discouraged wéhldyed applications because of the possibilitgadlisions. It is mainly
intended for experimental user agents that havgetdbeen publicly deployed.

5.3.2.2 Push Over-the-Air Interface

The Push Over-The-Air (OTA) protocol is the partloé Push Framework that is responsible for trarnigmpcontent from
the PPG to the Push Client and its user ageritsd#signed to run on top of HTTP (OTA-HTTP), WEFTA-WSP), SIP
(OTA-SIP), point-to-multipoint multipoint bearer®TA-PTM).
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Figure 8 - OTA highlighted

The Push-OTA protocol variants and features arerie=i in the following subsections. For more infiation, see
[PushOTA].

5.3.2.2.1 OTA-WSP

The OTA-WSP protocol variant is architecturallyhéntprotocol layer on top of WSP, and may hencedss with any
bearer addressed by OMA. OTA-WSP utilises the featprovided by WSP (see [WSP] for details), anérads those to
address push specific needs; basically by intraducew service primitives and extending existingsowith new header
fields. For example, OTA-WSP relies upon WSP's bdipanegotiation feature (possibly using UAPradind it provides
both connectionless (unconfirmed push) and conmeatiiented (unconfirmed and confirmed push) sexic

5.3.2.2.2 OTA-HTTP

This protocol variantitilises HTTP for over-the-air communication betwelee PPG and the Push Client and is hence
primarily to be used in conjunction with IP bearérse HTTP variant provides only connection-orienpeish. Push content
is delivered using the HTTP POST method, implyimat the PPG acts as an HTTP client and the Pusht(in the device)
as an HTTP server. To avoid confusion the PusmCisetherefore referred to as "terminal” in [Pus#pwhen OTA-HTTP
is discussed.

The [PushOTA] specification defines two methodsdstablishing an active TCP connection (i.e. a T@fhection to be
used for push delivery). The methods BRE> Originated TCP (PO-TCP) anderminal Originated TCP (TO-TCP). PO-TCP
allows an active TCP connection to be establishieenthe bearer is active (or can be activated &P#G) and the
terminal's IP address is known by the PPG. The TP-method addresses other cases, and is usuallyrusembination
with the Session Initiation Request (SIR) mechanjsee section 5.3.2.2.5).

By using the concept of (long-lived) sessions, ONSP provides a means for the Push Client to coitseyapabilities to
the PPG. In OTA-HTTP the terminal registers witARG to provide similar functionality. This is acqaished by the PPG
by sending an HTTP OPTIONS request to the termimlagreby the terminal includes its Capability ameférence
Information (CPI) in the response (optionally usidProf). A mechanism to avoid the information liegent when it is
known by the PPG is provided to improve over-theefficiency.

OTA-HTTP also provides a means for identifying apdionally authenticating both the terminal and BRG. The
authentication schemes "basic" and "digest”, asipe in [RFC2617], are used to authenticate tR&Ro the terminal,
while a slightly modified variant is used to auttieate the terminal to the PPG (this since RFC2@1ly specifies how an
HTTP client, in this case the PPG, is authentigated

5.3.2.2.3 OTA-SIP

This protocol variantitilises SIP [RFC3261] and MSRP [RFC4975] for comination between the PPG and the Push
Client and is hence primarily to be used in confiomcwith IP bearers.

In OTA-SIP, the PPG acts as a SIP application semd the Push Client as a SIP client.

OTA-SIP supports both connectionless and connectitanted push. Connectionless push is supporgethe SIP
MESSAGE method. Connection-oriented push is supddsy using the SIP INVITE method to created a eation
between the PPG and Push Client, over which thie poistent is delivered via MSRP [RFC4975].
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5.3.2.2.4 OTA-PTM

This protocol variant utilises point-to-multipoibéarers such as MBMS [MBMS], Cell Broadcast Ser{@&&&PP-CBS] or
BCAST [OMA-BCAST-AD] for communication between tRG and a group of Push Clients. The Push Clieats m
belong to a specific group targeted by the PI, graaup of Push Clients that are targeted by theiceprovider in a specific
area.

The following sections provide an overview of thagigus bearer adaptations defined for OTA-PTM.
5.3.2.2.4.1. MBMS Adaptation

The 3GPP Multimedia Broadcast/Multicast Servicd#W5) supports content delivery from one source tdtiple
recipients using a Broadcast mode and a Multicastaras described in [23.246].

MBMS enabled clients can receive service announn&srether on the MBMS bearers or using interaatiethods such as
HTTP or using unicast point to point push bearers.

Once the MBMS enabled client receives the serviteancement per [26.346], it must initiate the #peservice so that it
can listen on the indicated MBMS bearer at thedatdid time and receive the content as describtbiB46].

MBMS has two delivery methods: streaming and doadldownload is used for file delivery and streagrisiused for
streaming applications such as Video, TV etc....@iag content is assumed to be delivered from e, and not the
PPG. Download of discrete content may be initiatadhe PPG.

The PPG may either integrate the functions of a8®er can be connected to a BM-SC using BM-SC pexvinterfaces,
for delivery of the Push OTA content via the MBM&hdce. As [26.346] does not define an interfacetlie BM-SC toward
the content source (in this case the PPG), thefame between the PPG and BM-SC is implementatiatiic.

5.3.2.2.4.2. Cell Broadcast Adaptation
The 3GPP Cell Broadcast Service (CBS) supportsdoast content delivery as described in [SGPP-CBS].

CBS supports simultaneous message delivery tesalisuof CBS-enabled devices in a specified aregoritrast to SMS as
used for connectionless WAP Push (OTA-WSP), CBsgesographically focused service for point-to-mailiph content
delivery. CBS offers the ability to deliver Pusmtent up to 1230 bytes in length, through concdienaf up to 15 message
segments.

To utilize the CBS bearer, the PPG acts as a Gelidast Entity (CBE), and connects to a Cell BcaatlCenter (CBC) via
the Cell Broadcast Entity Protocol (CBEP). CBER ison-standardized protocol exposed by CBC's tosv@®BE's, usually
based upon HTTP. This protocol is intended to endblivery of data to specific locations in a GSMITUS network, at
specified times, and in specific formats.

5.3.2.2.4.3. BCAST Adaptation
OMA BCAST [OMA-BCAST-AD] supports broadcast contetelivery to BCAST-enabled devices.

On the network side, Push messages are delivettti&iBCAST File Distribution (FD) Function, acrdbe BCAST-1
reference point defined in [OMA-BCAST-AD]. The Pustntent is opaque to the BCAST enabler, and us&sH FD as a
lower-layer transport bearer only.

Future versions of the OMA Push enabler may dafseof the BCAST Notification Function for Push seage delivery.

On the client side, no standardized reference pairg defined by BCAST for application receptioBafAST-delivered
content, thus the Push Client interface with thédABT Client is implementation-specific.

5.3.2.2.5 Session Initiation Application

Regardless which OTA protocol variant is used,alyrbe necessary for the Push Client to initiatecimamunication for
reasons explained below. The Session Initiationlisapon (SIA), which is a Push Client-side apptioa, has been
specified for this purpose. The SIA listens to 8shitiation Requests (SIR) from the PPG, angoesls by activating the
appropriate bearer and contacting the desired PPG.
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When OTA-WSP is used, it is always the Push Clileat takes the initiative to establish the undedyWSP session. An
SIR is sent from the PPG to the Push Client wherishes to create a WSP session for push purpoges reception of the
SIR, the Push Client activates the bearer indicatélde SIR and establishes a WSP session towhedsdicated PPG over
that bearer.

The SIR mechanism is also used in conjunction WITM-HTTP, in particular when the Push Client's tlgess is not
known by the PPG, and/or when the PPG cannot &etilia desired bearer. In that case the SIR irtstthe Push Client to
activate a specific bearer and establish an agife connection towards the PPG specified in the(88ihg the TO-TCP
method).

The SIR mechanism is also used in conjunction WITA-SIP, in particular when the Push Client is remistered with the
SIP/IP Core for push services. In that case theil@Ructs the Push Client to register and cortteePPG as necessary to
disclose its capabilities etc.

The SIA may be invoked via OTA-PTM in order to d&digh a connection-oriented Push bearer, e.g.dbvety of Push
content too large to be delivered directly via OPAM, or for point-to-point delivery of Push contdrased upon user opt-in
to a Push content avaibility notification delivendd OTA-PTM.

The SIR is typically sent to the Push Client usingnectionless push (provided by OTA-WSP) indepahdéwhich
protocol variant the Push Client will use whenubsequently contacts the PPG. Attention has belent@ansure that the
SIR is compact enough to fit into a single SMShia hormal case. SMS is available in most curreriil@metworks,
provides a means to use a well-known Push Clietitesd (MSISDN) and provides transport level relighbfi.e. provides
good reliability also when connectionless pushsisd).

5.3.2.2.6 Addressing

Between the PPG and Push Client, two registerets @ecure and non-secure) are used on the Pueht @€ OTA-WSP
connectionless push. When connection-oriented OT2P\Ws used, any WSP session with the push capeadglitcan be
used. OTA-HTTP, which is connection-oriented oniges the concept of active TCP connections, whieldedicated for
push specifically. For OTA-SIP, the port is assidjbg the SIP/IP Core when the Push Client registess PTM-Push, the
port can be specified as part of the target addessbis thus shared by the target group. Moreldethout ports, sessions,
and active TCP connections can be found in [PushOTA

5.3.2.2.6.1. OTA Efficiency and Numeric Identifiers

To improve over-the-air efficiency, a numeric idéat may be used instead of a URI. OMA [OMNA] hassigned numbers
to well-known user agents, such as the browseraevice [WAE], to avoid the overhead of sendingRi.U

If a PPG is requested to push content with an egipdin identifier URI that it recognises as a URdtthas a numeric
identifier assigned by OMNA, the URI is replacedhmthe numeric identifier.

5.3.2.3 Push Client-Application Interface

The Push Client-Application Interface (Push-CAljides a set of functions and related data formaébkng the high-level
capabilities:

» Push application registration with the Push Cliant] subsequent deregistration if required. Reistr establishes
Push Client awareness of the Push applicationydiag any application-specific preferences for Pexgnts, e.g,
specific content types which the application isextpng.

» Push Client delivery of Push events to the Puslicgtipn. When Push events are received, the Postent and
relevant metadata, e.g. content type, are delivierdte application.
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6. Security Considerations

When implementing Push, security and trust modefsecinto consideration in several areas. Thesexamples of
guestions that may arise:

¢ How can a Pl be authenticated?

¢ What role could the PPG play in the security andttmodel?

« What are the access control policies for a Pl arshed content?

¢ How can a Push Client authenticate somethinghi&# no certificate?

Regardless of these issues, it should be keptd thiat the Push Framework is capable of provitlregPush Client with
enough information to have a trust model and scpdlicy of its own.

6.1 Authenticating a Push Initiator

It is important that a Pl is authenticated in ooerf or another, depending on the security enviranisig which the Pl and
PPG are operating. This is an attempt to list sofitee possible solutions.

e Use of Session-level Certificates (TLS, SSL)
If the network between the Pl and PPG is not tduéteg., the Internet, a very large intranet, efd.5/SSL can be
used between the Pl and the PPG.

e HTTP Authentication
Even though the most common form of HTTP authetitings the basic authentication (i.e., a useradfword
pair), other forms of HTTP authentication (e.ggedit) might be preferable. The major differencevieen this
approach and the use of TLS/SSL is that the latstronger in scalability and confidence, while thrmer is
weaker in these aspects.

¢ A Combination of Technologies
Technologies could be combined. For example, thmaRlestablish an anonymous TLS/SSL session WwiR@,
whereupon HTTP authentication could be used toeatitate the PI.

e Shared Secret content type parameters
Using a shared secret it may be possible to geneaaitent type parameters to be appended to tiegpesific
content type. These parameters are similar in eatuthose used for provisioning bootstrap.

e Trusted Network
In some real world installations, the network betwéhe Pl and the PPG is a private network. Thesefbe Pl is
implicitly trusted in such installations.

6.2 Push Client Delegation of Pl Authentication

"Delegation of Authentication"” refers to the priple that authentication can be transitive. If alP@Bent and a PPG can
establish trust, the PPG can authenticate a Pebalbof the Push Client.

For example, after a Push Client has used the npraniled by [WTLS] or [WAPTLS] to authenticate B8, the Push
Client could look in its list of trusted PPG's tlife PPG is listed as trusted, the Push Clientreast the PPG, and hence also
that the Pl is correctly identified. Using the nalh described in the previous section, a PPG ddwemticate a Pl with
various levels of confidence. If it does, the OTdtpcol makes it possible for the PPG to indichtd the Pl is authenticated
in the message that is delivered to the Push Client

If the PPG is trusted in this manner then the iithent the PPG may also be cross-checked with aiooal filtering
‘whitelist’ on the Push Client, if the PPG identisynot within the list nor on the provisioned eéproxies on the device any
push message received by the Push Client may besidn
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Appendix B. Example Push Message Delivery (Informative)

Let’'s assume a Pl has submitted a message intéodBdsh Client Foo, for an application called Bara PPG serving Push
Client Foo. In addition, the PI has requested tiraimessage should be delivered in a confirmed ergimplying
connection-oriented delivery). The PPG (supportinth OTA-HTTP and OTA-WSP) has not communicatedh e Push
Client before, so it does not know if it supporEAHTTP or OTA- WSP (or both). There’s currently pash session or
active TCP connection between the PPG and the Clissfit called Foo, so either needs to be estaldishe

The PPG sends an SIR to Foo in a connectionlesaenasing e.g. SMS, indicating that it wants tolpssme content to
application Bar. Since the PPG does not know ifRbish Client supports OTA-HTTP or OTA-WSP it inadgdPPG contact
points for both variants in the SIR. This requestént to the SIA at Foo just like any other pushtent (i.e. by targeting one
of the ports dedicated for connectionless pushiraeidding the SIA application identifier). The PuShent receives the
content, sees it’s for the SIA, and sends it onwahe SIA, on receipt of this request, checks éftérget application is
installed in Foo and possibly that the user prefegs indicate that the target application acceptfied content. It notes that
application Bar is, in fact, installed on this dmyiso the Push Client acts upon the SIR. Letsrassat the Push Client
supports only OTA-WSP, implying that a session $#thtve established towards the PPG.

Now, the owner of this particular device does nahito expose what applications he has installéddrdevice to anybody
(privacy issue). The SIA notes this and sets upsh gession with the PPG, indicating that the erssicepts content for
any application; if the user had been less paramqglications for which this session could be usedld have been
explicitly listed instead.

Once the session has been established, the PR&methe confirmed push over that session, an@tisé Client gets the
push content originally submitted by the PI. ThelPGlient gets the content, sees that it is fotiegjion Bar, and passes it
to this application. When (and only when) the Baplecation takes responsibility for the push comtéme push is confirmed
all the way back to the PI (if so requested).

[0 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-Push-V2_3-20100316-C Page 27 (30)

Appendix C. Flows (Informative)

C.1 Push Client Registration

Push Clients may be preconfigured to accept Pushtefrom some or all PPG sources. If requirechyspecific Push-
OTA variant, the Push Client will additionally reggr with the PPG. This registration may be ingihby pre-configuration
of the Push Client (e.g. for embedded OMA-standadiienabler client such as a browser or MMS cliemtypon
registration of an arbitrary Client Application. i$Hlow shows such a generic registration process.

Push Proxy Gateway Push client Client application

Client Application exists, and
rneeds access to Push-based events.

1) registration as Push application

2) registration accepted

5) registration success

Push Proxy Gateway Push client Client application

Figure 9 Push Client Registration

1. Viathe Push-CAl interface, a Client Applicatioiitiates registration or updates an existing regtiin for
Push events provided through a device Push CRadistration may be requested to whatever PPG’byare
default provisioned for the Push Client, or to $fle®PG’s as required by the Client ApplicatiorhelClient
Application also indicates its Push Applicationgyand other options as applicable (e.g. requestetdnt
types). Note for OMA-standardized enabler clieetg.(browser, MMS) explicit registration may not be
necessary, as the Push Client may designed to atitadly register for them.

2. The Push Client confirms acceptance of registrapi@nding further registration actions that maybeessary.

3. If applicable for the registration request, theliPGlient registers with one or more PPG's (as retgaleor
configured) via the Push-OTA interface, indicatthg type of Push Application for which servicegguested,
and other options as applicable (e.g. requestetobtypes). Note that for some Push-OTA variantsxlicit
registration is not necessary.

4. As applicable to the Push-OTA variant, the PPG ptsctihe registration request, and may indicateythes of
Push service options available, e.g. specific PAypgtlications. The Push Client may use this infoliorato
update the status of Client Application registnatiequests.

5. The Push Client confirms registration success afiqgarocessing is completed successfully.
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C.2 Push Client Deregistration

If required by the specific Push-OTA variant, thesk Client will deregister for one or more Push Kgqgtions when Push
events are no longer necessary/desired for theece@ient Applications. This flow shows such ageénderegistration
process.

Push Proxy Gateway Push Client CTient application

C1ient application no Tonger
needs access to Push-based events.

1) deregistration as Push Application

2) deregistration accepted

3) deregister Push Application

43 deregistration accepted

Push Proxy Gateway Push cClient Client Application

Figure 10 Push Client Deregistration

1. Viathe Push-CAl interface, a Client Applicatioritiates deregistration for Push events providedubh a
device Push Client with which it has en existingis&ration.

2. The Push Client confirms acceptance of deregistratilote that further actions may be required leyRhsh
Client in order to complete deregistration withR@? For the purpose for Client Application deregisbn the
request is considered complete at this point.

3. Viathe Push-OTA interface, the Push Client detegiswith the PPG's to which it was registered emaltf of
the Push Application. Note that for some Push-O&Aants an explicit deregistration is not necessary

4. As applicable to the Push-OTA variant, the PPG aakedges the deregistration request.

C.3 Push Message Delivery

This flow shows a Push message delivered as a nesplacement message, to one or more target Fiesft<C
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Push Initiator Push Proxy Gateway Push client cTlient Application

Push message is ready
to be delivered.

1) Push request

2) Request validation ;;::::::::::::::::3

3) Push reguest accepted

4) Request processing ;;::::::::::::::::3

5) Push message
oTA delivery

6) Push message
delivery confirmation

7) result notification

5) Push message delivery

Push Initiator Push Proxy Gateway Push cClient CTlient Application

Figure 11 Push Message Delivery

1. Viathe PAP interface, a Push Initiator delivei®ush request to the PPG, for delivery as a newagess
replacement of a prior message. The Push Initiaticates the target Push Application and one arenarget
users to whom the message is to be delivered. Tkl Ritiator may select various options for messag
delivery, e.g. bearers, delivery method, delivertyesiuling, etc.

2. The PPG validates the request, and may accepjeat tbe Push request with respect to its valigatioother
implementation/deployment specific criteria (e.gliges).

3. Viathe PAP interface, the PPG sends a resportbe tBush request, indicating acceptance. If the FP&iot
accepted the Push request, the flow would termiaiatieis point with a message to the Push Initjiaijecting
the Push Request.

4. For accepted Push requests, the PPG performs Resgage processing which may include replacing b Pus
message previously submitted, queuing, selecticgheoPush-OTA variant, transformation of the Pugissage
in preparation for OTA transmission, etc.

5. Viathe Push-OTA interface, the PPG delivers thehRuessage to the target Push Client(s). The PBRG ma
deliver the Push request via one or more Push-Qarkamts/bearers as necessary to complete delivexly t
target Push Clients.

6. If applicable to the Push-OTA variant and optiohthe Push message, the Push Client confirms dglofethe
Push message by the PPG. If the message was eptedcthe Push Client may silently ignore the Push
message, or indicate an error in the delivery corgtion.

7. If the Push Initiator had requested a result nmtion, the PPG will send the result notificatiortiie Push
Initiator via the PAP interface after receiving t@nfirmation message from Push Client, and include
delivery success/failure indication. Note for sofesh-OTA variants (e.g. OTA-WSP/SMS), the PPG may
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send the result notification earlier in this flofaekplicit Push Client delivery confirmation wastnmssible, and
another source of delivery confirmation was useg. @elivery confirmation by an SMSC).

8. The Push Client delivers the Push message to thett@lient Application, based upon the indicategh
Application. The Push Client will deliver the Pusiessage via the Push-CAl interface if the targentl
Application had explicitly registered for Push etgevia the Push-CAl interface.
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