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Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.
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modify, edit or take out of context the informationthis document in any manner. Information cored in this document
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written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
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However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.
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1. Scope

This specification defines the Push Applicatioretface through which Push Applications can accdgi\ ®@ush enabler
services. The interface specified in this docundefines functions and data formats supporting:

e registration of Push Applications with an OMA P@&lient

» the subsequent delivery of Push events to the Rpplication

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be

informative.

3.2 Definitions

Application
Application-Level Addressing
Bearer Network

Client

Contact Point

Content

Content Encoding

Content Format

Device

End-user

Multicast Message

Point-to-Multipoint Push

Push Access Protocol
Push Client —Application Interface
Push Framework

Push Initiator
Push OTA Protocol

Push Proxy Gateway

Push Session

An implementation of a related set of functiong therform useful work, often enabling one
or more services [OMADICT]

the ability to address push content between agodati user agent on a client and push initiator
on a server

a network used to carry the messages of a trankgyant protocol between physical devices.
Multiple bearer networks may be used over thedffa single push session.

A device, user agent, or other entity that acthaseceiver of a service [OMADICT]

address information that describes how to reaalish proxy gateway, including transport
protocol address and port of the push proxy gateway

Digitized work that is processed, stored, or traittseh It includes such things as text,
presentation, audio, images,video, executable fes Content may have properties such as
media type, mime type, etc [OMADICT]

when used as a verb, content encoding indicatesdthef converting a data object from one
format to another. Typically the resulting formagjuires less physical space than the original,
is easier to process or store, and/or is encryptéten used as a noun, content encoding
specifies a particular format or encoding standendrocess.

actual representation of content.

Equipment which is normally used by users for comitetions and related activities. The
definition can be extended to cover remote monitpapplications where there is no user
present, but the communications to and from theotemmonitor use the same communications
channels as when used by users [OMADICT)]

see "user"

a push message containing a single address whicitly specifies more than one OTA
client address.

Push content delivery to a group of users throhglQTA-PTM Push-OTA protocol variant.

a protocol used for conveying content that shoelgiished to a client, and push related
control information, between a Push Initiator arfdush Proxy/Gateway.

A device-internal interface provided by Push Clsenia which Push applications can register
for Push services with application-specified opsiceind receive notifications of Push events.

the entire push system. The push framework encesepdke protocols, service interfaces, and
software entities that provide the means to push teuser agents in the client.

An entity or service that intiates Push contenivéey to Push clients [OMADICT]

a protocol used for conveying content between & Pusxy/Gateway and a certain user agent
on a client.

a proxy gateway that provides push proxy services

An active point-to-point transport protocol sessiover which push operations can be
executed.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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Push Whitelist a list stored in the Terminal of PPG addressesoar8ISC addresses that are authorised to
push Content to the Terminal.

Registration refers to a procedure where the PPG becomes afvire ierminal’s current capabilities and
preferences.

Registration Context a state where the PPG is aware of at least thedasbilities and preferences conveyed from
the terminal.

Server An entity that provides resources to clients irpogse to requests [OMADICT]

Terminal see "client".

Terminal-ID an identifier that is used by a PPG to uniquelyidg a terminal.

User An entity which uses services. Example: a persamgus device as a portable telephone
[OMADICT]

User agent Any software or device that acts on behalf of a us¢eracting with other entities and
processing resources [OMADICT]

WAP Push Push content delivery to a specific user via theRYAOTA-WSP) or WAP2 (OTA-HTTP)
Push-OTA protocol variants.

XML The Extensible Markup Language is a World Wide Welnsortium (W3C) standard for

Internet markup language, of which WML is one slaciguage [OMADICT]

3.3 Abbreviations

ABNF Augmented Backus-Naur Form
BCAST OMA Broadcast Services

CPI Capability and Preference Information
CBS Cell Broadcast Service

CsD Circuit Switched Data

DNS Domain Name Server

GPRS General Packet Radio Service

HTTP Hypertext Transfer Protocol

IANA Internet Assigned Numbers Authority
IP Internet Protocol

MBMS Multimedia Broadcast/Multicast Service
MSISDN Mobile Station International Subscriber Directoryriber
OMA Open Mobile Alliance

OTA Over The Air

OTA-HTTP (Push) OTA over HTTP

OTA-SIP (Push) OTA over SIP

OTA-HTTP-TLS OTA-HTTP over TLS

OTA-PTM (Push) OTA over Point-to-Multipoint
OTA-SIP (Push) OTA over SIP

OTA-WSP (Push) OTA over WSP
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PDP
PDU

Pl
PO-TCP
PPG
PTM
QoS
RADIUS
RFC
SHA-1
SIA

SIP

SIR
SMS
SMSC
TCP
TLS
TO-TCP
UbDP
URI
URL
WAP
WDP
WSP
WTLS

Packet Data Protocol

Protocol Data Unit

Push Initiator

PPG Originated TCP connection establishment method
Push Proxy Gateway

Point-to-Multipoint

Quality of Service

Remote Authentication Dial-In User Service
Request For Comments

Secure Hash Algorithm 1

Session Initiation Application

Session Initiation Protocol

Session Initiation Request

Short Message Service

Short Message Service Centre
Transmission Control Protocol

Transport Layer Security

Terminal Originated TCP connection establishmerthogk
User Datagram Protocol

Uniform Resource Identifier

Uniform Resource Locator

Wireless Application Protocol

Wireless Datagram Protocol

Wireless Session Protocol

Wireless Transport Layer Security
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4. Introduction

The OMA Push architecture enables a Push Clientdister for Push-based services on behalf of Rpglications, and to
subsequently deliver Push events to the Push apiplic The Push Client may use various over-thg&irA) protocols and
data bearers in providing Push service.

Historically, Push Clients have been implementecebedded software functions in mobile devicesh vaite-defined

support for specific Push applications, e.g. bragsElultimedia Messaging clients, Instant Messagilgnts, etc. The Push
Client typically registers as needed on behalfhafse pre-defined Push applications, and includesaipabilities on their
behalf in the vendor-published User Agent Profilethe device. While this approach has supportdtitie growth of Push-
based services for typical embedded Push applitatibdoes not support the dynamic enhancemen¢ites for new Push
applications and services, e.g. through instaltetibdownloadable applications and OMA service égratlients.

This specification enables Push Clients to optignafifer a means for Push applications to regisberPush services with
application-specified options for the Push senviiceluding:

» Providing an application name, which can be a umigentifier usable by OMA Push entities in servicatching

* A Push Application ID, which associates the appiazawith an OMNA-registered Push service typeor a
unregistered (proprietary) Push service type

» A specified application event handler for receptdfPush events

* A selection of Push Servers (e.g. Push Proxy GatewaPush Application Servers) from which the PG&bant
should request service and expect Push events

» Push protocols and data bearers to use for Pusht@égistration and Push event reception

» Push event addressing at the Push Client, via whetPush Client can be directed to receive Pushts\at
standard or alternate ports for specific bearers

* A set of content types which the Push applicatiocompatible with, which may be used by the Pug&nCto
negotiate capabilities with a Push Server

This registration and event reception interfacebtegathe dynamic extension of the OMA Push enablerew applications
and OMA service enablers as described above.

4.1 Version 1.0

Version 1.0 includes all of the functionality debed in section 4.

4.2 \Version1l.1

Version 1.1 includes functionality supporting PetiotMultipoint Push, and support for the Push Sar\Registration
procedure defined in [PushOTA].

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Push Client - Application Interface (Push-CAl)

The term Push-CAl is used in this specificationgf@r to a generic interface defined as a setmdtfans and related data
formats enabling the high-level capabilities ddsedi in section 4, which comprise overall:
» Push application registration with the Push Cliant] subsequent deregistration if required

» Push Client delivery of Push events to the Puslicgtipn

The Push-CAl is defined in an implementation-agicastanner, since the implementation of the Push-i@Aipecific
devices will depend upon the application prograngr@nvironments and runtime environments suppornyetid devices.
Thus definition of a specific application programmginterface (API) is out of scope for this spewfion. However to
support the basic set of interface functionalitjezhfor in this specification, the Push-CAl malks following assumptions
about the interaction capabilities of the Pushi@land Push applications:

* The Push Client supports some means of being im/fikeregistration of the Push application. Thia ba for
example through a callable function or a serviasas point to which interface messages can betelitec

» The Push application, through the execution enwiremt, supports some means of being invoked for Pusht
delivery from the Push Client. Similar to the P@lent registration function, the Push applicatinay provide this
through a callback function or a service accesstgoiwhich interface messages can be directed.

5.1 Push Application Registration

Push applications register with the Push Clieraugh delivery of an Application Registration requesthe Push Client,
and receiving an Application Registration respoii$e Application Registration may be successfulrmsuccessful
depending upon the Push Client’s ability to handéePush application’s specified options.

Note: interface parameter data types given bel@ntse recommended types for support by specificidiplementations.
Where no data type is given, the type is expeadzbtAP| implementation-specific.

The Push application must include the followinggmaeters in the Application Registration request:

* pushApplicationID (string): an [OMNA] registered onregistered (proprietary) Push Application Dbt
associated with the Push application.

The Push application may include the following paegers as options in the Application Registratiequest:

* Application ID (anyURI): “name” of the applicatiprecommended as a unique identifier in the forra ORI
registered by the Push application developer.

« Event Handler: handler for incoming Push eventfindd per the capabilities of the device execuBamironment
and Push application preferences. May be unspddifibe device execution environment provides difa
mechanisms for Push event delivery to the Pushicgtign.

»  Whitelist (structure): set of addresses from wtielsh events should be accepted per [PushMO]. Hagifsed, the
Push Client default whitelist (if any) is assumede compatible with the Push application.

e oneof:

o0 Push Service Registration URI (anyURI): the addvéssre the Push Client should execute the Push
Service Registration procedure [PushOTA], to reeeipplicable connection profile(s) for the Puslviser

o Connection Profile (structure): one or more satptfons for Push event delivery, including

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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=  Protocol (string): one of “OTA-WSP”, OTA-HTTP”, “QA-SIP”, “OTA-PTM”", or other
implementation-specific value. If unspecified, thefault supported protocols are assumed to be
compatible with the Push application.

= Bearer Type (string): one of the Push-SupportedBeatefined in [UAProfSchema], or other
implementation-specific value. If unspecified, thefault supported bearers are assumed to be
compatible with the Push application.

= Port (string): a specific port number appropriatethe protocol and bearerType. If unspecified,
the default/standard port should be used. Notethigatnechanisms for coordination of non-
standard port usage are unspecified, e.g. are asstmoccur at the application layer.

= Contact Point (string): the expected source addreé®ush messages as applicable to the
protocol, e.g. for OTA-WSP, OTA-HTTP, OTA-SIP, of®-PTM, the IP address, hostname, or
URI of the PPG

= Cell BroadcastMessageld (string): for OTA-PTM w@BS bearer, the Cell Broadcast Message
Identifier associated with Push messages [TS23.041]

= MBMS User Service Description: for OTA-PTM with MBBMbearer, a MBMS User Service
Description element [TS26.346]

= BCAST Access Info: For OTA-PTM with BCAST beararBcast-Access-Info element [BCAST-
SvcGuide]

Accept (string): a set of MIME types of Push evemtsch the Push application specifically requestsssription to.

The Push Client MUST reject an Application Registraindicating an already-registered Push AppiaratD, unless:

the Application Registration is received from tlaen® Push application, or

the Push Client supports a mechanism to ensurei@méss in Push application registration with thehPserver,
and delivery of Push events intended for the sfpeifish application, e.g.

(o]

The OTA-SIP protocol is used. OTA-SIP provides angeto uniquely identify distinct Push applications
supporting the same Push Application ID, via a mdeature tag indentifying the specific application
instance, e.g.

= in IMS, via the IMS Application Reference Identifi@gARI), as described in [Push-OTA].
= in non-IMS SIP networks, using the same featurentage

The Push application is registered for event rége@tt a unique bearer port, by request of the Push
application.

The Push application’s registration is associati#ld avspecific binding to a Push bearer, e.g. gumiPush
Service Registration address, or OTA-PTM over MBMi&ling via a unique MBMS User Service
Description element

The Push Client MUST reject an Application Registrawith an option that is not supported or natrently available.

If it accepts the Application Registration request:

The Push Client MUST respond to the Push applicatiith an Application Registration response inditgt
registration was accepted (pending further proogss.g. registration with a PPG), and

If the Push application provided a Push Serviceistegion URI, the Push Client MUST initiate thesRuService
Registration procedure [PushOTA]. By default, thustiPClient MAY initiate the Push Service Registrati
procedure using a pre-configured Push Service Ratiem address.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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» If the Push application provided a Connection Repthe Push Client MUST initiate binding to theguested
bearer as applicable, e.g.

0 register with the Push Server (e.g. Push ProxyvaatePush Application Server, or BM-SC) for the Pus
application, as applicable for the protocol andreeaf supported directly by the Push Client . d&afault,
the Push Client MAY register with a Push Servengsi pre-configured connection profile.

o directly bind to the bearer, if the connection peoindicates a bearer which the Push Client diyect
supports and for which binding can be completeddyice-local action only.

0 bind via a bearer-specific client (e.g. CBS receiBMS receiver, or BCAST client)

In registering with the Push Server, the Push ChUdST follow the procedures defined in [PushOTA{ the protocol and
bearer, e.g.:

» use the applicable bearer for the Application Regfi®on
* indicate the new Push Application ID
o for OTA-HTTP, via the X-Wap-Push-Accept-AppID heageovided in the terminal's CPI
o for OTA-SIP, via inclusion as a Push Resource Itiienin
= a SIP REGISTER request sent to update the reggistraith the SIP/IP Core
= a SIP OPTIONS request sent to update the capebiliéiquested from the Push Server
» indicate the specified MIME types, if any, via iasion in
o for OTA-HTTP, the X-Wap-Push-Accept header providethe terminal's CPI
o for OTA-SIP, the SIP OPTIONS request sent to uptfeeapabilities requested from the Push Server

If the local binding or registration fails for angason, the Push Client MUST respond to the Puglication with an
Application Registration response indicating anliagple failure reason.

Upon successful completion of Application Registratincluding actions taken a Push Server if regfliithe Push Client
MUST respond to the Push application with an Adlan Registration response indicating registrati@s successful.

If it accepts an Application Registration contamim whitelist parameter, the Push Client MUST dddspecified Push
Servers to its current whitelist, for the specRigsh application.

The Push Client MUST retain the details of the segtion request for future reference in a deregistn process if required.

5.2 Push Application Deregistration

Push applications deregister with the Push Cliemutgh delivery of an Application Deregistratioiguest to the Push
Client, and receiving an Application Deregistratresponse. The Application Deregistration may hesssful or
unsuccessful depending upon validation of the regjoethe Push Client.

Note: interface parameter data types given bel@xtsr recommended types for support by specificidplementations.
Where no data type is given, the type is expeadzbtAP| implementation-specific.

The Push application must include the followinggmaeters in the Application Deregistration request:
* pushApplicationID (string): an [OMNA] registered $tuApplication ID that is associated with the Papblication.

Note that for APl implementations, the Push ApglmaID may be implicit in the way that the derdgasion is requested,
e.g. call of a deregister method on a registratigiect can implicitly refer to the Push Applicatitih used when the
registration object was created.
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The Push Client MUST reject an Application Deregisbn request if it determines that the requesngh application is
not currently registered for events related toRhish Application ID.

If it accepts the Application Deregistration requéise Push Client MUST deregister with the Pustv&g(e.g. Push Proxy
Gateway or Push Application Server) for the Pughliegtion if the applicable Push protocol suppetplicit deregistration.

In deregistering with the Push Server, the PusenEMUST:
» use the applicable bearer for the Application Regfi®n

» deliver an updated set of supported Push Applindfds, removing the Push Application ID associatéth the
deregistered Push application

o for OTA-HTTP, via exclusion in the X-Wap-Push-Act&pplID header provided in the terminal's CPI
o for OTA-SIP, via exclusion as a Push Resource ltifiemnin

= a SIP REGISTER request sent to update the registraith the SIP/IP Core

= a SIP OPTIONS request sent to update the capebiliéiquested from the Push Server

» deliver an updated set of supported MIME typeanif, removing any MIME types that were solely agsed wth
the deregistered Push application

o for OTA-HTTP, in the X-Wap-Push-Accept header pdad in the terminal's CPI
o for OTA-SIP, in a SIP OPTIONS request sent to updla¢ capabilities requested from the Push Server

Deregistration with the Push Server MUST NOT affaatrent registrations of other applications. Tthesactions above will
be taken only if the deregistering applicationhis $ole registered application of the type (by PAigblication ID), or the
sole registered application for specific MIME types

If the registration had included an update to thetPwhilelist, the Push Client MUST remove from Ehesh whitelist any
Push Servers that were solely associated witheéhegtstered Push application.

If the Push Client accepts the Application Deregistn request and successfully deregisters wihPtlish Server (if
required), the Push Client MUST respond to the Rysghlication with an Application Deregistrationpesse indicating
deregistration success,

If the deregistration fails for any reason, thelPGfient MUST respond to the Push application waithApplication
Deregistration response indicating an applicalilarareason,

5.3 Push Event Delivery

Push Clients deliver Push events to Push applitsatipon reception of the Push event from Push &erve
The Push Client MUST include the following paramgte the Push event:

» content: the Push content received in the Pusht éwen the Push Server

» content-type: the MIME type of the Push content

» application-specific or standard HTTP headerseasived.
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6. Security Considerations

Push Clients or the device runtime environmentliictv they execute MAY enforce unspecified secysitlicies on Push
registration requests. Unless such security paliaie enforced, the Push Client MUST assume tea®tish application is
trusted and authorized to request registration thighOMA Push enabler. Note that further securitygies may be applied
by the network, e.g. Push Server.
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Appendix A. Change History

A.1 Approved Version History

(Informative)

Date

Description

n/a

n/a

No prior version —or- No previous version wit@MA

A.2 Draft/Candidate Version 2.3 History

Document Identifier Date Sections Description
Draft Versions 07 Oct 2009 2,3.2,33, Initial draft for Push 2.3, based upon OMA-TS-Puah@1_0-20090609-C
OMA-TS-PushAPI-V2_2 5.1
12 Dec 2009 2,2.1,4,4.2, | Updated for agreed CR:
5.1,5.2,5.3 | OMA-CD-PUSH-2009-0126-CR_2.3_PushCAl_CONRR_Updates
Candidate Versions 16 Mar 2010 All Status changed to Candidate by TP:
OMA-TS-PushCAI-V1_1 OMA-TP-2010-0106-INP_PUSH_V2_3 ERP_for_Candidateprapal
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Appendix B.

Static Conformance Requirements

The notation used in this appendix is specifiefB@GRRULES].

B.1 SCR for Push Client

(Normative)

Item Function Reference Requirement
CAI-C-001-M Push Application 5.1
Registration
CAI-C-002-M Push Application 5.2
Deregistration
CAI-C-003-M Push Event Delivery 5.3
CAI-C-004-O Security Considerationg 6
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