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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAdtle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.
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1. Scope (Informative)

This document defines the architecture for thev@ai and Application Control Management Object dn@bler. This
document fulfils the functional capabilities andoirmation flows needed to support this enablerescdbed in the Software
and Application Control Management Object requireteelocument [SACMO-RD].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHALL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as describeddrr pr! Reference
sour ce not found.].

All sections and appendixes, except “Scope” antrébfuction”, are normative, unless they are exghiéhdicated to be
informative.

3.2 Definitions

Device See [OMADICT]

Device Management See [DMRD]

Device Management

System See [DMRD]

Interface See [OMADICT]

M anagement Object See [DMRD]

SACMO Alert SACMO specific alerts which convey the result of QWO Operations via DM Generic Alert mechanism
[DMPRO].

SACMO Operation Any operation which may be invoked on a MO.

3.3 Abbreviations

DM Device Management

DMS Device Management Server

OMA Open Mobile Alliance

SACMO Software and Application Control Management Object

O 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4. Introduction (Informative)

Software and Application Control Management Obguots to enable remote operations for software gptication control
in the Device. Software and application control agement specifications will provide capabilitiegpobcessing
management actions such as workflow, processitg aevice management of software and applicatitilisiing existing
management objects. The SACMO architecture haggpat DM operations to be applied according tokflow scripts in
the device, whereby any combination of operatiangxisting Management Objects can be applied anditonally
executed, with just the combined result being regabback to the DM server.

A management tree object [DMTND] defined for SACM@I be used for setting up parameters and operatio
functionality necessary for managing a workflowemj

The objective of this document is to describe ttobigecture for SACMO.

4.1 Version 1.0

The SACMO 1.0 enabler release is expected to niletbiearequirements defined in [SACMO-RD].

O 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. Architectural Model

5.1 Dependencies

The SACMO architecture diagram indicates depen@ésman the OMA DM architecture. It also optionalgpends upon the
OMA Download [DLOTA] architecture.

5.2 Architectural Diagram

Management

SACMO-1
= SACMO Client

SACNMO
Server SACMO-2 Process SACMO Operatons
- Process SACMO Alarts

| | ! Allernate
1. R R oot Sg-fo S | I I
i OM Servar F-ll—. —l-aj DM Cliemt i j Oowndoad Cllant :

{ Algrnate F
) Dowrlcad b - — - -

] Server i DLOTA, HTTR, FTR, etc.

[ | Components specified by this enabler
I ' Components not specified by this enabler

Device internal Interface which is out of scope of this enabler

— Device internal Interface which is in scope of this enabler
= - [nterface specified by other enabler

Figure 1: SACMO Architectural Model
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5.3 Functional Components and Interfaces/reference points
definition

5.3.1 Components
5311 SACMO Server

The SACMO Server is a logical entity which is dedéd to issue SACMO Operations to the device oswoe the SACMO
Alerts from the device.

5.3.1.2 SACMO Client

The SACMO Client is responsible for executing SACI@Perations. It consumes the Software and ApjdinaControl
Management Object delivered to the device andpeebed to relay SACMO Alerts conveying a succedsiture result
back to the SACMO Server.

5.3.1.3 The Device Management Client

The DM Client component makes it possible to itdtisoftware and application control managemeriéndevice from a
DM server. The DM Enabler provides support for dewdiscovery and parameter setup by the DM Clientppnent. The
SACMO Enabler provides a management object fomsoft and application control that the DM Client gament provides
access to, such that the DM Server can manipulafehie DM Client interacts with a Software and Apation Control
Agent in the device that is responsible for conithgcthe management activities using a deliveretheot and application
control management object. The DM Client empldys &eneric Alert [DMPRO] mechanism to communichteftnal
notification comprising the status of the managemnaetivity. SACMO does not define or specify thevide Management
Client.

5.3.14 Alternate Download Client

The alternate download client is an optional feathiat may exist on the device and used for dowdithgesoftware and
application control management objects to the aewicen the DMPRO is not being used for such dovado@he alternate
download client may support DLOTA or something eB&CMO does not define or specify the alternaterdoad client.

5.3.1.5 The Device Management Server

The SACMO architecture requires the DM Server comepd to support device discovery, determinatioaroppropriate
software and application control management olgadtdelivery of a software and application contnalhagement object to
the device over Large Object downloads if the deian support that. It also facilitates receipa éihal notification from

the device employing the Generic Alert mechanis&CBIO does not define or specify the Device Managenserver.

5.3.1.6 The Alternate Download Server

The Alternate Download Server is an optional featfrthe device management system that makessthpeso download
software and application control management objesitsy the alternate download mechanism, such &1L The
Download Server is not defined or specified witthia scope of SACMO.

5.3.1.7 External Management Infrastructure

The Device Management System comprises of a settefnal management components over and abovesthesd
management server that participate in the overattgss of managing devices. The external manageanfeatructure is
used but not defined or specified within the scopthe SACMO.

O 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.3.2 Interfaces
5.3.2.1 The SACMO-1 Interface

The SACMO-1 interface allows a SACMO Server to ke ACMO Operations on the device using the undeylpM-1
interface.

5.3.2.2 The SACMO-2 Interface

The SACMO-2 interface allows the SACMO Client tonde&SACMO Alerts to the SACMO Server using the uhdeg DM-
1 interface.

5.3.2.3 The DM-1 Interface

The DM-1 interface is defined in the OMA DM Enabéetd is the subject of those specifications. lvjgles a formal
interface over which Servers may send device managecommands to Clients and Clients may retutuistand alerts to
Servers.

5.4  Security Considerations

The management object defined in this enablerpgdent on the security mechanisms and protegtiansded by the DM
enabler. No new security issues are introducediéye management objects. Readers are encouragieto the DM
enabler security specifications for more informatiegarding these mechanisms.

O 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
n/a n/a No prior version
A.2 Draft/Candidate Version 1.0 History
Document I dentifier Date Sections Description
Draft Versions 23 Apr 2010 All Incorporates input to committee:
OMA-AD-SACMO-V1_0 OMA-DM-SACMO-2010-0002R01-INP_AD_Baseline
09 Aug 2010 All Incorporates
OMA-DM-SACMO0-2010-0013R01-CR_AD_Cleanup
10 Aug 2010 All Light editorial clean-up of normative referencesd§0O, language set
to English UK
Candidate Version 05 Oct 2010 N/A Status changed to Candidate by TP:
OMA-AD-SACMO-V1_0 OMA-TP-2010-0424-
INP_SACMO_V1_0_AD_for_Candidate_approval
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Appendix B. Flows (informative)
B.1 OMA DM Download of a Software & Application Con  trol MO

This flow describes interactions between devicethrdSACMO Server wherein the SACMO Server deliwessftware and
application control MO to the device over the OMAMprotocol.

B.1.1 Normal Flow
1. The SACMO Server initiates a session with thaeade

2. The SACMO Server determines an appropriater&oé and Application Control MO for delivery.
3. The SACMO Server using the DM server delivaess$oftware and Application MO over the DM Protg@MPRO].
4

. The device acknowledges the receipt of theviwé and Application MO delivery.

B.1.2 Alternative Flow — 1

In the step 1, the device initiates a session thithSACMO Server to request a software and apic&ontrol MO.

B.1.3 Alternative Flow — 2

In the step 2, SACMO Server optionally performdwafe inventory query to determine an appropriativire and
application MO.

B.1.4 Alternative Flow — 3

Before step 1, the External Management Infrastreatequests the SACMO Server to download a SoftaadeApplication
Control MO to the device.

B.2 Download of a Software & Application Control MO using
Alternate Download Mechanisms

This flow describes the interaction between dewite the SACMO Server wherein the SACMO Server dedia Software
and Application Control MO to the device using étemate download mechanism

B.2.1 Normal Flow
1. The SACMO Server initiates a session with theabe

2. The SACMO Server determines an appropriaterdoé and Application Control MO for delivery.
3. The SACMO Server determines an appropriatergte download mechanism.

4. The SACMO Server asks the device to retrieeeSbftware and Application Control MO using an ralsge download
mechanism.
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5. The device retrieves the software and apptioatbntrol MO using the alternate download mechanis

6. The device acknowledges the receipt of thensolt and application MO delivery.

B.2.2 Alternative Flow - 1

In the step 1, the device initiates a session thithSACMO Server to request a software and apicaontrol MO.

B.2.3 Alternative Flow — 2

In the step 3, SACMO Server optionally retrieveffvgare inventory from the device to determine aprapriate Software
and Application Control MO.

B.2.4  Alternative Flow — 3

Before step 1, the External Management Infrastreatequests the SACMO Server to download a soft@adeapplication
control MO to the device.

B.3 Server Interactions with SACMO(s) on the Devi ce

This flow describes the interaction between dewice the SACMO Server wherein the SACMO Server iergdRACMO
functionality on the device

B.3.1 Normal Flow
1. The SACMO Server initiates a session with theak.

2. The SACMO Server asks the SACMO Client on tbeak to perform a SACMO Operation.
3. The SACMO Client performs the requested SACMgz@tion.
4. The SACMO Client reports results of the reqegSACMO Operation to the SACMO Server.

B.3.2 Alternative Flow — 1
In the step 1, the device requests the SACMO Sé¢ovievoke a SACMO Operation.

B.3.3 Alternative Flow — 2

Before step 1, the External Management Infrastreatequests the SACMO Server to perform a SACMOr@&ijmn on the
device.
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B.3.4 Alternative Flow — 3

In the step 2, the SACMO Server asks the SACMOrtlie perform a combined SACMO operation, e.g. Ronkflow,
TerminateWorkflow, RollbackWorkflow etc.

In the step 3, the SACMO Client on the device penfothe requested combined SACMO operation.

In the step 4, the SACMO Client reports resultthefrequested combined SACMO operation to the SACé&ver.
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