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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentltasare deployed over wireless communication aeksy

The scope of OMA “Digital Rights Management” (DRM)to enable the distribution and consumption gftel content in a
controlled manner. The content is distributed amsomed on authenticated devices per the usags gghressed by the
content owners. OMA DRM work addresses the varteaknical aspects of this system by providing appate
specifications for content formats, protocols, anibhts expression language.

This specification defines the generic mechanidratdre shared by the various specification doctsrtbat constitute the
SCE enabler.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

3.2 Definitions

Ad Hoc Domain A group of Devices that engage in Ad Hoc Sharirag th governed by a Domain Policy.

Ad Hoc Sharing Sharing that is intended to allow a source Dewvicghare specified Rights with a recipient
Device in spontaneous, unplanned situations (bayirsy a song with a new group of friends at
a party or playing a video on a hotel room TV whikvelling).

Composite Object A Media Object that contains one or more Media Ctsiby means of inclusion e.g. DRM
messages, zip files.

Constraint A restriction on the Permission over DRM Content.

Device A Device is the entity (hardware/software or conalion thereof) within a user equipment that

implements a DRM Agent. The Device is also confarhta the OMA DRM specifications.
The Device may include a smart card module (e3)M) (DRM V2.0).

Domain Authority The entity to specify the Domain Policy for a UBamain or an Ad Hoc Domain.

Domain Enforcement  The entity to enforce the Domain Policy on behétihe Domain Authority. It may reside in the
Agent network as a service or in a User’s device.

Domain Policy A collection of attributes which defines the polidgtermining characteristics of the

membership of a User Domain or Ad Hoc Domain, adgehe Domain Authority that the
Domain Enforcement Agent will enforce.

DRM Agent The entity in the Device that manages PermissiondEdia Objects on the Device (DRM
V2.1). In this document, the DRM Agent implemerdse or all the functionality defined in
this specification.

DRM Content Media Objects that are consumed according to ef$@¢rmissions in a Rights Object.

DRM Time A secure, non user-changeable time source. The DiRM is measured in the UTC time scale.

Local Rights Manager An entity that is responsible for aspect(s) of Im@mnd it may also manage an Imported-
Content for a limited group of OMA DRM Agents.

Media Object A digital work e.g. a ringing tone, a screen sagelava game or a Composite Object.
Requester An entity that sends a request message to a Respond
ReqContext A logical context of data needed for communicatiaith a Requester. A Responder maintains

a ReqgContext for each Requester it communicatds wit

Responder An entity that receives a request message frompaéster, processes the request and sends a
response message to the Requester.

ResContext A logical context of data needed for communicatioith a Responder. A Requester maintains
a ResContext for each Responder it communicatds wit

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Rights

Rights Issuer

Rights Object

User Domain

User Domain Rights

Object

The collection of permissions and constraints diefjrunder which circumstances access is

granted to DRM Content.

An entity that issues Rights Objects to OMA DRM faymant Devices (DRM V2.1).

A collection of Permissions, Constraints, and otitaibutes which define under what
circumstances access is granted to, and what usageefined for, DRM Content. All OMA
DRM Conformant Devices must adhere to the Righte@lassociated with DRM Content.

A set of v2.x and/or SCE DRM Agents that can corsiliaer Domain Rights Objects.

3.3 Abbreviations

CEK
DA
DEA
DRM
LRM
MAC
MK
OMA
OCSP

PKI

RI
RI/LRM
RO
ROAP
RSAES-OAEP
SA
SCE
SK
URL
URI
XML

Content Encryption Key
Domain Authority

Domain Enforcement Agent
Digital Rights Management
Local Rights Manager
Message Authentication Code
Message Integrity Key

Open Mobile Allianc&”

Online Certificate Status Protocol

Public Key Infrastructure
Rights Issuer

Rl or LRM

Rights Object

Rights Object Acquisition Protocol
RSA Encryption Scheme-Optimal Asymmetric EncryptiRadding
Security Association

Secure Content Exchange
Session Key

Uniform Resource Locator
Uniform Resource Indicator

Extensible Markup Language

A Rights Object that is targeted to a specific U3emain. Besides requiring membership in
the User Domain, consumption may require beingetadyto an SCE DRM Agent.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

The SCE enabler defines five entities: RI, DA, DEERM Agent and LRM and various interfaces betwdersé entities.
This document defines a generic framework for th protocols between these entities. This framewamktains:

» A client-server model for communications
* A generic set of XML Schema type definitions
* A generic set of cryptographic components
» A generic set of transport mappings for XML message
» A generic capability signalling mechanism.
This document provides a basis for the communinatgpecified in [SCE-DOM], [SCE-DRM], [SCE-LRM].

4.1 Communications Model

The SCE enabler assumes a client-server modeidocdmmunications between the defined entitiegehreral, a Requester
(the client) sends a request message to a Resphdeserver). The Responder processes the meassdgends a response
message to the Requester. However, it is possible Responder to send a trigger message to a Reqtteat causes the
Requester to send a request message. The message depicted in the following figure.

Requester Responder
| 1 -Tri |
- lrigger
[ l
! 2 - Request A >|
|< 3 - Response A |
| |
! 4 - Request B _>|
|< 5 - Response B |

Figure 1 - Communications Model

In this flow, the Requester and Responder are S(ites. The SCE enabler defines messages 1 throuBi definition,
messages 2 through 5 constitute the SCE proto¢utiwis triggered by message 1.

An SCE protocol is typically preceded by other fatdion and communications (e.g. a browsing sey&ietween both
entities and may involve a human. This interactiod communications is outside the scope of the &@ibler. In addition,
the actual transport of the messages is outsidsciiee.

Please note that Figure 1 is a generic case. Saotecpls may be initiated through other means thara trigger. A
protocol may consist of any number of requestsraadonses.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4.2 Contexts

In general, a Requester will “register” with a Rexsger to enable further communications. As a resfitte registration
process, the Requester will establish a logicaldResext and the Responder will establish a logredContext.

42.1 ResContext

A Requester establishes this logical context aétgistering with a Responder. A Requester can hayéple ResContext’s
but only one per Responder. If the Requester doebave a ResContext or the ResContext is exptined, the Requester
MUST only execute a registration protocol. At a mnm, the ResContext consists of the following infation:

* |ID of the Requester
» |D of the Responder
» The certificate chain for the Responder or a véieindicator for the chain
 The URL used to send request messages
» The selected version of the protocol
» The selected security algorithms
* The Session Key (SK)
» The Message Integrity Key (MK)
Depending on the Responder, the following infororatnay also be present in the context.
* An alias for the Responder
« A whitelist of fully qualified domain names thaearusted
* OCSP verification data

This context expires when the Responder’s certdiexpires. Note that any cached OCSP responsesinaiv own validity
period, which normally will be much earlier tharetbxpiration of the ResContext. Per [OCSP-MP]nifxCSP response
does not have the nextUpdate present, then theeRegUMUST not cache the OCSP response.

4.2.2 RegContext

A Responder establishes this logical context aftgistering with a Requester. A Responder can hautple ReqContext’s
but only one per Requester. If the Responder doebave a ReqContext or the ReqContext is expihedh the Responder
MUST only accept a registration protocol from thegRester. At a minimum, the ReqContext consisthefollowing
information:

* ID of the Requester

» |D of the Responder

» The certificate chain for the Requester or a vélieindicator for the chain
e The version of the protocol

» The selected security algorithms

*  The Session Key (SK)

* The Message Integrity Key (MK)

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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This context expires when the Requester’s certdiexpires.
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5. Generic XML Schema

This specification defines a generic XML schemd tfaa be used by other specifications of the SGiblen. XML data
types defined in this section are building blodiattare used by protocol messages. Specific priopacameters are defined
in the other specifications that constitute the $@&bler. The schema for the protocol messagelsdesdesigned to be
extensible.

5.1 Requirements

Some protocol exchanges rely on the parties bdifegta compare received values with stored valuegess otherwise
noted, all elements in this document that havextié Schema "string" type, or a type derived fromNtUST be compared
using an exact binary comparison. In particulaplamentations MUST NOT depend on case-insensithiregs
comparisons, normalization or trimming of white epaor conversion of locale-specific formats sugmambers.

The SCE enabler does not define a collation oirgpdrder for attributes or element values. SCHiestMUST NOT
depend on specific sorting orders for values.

Values of typedateTime MUST conform to a single lexical representatiofirdel in section 3.2.7 of [XML-Schema]. This
lexical representation is the extended format COMM-DDThh:mm:ssZ where CC denotes the century, Y Yiates the
year, MM denotes the month, DD denotes the dag,tfia date/time separator, hh, mm, ss represehbtire minute, and
second respectively, and Z is the mandatory UT@aidr. For example, 2002-12-31T23:59:59Z represBetcember 31st,
2002, 23:59:59 UTC.

SCE entities MUST support at least 256 byte lorigegfor attributes or elements of tyaeyURI in the schemas specified
in this specification. Implementations are RECOMMBRD to use values that are less than 256 bytesnigth for such
elements or attributes.

In this version and minor upgrade of the speciftcgtthe namespace URI for the generic XML Scheon&CE is
“urn:oma: xml:sce:gen”. For the sake of convenience, this specificatialts the generic XML Schema for SCE as the GEN
schema and uses the namespace prefix for the Gignecnamespace as “gen”.

5.2 Canonicalization & Digital Signatures

This specification makes use of digital signatured message authentication codes (MACS) to enstegrity and
authenticity of exchanged information. All SCE &ie8 MUST support RSA-PSS [PKCS-1] as default digitgnature
scheme but MAY agree to use a different one. DRMmg and RIs MUST send all XML messages and trigoer
canonicalized form. After canonicalization, DRM Age and RIs MUST NOT employ any subsequent transitions or
modifications to a protocol message.

Note that all XML messages and triggers are XMLdata. XML messages and triggers MUST validateresgéhe SCE
schema [SCE-XSD-GEN] and MUST not use hamespadxgseother than those used in that schema.

All canonicalization required by this specificatidtUST be the XML Exclusive Canonicalization withadmments
([XC14N]) and MUST be signalled explicitly. The lnsiveNamespaces PrefixList of this algorithm MUST empty. This
also applies to any canonicalization step requiedny of the specifications that are normativelferred to by this
specification, unless such a referred specificatgplicitly requires a different canonicalizatidigarithm.

In case canonicalization is to be performed on Bt Xlocument as a whole or part of a XML documelné, &€ffect SHALL
be functionally equivalent to the process of parshre XML document into an XPath node set, applyif@th expression
evaluation to select the proper nodes from thiserset, and subsequently applying Exclusive Canbsateon without
comments to produce the octet-string that is stilbpefuirther processing.

Note that this specification does not require anglementation to explicitly implement XPath prodéagsAn
implementation MAY utilise the fact that receive@ssages are in Exclusive Canonical Form to impléfuerctional
equivalences of XPath based processing.
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5.3 Identifiers

SCE protocols require identification of the Regaesind the Responder. The only generic identifierently defined is the
hash of the public key info, as it appears in thdificate of the entity (i.e. the hash of the cdéetg DER-encoded

subj ect Publ i ckeyl nf o component in the certificate). The default hagfoalhm is SHA-1. In case an entity holds
multiple public keys, the Requester and RespondgEMselect one of these public keys during redisingsee Chapter 6)
and MUST use the corresponding identifier in absequent protocols. Other identifiers are allowetitteroperability
when using them is not guaranteed.

<complexType name="ldentifier">
<choice>
<element name="keyldentifier" type="gen:Keyldentifier"/>
<any namespace="##other" processContents="strict"/>
</choice>
</complexType>

<complexType name="Keyldentifiers">
<sequence minOccurs="0" maxOccurs="unbounded">
<element name="keyldentifier" type="gen:Keyldentifier"/>
</sequence>
</complexType>

<complexType name="Keyldentifier" abstract="true"/>

<complexType name="X509SPKIHash">
<complexContent>
<extension base="gen:Keyldentifier'>
<sequence>
<element name="hash" type="base64Binary"/>
</sequence>
<attribute name="algorithm" type="anyURI" default="http://www.w3.0rg/2000/09/xmldsig#shal"/>
</extension>
</complexContent>
</complexType>

54 Nonce

A Nonce is defined by the following XML schema fragnt:

<simpleType name="Nonce">
<restriction base="base64Binary">
<minLength value="14"/>
</restriction>
</simpleType>

The Nonce type is used to carry arbitrary valugbénprotocol messages. A nonce, as the name synptiest be used only
once. For each message that requires a nonce dlar@sent, a fresh nonce SHALL be generatedorahdeach time.
Nonce values MUST be at least 14 octets long aadaried as a base64-encoded strings.

When a nonce value is sent in a response messag®(s5.7), the value MUST be the value of thernaes element of the
preceding request message (section 5.6).

5.5 Trigger

A Responder may send a Trigger message to causgue&er to initiate a particular protocol. Thédeing XML schema
fragment defines a generic <drmTrigger> message:

<element name="drmTrigger" type="gen:DrmTrigger"/>

<complexType name="DrmTrigger">
<sequence>
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<element name="body" type="gen:TriggerBody"/>
<element name="signature" type="ds:SignatureType" minOccurs="0"/>
</sequence>
<attribute name="type" type="gen:String80" use="required"/>
<attribute name="version" type="gen:Version"/>
</complexType>

<complexType name="TriggerBody">
<sequence>
<element name="resID" type="gen:Identifier"/>
<element name="resAlias" type="gen:String80" minOccurs="0"/>
<element name="nonce" type="gen:Nonce" minOccurs="0"/>
<element name="reqURL" type="anyURI"/>
<element name="trgInfo" type="gen:Triggerinformation" minOccurs="0"/>
</sequence>
<attribute name="id" type="ID"/>
</complexType>

<complexType name="Triggerinformation">
<sequence>
<any minOccurs="0" maxOccurs="unbounded" processContents="lax" namespace="##any"/>
</sequence>
</complexType>

type: This attribute is used to identify the triggepéywhich in turn specifies the targeted protocblk Trigger types defined
in the SCE Enabler are specified either in thicEpation or in other SCE specifications.

version: This attribute is a <major.minor> version repreaéion of the trigger. For this version of the gfieation, the value
of this attribute SHALL be set to "1.0".

body: This element contains child elements describdale

resiD: This element identifies the Responder. The RequdsUST use this value to verify that it has add&esContext
with the Responder. If the Requester does not haxsdid ResContext with the identified Respondentthe Requester
MUST initiate the registration protocol of the protl suite before initiating the protocol indicategthetype attribute. If
the implicitly triggered registration protocol doest lead to a valid ResContext with the identifieelsponder, then the
Requester MUST discard the trigger.

resAlias: This element, if present, contains a string vahat SHALL be used by the Requester whenevefatsdo the
Responder in a dialog with the user and it SHALLsheed in the ResContext for future use. An exarfgslsuch a dialog
would be the question whether or not the user wikidto register with a certain Responder afteereing a trigger. The
maximum length of this element SHALL be 80 bytes.

nonce: This element provides a way to couple triggerthprotocol requests. If present, the Requestérusé this value as
thetriggerNonce attribute of the request that is to be triggessk(section 5.6).

reqURL: This element contains the URL that MUST be usgthke Requester to send the first request mesdabe o
triggered protocol.

trginfo: This element, if present, contains additionabinfation that is required by the triggered protoddiis element is of
type Triggerinformation which is abstract. Thusy aoncreted trigger that needs this element, MU&find a concrete
Triggerinformation.

signature: This element, if present, is a signature overtigger besides the <signature> element itselfoiBea Requester
has registered with a Responder, the <signatuemaesit is generally a public key signature (the ulefa an RSA-PSS
signature). After a Requester has registered witlegponder, the <signature> element is generd#h A& signature using
the negotiated algorithm (the default is an HMACASHsignature) and the MK received during regisbrat
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5.6 Request

A Requester sends a Request message to a Respdrateexecuting a protocol. The following XML schefregment
defines a Request message:
<complexType name="Request" >
<sequence>
<element name="reqID" type="gen:ldentifier"/>
<element name="resID" type="gen:ldentifier"/>
<element name="nonce" type="gen:Nonce" minOccurs="0"/>
<element name="time" type="dateTime" minOccurs="0"/>
<element name="certificateChain" type="gen:CertificateChain" minOccurs="0"/>
<element name="reqInfo" type="gen:Requestinformation” minOccurs="0"/>
<element name="signature" type="base64Binary" minOccurs="0"/>
</sequence>
<attribute name="triggerNonce" type="gen:Nonce"/>
<attribute name="sessionld" type="gen:String64"/>
</complexType>

<complexType name="Requestinformation">
<sequence>
<any minOccurs="0" maxOccurs="unbounded" processContents="lax" namespace="##any"/>
</sequence>
<anyAttribute namespace="##other"/>
</complexType>

triggerNonce: This attribute, if present, MUST contain the \@hf the <nonce> element sent in a <trigger> messag

sessionld: This attribute, if present, contains a protocokamsidentifier that allows for several, concurr®stquester-
Responder sessions. The sessionld attribute is@gnased for protocols that consist of more tBgpasses (e.g. registration
protocol).

reqlD: This element contains the identity of the Reqeredt the request message is part of a registratiotocol, this
element contains the identity that the Requestargto register with. Otherwise, the Requester MS&This value to equal
the Requester’s ID that was stored in the ResCodtging registration with the Responder.

resiD: This element contains the identity of the intath&=sponder.

nonce: This element, if present, contains a nonce rarggenerated by the Requester. Nonces are genexatedsed as
specified in section 5.4.

time: This element, if present, contains the currenDRme, as seen by the Requester.

certificateChain: This element, if present, contains the Requestattificate chain. If the request is a RegistrafRequest,
this element is sent unless the preceding Hellp&ese contained thHeeer Key Identifier extension and its value identified
the key in the Requester's current certificatéhdfrequest is not a Registration Request or aoHrRequest, this element is
sent unless it is indicated in the ResContextith@Responder has stored the necessary certiiidatenation. When
present, the value of this element SHALL be a fieatie chain including the Requester's certificatee chain MUST not
include the root certificate. The Requester’s Giegtie MUST come first in the list. Each followingrtificate MUST directly
certify the one preceding it. If the Responderdatiéd trust anchor preferences in a previous H&dlgponse, the Requester
MUST select a certificate and chain which chainskita one of the trust anchors indicated by thep@eder. This mimics
the features of [RFC3546]. The Responder MAY needpidate this information based on the receivetificate chain.

reglnfo: This element, if present, contains additionabinfation about the request message. This elemehtype
Requestinformation, which is abstract. Any concretpiest should define a concrete Requestinformatement.

signature: This element, if present, is a signature ovemtiessage besides the <signature> element itsétird3a Requester
has registered with a Responder, the <signatuemaesit is generally a public key signature (the ulefa an RSA-PSS
signature). After a Requester has registered witlegponder, the <signature> element is generdh A& signature using
the negotiated algorithm (the default is an HMACASH signature) and the MK received during regisbrat
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5.7 Response

A Responder sends a Response message to a Re@fiestprocessing a Request message. The folloMiig schema
fragment defines a Response message:
<complexType name="Response">
<sequence>
<element name="reqID" type="gen:ldentifier"/>
<element name="resID" type="gen:ldentifier"/>
<element name="nonce" type="gen:Nonce" minOccurs="0"/>
<element name="certificateChain" type="gen:CertificateChain" minOccurs="0"/>
<element name="ocspResponse" type="base64Binary" minOccurs="0"/>
<element name="resInfo" type="gen:Responselnformation" minOccurs="0"/>
<element name="signature" type="base64Binary" minOccurs="0"/>
</sequence>
<attribute name="status" type="gen:String80" use="required"/>
<attribute name="errorMessage" type="gen:String1024"/>
<attribute name="errorRedirectURL" type="anyURI"/>
<attribute name="sessionld" type="gen:String64"/>
</complexType>

<complexType name="Responselnformation">
<sequence>
<any minOccurs="0" maxOccurs="unbounded" processContents="lax" namespace="##any"/>
</sequence>
anyAttribute namespace="##other"/>
</complexType>

status: This attribute is described in section 5.7.1 telo

errorMessage: This attribute is described in section 5.7.1 felo
errorRedirectURL: This attribute is described in section 5.7.1 belo
sessionld: This attribute, if present, contains a protocol session identifier.

reglD: This element identifies the Requester. The valubis MUST be equal to the <reqlD> element in theeived
request message. If the Responder does not haggq@oRtext for the Requester and the request isdemesl invalid, the
Responder MUST respond with a response messagéeheitatus attribute set to “NotRegistered”.

resiD: This element identifies the Responder. The Red@oRUST use same <resID> as it used during registr with
this Requester.

nonce: This element contains a honce chosen by the Regpar a nonce received from the Requester. Nareegenerated
and used as specified in section 5.4.

certificateChain: This element, if present, contains the certifoettain for the Responder. If the response is é&sRatjon
Response, this element is sent unless the precBdigigtration Request contained Beer Key Identifier extension, the
extension was not ignored by the Responder, andiite identified the key in the Responder's curcentificate. If the
response is not a Registration Response or a Reliponse, this element is sent unless it is ineticiat the ReqContext that
the Requester has stored the necessary certififatenation. When present, the value of this elen®HALL be a
certificate chain including the Responder's cedife. The chain MUST NOT include the root certiféicalhe Responder’s
certificate must come first in the list. Each feliag certificate must directly certify the one pe€ling it. If the Requester
indicated trust anchor preferences in a previougidRation Request, the Responder SHOULD seleettificate and chain
which chains back to one of the trust anchors &téitt by the Requester. This mimics the featur¢RB€3546] For
security reasons the Requester MUST discard thestRatipn Response if the hash of the complete REBsded
subjectPublicKeylnfo component in the received Responder certificatss et match the value of the ResID from the
preceding Hello Response message.

ocspResponse: This element, if present, contains an OCSP respéor the Responder. It SHALL be a complete setbél
OCSP responses for the Responder's certificate.chiae Requester MUST NOT fail due to the presefceore than one
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OCSP response element. This element will not beistdre Requester sent the extendMmOCSP Response in the
preceding Request (and the Responder did not ighatextension). An exception to this is whenResponder deems that
the Requester's DRM Time is inaccurate. For thegmsing of this parameter, see further in Sectin 5

resinfo: This element, if present, contains additionabinfation about the Response. This element is & typ
Responselnformation, which is abstract. Any corcresponse should define a concrete Responselrtffomeement.

signature: This element, if present, is a signature ovemtiessage besides the <signature> element itsétird3a Requester
has registered with a Responder, the <signatuemaesit is generally a public key signature (the ulefa an RSA-PSS
signature). After a Requester has registered wiRlegponder, the <signature> element is generdh A& signature using
the negotiated algorithm (the default is an HMACASH signature) and the MK received during regisbrat

5.7.1 Request Processing Results

After receiving a Request message, the Respond&TMidocess the message and send a Response mestege
Requester with the result of the processing. Theltrés indicated in thetatus attribute of a Response message. The
following table lists the valid values for ttus attribute.

Table 1 - Values for thestatus attribute

Value Description

Abort The Request message was rejected for unspecifisdms.

AccessDenied The Requester is not authorized to contact thip&eter.

DomainAccessDenied The DRM Agent is not permitted to proxy-join or gyeleave the User Domain.

DomainFull The User Domain has already reached its maximunbeuwof Devices.

InvalidCertificateChain The Responder received or has an invalid certdichtin for the Requester.

InvalidDomain The Responder does not recognize the requestedidseain.

InvalidRO The RO has some invalid fields, or is unknown ®Responder.

InvalidUserDomainAuthorization The Requester's User Domain Authorization is imali

LowUserDomainGeneration The Requester's User Domain generation is lower i Responder's User Domain
generation.

MACError The MAC value of a received message is incorrect.

MalformedRequest The Responder failed to parse the Request message.

MovePermissionNotPresent The Move operation requested by the Requestertiallooved because the permission is not
present in the RO.

MoveServiceNotProvided The Responder does not provide the Move via RliServ

NoCertificateChain The Responder needs a current certificate chaith@Requester.

NoDevPubKey The Responder cannot return the public key thatre@gested by the Requester.

NotFound Requested object was not found.

NotRegistered The Responder does not have a ReqContext for thedReer.

NotSupported The Request message requested a feature currengypported by the Responder.

RequesterTimeError The Requester's DRM Time is deemed inaccurate @Responder.

RightsExpired The requested rights are no longer available (fisrRequester).

SignatureError The Responder could not verify the Requester'sadige.

Success The Request message was processed successfully.

TriggerExpiredOrinvalid The trigger, from which a session is initiated bg Requester, is Expired or Invalid

TrustedRootCertificateNotPresent The Responder does not have the appropriate TristetCertificate to verify the
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Requester’s certificate chain.

UnknownCriticalExtension A critical extension used by the Requester wasuapported or recognised by the Responder.
UnknownRO The Responder did not generate the RO.

UnsupportedAlgorithm The Responder does not support a requested algorith

UnsupportedVersion The Responder does not support the requested plotarsion.

UpgradeServiceNotProvided The Responder does not provide the Upgrade seivittee Requester.
UserDomainAuthorizationRequired  The Responder needs a current User Domain Authimiz&iom the Requester.
UserDomainFull No more Devices are allowed to join the User Domain

UserDomainNotSupported The Requester's User Domain generation is higlaer tthe Responder's User Domain

generation, or the Responder has no valid User Do&ghorization.

If the processing of the Request message failstiiestatus attribute is not equal to “Success”), the RespoigY add an
errorMessage attribute containing a Responder defined desoniptif the error. In addition, the Responder MAY adid
errorRedirectURL attribute that points to a support web site emajlhe User to recover from the error. If the
errorRedirectURL attribute is present, then the orMessage attribute MUST also be present.

Upon transmission or reception of a Response medsagvhich Status is not "Success”, the defautiab@ur, unless
explicitly stated otherwise elsewhere, is that bthRequester and the Responder SHALL immediatele the connection
and terminate the protocol. Requesters and thedRdeps are required to delete any session-idenstifirnces, keys, and/or
secrets associated with a failed run of the prdtoco

Depending on the entity, a Requester SHOULD usedhes of theerrorMessage attribute as part of the error message
presented to the User. A Requester SHOULD alsefititlude the value of theerorRedirectURL attribute as part of the
error message to the User, or provide the Useravithption to be redirected to teeorRedirectURL using a browser.

5.8 Default Processing

This section specifies the default processing ajgar, Request and Response messages. Protocdlespeacessing for
individual protocols is specified in relevant tetah specifications.

5.8.1 Default Processing of Trigger

Upon receipt of a message of type gen:TriggerRbguester MUST perform the following:
If the <signature> element is present, verify gignature. If the verification fails the Requedt®dST discard the trigger.

For triggers other than Registration triggers,Reguester MUST use the <resID> element to veridy ithhas a valid
ResContext with the Responder. If the Requestes doehave a valid ResContext with the identifiegponder then the
Requester MUST initiate the registration protoddih@ protocol suite before initiating the protogudicated by the <type>
attribute. If the implicitly triggered registratiggrotocol does not lead to a valid ResContext withidentified Responder,
then the Requester MUST discard the trigger.

The Requester MUST use the URL specified by<tteg)URL> element in the trigger when initiating the ROABsaction.
If the trigger holds a <nonce> element, the RequiddtJST use the nonce value as ttigger Nonce attribute of the request
that is to be triggered.

5.8.2 Default Processing of Request

Upon receipt of a message of type gen:RequesReéponder MUST perform the following:

For requests other than Hello requests and Refijistneequests, check whether the Responder hakdaRegContent for the
Requester identified by the <reqlD> element. If, tlo¢ Responder MUST return a response withstites attribute set to
“NotRegistered” and terminate the processing.
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If the <triggerNonce> attribute is present, chedlether the value matches the nonce in the lagfdrithe Responder sent to
the Requester. If not, the Responder MUST disdeedequest and terminate the processing.

Check the <resID> element. If the value does ndtmany of the Responder’s identities, the RespoN¢ST discard the
request and terminate the processing.

If the <time> element is present, check whethetithe is accurate. If the Responder has access @GEP responder, the
Responder MUST use the time obtained from the O@Sponder as its reference time in order to jutigértaccuracies in
the Requester's DRM Time. The Responder SHOULDnaftor a reasonable drift in the Requester's DRM &im

If the Requester's DRM time is deemed inaccuratethe request is not a Registration request, tsp&eler MUST return
a response with thatatus attribute set to “RequesterTimeError” and termerthie processing. If the Requester's DRM time
is deemed inaccurate and the request is a Regstraguest and the Responder has access to an @§&mder, the
Responder MUST send an OCSP request to its respandeénclude the nonce sent by the Requesteei®BSP request.
The nonce-based OCSP response returned from th® @Sgonder MUST be included in the RegistratiospRase
message sent back to the Requester.

If the <signature> element is present, verify tigaature. If the verification fails the RespondeBIT return a response
with thestatus attribute set to an appropriate value, i.e. “SigreError”, “NoCertificateChain”, “InvalidCertifidc@Chain”, or
“TrustedRootCertificateNotPresent” and terminat phocessing.

5.8.3 Default Processing of Response

Upon receipt of a message of type gen:Respons®dfeester MUST perform the following:

Check the <reqlD> element. If the value does ndthmany of the Requester’s identities, the Requé4téST discard the
response and terminate the processing.

Check the <resID> element. If the Requester doesane a pending request to the identified Respoaidé the protocol
cannot be 1-pass, the Requester MUST discard sippmse and terminate the processing. If the prbt@cobe 1 pass but
the Requester does not have a valid ResConte#tiéddentified Responder, the Requester MUST diktteg response and
terminate the processing.

If the <nonce> element is present, check whetreréhue matches the nonce in the preceding reth&equester sent to
the Responder. If not, the Requester MUST disdeeddsponse and terminate the processing.

If the <ocspResponse> element is present, checkhehthe nonce in the OCSP response matches tloe sent in the
preceding Registration Request. If the nonces m#tenRequester MUST validate the OCSP responséhanekpiry time of
all certificates from the OCSP responders certificdain using the time in thipeoducedAt component of the OCSP
response. If the validation is successful, the Retgr MUST adjust the DRM Time for the currenttmsedel to the time in
the producedAt component of the OCSP response. The validatidgheoRegistration Response (and of the Responder’s
certificate expiry times) shall be performed aftards by using this DRM Time.

If the <signature> element is mandatory for thigipalar response message, verify the signatutésfpresent. If the
signature is not present or the verification faifee Responder MUST discard the response and tatenihe processing.
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6. Generic Registration Protocol

Some SCE protocols suites specify a registratiotoppl. This section specifies a generic regisirapirotocol that can be
referred to in the other SCE specifications.

6.1 Registration Trigger

A Responder MAY send a Registration Trigger messageRequester so that the Requester will initedepass

Registration Protocol. The message MUST be a <drigglement as specified in section 5.5 and MUSTobwuatted as
specified in the following table.

element / attribute usage value

id (0] Specified by the specific protocol suite
type M Specified by the specific protocol suite
version M Specified by the specific protocol suite
resiD M As specified in section 5.5
resAlias O Specified by the specific protocol suite
nonce @) As specified in section 5.5
reqURL M As specified in section 5.5
triggerinfo M Specified by the specific protocoltsu

Table 2: Registration Trigger Message Parameters

The processing of the Registration Trigger is diefaxcept for the handling of the <resID> elemdrite purpose of the
Registration Trigger is to trigger the registratimotocol, which will establish a context for thedponder in the Requester.

The context for the Responder will typically not g&ist. Upon receipt of a Registration Triggee Requester MUST create
a context for the Responder and store the <resHbita own <reqID> with it.

6.2 Hello Request

A Requester sends a Hello Request message to amiesas the first message of a 4-pass registrptitocol of a given

protocols suite. The root element of the messag&Mble a <helloRequest> element of type gen:Reqagstefined in the
following XML schema fragment:

<element name="helloRequest” type="gen:Request"/>

A Hello Request MUST be formatted as specifiechmtable below:

element / attribute usage Value
triggerNonce (0] As specified in section 5.6
reqiD M As specified in section 5.6
resiD M As specified in section 5.6
reqglnfo M Specified below

Table 3: Hello Request Message Parameters
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The <gen:reqinfo> element under the <helloRequelment MUST contain a <helloRegInfo> element dmdd by the
following XML schema fragment:

<element name="helloReqInfo" type="gen:HelloRegInfo"></element>
<complexType name="HelloRegInfo">
<sequence>
<element name="supportedAlgorithms" type="gen:SetOfAlgorithms" minOccurs="0"/>
<element name="version" type="gen:Version"/>
<any minOccurs="0" maxOccurs="unbounded" processContents="lax" namespace="##any"/>
</sequence>
</complexType>

<simpleType name="Version">
<restriction base="string">
<pattern value="\d{1,2\.\d{1,3}"/>
<[restriction>
</simpleType>

<complexType name="SetOfAlgorithms">
<sequence maxOccurs="unbounded">
<element name="selectedAlgorithm" type="anyURI"/>
</sequence>
</complexType>

version: This element is a <major.minor> representatiothefprotocol suite version number supported byReguester.
Unless otherwise specified with the specific ragtidn protocol, for this version of the SCE Enaptke value of this
element SHALL be “1.0”

supportedAlgorithms: This element identifies the algorithms that arported by the Requester. Algorithms are idemtifie
using common URIs. The following algorithms andoassted URIs MUST be supported by all implementeio

Hash algorithms:

SHA-1: http://www.w3.0rg/2000/09/xmldsig#shal

MAC algorithms:
HMAC-SHA-1: http://www.w3.0rg/2000/09/xmldsig#hmac-shal

Signature algorithms:

RSA-PSS-Defaulthttp://www.rsasecurity.com/rsalabs/pkcs/schemasiikrsa-pss-default

Key transport algorithms:
RSAES-KEM-KDF2-KW-AES128:

http://www.rsasecurity.com/rsalabs/pkcs/schemasiiktsaes-kem-kdf2-kw-aes128

RSAES-OAEP:

http://tools.ietf.org/html/rfc3447

Key wrapping algorithms:

AES-WRAP: http://www.w3.0rg/2001/04/xmlenc#kw-aes128

Canonicalisation algorithms:
Exclusive Canonicalisation: http://www.w3.0rg/2000/xml-exc-c14n#

SHA-1 is defined in [SHA-1]. HMAC-SHA-1 is defined [HMAC]. RSA-PSS-Default is RSASSA-PSS with afirameters
having default values (see [PKCS-1] Appendix C) SABRAP is defined in [AES-WRAP]. RSA-KEM-KDF2-KW-
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AES128 is defined in section 7, Key Managementldsiee Canonicalisation is defined in [XC14N], itse is further
explained in section 5.2 of this document.

Use of other algorithm URIs is optional. Sinceimplementations must support the algorithms abthey, need not be sent.
Only URIs for algorithms not in this list need te ent in a Hello Request message.

6.3 Hello Response

A Responder send a Hello Response message to tjue®er as the second message of a 4-pass reégispaitocol of a
given protocol suite. The root element of the mgeddUST be a <helloResponse> element as defindtifollowing
XML schema fragment:

<element name="helloResponse” type="gen:Response”/>

The response MUST be formatted per the table below:

element / attribute usage value

status Default, as specified in section 5.7.1
sessionld Specified below
errorMessage Default, as specified in section 5.7

M
M
o]
errorRedirectURL (0] Default, as specified in setto7
M
M
M

reqlD Default, as specified in section 5.7
resiD Default, as specified in section 5.7
nonce Default, as specified in section 5.7
resinfo M Specified below

Table 4: Hello Response Message Parameters

sessionld: This attribute contains a protocol session idestifiet by the Responder.

The <gen:resinfo> element under the <helloResporkament MUST contain a <helloResInfo> elementefmdd by the
following XML schema fragment:

<element name="helloResInfo" type="gen:HelloResInfo"/>

<complexType name="HelloResInfo">
<sequence>
<element name="selectedAlgorithms" type="SetOfAlgorithms" minOccurs="0"/>
<element name="trustedAuthorities" type="gen:Keyldentifiers" minOccurs="0"/>
<element name="serverinfo" type="base64Binary" minOccurs="0"/>
<element name="deviceDetailsRequired" type="gen:Empty"/>
<element name="selectedVersion" type="gen:Version"/>
<any minOccurs="0" maxOccurs="unbounded" processContents="lax" namespace="##any"/>
</sequence>
</complexType>

<complexType name="Empty"/>

selectedAlgorithms: This element contains the cryptographic algorigh{trash algorithm, signature algorithm, MAC
algorithm and key transport algorithm) to use ihsmquent interactions. If the Requester indicatiggart of only
mandatory algorithms (i.e. left out the <supportieghithms> element), or the Responder only supgbesnandatory
algorithms, then the Responder need not sendiéhis Otherwise, the Responder MUST provide thiapeeter and MUST
identify one algorithm of each type. This infornaattis part of the ResContext and ReqContext.
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trustedAuthorities: This element is a list of Requester trust anchecsgnised by the Responder. This parameter israt
The parameter is not sent if the Responder alrbadythe Requester certificate or otherwise is @blerify a signature
made by the Requester. If the parameter is présgmmpty, it indicates that the Requester is tfoeghoose any Requester
certificate to authenticate itself. Otherwise theRester MUST choose a certificate chaining badatof the recognised
trust anchors. Trust anchors are identified insdame manner as Requesters and Responders.

serverlnfo: This element contains server-specific informatioat the Requester must return unmodified, inRbgistration
Request. The Requester must not attempt to intetheeevalue of this parameter. Requesters MUST atippe Server Info
element being of length 512 bytes and MAY suppert&r Info elements of length greater than 5129yResponders
SHOULD keep Server Info length to 512 bytes or.less

deviceDetail sRequired: This element, if present, is used by the Respotadiedicate to the Requester that the Requester
needs to provide detailed information about thei€eymanufacturer, model and version) in the Regfistn Request
message that follows.

selectedVersion: This element contains the selected protocol warsthe selected version will be min (Requestegested
version, highest version supported by Respondettelregistration is successful, then this infotiorais part of the
ResContext and RegContext.

6.4 Registration Request

A Requester sends a Registration Request messagedasponder as the third message in a 4-pasgatigis protocol of a
given protocols suite. The root element of the rageMUST be a <registrationRequest> element asetkfn the following
XML schema fragment:

<element name="registrationRequest” type="gen:Request”/>

A Registration Request message MUST be formattepesified in the table below:

element / attribute usage value

triggerNonce Specified below

reqglnfo
signature

Specified below
Specified below

0]
sessionld M Specified below
reqlD M Default, as specified in section 5.6
resiD M Default, as specified in section 5.6
nonce M Default, as specified in section 5.6
time 0 Default, as specified in section 5.6
certificateChain (0] Default, as specified in sectob

M

M

Table 5: Registration Request Message Parameters

The <gen:reqinfo> element under the <registratianiRet> element MUST contain a <regReqInfo> elerasrdefined in
section 6.4.1.

triggerNonce: If the request message was triggered by a drmériggd the drmTrigger contains a <nonce> elemiat, t
"triggerNonce" attribute SHALL be included. Its ual SHALL be equal to the value of the <nonce> elarrethe
drmTrigger.

sessionld: This attribute contains the same value as inclié¢lde preceding Hello Response message.
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Sgnature is a signature on data sent so far in the protdda signature is made using the Requester'stprkey on the two
previous messages (HelloRequest, HelloResponseharalirrent message (besides$ymature element itself). The
signature method is as follows:

» The previous messages and the current one exeefighature element is canonicalized accordingetdi&n 5.2.

* The three messages are concatenated in their dbgice order, starting with the HelloRequest mgssa he
resulting datal is considered as input to the signature operalibe.signature is calculated dmin accordance with
the rules of the negotiated signature scheme.

The Responder MUST verify the signature on the RR&BistrationRequest message.

6.4.1 RegReqlInfo

The <regReqlnfo> element under the <gen:reqinfemeht of a Requestration Request message is ddfjnta following
XML schema fragment:

<element name="regReqlInfo" type="gen:RegReqInfo"/>

<complexType name="RegReqInfo">
<sequence>
<element name="trustedAuthorities" type="gen:Keyldentifiers" minOccurs="0"/>
<element name="serverinfo" type="base64Binary" minOccurs="0"/>
<element name="deviceDetails" type="gen:DeviceDetails" minOccurs="0"/>
<any namespace="##any" processContents="lax" maxOccurs="unbounded"/>
</sequence>
</complexType>

<complexType name="DeviceDetails">
<sequence>
<element name="manufacturer" type="roap:String64"/>
<element name="model" type="roap:String64"/>
<element name="version" type="roap:String64"/>
</sequence>
</complexType>

trustedAuthorities: this element, if present, contains a list of Resjer trust anchors recognised by the Requesteot If
present, it indicates that the Responder is freftmse any certificate. Trust anchors are idetiiin the same way as
Requesters and Responders.

serverlnfo: As discussed above, this parameter will only tesent if eServer Info parameter was present in the preceding
Hello Response message. In that caseSgher Info parameter MUST be present and MUST be identicdigdServer Info
parameter received in the preceding Hello Resporessage.

deviceDetails: This parameter defines three fields: manufactunedel and version. The manufacturer field ideasifihe
Device’ manufacturer, the model field identifieg thevice's model and the version field identiftes Device's version as
defined by its manufacturer. The <deviceDetailssnent, with device details, MUST be sent by a Retguehat receives a
<deviceDetailsRequired> element with a “true” vailne Hello Response message.

6.5 Registration Response

A Registration Response message is sent from aoRdspto a Requester as the last message in as4egastration
protocol of a given protocols suite. The root elah the message MUST be a <registrationRespoeksrent as defined
in the following XML schema fragment:

<element name="registrationResponse” type="gen:Response”/>

The response MUST be formatted per the table below:
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element / attribute usage value

status
sessionld

M Default, as specified in section 5.7
M Specified below
errorMessage (0] Default, as specified in section 5.7
errorRedirectURL (0] Default, as specified in settor
reqiD M Default, as specified in section 5.7

M

M

(@)

(0]

resiD Default, as specified in section 5.7
nonce Default, as specified in section 5.7
certificateChain Default, as specified in secton
ocspResponse Default, as specified in section 5.7
resinfo 0] Specified below

signature M Specified below

Table 6: Registration Response Message Parameters

If the processing of the Registration Request nggsgas successful (status="Success”), then <reslelilement under the
<registrationRespone> element MUST contain an <esfjiRo> element as defined in section 6.5.1.

sessionld: This attribute contains the same value as inclié¢lde preceding Registration Request message.

Sgnature is a signature on data sent in the protocol. Tpeasure is made using the Responder's privat®kehe previous
message (Registration Request) and the currentage¢besides th@gnature element itself). The signature method is as
follows:

- The previous message as received (that is, inguti@S gnature element) and the current one except the Signature
element is canonicalized according to section 5.2.

- The two messages are concatenated in their chigicalmrder, starting with the RegistrationRequestsage. The
resulting datal is considered as input to the signature operalibe.signature is calculated dmn accordance with the
rules of the negotiated signature scheme

The Requester MUST verify this signature. A ReqeieBtUST NOT accept the Registration protocol axessful unless
the signature verifies, the Responder certificatdrchas been successfully verified, and the O@Sponse, if present,

indicates that the Responder certificate statgsasl. If the registration fails, the Requester MUST N&idre a ResContext
for this Responder.

6.5.1 RegResiInfo

The <regReslInfo> element under the <gen:reqinfemeht of a Requestration Response message isdibfjrtae
following XML schema fragment:

<element name="regResInfo" type="gen:RegResInfo"/>

<complexType name="RegResInfo">
<sequence>
<element name="resURL" type="anyURI"/>
<element name="encSa" type="base64Encoded" minOccurs="0"/>
<element name="domainNameWhitelist" type="gen: DomainNameWhiteList" minOccurs="0"/>
<any namespace="##any" processContents="lax" maxOccurs="unbounded"/>
</sequence>
</complexType>

<complexType name="DomainNameWhiteList">
<sequence maxOccurs="5">
<element name="dn" type="gen:String80"/>
</sequence>
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</complexType>

resURL: this element contains the URL that the RequedteS T send future requests to the Responder. Thealthis
element MUST be a URL according to [RFC2396], andSW be an absolute identifier.

encSa: this element, if present, contains an encrypestisty association (SA). The SA contains a symiméey (referred to
as the SK) for encrypting data between the Requast Responder, concatenated with a Message ityt&gy (MK) for
providing integrity protection. For the default afghms, the SA contains a 128-bit AES key followsda 160-bit HMAC-
SHA1 key. The SA is encrypted using the Requespeidic key using RSA-OAEP [RFC3447]. This elemetdST be
present when an RI/RLM or Device is registeringwvatDEA.

domainNameWhitelist: this element, if present, contains a list of fujlyalified domain names (as defined in [RFC 2396])
that are to be regarded as trusted (for exampléhéopurposes of Silent and Preview headers). Hupéster MUST store
the fully qualified domain names in the ResConfekthis Responder. The Requester MUST be capdldmong a
minimum of 5 fully qualified domain names for edgbsContext supported on the Requester.
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7. Cryptographic Components
7.1 RSAES-KEM-KWS

RSA-KEM-KWS is an asymmetric encryption schemerdiin [X9.44] and based on the "generic hybridheip in
[ISO/IEC 18033]. In this scheme, the sender usesdhipient's public key to securely transfer syrmimdeey material to the
recipient. Specifically, given the recipient's qatiRSA key P=(m,e), consisting of a modulus m ampdlglic exponent e, the
sender generates a value Z as a statistically umifandom integer in the interval [0,...,m-1]. ThéweaZ is then converted
to a key-encryption key KEK as follows:

KEK = KDF(I20SP(Z,mLen) NULL, kekLen)

where KDF is defined below, 120SP converts a noatieg integer to an octet string of a specifiedjtbrand is defined in
[PKCS-1], mLen is the length of the modulus m itet&, NULL is the empty string, and kekLen shallskéto the desired
length of KEK (in octets).

Given KEK, a key-wrapping scheme WRAP and the sytrimkey material K to be transported, the sendexps K to get
ciphertext G:

C, = WRAP(KEK, K)

After this, the sender encrypts Z using the reaigsepublic RSA key P to yield,C

¢, = RSA.ENCRYPT(P,2)

C; = 120SP(g, mLen)

Where RSA.ENCRYPT is the cryptographic primitiveAER in [PKCS-1] defined by
RSA.ENCRYPT(P,Z) = Zmod m

The scheme output is C 5 €G, (C, concatenated with Lwhich is transmitted to the recipient. The decryptoperation
follows straightforwardly: the recipient recoverdrdm C; using the recipient’s private key, converts Z 6K and then
unwraps Gto recover K.

7.2 KDF

KDF is equivalent to the key derivation function RPdefined in [X9.44] (and KDF in [X9.42], [X9.63])t is defined as a
simple key derivation function based on a hashtfancFor the purposes of this specification, thsthfunction shall be
SHA-1.

KDF takes three parameters: the shared secret ¥ake octet string of (essentially) arbitrary lémgptherinfo: other
information for key derivation, an octet string(eésentially) arbitrary length (may be the empting), and kLen: intended
length in octets of the keying material. kLen shallan integer, at most’(2 1)hLen where hLen is the length of the hash
function output in octets. The output from KDFlig tkey material K, an octet string of length kL&he operation of KDF is
as follows (note thaf h " below denotes the smallest integer larger thaegoal to, n):

1) Let T be the empty string.
2) For counter from 1 to[ kLen / hLen 1, do the following:
Let D = 4-byte, unsigned big-endian representation of counter’

Let T =T | Hash (Z | D | otherInfo).

! Example: Ifcounter = 946,D will be 00 00 03 b2
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3) Output the first kLen octets of T as the derived key K.

7.3 AES-WRAP

AES-WRAP is the symmetric-key wrapping scheme basedES and defined in [AES-WRAP]. It takes as inglkey-
encryption key KEK and key material K to be wrapp€de scheme outputs the result C of the wrapppegation:

C = AES-WRAP(KEK, K)
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8. WBXML Encoding and Decoding of Trigger

This section specifies the WBXML encoding and déegaf the Trigger newly defined in SCE v1.0 enabiote that
ROAP Triggers defined in DRM 2.1 is encoded ancdbded according to [DRM-DRM-v2.1]

WBXML 1.3 [WBXML] is a simple method that allows ogpacting XML documents in a loss-less manner. A WBX
decoder processes a WBXML encoded document bypirgteng it byte-by-byte. Some bytes represent diecpichstructions,
some represent XML element start tags, attributeasaor attribute values. The decoding processisfst. The decoder
maintains one global state, which determines whetli® processing elements, or attributes. Withéich state, the decoder
maintains an independent notion of a selected pade.

The document type identifier for this specificatierf-/OMA//SCE 1.0//EN”, and is signalled as thiagle byte value 0x15
in the WBXML document.

8.1 Attribute Code Pages

There is one attribute code page defined. Thisshattlibute names and attribute values.

“-//[OMA/SCE 1.0//EN” — Attribute Code Page 0
Attribute Name WBXML Attribute Value WBXML
Attribute Attribute
Code Value Code
GLOBAL TOKENS 00 -04 GLOBAL TOKENS 80 -84
Xsi:type 05 urn:oma:drm:sce:gen 85
xmins:sceroap 06 urn:oma:drm:sce:roap 86
xmins:ds 07 http://www.w3.0rg/2000/09/xmldsig# 87
xmins:enc 08 http://www.w3.0rg/2001/04/xmlenc# 88
xmins:xsi 09 http://www.w3.0rg/2001/XMLSchema 89
version 0A gen:X509SPKIHash 8A
proxy 0B http://www.w3.0rg/2000/09/xmldsig#shal 8B
id ocC 1.0 8C
type oD true 8D
roRequested OE false 8E
Algorithm OF moveRIRights 8F
URI 10 moveLRMRights 90
UNUSED 11 -3F roUpgrade 91
GLOBAL TOKENS 40 - 44 http://www.w3.0rg/2001/10/kexc-c14n# 92
UNUSED 45 - 7F http://www.w3.0rg/2000/09/xmldsig#c-shal 93
#K_MAC 94
http://www.w3.0rg/2001/04/xmlenc#kw-aes128 95
UNUSED 96 — BF
GLOBAL TOKENS co-c4
UNUSED C5-FF

Table x. Attribute Code Page 0

All attribute code pages 1 to 127 in the contexthef public identifier "-//OMA//SCE 1.0//EN" areserved for future use by
OMA.
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8.2

There is one tag code page defined. Note thataheeapace prefix sceroap is for the element defmg&CE-DRM].

All tag code pages 1 to 127 in the context of thblig identifier "-//OMA//SCE 1.0//EN" are reservéar future use by

OMA.

Tag Code Pages

Tag Name WBXML Attribute Code

No content, Content, No | No Content, | Content,

No attributes | attributes Attributes Attributes
gen:drmTrigger 05 45 85 C5
body 06 46 86 C6
resiD 07 47 87 C7
resAlias 08 48 88 cs8
nonce 09 49 89 C9
reqURL 0A 4A 8A CA
trginfo 0B 4B 8B CB
keyldentifier oC 4C 8C CcC
hash 0D 4D 8D CD
algorithm OE 4E 8E CE
sceroap:moveRIRightsTriggerinfo OF 4F 8F CF
signature 10 50 920 DO
ds:Signedinfo 11 51 91 D1
ds:SignatureValue 12 52 92 D2
ds:Keylinfo 13 53 93 D3
ds:CanonicalizationMethod 14 54 94 D4
ds:SignatureMethod 15 55 95 D5
ds:Reference 16 56 96 D6
ds:Transforms 17 57 97 D7
ds:DigestMethod 18 58 98 D8
ds:DigestValue 19 59 99 D9
ds:RetrievalMethod 1A 5A 9A DA
encKey 1B 5B 9B DB
xenc:EncryptionMethod 1C 5C 9C DC
xenc:CipherData 1D 5D 9D DD
xenc:CipherValue 1E 5E 9E DE
sceroap:moveLRMRightsTriggerinfo 1F 5F 9F DF
sceroap:roUpgradeTriggerinfo 20 60 A0 EO
recipientinfo 21 61 Al El
rolD 22 62 A2 E2
roAlias 23 63 A3 E3
upgradelnfo 24 64 A4 E4
Reserved for Future Use 25-3F 65-7F A5-BF E5-FF

Table x. Tag Code Page 0
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8.3 Processing Rules

8.3.1 MIME Type

Trigger messages encoded in WBXML format are idiectiwith the following mime type:

application/vnd.oma.sce.trigger+wbxml (SCE Trigger)

8.3.2 Binary Data Representation

Binary data is not used in Exclusive Canonical geig. However Responder MAY use opaque data tesept whitespace
in the canonical XML.

8.3.3 base64Binary Representation
Some elements in Exclusive Canonical SCE Triggeld base64Binary data. Such data is encoded iWBXML form

directly as a literal string. This does not achieweximum efficiency but intended to simplify theopessing of the WBXML
decoder.

8.3.4 Responder
Responders MAY support WBXML encoding of Triggers.

Responders are recommended not to embed whitebpageen elements in Triggers that are to be WBXMtoeled.

8.3.5 Requester
Requester MUST support WBXML decoding of Triggers.

If a Requester supports WBXML decoding of SCE Teiggt must signal this in the HTTP Accept headearoy of its
requests by including the applicable mime type lapflon/vnd.oma.sce.trigger+wbxml).

8.3.6 Normal Processing and Transcoding

After receiving a message in WBXML format, andn&t message in WBXML format is supported by thelRster, that
Requester MUST decode the message into Exclusimer@@al XML format before any other processingpgléd.
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9. Security Considerations (Informative)

9.1 Security scope for SCE

The scope of SCE is to enable the distribution@msumption of digital content in a controlled manrSCE work
addresses various technical aspects of this sysygmmoviding appropriate specifications for contfrtnats, protocols, and
a rights expression language.

The SCE trust model is built on a PKI. The entitie§ined in this enabler trust each other to beltaveectly if their
certificates are verifiable and not revoked. Th&eSPecified content formats, protocols and othéa dauctures are
designed to provide adequate security of ProteCtattent, provided that the entities involved in pinetocols behave as
specified in this enabler. It is NOT in scope f@ESto specify technical or other mechanisms thabime way ensure that
implementations of SCE cannot be altered suchtligasecurity of the Protected Content is comprodhikés on the other
hand IN scope for the SCE to define mechanismsetiiable the trust authority to deal with securd@ynpromises, should
they occur and are detected.

It is anticipated that trust authorities enablihg practical use of SCE will require implementasiof SCE to ALSO
implement additional mechanisms to safeguard ageampromises of the implementation itself. FigRraéepicts an
example implementation of SCE.

device
(compliant according to compliance & robustness
rules of a TA that builds on OMA defined technology)

secure environment
DRM Agent
_ROAP o CEK content
" = secrets | [T ®|  rendering
. Import
non-OMA non OMA ready LRM LRMP
protocol .| content protection o >
- system | secrets | < »
storage connectivity

Figure 2: Example implementation

The device in Figure 2 is compliant to the comm®and robustness rules of a certain trust aughdnitreturn the trust
authority has provided the manufacturer of thisicewith a (set of) valid certificates and assadgprivate keys for the
functional entities that are implemented in theidevin addition to the SCE defined entities, DRMgeft and LRM, four
functional entities not defined by OMA and a “Sex&nvironment”.

To establish trust with SCE defined entities deptbin other devices or servers (e.g. when using R@Aequest a Rights
Object), the SCE defined entities in Figure 2 wék the certificates issued by the trust autharity the associated private
key. To assure confidentiality of these privateskagd in general correct behaviour of the SCEiestithe trust authority is
likely to require these entities to be implemeritedome “secure environment” to protect againstmmmises of the device.
The specification of such a “secure environmenO$T of scope for SCE. Please note that it is Ibbgcfor SCE to ensure
that the protocols between SCE entities are seghem executed over any type of connectivity.
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Since the actual decryption and rendering of Ptete€ontent is not performed by the DRM Agent, EfM Agent will
likely transfer the CEK for a Protected Contensémne sort of content rendering entity, after enfgr¢he permissions and
constraints. This process and the content renderitity itself are OUT of scope for SCE. But sitige process involves the
CEK, the trust authority is likely to require thistake place in the “secure environment”. Pleade that it is IN scope for
SCE to ensure that the Protected Content is wrajppadile that can be stored on any storage medinchtransferred via
any connectivity.

The device in Figure 2 also implements an LRM, Whikes Import Ready data from a non-OMA conteatqmtion
system. This process is also OUT of scope for S@ksince also in this process the transfer of sedseequired, it is likely
to be implemented in the “secure environment” his tase the “secure environment” has to meetdfeirements of not
only the trust authority for the OMA system butcalke requirements of the equivalent body for the-©®MA content
protection system. All of this is OUT of scope 8CE.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description

OMA-TS-SCE_GEN-V1_0-20110705-A 05 Jul 2011 Statusnged to Approved by TP:
OMA-TP-2011-0233-INP_SCE_V1_0_ERP_for_Final_Apro
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Appendix B.  Static Conformance Requirements (Normative)

The notation used in this appendix is specifiefB@RRULES].

B.1 SCR for DRM Agent

Item Function Reference Requirement

SCE-GEN-DRMAGENT- | Generic XML Schema 5 SCE-GEN-DRMAGENT-C-003-Q
C-001-O SCE-GEN-DRMAGENT-C-004-O
SCE-GEN-DRMAGENT-C-005-O
SCE-GEN-DRMAGENT-C-006-O
SCE-GEN-DRMAGENT-C-007-O
SCE-GEN-DRMAGENT-C-008-O

SCE-GEN-DRMAGENT- | Canonicalization and | 5.2
C-002-M digital signatures

SCE-GEN-DRMAGENT- | Identifiers 53
C-003-0

SCE-GEN-DRMAGENT- | Nonce 54
C-004-O0

SCE-GEN-DRMAGENT- | Generic Trigger 55
C-005-O

SCE-GEN-DRMAGENT- | Generic Request 5.6
C-006-0

SCE-GEN-DRMAGENT- | Generic Response 5.7
C-007-O

SCE-GEN-DRMAGENT- | Generic registration | 6
C-008-0 protocol

SCE-GEN-DRMAGENT- | RSAES-KEM-KWS 7.1
C-009-M

SCE-GEN-DRMAGENT- | KDF 7.2
C-010-M

SCE-GEN-DRMAGENT- | AES-WRAP 7.3
C-011-M

B.2 SCR for Rl and LRM without the oma-kp-
localRightsManagerDomain key purpose

The SCR tables for an Rl and an LRM without the épdocalRightsManagerDomain key purpose only apeatto the
SCR table for the DRM Agent as specified in B.1.

B.3 SCR for LRM with at least the oma-kp-
localRightsManagerDomain key purpose and the DEA

The following CR table holds for LRMs with at ledlse oma-kp-localRightsManagerDomain key purpos¢he@ DEA:
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Item Function Reference Requirement
SCE-GEN-LRMDOM-C- | Generic XML Schemg 5
001-M
SCE-GEN-LRMDOM-C- | Canonicalization and | 5.2
002-M digital signatures
SCE-GEN-LRMDOM-S- | Identifiers 5.3
003-M
SCE-GEN-LRMDOM-S- | Nonce 54
004-M
SCE-GEN-LRMDOM-S- | Generic Trigger 55
005-M
SCE-GEN-LRMDOM-S- | Generic Request 5.6
006-M
SCE-GEN-LRMDOM-S- | Generic Response 5.7
007-M
SCE-GEN-LRMDOM-S- | Generic registration | 6
008-M protocol
SCE-GEN-LRMDOM-S- | RSAES-KEM-KWS 7.1
009-M
SCE-GEN-LRMDOM-S- | KDF 7.2
010-M
SCE-GEN-LRMDOM-S- | AES-WRAP 7.3

011-M
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