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1. Scope (Informative)

The scope of this SIP/SIMPLE Instant Messaging Aecture Document (AD) is to define the architeettor the IM
service enabler based on the IETF SIP/SIMPLE sigetifns.

This document fulfils the requirements for funcebnapabilities of the SIMPLE IM enabler and prog®s functional
architecture to support this service enabler asritex in the Instant Messaging Requirements doatifid-RD]. Within
the context of the OMA Service Environment (OSEjs locument defines all functional entities withimd external to the
SIMPLE IM enabler and all their reference points.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-SIMPLE_IM-V1_0-20080903-C Page 7 (41)

2. References

2.1 Normative References

[3GPP TS 23.002]
[3GPP TS 23.228]
[3GPP TS 24.229]

[3GPP TS33.107]

[3GPP TS33.203]
[3GPP TS33.210]
[3GPP2 S.R0086-0]
[3GPP2 X.P0013.0]
[3GPP2-X.P0013.2]
[3GPP2 X.S0013.4]

[ARC-INVENT]

[IM-RD]

[MSRP]

[OMA DM]

[OMA DM Bootstrap]

[OMA IMS]

[OMA OSE]

[PRES]

[PRES-AD]

[PRES-RD]

[RFC2119]

[RFC2778]

[RFC3261]

3GPP TS 23.002, "Network architecture"”, URittp://www.3gpp.org/
3GPP TS 23.228, “IP Multimedia Subsystem (IMS)g&t2”, URL: http://www.3gpp.org/

3GPP TS 24.229,” IP Multimedia Call Control Protblbased on Session Initiation Protocol
(SIP) and Session Description Protocol (SDP); S&igeRL: http://www.3gpp.org/

3GPP TS 33.107, “Technical Specification Group ®ewand System Aspects, 3G security;
Lawful interception architecture and functions”, LIRuttp://www.3gpp.org/

3GPP TS 33.203; "Access security for IP-based sesVj URL:http://www.3gpp.org/
3GPP TS 33.210; "Network Domain Security", URIitp://www.3gpp.org/

3GPP2 S.R0086-0, URttp://www.3gpp2.org/

3GPP2 X.P0013.0, URlhttp://www.3gpp2.org/

3GPP2-X.P0013.2, IP Multimedia Subsystem (IMS)pg8&ta, URL:http://www.3gpp2.0rg/

3GPP2 X.P0013.4 IP Multimedia Call Control Protolsated on SIP & SDP; Stage-3,
URL: http://www.3gpp2.0rg/

"Inventory of Architectures and Services", Versiofl, Open Mobile Alliance™, OMA-
Inventory-of-Architectures-and-Services-V1_0,
URL: http://www.openmobilealliance.org/

“Instant Messaging Requirements ", Version 1.0, i©Op®bile Alliance™,
OMA-RD-IM-V1_0, URL: http://www.openmobilealliance.org/

“The Message Session Relay Protocol”, B. Camphfly 2004,
URL: http://www.ietf.org/internet-drafts/draft-ietf-sirggmessage-sessions-12.txt

“OMA Device Management Protocol”, Version 1.1.2,gdpMobile Alliance™ OMA-DM-
V1 2
URL: http://www.openmobilealliance.org/

“OMA Device Management, Bootstrap document” Venslo2, Open Mobile Alliance™,
URL: http://www.openmobilealliance.com/

“Utilization of IMS capabilities, Architecture”, \fgion 1.0, Open Mobile Alliance™,
OMA-AD-IMS-V1_0, URL: http://www.openmobilealliance.org/

“OMA Service Environment”, Version 1.0, Open MobAdliance™,
OMA-Service-Environment-V1_0, URLhttp://www.openmobilealliance.org/

“OMA Presence Simple”, Version 1.0, Open Mobileidtice™ ,OMA-ERP-Presence_SIMPLE-
V1_0, URL: http://www.openmobilealliance.org/

“Presence SIMPLE Architecture Document”, VersioB, Dpen Mobile Alliance™,
OMA-AD-Presence_SIMPLE-V1_0, URlhttp://www.openmobilealliance.org/

“Presence SIMPLE Requirements”, Version 1.0, Opa&il Alliance™,
OMA-RD-Presence_SIMPLE-V1_ 0, URbttp://www.openmobilealliance.org/

“Key words for use in RFCs to Indicate Requiremesiels”, S. Bradner, March 1997,
URL: http://www.ietf.org/rfc/rfc2119.txt

“A Model for Presence and Instant Messaging”, MyBaal, February 2000,
URL: http://www.ietf.org/rfc/rfc2778.txt

“SIP: Session Initiation Protocol”, J. Rosenbergletiune 2002,

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-SIMPLE_IM-V1_0-20080903-C Page 8 (41)

[RFC3265]
[RFC3428]
[XDM-AD]

[XDM -ERP]

URL: http://www.ietf.org/rfc/rfc3261.txt

"Session Initiation Protocol (SIP)-Specific EveratNication”, A. B. Roach, June 2002,
URL: http://www.ietf.org/rfc/rfc3265.txt

"Session Initiation Protocol (SIP) Extension fostent Messaging"”, December 2002,
URL: http://www.ietf.org/rfc/rfc3428.txt

“XML Document Management Architecture”, Version 2@pen Mobile Alliance™,
OMA-AD-XDM-V2_0, URL: http://www.openmobilealliance.org/

“OMA XML Document Management”, Version 2.0, Open Mie Alliance™,
OMA-ERP-XDM-V2_0, URL:http://www.openmobilealliance.org/

2.2 Informative References

[3GPP TR 29.847]
[RFC 4353]
[EXPLODER]
[OMA-Charging]
[OMA-DICT]

[OMA PoC AD]

3GPP TR 29.847, "Conferencing based on SIP, SDR#ed protocols”;
URL: http://www.3gpp.org/

“A Framework for Conferencing with the Sessionihtibn Protocol (SIP)” URL:
http://www.ietf.org/rfc/rfc4353.txt

"Multiple-Recipient MESSAGE Requests in the Sessiotiation Protocol (SIP)”, September
2006.URL: http://www.ietf.org/internet-drafts/draétf-sip-uri-list-message-00.txt

“Charging Architecture”, Version 1.0, Open MobildiAnce™, OMA-AD-Charging-V1_0,
URL.: http://www.openmobilealliance.org/

“OMA Dictionary”, Version 2.1, Open Mobile Alliané¥, OMA-Dictionary-V2_1,
URL: http://www.openmobilealliance.org/

“Push to talk over Cellular (PoC) — Architectur®grsion 1.0, Open Mobile Alliance™,
OMA-AD-PoC-V1_0, URL:http://www.openmobilealliance.org

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-SIMPLE_IM-V1_0-20080903-C

Page 9 (41)

3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be

informative.

3.2 Definitions

Ad hoc Chat An IM session for multiple users that does not Iaedhe use of predefined groups. The list of uarshe
Ad hoc Chat is created on-the-fly and disappedes #fe Ad hoc Chat session ends. Note that Pagdem
and Large Message mode communication do not cotestih Ad hoc Chat.

Access Control User specified rules that restrict the set of otlemrs that may establish IM conversations to see.u

Conference A multi-party conversation with a central pointaaitrol. Defined in [RFC4353]

Conferencefocus A central element in the ‘Controlling IM Functiotiiat maintains direct relationship with each p#tat
by means of a SIP dialog. Each dialog can belorggdifferent SIP session i.e. Maintains the SIRodiae
in the IM conference session.

Contact List A Contact List is a URI-list available to the IM &fsthat contains the addresses of IM Users whidizeut

Controlling IM Function

Conversation

Conversation History

Conversation History IM
Function

Deferred Message

Deferred Message IM
Function

IM Client

IM Conference

IM Group
IM Session

IM Server
IM Service

the shared user lists stored in Shared List XDMBIKXAD]. Also referred to as ‘buddy list'.

Controlling IM Function provides centralized IM s@mn handling which includes MSRP Media distribatio
between conference participants, participants métion, and executes conference control policeeadts
as a IM conference server.

An ordered exchange of instantmessages betwees user

A record of a user’s IM communication during all des of operation (Pager, Large message, and Session
modes). The Conversation History includes bothntlessages exchanged as well as supplementary
descriptive information (e.g., topics and time ofrenunication).

Conversation History IM Function provides the cadliids to manage storage, retrieval and manipaotati
(e.g., delete, rename) of conversation historielding obtaining descriptive information about
conversations.

If an intended recipient of an IM Pager mode orgeaMessage mode communication is not availablegeit
due to the recipient’s Inbox settings or the remipbeing IM offline, the message is stored iniMeserver
for later delivery. l.e. the IM becomes deferredssage.

Deferred Message IM Function provides the cap&sliio manage storage of deferred messages aaswell
push delivery and retrieval of deferred messagesnwiser becomes available for IM communication.

An IM Client is a functional entity that resides tre IM user equipment and is used to access the IM
service.

An exchange of near real-time messages betweenthamewo users with a central point of controleTh
IM conference uses an instantiation of an IM sessiniquely identified by a URI to enable message
exchange

An IM conference is usually hosted by a networktenvhich creates, maintains and manipulates the
conferencing features.
An IM group is a list of addresses such as URIshEgoup is identified by a unique address.

An association thatis established at some momeirhi continues for a finite duration and then is
dissolved. The session is established between twmoe users and facilitates the exchange of resds r
time messages.

A network entity that provides near real-time megsg

The instant message offering presented by a sepvinéder that utilizes the IM Enabler and poteihtia

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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Instant M essage (IM)
Interface
Internet Connected

Device

IP Multimedia
Subsystem (IMS)

L arge M essage mode

Many-to-Many
M SRP Switch

Multimedia
Encapsulation

Nested Group
Nested List

Notification

One-to-Many

One-to-One

Pager mode

Participating IM
Function

Peer -to-Peer

Presence

Presence Infor mation

Presence Server (PS)

Presence Source

other enablers.

A message delivered to a user in near real tims.dh often exchanged back-and-forth between usars
conversational fashion.

See [OMA-DICT].

A device connected to the Internet, using an IMNcEjmeportal which allows the support of IM Service
when an ordinary IM Client is not available. An Byecific portal is a web page that offers IM findtiaity
site that offers IM functionality.

The 3GPP/3GPP2 IP Multimedia Subsystem (IMS) affgservice capabilities such as SIP registratiah an
rendezvous, presence information, and messagirggIM8 has been recognized by the OMA as a major
source of relevant resources for the OSE.

This mode is used to send a single large instassage using MSRP. Since MSRP is used, a SIP session
must be established, but it is torn down aftersihgle message is transmitted.

Also called a Conference in SIMPLE IM.

A media level entity that receives MSRP messagdsiativers them to the other conference participant
[MSRP-CHAT].

Also called MIME. A formatting technique for richessages originally used for email, but now used for
HTTP and many other things. MIME allows serializmge or more message elements into a simple text
stream. The message elements may be text, picamrésnany other types of data, or external referenc
using a URI to an element actually stored elsewhech as a web page.

A nested group is when an IM group contains a W@t points to another IM group URI.
Nested List: When a <list> element(s) in a <resellist> document contain other <list> elements.

A message, delivered in response to a subscriptibich delivers information about an associatecheire
the format defined by the relevant event packagéined in [RFC3265].

One user sends messages to a group of users wieg @ Large Message mode. Typically, the usetssen
messages to a uri-list or group name.

One user communicates with a single user. It iresu@leer-to-Peer, pager mode and Ad hoc chat wigh on
two participants.

Sending a single instant message using the SIP MB&Snethod as defined in [RFC 3248] without
establishing an IM session.

The Participating IM Function provides IM Sessi@ntlling and policy enforcement for incoming and
outgoining IM Sessions (i.e.offers IM access andlise policies ), and may provide the media convey
function between IM Client and the Controlling IMifiction.

It is a specific case of One-to-One session wheeel®l Client communicates with another IM Client b
establishing a direct MSRP media path between them.

Information about the status and reachability specific individual, usually a person.

Dynamic set of information pertaining to a Predgritiat may include presence elements such agahess
reachability, willingness, and capabilities of tRaesentity.

Note: This definition is compatible with the 3GPBRP2 definitions, as well as the IETF definitidmugh
the latter is quite generic.

Source: [PRES-RD]

A logical entity that receiveBresence Information from a multitude oPresence Sources pertaining to the
Presentitiesit serves and makes this information available ttd&Ners according to the rules associated with
those Presentities.

Note: In IETF SIMPLE Presence a Presence Servefdsred to as a Presence Agent.
Source: [PRES-RD]

A logical entity that provides Presence Informafeantaining to exactly one or more Presentitiethéo
Presence Server. 3GPP/3GPP2 Presence User Agarssnée Network Agents, and Presence External
Agents are examples of Presence Sources.

Note: In IETF SIMPLE Presence, Presence Sourceef@ged to as Presence User Agents. In IETF 2778,

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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Presentity

Proxy

Reference Point

Registrar

Remote Networ k
Session

Session mode
Session I nitiation

Protocol (SIP)
SIMPLE
Subscription
System

System M essage
Uri-list service
User

User Profile

Watcher

they are referred to as Presentities.
Source: [PRES-RD]

A logical entity that ha®resence Information associated with it. This Presence Information may b
composed from a multitude Bf esence Sources. A Presentity is most commonly a reference foeespn,
although it may represent a role such as “help’das& resource such as “conference room #27".
Presentities are generally referenced by distitngaisrames, such as “dean.willis@softarmor.com'yor b
phone numbers like “+19724735455". In SIMPLE, Pne¢ies are generally referenced using a sip:,:pmes
tel: URL.

Note: This definition maps better to the RFC27 78nition of a Principal, rather than that of RFC377
Presentity. This definition is compatible with B@ PP/3GPP2 definitions of presentity, as well as tf
IETF SIMPLE Presence.

Source: [PRES-RD]

A SIP node that forwards messages according tpritey rules defined in [RFC3261]. SIP requests made
by nodes using SIMPLE are processed by proxiedikesany other SIP request would be.

See [OMA-DICT].

A SIP server node that receives and responds tREIRISTER messages. A registrar is generally
associated with an administrative domain and magsiseciated with a presence server. The purpdbe of
registrar is to store the association of a "contattt presentity”. This association may also béecbh
"binding". Defined in [RFC3261].

Network comprising of the SIP/IP core and the IMvse of the remote IM Client.

A stateful association of presence and other usference, capability and identity data throughahtit is
possible to communicate immediate messages. Aoseswy be established between IM users or between
an IM user and an IM Server.

Sending and receiving instant messages in an ISl@aes

An IETF “Session Initiation Protocol”, intended fibre development of session-based applications.
[RFC3261]

A methodology and set of extensions to SIP supmpttie Instant Messaging requirements defined by
IETF.

A persistent relation between a subscriber andrantesource (often a presence server for a prégebyi
which the subscriber requests notifications ofectffir even for a set duration. Defined in [RFC3R65

An organized assembly of subsystems and compodesigned to perform a (a set of) specific funcgdn(

A special type of message sent by the IM Servedifterent purposes (e.g. advice of charge, service
notifications, advertisements, instructions, eBgjstem Messages MAY contain a list of possibleayti
and require actions or response from the user.

SIP application service or functionality that reesi a MESSAGE request with a URI-list and sends a
similar MESSAGE request to each URI in the list F2ODER].

A human using the described features through anefrdevice. In this document the terms “User” aind
user” are equivalent.

A set of data elements containing User specifiorimiation such as an identifier of the user, commeation
addresses etc.

A node that requests presence information for tiqodar presentity. This request may be a singigenh
operation, in which case the watcher is callecetctfer". If the fetch operation is repeated pedallly, the
watcher is called a "poller”. If the watcher sullses to receive notification of changes in the pneg of
presentity, the watcher is called a "subscriber'brider to avoid confusion with the term "subsatitzes
used in mobile phone networks, 3GPP has chosedlltthis role a "subscribed watcher". Defined in
[RFC2778].

3.3 Abbreviations

3GPP 3" Generation Partnership Project
3GPP2 3 Generation Partnership Project 2
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AD

AP

CR
HTTP
IETF
M
IMS
IP
ISC
MIME
M SRP
OMA
OSE
PS
RFC
RD
SIMPLE
SIP
TS
URI
URL
XCAP
XDM
XDMC
XDMS
XML

Architecture Document

Aggregation Proxy

Change Request

Hyper Text Transfer Protocol
Internet Engineering Task Force
Instant Messaging

IP Multimedia Subsystem

Internet Protocol

IMS Service Control interface
Multipurpose Internet Mail Extension
Message Session Relay Protocol
Open Mobile Alliance

OMA Service Environment
Presence Server

Request for Comments
Requirement Document

SIP Instant Message and Presence Leveraging Eatensi
Session Initiation Protocol

Technical Specification

Uniform Resource ldentifier
Universal Resource Locator
Extensible mark-up language (XML) Configuration Ass Protocol
XML Document Management

XDM Client

XDM Server

Extensible Mark-up Language
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4. Introduction (Informative)

Instant Messaging (IM) is a set of system capadilithat provides both a framework for future seeudevelopment and an
application allowing near real-time exchange otdns Messaging messages between users, whethgrmetile networks
or fixed Internet connections. This document defitiee architecture for the OMA Instant Messagingise using the

IETF SIP [RFC3261] protocol with SIMPLE extensiorlastant Messaging is described in terms of asttaken by Instant
Messaging Client, Instant Messaging Server anduarother network elements.

Within the context of the OMA Service Environme®SE), the IM architecture relies on common OMA degbsuch as
Presence, XDM and Device Management Services widgedhe overall functionality of the SIMPLE IM Eblar. This
architecture allows server hosted and client holfedonversations. It also supports conferences@me-to-One modes of
the IM service.

The reference points between the IM enabler andwsiother network elements are coded accordifiRE-INVENT]
and are prefixed with a common “IM” prefix.

4.1 Target Audience
The target audience for this document includessbnbt limited to the following:
» The Working Group(s) that will create specificasdmased on this subject matter
» Architecture Working Group
* Interoperability Working Group
»  Security Working Group
* Mobile Commerce and Charging Working Group
» Presence and Availability Group

* Device Management Group

4.2 Planned Phases

This enabler meets all requirements listed undégd®e “IM 1.0” in [IM-RD]. The list of deferred regqements for this
enabler are marked as “future” in the RD.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Architectural Model

5.1 Dependencies

The OMA IM Enabler is generally dependent on the O8krvice Environment (OSE) as specified by [OMAE) ®r
interactions with other OMA enablers and in patacthe IM Enabler is dependent on OMA PresenceXdil Enablers
for presence and group management capabilitigsecéigely. Although the IM Service can operate withPresence
functionality, this OMA enabler is needed to realal of the requirements in the Instant Messa§bg[IM-RD]. Because
of this tight relationship, this document expligidhows architectural components from both the ORt&sence and XDM
enablers along with IM components created in thisudhent. Generally, in the IM Architecture:

» Interfaces to retrieve presence information spetifilM are provided by the OMA Presence ServidREB-AD].

* Interfaces to create, delete, or modify IM groupsovided by the OMA XDM Service [XDM-AD]. In adttbn,
the OMA XDM Service provides the foundation to ¢egalelete and modify IM specific policy in the IKDM.

* Further, the IM Service is dependent on an undegl@IP infrastructure to transport SIP messagesdast IM
entities. The architecture in this document referthis infrastructure as the SIP/IP Core. A pattcinstantiation
of the SIP/IP Core is an IP Multimedia Subsystermpezified in either 3GPP [3GPP-IMS] or 3GPP2 [3&PP
IMS].

Finally, the IM Service is dependent on some sjtibns developed in the Internet Engineering Tasice (IETF).

* The base protocol for session based IM is basd8RP].

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2 Architectural Diagram

Figure 1 shows all functions that both directly amdirectly contribute to the realization of theMBLE IM service. It
includes all reference points to the external a$inrnal functional entities interacting withgtfSIMPLE IM server.
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Figure 1: SIMPLE Instant M essaging Functional Architecture

NOTE: XDM-2, XDM-4 and XDM-7 reference points sh@annection to the logically combined "shared XDMSs"
entity since the same reference point is usedlfthe@shared XDMSs inside the combined entity, [3d2M-
AD]. Reference point IM-4 shows the interface bedwéhe IM server and the “shared XDMS” entity..

5.3 IM Functional Entities
5.3.1 IM Client

The IM Client is used to access the IM service &mdexample, may reside on a mobile/fixed termuvah portal in
conjunction with an Internet Connected Device.

The IM Client SHALL:
e Perform registration with the SIP/IP Core.
» This enabler requires the IM Client be authentidatethe SIP/IP Core. It is not a matter of SIRGéte policy.
» Allow IM session initiation, participation, and teination.

» Send and receive instant messages using URI os@dyiName to/from peer IM Clients, or the IM Serve
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* Incorporate IM configuration data downloaded by pihevisioning system (e.g., over-the-air activa}ion
* Notify the user of an incoming message or invitatio an IM session.
» Publish IM Client service settings (e.g., incomiMgbarring activation) to the IM Server.

The IM Client MAY:

» Interact with Presence Client to handle presenfcermation (e.g. publish presence information arfasstibe to
presence information).

* Issue commands (based on user requests) to inB®erver to start/stop IM conversation recording.

In the case of an Internet Connected Device, thiapperforms the functions of an IM client on bklud the user (e.g.,
communication and authentication to the SIP/IP £dree combination of Internet Connected Device podal appears to
IM Server as an IM Client. This allows the suppufrtM Services when a stand alone IM Client is aa4ilable.

53.2 IM Server
The IM Server SHALL:

* Manage (send and receive) IM from users in One+te-@nd many-to-many modes using either URI or alBys
Name.

e Support IM Clients using both mobile and fixed netks.

» Interoperate with remote IM Server i.e. interopenaith IM Server residing in other networks usieference
points IM-2 and IM-8.

* Inthe case of session mode messaging , act asreoce focus and maintain public and private abatns .

* In the case of session mode messaging , act ass&PMwitch including the replication of messagehbiwichat
rooms [MSRP].

» Provide online delivery of message.

e  Store messages for offline users.

» Handle functionality for deferred message delivieryoffline users and later retrieval.

» Use Shared XDMSs for IM related policies and resh as block lists).

»  Support receiving and maintaining IM Client prowdgervice settings (e.g., incoming IM barring aation).
* Be able to send System Messages.

» Use information stored at Shared XDMSs as inputNbBervice user lists shared with other applicatio
execution.

The IM Server SHOULD be able to:
» Store the IM conversation upon user’s request.
» Provide IM Conversation history management andenedf functionality.
» Limit the storage size for IM conversations all@chto the IM user.
» Notify the users about the size of stored IM coeaton.

* Notify the sender about the allowed maximum IM raggssize.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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» Use presence to allow efficient delivery accordimghe recipient availability.

The IM Server MAY be able to:
» Inform IM Client on message delivery.

e Update Presence information.

5.3.21 IM Server Behaviour

The list of functions in the IM Server can be |adig categorized into IM service specific functiditias, Generic
functionalities, Deferred Messaging functionaliteesl History Conversation functionalities. The Ir8ce specific set of
functions are listed in section 5.3.2.4.1, undeti€ipating IM Function, the generic set of funetgoffering group
communications or conferencing services for thealig listed in section 5.3.2.4.2 under ControlliNgHunction, the set of
functionalities offering deferred messaging sersiaee listed in section 5.3.2.4.3 under Deferredddging IM Function
and the set of Conversation History functionalities listed in section 5.3.2.4.4 under Conversdiistory Function.

The Participating IM Function acts as an IM senpoit for users, offering IM access and servickces. The
Controlling IM Function acts as a conference sepreviding centralized session handling, mediaridhigtion (in IM case
only MSRP), participants information, and executsference control policies. The Deferred Messagihgunction acts
as an alternate IM service when an intended/tadgeter for IM is not available for IM pager-moderaaunication.

5.3.2.1.1 Participating and Controlling IM Function

The Participating IM Function and the Controllid Function MAY be either collocated in a singlewetk entity or
interoperate using OMA standardized interface interfaces IM-2 and IM-8 of the IM architecturedepicted in Figure 1.

An IM server assumes the role of Participation IvhEion or Controlling IM Function depending on waiiset of
functions it is executing in a particular active #dssion. This means that an IM server MAY perftrenrole of either
Participating IM Function or Controlling IM Functicor both.

An IM Server assumes these roles during sessiampsand the role lasts for the duration of the Bdsson. For example, in
case of Ad hoc chat session or One-to-One IM sestie IM server of the inviting user assumes tbat@lling M
Function role as shown in Figure 2.

IM Server A
| Controlling | |
IM ‘
| Function |
A
| | IM Server B
Y _ _
| Participating | [ Participating |
IM | IM
| Function A | |  Function B |
- A _ I
Y
IM IM
client A client B

Figure 2. User A creates Ad hoc chat session and invites User B to the chat session

One-to-One IM sessions can be considered as Addmferences with only two participants. This makessier for One-
to-One IM sessions to be extended to One-to-mankiddconferencing. Controlling IM Function can keional in One-
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to-One IM sessions since the need for a centraieattol point would not be necessary. Peer-to-Rderommunication
may be enabled depending on Service Provider pblityt is out of the scope of this document.

For IM server roles in the case of group commuiacabr conference services, the IM Server that ommsosts the group
identity SHALL assume the Controlling IM Functiosle. Figure 3 depicts the case of a group commtinitavhere a'$
network hosts the conferencing server i.e. chatesen the case of IM, and participants of the desision are located in
different networks.

I I
I I
Network 2
Network 1 : Network 3 :
: IM Server :
[ i i |
Controlling
r——— = —» IM U R 1
I I | Function | I |
iIM Server : : + IM Server
[ Participating | | | [ Participating |
IM IM
|  Function | I I |  Function |
_I I I
i | |
IM | | IM
client | | client

Figure 3: Chat server hosted by Network 3

Distribution by group mechanisms or message exmtoisi another form of group communication and tegerised as one
of the functions under the Controlling IM functisae Figure 4
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|
Network 1 |
| Network 2
IM Server A |
| Controlling | !
IM '
| Function |
|
| i | Server C | IM Server B
. _ _ = Sy
| Participating | [ Participating | | Participating
IM | IM | Particip IM |
| Function A | | Function C | | | IM Function B2
L o Y | | Function B1 A |
| = —_— 1
| \
IM IM .
client A client C | IM client B2
| | IM client B+
|

Figure 4: M essage distribution by either group mechanism or Uri-list service

In Figure 4 User A (IM Client A) initiates the grp communication either by sending a message toupdJRI or to a
Uri-list service URI. IM Server A assumes the rofeControlling IM Function in this message sessorce IM Server A
has to perform the controlling functions for thegp communication i.e. IM Server A does the fanafuhe messages to
the individual recipients in the URI-list or the mkers of the group.

5.3.2.1.2 Presence Functionality

The IM Server performing the Participating IM FunatMAY act as Presence Source and Watcher tovitaedBresence
Server on behalf of the IM Client. The presencedliag is performed via the reference points IM-21 &RS-3.
Communication between IM Server and Presence Seraecomplished using SIP and the SIP specifiotewetification
mechanism as specified in [PRES].

When the IM Server assumes the role of a Presemees it SHALL perform the following functions:

* Mapping of dynamic IM status information into Prese attributes describing the availability of trseuto
communicate via IM Service.

» Publish IM-related presence information to the Eneg service (on behalf of IM Client) based on thépping
function.

When the IM Server assumes the role of a Watch8HALL perform the following functions:

* Request presence information from Presence servimeler to provide the mediation of presencelaitas into
meaning for IM Session setup’s policy enforcemery.(IM Client “not reachable” status, respectifgClients
manually updated IM presence settings (e.g. appfdare)).

IM Server MAY support policy enforcement for IM hdlimg based on IM-related or general presence idbion (e.g.
status “not reachable”).
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5.3.2.1.3 Deferred Messaging Function
The Deferred Messaging Function is always assatiaith the recipient’s terminating Participating I8&rver.
IM server performs the Deferred Messaging Function:
a) When a receiving user is offline or has enabledstténg preference for pager-mode messages twiezls

b) When a user in scenario (a) becomes availableMadmmunication and tries to retrieve stored messay the
IM server tries to push the message to the user.

IM Server A
Controlling
IM
Function IM Server B
i r——+4 1
|
Participating : Participating Deferred Messaging |
IM IM > IM
Function A | Function B Function B |
| |

. A

.

IM IM
client A client B

Figure 5: User B isnot availablefor IM and IM Server B activates Deferred M essaging role to stor e the message
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|
Network 1 |
| Network 2
IM Server A |
o |
| Controlling | _ | |
IM '
| Function |
A |
| v | Iy ServerC | | IM ServerB
| Participating | |r Participating | | | ] Participating <—* |
Fung’:i/lonA | FuncI:It\i/IonC : Particip Funcltl?/oln B2 Deferred |
| | —— = — | | . IM 5 Messaging IM
- - unction B1 Function B2
i | |_ y e _|
|
IM IM .
client A client C | y IM client B2
| | IM client B
|

Figure 6: A group distribution from User A when User B2isUnavailable (Deferred M essaging)

5.3.2.14 Conversation History Function

The Conversation History Function is always asgediavith the Participating IM Function of the uséro requested the
storage of the conversation.

The IM server performs the Conversation Historydtiom when a user requested the storage of an WMersation. This
can be done by:

a) An IM service setting to always store conversatifamsa particular user set by that user
b) A IM Client initiated request to store a particut@nversation

The IM Conversation History Function interacts witle IM XDMS to allow the user to retrieve and mgadée.g. delete,
rename) the IM conversation. Note: The meta-dat&jméng to an IM conversation is stored in the X@MS while the
actual IM conversation is stored in the IM Server.

Note: that the stored conversation SHALL only hieieged by the participants who requested the gtood the
conversation. Also note: for the Conversation Hisfanction to be enabled in peer-to-peer IM Sessithe sessions will
be modified to non-peer-to-peer sessions.
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IM Server A
Controlling
IM
Function
IM Server B
Y e Stetatettettanlen :
—— | —— —— |
Pamﬂ\?atmg | Partlclzll\sl)atlng Conversation History :
Function A | Function B Function B |
R B
IM IM
client A client B

Figure7: User B hasrequested the IM Server B to store the conversation

Network 2

|——————|

Network 1
IM Server A_I
Controlling J
IM <
Function I
I I L—»IM Server C
Convers. ' | —_— = = _I
History P Participating
Function [%~a Part'f,ﬁatmg I | IM |
A Function A I I_ Fungtion C_
IM |i\/|
client A client C

Particip
IM

A 4

Participating
IM
Function B2 <

Function B1

IMSeverB . . ——

Conversatior
History
Function B

il

IM client B2

IM client B 4

Figure 8: Both User A and User B2 have requested to store the conver sation

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-SIMPLE_IM-V1_0-20080903-C Page 23 (41)

5.3.2.1.5 Nested Lists and Nested Groups

This document follows the mechanism as definecKIDNI-ERP] whereby anested list is a resource list document that
contains either (1) <list> elements that contalreoklist> elements directly or (2) <list> elemetitat contain <external>
elements that reference other resource list doctanBlested lists are allowed as long as a resdistagocument along
with any other resource list documents pointed hyi<external> elements are in the same admitiiserdomain.

An IM Group is defined as having a group URI tlsatomprised of lists or nested listsnésted group is when an IM
group contains a URI that points to another IM grdRI. During IM message explosion, nested groupy lead to
problems when, for example, the first MESSAGE-egpiomay send the MESSAGE to the second resourcesndiso a
MESSAGE-exploder. In order to prevent loops, negtedips are not allowed.

The mechanism to prevent nested groups in SIP/SEBMRL1.0 is as follows:

Whenever a Controlling IM Function sends an inigtato a group URI or message to an exploder,&beiving IM Server
will recognise that there is already a ControllivgFunction in the transaction and will REJECT REQUEST. Therefore
there can be only one controlling IM functionaled@h a group session and the service concept afigpanested group in an
IM group communication is disallowed.

5.3.2.2 OMA IM Conference Model

The conferencing model in this document is limitectightly coupled’ conferencing model as defirad3GPP-CONF]
and [OMA PoC AD], a subset of the IETF defined ganframework for conferencing services [CONF-Fravoek]. That
means there is a central point of control to wigaebh participant connects. Therefore in generayary IM group
/conference session, there can be only one canggdM function and one or more participating Iivnfttions.

| |
| |
Network 2
Network 1 : Network 3 :
: IM Server :
[ A i
: Controlling | :
X:1 1Y
= b= T e |
| | | Function | | |
iIM Server : : * IM Server
[ Participating | | | [ Participating |
IM IM
| Function | | | Function
| | | |
_1 X:X : : Yy
IM | | IM
client | | client

Figure 9: General relationship between Participation IM function, Controlling IM function and IM Clients

The general relationship between the IM functionégs in Figure 9 shows that, in a particular groapferencing IM
session, a Controlling IM functional role, i.e. Bérver in Network 3, can manage X +Y number of &B media session
communication paths.
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Where,
= X =number of Participating IM functional roles fnoNetwork 1 to the chat server
= Y = number of Participating IM Functional rolesrindNetwork 2 to the chat server.
= The ratio between participating IM function roledaiM Client is always 1:1.

The variables X and Y, range from 1 to a certairximam number. The maximum number can be a limibgehe Service
Provider.

5.3.2.3 IM Media Stream Path
This section describes all the optional IM mediaan path of the MSRP.
5.3.23.1 Entities in the User Plane of IM Sessions

Figure 10 shows the entities active in the Usen®la an IM Session and the relevant User Plamefates between them.

. Participating Controlling Participating .
IM Client IM Function IM Function IM Function IM Client

OPTION 1

-t -
OPTION 2

<—>

4—»
<—>
<—>

Figure 10: IM media stream path optionsfor IM sessions

OPTION 1 is the case of One-to-One IM session whdr8ervers have not inserted themselves in thesprart path. In
this case the IM Clients are sending MSRP packetstty between them.

This model is only available in Peer-to-Peer IMss@ss and when operator does not want to add M8Rly in the path.

OPTION 2 is the case where the Participating IMd&iam and Controlling IM Function has inserted litée the transport
path. When the transport path includes the Padtiitig IM Functions, the IM Server performing thetRé#pating IM
Function forwards MSRP packets between the IM Ckerd the IM Server performing the Controlling IMri€tion. The
controlling IM Function sends MSRP packets to thelved participating IM servers.

Examples of when the IM Server performing the paéting IM Function is in the transport path are:
- The IM Server needs transport information to suppharging;

- The operator has configured the Participatingivhction to be in the transport path;
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NOTE 1: When the IM Session is established, theSiver performing the Participating IM Function 8libinclude
itself into the transport path to forward the MSR&kets, but based on operator’s policy Partiaijggliv
Functions may decide not to stay in the media path.

NOTE 2: In case of One-to-One IM Session the CdinigpIM Function may not be in the media path vehil
participating IM Function are in the media path.

5.3.2.3.2 Entities in the User Plane of Deferred IM

IM communication becomes deferred when the terriigdM Server performing the Participating IM Fuioct accepts an
IM on behalf of the terminating offline IM Clien deferred IM, terminating IM Server is always #d point of the
transport path.

Figure 11 shows the entities active in the Usen®laf a deferred IM and the relevant User Plarerfiates between them.

IM Client Participating Controlling Participating Deferred Messaging
IM Function IM Function IM Function Function
OPTION 1
-t -
OPTION 2
| f—-
<—>
| —-1
| —-

Figure 11: IM media stream path optionsfor Deferred IM

OPTION 1 is the case where there is no other IMegean the transport path apart from the termirgati Server. In this
case the IM Clients are sending MSRP packets dtirerthe terminating IM Server performing the Deésl Messaging
Function.

OPTION 2 is the case where the Participating IMd&ams and Controlling IM Function has inserte@litén the transport
path.

NOTE 1: When the IM Session is established, theSiver performing the Participating IM Function SBIGD
include itself into the transport path to forwané MSRP packets but based on operator’s policydzating
IM functions may decide not to stay in the medithpa

NOTE 2: In case of One-to-One Pager mode or Largedsige mode IM the Controlling IM Function may betn the
media path while participating IM Function are e tmedia path.

5.3.2.3.3 Entities in the User Plane of Conversation History Function

Figure 12 shows the entities active in the Usen®la an IM Session and the relevant User Plamefates between them.
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IM Client Participating Controlling Participating Conversation History IM Client
IM Function IM Function IM Function Function
<—>
| f——-
| —
-t -
| —-

Figure 12: IM media stream path optionsfor storing Conversation History

The IM Server performing the Participating IM Funotcopies MSRP packets directly to the Conversatistory
Function.

5.3.2.34 Entities in the User plane of Deferred/Conversation History IM delivery

Figure 13 shows the entities active in the Usen®la an IM Session and the relevant User Plamefades between them.

Deferred /
IM Client Participating Controlling Participating Conversation History IM Client
IM Function IM Function IM Function Function
OPTION 1
e -
| — N
OPTION 2
||

Figure 13: IM media stream path options of Deferred/Conver sation History IM delivery

OPTION 1 is the case where the IM Server perforntiregParticipating IM Function has inserted it$elthe transport
path. The IM Server performing the Participating fMinction forwards MSRP packets between the IMer@land the IM
Server performing the Deferred/Conversation Histdgssaging Function.

OPTION 2 is the case where the IM Servers perfogrtie Deferred/ConversationIM Function sends MSBREkets
directly to the IM Client.
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5.3.24 IM Server Roles

The behaviour of the IM Server can be better deedrby dividing it logically into a number of roleésach role is defined
as a function with a set of capabilities. The failog subclauses describe the roles of Participa@umntrolling, Deferred
Messaging, and Conversation History Functions.ulid &ll the features of the IM Service, an IM 8er must play all of
these roles from time to time.

IM Server roles must not be interpreted as physnéties.
5.3.24.1 Participating IM Function

An IM server performing a Participating IM Functicule, SHALL perform the following set of functisifior a particular
active IM session

= SIP session handling
= Policy enforcement for incoming/outgoing IM

0 Service authorisation
0 IM user service profile
o Preferences, User privacy
0 Message size and content
= Execution of IM message processing configuraticoh settings
o Blocklist/ Grantlist, etc
o Provides message delivery requirements
o0 Storage requirements
= Maintains and executes IM Service settings
= Publish presence information on behalf of the IMrug the IM sever is Presence enabled
Charging reports, MAY be optional, if detailed affiag reports are not required in some network
Legal interception, this MAY be optional
When the Participating IM Function is on the IM rigegdath, it SHALL:

» Convey MSRP Media packets between the IM ClienttaedControlling IM Function

5.3.2.4.2 Controlling IM Function

An IM server performing Controlling IM Function eI SHALL perform the following set of functions farparticular
active IM session::

* Group and Conferencing functionalities
o Centralised IM Media session handling

=  MSRP switch
o0 SIP session handling
=  Conference focus which also hosts the chat URI

o Policy enforcement for participating in a group
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0 The group participants information, i.e. maintdtimes list of participants

o Centralised charging reports MAY be optional, ifadked charging reports are not required by the
operator.

» Uri-list service: the explosion and delivery repa(if required) of sessionless/session-based messay
explosion of a SIP MESSAGE/Ad hoc Chat to multieipients

» Support SIP conference event package

5.3.2.4.3 Deferred Messaging IM Function

The IM server assuming the role of Deferred Mesgagyl Function, SHALL perform the following set fifnctions for a
particular active IM session:, :

e SIP session Handling

* MSRP End Point

* Message storage handling

* Notification about deferred messages when usermbesa@vailable for IM communication

* IM Client retrieval interface

» Forwarding/push delivery when user becomes availisl IM communication

» Stored message Security

» Storage messaging charging reports

5.3.2.4.4 IM Conversation History Function

The IM server assuming the role of IM Conversatitisiory Function, SHALL perform the following set functions for a
particular active IM session:,

» SIP session handling

* MSRP End Point

» Conversation storage handling

e Conversation retrieval handling

« Conversation management functionality (e.g. getujetive information about conversations, delete
conversations)

» Provides stored conversation Security

» Provides storage conversation charging reports

5.3.3 IM XML Document Management Server (XDMS)

The IM XDMS is an XCAP Server that manages XML doeumts (e.g.IM Conversation Historyand Deferred ragss
metadata for a user), which are specific to thestviice enabler. Management features include dpesasuch as create,
modify, retrieve, and delete.

The IM XDMS SHALL:

e Perform authorization of incoming SIP and XCAP res|s.

» Allow storage of descriptive information of stord conversations triggered by the IM server
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* Maintain reference to the stored IM conversatitimat allow these conversations to be managed (@esav
renamed, deleted, etc.).

* Manage XML documents specific to the IM servicalder.

» Accept subscriptions and notify watchers of charigabe stored IM specific documents.

5.4 External Entities Providing Services to IM

Within the context of the OMA Service Environme®SE) specification [OMA OSE], the IM server intdsawith entities
that are external to the IM server. These entiléy be located within the OSE (e.g., Presence, XDMSoutside the
OSE (e.g., SIP/IP-Core). For the interactions efltfl server with these entities, the OSE also mlesian optional feature
to enforce policy related to authentication, Inloegpwith these entities and if desired, the OS&vjates a policy-based
mechanism to manage these interactions througtoppate security mechanism, charging informatiajuiries, logging
and enforcement of user privacy or preferences,Téte OSE architecture also manages the procethatsan be applied
between the IM server and those entities that eesidside the OMA service environment, e.g., IMBatalities as
identified and referenced in the “IMSINOMA” docunteflOMA IMS].

NOTE: The SIMPLE IM Server in its current versiomed not rely on, nor makes any use of, the external
functionality provided by the OSE policy enforcerharechanism.

54.1 SIP/IP Core

The SIP/IP core includes a number of SIP proxies@R registrars. The SIP/IP Core performs thieiohg functions that
are needed to support of the IM Enabler:

* Routes SIP signalling between the IM Client andifé&erver

» Provides discovery and address resolution services

e Supports SIP compression

» Performs authentication and authorization of IMe@tibased on user’s service profile
e Maintains the registration state

* Provides charging information

» Provides capabilities to Lawful Interception.

NOTE: Part of the Lawful Interception functional¥§AY be supported by the access network.

The interface to the SIP/IP Core in the IM arcHitee is not limited to the use of 3GPP and 3GPPZ,I&hd it is open to
other SIP core networks. In the context of “IMSOMA”, the OMA IM SHALL utilize the capabilities ofMS as specified
in 3GPP ([3GPP TS 23.228]) and 3GPP2 ([3GPP2 X.B@Jland referenced in the IMSINOMA documents [OMAS].
In the context of other networks, a network of $tBxies and registrars providing the aforementidivedtionality MAY
be utilized.

5.4.2 XML Document Management Entities
54.2.1 Shared List XDMS

The Shared List XDMS is an XCAP Server that mana{/dt documents containing user lists. The IM Seevemabler is
able to utilize the shared user lists e.g. in grdlgntact Lists and access policy definitions.

The functionality of the Shared List XDMS is debexl in [XDM-AD].
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5.4.2.2 Shared Group XDMS

The Shared Group XDMS is an XCAP Server that allovesmiaging XML documents containing group speciffoiimation
such as group members and rules for allowed opasatind functions.

The functionality of the Shared Group XDMS is désed in [XDM-AD].
5.4.2.3 Shared Profile XDMS

The Shared Profile XDMS is an XCAP Server that ngasaXML documents containing User Profile inforroatiThe IM
Service enabler is able to utilize the shared pegfile information e.g. in searching contacts fdrcommunication and
checking the age of a user.

The functionality of the Shared Profile XDMS is debed in [XDM-AD].

54.2.4 Shared Policy XDMS

The Shared Policy XDMS is an XCAP Server that mas@yML documents containing User’s access politgstu
The functionality of the Shared Policy XDMS is deised in [XDM-AD]

5.4.2.5 Aggregation Proxy

The functionality of the Aggregation Proxy is déked in [XDM-AD].

5.4.2.6 Search Proxy

The Search Proxy provides a single contact pointhfie XDM Client to search data stored in XDM Sesve
The functionality of the Search Proxy is describefXDM-AD].

5.4.2.7 XDM Client (XDMC)

The XDM Client is an XCAP Client, which manages XMbcuments stored in the network (e.g. IM-spedficuments in
the IM XDMS, URI lists used as e.g. Contact Listshe Shared List XDMS, etc). Management featunekide operations
such as create, modify, retrieve, and delete.

The XDMC is also able to subscribe to changes ntadML documents stored in the network, such thatill receive
notifications when those documents change. Thisydatspecified in [XDM-AD].

5.4.3 Presence Entities

543.1 Presence Server (PS)

The functionality of the Presence Server is descdrin [PRES-AD].

5.4.3.2 Presence Client Source

The Presence Client Source is an entity that pesv(dublishes) presence information to a Presesreés.
This entity is specified in [PRES-AD].

5.4.3.3 Presence Client Watcher

The Presence Client Watcher is an entity that regupresence information about a Presentity, orckiéatInformation
about a Watcher, from the Presence service.

This entity is specified in [PRES-AD].
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5.4.4  Charging Enabler

The OMA charging model states that its “Chargingder” facilitates interaction between various Olgéyvice enablers
and the charging functional entity (either offlimaline or both), which MAY reside in various domsyj e.g., 3GPP/3GPP2
Service Provider [OMA-Charging]. As an externaligntesiding in the operator's domain this chargimdjty takes various
roles, which service providers need to performdha@ging activities.

5.4.5 Device Management Server

This is an external entity, which MAY reside in thervice provider's domain. This entity takes uasiooles, which are
needed for remote manipulation of the IM Client m®device, security and policy to control the ascto a particular
resource in the mobile device.

5.5 Reference Points

Reference points named IM are related specifitaliyre IM functionality and they are newly definead elaborated in this
document. In addition, a listing of other relevesference points using existing or in-progress Osp&cified interfaces is
provided, e.g., a charging defined reference pokitx from the IM Enabler to the Charging Enabler.

551 Reference Point IM-1: IM-Client «SIP/IP-Core

The IM-1 reference point supports the communicaltietween the IM Client and the SIP/IP Core. Thaquol for the IM-
1 reference point is SIP.

This reference point SHALL support the following:
* IM session signaling between the IM Client andlteserver
* Message exchanges between IM Client and the IMeser
» Provides discovery and address resolution services
* Provides SIP compression
» Performs authentication and authorization of theudér at the IM Client based on the IM user’s seryirofile
* Provides IM Client registration
» Publication of IM Client provided service settingsg., activating incoming IM barring)
*  MIME types

When SIP/IP Core corresponds with 3GPP/3GPP2 INSIN-1 reference point SHALL conform with the Gafarence
point [3GPP TS 23.002], [3GPP2 X.P0013.0].

55.2 Reference Point IM-2: IM-Server «SIP/IP-Core

The IM-2 reference point supports the communicatietween the SIP/IP core and the IM Server fors&i$sion control.
The protocol for the IM-2 reference point is SIP.

The IM-2 reference point SHALL support the followin
* IM session signaling between the IM Client andItleserver
* Message exchanges between IM Client and the IMeser
* Provides address resolution services

» Publication of Presence Information from the IMvegrto the Presence Server
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»  Subscription to Presence Information by the IM 8eto the Presence Server

* Notification of Presence Information by the Prege8erver to the IM Server

»  Subscription to the modification of XML documentsred in the IM XDMS or Shared XDMSs

* Notification of modifications made to XML documerst®red in the IM XDMS or Shared XDMSs
»  Subscription of conference event package from thedrver

* Notification of conference event package to thesiver

» Publication of IM Client provided service settingsg., activating incoming IM barring)

When the SIP/IP Core corresponds with 3GPP/3GPR2, thk IM-2 reference point SHALL conform to the&Cl&ference
point [3GPP TS 23.002], [3GPP2 X.P0013.0].

5.5.3 Reference Point IM-3: IM-Server «IM XDMS

The IM-3 reference point supports the communicatietween the IM Server and IM XDMS. The protocaltfte IM-3
reference point is XCAP.

The IM-3 reference point SHALL support the followin
» Retrieve IM-specific XML documents.
If the IM service supports Conversation Historye tM-3 reference point SHALL also support:

» Creation of Conversation History specific XML docents.

554 Reference Point IM-4: IM-Server @Shared XDMSs

The IM-4 reference point supports the communicaltietween the IM Server and the Shared XDNM®s, the Shared List
XDMS, the Shared Group XDMS, the Shared Policy XBihd the Shared Profile XDMS38he protocol for the IM-4
reference point is XCAP.

The IM-4 reference point SHALL support the followin
» Retrieval of URI Lists from the Shared List XDMS.
* Retrieval of Group documents from the Shared GxDMS.
» Retrieval of user access policy documents fromrSth@red Policy XDMS.

» Retrieval of User Profile information from the SedrProfile XDMS.

555 Reference Point IM-5: IM XDMS «SIP/IP Core

The IM-5 reference point supports communicatiomieen the IM XDMS and SIP/IP Core. The protocoltfar IM-5
reference point is SIP.

The IM-5 reference point SHALL support the followin
»  Subscription to modifications of IM-specific XML daments.

* Notification of the modifications to IM-specific XMdocuments.
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5.5.6  Reference Point IM-6: IM XDMS «Aggregation Proxy

The IM-6 reference point supports communicatiomieen the IM XDMS and Aggregation Proxy. The protdoothe IM-
6 reference point is XCAP.

The IM-6 reference point SHALL support the followin

* IM-specific XML document management (e.g., creaiedify, retrieve, delete).

55.7 Reference Point IM-7: IM-Client «IM-Server

The IM-7 reference point support the communicabietween the IM Client and the IM Server for sessimte messaging
within the same domain. The protocol for the IMeTerence point is MSRP [MSRP]. In an optional cgafation, a remote
IM Client from a different domain MAY communicatativthe IM Server for session mode messaging thisrinterface.

The IM-7 reference point SHALL support:
« Messaging transportation.
e Support of text based media types.
The IM-7 reference point MAY support the following:

¢ MIME types.

55.8 Reference Point IM-8: IM-Server «IM-Server

The IM-8 reference point support the communicahetween the remote IM Server and the IM Serveséssion mode
messaging across different domains. The protasdhie IM-8 reference point is based on MSRP [MSRP]

The IM-8 reference point SHALL support:
e Messaging transportation.
e Support of text based media types.
The IM-8 reference point MAY support the following:

¢ MIME types.

55.9 Reference Point IM-9: IM-Client @#Remote IM-Client

The IM-9 reference point supports the direct PedP¢er connection for messaging between IM ICliefttger in the same
domain or in different domains. While IM-7 and IM<&erence points for the “Via IM Server” solutin‘mandatory”,
this IM-9 reference point to enable the “direct iPePeer link” solution is “optional.” The protokcfor the IM-9 reference
point is MSRP as described in [MSRP]

The IM-9 reference point SHALL support the followin
* One-to-One direct messaging session transportatidrcontext.
* IM Client having different One-to-One IM sessiofmsltaneously.
»  Support of text based media types.

The IM-9 reference point MAY support the following:

*  MIME types.
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5.5.10 Void
5.5.11 Void

5.5.12 Reference Point IM-12: IM XDMS +<Search Proxy

The IM-12 reference point supports communicatiotwieen the IM XDMS and the Search Proxy. The prdtémothe IM-
12 reference point is XCAP.

The IM-12 reference point SHALL support the followgi

» Search of information stored at IM XDMS.

5.5.13 Void

5.5.14 Reference Point IP-1: SIP/IP Core «<SIP/IP Core

The IP-1 reference point supports the communicdigtween the SIP/IP Cores. The protocol for thé Heference point is
SIP.

The IP-1 reference point SHALL support the follogrin
e communication and forwarding of SIP signalling neggeg between SIP/IP Cores
» transfer of inter-provider charging information.

When SIP/IP Core corresponds with 3GPP/3GPP2 INE the IP-1 reference point SHALL conform to ther k&ference
point [3GPP TS 23.002] and [3GPP2 X.P0013.0].

5.5.15 Reference point CH-x: IM Server - Charging Enabler

The CH-x reference point represents reference péiat the SIMPLE IM Enabler to the Charging Enabldese
reference points are described in [OMA-Charging].

55.16 Reference Point XDM-1: XDM Client — SIP/IP Core

The XDM-1 reference point is described in [XDM-AD].

5.5.17 Reference Point XDM-2: Shared XDMSs — SIP/IP-Core

The XDM-2 reference point is described in [XDM-AD].

5.5.18 Reference Point XDM-3: XDM Client- Aggregation Proxy

The XDM-3 reference point is described in [XDM-AD].

5.5.19 Reference Point XDM-4: Aggregation Proxy — Shared XDMSs

The XDM-4 reference point is described in [XDM-AD].
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5.5.20 Reference Point XDM-5: XDM Client — Aggregation Proxy

The XDM-5 reference point is described in [XDM-AD].

5.5.21 Reference Point XDM-6: Aggregation Proxy — Search Proxy

The XDM-6 reference point is described in [XDM-AD].

5.5.22 Reference Point XDM-7: Search Proxy — Shared XDMSs

The XDM-7 reference point is described in [XDM-AD].

5.5.23 Reference Point PRS-5: Presence Server — Shared List XDM Server

The PRS-5 reference point is described in [PRES:AD]

5.5.24 Reference Point PRS-6: Presence XDM Server — SIP/IP Core

The PRS-6 reference point is described in [PRES:AD]

5.5.25 Reference Point PRS-7: Aggregation Proxy —Presence XDM Server
The PRS-7 reference point is described in [PRES:AD]

5.5.26 Reference Point PRS-8: Presence Server - Presence XDM Server
The PRS-8 reference point is described in [PRES:AD]

5.5.27 Reference Point PRS-1: Presence Source — SIP/IP Core

The PRS-1 reference point is described in [PRES:AD]

5.5.28 Reference Point PRS-2: Presence Watcher — SIP/IP Core network

The PRS-2 reference point is described in [PRES:AD]

5.5.29 Reference Point PRS-3: SIP/IP Core — Presence Server

The PRS-3 reference point is described in [PRES:AD]

5.5.30 Reference Point DM-1: DM Client — DM Server
The DM-1 reference point is described in [OMA DM].
The DM-1 reference point SHALL support the follogin

« IM Client configuration, e.g. for presence publioatpurposes.
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6. System Concepts
6.1 Security

The IM service environment must be protected agamsuse and attacks and it must provide user gyivahere are
several aspects to be considered: Service acces®lc&IP signalling security in general and petiten of user
messages/media in SIP MESSAGE and in the User Pfameiser message/media security, source origheatication is
an important feature.

6.1.1 General

The IM Service environment SHOULD rely on / reusewsity features/ mechanisms provided by the ugoherISIP/IP
Core, to e.g. secure the service environment atiteaticate users. Such dependence will be the a&sbasthe basis for
the security architecture. The SIP/IP Core is agglita provide user authentication and integrity @ptionally)
confidentiality protection of SIP signaling as aefil in [3GPP TS33.203]. When the SIP/IP Core cpoeds to
3GPP/3GPP2 IMS, and the User Equipment contain$/JSIM or UIM/R-UIM, mutual authentication betweehe user
and the SIP/IP Core SHALL be applied as specifiefGPP TS 33.203]/[3GPP2 S.R0086-A1] IM users SHALL be
securely authenticated to allow reliable access$rabto IM services.

The SIP/IP Core also needs to ensure, during ratiet, that the registered IM users’ public anidge address is
allocated and authorized to be used by that Userder to prevent spoofing attacks as identified3GPP TS
33.203])/[3GPP2 S.R0086-0].

Note that the user plane is not a part of the BIRdre Security.

6.1.2  Trust Model

The IM trust model for SIP signalling is based amnusted network model with hop-by-hop security gnoixy
authentication. In those cases the intradomainrggésl insufficient; IM servers SHOULD authentiezaind secure
communication to other servers/proxies according@G®P specification [3GPP TS 33.210]. For inter-dimnsecurity, IM
servers SHALL rely on protected communication clesim the SIP / IP core.

If the IM Server acts as originating UA then thébRuUser ID of the IM server it MUST support P-Asted-Identities
according to [3GPP TS 24.229].

6.1.3  SIP signalling security
The SIP signalling security mechanisms/featuresri#sd here cover signalling and user messaginggusiP MESSAGE.
6.1.3.1 Integrity and confidentiality protection

The integrity and optional confidentiality protemtimechanism SHALL be used as specified in [3GPB3.303])/ [3GPP2
S.R0086-0].

6.1.3.2 Assurance of user identity

For assurance of user identities and for souragroauthentication of SIP Signalling the IM ServBEALL use P-
Asserted-ldentities according to [3GPP TS 24.289%his release.

If the IM Server acts as an originating UA theMIST support P-Asserted-ldentities according toRPBGT'S 24.229].

6.1.3.3 SIP MESSAGE Security

In particular, a SIP MESSAGE SHALL be secured aditwy to [3GPP TS 33.203], [3GPP TS 33.210].and BGB
24.229].
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6.1.4  User Plane security

The IM service User Plane communication betweerCIdnt and IM Client, IM Client and IM Server, abdtween IM
Servers SHOULD be protected to support the intggritd confidentiality of the communication. Sucbtpction is not
provided by the SIP/IP Core according to IMS forP3%§2).

6.1.5 Relation between SIP Signalling and User Plane Security

The security model requires that user authentinaitd SIP Sessions MUST be securely coupled todtresponding User
Plane communications to ensure that the user iggrgource origin is the same in both instances.

6.1.5.1 Denial of Services

The IM Server SHOULD mitigate and warn for Deni&Service in SIP Signalling and User Plane wherreypate
6.1.6 XDMS Security

The XDMS security model is based on IM user autlation for access control and protection of thegwnication
between the user and the Aggregation Proxy.

The XDMS security and Privacy model is describefPIRES-AD] and in [XDM-AD].

6.2 Authorization

The SIP/IP Core may authorize a user to accessgiaiar service such as IM. However, the enablé©8LD make the authorization
decisions on what features within the IM servioetiser is entitled to. Thus, the SIP/IP Core aedthenabler can both make

authorization decisions, at different granularitid@wever, the service SHOULD make an authorizatiecision of what the
user is entitled to do.

The same applies to XDMS, where the AP SHALL makeathorization decision if the user may accesshhsgervice,
while the IM service SHALL make an authorizatiorcidéon of what the user may do.

6.3 Privacy

An IM User MAY request privacy for the identity tife IM User meaning that the IM Address of the IeUis hidden
from other IM Users. The IM Client SHALL use mechamns defined in [3GPP TS 24.229] to request privacy

If an inviting, invited or joining IM User requegtsivacy of his IM Address then the following procees SHALL take
place in the system operating in the trusted do¢agin

- The IM Server performing the Controlling IM Funati®@HALL retain privacy information of the IM Patrif@nts for
the duration of the IM Session.

- The SIP/IP Core serving the invited IM User SHALloyide the privacy of the IM Address of the inviitM User on
Control Plane at the IM-1 reference point.

- The IM Server performing the Controlling IM Funati®@HALL provide the privacy of the IM Addresses| lof
Participants when providing the IM Participant imf@tion notifications.

- The IM Server performing the Controlling IM Functi®HALL provide the privacy of the IM Address ogthalking
IM User at the IM-3 and IM-4 reference points.

If privacy for the identity is not requested théh $ervers and SIP/IP Core passes the IM Addrettseafviting IM User
to the invited IM User.

If privacy for the identity is not allowed in th#IGroup authorization rules as specified in [IM XD8pecification], the
involved entity SHALL reject the request.

When SIP/IP Core corresponds with 3GPP/3GPP2 IM8 ghivacy mechanisms as defined in [3GPP TS 24.220PP2
X.S0013.4] are used.
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User’s Personal Information SHALL be protected bgguate security.

6.3.1 XDMS Security and Privacy

The XDMS security model is based up authenticatioth encryption done by the Aggregation Proxy (AP)
The XDMS security and Privacy model is describefPIRES-AD] and in [XDM-AD].

6.4 Lawful Intercept

6.4.1 Reference point LI-1: Functional Entities — Law Enforcement Monitoring
Facility

The LI-1 reference point supports the communicatietween functional entities and Law Enforcemenniwing
Facilities. The LI-1 reference point uses protoatdfined by applicable LI specifications that tyamd the LI information
to Law Enforcement Monitoring Facilities. The dufiion of these LI protocols is outside the scopthis specification.

When the SIP/IP Core corresponds with 3GPP IM&LtHL reference point SHALL conform to the HI1,2Hnd HI3
reference points in [3GPP TS 33.107]

Note that the LI-1 reference point is not showikiigure 1 because it is transparent to the IM emable
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