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1. Scope

This specification defines the protocol for deliwesf content to a mobile terminal via SIP [RFC326jd MSRP
[RFC4975], referred to as SIP Push. The protocetified in this document is an application layeotpcol that interacts
with a SIP/IP Core network, such as IMS [IMSArabfulfil the Push using SIP service.

The scope of this specification is to specify medsms for the following functionality within the @hritecture identified in
[PushSIPArch]

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exiiéghdicated to be

informative.

3.2 Definitions

Application

Capabilities
Content

Device

Push Access Protocol

Push Content

Push Framework

Push Initiator

Push OTA Protocol

Push Proxy Gateway
Push Receiver Agent

Push Resource Identifier

Push Sender Agent

User Agent

User Plane

An implementation of a related set of functiong therform useful work, often enabling one or
more services. It may consist of software and/odWware elements.

Platform, protocol, or configuration characteristibat a system supports.
A digital work e.g. aringing tone, a screen saets,

Device is a network entity that is capable of segdind/or receiving packets of information and
has a unique device address. A device can adth&s a client or a server within a given context o
across multiple contexts. For example, a deviceseavice a number of clients (as a server) while
being a client to another server.

A protocol used for conveying content that showdgbshed to a client, and push related control
information, between a Push Initiator and a Pusixy#Gateway.

Content, metadata and application level contrarim&tion that has a shared interpretation by both
Push Sender Agents and Push Receiver Agents.

Is the entire push system. The push framework epesses the protocols, service interfaces, and
software entities that provide the means to push euser agents on a client

The entity that originates Push Content and subitritssthe push framework for delivery to a user
agent on a client

A protocol used for conveying content between enARrexy/Gateway and a certain user agent on a
client.

A proxy gateway that provides push proxy services.

Push Receiver Agent is a logical entity that uses3IP Push procedure to receive Push Content,
and generate a response to the Push Sender Ageeste

The identifier of a resource, i.e. a componentcfiom, enabler, or application that can send,
receive, or process requests (see reference tm$e&ct)

Push Sender Agent is a logical entity that creafegsh request, and then uses the SIP Push
procedure to send Push Content.

Any software or device that acts on behalf of a uséeracting with other entities and processing
resources.

The User Plane includes the media (MSRP) and nuetitiol signalling between the Push Sender
Agent and the Push Receiver Agent

3.3 Abbreviations

HTTP Hypertext Transfer Protocol

IANA Internet Assigned Numbers Authority
1P Internet Protocol

MIME Multipurpose Internet Mail Extensions
MMD Multi-Media Domain

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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MMS
MSRP
OMA
OMNA
OTA
PAP
RFC

SIP
TCP
URI
URL
WAP
XML

Multimedia Messaging Service
The Message Session Relay Protocol
Open Mobile Alliance

OMA Naming Authority

Over The Air

Push Access Protocol

Request For Comments

A Session Description Protocol
Session Initiation Protocol
Transmission Control Protocol
Uniform Resource Identifier
Uniform Resource Locator
Wireless Application Protocol

Extensible Mark-up Language
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4. Introduction

Push-based service enablers in OMA define the @igliof content to a mobile device utilizing pushthoels. The SIP Push
architecture [PushSIPArch] defines the archite¢tcoatext of such enablers in SIP-based environmdritis specification
defines the functions required of the Push Send@mReceiver Agents as defined in [PushSIPArch]

Push Push
Receiver «—SIP Push— Sender
agent agent

Figure 1. Push Sender and Receiver Agent

In general terms, the functionality defined in thecification will be referred to as “SIP Pushb. implement this
specification, it is necessary that the Push SeaéReceiver Agents interface with a SIP/IP Catevork [PushSIPArch].
An example of SIP/IP Core network is the 3GPP IAGPP TS 23.228] and 3GPP2 MMD [3GPP2 X.S0013-002-A]
networks.

This specification will also make reference to sfieSIP RFCs to further clarify the use of SIP farsh service in the
context of particular SIP/IP Core network definitso

This specification encompasses the following:

1. SIP Push Protocol definition, including the pushthoéds: Pager-Mode, and session mode (SIP INVITENS&P
procedure).

2. Registration of Push Receiver Agents with Push 8eAdents.
3. Push Resource Identifier.

4. Authorization for push service.

5

Supporting multi-terminals belonging to the sameruis SIP Push service.

4.1 End to End Push Service

Within the scope of this specification, the supgortend-to-end push services focuses on the oalstiip between the Push
Sender Agent and the Push Receiver Agent. Whiléimding the potential types of end-to-end sergitleat can leverage
push, there are three types of push objectiveshthat been considered in the creation of this ipaton:

* Generic Push: Push is available towards user'sdegsynchronously, whilst the user is registergd the SIP/IP
Core network (e.g. used to broadcast content &oge Icommunity of users, and for generic “conterperson”
applications).

* “Trusted” Push: for pushing high value, trusted aedified information (e.g. device management/mmhtions,
policies, based on terminal characteristics or psefile and related to application/service/usarfiguration).

» Selective Push: push can be used to provide coateyplication-related information in a personatiavay,
depending on user profile, user preferences ol@kjpiterests, and device capabilities.

To provide options and methods best supportingetiyyses of push, within the context of SIP, muéiipiechanisms are
defined for SIP Push. The SIP-based content dgliveathods leveraged in this specification are baseBager-Mode, and
session-mode models.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Pager-Mode through SIP can be provided througlstReMESSAGE method ([RFC3428]), which may be mgumerapriate
in some contexts. The SIP MESSAGE method [RFC3#28h extension to SIP that allows the transfene$sages to the
client. Since the SIP MESSAGE request is an exben SIP, it inherits all the request routing aedurity features of that
protocol. The SIP MESSAGE request carries the ecorttecontent reference (for content indirectianjtie form of MIME
body parts. Because SIP MESSAGE is a SIP signaltiagsage, the ability to embed content is alsdduirby the maximum
size of SIP signalling messages. The SIP MESSAggHasts do not themselves initiate a SIP dialodeunormal usage
each SIP MESSAGE is a stands alone transaction fikecpager messages. Thus, each SIP MESSAGE steue
independent and no session states are stored @ysteam. The Push Content is carried in a SIP rgedsady.

Session-mode (also referred to as the SIP INVITEMBRP procedure avoids the limitations on embeddedent imposed
by SIP MESSAGE. This limitation is especially aciitthe Push Content is multimedia in nature. Tlowlarbitrarily large
messages, the content is carried by MSRP [RFC4@/S]P session is established between the intetgstgies (Push
Sender Agent and Push Receiver Agent) with MSRIRemedia component. The SIP session can be usethsmit

exactly one large message or a number of largeages<ither parallel or sequentially. The file stéd® mechanism allows
for the Push Receiver Agent to understand ahedeélofery on what is going to be transferred asmalmer of additional
attributes are supported [[RFC5547]].This givesRlueh Receiver Agent a possibility to take decisiainead of delivery and
by that save network and terminal capacity.

Push Sender Agent is responsible for the delivegthiod to use based upon the requirements of thoifisgeush service
being provided.

In multi-terminal scenario it is possible to delivush Content to all or subset of the terminadeeiated with the same user.
When Push Content is delivered to a subset ofethmibals associated with the same user GRUU [dgtffsip-gruu] is used
to identify each terminal. GRUU is obtained througbistration procedure. If the SIP OPTIONS metisogsed for

discovery of device capability, GRUU is requireckeep track of the unique terminal.

4.2 Future OMA Push specification

This specification addresses SIP Push as a referabler, in which the requirements of specifid-erend Push services
are not addressed. Future work will address spe®fA enabler use of SIP Push in support of Pushices. For example,
a new version of the OMA Push enabler may be deeelpto take advantage of SIP transport for legacsh-based and
Push-dependent services. In that case, the exiSfuhd Push architecture entities (Push Proxy Gateavad/Push Client)
will likely take on the roles of the SIP Push datit(Push Sender Agent and Push Receiver Agepectsgely). The current
roles of the OMA Push entities will further be atkabto use of SIP Push as the Push transport miptng.

» For the Push Proxy Gateway, its primary role aadapter between Push requests on the networkwsathé Push
Access Protocol (PAP)) and Push delivery to thénRLlgent will be extended to include SIP Push as\ar-the-air
protocol (in addition to the current Push Over-#ie{Push-OTA) protocol). This may include updateAP to
expose specific SIP Push related aspects, e.@f &€& URIs for addressing the target, or enhano¢site Push
Quality of Service options for selection of the $l&sh methods to be used.

» For the Push Client, its primary role as a Pushsags receiver and router inside terminals for Ryhications
will be extended to include SIP Push as an ovesathprotocol (in addition to Push-OTA). This magiude the
ability to register and subscribe to push servimebehalf of the Push Application clients preserthie terminal.
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5. Capability Delivery and Resource Negotiation

This function provides the capability for a Pustc&eer Agent to request the push resources capabifiom a Push Sender
Agent and deliver its device profile to Push Sersigents. An enabler using this capability will alse notified that a new
Push Receiver Agent is available and requesting pesources.

5.1

Procedures at the Push Receiver Agent

Upon completion of SIP registration with the SIP@Bre network or if changes to the supported pashurces occur while
registered the Push Receiver Agent:

1.
2.
3.

SHALL generate a SIP OPTIONS request accordingeatiles and procedures of [RFC3261];
SHALL set the Request-URI of the SIP OPTIONS retgtethe URI of the Push Sender Agent;

MAY include in the P-Preferred-ldentity header el of the Push Receiver Agent according to thesand
procedures of [RFC3325];

SHALL if the Push Receiver Agent obtained a puldiRUU during registration include in the Contact dherathe
GRUU value according to the rules and procedurddraft—ietf-sip-gruul];

NOTE: Public GRUU is the recommended unless thexdam enabler specific requirements to suppoenaporary

10.

11.

GRUU.

SHALL include in the Contact header the Push Resoldentifier feature tag containing the valuealbthe push
resources that are associated with the URI in thredZt header as defined in Section 7.1;

SHALL include an Accept-Contact header containimg Push Resource Identifier feature tag contaitiingzalues
of all the requested push resources to be suppbyt#te Push Sender Agent as defined in Sectign 7.1

SHALL if the Push Receiver Agent obtained a puRUU during registration according to the rules and
procedures of [draft—ietf-sip-gruu] include a Sugipd header containing the option tag gruu;

SHALL include an Allow header containing all thePShethods that the Push Receiver Agent supports;

SHOULD include a User-Agent header containing tloeleh, vendor, and version of the Push Receiver Agen
according to the rules and procedures of [RFC3261;

SHALL, if a User Agent Profile as defined by [OMAAProf] is supported, include a Content-Type header
according to the rules and procedures of [RFC4488taining:

a. the MIME type message/external-body;

b. “URL” inthe ACCESS_TYPE parameter;

c. the expiration parameter according to the rules@ndedures of [RFC4483];
d. the HTTP URL of the [OMA-UAProf] document in the URarameter.

SHALL, if a User Agent Profile as defined by [OMAAProf] is supported, include a body according ® thles and
procedures of [RFC4483] containing:

a. application/rdf+xml in the Content-Type;

b. “attachment” in the Content-Disposition, A Contédtaccording to the rules and procedures of [RFG348

NOTE: If the User Agent Profile as defined by [OMAAPTrof] is not supported by the Push Receiver Agdr Push

Sender Agent can only obtain information aboutRhsh Receiver Agent from the User-Agent header.
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12. SHALL send the SIP OPTIONS request towards thelBIbre network according to the rules and procesifithe
SIP/IP Core network.

Upon receiving the SIP 200 “OK” response to the SPTIONS request the Push Receiver Agent:

1. SHALL store the Push Capabilities of the Push SeAdent that were included in the Accept-Contactder
according to the rules and procedures of [RFC3841;

2. SHALL store the SIP methods supported by the Pestid& Agent that were included in the Allow header.

5.2 Procedures at the Push Sender Agent

Upon receiving a SIP OPTIONS request the Push Sekgint:

1. SHALL verify that a P-Asserted-ldentity header isgent in the SIP OPTIONS request and that theiR}
Asserted-ldentity header is trusted. If the auttaiion check fails, the Push Sender Agent SHALLUmres SIP 403
“Forbidden" response according to the rules andgmores of [RFC3261];

2. SHALL, if the SIP OPTIONS request contains a Cotifeype header containing the MIME type messagefagte
body referring to a Content-Type Dev-Cap, antié fOMA-UAProf] document is not already cachedjeste the
[OMA-UAPTrof] document of the Push Receiver Ageningsghe HTTP URL contained in the URL parametethef
Content-Type header;

3. SHALL if a GRUU was included in the Contact heaitethe SIP OPTIONS request, store the GRUU of tighP
Receiver Agent and use that GRUU in the RequestafRll SIP requests destined for that Push Recdigent;

4. SHALL generate a SIP 200 “OK” response accordinth&rules and procedures of [RFC3261];

5. SHALL include in the Contact header a Push Resolgiestifier feature tag containing the supportedipresource
values, that were in the list of the push resouedees in the Push Resource Identifier featurertalje Contact
header of the SIP OPTIONS request from the PuskiRacAgent, as defined in Section 7.1,

6. SHOULD include an Accept header containing the MIEes supported by the Push Sender Agent including
message/external-body and application/rdf+xml, amgother MIME types supported by the Push Sendenfas
part of the service it provides, according to thles and procedures of [RFC3261];

7. SHALL include an Allow header containing all théPShethods that the Push Sender Agent supports; and;

8. SHALL send the SIP 200 “OK” response towards the/I®l Core network according to the rules and promsiof
the SIP/IP Core network.
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6. Registration

6.1 Procedures at Push Receiver Agent

When the Push Receiver Agent register, re-regéstdrde-register to the SIP/IP Core network, it SHAlb so according to
rules and procedures of [RFC3261] with the claaificns in the following subsection.

When the Push Receiver Agent registers, re-regiater de-register, the Push Receiver Agent:

1. SHALL generate a SIP REGISTER request accordirigegaules and procedures of [RFC3261];

2. SHALL include in the Contact header the Push Resoldentifier feature tag +g.oma.pusheventapp,atoinigy
the value of all supported push resources (seeoBettl);

3. SHALL include a require header with the option tagef” according to rules and procedures of [RFO334

NOTE: The Require header ensures that, per [RFC3480¢alter preferences indicated in the Contact hearkestored
by the SIP/IP Core network and made available pdiegtion servers, e.g. the Push Sender Agent.

4. SHALL request a GRUU value during the registratioacess, if supporting the Capability Delivery dekource
Negotiation in a multi terminal environment;

5. MAY request a GRUU value during the registrationgass if the Capability Delivery and Resource Niagjoh is
not supported in a multi terminal environment;

6. SHALL include in the Contact header the +sip.inseaparameter according to rules and proceduredraft{ietf-
sip-gruu];

NOTE: Upon successful registration, the SIP/IP Gawvork returns the GRUU values (temporary andip@®RUU
values). These GRUU values can then be used yuble Receiver Agent in non-REGISTER requests.

7. SHALL include a Supported header with the valuealgy

8. SHALL send the SIP REGISTER request to the SIPbRe@etwork according to the rules and proceduféseo
SIP/IP Core network;

9. On receiving a SIP 200 "OK" response to the SIP FHE&R request where the Contact header field costai
"pub-gruu" and "temp-gruu” value, the Push Recehgent SHALL retrieve and store the "pub-gruu" dteinp-
gruu" from the Contact headers to be usage acaptdirules and procedures of [draft-ietf-sip-gruu].

When the Push Receiver Agent needs to de-regiseemmre Push Resources but remain SIP/IP Core rletegistered, the
Push Receiver Agent:

1. SHALL generate a SIP REGISTER request accordineaules and procedures of [RFC3261];

2. SHALL include in the Contact header the Push Ressukdentifier feature tag +g.oma.pusheventappagtung
the value of all supported push resources that teeesmain registered,;

NOTE: If no push resources need to remain regidtére Push Resources Identifier feature tag +gmmsaeventapp is
not included in the Contact header of the SIP RHE&FS request.

3. SHALL include a require header with the option tagef” according to rules and procedures of [RFQ384

4. SHALL send the SIP REGISTER request to the SIPBR@etwork according to the rules and procedufréseo
SIP/IP Core network.
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When the Push Receiver Agent needs to de-register $1P/IP Core network, the Push Receiver Agent:
1. SHALL send a SIP REGISTER request according tauhes and procedures of [RFC3261];
2.  SHALL include an Expire header with the valuetsed;

3. SHALL send the SIP REGISTER request to the SIPbRe@etwork according to the rules and proceduféseo
SIP/IP Core network.
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7. Resources and Application Addressing

7.1 Push Resource Identifier

A Push Resource Identifier SHALL identifies theaesces (e.g. enabler-specific application) of impdaiting enablers. The
resources MAY be targeted using SIP Push as amootaotification of transport mechanism.

Push Resource Identifiers are represented as arfeadure tag, as specified in Section 7.2
7.1.1 Feature Tag Format

The syntax of the Push Resource ldentifier fediagds name=value.
The Push Resource Identifier SHALL be encoded anteature tag where:

* The name of the media feature tag [RFC3840] is g.pasheventapp, an object identifier in the glatesd assigned
by IANA according to [RFC2506]. When the featurg taincluded in a header, it is prefixed with “+”".

» The value of the media feature tag is the “evemptdp presented as a quoted-string (which may berama-
separated list) that defines the resource(s).

The syntax of the quoted-string is “event-app-igd*€vent-app-id)”, where “event-app-id” = 1*(%x22x23-2B /
%x2D-7E).

For example, in the context of a Push service baped the OMA Push enabler (assuming it has bekareed as a SIP
Push implementing enabler, referred to here as Gsh 2.x), the Push Resource Identifier could lee trs dispatch Push
events to applications that use the Push enaldayported by the OMA Push architecture. If the@n MMS application
that leverages the OMA Push 2.x enablers for MMifinations, the “event-app-id” can be the full URN only the
Namespace Specific String of the MMS Push ApplaatD defined by [OMNA], i.e. x-wap-application:mms or only
mms.ua. The feature tag in this case would be gmmsheventapp ="x-wap-application:mms.ua” or g.grasheventapp ="
mms.ua”.

7.2 Push Resource Identifier Usage

7.2.1 REGISTER

The Push Resource Identifier of each supported ppplication MAY be included as a feature tag i@ @ontact header of
the REGISTER message.

7.2.2 SIP MESSAGE

In delivering push messages through the SIP MESSA®thod the Push Sender Agent MAY add the PushiReso
Identifiers as a feature tag in the Accept-Conteetder according to rules and procedures in Se8tion

When receiving a SIP MESSAGE request, the PushiiRecadgent SHALL uses the Push Resource Identitiédentify the
targeted push resource.

An example usage (sample flow) of the SIP MESSAGHhwd with feature tag is shown in Appendix B.2.
7.2.3 SIPINVITE

The Push Sender Agent MAY add the Push Resourctifiées as a feature tag in the Accept-Contactieeaf the SIP
INVITE message as specified in the Section 8.2.
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8. Push Operations

This section describes three delivery mechanismSH® Push. It is the choice of the individual PGsmder Agent to
implement and select the appropriate Push methgdbased upon the service requirements. Suchceespiecific method
selection criteria are considered outside the sobis#P Push.

8.1 SIP MESSAGE Method (Pager- Mode)

8.1.1 Procedures at the Push Receiver Agent

Upon receiving an incoming SIP MESSAGE request ating to [RFC3428] the Push Receiver Agent:

1. SHALL check if a Push Resource Identifier is preserhe Accept-Contact header as defined in Sectia. If a
Push Resource Identifier feature tag is not presetite value is not recognised, the Push Recéigent SHALL
return a SIP 403 “Forbidden" response;

2. SHALL verify that a P-Asserted-ldentity header isgent and that the URI in P-Asserted-ldentity keeagltrusted.
If the authorization check fails, the Push ReceAgent SHALL return a SIP 403 “Forbidden" response;

3. SHALL generate a SIP 200 “OK” according to [RFC3}28

4. SHALL retrieve the Push Content at the indicatezhtmn, if the content is indirectly referencedtie SIP
MESSAGE request as specified in [RFC4483];

5. SHALL provide the Push Content to the targeted mlication.

8.1.2 Procedures at the Push Sender Agent

When generating a SIP MESSAGE request accordifig€3428] the Push Sender Agent:

1. SHALL include in the Accept-Contact header the PReBource Identifier feature tag name and the vadudefined
in Section 7.1;

2. SHALL set the Request-URI of the SIP MESSAGE regitesither:

a. the public user identity of the intended recipiéihe request is to be sent to all Push Receivggms of
the intended recipient, or

b. the public or temporary GRUU of the intended reaipj according to the rules and procedures offdraf
ietf-sip-gruu] if the request is to be sent to adgfic Push Receiver Agent of the intended recipien

3. SHALL use content indirection as specified in [RE83] if the entire SIP MESSAGE request exceeds 1808s
as defined in [RFC3428] or if the implementing deabequires use of content interaction;

NOTE: The process for arranging the availabilitg @reating the content reference to the contest igpplication or
implementing-enabler specific issue. For example:

1. The application may deliver Push content to thehnFRender Agent, which caches the content and
uses the cached location as the indirect reference.

2. The application may request that the Push Sendentdgsue a Push content availability notification,
but retain the content at the application servad, taus give the Push Sender Agent a URI reference
to the content, which the Push Sender Agent foraveddhe Push Receiver Agent in the SIP
MESSAGE.
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A Push Sender Agent which implements a Push sebésed upon SIP Push may offer either or bothef th
indirection approaches (1 or 2) above to applicati@nd may offer the application the option ofagiong the
method. An application server which directly impkamts the Push Sender Agent functionality may ubeei
of the above approaches (1 or 2) to referencedhtent.

4. MAY include in the P-Asserted-ldentity header thelf the Push Sender Agent according to rulespndedures
of [draft-ietf-sipping-asserted-id];
5. SHALL include the Push Content in the body of thie BIESSAGE request;

6. SHALL send the SIP MESSAGE request towards thelBI€bre network according to the procedures oft1P
Core network.

NOTE: May need to validate compatibility of the RuReceiver Agent with the content per the requirgmef the
implementing enabler.

8.2 SIP INVITE and MSRP Procedure (Session-Mode)

When a Push Sender Agent wishes to send a largertamithout using content indirection, the Pushd® Agent initiates
a MSRP session as described in Section 8.2.2.

8.2.1 Procedures at the Push Receiver Agent

8.2.1.1 Push Receiver Agent Invited to a MSRP Session
When the Push Receiver Agent receives a SIP INVEGiest to set up a MSRP session, the Push Redajeet:

1. SHALL check if the accept-type attribute of the SDBdia (“m=") line in the SIP INVITE request arepported by
the Push Receiver Agent and if not, reject theestjwith a SIP 488 "Not Acceptable Here" responiee
response MAY include an SDP body which containdigtef the accept-type attributes supported leyRlush
Receiver Agent according to rules and procedur¢RB€3261] and [RFC4975]. Otherwise, continue wiité rest
of the steps;

2. SHALL check if a Push Resource Identifier is preégerthe Accept-Contact header as defined in Sedtia. If a
Push Resource Identifier feature tag is not presetite value is not recognised, the Push Recéigent SHALL
return a SIP 403 “Forbidden" response;

3. SHALL verify that a P-Asserted-ldentity header isgent and the URI in P-Asserted-Identity headauised. If
the authorization check fails, the Push ReceivesriAGHALL return a SIP 403 “Forbidden” response;

4. SHALL accept from the Push Sender Agent’s listilefst the files that a Push Receiver Agent is ngjlto receive
when the “file-selector” attribute as specifiedRFC5547] is included in the SDP contained in the BIVITE
request;

When generating a SIP 200 “OK” response to thelSVATE request, the Push Receiver Agent:
1. SHALL generate a SIP 200 “OK” response accordinthéorules and procedures of [RFC3261];

2. SHALL include an SDP answer according to rules proatedures of [RFC3264], [RFC4566], and [RFC49ThE
Push Receiver Agent:

a. SHALL set the SDP directional media attribute teessvonly;

b. MAY indicate the maximum size message they wistet@ive using the max-size attribute (“a=") line
according to rules and procedures of [RFC4975];

c. SHALL include the "a=setup" attribute with the valtactive" according to rules and procedures of
[RFC4145].
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3. SHALL send the SIP 200 "OK" response towards thehFiender Agent according to rules and proceddrds o
SIP/IP Core network;

4. SHALL prepare to receive MSRP SEND request as destin [RFC4975].

8.2.1.2 MSRP session release

Upon reception of a SIP BYE request, the Push Recéigent:
1. SHALL generate a SIP 200 “OK” response accordingites and procedures of [RFC3261];

2. SHALL send the SIP 200 “OK” response accordingiles and procedures of SIP/IP Core network;

3. SHALL release User Plane resources associateckgtiMSRP session.

8.2.1.3 MSRP Relays
Push Receiver Agents MAY support the use of inteliarées for MSRP sessions, as described in [RFC4976

8.2.2 Procedures at the Push Sender Agent

8221 Establishment of a SIP session for MSRP

When the establishment of an MSRP session is nedue&ush Sender Agent:
1. SHALL generate an initial SIP INVITE request as@ding to rules and procedures of [RFC3261];

2. SHALL include in the Accept-Contact header the PRekource Identifier feature tag name and the vadugefined
in Section 7.1;

3. SHALL set the Request-URI of the SIP MESSAGE retitesgither

a. the public user identity of the intended recipiétihe request is to be sent to all Push Receivgams of
the intended recipient, or

b. the public or temporary GRUU of the intended reaipj according to the rules and procedures offdraf
ietf-sip-gruu] if the request is to be sent to agfic Push Receiver Agent of the intended recipien

4. MAY include in the P-Asserted-ldentity header thRlWf the Push Sender Agent according to rulespandedures
of [RFC3325];

5. SHALL include an SDP offer according to rules amdgedures of [RFC3264], [RFC4566] and [RFC4975k Th
Push Sender Agent:

a. SHALL set the SDP directional media attribute te@adonly;
b. MAY add the media attribute to the SDP settingspeetified in [[RFC5547]];

c. SHALL add multiple media (“m=") lines if more thame file is to be transferred as described in
[RFC4566];

d. SHOULD include the "a=setup" attribute with theual'passive" according to [RFC4145].

6. SHALL send the SIP INVITE request towards the PRshkeiver Agent according to rules and proceduréseof
SIP/IP Core network.

NOTE: May need to validate compatibility of the RuReceiver Agent with the content per the requirgmef the
implementing enabler.
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On receiving a SIP 200 "OK" response to the SIPINB/request the Push Sender Agent:
1. SHALL interact with the User Plane as specifie®ip.3.

8.2.2.2 SIP session cancellation

When the Push Sender Agent wants to cancel thee3igton initiation, and the Push Sender Agent baget received a
final SIP response for the SIP INVITE request, PBshder Agent SHALL send a SIP CANCEL request atingrto rules
and procedures of [RFC3261].

8.2.2.3 SIP session release

When the last MSRP session is released the PusteSAgent:
1. SHALL generate a SIP BYE request according to tiesrand procedures of [RFC3261];

2. SHALL send the SIP BYE request according to rutes procedures of SIP/IP Core network.

8.2.2.4 MSRP Relays
Push Sender Agents MAY support the use of interarei for MSRP sessions, as described in [RFC4976].

8.2.3 User Plane
8.2.3.1 General

Media parameters and media formats for the MSRBi&esare to be negotiated in SDP with an offer amslver as specified
in [RFC3264] and [RFC3261].

8.2.3.2 MSRP session

The Push Receiver Agent and Push Sender Agent SHélldw the rules and procedures of [RFC4975] daRBC5547],
with the following exception:

1. The Push Receiver Agent SHALL establish the TCHheotion used for the MSRP towards the IP addredsded
in the SDP connection (“c=") line and the TCP poduded in the SDP media (“m=") line of the MSRBFS
description as specified in the [RFC4566] in thePSiddy of the SIP INVITE request that the Push 8eAdjent
sent.

NOTE: In this case the Push Sender Agent doesseothe MSRP path attribute to establish the TCRection.

NOTE: MSRP REPORT gives the ability for deliverynfiomation.
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9. Security

SIP Push Receiver Agents and SIP Push Sender ABeIREL rely on security features and mechanismwigiex by the
underlying SIP/IP Core network, to e.g. securestiiwice environment and authenticate users.

For Push Receiver Agents implemented on trustethtsusted network, authentication and secure conratian channels
SHOULD use intra-network security procedures preditdy the SIP/IP Core network.

For applicability to specific SIP/IP Core netwomkv@onments please refer to Appendix E. The follaysub-sections
provide detailed security requirements for the BlBh enabler.

9.1 Trust Model

The SIP Push enabler SHOULD rely upon the trustehfmt SIP signalling provided by the SIP/IP Coetwork.

9.2 SIP Signalling Security

9.2.1  Source Origin Authentication

Push Receiver Agents and Push Sender Agents SHAgIthe security mechanisms provided by the SIPdie @etwork to
ensure message source authentication. See Apperadixexamples of SIP/IP Core network implementation

When a SIP Push Sender Agent is within a trustédar&, the Push Sender Agent MAY assert the auitignbf the URI
of the Push Sender Agent by including the P-Asdeidentity header when the Push Sender Agent isgaas the
originating user agent as specified in [RFC3325].

9.3 User Plane security

SIP Push implementing enablers SHALL ensure that plane security is addressed through the optiwasable for the
user plane transport protocols, e.g. MSRP or HTifiBhe case of content redirection).

9.4 Minimizing Congestion in SIP/IP Core

A misbehaving PSA may flood the SIP/IP Core netwsighalling network with push requests. It is asedrthat the SIP/IP
Core network implementation follows the SIP [RFCBRguidelines and may apply additional measuresémgestion
control.

A Push Sender Agent SHOULD minimizes ineffectiveifattempts, e.g. avoid sending push requests ivkeows that
the Push Receiver Agent is unavailable.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
Approved Version: 02 Aug 2011 Status changed to Candidate by TP:
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Appendix B. Sample flows (Informative)

Note: The following flows and message examplesraended to be illustrative only. In particular:

» They do not show all parameters, or are necessanhplete/correct in every parameter.

* They are not meant to reflect any specific deplayseenario, e.g. re the “Via:” header, SIP magégloyed over
UDP or TCP, and in the wireless case will typicdédéydeployed over UDP.

» They are informative, and are not meant to reptes@mative requirements, either explicitly or incfily. The
normative requirements if any are addressed byndheative sections of this specification, or thierenced
specifications that address the specific flow/mgssaspect.

* The examples include an IMS Communication Servientifier but not an IMS Application Reference ldéer
(IARI) since in these examples it is assumed thatarget application is the default applicationtfee
communication service, thus the IARI does not rtedak included.

Note: Message aspects of particular importan@&RoPush are shown in bold.

B.1 Registration
B.1.1 Third Party Registration in IMS Networks

This flow shows the initial registration or re-regation of a Push Receiver Agent with a SIP/IPeQutwork, and'$party
registration with the Push Sender Agent, as supdarnt IMS.

Push Receiver SIP/IP Core Push Sender
Agent Network Agent
(1) REGISTER >
< (2) 200 OK
(3) REGISTER >
(4) 200 OK
g

Figure 2: Third Party Registrationin IM S Networks

1. Upon connecting to the SIP/IP Core Network, thenAReceiver Agent will perform the registration pedare as
specified in 3GPP [3GPP TS 23.228] and 3GPP2 [3GRBR013-002-A], respectively. For de-registratitire same
procedures will apply accordingly.

REGISTER from the Push Receiver Agent

REGISTER sip:registrar.domain.com SIP/2.0
Via: SIP/2.0/UDP userpc.domain.com:5060;branch=z9hG 4bKnashds7
Max-Forwards: 70
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To: Bob <sip:user@domain.com>

From: Bob <sip:user@domain.com>;tag=456248
Call-ID: 843817637684230@998sdasdh09
CSeq: 1826 REGISTER

Require: pref

Supported: gruu

Contact: <sip:user@192.0.2.4>;+sip.instance="<urn:u uid:f81d4fae-7dec-11d0-a765-
00a0c91e6bf6>" +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp -service.ims.icsi.omapush”,
+g.oma.pusheventapp="wml.ua,mms.ua,wv.ua,loc.ua,syn cml.dm”

Expires: 7200
Content-Length: 0

2. Upon successful registration procedure (assumiadrtish Receiver Agent is authorized to use thécggrthe SIP/IP
Core acknowledges the user registration.

200 OK as sent in response to the Push Receiver Agent

SIP/2.0 200 OK

Via: SIP/2.0/UDP userpc.domain.com:5060;branch=z9hG 4bKnashds7;received=1.2.3.4
To: Bob <sip:user@domain.com>;tag=2493k59kd

From: Bob <sip:user@domain.com>;tag=456248

Call-ID: 843817637684230@998sdasdh09

CSeq: 1826 REGISTER

Contact: <sip:user@192.0.2.4> ;pub-gruu="sip:user@d omain.com;gr=urn:uuid:f81d4fae-7dec-
11d0-a765-00a0c91e6bf6";temp-gruu="sip:tgruu.7hs==j d7vnzgabw7fajsc7-
ajd6fabz0f8g5@domain.com;gr";+sip.instance="<urn:uu id:f81d4fae-7dec-11d0-a765-
00a0c91e6bf6>",+g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp -
service.ims.icsi.omapush",+g.oma.pusheventapp="wml. ua,mms.ua,wv.ua,loc.ua,syncml.dm”;expir
es=3600

Expires: 7200
Content-Length: 0

3. After processing of initial filter criteria inforntian, the SIP/IP Core Network generates a thirdypBEGISTER request
and sends it to the Push Sender Agent, as ansiteerapplication server identified via the inifilter criteria
configuration. Key parameters of the third party®&TER request include the public user identitthi@a To header, the
address of the SIP registrar (e.g. S-CSCF) in thenfheader, and the expiration time. The same fdroes apply for
de-registration. Note that the'-party REGISTER does not include the contact det#ithe Push Receiver Agent, thus
cannot be used by itself to discover those det@ilser solutions may be used to resolve this prob{@) use of the
registration event notification (see the next flpg) receiving this information in SIP OPTIONS (#¢ndix B.2).

Third Party REGISTER to the Push Sender Agent as application server

REGISTER sip:psa.domain.com SIP/2.0

Via: SIP/2.0/TCP registrar.domain.com;branch=z9hG4b K123dsghds
Max-Forwards: 70

To: Bob <sip:user@domain.com>;tag=456248

From: <sip:registrar.domain.com>

Call-ID: 843817637684230@998sdasdh09

CSeq: 1826 REGISTER

Contact: <sip:registrar@domain.com>

Expires: 7200

Content-Length: 0
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4. The Push Sender Agent acknowledges the REGISTHRSIR 200 OK.

200 OK as sent in response to the S P/IP Core

SIP/2.0 200 OK

Via: SIP/2.0/TCP psa.domain.com:5060;branch=z9hG4bK nashds7;received=1.2.3.4
To: Bob <sip:user@domain.com>;tag=456248

From: <sip:registrar.domain.com>

Call-ID: 843817637684230@998sdasdh09

CSeq: 1826 REGISTER

Contact: <sip:psa.domain.com>

Expires: 7200

Content-Length: 0

B.1.2 Registration Event Notification in IMS Networks

This flow shows the initial registration of a PuRblceiver Agent with a SIP/IP Core network, Thirdti?&egistration and

delivery of the registration event to the Push Seridyent.

Push Receiver SIP/IP Core Push Sender
Agent Network Agent
(1) REGISTER >
(2) 200 OK
g
(3) REGISTER >
(4) 200 OK
|t
(5) SUBSCRIBE
|
(6) 200 OK >
(7) NOTIFY >
(8) 200 OK
-

Figure 3: Registration Event Notification in IM S Networks

Same as “Third Party Registration in IMS Network&#p 1.
Same as “Third Party Registration in IMS Network&3p 2.
Same as “Third Party Registration in IMS Network&#p 3.
Same as “Third Party Registration in IMS Network&2p 4.

o c @ nhpoE

The Push Sender Agent subscribes to the reg-eeekage for user@domain.
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SUBSCRIBE as sent to the SP/IP Core

SUBSCRIBE sip:user@domain.com SIP/2.0
Via: SIP/2.0/UDP psa.domain.com;branch=z9hG4bKnashd s7
P-Asserted-ldentity: sip:psa.domain.com
To: <sip:registrar.domain.com>

From: <sip:psa.domain.com;tag=27182>
Call-ID: gbjgOb@psa.domain.com

CSeq: 9887 SUBSCRIBE

Contact: <sip:psa.domain.com>

Event: reg

Max-Forwards: 70

Accept: application/reginfo+xml

6. The SIP registrar establishes a subscription todfesvent package for user@domain.com and sepd8 &K response
to the SUBSCRIBE.

200 OK as sent to the Push Sender Agent

SIP/2.0 200 OK

Via: SIP/2.0/UDP psa.domain.com;branch=z9hG4bKnashd s7
To: <sip:registrar.domain.com;tag=262281>

From: <sip:psa.domain.com;tag=27182>

CSeq: 9887 SUBSCRIBE

Contact: <sip:registrar.domain.com>

Content-Length: 0

Expires: 3600

7. The SIP registrar finds an active subscriptiorh®reg-event package for the Push Sender Agenissnes a NOTIFY
with the registration information.

NOTIFY to the Push Sender Agent as application server

NOTIFY sip:psa.domain.com SIP/2.0

Via: SIP/2.0/UDP registrar.domain.com;branch=z9nhG4b Knashds7
To: <sip:registrar.domain.com;tag=262281>
From: <sip:psa.domain.com;tag=27182>
Call-1d: gbjgOb@psa.domain.com

CSeq: 633 NOTIFY

Subscription-State: active;expires=3600
Event: reg

Max-Forwards: 70

Content-Type: application/reginfo+xml
Contact: <sip:registrar.domain.com>
Content-Length: ...

<?xml version="1.0"?>
<reginfo xmlns="urn:ietf:params:xml:ns:reginfo"

xmins:gr="urn:ietf:params:xml:ns:gruuinf 0"
version="1" state="full">
<registration aor="sip:user@domain.com" id="a7" state="active">
<contact id="92" state="active" event="regis tered”
duration-registered="1" expires="35 99"
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callid="843817637684230@998sdasdh09
<uri>sip:user@domain.com</uri>
<unknown-param name="+sip.instance">
"&It;urn:uuid: f81d4fae-7dec-11d0-a765-
</unknown-param>

<gr:pub-gruu uri=" sip:@domain.com;gr=urn:

uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6"/>
<gr:temp-gruu uri="sip:tgruu.7hs==jd7vnzga
first-cseq="1826"/>

<unknown-param name="+g.oma.pusheventapp">

</unknown-param>
</contact>
</registration>
</reginfo>

8. The Push Sender Agent sends a 200 OK response MQRIFY

200 OK as sent to the SIP/IP Core
SIP/2.0 200 OK

Via: SIP/2.0/UDP registrar.domain.com;branch=z9nhG4b

To: <sip:registrar.domain.com;tag=262281>
From: <sip:psa.domain.com;tag=27182>
CSeq: 633 NOTIFY

Contact: <sip:psa.domain.com>
Content-Length: 0

B.1.3

" cseq="1826">

00a0c91le6bf6&gt;"

5w7fajsc7-ajd6fabz0f8g5@domain.com;gr"

"wml.ua,mms.ua,wv.ua,loc.ua,syncml.dm"

Knashds7

Registration Event Notification in non-IMS Networks

This flow shows the initial registration or re-regation of a Push Receiver Agent with a SIP/IPeQuetwork, and delivery

of the registration event to the Push Sender Agent.

Push Receiver SIP/IP Core Push Sender
Agent Network Agent
(1) SUBSCRIBE

=

(2) 200 OK -
(3) REGISTER >
(4) 200 OK
-

(5) NOTIFY >
(6) 200 OK

-

Figure4: Registration Event Natification in non-IM S Networks
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Same as “Registration Event Notification in IMS Netks” step 5.

Same as “Registration Event Notification in IMS Netks” step 6.

Same as “Third Party Registration in IMS Network&#p 1, except that the IMS ICSI is not included.
Same as “Third Party Registration in IMS NetworksSp 2. , except that the IMS ICSI is not included.
Same as “Registration Event Notification in IMS WNetks” step 7, except that the IMS ICSI is not utzd.

o o W NP

Same as “Registration Event Notification in IMS Netks” step 8, except that the IMS ICSI is not ut#d.
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B.2 Capability Delivery and Resource Negotiation

This flow shows that after registration to SIP/IBr€Push Receiver Agent provides its capabilitish Sender Agent and
requests the push resource that Push Sender Agatrss using SIP OPTIONS request. GRUU is includeatie Contact
header in the SIP OPTIONS request. Push Sendert Agamg this capability is notified that the PuskcBiver Agent is
available and requesting push resources.

Push Receiver SIP/IP Core Push Sender
Agent Network Agent

(1) SIP OPTIONS

(2) SIP OPTIONS

(3) SIP 200 OK

(4) SIP 200 OK

Figure5: Flow for Capability Delivery and Resour ce Negotiation via SIP OPTIONS

1. A Push Receiver Agent sends a SIP OPTIONS reqodketSIP/IP Core network. The GRUU of Push Recehgent
received during registration to SIP/IP Core isuwi@d in the Contact header.

OPTIONS sip:psa@domain.com SIP/2.0

Via: SIP/2.0/UDP pral.domain.com;branch=z9hG4bK123d sghds
Max-Forwards: 70

From: "Bob” <sip:user@domain.com;tag=456248

To: <sip:psa.domain.com>

P-Preferred-ldentity: sip:user@domain.com

P-Preferred-Service: urn:urn-7:3gpp-service.ims.ics i.omapush

Contact: <sip:user@domain.com>;gr=urn:uuid:f81d4fae -7dec-11d0-a765-00a0c91e6bf6>
;+g.oma.pusheventapp="dcd.ua,loc.ua,wml.ua,syncml.d m”

Accept-Contact: *;+g.oma.pusheventapp="dcd.ua,loc.u a,wml.ua,syncml.dm”

Supported: gruu
Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, MESSAGE
User-Agent: softphone Betal.5

Content-Type: message/external-body; access-type="U RL"; expiration="Sat, 5 July 2008
09:00:00 GMT"; URL="http://DcdProfile.vendor.com/ua prof/IN6230ir200.xml”

Content-Type: application/rdf+xml
Content-Disposition: attachment

2. The SIP/IP Core network forwards the SIP OPTION&&Push Sender Agent.

OPTIONS sip:psa@domain.com SIP/2.0
Via: SIP/2.0/TCP proxy.domain.com;branch=z9hG4bK776 sgdkse
Via: SIP/2.0/UDP pral.domain.com;branch=z9hG4bK123d sghds
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Max-Forwards: 69

From: "Bob” <sip:user@domain.com;tag=456248
To: <sip:psa.domain.com>

P-Asserted-Identity: sip:user@domain.com
P-Asserted-Service: urn:urn-7:3gpp-service.ims.icsi

Contact: <sip:user@domain.com>;gr=urn:uuid:f81d4fae
;+g.oma.pusheventapp="dcd.ua,loc.ua,wml.ua,syncml.d

Accept-Contact: *;+g.oma.pusheventapp="dcd.ua,loc.u
Supported: gruu

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, MESSAGE
User-Agent: softphone Betal.5

Content-Type: message/external-body; access-type="U
09:00:00 GMT"; URL="http://DcdProfile.vendor.com/ua

Content-Type: application/rdf+xml
Content-Disposition: attachment

.omapush
-7dec-11d0-a765-00a0c91e6bf6>
m”

a,wml.ua,syncml.dm”

RL"; expiration="Sat, 5 July 2008
prof/N6230ir200.xml”

3. The Push Sender Agent retrieves capability of tehFReceiver Agent including GRUU and finds outtPRgceiver
Agent is available to the SIP/IP Core. The Pushd8eAgent acknowledges with a SIP 200 “OK” to the/% Core

network.

SIP/2.0 200 OK

Via: SIP/2.0/TCP proxy.domain.com;branch=z9hG4bK776
Via: SIP/2.0/UDP pral.domain.com;branch=z9hG4bK123d
P-Asserted-ldentity: sip:psa@domain.com

From: <sip:psa.domain.com>;tag=49583

To: "Bob” <sip:user@domain.com>;tag=456248

Contact: <sip:psa@domain.com>;+g.oma.pusheventapp="
Supported: gruu

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, MESSAGE
Accept: message/external-body, application/rdf+xml
Call-ID: 723459815768908@998sdasdh09

CSeq: 1 OPTIONS

Content-Length: 0

sgdkse
sghds

dcd.ua ”

4. The SIP/IP Core network forwards the SIP “OK” e fPush Receiver Agent.

SIP/2.0 200 OK

Via: SIP/2.0/UDP pral.domain.com;branch=z9hG4bK123d
P-Asserted-ldentity: sip:psa@domain.com

From: <sip:psa.domain.com>;tag=49583

To: “Bob” <sip:user@domain.com>;tag=456248

Contact: <sip:psa@domain.com>;+g.oma.pusheventapp="
Supported: gruu

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, MESSAGE
Accept: message/external-body, application/rdf+xml
Call-ID: 723459815768908@998sdasdh09

CSeq: 1 OPTIONS

Content-Length: 0

sghds

dcd.ua ”
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B.3 SIP MESSAGE sample flow

This flow shows the delivery of Push Content via 8P MESSAGE method. The example shows the dglifelPush
Content to a terminal MMS client, by a hypotheti©@A Push enabler which has been enhanced for supp8IP Push.

Push Receiver SIP/IP Core Push Sender
Agent Network Agent

(1) MESSAGE

(2) MESSAGE

(3) 200 OK

(4) 200 OK

Figure 6;: Push Content Delivery via SIP MESSAGE

1. A Push Sender Agent sends a SIP MESSAGE requést Bush Receiver Agent. The GRUU URI parameter=('d’)
is included if a GRUU was assigned during regigiratThe Call-ID is set per the Call-ID assignedihy Push Receiver
Agent when it registered. The requirements of thglémenting enabler/application define the valuah® Accept-
Contact feature tags for the ICSl3gpp.icsi-ref ) and Push Resource Identifigtqma.pusheventapp ), and the
Content-Type. Note: the P-Asserted-Identity isudeld in SIP MESSAGE request because the Push SA&gdast is
assumed to be trusted by the SIP/IP Core network.

S P MESSAGE from the Push Sender Agent

MESSAGE sip:user@domain.com;gr=urn:uuid:f81d4fae-7d ec-11d0-a765-00a0c91e6bf6 SIP/2.0
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse

Max-Forwards: 70

P-Asserted-ldentity: sip:psa@domain.com

From: <sip:psa.domain.com>;tag=49583

To: “Bob” <sip:user@domain.com;tag=456248 ;gr=urn:uuid:f81d4fae-7dec-11d0-a765-
00a0c91e6bf6>

P-Asserted-Service: urn:urn-7:3gpp-service.ims.icsi .omapush

Supported: gruu

Accept-Contact: *; +g.3gpp.icsi-ref="urn%3Aurn-7%3A 3gpp-service.ims.icsi.omapush”,

+g.oma.pusheventapp="mms.ua”

Call-ID: 723459815768908 @998sdasdh09
CSeq: 1 MESSAGE

Content-Type: application/vnd.oma.push
Content-Length: ..

(Push content...)
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2. The SIP MESSAGE request is forwarded to the PusieiRer Agent by the SIP/IP Core network. If a GRWas
included, the message is delivered to the spedifiedinal; otherwise the forking procedures of 8iB/IP Core network
determine the target terminal.

S P MESSAGE as forwarded to the Push Receiver Agent

MESSAGE sip:user@domain.com;gr=urn:uuid:f81d4fae-7d ec-11d0-a765-00a0c91e6bf6 SIP/2.0
Via: SIP/2.0/UDP proxy.domain.com;branch= z9hG4bK123dsghds
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse;received=192.0.2.4

Max-Forwards: 69
P-Asserted-ldentity: sip:psa@domain.com

P-Called-Party-ID: sip:user@domain.com;gr=urn:uuid: f81d4fae-7dec-11d0-a765-00a0c91e6bf6"
From: <sip:psa.domain.com>;tag=49583

To: Bob <sip:user@domain.com;tag=456248 ;gr=urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6>
Supported: gruu

Accept-Contact: *; +g.3gpp.icsi-ref="urn%3Aurn-7%3A 3gpp-service.ims.icsi.omapush";

+g.oma.pusheventapp="mms.ua”

Call-ID: 723459815768908 @998sdasdh09
CSeq: 1 MESSAGE

Content-Type: application/vnd.oma.push
Content-Length: ..

(Push content...)

3. The Push Receiver Agent returns a SIP 200 “OKh&$IP/IP Core network.

SP 200 OK as sent to the S P/IP Core

SIP/2.0 200 OK

Via: SIP/2.0/UDP proxy.domain.com;branch=z9nG4bK123 dsghds;received=192.0.2.1
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse;received=192.0.2.4
From: <sip:psa.domain.com>;tag=49583

To: Bob <sip:user@domain.com>;tag=456248

Supported: gruu

Call-ID: 723459815768908@998sdasdh09

CSeq: 1 MESSAGE

Content-Length: 0

4. The SIP/IP Core network forwards the SIP 200 “O&tlie Push Sender Agent

SIP 200 OK as forwarded to the Push Sender Agent

SIP/2.0 200 OK

Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse;received=192.0.2.4
P-Asserted-Identity: user@domain.com

From: <sip:psa.domain.com>;tag=49583

To: Bob <sip:user@domain.com>;tag=456248

Supported: gruu

Call-ID: 723459815768908@998sdasdh09

CSeq: 1 MESSAGE

Content-Length: 0
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B.4 SIP INVITE/MSRP Sample Flow

This flow shows the delivery of Push Content via 81P INVITE method, using MSRP. The example shitnesdelivery of
Push Content to a terminal browser, by a hypotak@MA Push enabler which has been enhanced fgostipf SIP Push.

Push Receiver SIP/IP Core Push Sender
Agent Network Agent

(1) SIP INVITE

A

(2) SIP INVITE

A

(3) SIP 200 OK

\

(4) SIP 200 OK

L
P (5) SIP ACK
P (6) SIP ACK B
P (7) MSRP SEND (chunk 1 of the Push message)
(8) MSRP 200 OK >
P (9) MSRP SEND (chunk 2 of the Push message)
(10) MSRP 200 OK >
(11) MSRP REPORT >
SIP/IP Core
Network
P (12) SIP BYE
(13) SIP BYE B
(14) SIP 200 OK >
(15) SIP 200 OK o

Figure7: Push Content Delivery via SIP INVITE/M SRP

In this flow, one or more messages may be seffitetétish Receiver Agent in an MSRP session.

1. The Push Sender Agent sends the SIP INVITE to tish Receiver Agent. The GRUU URI parameter (“gr¥.is”
included if a GRUU was assigned during registratiime Call-ID is set per the Call-ID assigned bg Bush
Receiver Agent when it registered. The requiremehtie implementing enabler/application define thkies of
the Accept-Contact feature tags for the IGE8dpp.icsi-ref ) and Push Resource Identifier
(g.oma.pusheventapp ). Note: the “s=" line of the SDP body is set asoramended in [RFC3264].

SP INVITE as sent to the S P/IP Core

INVITE sip:user@domain.com;gr=urn:uuid:f81d4fae-7de c-11d0-a765-00a0c91e6bf6 SIP/2.0
Via: SIP/2.0/TCP psa@domain.com;branch=z9hG4bK776sg dkse

Max-Forwards: 70

P-Asserted-Identity: <sip:psa@domain.com>

To: Bob <sip:user@domain.com>

From: <sip:psa.domain.com>;tag=49583

P-Asserted-Service: urn:urn-7:3gpp-service.ims.icsi .omapush

Supported: gruu
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Contact: <sip:psa.domain.com>;+g.3gpp.icsi-ref="urn %3Aurn-7%3A3gpp-
service.ims.icsi.omapush"; +g.oma.pusheventapp="wml .ua’
Accept-Contact: *; +g.3gpp.icsi-ref="urn%3Aurn-7%3A 3gpp-service.ims.icsi.omapush";

+g.oma.pusheventapp="wml.ua”

Call-ID: 390458126334871@998sdasdh09
CSeq: 198456 INVITE

Content-Type: application/sdp
Content-Length: ..

v=0

o=psa 2890844526 2890844526 IN IP4 domain.com

5=-

c=IN IP4 psa.domain.com

t=00

m=message 7654 TCP/MSRP *

a=setup: passive

a=sendonly

a=accept-types: application/vnd.oma.push

a=path: msrp://psa.domain.com:7654/a3cd20b8ae7f;tcp

a=file-transfer-id: a3cd20b8ae7f

a=file-selector: name:"pushid-a3cd20b8ae7f" type:ap plication/vnd.oma.push
size:4092 hash:sha-1:72:24:5F:E8:65:3D:DA:F3:71:36 :2F:86:D4:71:91:3E:E4:A2:CE:2E

2. The SIP/IP Core network forwards the SIP INVITEHe Push Receiver Agent.
SIP INVITE as forwarded to the Push Receiver Agent

INVITE sip:user@domain.com;gr=urn:uuid:f81d4fae-7de c-11d0-a765-00a0c91e6bf6 SIP/2.0
Via: SIP/2.0/TCP proxy.domain.com;branch= z9hG4bK123dsghds
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse

Max-Forwards: 69
P-Asserted-ldentity: <sip:psa@domain.com>

P-Called-Party-ID: sip:user@domain.com;gr=urn:uuid: f81d4fae-7dec-11d0-a765-
00a0c91e6bf6"

To: Bob <sip:user@domain.com>
From: <sip:psa.domain.com>;tag=49583
Supported: gruu

Contact: <sip:psa.domain.com>;+g.3gpp.icsi-ref="urn %3Aurn-7%3A3gpp-
service.ims.icsi.omapush”; +g.oma.pusheventapp="wml .ua”
Accept-Contact: *; +g.3gpp.icsi-ref="urn%3Aurn-7%3A 3gpp-service.ims.icsi.omapush";

+g.oma.pusheventapp="wml.ua”

Call-1D: 390458126334871@998sdasdh09
CSeq: 198456 INVITE

Content-Type: application/sdp
Content-Length:

v=0

o=psa 2890844526 2890844526 IN IP4 domain.com
S=-

c=IN IP4 psa.domain.com

t=00

m=message 7654 TCP/MSRP *
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a=setup: passive

a=sendonly

a=accept-types: application/vnd.oma.push

a=path: msrp://psa.domain.com:7654/a3cd20b8ae7f;tcp

a=file-transfer-id: a3cd20b8ae7f

a=file-selector: name:"pushid-a3cd20b8ae7f" type:ap plication/vnd.oma.push
size:4092 hash:sha-1:72:24:5F:E8:65:3D:DA:F3:71:36 :2F:86:D4:71:91:3E:E4:A2:CE:2E

3. The Push Receiver Agent analyses the SDP paranzeténeturns the agreed parameters by sending 2081P
“OK” response to the SIP/IP Core network. If thesRIReceiver Agent for some reason does not waattdept the
Push content, it sets the port number of the m@dia”) line associated with the file to zero.

SIP 200 OK as sent to the SP/IP Core

SIP/2.0 200 OK

Via: SIP/2.0/TCP proxy.domain.com;branch=z9hG4bK123 dsghds;received=192.0.2.1
Via: SIP/2.0/TCP psa@domain.com;branch=z9hG4bK776sg dkse;received=192.0.2.4
To: Bob <sip:user@domain.com;tag=456248

From: <sip:psa.domain.com>;tag=49583

Supported: gruu

Call-ID: 390458126334871@998sdasdh09

CSeq: 198456 INVITE

Contact: <sip:user@domain.com;gr=urn:uuid:f81d4fae- 7dec-11d0-a765-00a0c91e6bf6>;
+g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.ic si.omapush";
+g.oma.pusheventapp="wml.ua”

Content-Type: application/sdp
Content-Length: ..

v=0

0=bob 2890844656 2890844656 IN 1P4 domain.com

S5=-

c=IN IP4 userpc.domain.com

t=00

m=message 8888 TCP/MSRP *

a=setup: active

a=recvonly

a=accept-types: application/vnd.oma.push

a=path: msrp://userpc.domain.com:8888/9di4ea;tcp

a=file-transfer-id: a3cd20b8ae7f

a=file-selector: name:"pushid-a3cd20b8ae7f" type:ap plication/vnd.oma.push
size:4092 hash:sha-1:72:24:5F:E8:65:3D:DA:F3:71:36 :2F:86:D4:71:91:3E:E4:A2:CE:2E

4. The SIP/IP Core network forwards the SIP 200 "O&Sponse to the Push Sender Agent.

SP 200 OK as forwarded to the Push Sender Agent

SIP/2.0 200 OK

Via: SIP/2.0/TCP psa@domain.com;branch=z9hG4bK776sg dkse
P-Asserted-Identity: user@domain.com

To: Bob <sip:user@domain.com>;tag=456248

Supported: gruu

From: <sip:psa.domain.com>;tag=49583

Call-ID: 390458126334871@998sdasdh09

CSeq: 198456 INVITE
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Contact: <sip:user@domain.com;gr=urn:uuid:f81d4fae- 7dec-11d0-a765-00a0c91e6bf6>;
+g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.ic si.omapush";
+g.oma.pusheventapp="wml.ua”

Content-Type: application/sdp
Content-Length: ..

v=0

0=bob 2890844656 2890844656 IN 1P4 domain.com

c=IN IP4 userpc.domain.com

t=00

m=message 8888 TCP/MSRP *

a=setup: active

a=recvonly

a=accept-types: application/vnd.oma.push

a=path: msrp://userpc.domain.com:8888/9di4ea;tcp

a=file-transfer-id: a3cd20b8ae7f

a=file-selector: name:"pushid-a3cd20b8ae7f" type:ap plication/vnd.oma.push
size:4092 hash:sha-1:72:24:5F:E8:65:3D:DA:F3:71:36 :2F:86:D4:71:91:3E:E4:A2:CE:2E

5. The Push Sender Agent acknowledges the SIP 200 ‘f@¢fjonse with a SIP ACK request sent to the Siedre.
network

SP ACK as sent to the SP/IP Core

ACK sip:user@domain.com;gr=urn:uuid:f81d4fae-7dec-1 1d0-a765-00a0c91e6bf6 SIP/2.0
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse

Max-Forwards: 70

To: Bob <sip:user@domain.com>;tag=456248

From: <sip:psa.domain.com>;tag=49583

Call-ID: 390458126334871@998sdasdh09

CSeq: 198456 ACK

Content-Length: 0

6. The SIP/IP Core network forwards the SIP ACK retjteshe Push Sender Agent.

SIP ACK as forwarded to the Push Receiver Agent

ACK sip:user@192.0.2.4 SIP/2.0

Via: SIP/2.0/TCP proxy.domain.com;branch= z9hG4bK12 3dsghds
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse
Max-Forwards: 69

To: Bob <sip:user@domain.com>;tag=456248

From: <sip:psa.domain.com>;tag=49583

Call-ID: 390458126334871@998sdasdh09

CSeq: 198456 ACK

Content-Length: 0

7. In this example, the Push Content is large enoagkduire chunking over multiple MSRP SEND requesitsl a
delivery success report is requested by Push Séart. The Push Sender Agent opens a TCP conndctithe
Push Receiver Agent, and then sends the first cbfidkta in a MSRP SEND request to the Push RecAiyent
using the MSRP session, including the Success Rbpader.

MSRP SEND as sent to the Push Receiver Agent

MSRP d93kswow SEND
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To-Path: msrp://userpc.domain.com:8888/9di4ea;tcp

From-Path: msrp://psa.domain.com:7654/a3cd20b8ae7f; tcp
Message-ID: 12339sdqwer

Byte-Range: 1-2048/4385

Success-Report: yes

Content-Type: application/vnd.oma.push

(first chunk of Push content)
------- d93kswow+

8. The Push Receiver Agent responds with an MSRP @00 to the first MSRP SEND request to the Push ®end
Agent using the MSRP session. Note that MSRP stppg@elining of SEND requests, i.e. the sendesdus have
to wait for a 200 “OK” to send the next chunk. Thisample shows the case in which pipelining isusad.

MSRP 200 OK as sent to the Push Sender Agent

MSRP d93kswow 200 OK

To-Path: msrp://psa.domain.com:7654/a3cd20b8ae7f;tc p
From-Path: msrp://userpc.domain.com:8888/9di4ea;tcp

------- d93kswow$

9. The Push Sender Agent sends the next chunk ofdat¥SRP SEND request to the Push Receiver Aganguhe
MSRP session.

MSRP SEND as sent to the Push Receiver Agent

MSRP op2nc9a SEND

To-Path: msrp://userpc.domain.com:8888/9di4ea;tcp

From-Path: msrp://psa.domain.com:7654/a3cd20b8ae7f; tcp
Message-ID: 12339sdqwer

Byte-Range: 2049-4385/4385

Success-Report: yes

Content-Type: application/vnd.oma.push

(last chunk of Push content)
------- op2nc9a$

10. The Push Receiver Agent responds with an MSRP @80 tn the second MSRP SEND request to the Push
Sender Agent using the MSRP session.

MSRP 200 OK as sent to the Push Sender Agent

MSRP op2nc9a 200 OK

To-Path: msrp://psa.domain.com:7654/a3cd20b8ae7f;tc p
From-Path: msrp://userpc.domain.com:8888/9didea;tcp

------- op2nc9a$

NOTE: Steps 9 and 10 will be repeated for the ramgichunks required to deliver the entire messkmgthis example,
two chunks were required.

11. As requested by the Push Sender Agent, the PudivRedgent sends a MSRP REPORT conveying thesstdtu
the received message.
MSRP REPORT as sent to the Push Sender Agent

MSRP dkei38sd REPORT
To-Path: msrp://psa.domain.com:7654/a3cd20b8ae7f;tc p
From-Path: msrp://userpc.domain.com:8888/9di4ea;tcp
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Message-ID: 12339sdqwer
Byte-Range: 1-4385/4385
Status: 000 200 OK

------- dkei38sd$

NOTE: In this example, a single file selector waedito delivery a single Push Content item. If ipldtfile selectors
had been included in the SDP offer, steps 7 thrdiugimay be repeated for delivery of the additidhah
Content items.

12. When the Push Sender Agent and the Push Receit Alg not need the MSRP session, the Push Semgaet A
sends a SIP BYE to SIP/IP Core network to discontiecMSRP session with the Push Receiver Agent.

S P BYE as sent to the SP/IP Core

BYE sip:user@domain.com gr=urn:uuid:f81d4fae-7dec-1 1d0-a765-00a0c91e6bf6" SIP/2.0
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse

Max-Forwards: 70

To: Bob <sip:user@domain.com>;tag=456248

From: <sip:psa.domain.com>;tag=49583>

Call-ID: 390458126334871@998sdasdh09

CSeq: 198457 BYE

Content-Length: 0

13. The SIP/IP Core network forwards the SIP BYE retjtethe Push Receiver Agent.

SIP BYE as forwarded to the Push Receiver Agent

BYE sip:user@192.0.2.4 SIP/2.0

Via: SIP/2.0/TCP proxy.domain.com;branch= z9hG4bK12 3dsghds
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse
Max-Forwards: 69

To: Bob <sip:user@domain.com>;tag=456248

From: <sip:psa.domain.com>;tag=49583

Call-ID: 390458126334871@998sdasdh09

CSeq: 198457 BYE

Content-Length: 0

14. The Push Sender Agent responds to the Push Redgjeet with SIP 200 "OK".

SP 200 OK as sent to the S P/IP Core

SIP/2.0 200 OK

Via: SIP/2.0/TCP proxy.domain.com;branch=z9hG4bK123 dsghds;received=192.0.2.1
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse

To: Bob <sip:user@domain.com>;tag=456248

From: <sip:psa.domain.com>;tag=49583

Call-ID: 390458126334871@998sdasdh09

CSeq: 2 BYE

Content-Length: 0

15. The SIP/IP Core network forwards the SIP 200 “O&the Push Sender Agent.

SIP 200 OK as forwarded to the Push Sender Agent

SIP/2.0 200 OK
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse
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To: Bob <sip:user@domain.com>;tag=456248
From: <sip:psa.domain.com>;tag=49583
Call-ID: 390458126334871@998sdasdh09
CSeq: 2 BYE

Content-Length: 0
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Appendix C. Response Code Interpretation (Informative)

When the Push Receiver Agent receives a SIP requesit generate a SIP response. The followindpl€al shows a
mapping between SIP response codes to the SIPregstnse scenarios. These response scenariosapae
interpretation of SIP response codes and guidarcapplications. Unless stated otherwise in thisuinent, response is
interpreted according to the rules in the SIP spation [RFC3261], and [RFC3428.

Scenario | SIP Push Method SIP Response code Description

1 SIP MESSAGE | -200OK Push request accepted

2 SIP MESSAGE | -400 bad request Push request rejected without specific
- 500 server internal error causes, retries allowed
- 503 server unavailable
- 603 decline

3 SIP MESSAGE - 403 Forbidden Push request rejected without specific
- 604 does not exist anywhere | causes, no retries

4 SIP MESSAGE - 408 request timeout Push requgsitesl because the

push message cannot be delivered to
the intended destination

5 SIP MESSAGE - 500 Server internal error. Pusliestrejected because the
push message is discarded due to
resource shortage

6 SIP MESSAGE - 415 Unsupported media type Pushestqejected, because the
content type cannot be processed

Table 1: Response codeinterpretation
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Appendix D. Interoperability with ICSI and IARI (Informative)

D.1 Introduction

Enablers using this specification to enable pustices may be deployed within 3GPP IMS networkshie case the
implementing enabler is considered a communicatermice which is identified through an IMS Commuatiion Service
Identifier (ICSI) within the IMS network.

More than one application of the same type mayonuar the same communication service. The IMS agfitio reference
identifier (IARI) is used to address the applicatinstance. For example it might be possible totweeMMS applications
on the same device.

An enabler utilizing SIP Push may itself have dif& resources (see Section 7.1) which needs &oltheessed. For example
in a hypothetical enabler “OMA Push 2.x”, an erd&nent of the OMA Push enabler as a SIP Push ingriéng enabler,
could provide Push message delivery service taiatyaof OMA enabler clients, e.g. browsers, MM&uots, IM clients,
device management clients, as currently supportedbOMA Push enabler. To use the services otk Push 2.x
enabler, other enablers and applications are assigiPush Application ID through OMNA. The OMA P&k enabler may
use the SIP Push-defined Push Resource Identifidientify the target application (equivalent irpase to the Push
Application ID), with the IARI identifying a partidar instance of a OMA Push 2.x Client operatinglmndevice, and the
ICSI identifying the OMA Push service itself.

The diagram below illustrates the addressing ofiegjons via the Push Resource Identifier.

Push Push
Resource IARI ICSI ICSI IARI Resource
Identifier Identifier

. Resource 1
Enabler ) 1
R 1 e @ ‘
esource R Application 1 Enabler T Enabler A EI’_"abt!e" | [
(including < = (including pplication - Resource 2
3
Enabler Push Sender o Push Receiver
Resource 2 P Application 2 Agent) 9 Agent) Er.]abl.er <
@ Application 2 . Resource 1

Figure8: ICSI, IARI and Push Resource | dentifier usage

Only the usage of the Push Resource Identifigpésigied in this specification. However, if an eleabs deployed in an IMS
environment the ICSI, IARI and Push Resource Idientmay be used together.

D.2 Examples

This simple Example shows the use of ICSI, IARI #maPush Resource Identifier coexistent within pugh request
utilizing the SIP MESSAGE method. The IARI and fhgsh Event Id are sent as feature tag paramettris whe Accept-
Contact header. The ICSl is sent in the P-Prefeseice/P-Asserted-Service header.
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MESSAGE sip:user2@domain.com SIP/2.0

Via: SIP/2.0/TCP userlpc.domain.com;branch=z9hG4bK?7 76sgdkse
Max-Forwards: 70
P-Preferred-Identity: "John Doe" <sip:john.doe@home 1.net>

From: sip:userl@domain.com;tag=49583
To: sip:user2@domain.com

Accept-Contact; +g.ims.app_ref="<urn:urn-7:3gpp-application.mmsua+f.oma.pusheventappp="mms.ua”
Call-ID: asd88asd77a@1.2.3.4

CSeq: 1 MESSAGE

Content-Type: text/plain

P-Preferred-Service: urn:urn-7.push

Content-Length: 18

SIP/2.0 200 OK

Via: SIP/2.0/TCP proxy.domain.com;branch=z9hG4bK123 dsghds;received=192.0.2.1
Via: SIP/2.0/TCP userlpc.domain.com;branch=z9hG4bK?7 76sgdkse;received=1.2.3.4
P-Asserted-ldentity: "John Doe" <sip:john.doe@homel .net> From:

sip:userl@domain.com;tag=49394

To: sip:user2@domain.com;tag=ab8asdasd9
Call-ID: asd88asd77a@1.2.3.4

CSeq: 1 MESSAGE

P-Asserted-Service: urn:urn-7.push
Content-Length: 0
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Appendix E.  SIP/IP Core Network Considerations

The SIP Push Architectural Model, specified in [[®Bl?Arch], specifies the SIP/IP Core network funicéil requirements
for using SIP Push. Two SIP/IP network architeduhat meet these requirements are considereddydtsion of the
document. They include the 3rd Generation PartigRtoject (3GPP) IP Multimedia Subsystem (IMS) &émel Third
Generation Partnership Project 2 (3GPP2) Multim&tbenain (MMD). Additional requirements and consiténs for
implementing SIP Push within these architecturesspecified in the following sub-section. Other/8PRCore network
Architectural considerations may be added in theréu

E.1 3GPP IMS and 3GPP2 MMD Network Architectures

Within the context of 3GPP IMS and 3GPP2 MMD netkgoISIP Push should be considered as the primacianésm for
push-based services. When the SIP/IP Core netvariplies with the 3GPP IMS or 3GPP2 MMD specificatipthe
following additional requirements and consideragionthe following subsections apply.

E.1.1  Architecture Compliance

The Push Sender Agent and Push Receiver Agent SHAbiply with the 3GPP IMS or 3GPP2 MMD requirements
mechanisms and procedures, such as session datadnis according to rules and procedures of [3GBR4.229] and
[3GPP2 X.S0013-004-A], respectively. Specifically:

» The P-1 reference point defined for the Push Recedgent SHALL conform to the Gm reference pointantthe
Push Receiver Agent is implemented on the UE, ¢ineédSC interface when the Push Receiver Agent is
implemented on an Application Server, as speciiid@GPP TS 23.228] and [3GPP2 X.S0013-002-A],
respectively.

» The P-2 reference point defined for Push Sendenfggall conform to the ISC interface as definefB@BPP TS
23.228] and [3GPP2 X.S0013-002-A], respectively.

E.1.2 Registration Procedures

In order for the Push Sender Agent to be awareref@istration request (SIP REGISTER) from the PRebeiver Agent,
when implemented on the UE, the SIP/IP Core netwarkinitiate a third-party REGISTER request upegeiving a
registration request from the Push Receiver Agéath third party registrations can be triggerecctam filter criteria set
for REGISTER requests that indicate support for BlBh as specified in [3GPP TS 23.228] and [3GPBRXL3-002-A].
Alternatively, the Push Sender Agent can subsddlibe “reg” event package as specified in [3GPR4.229] and [3GPP2
X.S0013-002-A].

E.1.3 Security Considerations

The 3GPP IMS and 3GPP2 MMD Network Architecturesvmte for mutual authentication and integrity paiiten between
the Push Receiver Agent (when implemented on adoB)the Push Sender Agent (if implemented as partrasted
network element), as well as confidentiality preime of SIP signalling. Access network securityuigments to accomplish
these are specified for 3GPP IMS and 3GPP MMD @®HB TS 33.203] and [3GPP2 S.R0086-0], respectilrigr- and
Intra-domain security procedures for accomplistiagure communication between trusted network elenigspecified in
[3GPP TS 33.210] for 3GPP IMS and [3GPP2 S.RO0Z6+03GPP MMD.

Specific requirements are listed below:

» Push Sender Agents (in the role of an Applicatierv&r) and Push Receiver Agents (implemented oJther as
part of an Application Server) in 3GPP IMS netwo8t$ALL comply with all applicable security requiremts and
procedures, such as mutual authentication, in [3G®B3.203], [3GPP TS 33.210] and [3GPP TS 24.8#9]
3GPP IMS, and [3GPP2 S.R0086-0] and [3GPP2 X.S@OP3A] for 3GPP MMD.

* When the Push Sender Agent, in the role of an INdgligation Server, is not part of a trusted netweldment
(intra-domain security is not sufficient), it SHODlauthenticate and establish secure communicatiRsoxies or
Push Receiver Agent as specified in [3GPP TS 33@2tBGPP IMS and [3GPP2 S.R0086-0] for 3GPP MMD.
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» It SHALL be possible to assert the Push Sender Agriden it is acting as the originating user agbynthe SIP/IP
Core network, as specified in [3GPP TS 24.229][8@@&PP2 X.S0013-002-A] for 3GPP IMS and 3GPP2 MMD,
respectively.
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Appendix F.

Static Conformance Requirements

The notation used in this appendix is specified@PPROC].

F.1 Client Conformance Requirements

The table below enumerates the client conformaageirements. A client being a Push Receiver Agésthes to receive

Push Content.

Item Function Reference | Requirements
SIPPUSH-PRA-C- | Support receive Push Content | 8 (SIPPUSH-PRA-C-003-0O OR
001-M from the Push Sender Agent SIPPUSH-PRA-C-004-0)
SIPPUSH-PRA-C- | Register to the SIP/IP Core 6
002-M network
SIPPUSH-PRA- SIP MESSAGE method (Pager | 8.1.1
C003-0 Mode)
SIPPUSH-PRA- SIP INVITE & MSRP methods | 8.2.1
C004-0 (Session-Mode)
SIPPUSH-PRA- Capability Delivery (SIP 5.1
C005-0 OPTIONS method)
F.2 Server Conformance Requirements

The table below enumerates the server conformapeérements. A server being a Push Sender Agehewi® send

content.

Item Function Reference | Requirements

SIPPUSH-PSA-S- | Creating push request to deliver| 8 (SIPPUSH-PSA-S-002-0O, O

001-M the content to the push receiver SIPPUSH-PSA-S-003-0)
agent

SIPPUSH-PSA-S- | SIP MESSAGE method (Pager | 8.1.2

002-0 Mode)

SIPPUSH-PSA-S- | SIP INVITE & MSRP methods | 8.2.2

003-0 (Session-Mode)

SIPPUSH-PSA-S- | Capability Reception (SIP 5.2

004-O

OPTIONS method)
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