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1. Scope

This Enabler Release (ER) document is a combinedrdent that includes requirements, architecturetecithical
specification of the Social Network Web (SNeW) Eeab

The SNeW Enabler scope covers the following items:

» the requirements and reference architecture tovatiteroperability between clients and servers sander-to-server
federation of OMA Compliant SNs, supporting at tfaatures such as:

o profile discovery;
0 publication and sharing of contents, activities eggktions;

» the interface between a SNEW Client entity and &®NServer entity (intra-domain or UNI) that supgdhe
above identified features;

» the interface between SNEW Server entities (intemndin or NNI) that supports the above identifieatfees;

» aset of Device APIs and Network APIs, to easitggmnate OMA Compliant SN with external applicatipas well
as an appropriate privacy framework to control asde information through these APIs;

» aset of guidelines to reuse existing OMA enalfi@rproviding additional features (e.g. profile sgrausing OMA
MSF);

In particular, with respect to interface specifioat it is in the scope of this Enabler:
» to consider referencing OStatus-related specifioatiin particular for server-to-server interacsion
» to consider referencing OpenSocial Social APIgadrticular for client-server interactions;
» to consider referencing OpenSocial JavaScript ARBIBevice APls;
» to consider reusing OAuth 2.0 and related spetifina as privacy framework for APIs;

» to consider reusing OMA Push enabler to suppoifications to SNEW Client entities (e.g. for reacts delivery,
private message delivery, user status notificagoc),

Connections with External SNs are expected (thraajbways implementing proprietary interfaces)thatdefinition of
which External Social Network will be interconnattf@nd how) is out-of-scope of this activity.

SNeW Enabler will reuse as much as possible egiséohnologies.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Aggregation This is defined as the ability to connect to Exéi®ocial Networks using the SN service specific
credentials to access information related to fréefedg. status, contact details, activities) veaeRposed
interfaces. Aggregation in SNs is related to onlydund interaction.

Cross-posting This is defined as the ability to connect to Exééi®ocial Networks using the SN service specific
credentials to share information (e.g. status, a)eda the exposed interfaces. Cross-posting iniSNs
related to only Outbound interaction.

External Social Network A social network that is not-OMA Compliant and madeilable through either proprietary or non-
proprietary mechanism and/or interfaces

Federated Social This is defined by a set of social networks tharelsome level of trust or set of rules, data fesraad
Networks protocols, while, each social network retains s @dministrative control and structure. The tarsset
of rules binding the social networks govern theinfation that can be shared/searched/exchangedgamon
users who are part of the respective social network

Inbound/Outbound Inbound interactions relate to the concept of Aggt®n of activities, reactions and media from Exad

interactions Social Networks, making thus possible to allow sgbat own accounts on multiple External SNs to
access aggregated information about their frieeds €ontact information, activities) on these roeks.
Outbound interactions, on the opposite, relatéeoability of Cross-posting activities and/or meidia
multiple External SNs. In this way, users couldgooially share their activities over all their Extal SNs
at once.

OMA Compliant Social This is defined as a social network that conforonhe SNeW Enabler, essentially to ensure seamless
Network interoperability and satisfaction of various actiora social network. OMA Compliant Social Networks
are natively Federated Social Networks.

3.3 Abbreviations

API Application Programming Interface
IRI Internationalized Resource Identifier
JSON JavaScript Object Notation

MSISDN Mobile Subscriber ISDN Number
MSRP Message Session Relay Protocol
NNI Network to Network Interface

OMA Open Mobile Alliance

SN Social Network

SNEW Social Network Web

SNS Social Network Service
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SSL
TLS
UNI
URI
URL
XML

Secure Sockets Layer
Transport Layer Security
User to Network Interface
Uniform Resource Identifier
Uniform Resource Locator

Extensible Markup Language
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4. Introduction

Thanks to Web 2.0 technologies, the World Wide Was turned into a social space, moving from docutigs to people
links. Individuals and organizations are now linlkedl leverage on user-generated content, commsjmitworking and
social interaction.

Whilst the Web is becoming increasingly social igbegetworking itself is heavily fragmented duethe multitude of
disparate services that are popular among users.

The existing hundreds of social network sites add on the Internet are based on centralisedtésblystems and works
standalone, ignoring other siblings, implementirfgvalled garden” approach. Users on one Social NetWSN) cannot
(easily) interact with users on another Social Neknand people will often have to sign up for anamt on multiple SNs to
keep in touch with different groups of friends.

Unfortunately, or fortunately, there is no singbeial graph (or even multiple which interoperatettis comprehensive and
decentralized. Rather, these several dispersel gpajghs are often operated by a single compamgetmes small and with
unproven record. This inconvenience ultimately itissn a few very large networks with an inordinataount of control
over peoples’ most personal data and a lack ofcehand privacy for users.

In this regard, such walled gardens are data gilese user data can easily be inserted, but omlyssed and manipulated
via proprietary interfaces for humans and machimbs further prevents users from moving easilyrfrone SN provider to
another as their social data cannot be sharedsanets/orks.

The SNeW Enabler aims at allowing large-scale deptmnts and interoperability of SNEW Clients and SWNEervers in a
timely manner, further guaranteeing social netwiederation so that users can easily communicate wgiérs on other SNs
and migrate their data. In particular, this docutmeéentifies a coherent subset of functionalitipsdfic to SNeW
representing a core specification.

The Figure 1 shows the overall ecosystem relat&btial Network Web Enabler. In particular, theryséthin the red
circle) owns an account on a specific OMA Complight (“his/her SN"), and interacts with users beloggither to his/her
SN, or to another OMA Compliant SN, or to an Ex&®8N through the gateway functionality. Users asc&NeW
functionalities through multiple devices, eachtafh capable of running multiple applications.

""""""""""""""""""""""" Other OMA

His/her SN ;
It is the OMA Compliant Compliant SN

SN where the user has
his account

Devices

Applications

Figure 1: Social Network ecosystem.
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4.1 Value Chain

In the ecosystem of mobile social networks, therimperability will effectively connect all dots teidner and benefit all
stakeholders in the value chain. The aspects dbtlueal Network Web (SNeW) value chain are provigeBigure 2.

‘ - OMA Compliant
SN Provider
J /
[E— |:|
Q@D

Terminal
Provider

User

Developers

Figure 2: Social Network Web Value Chain

Users (Subscribers / end users) will have morenptand freedom to use the mobile social netwankicas which they feel
more valuable without having to switch operatorglevices. Users and their friends will be ablenteriact with each other
more conveniently across mobile social networks.

OMA Compliant SN providers (e.g. operators) wilveanore customer loyalty and will be able to retaistomers by
letting subscribers communicate with friends acdifferent social network services. Furthermore, ®®ompliant SN
providers will also be able to increase their costobase and improve ARPU by offering unique, déftiated value of
their mobile social network service to subscribBtatform migration across vendors will be seamtessore features. At
same time, they will be able to differentiate thadfiering by providing rich appealing features witla single social network,
whilst all of them offering basic and common infgecable features.

Terminal providers will be able to provide devidkat can connect to all social network servicesspective of the operators
and Service Providers. Thus, they will benefit fromstomer loyalty, lowering the development cdstrsening the time to
market, and increasing the market share by outhegthe broader market.

Application providers will be able to access endrsissocial data from the mobile social networkisttenabling them to
provide richer services and applications to attlaetuser and thereby generate revenue.

Developers will also benefit this value chain bgyding richer applications or widgets accordingite mobile social
network APIs. It will be for example possible toaarge an application store combined with mobiléaowtwork for
expanding the usage of the applications and widgets

4.2 Version 1.0

The version 1.0 of the SNeW Enabler SHALL coveleast:
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« the interoperability between clients and servessarver-to-server federation of OMA Compliant Sslgpporting
at least features such as:

o profile discovery;
0 publication and sharing of contents, activities eggttions;

» aset of Network APIs, to easily integrate OMA Cdianpt SN with external applications, as well asagpropriate
privacy framework to control access to informatibrough these APIs
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5. Requirements (Normative)

This section identifies the requirements neceskarthe Social Network Web Enabler to support emeitd interoperability
across different devices, networks, service pragidad network operators.

The requirements below are related to the Use Giesmsibed in Appendix B.

5.1 High-Level Functional Requirements

This section identifies the high-level functionafuirements for the Social Network Web Enabler.

Label Description Release
SNEW-HLF- The SNeW Enabler SHALL allow a user to performeatst the following activities: | 1.0
001 « posting a text (e.g. update his status, write g plast);

» upload a multimedia content (e.g. image, videoj@ud
e share alink (e.g. video link, audio link, webgitk);
» perform check-in (e.g. check-in a place).

Informative Note: additional domain specific activities (e.g. sbdi¥, social
gaming) may be defined/supported together withrodA enablers.

SNEW-HLF- The SNeW Enabler SHALL allow a user to performeaist the following reactions | 1.0
002 on existing activities:

o like;
* share;
e« comment.

SNEW-HLF- The SNeW Enabler SHALL allow a user to follow/uéat another user’s activities 1.0
003 and reactions on his/her SN.

SNEW-HLF- The SNeW Enabler SHALL allow a user to follow/uéat another user’s activities 1.0

004 and reactions on another OMA Compliant SN.
SNEW-HLF- The SNeW Enabler SHALL allow a user to performatiis and/or reactions in 1.0
005 relation with at least the following entities:

e user;

e content;

* place.
SNEW-HLF- The SNeW Enabler SHOULD allow a user to perfornivdds and/or reactions in | 1.0
006 relation with at least the following entities:

° group;

e event.
SNEW-HLF- The SNeW Enabler SHALL allow a user to be identifierough a globally unique | 1.0
007 identifier across OMA Compliant SNs through the afat least one of the following

form:
* MSISDN;

* Email-like address (user@domain).

SNEW-HLF- The SNeW Enabler SHALL allow notifying users ("pishode) of activities or 1.0
008 reactions they are related to (e.g. friend updgiesre tagging notification,
comment received, etc), including activities orctems from users of other OMA
Compliant SNs.

SNEW-HLF- The SNeW Enabler SHOULD support interacting withidemal SNs in Inbound 1.0

009 and/or Outbound directions (gateway functionality).
SNEW-HLF- The SNeW Enabler SHALL provide means for userdtwes links when browsing | 1.0
010 external websites (e.g. through a “share” button).
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SNEW-HLF-
011

The SNeW Enabler SHOULD allow a user to enquireuh which users he/she ¢
contact another user within his/her SN.

Informational Note: User A would like to get acquainted with UserlBer A has a

friend User 1, who is also a friend of User 2, &ls@r 2 is in the friend list of User 3.

User 3 knows User B very well. Thus, we have thiefang user chain:

User A -> User 1 -> User 2 -> User 3 -> User B.

With this user chain, User A will be able to beaduced to User B.

The internal process of how these users in thendrai identified is out of scope

a-uture
Release

SNEW-HLF-
012

The SNeW Enabler SHALL allow a user to exchangegbe one-shot messages wi
one or more other users on his/her SN.

Informational Note: One-shot messages refer to messages sent teeans#r not
related to a conversation session. On the other s@hversation messages enable
users to exchange messages in a conversationrsessio

tH.0

SNEW-HLF-
013

The SNeW Enabler SHOULD allow a user to exchangef®m one-shot messages

Future

with one or more others users on other OMA Compl&ix.

Release

5.2

High-Level Management Requirements

This section identifies the high-level managemenquirements for the Social Network Web Enabler. détailed
requirements are further identified in the follogisections according to the detailed functionstitled.

5.2.1 User Management Requirements
Label Description Release
SNEW-UMG- The SNeW Enabler SHALL allow a user to performfiiowing actions: 1.0
001 » Create an account and obtain an identity on an G@\Apliant SN;
» Delete his/her account and all related informamxy. profile, activities)
from his/her SN.
SNEW-UMG- The SNeW Enabler SHALL allow a user to delete djpeattivities and reactions | 1.0
002 he/she performed previously.
SNEW-UMG- The SNeW Enabler SHOULD allow a user to updateatiivities and reactions 1.0
003 he/she performed previously (e.g. the user hasadpld an image with a misspelled
titte and he/she wants to fix the title).
SNEW-UMG- The SNeW Enabler SHOULD allow to search for a identity within an OMA 1.0
004 Compliant SN, e.g. based on email, name, or otttiélate.
SNEW-UMG- The SNeW Enabler SHALL support user's profile tallszovered across OMA 1.0
005 Compliant SNs based on user identity and accoridingger’s privacy settings.
SNEW-UMG- The SNeW Enabler SHOULD allow a user to block réioepof specific or all Future
006 information/messages: Release
- from specific users
- from specific OMA Compliant SNs
- from specific External SNs
Informational Note: the exact set of information/messages to be eldik FFS
SNEW-UMG- The SNeW Enabler SHOULD allow a user to exportit@ssocial information (e.g. | 1.0
007 profile, content, activities) from an OMA Complia®N and import it into the same
or another OMA Compliant SN
5.2.2  Generic Management Requirements
Label Description Release
SNEW-GMG- The SNeW Enabler SHOULD allow a user to report elinappropriate activities, | 1.0
001 reactions, content, users and applications progidineason for the report.
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5.3 Gateway Requirements

This section identifies the detailed gateway rezmients for the Social Network Web Enabler. Thegairements are only
applicable when the gateway functionality is supgabias in SNEW-HLF-009.

Label Description Release
SNEW-GWR- The SNeW Enabler SHALL allow a user to associaséhler identity on External SNs1.0
001 with his/her SN account.

SNEW-GWR- | The SNeW Enabler SHALL allow a user to delete tbepaiation between his/her | 1.0
002 identity on External SNs and his/her SN account.
SNEW-GWR- The SNeW Enabler SHALL support importing/aggregatn least the following 1.0
003 information from the External associated SNs, wéigoported by the External SNs
e user own activities (e.g. status update, link sttgrétc) and reactions (e.g.
comments, replies, mentions, etc.)
» friends activities and reactions.
SNEW-GWR- The SNeW Enabler SHALL allow a user to select ExdeSNs for Outbound 1.0
004 interactions.
SNEW-GWR- | The SNeW Enabler SHALL support performing at l¢hetfollowing actions 1.0
005 towards the selected External SNs, when suppostédebExternal SNs:
* posting user own activities (e.g. status updaté,$haring, content upload,
etc) and reactions (e.g. comments, replies, mesitietc.).

5.4 Device related Requirements

This section identifies the requirements for theickeside of the Social Network Web Enabler relatethe support of
multiple applications running in a device that rat with SNs. The interactions with External SKs anly applicable when
the gateway functionality is supported as in SNEWFHD09.

Label Description Release
SNEW-DEV- The SNeW Enabler SHALL allow different applicatiomsning in a device to 1.0
001 bidirectionally communicate with OMA Compliant Siisd, provided that the

gateway functionality is supported, with ExternalsS
SNEW-DEV- The SNeW Enabler SHALL rely on a component on ek, which centralizes | 1.0
002 communications between device applications an®ifé& Compliant SN and
(through the gateway functionality) External SNs
SNEW-DEV- The SNeW Enabler SHALL rely on a component on tiak to locally cache 1.0
003 information uploaded to or downloaded from an OM#ntpliant SN / External SN
to make it available to local device applications.
SNEW-DEV- When a device application requests information 3NeW Enabler SHALL ensure | 1.0
004 that the component on the device first accessedlyorached information on behalf
of the device application, subject to the poligiegvant for that specific application,
prior to have it retrieved from the network.
SNEW-DEV- When the component on the device receives infoondtom the OMA Compliant | 1.0
005 SN, the SNeW Enabler SHALL ensure that:
- when the information relates to a deleted actilbat action is deleted from the locgl
cache so that it is not available anymore to Ideaice applications;
- when the information relates to an updated actiwet action is updated in the local
cache so that its new version becomes availabitetd device applications.
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SNEW-DEV- The SNeW Enabler SHALL rely on a component on tidak to queue user’'s 1.0
006 activities and reactions when offline (or inaccekstue to server problems) and
process them automatically when back online (oessible) removing them from the
gueue when processed, based on user preferences.
SNEW-DEV- The SNeW Enabler SHALL allow the user to managg. (@move, edit) items from| Future
007 the activities and reactions queue on the device. Release

5.5

Device APl Requirements

This section identifies the requirements for thei&ldNetwork Web Enabler related to Device APlseTiteractions with
External SNs are only applicable when the gatewagtionality is supported as in SNEW-HLF-009.

SNEW-DAPI- | The SNeW Enabler SHALL mutually authenticate wittvide applications willing tq Future
001 use the SNeW Device API. Release
Informational Note: mutual authentication means that device appbaoati

authenticate themselves to certify their origin el SNeW Enabler component on
the device also certifies its authenticity
SNEW-DAPI- | The SNeW Enabler SHALL provide a Device API to @evapplications that allows| Future
002 them to specify which kind of information/notifiéans it wants to receive and whichRelease
kind of activities it wants to perform (see SNEW{HD01 to SNEW-HLF-004)
from/towards each OMA Compliant SN / External SN.
SNEW-DAPI- | The SNeW Enabler SHALL provide a Device API to alldevice applications to | Future
003 specify data traffic and time constraints (e.ggérency of polling or notifications | Release
from OMA Compliant SNs and External SNs), subjegbolicies (e.g. service
provider policies, device configuration policies).
SNEW-DAPI- | The SNeW Enabler SHALL ensure that device appbeetiusing Device API obtair] Future
004 user authorization for the requested interactisee SNEW-DAPI-002). Release
SNEW-DAPI- | The SNeW Enabler SHALL ensure that only authoridedice applications are ablg Future
005 to use the SNeW Device API. Release
SNEW-DAPI- | The SNeW Enabler SHALL provide a Device API to @evapplications that allows| Future
006 them to perform activities and/or receive inforroathotifications with OMA Release
Compliant SNs and External SNs
SNEW-DAPI- | The SNeW Enabler SHALL allow access to the SNeWi@eAP| to multiple Future
007 device applications simultaneously. Release
SNEW-DAPI- | The SNeW Enabler SHALL support callback mechanisnbke SNeW Device API:| Future
008 Release
- to allow device applications to register callbsck
- to callback device applications (based on previ@gistration).
Informational Note: Callback events consist of specific notificatibmessages from
OMA Compliant SNs, External SNs and local eventg.(eommunication failures).
5.6 Network APl Requirements
This section identifies the requirements for thei&ld\Network Web Enabler related to Network APIs.
SNEW-NAPI- | The SNeW Enabler SHALL provide a Network API torthparty applications that | 1.0
001

allows them to perform activities, reactions andémeive information/notifications
with an OMA Compliant SN.
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SNEW-NAPI- | The SNeW Enabler SHALL provide a Network API torthparty applications that | 1.0
002 allows them to specify which kind of informationwints to receive and which king
of activities and/or reactions it wants to perfqisee SNEW-HLF-001 to SNEW-
HLF-004) from/towards an OMA Compliant SN.
SNEW-NAPI- | The SNeW Enabler SHALL ensure third-party applmasi be authorized before | 1.0
003 interacting through the SNeW Network API.
SNEW-NAPI- | The SNeW Enabler SHALL ensure that third-party a@pions using the SNeW 1.0
004 Network API obtain user authorization for the resfed interactions (see SNEW-
NAPI-002) with an OMA Compliant SN.

5.7 Security and Privacy Requirements

This section identifies the requirements for thei&ldNetwork Web Enabler related to security anggmy. In particular,
such requirements encompass authentication, am#i@n and privacy mechanisms and settings.

Label Description Release
SNEW-SEC- The SNeW Enabler SHALL allow a user to define thgagey level of his activities | 1.0
001 or reactions to control visibility by other users;luding at least:

» Public: accessible by all users;

» Private: accessible only by the user owning thermftion

* Followers: accessible only by the user’s followers

Informational Note: other users can pertain to the same or another @GbiApliant

SN.
SNEW-SEC- The SNeW Enabler SHALL allow a user to grant ansbke permissions to external 1.0
002 applications (interacting with the SNeW Enablerptzess part or all of his/her own

related information, including activities and reans.

Informational Note: the exact definition of such permissions is FFS.
SNEW-SEC- The SNeW Enabler SHALL support authentication meras to authenticate 1.0
003 requests among the various SNeW components (egt-ckerver, server-to-server),

as well as with external applications interactirighwhe SNeW Enabler.
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6. Architectural Model

6.1 Dependencies

. The SNeW Enabler has the following dependencietsiter OMA Enablers:
 The OMA Push Enabler as described in [OMAPUSH] fDMAPUSH-PAP];

6.2 Architectural Diagram

The following diagram illustrates the Functionall@mnents and Interfaces of the SNeW Enabler.

_____ r—— — — — ™
| SNEW Enabled I | SNEW Enabled |
Device | Applications
Applications - -
Rty SNEW-2
SNEW-4
|— — — — A
SNEW-1 |
. > SNEW-3 | Other SNEW
SNEW Client < SNEW Server < | Server |
SNEW-5 L _I
|
I
r——3X1——-
| External SNs | :| Component in scope of SNeW
Lo | o
I

Component out of scope of SNeW
—» Interface in scope of SNeW
~—~~% TInterface out of scope of SNeW

Figure 3: Social Network Web reference model

6.3 Functional Components and Interfaces definition

The SNeW Enabler consists of mandatory compon&NE&YW Server and SNEW Client) and interfaces expbgetiose
components. All other depicted components andfaxtes are not specified in this document, but hosva for a better
understanding of the interactions with the SNeW/iara

Both SNEW Server and SNEW Client are mandatorytfonal components of the SNeW Enabler.
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6.3.1 SNeW Enabler Functional Components
6.3.1.1 SNEW Server

The SNEW Server is a SNeW Enabler component residene network (outside the device) and is thigygpoint to the
enabler for all the requests coming from an SNEVErEI It represents the central node of an OMA Ciaanp SN that
federates with other OMA Compliant SNs.

It also exposes Network APIs t8 party applications (SNEW Enabled Applicationsptigh the SNEW-2 interface in order
to exchange social network service information estigd by these applications. Through SNEW-2 interftae SNEW
Server is responsible for handling requests fronrE8N\Enabled Applications related to local users @rrtds authority). As
such, the SNEW Server can reject requests relataders of other SN. However, depending on theraatithe required
information (e.g. the information required relates local user who has friends on other SNs)StREW Server can
interact with other federated OMA-Compliant SN ottdfnal Social Network.

The SNEW Server exposes SNEW-1, SNEW-2 and SNEWu3es SNEW-5 exposed by SNEW Client and SNEW-3
exposed by other SNEW Servers for federation.

When using the SNEW-5 interface, the SNEW Servey a€ Push Initiator when using OMA-PAP or as Pastver when
using PUSH-OTA.

The core function is the main functionality of tBRIEW Server responsible for providing mobile sonigtwork service to
the end user. As user social data centre, it pesvidanagement features for user accounts andcaisadtya& reactions
(including content management), and the relatedsscto this data to third party applications basedser permissions. It
provides native federation features with other SN&&Wers, allowing “local” users to interact witbeus on other OMA
Compliant SNs.

The gateway function is an optional functionaliggponsible for interacting with External SNs. labkes users to
interconnect with external SNs on which they alyelagve an account (e.g. Facebook, Twitter) usiegtioprietary
interfaces of such networks.

The gateway function supports inbound interactiorsggregate activities, reactions and media framerfBal networks, and
outbound interactions for the ability of cross-frogtactivities and/or media to multiple ExternalShh this sense the
gateway function implements the required protocala@a format translation capabilities in relatioihvthe supported
External SNs. It also provides the related managémeatures so that users can associate theirl*lacaount with their
account on External SNs.

6.3.1.2 SNEW Client

The SNEW Client is a SNeW Enabler component residerthe device, which enables the user to cortodtie SNEW
Server of an OMA Compliant SN and interact withresen the same or other OMA Compliant SNs, or oteial SNs (if
the gateway function is provided by the SNEW Server

It has the responsibility for interacting bidirextally with SNEW Server to exchange social netwswivice information, by
using SNEW-1 interface exposed by the SNEW Semérgy exposing SNEW-5 interface to receive pusifinations,
acting as a Push Client in case there is no PughtGh the device.

It also exposes Device APIs t& party device applications (SNEW Enabled Device lagions) through the SNEW-4
interface in order to exchange social network serimformation requested by these applications.IHEW Client is
responsible for providing the appropriate inforrmatto each SNEW Enabled Device Application basetherinformation
requested by them and the authorization from tlee. us

The SNEW Client caches information coming from SNEWAbled Device Applications, in addition to pogtitto the
SNEW Server, in order to make it available to atheointerested SNEW Enabled Device Applicatiortt@same device,
without the need to download this piece of inforimrafrom the SNEW Server later on.

Thus the information provided by the SNEW Clienthe SNEW Enabled Device Applications may comeegiftom the
SNEW Server or from information locally cached. Teeision on whether providing cached informatiod@wnloading it
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from the SNEW Server is up to the SNEW Client, base policies relevant for that specific applicati@.g. requested by
the application itself or enforced by service pdavipolicies).

Furthermore, when receiving requests from SNEW kEtbbevice Applications to be sent to the SNEW 8erthe SNEW
Client relies on the cache to temporarily queuerimfation prior to send it to the SNEW Server, foaraple to defer the
request until back online (in case of server omeativity problems) or for throttling purposes (eggulate bandwidth over
the air).

6.3.2  Entities External to the SNeW Enabler (Inform  ative)

6.3.2.1 SNEW Enabled Applications
SNEW Enabled Applications represefitBarty applications using the SNEW Network APIs@sgul by an SNEW Server.

These SNEW Enabled Applications typically requiveng social network service information for theieogtion and obtain
it by interacting with an SNEW Server. SNEW Enabigplications choose the target SNEW Server teratt with based
on the user on whose behalf they act (e.g. théfroaiative SNEW Server), based on the target gyef(interest or based
on local policies.

Examples of SNEW Enabled Applications are web a&pfibns running within a user agent, web applicegtinunning on an
external server or server native applications.

6.3.2.2 SNEW Enabled Device Applications

SNEW Enabled Device Applications represefiparty applications residing on the device usirgg$INEW Device APls
exposed locally by the SNEW Client.

These SNEW Enabled Device Applications typicallyuiee some social network service information fait operation and
rely on the SNEW Client on the device to interatbehalf of a user with the SNEW Server correspamthh that user. Thus
the SNEW Client relieves the various SNEW EnablediBe Applications running in the same device fiomplementing
social network-related functionalities singularhydaoptimizes their operation.

Examples of SNEW Enabled Device Applications argcdbed in section B.4 and include web applicatiamsing within
the device’s user agent or device native applioatio

6.3.2.3 Other SNEW Server
Other SNEW Server represents a peer SNEW Senrvigy batonging to another OMA-Compliant SN.

6.3.2.4 External Social Networks

See definition.
6.3.3 Interfaces definition

6.3.3.1 SNEW-1

This interface is exposed by the SNEW Server. Uisisd by the SNEW Client to interact with the OMangpliant SN for
performing some core functionalities related to iteosocial networking, covering: user authenticatiauthorization, user
information management (e.g.post and retrieve itieivand/or reactions, user account managemeyypjcally, interactions
from SNEW Client to SNEW Server over this interface triggered by SNEW Enabled Device Applications.

6.3.3.2 SNEW-2
This interface is exposed by the SNEW Server to#itevork-side SNEW Enabled Applications. SNEW-2eargv

® expose a Network API to access and manage usemafion (e.g. retrieving user activities and/orcténs)
® share links from external websites,

® allow users to export and/or import their persanfdrmation.
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6.3.3.3 SNEW-3

This interface is exposed by the SNEW Server tero8NEW Servers for realizing the federation betw@MA Compliant
SNs. It enables the activity, reactions and megthange between two different OMA Compliant SNs.

As such, this interface is both exposed, and use@NEW Servers.

6.3.3.4 SNEW-4

This interface is exposed by the SNEW Client to B3NEnabled Device Applications running on the deyvamording to
their specific needs and permissions. As such, SNEpresents a Device API to support SNEW Enablexce
Application access and manage user information &MEW Client.

Informational Note: The technical definition of SNEW-4 interface issgmoned to a future release.

6.3.3.5 SNEW-5

This interface is exposed by the SNEW Client angsisd by the SNEW Server to push natification/infation (e.g. content,
user activities, reactions) to the SNEW Client.
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7. Interface Definitions

7.1 SNEW-1

SNEW-1 SHALL follow the REST protocol of the Opert&d Social API Server Specification [OS-Social-ARith the
clarifications provided below.

With specific reference to [OS-Spec] section 4

- SNEW Servers SHALL act as Social API Server and MY as OpenSocial Container

- SNEW Clients SHALL implement the Social APl Sergeecification as client to interact with SNEW Sesve
In particular, SNEW Servers and SNEW Clients SHAldnform to [OS-Social-API] with the following cldigations:

- SHALL support the creation and deletion of relasioips and of a person, and SHOULD support the epofat
person (relationships) properties, according to-gaSial-API] section 2.1. See section 7.1.1 for endetails about
this functionality.

- SHOULD support the Groups Service according to fa8ial-API] section 2.2. When supported, SNEW Sarve
and SNEW Clients SHALL support the creation ancttieh of groups.

- SHALL support the deletion of activity entries, 8BHOULD support the update of activity entries,ading to
[OS-Social-APl] section 2.3. See section 7.1.2nfimre details about the support of the ActivityStneeService,
including for uploading content.

- SHALL support the Messages Service according to-$o8&al-API] section 2.7. In particular, SNEW Sexvand
SNEW Clients SHALL support the retrieval and deletdof messages and SHOULD support the update cfages.

In addition, the following functionalities SHOULDelsupported by SNEW Clients and SNEW Servers:

- The abuse reporting functionality and the relateshagement. When supported, this functionality SHAlkeL
implemented as part of the ActivityStreams Servameording to section 9.2.4.1 at least on the ¥ahig object

(I ITH LTS

types: “activity”, “image”,

video”, “person” anddpplication”.
- The Gateway functionality according to section#..1.
- The setup of subscriptions according to sectiorb7.1

Furthermore, when referring to identifiers over SN as OpenSocial “Global-1d”, SNEW Clients & SNES¥rvers
SHALL support IRIs as a valid Global-Id format (inding user identifiers according to section 9.1),1also in order to be
consistent with the other protocols and/or formestsd in this specifications that rely on URI/IRssgdobal identifiers.
Support for the Global-Id format defined in [OS-EdData] section 2.8 is NOT RECOMMENDED.

SNEW Clients & SNEW Servers SHALL support at ldgast“@all”, “@followers”, “@following”, “@friends’and “@self”
Group-Id values defined in [OS-Social-Data] secto.

Details on response codes and errors over SNEVE-fugther provided in section 7.1.6.

7.1.1  People Service support

7.1.1.1 Generic considerations

The following clarifications apply to the suppoft{®S-Social-API] section 2.1:
* When retrieving a person and/or a list of perssest{on 2.1.1 of [OS-Social-API]):

o each Person object returned SHOULD include the rmurab“followers”, “following” and “friends”
according to [AS-JSON-REPLIES] section 4, and SHOULclude the relationship indication, if any,
with the requesting user as per section 9.3.1
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o when retrieving the user’s own information, in cése Gateway functionality is supported, the Person
object SHOULD include the list of current connensawith External SNs for that user under the
“accounts” attribute, according to the format arteasions used in section 9.4.1

* When updating a relationship (section 2.1.3 of [&f#ial-API]) the REST-URI-Fragment SHALL contain a
Related-User-Id

* When creating a person (section 2.1.2.1 of [OS&a&dPl]) using Group-Id value “@self” the “id” and
“displayName” field values in the Person objecttia request body may indicate respectively a preferequested
user-id and display nhame subject to server policies

* When deleting a person (section 2.1.4 of [OS-Se&Ridl]) SNEW Servers and SNEW Clients SHALL support
requests with no REST-Request-Payload. In particula

o0 toindicate a specific relationship to be deleted, REST-URI-Fragment SHALL contain a Related-User-
Id. Note that after this deletion the initial useay still have other types of relationships with gtame
related user.

o when the REST-URI-Fragment does not contain angrattiormation than the Group-Id, that specific
relationship with all contacts under this group SHAe removed. Note that after this deletion théah
user may still have other types of relationshipthhe same related users.

See section 9.3 for further details related toRBeson objects exchanged over SNEW-1 through ¢hisce.

See Appendix G.1.5 for examples related to thigiser

7.1.1.2 Profile content upload

When creating or updating a person, some contamteofile picture) may need to be uploaded. This be easily provided
in two steps as follows. At step one, content i®aged by means out of scope of this specificatiam provides back a
reference to the newly uploaded content as URktép two, a Person object is subsequently publishettie People Service
containing the URI referencing the content alreaplpaded.

As such, the method of content upload defined atice 7.1.3 SHALL be supported by SNEW Clients &NEW Servers
over the People Service. This method allows uplogdine or more content contextually to the creationpdate of a profile
or relationship information.

7.1.1.3 Account management

SNEW Servers MAY apply restrictions and/or addidibsecurity mechanisms based on service providerig®when
creating and/or deleting a user account (e.g.ldisarequire out-of-band confirmation proceduregjuire HTTPS, etc). As
such, SNEW Clients MUST be prepared to receivearsgs informing that the request was acceptedZ@dyresponse
code) but is not yet completed and typically exmache out-of-band procedures for completion.

Furthermore, when a user requests to delete hisiataupon acceptance, SNEW Servers SHALL delételated user
information (including activities and reactions;)atinless there are legitimate reasons to retain it

SNEW Servers MAY also apply additional mechanisanddactivate (i.e. no longer visible to other usarsl/or delete user
accounts after a defined period of time. If so, 8N&ervers SHOULD notify users in some way befokingithese steps.

See Appendix J.3 for some specific user accouiattiore procedures.

7.1.1.4 Search

SNEW Servers SHOULD allow to search for a user thasesome attributes. When supported, SNEW Sefidr_L
support search at least over users that they matieggly (i.e. “local” users) and at least “disgame” attribute of the
Person object as search criteria.

Search requests are based on requests for retriavist of persons and SHALL further contain tlaegmeters “filterBy”,
“filterOp” and “filterValue” as defined in [OS-CorAPI] section 6.2.
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SNEW Servers MAY apply restrictions and/or addiibsecurity mechanisms to search requests bassereice provider
policies (e.g. disallow anonymous search requégls, users that are not searchable, etc). In p&ticSNEW Servers
SHOULD NOT make users searchable by default, urtfessse users give explicit consent to do so.

7.1.1.5 Group membership

Joining and leaving groups are considered as ogeati deleting relationships with that group, areel in section 7.1.1.1.
In particular, the group identifier SHALL be indted as Group-Id as specified in [OS-Social-APKegquested for indicating
the particular group of interest.

7.1.2  ActivityStreams Service support

The creation and update of an activity and/or atiea in the form of a ActivityEntry object as RE&Request-Payload
together with “application/json” MIME type MUST Iseipported by SNEW Clients and SNEW Servers as@8¢$ocial-
API] sections 2.3.2 and 2.3.3, with the clarificas provided in this section.

SNEW Clients & SNEW Servers SHALL comply to sectf@.3 for defining privacy settings and targetiandes of
ActivityEntry objects, i.e. to control the visiliii of activities and reactions by other users.

In case privacy information is omitted within artigity, the default setting of the activity’s tartge applied, based on the
service provider policy and/or user preferences.

Itis RECOMMENDED that default privacy setting factivities and reactions is restricted only to tisers, whom the actor
has explicitly approved relationships. For examgépending on the service provider policy, “frichdgy require explicit
approval of relationship requests whilst “followensay not, resulting in default activities beingcassible to “friends” only.

As specified by [OS-Social-API] section 2.3.2, wityi creation relates to metadata associated withcivity, without
considering uploading media (or generically conjtenntextually.

As such, activities related to content upload (pagting a video, attaching a picture to a plaes)twe easily provided in two
steps as follows. At step one, content is uplodnjecheans out of scope of this specification thatjotes back a reference to
the newly uploaded content as URI. At step twoAativityEntry object is subsequently published be ActivityStreams
Service containing the URI referencing the congenturl” parameter in the “object” of that ActiviEntry.

In addition, the method of content upload definedéction 7.1.3 SHALL be supported by SNEW Cliemtd SNEW
Servers. This method allows uploading one or morgent (e.g. media such as pictures, video, etafegtually to an
activity, thus allowing the creation of complexisities (e.g. including “targets”).

When updating an activity or a reaction (sectidh2of [OS-Saocial-APl]), the REST-URI-Fragment SHAfurther contain
an Activity-Id element in the form of an Objectadcording to [OS-Core-API] (i.e. "/activitystrearhklser-Id "/@self/"
Activity-1d) that references the specific activigtry to be updated.

See Appendix G.1.1 for examples related to thevitgfitreams Service.

7.1.3  Content upload

This method allows content to be uploaded contdlyttma JSON object (e.g. ActivityEntry, Persotijus providing the
maximum expressiveness in terms of informatiomadbject itself. This method is defined as follows

- The REST-HTTP-Method, REST-URI-Fragment and RESE@UParameters SHALL follow [OS-Social-API] as
for the creation or update of objects using thatesl Service

- The REST-Request-Payload SHALL be encoded as maditiplated as defined by [RFC2387] and SHALL conta
at least two body parts. as follows:

0 The JSON object SHALL be included into a body péth Content-Type header set to “application/json”.
References to the content parts in the JSON ofgegtin the “url” attribute in the “object” of an
ActivityEntry, or in the “thumbnailUrl” attributefca Person) SHALL be in the form of a 'cid:' URI as
defined by [RFC2392]
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o Content being uploaded SHALL be included into difg body part(s). Each of these parts SHALL
contain a Content-Type header set to the MIME tfpihe content being inserted (e.g. “image/jpeg”) i
that part, as well as a Content-ID header as peCpE392].

0 The content type of the request SHALL be set td'theltipart/related” MIME type with “type” attribu
set to “application/json”.

- The Return-Object SHALL contain an JSON objectpecHied in the section of the related ServiceOx$fSocial-
API] corresponding to the newly created resourdeés dbject SHOULD contain the reference URI(s)t® hewly
uploaded content in lieu of tleéd: URI.

The Location header in the 201 response pointiriggdJRL of the newly created resource can be éurtised to
perform subsequent requests using the relatedc®ervig. for update or deletion.

An example of such method is shown in Appendix &.1.

7.1.4  Gateway functionality support

When the gateway functionality is supported, SNE&WEr and SNEW Client SHALL support following fuiarts:
- Get the list of supported External SNs;
- Connect an External SN account with user accowhtaiete the connection;

7141 Gateway endpoint definition

Following the syntax used by [OS-Spec] over SNEWh&,URI structure of Gateway functionality MUST: be

Service-Name = "connections”

Connection-ld = Object-ld  /"@all" / "@self"

Connection = see section 9.4.1

See Appendix G.1.3 for examples of External SN ectinon management.

7.1.4.2 Retrieving the list of External SNs connect ions

REST-HTTP-Method = "GET"

REST-URI-Fragment = "/connections/" User-ld "/" Connection-ld

REST-Request-Payload = null

Return-Object = Connection / Collection<Connection>

SNEW Client uses the GET method to retrieve infaromafrom SNEW Server about connections with Exai®Ns, such as:
- Get the list of all the External SNs potentiallpported by the SNEW Server using “@all” as Conmeeti;
- Get all the current connections of the specifiegt using “@self” as Connection-Id.
- Get a specific connection information by using acsfic Connection-Id.

The response payload of successful responses SH@Uhfin a connection or a collection of connectibjects formatted
according to section 9.4.1.

7.1.4.3 Deleting a connection towards an External S N
REST-HTTP-Method = "DELETE"

REST-URI-Fragment = "/connections/" User-ld "/" Connection-Id
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REST-Request-Payload = null
Return-Object = null
SNEW Client uses the DELETE method to delete tlee asnnections, such as:
- Delete the specific connection by specify the Catina-Id.
- Delete all the current connections for the spedifiser using “@self’ as Connection-Id.
SNEW Servers MUST NOT accept requests for delatging the “@all” value as Connection-Id.
7.1.4.4 Creating a connection towards an External S N
REST-HTTP-Method = "POST"

REST-URI-Fragment = "/connections/" User-ld "/@self"

REST-Request-Payload = Connection

SNEW Client uses the POST method to create a nemcasinection, i.e. to connect an External SN actwith user
account, including a connection object formattecbading to section 9.4.1 that identifies the Ex& i8N to be connected
(e.g. “domain”).

Upon reception of such request, the SNEW Server3HDactivate a procedure to allow the user to cahtethe
specified External SN and create the associatedemion. This procedure MAY trigger one or moreirect responses to
the original request depending on the External SMh responses MUST be detected by the SNEW Clidgrich SHOULD
open a device browser (embedded or default) tptbeided Location URI.

Note that in a typical process (such as OAuth2h<UiRl corresponds to a page on the External SNsitelio
request user to authenticate and authorize thécatiph to access his data. After the user hasngaghorization,
the External SN notifies back the SNEW Server aithaccess token.

Once this procedure is concluded, the SNEW Ser@ 8D issue a redirect response using 303 respoode providing a
Location URI in the following format, which MUST luketected by the SNEW Client.

"Location: " "snew://connections#" Fragment-Paramet ers

Fragment-Parameters = "status=" Status-Code ["'&conn ectionld=" Connection-Id
"&domain=" Domain]

Status-Code = "OK" / "ERROR" / "CANCEL"/ "INSUFFICI ENT_PERMISSIONS"

Domain = see section 9.4.1

If the procedure concluded successfully, the SNEBA& SHALL use “OK” as Status-Code and SHALL ird#uthe newly
created “connectionld” together with the “domairf'tiee associated External SN

If the procedure was aborted by the user, the SNEEWer SHALL use the “CANCEL” Status-Code withoubyiding any
other information.

If the procedure concluded with the user refusimme required permissions, the SNEW Server SHALLthse
“INSUFFICIENT_PERMISSIONS” Status-Code without piding any other information.

In any other case, the SNEW Server SHALL use tiRRER” Status-Code without providing any other infiation.
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Note that the protocol scheme “snew:” MUST be aisged to the SNEW Client on the device to deteetrdsponse from
browser.

7.1.4.5 Updating an existing connection towards an External SN
REST-HTTP-Method = "PUT"

REST-URI-Fragment = "/connections/" User-ld "/" Connection-Id

REST-Request-Payload = Connection

SNEW Client uses the PUT method to update an agistser connection, including a Connection objeanhtted according
to section 9.4.1, which “org.oma” object SHALL inde a “connectionStatus” property specifying thiegaf the newly
intended status.

Specifically, the “active” value SHALL be used &fresh and/or reactivate an existing connectiothh case the rest of the
procedure is identical to the one specified inisact.1.4.4 for creating connections.

7.1.5  Subscription-mode support

SNEW Clients SHOULD indicate support for subscaptmode in retrieval requests (GET) over SNEW-gjeting
dynamic sets of information (e.g. activities & réans) to avoid polling of resources, which mayrage-limited by SNEW
Servers.

To indicate support for subscription-mode, SNEWe@Is SHALL insert an additional Accept: header gdhaxt/event-
stream” in such requests.

When providing responses to retrieval requests (Gi&r SNEW-1, SNEW Servers SHOULD further indicatigport for
subscribing to the related information.

To indicate support for subscription-mode in sugsponses, SNEW Servers:

- SHALL insert at least one Link Header [RFC5988]hwitl=hub indicating the URL of the endpoint where to
subscribe to this information (subscription endpgin

- SHOULD insert one Link Header witiel=self referencing the permanent URL of the informatiofté used as
“topic” when subscribing.

In particular the subscription endpoint SHALL asttaub according to [PubSubHubbub] section 6 wighféllowing
clarifications:

- SNEW Servers SHALL accept subscription requestsadoimg no “hub.callback” parameter if such reqaest
contain an “Accept” header with value “text/evetrteam” and/or an “X-Oma-Push-Accept-Source” header
defined in Appendix H

- When issuing subscription responses, SNEW Servérs Msert additional headers as defined in Appertdlito
indicate the type of Push natifications they supfarthis subscription.

When indicated by an SNEW Server in the respoms&NEW Client SHOULD subscribe to the related infation. In this
case, SNEW Clients SHALL act as subscriber accgrthrfPubSubHubbub] section 6 with the followingrdications:

- When creating a subscription request, SNEW Clients:

0 SHALL include a “hub.topic” parameter set to théueaprovided in the “self” Link header. If no sulafk
was provided by the SNEW Server, the URL of thegiogl retrieval requests SHALL be used.
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0 SHALL include an “Accept” header with value “textent-stream” and/or an “X-Oma-Push-Accept-
Source” header as defined in Appendix H.

Note that the inclusion of both headers may alleansless switching of notification bearer
0 SHOULD NOT include a “hub.callback” parameter

- In case a Push API Server is locally availablerendevice according to [OMAPUSH-WRAPI], SNEW Client
SHALL issue the subscription request to the loaa@HPAPI Server by including the subscription endptiRL
(containing the related “hub.* parameters in URikceded format) as “push-accept-source” parameter.
Otherwise, SNEW Clients SHALL issue the subscriptiequest directly to the endpoint indicated in‘thab” Link
header.

- In absence of a local Push API Server, when rengisubscription responses that contain additioeatibrs as
defined in Appendix H, SNEW Clients SHALL prepahe trelated Push notification filters for this suljstion.
When a Push API Server is locally available ondéeice it is expected that a similar behaviour ééqymed by
the Push API Server instead.

An example of such mechanism is shown in Appendix &

7.1.6  Response codes and errors

Status codes in responses over SNEW-1 SHALL fotleewules and values defined in [RFC2616] sectidnl6with the
further clarifications provided in [OS-Core-API]¢iens 2.1.2 and 5.6.

SNEW Servers and SNEW Clients SHALL further supploet REST-JSON-Response-Payload defined in [OS-BBig
section 2.1.2.1.Whilst Return-Objects are typicadiurned in case of successful responses, thisitiaf allows to
complement protocol-level errors (at HTTP leveljhnapplication-level errors that can be carriedeaponse payloads for
more detailed failures.

7.2 SNEW-2

SNEW-2 interface is exposed by SNEW Servers to SNE\Abled Applications and consists of three maicfionalities
described in the following subsections.

In particular over SNEW-2, SNEW Servers:

- SHALL expose an endpoint to share links from exdemwebsites according to section 7.2.1
- SHALL expose a Network API according to sectionZ.2
- SHOULD allow users to export and/or import theirgmmnal information according to section 7.2.3

7.2.1  Link sharing from external websites

In order to share links when browsing external webge.qg. through a “share” button), SNEW Sen8H#LL support the
OExchange specification [OExchange-Spec] over SNEW-

In particular, SNEW Servers SHALL expose at leamt @Exchange Target endpoint, to be referencdtkindlated
descriptors with the clarification provided in dent8.2.1.

7.2.2 Network API

SNEW Servers SHALL expose a Network API over SNEVt2rface to access at least user activities aadtions.

In particular, this Network APl over SNEW-2 SNEWr@&ers SHALL conform to section 7.1 with the follavg
clarifications:

- With reference to the ActivityStreams Service, SNB@fvers SHALL support retrieving activity entriasd
SHOULD support the creation, deletion, and updétectivity entries.
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- SNEW Servers SHOULD further support the subscniptiechanisms defined in section 7.1.5 over SNEW-2
Network API with the exception that they SHALL NG@Ecept subscription requests containing no “hutbaek”
parameter over SNEW-2 interface.

- SNEW Servers MAY NOT expose other functionaliti@SBIEW-1 over SNEW-2 Network API.

7.2.3  Social data portability

When allowing users to export and/or import thergonal information, SNEW Servers SHALL complyhestsection and
to the procedures defined in section 8.2.8.

This mechanism allows users to import and/or exgpartsocial information stored on an SNEW Servay. (@istory of
activities, reactions, profile, contacts, multineedontent). This may be used for backup purposés anigration from a
social network to another.

The following packaging format is defined for impog and/or exporting user-related social data:

- The overall user-related data SHALL be packageehtid Zip archive file format, according to [ZIPpecification
- The package SHALL contain:
o One social data package descriptor file, locatetieatoot of the package, as specified in secti@r871.

0 Zero or more arbitrary files located either at tbet of the package and/or in arbitrary foldersndiocale
folders.

- User activities & reactions SHALL be representdd iarbitrary files as ActivityEntry JSON objects@er section
9.2.

- User profile and contact information SHALL be reggpted into arbitrary files as Person JSON obgxiger
section 9.3.

- References to other files in the package (e.g. a)edihin JSON objects SHALL rely on the “file:” UR
7.2.3.1 Social data package descriptor

A social data package descriptor is an [XRD] docatm8uch descriptor SHALL be located at “xrd.xmiléflocation at the
root of the package.

The social data package descriptor MAY be signedraing to [XRD] section 5 to guarantee the auticéggtand integrity
of the document.

The social data package descriptor MUST includecpétty element with type
http://www.openmobilealliance.org/snew/package/prop Iversion . This element SHALL assume value “1.0” in this
version of the specification. This version idemtifshould simplify the import task in understanding exact data formats
referenced.

The social data package descriptor SHALL inclu@ibject element containing the globally unique fifiem of the related
user, as specified in section 9.1.1.1.

The following link relation types are identified itcclude references to specific types of user-eglaformationhref
attributes of théink elements SHOULD be in the form of “file:” URIs aMiAY be in the form of “data:” URIs (e.g. for
icons, etc). A social data package descriptor cemain any combination of such links.

Link relation type Description

http://ns.opensocial.org/2008/opensocial/<OS-URI-Fr agment> Reference to the related information and data
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format based on the specific OpenSocial
Service, where:

<0OS-URI-Fragment> = Service-Name "/@me/"

<Group-ld>
(see [OS-Social-API] foservice-Name  and
Group-ld )

http://webfinger.net/rel/avatar Reference to the user avatar URL

describedby Reference to a description of a user profile. The

type attribute indicates the content type of thi
information (default is “text/html”).

o

http://schemas.google.com/g/2010#updates-from Reference to the Atom representation of the
user’s activity stream

An example of such descriptor is provided in Apprrial4.

7.3 SNEW-3

To realize federation across SNs, SNEW-3 interfackoth exposed and used by SNEW Servers. SNEWH3el leverages
on the same principles and protocols as the orfagedean [OStatus] (see section 7.3.5) as descridsddw.

In particular SNEW Servers SHALL
- expose awell-known/host-meta descriptor and a user descriptor with the clarifses provided in section 8.2.1.

- handle incoming requests from other SNEW Serversrding to section 8.2.5

When issuing requests to other SNEW Servers ov&V8I8 to access remote user data, SNEW Servers SHélldw the
procedures of section 8.2.2 to discover remote dsseriptors unless previously cached, and SHALthér:

- follow the procedures of section 8.2.3 to acces®te user activities and reactions
- follow the procedures of section 8.2.4 to acces®mte user information

SNEW Servers SHALL further support the protocolfiral in the following sections 7.3.1 to 7.3.4 o8NEW-3.

7.3.1  Salmon support

SNEW Servers SHALL support [Salmon-Protocol] to:

- receive Salmon notifications, by exposing at lea& Salmon endpoint to be referenced in the usarigéor
according to section 8.2.1.
- send Salmon notifications according to section58aad 8.2.6.

7.3.2  PubSubHubbub support

SNEW Servers SHALL support [PubSubHubbub] to:

- receive notifications from publishers through a BubHubbub hub (see section 8.2.5), by exposinggat bne
PubSubHubbub callback endpoint
- notify subscribers of new updates through a PubSibbHb hub (see section 8.2.6)

If multiple subscribers under the same SNEW Sesuescribe to the same publisher, the SNEW Serv&\ 8HD use the
one PubSubHubbub subscription for all of them.

SNEW Servers MAY additionally act as PubSubHubbub. h
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7.3.3  ActivityStreams Atom support

SNEW Servers SHALL expose at least one endpoirdrdagy to [AS-ATOM] to be referenced in the usesd#ptor
according to section 8.2.1. This endpoint is usegrtvide access to user’s activity stream.

In particular, all activity streams exposed by tiglpoint:

- SHALL contain ahub relation link to identify a PubSubHubbub hub téabtish subscriptions.
- SHALL represent activity entries according to sectd.2
- SHOULD contain aalmon relation link to identify the Salmon endpoint whéo receive replies and notifications

7.3.4  Portable Contacts support

SNEW Servers SHALL expose at least one endpoirdrdagy to [POCO] to be referenced in the user desuraccording
to section 8.2.1.

In particular, the People Service provided by SNE&Wwer over SNEW-1 (see section 7.1) is a PoCo-tantendpoint
and may be exposed as such over SNEW-3.

7.3.5  Compatibility with OStatus (Informative)

SNEW-3 interface is intended to be wire-compatibiih the OStatus 1.0 specification [OStatus-Sp8pEcifically, SNEW
Servers are aimed to be both OStatus-compliantstsitier server” and “publisher server” at the sime.

Although not referencing the OStatus specificationsnatively, the SNeW Enabler is wire-aligned whbse specifications
in order to maximize widespread adoption of a comifinamework for Social Network federation. It itimtention of the
SNeW Enabler to maintain this compatibility in freéwersions as long as the implications remain aiible with the scope
and approach of this enabler.

7.4 SNEW-4
The interface definition of SNEW-4 is postponedtfuture release and is not in the scope of SN&V 1.
7.5 SNEW-5

The SNEW Server SHALL support either the Push Aséastocol (PAP) [OMAPUSH-PAP] (with the RESTful tMerk
API for OMA Push [OMAPUSH-REST] as an optional PBiRding) or the Push-OTA protocBElror! Reference source
not found. for point-to-point delivery over the SNEW-5 inteck.

SNEW Clients SHALL support direct and indirect Pualgtivery of SNeW messages over SNEW-5 interface.

Unless otherwise specified, a SNeW message isfa@astent that represents SNeW a notification/imi&@tion in the
context of this enabler related to e.g. personsy, astivities, reactions and as such SHALL be regmieed in JSON format
according to [OS-Social-Data].

Whether to use PAP or Push-OTA is a deploymentogh@dmong other advantages, use of PAP preveniSKEa&N Server
from needing to implement most of the basic funtiof OMA Push Proxy Gateway (PPG), e.g. the variPush-OTA
protocols and target client context/capabilitiememess (as needed to select the appropriate drahsarer and protocol).
Conversely, for high-volume search services limtee&ush delivery over a single specific beareg. (@/AP1 Push over
SMS), use of Push-OTA is fairly simple and avoiédpehdency upon a Push Proxy Gateway (PPG).

SNeW messages may not be directly deliverable omenectionless bearers such as WAP Push over Siiige¢l to about
512 bytes) or SIP Push via the SIP MESSAGE methimitéd to about 1300 bytes), as compared to WABhRaver HTTP
or SIP Push via the INVITE/MSRP method (both of ethsupport essentially unlimited content size). aliernative to
direct delivery is “indirect delivery”, which inveés the delivery of a Push notification messageyoay a content location
URL, from which the client retrieves the response.
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When using PAP for direct SNeW messages deliveeySNEW Server SHALL submit the SNeW messages ubking
MIME content type “application/json”, and SHALL spqrt at least the “URI” target client address sceetefined in
[OMAPUSH-PPG] to identify users according to sect®l.1.1. Additional target address schemes RLEIN, USER)
MAY further be supported.

When directly delivering SNeW messages via Push-Qfié SNEW Server SHALL send the SNeW message sulzpd
into a “message/vnd.oma.push” media type as destiitError! Reference source not found.

To deliver SNEW-5 messages indirectly, the SNEW&eSHALL use the ServiceLoading (SL) [OMAPUSH-SIdntent
type, via either PAP or Push-OTA as applicable, iantide a URL from which the SNEW Client can rewe the actual
SNeW message. SNEW Clients SHALL support indiretivery of SNeW messages, triggered by reception of
ServicelLoading notifications.

Note that the “slc” MIME type for the Push SL evemtould be delivered as “sl” (i.e. in plain formatth headers, and the
“SNeW messages” in their unwrapped form.

Push Clients in SNeW supporting terminals SHALL o routing of Push messages with the Push AptbicdD header
“X-Wap-Application-ld: x-oma-application:snew.ua the SNEW Client. If there is no Push Client ia ttevice, the SNEW
Client SHALL implement the necessary Push Clientfions for the supported Push-OTA protocol vaga#rError!
Reference source not found.

7.5.1 SNEW-5 Interface Bindings

The table below gives an overview of how SNEW-5 sages are bound to the OMA Push-OTA protocol.

Message SNEW HTTP Method Push-OTA Binding PAP Binding
Client €>

SNEW

Server
SNEW-5: < Push Message Push Message
Information (Information) (Information)

OR
SNEW-5: < ServicelLoading Push Message
Information (Information URL) (ServiceLoading
Notification (Information URL))
> HTTP GET
SNEW-5: < HTTP Response
Information (including 200 OK of the
underlying method)

Table 1: SNEW-5 interface bindings to OMA Push
7.5.2  SIP Push OTA binding

In addition to the general SIP Push requiremenf®dAPUSH], the additional procedures defined bekply for SNeW:

- at Push Servers (i.e. either the SNEW Server aetingush Server, or the PPG via which the OMA Rusibler is
leveraged for SNeW);

- at Push Clients (i.e. either the SNEW Client actisgPush Client, or the Push Client via which tiAOPush
enabler is leveraged for SNeW).

The Push Resource Identifier for SNeW SHALL be t8nm”. Use of this value applies in all proceduvdsich involve
setting or processing of Push Resource Identifiers.
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8. Functional Component Procedures

8.1 Procedures at SNEW Client

Procedures at SNEW Client heavily rely on a “lozathe” and a “pending request queue” for handigrgiests and
responses in an optimized manner, in particuldintid interactions over the air.

The “local cache” is used to allow internal sharaignformation between SNEW Enabled Device Apgimas when
applicable, and can be considered as the latest-dpte information on the device received from $IW&erver and/or sent
by SNEW Client.

The “pending request queue” is used to store “pegidiequests(e.g. to post an activity, retrieveserls stream, etc) before
their actual transfer from SNEW Client to SNEW S=pe.g. for throttling purposes or due to the absef connectivity.
As such, the information contained in the pendeqguest queue is typically different than the onthalocal cache.

8.1.1 Issuing requests to SNEW Server

In absence of connectivity and/or based on condigom and policies (e.g. throttling mechanismsg, &NEW Client SHALL
store the pending requests in a local queue unitihal conditions are resumed, to avoid discardirngformation.

As soon as normal conditions are resumed, the SKH#hnt SHOULD issue the queued requests in chrajicét order as
this could influence the user experience. Wheniealplle, the SNEW Client may optimize this queuavoid conflict and/or
duplication of requests (e.qg. retrieve twice thesaiser’s stream of activities and reactions).

When issuing a request on SNEW-1 towards SNEW S$emee SNEW Client SHALL support authentication &
authorization according to the procedures defimeddction 10. The SNEW Client MAY further specifgcbe control
directives and/or cache validators in the request.

Requests on SNEW-1 SHALL follow the rules definedéction 7.1.

8.1.2 Handling responses & notifications from SNEW Server

When receiving responses from SNEW Server thakspond to requests for information over SNEW-lwben receiving
notifications from SNEW Servers over SNEW-5, theESM Client SHALL update the local cache for eaclvinfation
received according to the following proceduresjetttto the mechanisms defined in [RFC2616] sectidn

- when the received information refers to an infoiorate.g. activity, person) not yet in the locatlee, insert it into
the local cache;

- when the received information refers to an infoioratlready existing in the local cache, updatei ithe local
cache with the newly received information;

- when the received information refers to the detetf an information already existing in the locathe, delete it
from the local cache.

The SNEW Client SHALL further forward the retrievedformation to the requesting application(s) ore ttlevice.
Depending on the conditions when the related reguesre sent (e.g. requests were queued due taabsé connectivity),
a single response may correspond to requests fraltipia applications.

8.1.3 Handling requests from SNEW Enabled Device Ap  plications

Upon reception of a request from SNEW Enabled Devipplications on SNEW-4, the SNEW Client SHALL l&l the
following procedures.

If the request aims at retrieving information (eajrieve the stream of a user’s activities andéactions), the SNEW Client
SHALL first check the information cached locallyr fthis information. Depending on policies relevdot that specific
application (e.g. requested by the applicatiorfitseenforced by service provider policies), iethequested information is
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not present in the cache, or if such informatioasdoot match the relevant policies (e.g. depredafedmation), the SNEW
Client SHALL issue the associated request to thE\WWNServer according to the procedures definedirll&o retrieve that
information. Otherwise, if the requested informatie already present in the cache and consideriéd] e SNEW Client
SHALL NOT issue the associated request to the SNE&Wer and SHALL return the related information et locally.

This procedure optimizes the transfer of infornmat@ver the air, whilst allowing to provide validfommation to SNEW
Enabled Device Applications, also in absence oheativity.

If the request aims at providing information, eitirethe form of a creation or an update (e.g. ipgsan activity), the SNEW
Client SHALL issue the request to the SNEW Sengmoeding to the procedures defined in 8.1.1 toterea update that
information, and in addition, SHALL insert the rigdd information in the local cache, or update alieady present, subject
to a successful response to the operation beiregvest from the SNEW Server. The SNEW Client MAY @pea duration
of validity of this information in the local cache.

If the request aims at deleting information (e.gleting a picture previously posted), the SNEW @liSHALL issue the
request to the SNEW Server according to the praesddefined in 8.1.1 to delete that informatiornd anaddition, SHALL
delete the related information from the local cadhpresent, subject to a successful responseet@peration being received
from the SNEW Server.

8.2 Procedures at SNEW Server

8.2.1 Exposing descriptors
SNEW-2 and SNEW-3 interfaces require the expostiseeral descriptors by SNEW Servers.
In particular, the SNEW Server SHALL:

1. Provide awell-known/host-meta descriptor according to [HOST-META] at its root daim address, both over
HTTP and HTTPS, containing at least:

0 oOnehttp:/loexchange.org/spec/0.8/rel/resident-target relation link to a OExchange Target XRD
descriptor for Target discovery (see bullet 3)

0 Oneoauth2-authorize and oneauth2-token  relation links as defined in [OAUTHLRDD] for the
discovery of OAuth2 endpoints exposed accordinggttion 10.2.

0 Onehttp:/ins.opensocial.org/2008/opensocial relation link to the base URI common to all
OpenSocial service endpoints exposed over SNEWHISANEW-2 interfaces. This base URI includes the
root domain URI and the REST-Base-Path, whilstREST-URI-Fragment will vary based on the specific
service as per [OS-Social-APlI].

In addition, this descriptor SHOULD contain:

0 onelrdd relation link template to a XRD descriptor for upeofile discovery (see bullet 2)

0 one relation link typ&on for graphical representation of host icon imagel the value of the link is a
image file URL (see D.1) . Suggested image filerfats are icon, png, or jpeg.

2. Provide a Webfinger descriptor according to [WelgEnProtocol] descriptor that describes user acsotmttaining
at least

o for access to user’s activity stream

= Onehttp://schemas.google.com/g/2010#updates-from relation link of type
“application/atom+xml” that contains the URL of thredated SNEW Server’s endpoint

o for reactions exchange

= onesalmon relation link according to [Salmon-Protocol] tleantains the URL of the SNEW
Server’'s endpoint that receives reactions relaietdt user (e.g. comments, replies, mentions,
etc)

= Onehttp://salmon-protocol.org/ns/magic-key property according to [MagicSig] that contains
the user’'s magic key
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o for access to profile and contact information

= Onehttp://portablecontacts.net/spec/1.0 relation link according to [POCO] that contains
the Base URL of the Portable Contacts API endpaintder to access user profile information

Note: [POCO] support is natively provided by theple Service of the OpenSocial Social API
Server Specification according to [OS-Social-ARi¢ton 3.

= Onehttp://ns.opensocial.org/2008/opensocial/people relation link that contains the URL
of the OpenSocial People Service endpoint relatebdt specific user account in order to access
user contact information

In addition, this descriptor MAY contain other infioation such as:

0 Onehttp:/iwebfinger.net/rel/avatar that contains the URL of a thumbnail picture repreing the
user’s avatar.

0 onehttp:/iwebfinger.net/rel/profile-page link of type “text/html” that contains the URL dfi¢ user
profile web page

0 oOnedescribedby link of type “application/rdf+xml” that containsehURL of the user profile description
according to [FOAF]

Furthermore, the SNEW Server SHOULD provide anaant descriptor in [XRD] format over HTTPS, to be
referenced agdd link relation type in the host-meta descriptooider to be accessible by OStatus-compliant
SNs.

3. Provide a OExchange Target XRD descriptor accorthri@Exchange-Spec]

Examples of such descriptors are provided in Appebd

8.2.2  Discovering user descriptor at remote server

SNEW-3 interface relies on the discovery of usésrimation across SNs.

This discovery process can be activated upon rexepf any SNEW-1 request (from an SNEW Client)iagko interact
with a user belonging to another SNEW-compliant BlNoarticular, this process SHALL be triggered wheceiving
requests to follow remote users or when receivsagtions (e.g. comments, replies, mentions) thateréo activities of
remote users, unless the equivalent data is alleadily available to the SNEW Server.

The goal of this process is to retrieve a desarigéscribing how to find a user's public metadedanfhis/her user identifier.

In particular, the SNEW Server SHALL perform a Waber query according to [WebFingerProtocol]. SNBéfvers
MAY cache the information provided in retrieved ddstors and/or issue conditional requests atex kstage to check for
updates of this information, subject to the mecérasidefined in [RFC 2616] section 13.

To maintain compatibility with OStatus-compliant $M case the WebFinger endpoint does not extbeatemote server,
SNEW Servers MAY perform an alternative discoverygess as described in Appendix K.

After this process, the SNEW Server MAY read addidl content from the retrieved descriptor depegdim the action
requested by the SNEW Client.

8.2.3  Retrieving user activities and/or reactionsa  t remote server

In order to retrieve the activities and/or reactioh a remote user over SNEW-3 interface, the SNE&Wer SHALL first
perform user descriptor discovery according toise@.2.2, unless previously cached.

Once retrieved and validated the user descrigtee SNEW Server SHALL read the
http://schemas.google.com/g/2010#updates-from relation link of type “application/atom+xml” represting the URL of
the user’s activity stream feed.
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If the SNEW Server is not yet subscribed to thexlfe

1. It SHALL send a request to that URL and validate tétrieved feed as valid ActivityStreams Atom feedording
to [AS-ATOM] and [ATOM] with the clarifications praded in section 9.2.

2. If the feed contains laub relation link, the SNEW Server MAY subscribe tottfeed according to section 7.3.2 and
[PubSubHubbub] section 6

The end to end example flow of discovering usecdptor and subscribing to the user’s activity atrefeed is given in
Appendix I.1.

8.2.4  Retrieving user information at remote server

In order to retrieve the user information of a réenaser over SNEW-3 interface, the SNEW Server SH#irst perform
user descriptor discovery according to sectior2812nless previously cached.

Once retrieved and validated the user descrigterSNEW Server SHALL read the
http://ns.opensocial.org/2008/opensocial/people relation link representing the URL of the user'ss@focial People
Service endpoint. If such relation link is not gmesin the descriptor, the SNEW Server MAY read the
http://portablecontacts.net/spec/1.0 relation link as fallback to obtain the same URL.

The SNEW Server SHALL send a request to that emdip@ised on the required operation (e.g. retriavsea profile
information, retrieve user relationships, etc).

In particular, if this process is triggered by andming request over SNEW-1, the SNEW Server SHAbhsider that
endpoint as concatenation of the REST-Base-Patth&n8ervice-Name (“/people”) and replicate theaigmimg part of the
REST-URI-Fragment. For example, if the incominguest is targeting
“http://example.com/snew/v1/people/acct:bob@tegt@sself’ anchttp://ins.opensocial.org/2008/opensocial/people

relation link for bob@test.org is “http://test.cagi/os/people”, then the corresponding outgoingiesgwill be sent to
“http://test.org/api/os/people/acct:bob@test.orglfs

If the requested information cannot be retrieved, SNEW Server MAY generate a Person object loealtprding to
section 9.3 inserting the target user identifiefidsproperty. Other properties, such as “displayhe “ or “thumbnailUrl”,
to be included in this object may be generatediipead/or derived from other information availalfitem user descriptor
(e.g. thenttp://webfinger.net/rel/avatar link relation if available). This behaviour may particularly useful when the
user descriptor providessamon_link relation, whichde factoindicates that the user exists and can be followiidough a
direct access to user information is not available.

8.2.5 Handling requests from remote SNEW Servers

Depending on the semantics of the request rec&ine8NEW-3, the SNEW Server may act differently, &y performing
local processing (e.g. updating its internal dasaband/or by issuing one or more requests on SREBNEW-3 or SNEW-
5 interfaces (e.g. an SNEW Enabled applicationratl@er SNEW Client are subscribed to receive matifons when a
specific user updates her status).

The following table illustrates a mapping betwestoiming SNEW-3 requests and outgoing requests.

Request semantic§ SNEW-3 request Outgoing Outgoing Notes

interface request(s)
Notification about| Salmon callback SNEW-3 Salmon Only applicable
remote use notification(s) to propagate
reactions reactions towards

remote users

SNEW-5 See section 8.2.7 Applicable
towards
subscribed
SNEW Clients
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and/or
applications

Notification about| PubSubHubbub SNEW-5 See section 8.2.7 Applicable
remote user callback towards

activity subscribed
SNEW  Clients
and/or
applications

In case the request needs to be forwarded to oneowm recipients, the SNEW Server SHALL follow @ddress resolution
procedures defined in section 9.1.1.2.

As per [POCO] specifications, support for incomimgjuests to the OpenSocial People Service on SNEWdRated by
http://ns.opensacial.org/2008/opensocial/people rel type in the SNEW Server’'s descriptor accordmgection 8.2.1)
MAY be restricted to GET requests only.

The end to end example flow of cross domain a@iwitlispatching is given in Appendix I.2, and tlkaraple flow of cross
domain reactions in Appendix I.3.

8.2.6  Handling requests from SNEW Clients and/or SN EW Enabled
Applications

The SNEW Server SHALL authenticate the user acogrth one of the procedures defined in section tpdn reception of
arequest:

- from SNEW Client over SNEW-1,
- from SNEW Enabled Application over SNEW-2 NetworRIA
- from SNEW Enabled Application (e.g. web applicajiomer SNEW-2 OExchange endpoint.

Depending on the semantics of the request receitred SNEW Server may act differently, e.g. by periog local
processing (e.g. updating its internal databasdjoarby issuing one or more requests on, SNEW-SNEW-5 interfaces
(e.g. an SNEW Client is subscribed to receive matifons when a specific user updates her status).

Furthermore, in case the Gateway functionalityigp®rted by the SNEW Server, the request receivaytriigger additional
requests towards External SNs according to their mgchanisms that are out of scope of this spatiific. The issuing of
such requests may further depend on the informatitated to the user’s connections with Externat $&lg. access token
and account information on the associated Exte3hglavailable at the SNEW Server and may be ainhedteer retrieving
(inbound) or posting (outbound) information. Seetisam 7.1.4 for more information about the Gatewvitmctionality.

The following table illustrates a mapping betweseoiming requests and outgoing requests.

Request Incoming Incoming Outgoing Outgoing Notes
semantics interface request(s) interface request(s)
Retrieving (or | SNEW-1/ OpenSocial SNEW-3 See section 8.2.3]  Only applicable if
subscribing) a | SNEW-2 ActivityStreams target user is remote
user’s feed Network API Service / GET
External SN Out of scope Only applicable if the
Gateway
o functionality is
Subscription supported

endpoint (see
section 7.1.5)

Publishingan | SNEW-1/ OpenSocial SNEW-3 PubSubHubbub
activity or SNEW-2 ActivityStreams notification
reaction Network API Service / POST
Salmon Only applicable for

reactions towards
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notification(s) remote users
SNEW-2 OExchange Offer SNEW-5 See section 8.2.7 t,)App_libca:]lble towards
OExchange | GET lejiei(ig aen d/?)'r\lEW
endpoint Lo
applications
External SN Out of scope Only applicable if the
Gateway
functionality is
supported
Retrieving (or | SNEW-1 OpenSocial SNEW-3 See section 8.2.4  Only applicable if
subscribing) a People Service / target user is remote
user's GET
information External SN Out of scope Only applicable if the
Gateway
o functionality is
Subscription supported
endpoint (see
section 7.1.5)

In case the request needs to be forwarded to oneowm recipients, the SNEW Server SHALL follow @dress resolution
procedures defined in section 9.1.1.2.

Furthermore, when sending a request to an SNEWhCbe to another SNEW Server that contains a rafereto the
originator’'s address, the SNEW Server SHALL insleet asserted user identity in the form of a glatbahtifier according to
section 9.1.1.1 into the corresponding field in thguest. As such, it MAY override the originatoa@ddress provided by the
originator SNEW Client.

Note that the SNEW Server may need to transcodenretion between incoming and outgoing interfa¢es. example,
incoming requests over SNEW-1 to retrieve actigitié a remote user need the related responsettarseoded from Atom
(received over SNEW-3 after forwarding the requiegt) Json format (sent back over SNEW-1).

When issuing the corresponding response, the SNedEEMAY specify cache control directives and/aclte validators to
control expiration times and/or conditional reqseby clients as per [RFC2616] section 13, and MAwtHer indicate
support for subscription-mode according to secfidn5.

Appendix | illustrates example flows of some fediera functions across SNs (e.g. cross domain faligwactivities &
reactions dispatching) triggered by SNEW ClientrddSEW-1 and propagated over SNEW-3 interface.

8.2.7  Sending notifications to SNEW Clients

The SNEW Server use SNEW-5 interface to delivenelssonous notifications/information messages t&8NClients
related to e.g. content, user activities, reactions

This notification process can be activated towams or more users upon reception of any SNEW-lastgqfrom an SNEW
Client) or SNEW-3 request (from another SNEW Sérverparticular, this process MAY be triggeredmtify local users
when receiving reactions (e.g. comments, replientions) that relate to activities of local userswhen receiving activities
performed by other users that are followed by lasars.

When the information to be notified correspondanactivity or a reaction received from a localruseer SNEW-1, or from
a remote user on SNEW-3, the SNEW Server SHALLgrerfthe following steps:

 The SNEW Server SHALL convert the information irQNsformat according to [OS-Social-Data] unlessaxdise
formatted as such.

» The SNEW Server SHALL include the Push Applicatibrheader “X-Wap-Application-ld: x-oma-
application:snew.ua”.
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e The SNEW Server SHALL forward the information assPontent to the SNEW Client over SNEW-5 according
to section 7.5.

8.2.8 Importing a social data package

When importing a social data package (defined atice 7.2.3), SNEW Server SHALL decompress (andktract) the
social data package descriptor located at “xrd.¥itd"location at the root of the package usingHEI

Subsequently, the SNEW Server MUST verify the datasa package descriptor XRD signature, if presaetording to
[XRD] section 5.

In case the social data package descriptor isi@drithe SNEW Server SHOULD check the
http://www.openmobilealliance.org/snew/package/prop Iversion _ property element to ease understanding of the data
formats used in the package.

If the package version is supported, the SNEW SeBHOULD import the related user data.
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9. Data Model

9.1 Identity

9.1.1  User identity

9.1.11 Addressing formats

SNeW users are identified through a globally uniglentifier. Such identifiers MUST be expressedhia form of a URI
when used over SNeW interfaces.

In particular, SNEW Clients and SNEW Servers MUSpmrt the following URI schemes for user addregsin
- “tel:” URI scheme as defined in [TELURI] to repres&164 phone numbers

- “acct:” URI scheme as defined in [ACCTURI].

Note that thauserpart  of “acct:” URIs SHALL NOT refer to mobile numbeddresses. In casgerpart is in the form of
a numeric string, it MUST NOT be understood as anghnumber. To this purpose, usage of the “tel:'l déheme is
RECOMMENDED.

Use of other URI schemes (address spaces) MAY bé tgsinteroperate with other systems, but theiér arsd definition is
out of the scope of this specification.

Within a single mobile social network service, gsEIAY identify themselves using only local idergifs (e.g. username). In
addition, local identifiers MAY be used to identdyuser within the same mobile social network servi

9.1.1.2 Address resolution

For each recipient that appears in a request, X85 Server SHALL be able to resolve whether itutharitative for the
recipient (i.e. its phone number or domain is “lp¢ananaged by this SNEW Server) or whether ittpiers to another
remote SN domain/provider and, if applicable, idfgrihe recipient's SNEW Server.

If a recipient’s address corresponds to a “acatdrass, the SNEW Server SHALL check whether thealowpart
corresponds to a local domain or a remote dombsa, | the SNEW Server can locate the recipiefBE\S Server based on
thisdomainpart and trigger the discovery process as defineddtise8.2.2.

If a recipient’s address corresponds to a “teldrads, the SNEW Server SHOULD use the DNS-ENUMaqualtto identify
the recipient’'s SNEW Server as defined in [RFC61&] [ENUM-ACCT] (see Appendix F). In the absentarm ENUM-
based solution, SNeW service providers MAY usetgmig out of scope of this specification, which niagiude static tables
or other lookup methods (e.g. MSISDN-to-IMSI lookepmposition of remote server URL based on renifsdhome
mobile network operator information).

This “tel:” address resolution process may disc@ssociated recipient’s addresses of any typegrditblonging to a local
SN domain or to a remote SN domain, over whichréselution process may be recursively performededised in this
section.

If a recipient’s address corresponds to anothex bffaddress, the SNEW Server MAY use mechanismefacope of this
specification to resolve this address and idenki&recipient’'s SNEW Server.

9.2 Activity and reaction

The format of an activity and a reaction follows thctivity construct as defined in [ActivityStreanActivities represent
the first party actions (e.g. posting a contentjijg a group, check-in a place), and reactionsasmt the actions toward the
first party activities (e.g. commenting/replyinghs@one else’s post, sharing/retweet the activikg)li
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Activities and reactions are serialized as follows:

- according to the Activity Streams Service descrilbefS-Social-API] section 2.3, activities and cgéans SHALL
be represented as [AS-JSON] on SNEW-1 interfaceoar@NEW-2 Network API

- activities and reactions SHALL be represented &M OM] on SNEW-3 interface
When the gateway functionality is supported, SNEWeér@s & SNEW Servers SHALL comply to section 9.f2
representing External SN information in ActivityBnbbjects.

9.2.1  Activity verbs and object types

The “activity” object type and the “post” verb SHAIbe supported by SNEW Clients & SNEW Servers agA8-ATOM]
& [AS-JSON]. The activity verbs & object types dedd in section 9.2.4 SHALL also be supported.

In addition, the activity verbs & object types afid in [AS-BASE-SCHEMA] SHALL be considered withethoriginal
meaning and SHOULD be supported by SNEW Clients@XBW Servers. Specifically, the following subsetAR L be
supported by SNEW Clients & SNEW Servers:

- Verbs: checkin, follow, like, share, stop-followingnlike
- Object types: application, comment, image, notesqg place, video, bookmark

Other activity verbs & object types MAY be suppaite

SNEW Clients & SNEW Servers SHOULD further suppbg base extension properties (e.g. location, &tgsdefined in
[AS-BASE-SCHEMAY.

9.2.2 Reactions

Reactions on existing activities SHALL be repreedmespectively according to [RFC4685] on SNEW-8 tn[AS-JSON-
REPLIES] on SNEW-1 interface and on SNEW-2 NetwaF.

9.2.3 Targeted audience and privacy

The extensions defined in [AS-JSON-AUDIENCE] SHALE supported by SNEW Clients & SNEW Servers. Such
extensions allow users to define the privacy |@fe¢heir activities and/or reactions to controlibibty by other users.

In particular, when referring to “alias”, SNEW Giiis & SNEW Servers SHOULD use fully-qualified 1Rd.g.
http://fexample.com/snew/v1/people/tel:+393351234567 /@friends ) in lieu of simple alias values (e @friends ) to
avoid ambiguity.

Additional clarifications for usage in this specition with respect to [AS-JSON-AUDIENCE] sectiod are provided
below :

- The use of “to” and/or “bto” property values onlSLL have the meaning of a restricted activity, shanly be
accessible to the recipients explicitly mentiongdez in the form of an “id” or an “alias”. In patlar, the use of
the @mesimple alias value as unique value in “to” or "b8HALL have the meaning of a private activity riotbe
disclosed to other users.

- The use of “cc” and/or “bcc” property values (alsa@onjunction with other properties) SHALL havetineaning
of explicit mentions of users, in addition to thefalilt audience of that activity.

9.2.4  SNeW-specific verbs & object types

The following list represents verbs and object sydefined within SNeW to be used in activities andéactions. These
concepts are serialized over Atom and Json ac@tdipAS-ATOM] and [AS-JSON] respectively.

In particular, when serializing object types andogeas absolute IRI the following base IRl SHALL used:
“http://openmobilealliance.org/snew/schema/1.0/” .
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9.24.1 Abuse object type

The "abuse" object type represents a primarily giossed report on an abuse or violation by anathjeict. The definition
of abuse as object type allows activities and/actiens to potentially associate abuses to any ¢ype of object typically
as activity target.

This object type SHALL be supported if the abugeoréng functionality is supported (see section).7.1

The following properties MAY be used when descripan abuse object:

Property Value Description
Activit Activity Object, typically using the "person" objdgpe, responsible for the reporting of the
author O%.';’g abuse. If the abuse object appears within an &ctivireaction, and thauthor is the
) actor for that activity, theauthor property MAY be omitted
ISON A description of the reason in the form of a fragingf HTML. Publishers SHOULD include
summar [R?4627] any markup necessary to achieve a similar presenttat that on the publisher's own HTML
y Strin pages, including any links that the service autozathy adds. Processors MAY remove all
9 HTML markup and consider the content to be plait.te
JSON
title [RFC4627] The title of the abuse report described in a segten
String
JSON
id [RFC4627] The unique identifier for the abuse object.
String
JSON
published [RFC4627] The optional time the abuse object was createlderddrm of arfRFC3339]"date-time".
String
JSON
updated [RFC4627] The optional time the abuse object was last updatdte form of afRFC3339]"date-time".
String
JSON
url [RFC4627] The permanent IRI of the abuse's HTML represenmiatio
String

9.2.5  Other activity-related information

Location information, tags, and other additionémation MAY be included in activities and reactsoas long as they do
not break compatibility with [ActivityStreams].

In particular, format of location information arabs SHALL follow the formats defined in [AS-BASE-BEMA] when
serialized over Json, and respectively the [GEOBBSEPLE] “point” format and the [ATOM] “category” fonat when
serialized over Atom.

9.3 Person

According to [OS-Social-API] and [PoCo], when prdivig person details such as personal & contactrimdition, Person
objects provided by SNEW Clients and SNEW ServétAld. include at least “id” and “displayName” attrkes for each
person, and SHOULD include “thumbnailUrl".
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In addition, as per Service Provider policy andifpon explicit request by using the “fields” requpatameter over SNEW-1

(see section 7.1.1), Person objects MAY includeothformation defined in [OS-Social-Data] sucHa®fileUrl”, “status”
(to indicate the user’s latest activity and/or teay, etc.

" ow "o«

Furthermore, attributes related to sensitive peakdata (e.g. “ethnicity”, “politicalViews”, “religpn”, “sexualOrientation”)
SHALL NOT be included in Person objects unless iekgbrevious consent of the related person.

9.3.1 Relationship indication

The “relationships” attribute defined in [OS-Sodzdta] is used within a Person object to indichtetype of relationship
existing (if applicable) between the requesting @sl the target user described by the Persontobjegarticular, this
specification defines the following reserved valt@shis attribute:

- “following” when the target user is following thequesting user
- “followers” when the target user is a follower bétrequesting user

“friends” when a mutual relationship has been disthbd between both users

9.4 External SN

When the gateway functionality is supported, SNEWérEs & SNEW Servers SHALL support the data modigfined in
this section.

94.1 Connection

SNEW Clients & SNEW Servers SHALL represent infotima related to a connection to an External SNradecount
object as defined in [OS-Social-Data] section 3ith the following clarifications:

- The Account object SHALL contain at least the “dam’\g@roperty
- The Account object SHOULD contain an “org.oma” pedp as an object defined in section 9.4.1.1
When a connection refers to user-specific infororafuser account on External SN):

- the Account object SHOULD further contain at leas¢ of the “username” and “userld” properties teniify the
user on that External SN
- The “org.oma” object in the Account object SHALLntain a “connectionld” property

94.1.1 SNeW-specific information

An object containing the following properties idided in this specification to represent informati&bout a connection. The
“siteName” and “sitelcon” properties SHOULD be pidad.

Name Type Description

connectionid Object-Id Id of the link relationship of the user accound éine External SN user
account.

siteName string The name of External SN e.g. Twitte

sitelcon URI The public URL of the icon identifyiige External SN. e.g.
"http://example.com/sites/logo/twitter.png"

profileUrl URI User’s profile page URL in the Exteal SN (when applicable)

thumbnailUrl URI User’s avatar URL in the Extert&l (when applicable)

connectionStatus  string Status of the link relatfop
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The following values and related meaning are defiioe theconnectionStatus property:
active The connection to the External SN is known to levaavith valid permissions.
expired The connection to the External SN has expired @Auth2 token has expired) and

needs to be refreshed before using the gatewatidmadity with this connection.

The SNEW Client SHOULD attempt to update the cotine@ccording to section
7.1.4.5 in order to refresh the authorization fithie user to that External SN.

insufficient_permissions The connection to the External SN does not haveetheired grants (e.g. insufficient
permissions, user explicitly revoked some permissio the External SN that are
required for some gateway functionality). Note timathis state some gateway
functionality may still work with this connection.

The SNEW Client MAY attempt to update the connettgacording to section 7.1.4.5
in order to request the user to grant all the reglpermissions on that External SN.

inactive The connection to the External SN is known to lzefive (e.g. the connection was
disconnected by the user on the External SN bykiagall permissions or by deleting
the application explicitly)

If the connectionStatus property is not providée, active value MUST be implied.

9.4.2 Reference in activities and reactions

Activities and reactions on External SNs can berexfced both by their connection (i.e. the useowaaicon the External SN
to which they are associated) and their speciaiifier on that External SN.

SNEW Clients and SNEW Servers SHALL use an “org.opmaperty in Activity objects as an object definedsection
9.4.2.1 to reference the connection(s) associatédthese activities and/or reactions.

This property SHALL be inserted:
- By an SNEW Client in the Activity object sent faeating an activity or reaction to indicate onemare External
SN target connections where the SNEW Server SHALéngpt cross-posting this activity (outbound inti@n)
- By an SNEW Server in the Activity object returnadte response to the successful creation of avitgair
reaction to indicate on which connections it wascessfully cross-posted (outbound interaction)
- By an SNEW Server in the Activity objects returriedhe response to the successful retrieval of/itiets and/or
reactions to indicate from which External SN souwrgenections it was aggregated (inbound interajtion

Furthermore, SNEW Servers SHALL use the “downSti@aplicates” property defined in [AS-JSON] for Adtiy objects
to reference the specific identifier(s) of the tethactivity or reaction on the External SN(s).

This property SHOULD be inserted by SNEW Servers:
- In the Activity object returned in the responséhe successful creation of an activity or reacttat was cross-
posted to one or more External SN(s) by the SNEWeBd€outbound interaction)
- In the Activity objects returned in the responséhi® successful retrieval of activities and/or tiears that were
aggregated from External SNs (inbound interaction)

See Appendix G.1.4 for examples related to referenc External SNs in the ActivityStreams Service.

9.4.2.1 SNeW-specific information

An object containing the following properties idided in this specification to reference connectiassociated with
activities and/or reactions.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-SNeW-V1_0-20130813-C

Page 47 (113)

Name

Type

Description

connections

Array

An array @bject-ldrepresenting the connectionlds associated with thi
activity/reaction.
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10.Security considerations

SNEW Clients and SNEW Servers SHALL support HTTRBromansport Layer Security (TLS) as specifiedOMA TLS]
at least over SNEW-1 and SNEW-2 interfaces.

10.1 Authentication

User authentication is expected on SNEW-1 and SNEWerfaces as a prerequisite to authorizatiescdbed in section
10.2. In particular, as part of the authorizatilmws, SNEW Servers MAY decide to authenticate theridased on one of
the following procedures:

- username and password;
- authentic network information as described in secfi0.1.1.

10.1.1 User authentication based on authentic netwo rk information

The SNEW Server MAY choose to authenticate the hased on MSISDN or other authentic network infdrama This
approach may be used for authentication in caséshvetient-provided authentication is not availabtenot trusted.

In a first case, the RADIUS mechanisms define@FP 29.061] may be used to provide the SNEW Sevitkrthe
network-provided user identifier (or subscribenmitiiger, e.g. MSISDN or IMSI) to authenticate thgen using this
information as asserted identity.

In alternative, SNeW service providers MAY use othetwork-based solutions out of scope of this Hjpation, which
MUST rely upon authentic user information. For eptéenan SNEW Server may handle requests from SNH@#E behind
a front-end proxy, which inserts a subscriber idgmdication (e.g. in a HTTP header) based upetwork information
(e.g. from RADIUS) into the request, and forward®ithe SNEW Server.

10.2 Authorization

SNEW-1 interface (as per section 7.1) and SNEW-&kk API (as per section 7.2) rely on [OS-Socid&h which is
further based on [OS-Core-API].

As such, over these interfaces SNEW Servers and\d8REents SHALL conform to [OS-Core-API] sectionth the
following clarifications:

- they MAY NOT support OAuthl1.0a as authorizatiomfiework besides OAuth2(which SHALL be supported);

- they MAY NOT support the “client credential” graiype on the token endpoint besides the “authodratbde”
grant type (which SHALL be supported);

- they SHALL implement the refresh token pattern.

When supporting the Gateway functionality, SNEWV8es MAY support authorization through External &¢tounts
according to section 10.2.2.

Furthermore, SNEW Servers and SNEW Clients MAY supghe authorization framework defined in [Authd2lA10].

In any case, SNEW Servers and SNEW Clients SHALth&r support at least the scopes defined in sedio2.1.
Additional scope values not defined in this speatfion MAY also be supported.

SNEW Clients SHALL use “snew://oauth2-callback’radirection endpoint URI in OAuth2 flows.
Please see Appendix J for more information abauptiocedures to obtain an OAuth2 token.

In addition, SNEW Clients and SNEW Servers SHALpport authenticated requests using the "Bearer"™HTT
authorization scheme in the "Authorization" requesider field as defined in [RFC6750].
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10.2.1 Scope values
10.2.1.1 Definitions

The following table describes the list of scopeueal for SNeW.

Scope value Description For one-time
access token
oma_rest_snew.all_{apiVersion} Provide access to all defined No

operations over SNEW-1 and/or
SNEW-2 Network API in this version
of the enabler. The {apiVersion} part
of this identifier SHALL have value
“1.0” in this version of the
specification.

This scope value is the union of the
other scope values listed below.

oma_rest_snew.Service-Name _{perms} Provide access to defined operations No
over SNEW-1 and/or SNEW-2
Network API based on the specific
OpenSocial Service identified by the
Service-Name  (see [OS-Social-API]).
The type of operations allowed
depend on the {perms} part value as
follows:
- ‘“read” allows read-only
operations using GET
- “manage” allows all types of
operations (GET, POST,
PUT, DELETE)

Table 2: Scope values for SNeW

10.2.1.2 Downscoping

In the case of authorization requests for “oma_wsrsw.all_{apiVersion}” scope (e.g. from a SNEW Blrel Application or
from the SNEW Client), the SNEW Server MAY restticé granted scope to some of the following scapees:

e “oma_rest_snew.people_read”

e “oma_rest_snew.activitystreams_read”
10.2.2 Authorization through External SN
When supporting authorization through External SNEW Servers SHALL support the “provider” requestgmeter over
their OAuth2 Authorization endpoint.

When present, this parameter SHALL contain the doroban External SN (e.g. “facebook.com”, “twittsm”) the user
wants to login with in order to perform authoripatiwith the SNEW Server. In that case, the SNEW&Sewill activate the
procedure(s) to allow the user to connect to tleeifipd External SN and use their account as Basiguthorization.

This functionality is particularly useful for praioning accounts based on External SN accountsoaperform subsequent
authorization requests via authentication on thiefeal SN. See Appendix J.3 for more information.
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11.Release Information

11.1 Supporting File Document Listing

Doc Ref | Permanent Document Reference | Description

Supporting Files

Table 3: Listing of Supporting Documents in SNeW 1D Release

11.2 OMNA Considerations

SNeW 1.0 includes the following OMNA items:
1. Push-Application ID

a. x-oma-application:snew.uaéw in SNeW 1)0
2. Push Resource Identifier

a. snew.uarfew in SNeW 1)0
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
n/a n/a No prior version —or- No previous version wit@MA
OMA-xxyyz-V1_0-20021001-A 01 Oct 2002 Initial docent to address the basic starting point
Ref TP Doc# OMA-TP-2002-1234-xxyyzForApproval
OMA-xxyyz-V1_1-20030405-A 05 Apr 2003 descriptiohahanged
Ref TP Doc# OMA-TP-2003-0321-xxyyzV1_1forApprbva

A.2 Draft/Candidate Version 1.0 History

Document Identifier Date Sections Description
Draft Versions 10 May 2011 | 1,2,3,4, First baseline, incorporates the following inputs:
OMA-ER-SNeW-V1_0 Appendix B | . OMA-REQ-2011-0097-INP_Baseline_for OMA_ER_MobSetN
23 May 2011 | 5.1,5.2, Incorporates the following inputs (discussed in REQ 20110517 and
5.2.1 agreed in R&A):
- OMA-REQ-MobSocNet-2011-0001-INP_MSN_core_requieeis
30 May 2011 5.1 Incorporates the following inputs (discussed in REQ 20110524 and

agreed in R&A):
- OMA-REQ-MobSocNet-2011-0004R01-
INP_MSN_notification_requirements

31 May 2011 5.1,5.3 Incorporates the followinguits (agreed in REQ CC 20110531):

- OMA-REQ-MobSocNet-2011-0003R01-
INP_MSN_gateway_requirements

06 Jun 2011 5.4 Incorporates the following inputs (discussed in REQ 20110531 and
agreed in R&A):
- OMA-REQ-MobSocNet-2011-0006-INP_MSN_privacy_raquients

20 Jun 2011 5.4 Incorporates the following inputs (discussed in REQ 20110614 and
agreed in R&A):

- OMA-REQ-MobSocNet-2011-0009R01-
INP_Device_APIs_Requirements

21 Jun 2011 55,5.1 Incorporates the followingiisfagreed in REQ CC 20110621):
- OMA-REQ-MobSocNet-2011-0008R03-
INP_Device_Applications_Requirements

- OMA-REQ-MobSocNet-2011-0010R01-
INP_MSN_external_sharing_requirement
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Document Identifier

Date

Sections

Description

28 Jun 2011

5.1,5.6, 54,
5.3,5.2.1,
5.5,

Incorporates the following inputs (agreed in REQ Budapest on
20110627 and 20110628):

- OMA-REQ-MobSocNet-2011-0017R02-CR_MSN_Modify_HI001
- OMA-REQ-MobSocNet-2011-0012R03-
INP_MSN_Network_API_requirement

- OMA-REQ-MobSocNet-2011-0013R01-
INP_MSN_Enabler_Device_APIs_requirements_Securnitg_&rivacy
- OMA-REQ-MobSocNet-2011-0014R02-
INP_MSN_Enabler_Device_APIs_requirements_Callback

- OMA-REQ-MobSocNet-2011-0016R02-
CR_MSN_Add_HLF_Requirements

- OMA-REQ-MobSocNet-2011-0025R01-
INP_activity_management_requirements
OMA-REQ-MobSocNet-2011-0011R02-
INP_MSN_User_Management_Requirements

- OMA-REQ-MobSocNet-2011-0015R01-
INP_MSN_Enabler_Device_APIs_requirements_data i¢raffonfigur
ations

- OMA-REQ-MobSocNet-2011-0020R02-
INP_MSN_profile_requirements

- OMA-REQ-MobSocNet-2011-0021R02-
INP_Black_List_Requirement

- OMA-REQ-MobSocNet-2011-0023R02-
INP_User_Chain_Requirement

- OMA-REQ-MobSocNet-2011-0024R03-
INP_MSN_Enabler_Requirements_for_User_Managememgafding_
Blacklist

04 Jul 2011

522

Incorporates the following inputs (discussed in REXF Budapest and
agreed in R&A):

- OMA-REQ-MobSocNet-2011-0027R01-
INP_generic_management_of_reporting

05 Jul 2011

51,55

Incorporates the followinguitsp(agreed in REQ CC 20110705):
- OMA-REQ-MobSocNet-2011-0026R01-
INP_MSN_private_message_requirements

- OMA-REQ-MobSocNet-2011-0028R02-
INP_Personalization_Requirements

12 Jul 2011

51

Incorporates the following inpagréed in REQ CC 20110712):

- OMA-REQ-MobSocNet-2011-0031R01-
INP_entity _support_requirements

15 Jul 2011

54,55

Incorporates the following inputs (discussed in REQ 20110712 and
agreed R&A):

- OMA-REQ-MobSocNet-2011-0032-
CR_API_vs_APP_reqs_harmonization

19 Jul 2011

All

Incorporates the following inputs (agreed in REQ 2210719,
conducting the closure review of the requiremeat$)p

- OMA-REQ-MobSocNet-2011-0034-
INP_Agreed_draft_after_Closure_Review

08 Sep 2011

ALL

Incorporates the following inputs(discussed in CIFF ancouver and
agreed in R&A):

- OMA-CD-MobSocNet-2011-0001R01-INP_Architectureséiine

- OMA-CD-MobSocNet-2011-0003R01-INP_TS_skeleton

- OMA-CD-MobSocNet-2011-0004-
INP_XRD_descriptor_specification

14 Sep 2011

Cover page,
contents

Editorial changes to the document name and tegatalin the cover
page. Update the table of contents.

27 Sep 2011

2.2,73,82

Incorporates the follgvimputs (agreed in CD CC 20110919,):

- OMA-CD-MobSocNet-2011-0008-
INP_MSN_3_discovery_procedures
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Document Identifier Date Sections Description
12 Oct 2011 6.3, Incorporates the following inputs(agreed in CD GQX121010):
Appendix E | . OMA-CD-MobSocNet-2011-0006R04-INP_Architecturalotiél
- OMA-CD-MobSocNet-2011-0010-
CR_Functional_Components_Description
-OMA-CD-MobSocNet-2011-0013R01-CR_Interface_Dedwips
17 Oct 2011 22,63,7.1 Incorporates the follapnimputs(agreed in CD CC 20111010):
- OMA-CD-MobSocNet-2011-0011-
INP_MSN_1_OpenSaocial_compliance
- OMA-CD-MobSocNet-2011-0014-
CR_Function_component_Description_update
21 Nov 2011 | 2,7,8,9,10, Incorporates the following inputs(discussed in CIF-Beijing and
Appendix F | agreed in R&A):
- OMA-CD-MobSocNet-2011-0015R01-
INP_Request_handling_and_authentication
-OMA-CD-MobSocNet-2011-0017R01-
INP_MSISDN_addressing_and_resolution
-OMA-CD-MobSocNet-2011-0018-INP_MSN_5_Push_inteefac
Incorporates the following inputs(agreed in CD QX1 21121):
-OMA-CD-MobSocNet-2011-0020-CR_reference_fixes
23 Nov 2011 22,9 Revise the mistake changesemiquis version based on following:
-OMA-CD-MobSocNet-2011-0017R01-
INP_MSISDN_addressing_and_resolution
-OMA-CD-MobSocNet-2011-0020-CR_reference_fixes
6" Dec 2011 | 8.1,9.1, Incorporates the following inputs(agreed in CD QX1 21205):
Appendix G | .OMA-CD-MobSocNet-2011-0016R01-
INP_Acct_URI_scheme_definition
-OMA-CD-MobSocNet-2011-0021-INP_MSN_Client_proceekir
16" Jan 2012 | 2,8.2.1,9.3, | Incorporates the following inputs(agreed in CD QX120116) and
D.2 update the ER using 2012 OMA template:
-OMA-CD-MobSocNet-2012-0001-CR_POCO_support
28" Feb 2012 2,7.1,8,9 Incorporates the following inputs(discussed in CI- Barcelona
meeting and agreed):
-OMA-CD-MobSocNet-2012-0002-
CR_MSN1_People_service_clarifications
-OMA-CD-MobSocNet-2012-0003-INP_MSN_1_message_exesnp
-OMA-CD-MobSocNet-2012-0009-CR_Activity_data_format
-OMA-CD-MobSocNet-2012-0010R01-CR_Network_API
05" Mar 2012 | 2.1,3.3,7.1, | Incorporates the following inputs(agreed in CD QI120305):
8.2,9,H.1 | . OMA-CD-MobSocNet-2012-0014R01-
CR_MSN_1_clarifications_on_People_Service
- OMA-CD-MobSocNet-2012-0015R01-CR_Abuse_reporting
- OMA-CD-MobSocNet-2012-0016-
CR_MSN_1_clarifications_on_Content_Upload
- OMA-CD-MobSocNet-2012-0017-
CR_MSN_Server_procedures_clarifications
12" Mar 2012 | 2.1,6.3,7, Incorporates the following inputs(agreed in CD Q120312):
8.2,10.2, - OMA-CD-MobSocNet-2012-0018R02-
Appendix D, | CR_Add__icon_rel_type_in_server_host_meta_xrd
H.1 - OMA-CD-MobSocNet-2012-0019R04-
CR_People_service_followings_and_followers_label_
- OMA-CD-MobSocNet-2012-0020-CR_User_data_portgbili
- OMA-CD-MobSocNet-2012-0021R01-
CR_Privacy_levels_of_activities
- OMA-CD-MobSocNet-2012-0022-CR_Authorization_frameek
- OMA-CD-MobSocNet-2012-0011R02-CR_Gateway_Function
15" Mar 2012 | All Updated footer with 2012 template and added doctmesion to

History section title.
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Document Identifier

Date

Sections

Description

22 Apr 2012

All

Incorporates the following inputgfeed in CD CC 20120402):
- OMA-CD-MobSocNet-2012-0025R01-CR_Data_portabiligg r
Incorporates the following inputs(agreed in CD 8aif2F meeting):

-OMA-CD-MobSocNet-2012-0026R02-
CR_MSN_1_clarifications_on_ActivityStreams_Service

- OMA-CD-MobSocNet-2012-0027R01-
CR_Resolve_some_editorial_comments

- OMA-CD-MobSocNet-2012-0028R01-
CR_Webfinger_and_ENUM_cleanup

- OMA-CD-MobSocNet-2012-0029-CR_user_account_managéeme
- OMA-CD-MobSocNet-2012-0030R02-CR_MSN_3_description
- OMA-CD-MobSocNet-2012-0031R01-CR_MSN_2_descriptio
- OMA-CD-MobSocNet-2012-0032-CR_B074_resolution

- OMA-CD-MobSocNet-2012-0033R02-
CR_B013_B032_B033_B067_B068_resolution

- OMA-CD-MobSocNet-2012-0034R01-
CR_B012_value_change_description

- OMA-CD-MobSocNet-2012-0036R01-CR_B084_B085_ retsofu
- OMA-CD-MobSocNet-2012-0037-CR_Change_avatarURL

- OMA-CD-MobSocNet-2012-0038R01-
CR_User_credential_authentication_message

- OMA-CD-MobSocNet-2012-0039R01-
CR_B098_example_replies_bug_fix

- OMA-CD-MobSocNet-2012-0040R01-
CR_B040_045_interface_description_changes

25 Apr 2012

7.2.1,7.3.1,
G.1.3

Delete the word “interface” from 7.2.1 “MSN Servanterface” based
on OMA-CD-MobSocNet-2012-0030R02-CR_MSN_3_desipti

Editorial changes:
7.3.1 bug fix to the title
G.1.3 replace “socialagent.im” by “example.com”

11 May 2012

8, Appendix
F

Incorporates the following inputs(agreed in CD GQX120507):

- OMA-CD-MobSocNet-2012-0041-CR_B076_resolution

- OMA-CD-MobSocNet-2012-0042-CR_Appendix_F_fixes

- OMA-CD-MobSocNet-2012-0043R01-CR_B075_resolution

- OMA-CD-MobSocNet-2012-0044-
CR_MSN_Server_transcode_and_cache

- OMA-CD-MobSocNet-2012-0045R01-CR_B070_to_B072ohgtion
- OMA-CD-MobSocNet-2012-0046R01-CR_B091_follow_up i@ts

22 May 2012

2,7,
9,Appendix
GH

Incorporates the following inputs(agreed in CD QX120521):

- OMA-CD-MobSocNet-2012-0047-CR_activity _format_aypel

- OMA-CD-MobSocNet-2012-0048R01-CR_gateway_claaifions
- OMA-CD-MobSocNet-2012-0049-CR_Subscription_hamglli

04 Jun 2012

15,78,
9,Appendix
D, G

Incorporates the following inputs(agreed in CD GQX120604):
- OMA-CD-MobSocNet-2012-0053R01-
CR_Resolve_the_comments_B005_016_ 021 031_036

- OMA-CD-MobSocNet-2012-0054-CR_B023_B026_resolutio
- OMA-CD-MobSocNet-2012-0055-CR_B097_resolution

- OMA-CD-MobSocNet-2012-0056R01-CR_people_search
Remove the empty section 9.1.2 Application id.

11 Jun 2012

2,5.6,7,9.3,
Appendia

Incorporates the following inputs(agreed in CD QX120611):
-OMA-CD-MobSocNet-2012-0058-CR_Push_support_update

- OMA-CD-MobSocNet-2012-0059-CR_Resolve_B019,_0539 07
-OMA-CD-MobSocNet-2012-0060R01-CR_B034_resolution

Remove “(Formative)” mark from Appendix C. Add “{@mmative)
“ mark to Appendix D and Appendix G.
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Document Identifier Date Sections Description
18 Jun 2012 2,9, Incorporates the following inputs(agreed in CD QX120618):
Appendix D | .OMA-CD-MobSocNet-2012-0061-CR_Resolve_B087
-OMA-CD-MobSocNet-2012-0062R01-CR_Resolve_B099
- OMA-CD-MobSocNet-2012-0063R01-CR_Editorial_notese$i
Remove the comments in section 6.

01 Jul 2012 All Incorporates the following inputg(@ed in CD CC 20120628):
-OMA-CD-MobSocNet-2012-0064R01-INP_SCR_definitions
-OMA-CD-MobSocNet-2012-0066-CR_B051_resolution
-OMA-CD-MobSocNet-2012-0067-CR_OAuth_support_update
- OMA-CD-MobSocNet-2012-0068R01-INP_SCR_definitionartp
- OMA-CD-MobSocNet-2012-0072-CR_Resolve_B080
- OMA-CD-MobSocNet-2012-0076-CR_clarification_to plipations
Global revision to reflect new enabler name “SNeycontribution
agreed in CD CC 20120628:
-OMA-CD-MobSocNet-2012-0073-CR_ER_update_to_SNeW

02 Jul 2012 All Clerical clean up, removed all highlights.

Sections Updated the references.
7.1.2,81.1,
10.2
25 Nov 2012 | 2,8.2,9.1, Incorporates the following inputs(agreed in CD Faéeting Los
10.2, Angeles):
Appendix C, | . OMA-CD-MobSocNet-2012-0078-
G.J CR_ER_editorial_bug_fixes
- OMA-CD-MobSocNet-2012-0079-
CR_clarify_tel_resolution_procedure
17 Dec 2012 | 2.1, 7.1, 8.1, | Incorporates the following inputs(agreed in CD Q1. 21205):
10.2, 9.4, - OMA-CD-MobSocNet-2012-0080R01-
SCR,G.1 CR_External_SN_connection_update
- OMA-CD-MobSocNet-2012-0087R01-CR_OAuth2_clarifioas
28 Feb 2013 | 5.1,7.1,8.2,9.| Incorporates the following inputs(agreed in CD F2&eting
3 Appendix | Budapest):
G GJ - OMA-CD-MobSocNet-2013-0005R01-
CR_Security_update_for_autoconfiguration
- OMA-CD-MobSocNet-2013-0006R01-CR_relationship_iradiien
-OMA-CD-MobSocNet-2013-0007-CR_user_discovery_€tzations
- OMA-CD-MobSocNet-2013-0012R01-
CR_account_creation_clarifications
- OMA-CD-MobSocNet-2013-0018R01-
CR_modify_the_activity_and_reaction
- OMA-CD-MobSocNet-2013-0024-CR_unfollow_requiremeritsO

05 Mar 2013 9.2.1 Incorperate OMA-CD-MobSocNet-2013-0018R01-
CR_modify_the_activity_and_reaction change 2 inERe

07 Apr 2013 2.1,8,9.1.1, | Incorporates the following inputs(agreed in CD G1.20319):

ﬁppendix F. | - OMA-CD-MobSocNet-2013-0027R02-CR_Webfinger_update

08 Apr 2013 8.2 Incorporates the changes which missed changes &M\#&-CD-
MobSocNet-2013-0027R02:
remove “XRD” from the title of 8.2.1

03 Jun 2013 All Incorporates the following agreejplits:
OMA-CD-MobSocNet-2013-0033-
CR_alignment_with_OpenSocial_2.5.1;
OMA-CD-MobSocNet-2013-0030-CR_Webfinger_JRD_example

10 Jul 2013 2.2,7.1.1.3, | Incorporates the following agreed inputs:

7.1.1.4,9.3, | OMA-CD-MobSocNet-2013-0047R01-CR_Data_protectiompealix.
Appendix L

12 Jul 2013 2.2 Move three normative referencésftomative references

15 Jul 2013 2.2 Add back two informative references

31 Jul 2013 2.1 Incorporates the following agregults:

OMA-CD-MobSocNet-2013-0048-CR_OpenSocial_referenpelate
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Document Identifier Date Sections Description
06 Aug 2013 21,22 Incorporated agreed CR:
OMA-CD-MobSocNet-2013-0049-CR_clerical_referengadates;
3.3 Sorted table A-Z
Candidate Version: 13 Aug 2013 All Status changed to Candidate by TP

OMA-ER-SNeW-V1_0

TP ref # OMA-TP-2013-0227R01-
INP_SNeW_V1_0_ERP_for_Candidate_approval
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Appendix B. Use Cases (Informative)

This Appendix provides high-level use cases focusethe users and deployment scenarios point @f,1ergeting release’s
requirements.

B.1 Gateway Scenario
B.1.1  Short Description

This scenario aims at enabling users to intercanmite External SNs on which they already have ecoant (e.g. Facebook,
Twitter, others) using the proprietary interfacésuch networks. This scenario introduces the goingkdirection in
interacting between an OMA Compliant SN and onmore External SNs.

In particular, Inbound interactions relate to tbaaept ofAggregationof activities, reactions and media from External
networks, making thus possible to allow users ¢lwat accounts on multiple External SNs to accesseggted information
about their friends (e.g. contact information, @tigs) on these networks. Outbound interactiomsthe opposite, relate to
the ability ofCross-postingactivities, reactions and/or media to multipledgrial SNs. In this way, users could potentially
share their activities or reactions over all thi®iternal SNs at once.

Step 1: User A updates status and gets notificdtzmed on comments from User B to the status update

1. user A associates her identity on External SNs;(BMth i=1,2, ...) with its identity on an OMA Compha SN
using the proprietary procedures required by thefal SNs

2. At alater stage, user A wants to update her status

3. user A selects to which External SN her status tgpddl be posted and posts it (at least she szlgbt 2) Cross-
posting

4. user B2 is a friend of user A2 (other identity skuA) on External SN 2, and sees user’'s A2 netusta
5. user B2 comments the new status of user A2 on Eait&N 2 (out-of-scope)
6. comment from user B2 gets notified to user A on@BYA Compliant SN Aggregation
Step 2: User B updates status and User A getsaatiifn based the update:
7. user B2 updates her status on External SN 2, whisken by user A2

8. user A gets notified of user B2 status update arCiA Compliant SN Aggregation

This scenario aims at defining the requirementsiegé¢o enable gateway functionalities in a gene@dyg, not addressing the
peculiarities of the single External SN.

Furthermore, the concept of activity in this scénar very generic. Whilst the scenario itself feea on a status update,
media upload and check-in activities are intendeddaitional valid examples.

B.1.2 Market benefits

Mobile operators can provide the social networlegaty function in a standalone way or in additiothteir own mobile
social network. As such it can attract more usets@ovide competitive services. Users would beettd by a social
network which can provide the gateway functiondommunication with friends in multiple SNs.
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B.2 Federated Scenario
B.2.1  Short Description

The federated Social Web community has definedhalsi social federation scenario named “Social Weld Aest - Level
0” [SWATO] as an integration use case for the fatkt social web.

This scenario aims at enabling users to interaatstandard way across social networks run byseprioviders compliant
with a set of interoperable specifications.

The generalized flavour of this scenario is copiete for convenience, where “different servicess ttabe understood as
“different services on different Social Networks”:

“

user A takes a photo of B from their phone andsibst
user A explicitly tags the photo with B
B gets notified that they are in a photo

1.

2

3

4. C who follows A gets the photo

5. C makes a comment on the photo
6

A and B get notified of the comment

Where users are on at least 2 (ideally 3) diffesmvices [...], and the users only need to have *@ageount, on the
specific service of their choice (requiring the iss have an account on each service that is autigng misses the point of
Federation)”

B.2.2 Market benefits

Social Network Federation enables users to onlg Hame* account for SN, whilst still giving themetability to interact
with users on different Federated SNs. It is thossjble to enable a Federated SN as the anchoolufaroperator’'s service
and other services.

The mobile operator can thus operate its own SHN #tinacting its own subscribers to an interoper& service that allow
them to communicate and interact freely with subsgcs of other mobile operators.

B.3 Multiple devices support
B.3.1  Short Description

This scenario aims at enabling user using diffeneoiile phones or devices to access his mobilaboetwork services.
User would like to access the mobile social netwookn different devices, such as using PC whileahe or using a
mobile phone while on the road. A user may alsonuskiple mobile phones to connect the social netvsites. The mobile
social network services need to be provided ag otiobile services which are independent of theais/iSome of the
operations that users can carry out in multipledss/scenario are:

1. user A accesses the mobile social network serwidet

2. user A writes a new blog post.

3. user B accesses the mobile social network serkiroeiggh his mobile phone.

4. user B follows user A and get the notificationtie tmobile phone that user A has a new blog post.
5

user A accesses the mobile social network sendgo®lhis mobile phone.
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6. user B switches device, e.g. accesses the moluial stwork service using his PC.
7. user A updates his status through his mobile phone.

8. user B get the notification to the PC that usera& hpdated his status.

B.3.2 Market benefits
The mobile operator would set mobile social netweslone major entry in the mobile services if désice independent.

The subscribers / end users will have more optaosfreedom to switch mobile phones and enjoy tbbila social network
with any device.

The manufacturers will be able to make the moliiler that can connect to all mobile social netvgaivices of all
operators. Thus the manufacturers will benefit flomering the development cost, shortening the tionmarket, and
increasing the market share by outreaching to lemoadrkets.

B.4 Multiple device applications support
B.4.1  Short Description

This scenario aims at enabling multiple applicaiaimning in a device to benefit from the interwngkwith SNs in an
optimized fashion. In fact there may be multiplplagations in a device that require exchangingrimfation with one or
several SNs. Instead of managing this interworkiity the SNs on their own, the applications may @1 a specialized
entity in the device, i.e. the SNEW Client, whiefieves the applications from this task by centimafj the communication
with the user's OMA Compliant Social Network, whiithturn interworks with other OMA or non-OMA Conight Social
Networks. The centralization of this interworkifgdugh the SNEW Client results also in an optinigrabf the use of air
data traffic.

Device applications may have different needs imgeof interworking with SNs, for instance:

» Application 1: Social Network Aggregation Clierthat allows a real-time interaction with multiple SBA, B and C):
0 Receive push natification of updates from SNs Agrigl C
0 Update status and post mediato SNs A, B and C

* Application 2: Multimedia Gallery application thstores all pictures from SNs A and C in which teerus tagged
o0 Receive push notifications about the user havirenttagged in pictures from SNs A and C.

» Application 3, Address Book application, that ehds the contacts with information from SN B
o On demand access to contact information from SN B

As a first step the different applications havedgister to the SNEW Client their needs in termtd#raction with the SNs.
The user needs to grant permission to each agplictt access the requested resources and/or petffier requested
operations.

Provided that the user grants access, the applicatire able from that point of time to interworikhithe SNs as requested,
that is, the applications are provided with th@infation from the SNs that match the filters intlicbby the application at
the registration phase and are also able to pfishiation towards the selected SNs.

A special case occurs when an application postarasithe SNs a piece of information that anothplieggtion running in
the same device is intended to receive. In this tas SNEW Client may cache this information to endlavailable to any
other interested applications on the same devicaddition to posting it to the network. In thiseahere is no need to get
this piece of information delivered back from tretwmork to the SNEW Client, as it was generatethatevice and the
SNEW Client has already cached it locally.
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B.4.2 Market benefits

Application developers will be able to develop aqgtions that require interaction with SNs morelgaowering the
development cost, shortening the time to markettans increasing the application portfolio.

The end users will have a wider offer of applicasi®o access the SNs and will get other type ofiegins enriched with
information from the SNs.

Air data traffic will be minimized as every pieckioformation will be exchanged with the SNs juste even if there are
multiple applications on a device that require exaing that same piece of information with the SNs.
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Appendix C.

The notation used in this appendix is specifiefB@GRRULES].

C.1 ERDEF for SNeW 1.0 - Client Requirements

This section is normative.

Static Conformance Requirements

Item

Feature / Application

Requirement

OMA-ERDEF-SNeW-C-001-M

SNEW Client

[SNeW-ER]:MCF

OMA-ERDEF-SNeW-C-002-O

Client gateway
functionality

SNeW-GW-C-MCF

OMA-ERDEF-SNeW-C-003-O

Subscription-mode
functionality

SNeW-SUB-C-MCF

Table 4: ERDEF for SNeW 1.0 Client-side Requiremds

C.2 ERDEF for SNeW 1.0 - Server Requirements

This section is normative.

Item

Feature / Application

Requirement

OMA-ERDEF-SNeW-S-001-M

SNEW Server

[SNeW-ER]:MSF

OMA-ERDEF-SNeW-S-002-O

Server gateway
functionality

SNeW-GW-S-MSF

OMA-ERDEF-SNeW-S-003-O

Subscription-mode
functionality

SNeW-SUB-S-MSF

OMA-ERDEF-SNeW-S-004-O

Social data import/expg
functionality

rtSNeW-1E-S-MSF

Table 5: ERDEF for SNeW 1.0 Server-side Requiremés

C.3 SCR for SNEW Client

Item Function Reference Requirement
SNEW-C-001-M Storage of pending requests in a| SectionError!
local queue Reference source
not found.
SNEW-C-002-O Send the queued requests in SectionError!
chronological order Reference source
not found.
SNEW-C-003-O Optimize the queue to avoid SectionError!
conflict and/or duplication of Reference source
requests not found.
SNEW-C-004-M Support authentication Sectiemor!
Reference source
not found. and
section 10.2.
SNEW-C-005-M Update the local cache when SectionError!
receiving responses from SNEW | Reference source
Server not found.
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Iltem Function Reference Requirement

SNEW-C-006-M Forward the retrieved information SectionError!
to the requesting application(s) on Reference source
the device not found.

SNEW-C-007-M Upon reception of a request from| SectionError!
SNEW Enabled Device Reference source
Applications aiming at retrieving | not found.
information, check the information
cached locally for this information

SNEW-C-008-M If the requested information is not SectionError!
present in the cache, or if such Reference source
information does not match the not found.
relevant policies (e.g. deprecated
information), issue the associated
request to the SNEW Server

SNEW-C-009-M If the requested information is SectionError!
present in the cache and valid, Reference source
return the related information not found.
cached locally and do not issue
request to SNEW Server

SNEW-C-010-M Upon reception of a request from| SectionError!
SNEW Enabled Device Reference source
Applications aiming at providing | not found.
information, either in the form of a
creation or an update (e.g. posting
an activity), issue the request to the
SNEW Server and insert the related
information in the local cache, or
update it if already present,

SNEW-C-011-O When inserting information in thg SectionError!
local cache, or updating it if alreadyReference source
present, specify a duration of not found.
validity of this information

SNEW-C-012-M Upon reception of a request from| SectionError!
SNEW Enabled Device Reference source
Applications aiming at deleting not found.
information, issue the request to the
SNEW Server and delete the related
information from the local cache, i
present

SNEW-C-013-M Retrieve, create and delete accolrection 7.1 and
and relationships (People Service) section 7.1.1

SNEW-C-014-M When deleting a specific Section 7.1.1.1
relationship, insert a Related-User-

Id in the REST-URI-Fragment

SNEW-C-015-O Insert a Related-User-Id in the | Section 7.1.1.1
REST-URI-Fragment when
updating a specific relationship

SNEW-C-016-O update accounts and relationshigsSection 7.1 and | SNEW-C-015-O
(People Service) section 7.1.1

SNEW-C-017-M Support sending multipart/related Section 7.1.1.2
content when creating a person | and section 7.1.3

SNEW-C-018-M Be prepared to receive responses Section 7.1.1.3
informing that the request was
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Item Function Reference Requirement
accepted (e.g. 202 response code)
but is not yet completed and
typically expect some out-of-band
procedures for completion
SNEW-C-019-M Support sending multipart/related Section 7.1.2 and
content when creating an activity | section 7.1.3
SNEW-C-020-O Support sending search requestg Section 7.1.1.4
using parameters “filterBy”,
“filterOp” and “filterValue”
SNEW-C-021-O Support users joining and leaving Section 7.1.1.5
groups as People Service
SNEW-C-022-O Retrieve, create and delete groupsSection 7.1
(Groups Service)
SNEW-C-023-0 Update groups (Groups Service) Sedtidn SNEW-C-022-0
SNeW-C-024-M Retrieve, create and delete activifi&ection 7.1
& reactions (ActivityStreams
Service)
SNeW-C-025-0 Update activities & reactions Secfidh

SNeW-C-026-O

Support abuse reporting as
activity/reaction

Section 7.1 and
section 9.2.4.1

SNeW-C-027-M

Support privacy settings and targ
audience in activities & reactions

section 9.2.3

eBection 7.1.2 and

SNeW-C-028-M

include Activity-ld in REST-URI-
Fragment when updating an activi

Section 7.1.2
ty

SNeW-C-029-M

Retrieve, create and delete
messages (Message Service)

Section 7.1

SNeW-C-030-O

Update messages

Section 7.1

SNeW-C-031-M

support IRIs as a valid Global-ld
format

Section 7.1

SNeW-C-032-M

Support “@all”, “@following”,
“@followers”, “@friends” and
“@self” Group-Id values

Section 7.1

SNeW-C-033-M

support indirect delivery of push
content, triggered by reception of
ServiceLoading notifications

Section 7.5

[OMAPUSH]:MCF AND
[OMAPUSH-SL]:MCF

SNeW-C-034-M

support device-internal routing of
Push messages with the Push
Application ID “x-oma-
application:snew.ua” to the SNEW
Client

Section 7.5

[OMAPUSH]:MCF

SNeW-C-035-M

If there is no Push Client in the
device, implement the necessary
Push Client functions for the
supported Push-OTA protocol
variants

Section 7.5

[OMAPUSH]:MCF

SNeW-C-036-M

support “snew.ua” as Push
Resource Identifier for SIP Push
OTA binding (when supported)

Section 7.5

[OMAPUSH]:MCF

SNeW-C-037-M

Suppotel: and “acct:” URIs as
user identifiers

Section 9.1

SNeW-C-038-M

Support activities and reactions g

s ctiGe 9.2
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Item Function Reference Requirement
ActivityStreams json format
SNeW-C-039-M Support activity streams base Section 9.2.1
schema:
- Verbs: checkin, follow,
like, share, stop-following
unlike
- Object types: application,
comment, image, note,
person, place, video
SNeW-C-040-0O represent location according to | Section 9.2.5
activity streams base schema
extension in json.
SNeW-C-041-O Support location information in | Section 9.2.1 SNeW-C-040-0
activity entries
SNeW-C-042-0O represent tags according to activjt$ection 9.2.5
streams base schema extension in
json.
SNeW-C-043-0 Support tags information in activitySection 9.2.1 SNeW-C-042-0
entries
SNeW-C-044-M include “id” and “displayName” | Section 9.3
attributes in person information
SNeW-C-045-0 include “thumbnailUrl” attributes |nSection 9.3
person information
SNeW-C-046-M Support TLS Section 10.1
SNeW-C-047-M Support OAuth2 “authorization | Section 10.2
code” grant type
SNeW-C-048-M Support the Oauth2 refresh token Section 10.2
pattern
SNeW-C-049-M Use “snew://oauth2-callback” as | Section 10.2
redirection endpoint URI
SNeW-C-050-M Support standard scope values Setfidhl.1
SNeW-C-051-M Support "Bearer" HTTP Section 10.2
authorization scheme in the
"Authorization" request header
C.4 SCR for SNEW Server
Item Function Reference Requirement
SNEW-S-001-M Exposure of descriptors Sectoror!
Reference source
not found.
SNEW-S-002-M Retrieve a descriptor describing | SectionError!
how to find a user's public metaddt&eference source
from that user's email address or | not found.
email address like identifier,
performing a Webfinger query
SNEW-S-003-O Cache the information provided inSectionError!
retrieved descriptors Reference source
not found.
SNEW-S-004-O Issue conditional requests at a lgt&ectionError!
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Item Function Reference Requirement
stage to check for updates of Reference source
retrieved descriptors not found.

SNEW-S-005-0 Read additional content from the| SectionError!
retrieved descriptor depending on| Reference source
the action requested by the SNEW not found.

Client

SNEW-S-006-M Retrieving user activities and/or | SectionError!
reactions at remote server and Reference source
validate the retrieved feed as valid not found.
ActivityStreams Atom feed

SNEW-S-007-O If the retrieved feed containgia | SectionError!
relation link, subscribe to that feed Reference source

not found.

SNEW-5-008-M Retrieving user information at SectionError!
remote server sending a request toReference source
that endpoint based on the require&drlOt found.
operation (e.g. retrieve a user
profile information, retrieve user
relationships, etc).

SNEW-5-009-M Handling requests from remote SectionError!
SNEW Servers accordingly to tab eReference source
in SectionError! Reference hot found.
source not found.

SNEW-S-010-M Handling requests from SNEW SectionError!
Clients and/or SNEW Enabled Reference source
Applications accordingly to table in not found.
SectionError! Reference source
not found.

SNEW-S-011-M Authenticate the user SectionError!
Reference source
not found.

SNEW-5-012-0 Gateway function for interacting SectionError!
with External SNs Reference source

not found.

SNEW-S-013-O Trigger additional requests toward SSectlonError! SNEW-S-012-O
External SNs according to their Reference source
own mechanisms not found.

SNEW-S-014-M In case a request needs to be SectionError!
forwarded to one or more Reference source
recipients, follow the address not found.
resolution procedures

SNEW-S-015-M When sending a request to an SectionError!
SNEW Client or to another SNEW Reference source
Server that contains a reference to " found.
the originator’'s address, insert the
asserted user identity in the form of
a global identifier

SNEW-5-016-0 Override the originator's address SectionError!
provided by the originator SNEW Reference source

not found.
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Item

Function

Reference

Requirement

Client

SNEW-S-017-O

Transcode information between
incoming and outgoing interfaces.

SectionError!
Reference source
not found.

SNEW-S-018-O

Specify cache control directives

and/or cache validators to control
expiration times and/or conditiona
requests

SectionError!
Reference source
not found.

SNEW-S-019-M

Deliver asynchronous

notifications/information messages

to SNEW Clients, converting the
information in JSON format,
include the appropriate Push
Application ID header, forward the
information as Push Content to th
SNEW Client

SectionError!
| Reference source
not found.

1]

SNEW-S-020-M

Support receiving multipart/relate
content when creating a person

dSection 7.1.1.2
and section 7.1.3

SNEW-S-021-M

Support receiving multipart/relate
content when creating an activity
and/or reaction

dSection 7.1.2 and
section 7.1.3

SNEW-S-022-0O

include the number of “followers’
“following” and “friends” in Person
objects

, Section 7.1.1.1

SNEW-S-023-0

Apply restrictions and/or addition
security mechanisms based on
service provider policies when
creating and/or deleting a user
account

aBection 7.1.1.3

SNEW-S-024-M

when a user requests to delete h
account, upon acceptance, delete
related user information (including
activities and reactions, etc) unles
there are legitimate reasons to
retain it

sSection 7.1.1.3
all

[2)

SNEW-S-025-0

Support understanding parametg
“filterBy”, “filterOp” and
“filterValue” as search requests

rSection 7.1.1.4

SNEW-S-026-O

Support at least “displayName” a
search criteria

sSection 7.1.1.4

SNEW-S-025-0

SNEW-S-027-O

Support search requests over loca
users

lISection 7.1.1.4

SNEW-S-026-O

SNEW-S-028-O

Apply restrictions and/or additiong
security mechanisms to search
requests based on service provide
policies

| Section 7.1.1.4

h

=

SNEW-S-027-0O

SNEW-S-029-0

Allow users joining and leaving
groups as People Service

Section 7.1.1.5

SNEW-S-030-O

Retrieve, create and delete grou
(Groups Service)

pSection 7.1

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-ER-SNeW-V1_0-20130813-C

Page 67 (113)

Item Function Reference Requirement
SNEW-S-031-0 Update groups (Groups Service) Sedtibn SNEW-S-030-0
SNeW-S-032-M Retrieve, create and delete activiti€ection 7.1

& reactions (ActivityStreams
Service)
SNeW-S-033-0 Update activities & reactions Secfidn
SNeW-S-034-0 Support abuse reporting as Section 7.1 and
activity/reaction section 9.2.3.1
SNeW-S-035-M Support privacy settings and targeSection 7.1.2 and
audience in activities & reactions | section 9.2.3
SNeW-S-036-0 default privacy setting for activitigsSection 7.1.2
and reactions is restricted only to
the users, whom the actor has
explicitly approved relationships
SNeW-S-037-M Support Activity-ld in REST-URI-| Section 7.1.2
Fragment when receiving an
activity update/deletion
SNeW-S-038-M Retrieve, create and delete Section 7.1
messages (Message Service)
SNeW-S-039-0 Update messages Section 7.1
SNeW-S-040-M support IRIs as a valid Global-Id | Section 7.1

format

SNeW-S-041-M

Support “@all”, “@following” and
“@followers”, “@friends” and
“@self” Group-Id values

Section 7.1

update of activity entries over
Network API

SNeW-S-042-M expose at least one OExchange | Sections 7.2, 7.2.
Target endpoint and reference it in and 8.2.1
its descriptor

SNeW-S-043-M support retrieving activity entries| Section 7.2.2 and
over Network API section 7.1

SNeW-S-044-0 support the creation, deletion, arjdSection 7.2.2 and

section 7.1

SNeW-S-045-M

Support Salmon protocol to
send/receive notifications and
reference the related endpoint(s) i
the user descriptor

Section 7.3.1 and
8.2.1

>

SNeW-S-046-M

Support PubSubHubbub protoco
send/receive notifications and
expose at least one callback
endpoint

t®ection 7.3.2

SNeW-S-047-O Act as PubSubHubbub hub Section 7.3.2
SNeW-S-048-M expose at least one ActivityStreamSections 7.3.3,
Atom endpoint that contains a huh 8.2.1 and 9.2
link and atom activity entries and
reference it in the user descriptor
SNeW-S-049-0 Include a link to salmon endpoint iBection 7.3.3
activitystreams atom feeds
SNeW-S-050-M expose at least one PoCo endpojrBection 7.3.4 and
and reference it in the user 8.2.1
descriptor
SNeW-S-051-M Support PAP, PushREST and/or Secti®n 7 [OMAPUSH]:MSF OR
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Item Function Reference Requirement
Push-OTA for sending push [OMAPUSH-PAP]:MSF OR
notification [OMAPUSH-REST]:MSF

SNeW-S-052-M support direct and indirect Push | Section 7.5
delivery
SNeW-S-053-M Represent SNEW push content asSection 7.5
Json
SNeW-S-054-M support at least the “URI” target | Section 7.5
client address scheme
SNeW-S-055-M encapsulate push content into a | Section 7.5 [OMAPUSH-MSG]:MSF
“message/vnd.oma.push” media
type for direct delivery over OTA
SNeW-S-056-M use the ServicelLoading content | Section 7.5 [OMAPUSH-SL]:MSF
type for indirect delivery
SNeW-S-057-M support “snew.ua” as Push Section 7.5 [OMAPUSH]:MSF
Resource Identifier for SIP Push
OTA binding (when supported)
SNeW-S-058-M Suppottl: and “acct:” URIs as Section 9.1.1.1
user identifiers
SNeW-S-059-M Resolve user identifiers into Section 9.1.1.2
local/remote domain
SNeW-S-060-O Use ENUM for tel: URI resolution  SentB.1.1.2
and appendix F
SNeW-S-061-M Support activities and reactions asSection 9.2
ActivityStreams json and atom
format
SNeW-S-062-M Support activity streams base Section 9.2.1
schema:
- Verbs: checkin, follow,
like, share, stop-following
unlike
- Object types: application,
comment, image, note,
person, place, video
SNeW-S-063-0 represent location according to | Section 9.2.5
activity streams base schema
extension in json, and georss-point
in atom.
SNeW-S-064-0O Support location information in | Section 9.2.1 SNeW-S-063-0O
activity entries
SNeW-S-065-0 represent tags according to activijtgection 9.2.5
streams base schema extension in
json, and category in atom.
SNeW-S-066-O Support tags information in activitysection 9.2.1 SNeW-S-065-O
entries
SNeW-S-067-M include “id” and “displayName” | Section 9.3
attributes in person information
SNeW-S-068-0O include “thumbnailUrl” attributes jrSection 9.3
person information
SNeW-S-069-M Support TLS Section 10.1
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Item

Function

Reference

Requirement

SNeW-S-070-O

Support user authentication base
on authentic network information

dSection 10.1.1

SNeW-S-071-M

Support OAuth2 “authorization
code” grant type

Section 10.2

SNeW-S-072-M

Support the Oauth2 refresh token Section 10.2

pattern

SNeW-S-073-M

Support standard scope values

Setf@ichl.1

SNeW-S-074-0

In case of authorization requests fj
“oma_rest_snew.all_{apiVersion}"
scope restrict the granted scope t

* “oma_rest_snew.people_
adﬂ

e “oma_rest_snew.activityst
reams_read”

0ﬁection 10.2.1.2

SNeW-S-075-M

Support "Bearer" HTTP
authorization scheme in the
"Authorization" request header

Section 10.2

SNEW-S-076-0O

include the relationship indicatior]

Section 7.1.1.1

in Person objects

C.5 SCRs for Gateway functionality

Item

Function

Reference

Requirement

SNeW-GW-C-001-M

Associate protocol scheme “snev
to the SNEW Client on the device
to detect the response from brows

v:Section 7.1.4.4

er

SNeW-GW-C-002-M

Represent connection informatio
in json

n Section 9.4.1

SNeW-GW-C-003-M

include references to connection
activities & reactions when posting

5 Bection 9.4.2
)

SNeW-GW-C-004-M Gateway functionality Section 7rda
Section 7.1.4
Item Function Reference Requirement

SNeW-GW-5-001-M

Reject requests for deletion of

connections using the “@all” value

as Connection-Id

Section 7.1.4.3

D

SNeW-GW-5-002-M

include “connectionld” and
“domain” in responses to success
connection creation

Section 7.1.4.4
ul

SNeW-GW-5-003-M

Represent connection informatio
in json

nSection 9.4.1

SNeW-GW-S-004-M

include references to connection
activities & reactions

5 Section 9.4.2

SNeW-GW-5-005-M

Gateway functionality

Section 7na
Section 7.1.4
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C.6 SCRs for Subscription-mode functionality

local Push API Server

Item Function Reference Requirement
SNeW-SUB-C-001-M insert Accept: header value Section 7.1.5
“text/event-stream” in
retrieval/subscription requests
SNeW-SUB-C-002-O issue the subscription requettdo| Section 7.1.5 [OMAPUSH-WRAPI]:MCF

SNeW-SUB-C-003-O

issue the subscription request
directly to the subscription endpoi
and when receiving subscription
responses, prepare the related Py
notification filters for this
subscription

Section 7.1.5 and
ntAppendix H

sh

SNeW-SUB-C-004-M

include a “hub.topic” and (an
“Accept” header with value
“text/event-stream” and/or an “X-
Oma-Push-Accept-Source” heade
in the subscription request

Section 7.1.5 and
Appendix H

r

SNeW-SUB-C-002-O OR
SNeW-SUB-C-003-O

SNeW-SUB-C-005-M

Subscription-mode

Section 7.1 ang

)

parameter if such requests contair
an “Accept” header with value

“text/event-stream” and/or an “X-
Oma-Push-Accept-Source” heade

N

r

Section 7.1.5
Item Function Reference Requirement
SNeW-SUB-S-001-O Accept subscription requests Section 7.1.5 and
containing no “hub.callback” Appendix H

SNeW-SUB-S-002-O

Reject subscription requests

Section 7.2.2 and

containing no “hub.callback” section 7.1.5
parameter over Network API
SNeW-SUB-S-003-O insert at least one Link Headén wiSection 7.1.5
rel=hub indicating the URL of the
subscription endpoint in retrieval
responses
SNeW-SUB-S-004-O Subscription-mode over MSN-1 Secti.1 and SNeW-SUB-S-001-O AND
Section 7.1.5 SNeW-SUB-S-003-O
SNeW-SUB-S-005-0 Support subscription-mode over| Section 7.2.2 and| SNeW-SUB-S-002-O AND
Network API section 7.1.5 SNeW-SUB-S-003-O

SNeW-SUB-S-006-M

Support subscription-mode

SNeV\BSJ004-O OR
SNeW-SUB-S-005-O OR
(SNeW-SUB-S-004-O AND
SNeW-SUB-S-005-0)

C.7 SCRs for Social data import/export functionalit

y

Item Function Reference Requirement
SNeW-IE-S-001-M Support social data package forma&ection 7.2
SNeW-IE-S-002-M When importing a social data SecHoror!
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Item Function Reference Requirement
package, decompress (and/or Reference source
extract) the social data package | not found.
descriptor

SNeW-IE-S-003-M Verify the social data package | SectionError!
descriptor XRD signature, if Reference source
present not found.

SNeW-IE-S-004-0O Check the SectionError!
http://www.openmobilealliance.org Reference source
/snew/package/prop/version not found.
property element to understand the
data formats used in the package, in
case the social data package
descriptor is verified

SNeW-IE-S-005-M Import the user data, if the paekagSectionError!
version is supported Reference source

not found.

SNeW-|E-S-006-M

allow users to import and/or expad
their social information

rSection 7.2 and
7.2.3
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Appendix D. Example XRD descriptors (Informative)
D.1 SNEW Server Host descriptor

The following XRD descriptor is an example ofvall-known/host-meta file exposed by an SNEW Server at its root
domain address (e.g. http://www.example.com).

<XRD xmIns="http://docs.oasis-open.org/ns/xri/xrd-1 .0
xmlns:hm="http://host-meta.net/xrd/1.0">

<hm:Host>www.example.com</hm:Host>
<Link rel="rdd"

template="http://example.com/describe?uri={uri} >
<Link rel="icon"

href="http://www.example.com/logo" />
<Link rel=http://oexchange.org/spec/0.8/rel/residen t-target

type="application/xrd+xml"

href="http://www.example.com/oexchange.xr d />
<Link rel="oauth2-authorize" href="https://example. com/oauth/authorize" />
<Link rel="oauth2-token" href="https://example.com/ oauth/token" />
<Link rel="http://ns.opensocial.org/2008/opensocial "href="  http://example.com/snew/v1l ">
</XRD>

D.2 SNEW Server User descriptor

The following JRD descriptor is an example of arudsscriptor exposed by an SNEW Server to enaldeprsfile
discovery on SNEW-3 interface via the Webfingerpoidt.

{

"subject” : "acct:;joe@example.com",
"properties" :
{

"http://salmon-protocol.org/ns/magic-key
"RSA.mVgY8RN6URBTstndvmUUPbh4UZ TdwvwmddSKES5z _ijUEK9k1u3rrC9yN8k6F|IGJQKOeeUPeth4PJ -5CmHww.AQAB"

h

"links" :

rel" : "http://portablecontacts.net/spe c/1.0",

"href" : "http://example.com/api/people”

rel" : "http://portablecontacts.net/spe c/1.0#me",
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"href'

"rel" :

"href"

"rel" :

"type"
"href"

"rel"

"type"”
"href"

"rel"

et

"href"

et

"type"
"href"

"rel"

"href'

}

' : "http://lexample.com/api/people/

"http://ns.opensocial.org/2008/0

: "http://fexample.com/api/people”

"http://webfinger.net/rel/profil
: "text/html”,

: "http://example.com/profiles/jo

: "describedby",

: "text/html”,

: "http://lexample.com/profiles/jo

: "describedby",

"type"”
"href"

: "application/rdf+xml",

: "http://lexample.com/profiles/jo

http://webfinger.net/rel/avatar

: "http://example.com/profiles/jo

http://schemas.google.com/g/201
: "application/atom-+xml",

: "http://fexample.com/activities/

: "salmon”,

' : "http://lexample.com/salmon/joe"

joe"

pensocial/people”,

e-page",

effoaf"

1

e/photo”

O#updates-from",

joe"

Below is the equivalent descriptor in XRD format.particular, this XRD descriptor can be reachdidfdng the URL

indicated

intherdd®  relation link template in the Host descriptor lné tprevious section
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(‘http:/lexample.com/describe?uri={uri} ‘), substituting theuri}

acct;joe@example.com)

part with the actual use account (e.g.

<XRD xmlIns="http://docs.oasis-open.org/ns/xri/xrd-1 .0">
<Subject>acct:;joe@example.com</Subject>
<Property xmlns:mk="http://salmon-protocol.org/ns/m

type="http://salmon-protocol.org/ns/magic -key" >

agic-key"

RSA.mVgY8RNBURBTstndvmUUPbh4UZTdwvwmddSKE5z_jvKUEK6yk1u3rrCOyN8k6FilGj9KOeeUPe2hf4Pj-5CmHww.AQAB

</Property>
<Link rel="http://portablecontacts.net/spec/1.0'
href="http://example.com/api/people’ />
<Link rel="http://portablecontacts.net/spec/1.0#me’
href= "http://example.com/api/people/joe’ />
<Link rel="http://ns.opensocial.org/2008/opensocial /people’
href="http://example.com/api/people’ />
<Link rel="http://webfinger.net/rel/profile-page’
type="text/html’
href="http://example.com/profiles/joe’ />
<Link rel="describedby"
type="text/html’
href="http://example.com/profiles/joe’ />
<Link rel="describedby"
type="application/rdf+xml’
href= 'http://example.com/profiles/joe/fo af' >
<Link rel="http://webfinger.net/rel/avatar'
href="http://example.com/profiles/joe/pho to' />
<Link rel="http://schemas.google.com/g/2010#updates -from'
href="http://example.com/activities/joe'
type="application/atom+xml'/>
<Link rel="salmon"

href="http://example.com/salmon/joe"/>

</XRD>

D.3 SNEW Server OExchange Target descriptor

The following XRD descriptor is an example of a @Range Target descriptor exposed by an SNEW Stnarable link
sharing when browsing external websites (e.g. tinc“share” button) on SNEW-2 interface.

<?xml version="1.0' encoding='"UTF-8'?>

<XRD xmIns="http://docs.oasis-open.org/ns/xri/xrd-1 .0">
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<Subject>http://lwww.example.com/linkeater</Subj
<Property type="http://www.oexchange.org/spec/0
<Property type="http://www.oexchange.org/spec/0
<Property type="http://www.oexchange.org/spec/0
<Property type="http://www.oexchange.org/spec/0
<Link rel="icon"
href="http://www.example.com/favicon.ico"

type="image/vnd.microsoft.icon" />

ect>

.8/prop/vendor">Examples Inc.</Property>
.8/prop/title">A Link-Accepting Service</Property>
.8/prop/name">LinkEater</Property>

.8/prop/prompt">Send to LinkEater</Property>

<Link rel= "http://www.oexchange.org/spec/0.8/r el/offer"
href="http://www.example.com/linkeater/offe r.php"
type="text/html" />
</XRD>
D.4 Social Data Package descriptor

The following XRD descriptor is an example of aiabdata package descriptor created by an SNEWeB¢nwexport the

social data related to ugee@example.com .

<XRD xmIns="http://docs.oasis-open.org/ns/xri/xrd-1

<Subject>acct:joe @example.com</Subject>

<Property type="http://www.openmobilealliance.org/s

<Link rel="http://ns.opensocial.org/2008/opensocial
href="file://self.json’/>

<Link rel="http://ns.opensocial.org/2008/opensocial
href="file://friends.json' />

<Link rel="http://ns.opensocial.org/2008/opensocial
href="file://followers.json' />

<Link rel="http://ns.opensocial.org/2008/opensocial
href="file://following.json' />

<Link rel="http://webfinger.net/rel/avatar'
href="file://images/joe.jpg' />

<Link rel="http://ns.opensocial.org/2008/opensocial
href="file://activities/self.json' />

<Link rel="http://schemas.google.com/g/2010#updates
href="file://activities/self.xml'
type="application/atom+xml'/>

</XRD>

new/package/prop/version">1.0</Property>

/people/@me/@self*

/people/@me/@friends’

Ipeople/@me/@followers'

Ipeople/@me/@following'

[activitystreams/@me/@self*

-from’
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Appendix E.  Architectural deployments (Informative)

In this section are described possible architetteedizations of the SNeW Enabler according toatehitecture defined in
section 6.

This section is informative and illustrate intefant and flows between instances of SNeW functionaiponents as well as
with external entities, using both SNeW interfaaed external interfaces.

SNEW Enabled SNEW Enabled E1 E2
Device Applications (External SN) é (External SN)
Applications ‘ i d i
SNEW-2 SNEW-2 SNEW-3
SNEW—4¢ l l l
SNEW-1 SNEW-3
Cl - S1 - S2
(SNEW Client) |em—— (SNEW Server) L (SNEW Server)
SNEW-5 SNEW-3

Device . Y
i Other network—

side OMA

enablers

Instance of a component defined by SNeW

Instance(s) of a component external to SNeW

P [nteraction using interfaces defined by SNeW

PInteraction(s) using interfaces external to SNeW

Figure 4: Example of architecture deployment of SN&/ Enabler and related flows

Depending on the nature of External SNs, they negyan SNEW-2 and/or SNEW-3 interface(s) to intersith SNeW
Enabler. It is up to Service Providers to definéqgies to control access to such interfaces frorteEal SNs.

Furthermore, External SNs device applications magxamples of SNEW Enabled Device applications whigmacting
with SNeW Enabler locally on the device.

Other OMA network-side enablers are external exstitiith respect to SNeW Enabler that reside omévwork and may be
accessed in order to provide any relevant enabtetibnalities. In particular, internal and/or baok functionalities of SNEW
Server may be realized through proprietary intex$aor through such enablers. Examples of suchlensadre CAB, MSF, etc.

In addition, other OMA enablers can reuse SNeW lgdipas through either SNEW-2 and/or SNEW-4 ing&é(s). In that sense,
they are considered as exampleSBIEW Enabled (Device) applications.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-SNeW-V1_0-20130813-C Page 77 (113)

Appendix F. DNS-ENUM recipient MSISDN address resolution
(Informative)

For requests asking to interact with a recipiewet identified through a tel: URI (e.g. MSISDN adsbk the SNEW Server
willing to use the DNS-ENUM recipient MSISDN addsagsolution procedure performs as in the follovesgmple:

1. The SNEW Server verifies that the recipient add(®SISDN) complies with the E.164 address format an
includes the ‘+’ character. In the case of natiardbcal addressing scheme (e.g. only operatoe ¢olibwed by a
number), the SNEW Server converts the nationabcallnumber to an E.164 address format.

EXAMPLE: UK phone number 01632 960123

The UK phone number 01632 960123 (country codaesAdynverted to +441632960123

2. The SNEW Server applies the ENUM First Well KnowndR(see [RFC6116] section 3.2) to create the &stsac
FQDN.

EXAMPLE: 3.2.1.0.6.9.2.3.6.1.4.4.e164.arpa (juiop level domain)
3. The SNEW Server requests NAPTR records using QIBNF (see [RFC3403] and [RFC6116] section 3)

EXAMPLE: The following is an example of NAPTR Resoe Records associated with the FQDN derived from
the recipient MSISDN address (+441632960123)

IN NAPTR 100 10 "u" "E2U+sip" "I*.*$!sip:John.Doe@sexample.com!"

IN NAPTR 100 11 "u" "E2U+acct" "I*.*$lacct:John.D@example.com!”

IN NAPTR 101 10 "u" "E2U+acct" "I* *$lacct:Johnny@e.example.com!"

IN NAPTR 102 10 "u" "E2U+email:mailto” "1".*$!maitt: Johnny@doe.example.com!"

Note: The ENUM service identifiers "E2U+sip" and2E+email:mailto” are defined in [RFC6118].

4. If the DNS ENUM service is unavailable, or if no RAR record exist for that number, the SNEW Semreokes
an appropriate address resolution exception hapgliacedure (e.g. reporting the error conditiothievrequesting
SNEW entity).

5. Otherwise if NAPTR record(s) exist for that numkiae SNEW Server proceeds as follows:
a. If “acct:” NAPTR record(s) exist for that number

i. The SNEW Server sorts the ” acct:” NAPTR recoréording to the Order and Preference
fields as described in [RFC3403] and [RFC6116]

ii. The SNEW Server considers the “acct:” URI of thghleist precedence "acct:” NAPTR record as
the resolved recipient address.

b. Otherwise, the SNEW Server follows the proceduefsdd in section 9.1.1.2 and in [ENUM-ACCT]
section 6.

EXAMPLE: The highest precedence “acct:” URI #2141632960123is acct:John.Doe@example.com
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Appendix G. Example messages (Informative)

This appendix provides examples of messages ovEMEMterfaces.

G.1 Example messages over SNEW-1

G.1.1 Activities and reactions

G111 Retrieving activities and/or reactions

The following is an example of a request from arEBNClient to retrieve all activities and/or reactsorelated to the user
with mobile number +393351234567. In this caseSNEW Client does not include any OAuth2 token & tbguest and as
such will retrieve public information available aaonymous users.

Request

GET /snew/v1/activitystreams/tel:+393351234567/@all HTTP/1.1
Host: example.com

Accept: application/json

Content-Length: 0

Response

This response provides back the list (as collettidrall the activities and reactions related tatthser

HTTP/1.1 200 Ok
Content-Length: ...

Content-Type: application/json

“items": [
{
"id": "http://example.com/activity/4563
"published": "2011-02-10T15:04:55Z",
"title": "This is John status update"”,
"actor": {
"id": "acct:;johndoe @example.com",
"image": {
"url": "http://example.com/john doe/image"
h
"displayName": "John Doe"
h

et post. |

"location": { ‘
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"position": "+48.52+002.20/"
h
"object": {

"objectType": "note"

h
"replies": {
"totalltems™: 2,
"items": [
{

"objectType": "comment",
"author": {
"id": "tel:+39335123456
"image": {
"url"; "http://exam
h
"displayName": "Cristin
h
"summary": "What a nice sta

"published": "2011-02-10T15

"objectType": "comment",
"author": {

"id": "acct:bobf@exampl

"image": {

"url": "http://exam

L

"displayName": "Bob For
h
"summary": "Indeed!",

“published": "2011-02-10T16

h
"likes": {
"totalltems™: 1,
"items": [
{
"objectType": "like",

ple.com/cristinaF/image"

a Ford"

tus!”,

:27:557"

e.org",

ple.org/bobf/image"

:12:557"

[0 2013 Open Mobile Alliance Ltd. All Rights Reserve
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-ER-SNeW-V1_0-20130813-C

Page 80 (113)

"author": {
"id": "acct:bobf@exampl e.org",
"image": {
"url"; "http://exam ple.org/bobf/image"
h
"displayName": "Bob For d"
h
"published": "2011-02-10T16 :112:36Z"
}
]
}
h
{

"id": "http://example.com/activity/4564
"published": "2011-02-10T15:25:55Z",

"title"; "This is Alice tweet",

"actor": {

"id": "acct:alice@example.com"”,

"image": {
"url": "http://lexample.com/alic elimage"
h
"displayName": "Alice Smith"
h
"verb": "post",
"location": {
"position": "+48.52+002.20/"
h
"object": {
"objectType": "note"
}
h
{

"id": "http://example.com/activity/4565
"published": "2011-02-10T15:25:55Z",
"actor": {
"id": "acct:alice@example.com"”,
"image": {
"url": "http://lexample.com/alic elimage"

h
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"displayName": "Alice Smith"
h
"object": {
"objectType": "image",
"url": "http://example.com/images/2 741",
"location": {

"position": "+48.52+002.20/"

b
"title": "This is my new photo",

"verb": "post”

}

G.1.1.2 Posting activities and/or reactions

The following is an example of a request from arEBNClient to post an activity on behalf of a user.

Request

This requests posts a status update with text “iBhisy new status update” from user with mobile ham+393351234567,
posted from location: lat: +48.52, lon: +2.2.

POST /snew/vl/activitystreams/@me/@self HTTP/1.1
Host: example.com

Authorization: Bearer mF_9.B5f-4.1JgM
Content-Type: application/json

Accept: application/json

Content-Length: ...

"actor": {
"id": "tel:+393351234567"
h
"object": {
"objectType": "note"
h
"location": {
"position": "+48.52+002.20/"
h

"title": "This is my new status update",
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"verb": "post"

Response

This response provides back the identifier of telyg created activity object (“1234"), together lwits publication time. As
per this specification and REST principles a 20&éaBxd response informs that the activity has beecessfully created,
further including the link to the newly createdaesce in the Location header.

HTTP/1.1 201 Created

Date: Tue, 29 Nov 2011 12:00:00 GMT

Location: http://example.com/snew/v1/activitystream s/tel:+393351234567/@self/1234
Content-Length: ...

Content-Type: application/json

"actor": {
"id": "tel:+393351234567"
h
"object": {
"objectType": "note"
h
"location": {
"position": "+48.52+002.20/"
h
"title": "This is my new status update",
"verb": "post",

"id": "http://example.com/activities/1234"

Further request body examples

Checkin

{
"actor": {
"id": "tel:+393351234567"
h
"object": {
"objectType": "place",

"id": "http://example.com/places/943",

"location": {
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"position": "+48.52+002.20/"

h
"location": {
"position": "+48.50+002.22/"
h
"title": "This is my comment to this new checki

"verb": "checkin”

Comment an existing activity

{
"actor": {
"id": "tel:+393351234567"
h
"object": {
"objectType": "comment"
h
"location": {
"position": "+44.52+007.70/"
h
"title": "This is my comment to the existing po
"target": {
"objectType": "activity",
"id": "http://example.com/activities/3527"
h

‘ "verb": "post"

B

st",

Like an existing activity

{
"actor": {
"id": "tel:+393351234567"
h
"object": {
"objectType": "activity",
"id": "http://example.com/activities/3527"
h
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"verb": "like"

Reporting abuse

{
"published": "2012-02-10T15:04:55Z",

"actor": {
"objectType" : "person",
"id": "acct:bob@example.com"
h
"verb": "post",
"object": {
"objectType": "http://openmobilealliance.org/snew/ schema/l1.0/abuse",
"title™: “this is offensive”
h
"target": {
"objectType":"activity",
"id": "http://fexample.com/activities/1234"
}

Restricted status update (to followers only) usittg’

K
‘ "actor": {
"id": "tel:+393351234567"
h
"object": {
"objectType": "note"
h
"location": {
"position": "+48.52+002.20/"
h
"title": "This is my new status update for your eyes only",
"verb": "post",
"to™:[
{
"objectType":"group”,
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"alias":"http://example.com/snew/v1/people/t el:+393351234567/@followers"
}
1

Status update with explicit mention using “cc”

{
"actor": {
"id": "tel:+393351234567"
h
"object": {
"objectType": "note"
h
"location": {
"position": "+48.52+002.20/"
h
"title": "This is my new status update with Jan e,
"verb": "post",
"cc"[
{
"objectType":"person”,

"id":"acct:jane@example.org"

}

}

G.1.13 Updating activities and/or reactions

The following is an example of a request from arEBNClient to update an existing activity or reaotamn behalf of a user.

Request

This request updates a previous activity with a tigev“This is my updated status message" front ugth mobile number
+393351234567.

PUT /snew/v1/activitystreams/tel:+393351234567/@sel /1234 HTTP/1.1
Host: example.com

Authorization: Bearer mF_9.B5f-4.1JqM

Content-Type: application/json

Accept: application/json

Content-Length: ...
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"actor": {
"id": "tel:+393351234567"
h
"object": {
"objectType": "note"
h
"location": {

"position": "+48.52+002.20/"

h

"title": "This is my updated status message",

“verb": "post",

"id": "http://example.com/activities/1234"

Response

This response provides back an acknowledgmenthbaictivity was updated a returns the newly ugtAiivity object

(“1234").

HTTP/1.1 200 Ok
Date: Tue, 29 Dec 2011 12:00:00 GMT
Content-Length: ...

Content-Type: application/json

"actor": {
"id": "tel:+393351234567"
h
"object": {
"objectType": "note"
h
"location": {

"position": "+48.52+002.20/"

h

"title": "This is my updated status message",

"verb": "post",

"id": "http://example.com/activities/1234"
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G114 Deleting activities and/or reactions

The following is an example of a request from arEBNClient to delete an existing activity or reaation behalf of a user.

Request

This request deletes a previous activity from wgér mobile number +393351234567.

DELETE /snew/v1/activitystreams/tel:+393351234567/@ self/1234 HTTP/1.1
Host: example.com
Authorization: Bearer mF_9.B5f-4.1JgM

Content-Length: 0

Response

This response provides back an acknowledgmenthbaictivity was deleted.

HTTP/1.1 200 Ok
Date: Wed, 30 Dec 2011 12:00:00 GMT

Content-Length: 0

G.1.2 Content upload

The following is an example of a Photo Upload framSNEW Client on behalf of user bob@example.com.

Request

This request uploads the activity specified in‘jeen” part with title “Partying from my favorite IGb!”, which consists in a
picture targeting a specific place (Bob’s favoudheb). The location where the picture was takefuiither indicated (which
may differ from the place’s location or from Boligation at the time of the request).

The picture information in the activity object flaer contains a reference to the “imagel@examplé.pan of the request
that contains the actual picture content, by thamef the “cid:” URI scheme.

Content-Type and Content-Length are set accordirtgi$ multipart upload mechanism. Accept headeeigo
“application/json” as per this specification.

POST /snew/v1/activitystreams/acct:bob@example.com/ @self HTTP/1.1
Host: example.com
Authorization: Bearer mF_9.B5f-4.1JqM
Accept: application/json
Content-type: multipart/related;
boundary=abcdef012345xyZ;
type="application/json"

Content-length: <contentLength>
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--abcdef012345xyZ

Content-Type: application/json

"actor": {
"id": "acct:bob@example.com"
h
"object": {
"objectType": “image",
"url": "cid:imagel@example.com",
"location": {

"position": "+48.52+002.20/"

h
"title": "Partying from my favorite Club!",
"target": {
"objectType": "place",
"id": "http: //example.com/places/5647"
h
"verb": "post”
}
--abcdef012345xyZ
Content-ID: <imagel@example.com>

Content-Type: image/jpeg

<jpeg image data>

--abcdef012345xyZ--

Response

This response provides back the identifier of teely created activity object (“1234"), together vits publication time. An
identifier and URL for the uploaded picture is fet provided back in relation to the picture.

As per this specification and REST principles a @d&ated response informs that the activity has Beecessfully created,
further including the link to the newly createdoesce in the Location header.

HTTP/1.1 201 Created
Date: Tue, 29 Nov 2011 12:00:00 GMT

Location: http://example.com/snew/v1/activitystream s/acct:bob@example.com/@self/1234

Content-Length: 580
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Content-Type: application/json

"id": "http://example.com/activities/1234",
"published": "2012-01-10T15:04:55Z",
"actor": {
"id": "acct:bob@example.com"
h
"object": {
"objectType": “image",
"id": "http://example.com/media/1234",
"url": " http://example.com/bob/media/defau 1/1234.jpg",

"location": {

"position": "+48.52+002.20/"

h

"title": "Partying from my favorite Club!",

"target": {

"objectType": "place",

"id": "http: //example.com/places/5647"
h

"verb": "post"

G.1.3 User Connection management using Gateway func  tionality
G.1.31 Retrieving the list of supported External S Ns
Request

The following is an example of a request from arEBNClient to retrieve the list of all the supportexternal SNs from
SNEW Server.

GET /snew/vl/connections/@me/@all HTTP/1.1

Host: example.com

Authorization: Bearer mF_9.B5f-4.1JgM

Response
This response provides the list of supported Exle®iNs to SNEW Client.

HTTP/1.1 200 OK

Content-Type: application/json
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"domain": "facebook.com",
"org.oma":{
"siteName": "Facebook",

"sitelcon": "http://example.com/sites/logo [/facebook.png"”

"domain": "twitter.com"”,
"org.oma":{
"siteName": "Twitter",

"sitelcon ": "http://example.com/sites/log o/twitter.png"

G.1.3.2 Retrieving the list of user’s connections

Request

The following is an example of a request from arEBNClient to retrieve the list of user’'s connectamth External SN
from SNEW Server.

GET /snew/vl/connections/@me/@self HTTP/1.1

Host: example.com

Authorization: Bearer mF_9.B5f-4.1JgM

Response

This response provides the list of user connectiof®\EW Client. In this example the connectiorhwiitvitter is active,
whilst the one with Facebook has expired.

HTTP/1.1 200 OK

Content-Type: application/json

"domain": “facebook.com",
"userld": "100003141581416",
"userName": "Enginsaz Ozturksaz",

"org.oma":{

"siteName": "Facebook",
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"sitelcon ": "http://example.com/sites/log o/facebook.png"
"connectionld": "12323123123123",
"connectionStatus": "expired",

"profileUrl": "http://www.facebook.com/100 003141581416",

"thumbnailUrl": “http://profile.ak.fbcdn.ne t/hprofile-ak-snc4/372458_1273808564_q.jpg"
}

"domain": "twitter.com"”,
"userld": "engin",
"userName": "Engin Ozturk",
"org.oma":{
"siteName": "Twitter",
"sitelcon ": "http://example.com/sites/log o/twitter.png"
"connectionld"; "3434343434",
"profileUrl": "http://www.twitter.com/engi n",
"thumbnailUrl": "http://a0.twimg.com/profil e_images/1115258974/1.PNG"
}

G.1.3.3 Deleting a user connection

Reguest

The following is an example of a request from arEBNClient to delete a specific connection with asteEnal SN.

DELETE /snew/vl/connections/@me/12323123123123 HTTP/1.1
Host: example.com

Authorization: Bearer mF_9.B5f-4.1JgM

Response

This response acknowledges the successful deletiSNEW Client.

HTTP/1.1 200 OK

G.1.34 Creating a user connection

Request

The following is an example of a request from arEBNClient to create a new connection with the Exae6SN
“facebook.com”.
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POST /snew/vl/connections/@me/@self HTTP/1.1
Host: example.com
Authorization: Bearer mF_9.B5f-4.1JgM

Content-Type: application/json

"domain"; "facebook.com"

Response

This response acknowledges the successful creatiSNEW Client, once the association procedurebeas completed
upon user authorization.

HTTP/1.1 303 See other

Location: snew://connections#status=OK&connectionld =AF45Yz&domain=facebook.com

G.1.35 Updating a user connection

Request

The following is an example of a request from arEBNClient to update the existing connection withmection id
“12323123123123" to reactivate it.

PUT /snew/vl/connections/@me/12323123123123 HTTP/1.1
Host: example.com

Content-Type: application/json

"org.oma":{

"connectionStatus": "active"

Response

This response acknowledges the successful upd&WEYY Client, e.g. once the (re)association prometas been
completed upon user authorization.

HTTP/1.1 303 See other

Location: snew://connections#status=OK&connectionld =12323123123123&domain=facebook.com
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G.1.4 Cross-posting and aggregation using Gateway f  unctionality

G.141 Retrieving activities and/or reactions

The following is an example of a request from arEBNClient to retrieve all activities and/or reacorelated to the user
currently logged in, including those aggregatednfius/her associated External SN connections.

Request

GET /snew/v1/activitystreams/@me/@all HTTP/1.1
Host: example.com

Authorization: Bearer mF_9.B5f-4.1JqM

Accept: application/json

Content-Length: 0

Response

This response provides back the list (as collettidrall the activities and reactions related tatthser.

In this case the first activity corresponds to etivily generated by another local user (John Da#jch was also cross-
posted to Facebook & Twitter and associated backupBcates of the “local” activity, retrieved thugh connections 123
(linking the current user's Facebook account) asdcBirrent user’'s Twitter account).

The second activity was aggregated from Twitteeatly, retrieved only through connection 34 (linitihe user's Twitter
account).

The third activity is a “local” activity and doestncome from External SN aggregation.

HTTP/1.1 200 Ok
Content-Length: ...

Content-Type: application/json

"items": [
{
"id": "http://example.com/activity/4563
"published": "2011-02-10T15:04:55Z",
"title": "This is John status update”,
"actor": {
"id": "acct:;johndoe @example.com",
"image": {
"url": "http://example.com/john doe/image"
h

"displayName": "John Doe"
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"verb": "post",
"location": {
"position": "+48.52+002.20/"
h
"object": {
"objectType": "note"
h
"downstreamDuplicates": [
"http://facebook.com/4563",

"http://twitter.com/statuses/4124"

I
"org.oma"{
"connections": [
"123",
nag
]
}
h
{

"id": "http://twitter.com/statuses/4564
"published": "2011-02-10T15:25:55Z",
"title™: "This is Alice tweet",
"actor": {
"id": "acct:alice @twitter.com",
"image": {
"url": "http://twitter.com/user
h
"displayName": "Alice B. Smith"
h
"verb": "post",
"location": {
"position": "+48.52+002.20/"
h
"object": {
"objectType": "note"
h
"org.oma"{
"connections": [

ngqn

s/alice/photo”
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"id": "http://example.com/activity/4565
"published": "2011-02-10T16:25:55Z",
"actor": {
"id": "acct:alice@example.com”,
"image": {
"url": "http://example.com/alic elimage"
h
"displayName": "Alice Smith"
h

"object": {

"objectType": "image",
"url": "http://example.com/images/2 741",
"location": {

"position": "+48.00+002.00/"

h
"title": "This is my new photo",

"verb": "post"

}

G.14.2 Cross-posting activities

The following is an example of a request from arEBWNClient to cross-post an activity on behalf afsr towards External
SNs.

Request

This requests posts a status update with text “iBhisy new status update” from user with mobile ham+393351234567,
posted from location: lat: +48.52, lon: +2.2. Theguest further asks to cross-post this statustapgdaconnections 123 and
34 (e.g. the connections to the Facebook and Tivétteounts of the user)

POST /snew/vl/activitystreams/@me/@self HTTP/1.1
Host: example.com

Authorization: Bearer mF_9.B5f-4.1JgM
Content-Type: application/json

Accept: application/json
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Content-Length: ...

"actor": {
"id": "tel:+393351234567"
h
"object": {
"objectType": "note"
h
"location": {
"position": "+48.52+002.20/"
h
"title": "This is my new status update",
"verb": "post",
"org.oma":{
"connections": [
"123",
na g

Response

This response provides back the identifier of teely created activity object (“1234"), together kvits publication time. As
per this specification and REST principles a 20&éaBxd response informs that the activity has beecessfully created,
further including the link to the newly createdaesce in the Location header.

In this case the activity was successfully crosstgubonly through connection 123 (e.g. current’sseacebook account),
and the identifier of that activity on Faceboolpisvided as duplicate.

HTTP/1.1 201 Created

Date: Tue, 29 Nov 2011 12:00:00 GMT

Location: http://example.com/snew/v1/activitystream s/tel:+393351234567/@self/1234
Content-Length: ...

Content-Type: application/json

"actor": {
"id": "tel:+393351234567"

i
"object": {
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"objectType": "note"
h
"location": {
"position": "+48.52+002.20/"
h
"title": "This is my new status update",
"verb": "post",
"id": "http://example.com/activities/1234",
"downstreamDuplicates": [
"http://facebook.com/4563"
1.
"org.oma"{
"connections": [

"123"

}

G.1.5 People

G.15.1 Retrieving user information

The following is an example of a request from arEBNClient to retrieve the information related te tiser currently
logged in, including those aggregated from hisAssiociated External SN connections.

Request

GET /snew/v1/people/@me/@self HTTP/1.1
Host: example.com
Authorization: Bearer mF_9.B5f-4.1JqM

Accept: application/json

Content-Length: 0

Response

This response provides back the information reltddtiat user.

In this case two connections are returned, corredipg to the Facebook & Twitter accounts that asaiated with the
current user. The response also provides the nuailfeliowers, following and friends of that user.

HTTP/1.1 200 Ok
Content-Length: ...

Content-Type: application/json
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{
"id": "tel:+393351234567",
"displayName" : "Tommy",
"name": {
"familyName":"Clinton",
"givenName":"Tom"
h
"thumbnailUrl™:" http://example.com/people/1234
"accounts" : [
{

"domain": "facebook.com",
"userld": "1416",
"username": "tclinton”,

"org.oma": {

"connectionld": "12323123123123 ",

"siteName": "Facebook",
"sitelcon": "http://example.com/sit
"displayName": "Tom Clinton",

"profileUrl": "http://www.facebook.

"thumbnailUrl": "http://www.faceboo

"domain": "twitter.com"”,

"userld": "tommyc",

"org.oma": {
"connectionld": "3434343434",
"siteName": "Twitter",
"sitelcon": "http://example.com/sit
"displayName": "TommyC",
"profileUrl": "http://www.twitter.c

"thumbnailUrl": "http://www.twitter

Ik

"following": {
"totalltems": 10

h

"followers": {

/image.jpg",

es/logo/facebook.png”,

com/1416",

k.com/1234.jpg"

es/logo/twitter.png",

om/tommyc",

.com/11.png"
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"totalltems™: 21
h
"friends": {
"totalltems": 4
|
B

G.1.5.2 Searching user information

The following is an example of a request from arEBNClient to search for a user on the same SN whasee starts with
“John”.

Request

GET /snew/v1/people/@me/@all ZilterBy=displayName&filterValue=John HTTP/1.1
Host: example.com
Authorization: Bearer mF_9.B5f-4.1JqM

Accept: application/json

Content-Length: 0

Response

This response provides back the list of users nragdhis criterion.

HTTP/1.1 200 Ok
Content-Length: ...

Content-Type: application/json

"items": [
{
"id": "acct;johnny@example.com"”,
"displayName" : "Johnny",

"thumbnailUrl":" http://example.com/peo ple/1234/image.jpg"

"id": "acct:bobjohn.acme @example.com”,
"displayName" : "Bob John Acme",
"name": {

"familyName":"Acme",

"givenName":"Bob John"
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‘ "thumbnailUrl":" http://example.com/peo ple/2222/image.jpg" ‘

G.15.3 Retrieving another user information

The following is an example of a request from arEBNClient to retrieve the information related ta#rer user, further
indicating his relationship with the user currerilgged in. Note that this request can be issueshvdiscovering address
book contacts and that the target user may belmagé¢mote social network.

Request

GET /snew/v1/people/tel:+393351234567/@self HTTP/1. 1

Host: example.com
Authorization: Bearer mF_9.B5f-4.1JgM

Accept: application/json

Content-Length: 0

Response

This response provides back the information reltddtiat user. In this case the current user eadly followed by the target
user.

The response also provides the number of followieli®wing and friends of that user.

HTTP/1.1 200 Ok
Content-Length: ...
Content-Type: application/json
{
"id": "tel:+393351234567",
"displayName" : "Tommy",
"name": {
"familyName" : "Clinton",
"givenName" : "Tom"
h
"thumbnailUrl": "http://example.com/people/1234 /image.jpg",
“rel ati onshi ps": "followers",
"following": {
"totalltems™: 10
h
"followers": {
"totalltems™: 21
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i
"friends": {

"totalltems": 4

}

G.1.6  Subscription

The following is an example of a subscription framSNEW Client to all activities related to the us&h mobile number
+393351234567.

Request-1

This request is a normal retrieval request as amgte G1.1.1, where the SNEW Client further indisaupport for
subscriptions by adding an Accept header value/éegnt-stream”.

GET /snew/v1/activitystreams/tel:+393351234567/@all HTTP/1.1
Host: example.com
Accept: application/json

Accept: text/event-stream

Content-Length: 0

Response-1

This response provides back the list (as collettidrall the activities related to that user (agxample G.1.1.1) and further
includes indications on where to subscribe to éhated information as Link: headers.

HTTP/1.1 200 Ok

Li nk: <http://hub. exanpl e. conk; rel ="hub"

Li nk: <http://exanpl e.com snew vl/activitystreans/tel:+393351234567/ @l |>; rel ="sel f"
Content-Length: ...

Content-Type: application/json

"items": [
{
"id": "http://example.com/activity/4563
"published": "2011-02-10T15:04:55Z",
"title": "This is John status update”,
"actor": {

"id": "acct:;johndoe @example.com",

"image": {

"url": "http://example.com/john doe/image"
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h
"displayName": "John Doe"
h
"verb": "post",
"location": {
"position": "+48.52+002.20/"
h
"object": {
"objectType": "note"
}
h
{

"id": "http://example.com/activity/4564
"published": "2011-02-10T15:25:55Z",
"title™: "This is Alice tweet",
"actor": {
"id": "acct:alice@example.com"”,
"image": {
"url": "http://lexample.com/alic elimage"
h
"displayName": "Alice Smith"
h
"verb": "post",
"location": {
"position": "+48.52+002.20/"
h
"object": {

"objectType": "note"

Request-2

This second request is issued by the SNEW Clieimitiate the subscription using the hub & topidues indicated in

Response-1.

In case a local Push API Server exists on the dethe request is issued indirectly through thathPAPI Server.
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GET http://localhost:4035?push-accept-source=
http%3A%2F%2Fhub. exanpl e. con?3Fhub.mode%3Dsubscribe%26hub.topic%  3Dht t pd8AYRF%R2Fexanpl e. cont2Fsnews2Fv 192
Facti vitystreans%2Ft el Y98A%B93351234567%2F%40al | HTTP/1.1

Host: localhost

Accept: text/event-stream

Alternatively, this request is issued directly e hub endpoint.

GET /?hub.mode=subscribe&hub.topic= htt p: // exanpl e. coml snew/ v1/activitystreans/tel: +393351234567/ @l |
HTTP/1.1

Host: hub. exanpl e. com

Accept: text/event-stream

Response-2

This second response represents a long-lived ctonehbat outputs subsequent notifications of atitis related to that user
whenever applicable. As such, headers are providsd

HTTP/1.1 200 Ok

Content-Type: text/event-stream

Then notifications of activity entries serializedJSON are provided as single line text as below.

{"id": "http://fexample.com/activity/4565", "publish ed": "2011-02-10T15:25:552", "actor": { "id":
"acct:alice@example.com”, "image": { "url": "http:/ /example.com/alice/image"}, "displayName": "Alice
Smith"}, "object": { "objectType": "image", "url": "http://fexample.com/images/2741", "location": {
"position": "+48.52+002.20/"}}, "title": "This is m y new photo", "verb": "post"}
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Appendix H.  Push-specific headers definition

This appendix defines a set of headers to be wsesibscriptions over SNEW-1 interface, as definmeskction 7.1.5.

H.1 Headers definition
H.1.1 X-Oma-Push-Accept-Source

This header indicates a comma-separated list @jdable push sources (Push channels) supportégthpntity inserting the
header. This header is specifically used for nagjotj the Push channel(s) to be used between &isestver.

Each push source MUST be identified by one of thiewing form:

0 a SMS source addresses in the format “sms:smsieatipvhere sms-recipient is as defined by [RFC3724
which indicates a support for delivery of eventsiira specific SMS address

0 a SIP source addresses in the format “sip:user@iddmehich indicates a support for delivery of et®n
from a specific SIP address

o the OMNA-registered URN “urn:oma:xml:push”, whialdicates a support for delivery of any OMA Push
message received from the supported OMA Push learer

o other arbitrary source address values in the fdrenldRI, enabling the use of other eventing or ragsg
systems (e.g. OS-specific) or application-speafiarce addressing

The ABNF [RFC5234] format is:

X-Oma-Push-Accept-Source = "X-Oma-Push-Accept-Sourc e" ™" absolute-URI *("," absolute-
URI)

; absolute-URI is as defined in [RFC3986]

H.1.2 X-Oma-Push-Application-Id

This header indicates a comma-separated list &faable push application ids.

The ABNF [RFC5234] format is:
X-Oma-Push-Application-Id = "X-Oma-Push-Application -1d" ":" app-id *("," app-id)
; app-id is as defined in [OMAPUSH-MSG]

H.1.3 X-Oma-Push-Server-Address

This header indicates a comma-separated list &fable IP addresses or FQDNs of the servers auiti