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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thig€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.
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1. Scope

This specification describes the data format anglisption Usage for the User Access Policy documehtch is a common
user access policy definition that can be usedIlMA enablers (e.g. PoC and IM).
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2

Application Unique D
Application Usage
Automatic Answer Mode
Document Selector
Document URI

Global Document

Global Tree

Manual Answer Mode
Node Selector

Node Selector Separator
Node URI

Offline Communication

Storage

Principal

URI List

User

XCAP Resource
XCAP Root

XCAP Server

XCAP User Identifier

Definitions

A unique identifier within the namespace of Applioa Unique IDs created by this specification that
differentiates XCAP Resources accessed by onecapipin from XCAP Resources accessed by another
application. (Source: [RFC4825])

Detailed information on the interaction of an apation with an XCAP Server. (Source: [RFC4825])

A mode of operation in which the client accept®mmunication request without manual intervention
from the User; Media is immediately played wherereed.

A sequence of path segments, with each segmerd beparated by a “/”, that identify the XML
document within an XCAP Root that is being selec{8durce: [RFC4825])

The HTTP URI containing the XCAP Root and Docuntgelkector, resulting in the selection of a specific
document. As a result, performing a GET agairstibcument URI would retrieve the document.
(Source: [RFC4825])

A document placed under the Global Tree that appliall users of that Application Usage.

A URI that represents the parent for all Global Doents for a particular Application Usage within a
particular XCAP Root. (Source: [RFC4825])

A mode of operation in which the client requires tser to manually accept the communication request
before the communication session is established.

A sequence of path segments, with each segmerg beparated by a "/", that identify the XML node
(element or attribute) being selected within a doent. (Source: [RFC4825])

A single path segment equal to two tilde characters that is used to separate the document selecto
from the Node Selector within an HTTP URI. (Soullé&=C4825])

The HTTP URI containing the XCAP Root, Documente8tdr, Node Selector Separator and Node
Selector, resulting in the selection of a specffdL node. (Source: [RFC4825])

A data storage where communication sessions catobed when User is offline e.g. User has not
registered to the communication service.

An entity that has an identity, that is capabl@mividing consent and other data, and to which
authenticated actions are done on its behalf. Elesvgd principals include an individual user, augr®f
individuals, a corporation, service enablers/agpiéns, system entities and other legal entiti®su(ce:
[Dict])

A list of URIs.
A User is any entity that uses the described featthrough the User Equipment.

An HTTP resource representing an XML document,lament within an XML document, or an attribute
of an element within an XML document that follova® thaming and validation constraints of XCAP.
(Source: [RFC4825])

A context that includes all of the documents acads8pplication Usages and users that are manhged
a server. (Source: [RFC4825])

An HTTP server that understands how to follow theimg and validation constraints defined in this
specification. (Source: [RFC4825])

The XUl is a string, valid as a path element irHaITP URI, that is associated with each user sebyed
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the XCAP Server. (Source: [RFC4825])

3.3 Abbreviations

ABNF Augmented Backus-Naur Form
AUID Application Unique ID

HTTP Hypertext Transfer Protocol

IETF Internet Engireering Task Force
MIME Multipurpose Internet Mail Extensions
OMA Open Mobile Alliance

PoC Push-to-talk over Cellular

SCR Static Conformance Requirements
SIP Session Initiation Protocol

URI Uniform Resource Identifier

URL Uniform Resource Locator

XCAP XML Configuration Access Protocol
XDM XML Document Management
XDMC XDM Client

XDMS XDM Server

XML Extensible Markup Language

XUI XCAP User Identifier
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4. Introduction

This specification provides the Application Usagethe User Access Policy document. It reuses @ Bser Access
Policy document structure described in [PoC_XDM-91L_

The Shared Policy XDMS (see [XDM_AD]) is the lodicapository for User Access Policy documents. Eaemmon
protocol specified in [XDM_Core] is used for accassl manipulation of such policies by authorizeiddtpals.

This specification defines also how to handle bakis compatibility with the PoC V1.0 enabler whiee Shared Policy
XDMS is introduced in the network.

The enabler specific extensions to this specificatire defined in the corresponding enabler spatifin (e.g., PoC
extensions in PoC Document Management specific§lo@ _DocMgmt]).
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5. Shared Policy XDM Application Usages

5.1 User Access Policy
511 Structure

The User Access Policy document SHALL conform ® structure of the “ruleset” document describefRiRC4745], with
the extensions and constraints given in this sectio

The User Access Policy document makes use of ffewiag two elements defined for the <rule> elemientRFC4745]:
e <conditions>
* <actions>

The <transformations> child element defined for4hale> element in [RFC4745] SHALL be ignored, iepent.

The <conditions> child element of any <rule> eletnen

a) MAY include the <identity> element, as defined RHC4745], except the sub-elements that are igrasetkfined
in [XDM_Core] “Common Extensiofis

b) MAY include the <external-list> element, as definedXDM_Core] “Common Extensiotis
c) MAY include the <other-identity> element, as defirie [XDM_Core] ‘Common Extensiolis
d) MAY include the <anonymous-request> element, amddfin [XDM_Core] ‘Common Extensiohs
e) MAY include the <media-list> element, as definedX®DM_Core] “Common Extensiofis
f)  MAY include the <service-list> element, as defiedXDM_Core] “Common Extensiohand
g) MAY include other elements from other namespaceshi® purposes of extensibility.

The <actions> child element of any <rule> element:
a) MAY include the <allow-reject-invite> element;
b) MAY include the <allow-offline-storage> element;
c) MAY include the <allow-auto-answermode> element;
d) MAY include the <allow-manual-answer-override> etarhand

e) MAY include other elements from other namespaceshf® purposes of extensibility.

5.1.2 Application Unique ID

The AUID SHALL be “org.openmobilealliance.accestesll.

513 XML Schema

The User Access Policy document SHALL conform ® XML schema described in [RFC4745], with extensidascribed
in [XSD_commPol] and [XSD_ext] and with extensialescribed in enabler defined XML schemas.

5.1.4 Default Namespace

The default namespace used in expanding URIs SH#d turn:ietf:params:xml:ns:common-policy” defined[RFC4745].
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515  MIME Type

The MIME type for the User Access Policy documeAREL be “application/auth-policy+xml” defined in [RC4745].

5.1.6 Validation constraints

The User Access Policy document SHALL conform ® XML Schema described in section 5.23ML Schem@g with the
additional validation constraints described below.

The “id” attribute of the <one> element SHALL comta SIP URI or a TEL URI.
If present, the “id” attribute of the <except> ekamh SHALL contain a SIP URI or a TEL URI.

If the AUID value of the Document URI or Node URbposed in an <external-list> element is other thasource-lists”,
the Shared Policy XDMS SHALL return an HTTP “409rflct” response which includes the XCAP error etah
<constraint-failure>. If included, the “phrase’rditite SHOULD be set to “Wrong type of shared list”

If the XUl value of the Document URI or Node URbposed in an <external-list> element does not maetXUI of the
User Access Policy Document URI, the Shared Po{ioiS SHALL return an HTTP “409 Conflict” responsehich
includes the XCAP error element <constraint-faituri included, the “phrase” attribute SHOULD b s®“Access denied
to shared list”.

51.7 Data Semantics

The User Access Policy document SHALL conform t® ¢gbmantics for the “conditions” and “actions” désed in
[RFC4745] and [XDM_Core]Common Extensions™with the additional extensions and clarificatiatescribed below.

The <allow-reject-invite> element defines the attibe Application Server is to take when processimgmmunication
request for a particular User. This element ingsrtiee Application Server performing the termingtparticipant function to
reject an incoming communication request. The v a Boolean type:

“false” instructs the Application Server perforgithe terminating participant function to not t{em the communication
request. This SHALL be the default value takerhim absence of the element;

“true” instructs the Application Server performitige terminating participant function to reject ttenmunication
request using procedures as defined by the enabler.

The <allow-auto-answermode> element defines therattte Application Server performing the termingtparticipant
function is to take when processing an Automatiswer Mode procedure for a particular User. The eédwof a Boolean

type:

“false” instructs the Application Server performitige terminating participant function not to penfothe Automatic
Answer Mode procedures as defined by the enables. JHALL be the default value taken in the absesfdbe
element;

“true” instructs the Application Server performitige terminating participant function to perform thagtomatic Answer
Mode procedure as defined by the enabler.

The <allow-offline-storage> element defines theicactthe Application Server performing the termingtiparticipant
function is to take when processing a communicatexquest for a particular User who is offline, d@hd type of Offline
Communication Storage to be connected when the aonwuation request is to be routed to an Offline Gamication
Storage. The <allow-offline-storage> element:

a) SHALL include the “allow” attribute to define thetéon the Application Server is to take when preoes a
communication request for a particular User whofikne. The value is of a Boolean type:

"false" instructs the Application Server not to tethe communication request to the Offline Comroatidon
Storage when the User is offline. This SHALL be dledault value of the attribute.
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"true" instructs the Application Server to route tommunication request to the Offline Communicatborage
when the User is offline. The type of Offline Commization Storage to be routed to is defined asild ch
element of the <allow-offline-storage> element.

b) MAY contain one or more elements from other namespaefined by the enabler, which indicate theixfl
Communication Storage types.

c) MAY contain attributes from any other namespacedtfe purpose of extensibility.

The <allow-manual-answer-override> element defthesaction the Application Server is to take whercpssing a
communication request for a particular User andmthe communication request contains a requestdaide the Manual
Answer Mode procedure. The value is of a Booleaety

"false" instructs the Application Server to rejda communication request. This SHALL be the defealue taken in the
absence of the element.

"true” instructs the Application Server to proctss communication request using Automatic Answed®o

5.1.8 Naming conventions

The name of the User Access Policy document SHA® Laacess-rules”.

5.1.9 Global Documents

This Application Usage defines no Global Documents.

5.1.10 Resource interdependencies

This Application Usage defines no additional reselunterdependencies.

5.1.11  Authorization policies

The authorization policies SHALL be defined accogdto [XDM_Core]“Authorization”.
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6. Subscribing to changes in the XML documents

The Shared Policy XDMS SHALL support subscriptiemghanges in the XML documents as specified in JX[Tore]
“Subscriptions to changes in the XML docunifesections tnitial subscriptiori and “Generating a SIP NOTIFY requést
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7. Backward Compatibility towards the PoC User Access
Policy Application Usage

7.1 Procedures at the Shared Policy XDMS

If the Shared Policy XDMS allows access by PoCwliénts, the Shared Policy XDMS SHALL support th@CPUser
Access Policy Application Usage defined in [PoC_XDMl 0] “PoC User Access PolicyWwith the clarifications given in
this section.

The Shared Policy XDMS SHALL maintain, for each tJdmth the “pocrules” document of the PoC UserésscPolicy
Application Usage and the “access-rules” documéttieUser Access Policy Application Usage. Thisra one-to-one
correspondence between the “pocrules” and “acadss“rdocuments, and the contents of the docunarary point in time
SHALL be syncronized as described below.

NOTE: This does not imply that the Shared PolicyW®must actually store the “pocrules” document,oust always
be prepared to process requests against the “gstmibcument.

The Shared Policy XDMS SHALL, when it receivesX®AP PUT request for the PoC User Access Policylisption
Usage, apply the same modifications to the Useess®olicy Application Usage with the following eptions:

1) If the resulting “pocrules” document contains rg)efith the <allow-invite> action set to “rejecthe
corresponding rule(s) in the “access-rules” documen

a. SHALL contain the <allow-reject-invite> action get“true”; and
b. SHALL NOT contain the <allow-auto-answermode> attio

2) If the resulting “pocrules” document contains re)efith the <allow-invite> action set to “acceptie
corresponding rule(s) in the “access-rules” documen

a. SHALL contain the <allow-auto-answermode> actiontsétrue”; and
b. SHALL NOT contain the <allow-reject-invite> action.

3) If the resulting “pocrules” document contains rg)efith the <allow-invite> action set to “pass”ethorresponding
rule(s) in the “access-rules” document

a. SHALL NOT contain the <allow-auto-answermode> actiand
b. SHALL NOT contain the <allow-reject-invite> action.

The Shared Policy XDMS SHALL, when it receivesX@AP PUT request for the User Access Policy ApgimaUsage,
apply the same modifications to the PoC User AcPetdisy Application Usage with the following excapts:

1) If the resulting “access-rules” document contairs(s) with the <service-list > condition and <needst>
condition not specifying a PoC v1.0 service tHe(s) SHALL be omitted from the “pocrules” document

2) If the resulting “access-rules” document containe(s) with the <allow-reject-invite> action set‘tcue”, the
corresponding rule(s) in the “pocrules” document®E&H contain the <allow-invite> action set to “rejéc

3) If the resulting “access-rules” document containge(s) with the <allow-auto-answermode> actiontgétalse”,
the corresponding rule(s) in the “pocrules” docutr®#HALL contain the <allow-invite> action set todgs”;

4) |If the resulting “access-rules” document contairie(s) with the <allow-auto-answermode> actiontsétrue”, the
corresponding rule(s) in the “pocrules” documentAEH contain the <allow-invite> action set to “acdé&p

The Shared Policy XDMS SHALL, when it receives aBA® request for an XML Documents Directory documesnt
defined in [XDM_Core] XML Documents Directotyinclude the “pocrules” document in addition teet“access-rules”
document.
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When responding to a request for the XCAP Serveaiities as defined in [XDM_CoreXCAP Server Capabilitiésthe
Shared Policy XDMS SHALL include the XCAP Servem@hilities for the PoC User Access Policy ApplioatlUsage, in
addition to the User Access Policy Application Usag

7.2 Procedures at the Aggregation Proxy

The Aggregation Proxy SHALL forward XCAP requesis the PoC User Access Policy AUID to either th€RXDMS or
the Shared Policy XDMS based on local configuration

NOTE: An Aggregation Proxy forwards XCAP requéststhe PoC User Access Policy AUID to the Shareticky
XDMS when the network supports PoC V2.0 or the K&B1S when the network supports PoC V1.0.
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Appendix B. Static Conformance Requirements
The notation used in this appendix is specifiefB@RRULES].

The SCRs defined in the following tables includeRSGor:

- Shared User Access XDM Application Usage

- Aggregation Proxy

B.1

(Normative)

Shared Policy XDM Application Usages (Server)

Item

Function

Reference

Requirement

XDM_Policy-XOP-S-001-M

Shared User Access Policy structure

511

XDM_Core -XCAP-S-001-M

XDM_Policy-XOP-S-002-M

Application Unique ID in Shared Useb.1.2

Access Policy

XDM_Policy-XOP-S-003-M

XML schema of Shared User Acces
Policy

55.1.3

XDM_Policy-XOP-S-004-M

Shared User Access Policy conformss.1.5

to MIME type

XDM_Policy-XOP-S-005-M

Validation constraints, in addition to
the XML schema

5.1.6

XDM_Policy-XOP-S-006-M

Data semantics of Shared User AccgS4l.7

Policy
XDM_Policy-XOP-S-007-M | Naming conventions for Shared Usgr5.1.8
Access Policy
XDM_Policy-XOP-S-008-M | Authorization policies 5.1.11
XDM_Policy-SUB-S-001-M | Subscribing to changes in Shared |6 XDM_Core -SUB-S-001-O AND
Access Policy documents XDM_Core -SUB-S-002-O
XDM_Policy-BC-S-001-M Backward compatibility PoC User |7.1

Access Policy Application Usage.

B.2 Shared Policy XDM Application Usages (Client)
Item Function Reference | Requirement
XDM_Policy-XOP-C-001-O | Shared User Access Policy 5.1 XDM_Policy-XOP-C-002-O AND

Application Usage

XDM_Policy-XOP-C-003-O AND
XDM_Policy-XOP-C-004-O AND
XDM_Policy-XOP-C-005-O AND
XDM_Policy-XOP-C-006-O AND
XDM_Policy-XOP-C-007-O AND
XDM_Policy-XOP-C-008-O

XDM_Policy-XOP-C-002-O | Shared User Access Policy structure  5.1.1 | XDM_Core-XOP-C-003-M AND
XDM_Policy-XOP-C-001-O
XDM_Policy-XOP-C-003-O | Application Unique ID in Steal User| 5.1.2 XDM_Policy-XOP-C-001-O

Access Policy
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Item Function Reference | Requirement

XDM_Policy-XOP-C-004-O | XML schema Shared User Asces |5.1.3 XDM_Policy-XOP-C-001-O
Policy

XDM_Policy-XOP-C-005-O | Shared User Access Policgfooms |5.1.5 XDM_Policy-XOP-C-001-O
to MIME type

XDM_Policy-XOP-C-006-O | Validation constraints, idditionto |5.1.6 XDM_Policy-XOP-C-001-O
the XML schema

XDM_Policy-XOP-C-007-O | Data semantics of Sharedrifszess| 5.1.7 XDM_Policy-XOP-C-001-O
Policy

XDM_Policy-XOP-C-008-O | Naming conventions for Stdhtgser |5.1.8 XDM_Policy-XOP-C-001-O
Profile

XDM_Policy-ERR-C-001-O | XDM Client handling of HTTR09 |5.1.6 XDM_Policy-XOP-C-001-O
Conflict" response from the XDMS

B.3 Aggregation Proxy

Item Function Reference Requirement
XDM_Policy-BC-S-002-M Backward compatibility Proages | 7.2

at the Aggregation Proxy.
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Appendix C. Examples (Informative)

C.1 Manipulating User Access Policy

C.1.1 Obtaining User Access Policy document

Figure C.1 describes how the XDMC obtains the Warress Policy document. In this example, the XDME@eisiding in a
UE in the same domain as the Shared Policy XDMB.dtso assumed that the address of the AggregBtiaxy is
“xcap.example.com” and the XCAP Root URI is “xcaquaple.com/”.

XDM Client Aggregation Shared Policy
Proxy XDMS

1. HTTP GET—|

2. HTTP GET—|

«—3. 200 OK

¢—4. 200 OK

Figure C.1- XDM Client obtains User Access Policy document

The details of the flows are as follows:

1) The user "sip:ronald.underwood@example.com" wantbtain the document describing his User AcceisyPd-or
this purpose the XDMC sends an HTTP GET requetitead\ggregation Proxy.

GET /org. opennobi | eal | i ance. access-rul es/ users/ si p: ronal d. under wood@xanpl e. com access-rul es HTTP/ 1.1
Host: xcap. exanpl e. com

where the filename "access-rules" is a standardiaeaing convention (see section 5.1.8).

2) Based on the AUID the Aggregation Proxy forwards tbquest to Shared Policy XDMS.

3) After the Shared Policy XDMS has performed the seaey authorisation checks on the request origintite Shared
Policy XDMS sends an HTTP "200 OK" response inahlgdine requested document in the body.

HTTP/ 1.1 200 K
Etag: "etul5”

Oont ent - Type: application/auth-policy+xm ; charset="utf-8"

<?xm version="1.0" encodi ng="UTF-8"?>
<rul eset xm ns="urn:ietf:parans: xn : ns: conmon-policy"
xm ns: ocp="urn: oma: xn : xdm conmon- pol i cy"
xm ns: oxe="ur n: oma: xm : xdm ext ensi ons"
xm ns: xsi ="http://wwmv. w3. or g/ 2001/ XM_Schema- i nst ance" >
<rul e id="f3g44r1">
<condi ti ons>
<identity>
<one id="tel:+43012349999"/ >
<one i d="si p: percy. under wood@xanpl e. cont'/ >
</identity>
<oxe: nedi a-1ist>
<oxe: al | - nedi a- except >
<oxe: pager - node- nessage/ >
</ oxe: al | - medi a- except >
</ oxe: nedi a-list>
<oxe: service-list>
<oxe: service enabler="inl/>
</ oxe: service-list>
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</ condi ti ons>
<actions>
<oxe:allowreject-invite>true</oxe:allowreject-invite>
</ actions>
</rul e>
<rule id="ythk764">
<condi ti ons>
<ocp: anonynous-r equest/ >
</ condi ti ons>
<actions>
<oxe:allowreject-invite>true</oxe:allowreject-invite>
</ actions>
</rul e>
<rul e id="ythk780">
<condi ti ons>
<oxe: nedi a-1ist>
<oxe: group-advertisenent/>
</ oxe: nedi a-list>
</ condi ti ons>
<actions>
<oxe:allowreject-invite>true</oxe:allowreject-invite>
</ actions>
</rul e>
<rul e id="ythk790">
<condi ti ons>
<identity>
<n‘any>
<except id="sip:alice@xanple.conl/>
</ many>
</identity>
<oxe:service-list>
<oxe: servi ce enabl er="poc"/>
</ oxe: service-list>
</ condi ti ons>
<actions>
<oxe: al | owof fli ne- st orage>true</oxe: al | ow of fl i ne- st orage>
</ acti ons>
</rul e>
<rul e id="yt hk7000" >
<condi ti ons>
<ocp: external -1ist>
<ocp:entry anc="http://xcap. exanpl e. coni r esour ce-
| i sts/users/sip:ronal d. under wood@xanpl e. conf i ndex/ ~~/ r esour ce-
list/listyY%B@ane=%22one_pocbuddyl i st 9%229%D"/ >
</ ocp: external -1ist>
<oxe: service-list>
<oxe: servi ce enabl er="poc"/>
</ oxe: service-list>
</ condi ti ons>
<actions>
<oxe: al | ow aut o- answer node>t r ue</ oxe: al | ow aut o- answer node>
</ acti ons>
</rul e>>
</rul eset >

4) The Aggregation Proxy routes the response to thi1X@ient.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




