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SyncML Device Management Security
Abstract

This document describes the security strategies for SyncML Device
Management and details the specific techniques to be used as mandated or
recommended by SyncML Device Management.
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2002). All Rights Reserved.

Implementation of all or part of any Specification may require licenses under third party
intellectual property rights, including without limitation, patent rights (such a third party may
or may not be a Supporter). The Sponsors of the Specification are not responsible and shall
not be held responsible in any manner for identifying or failing to identify any or all such
third party intellectual property rights.

THIS DOCUMENT AND THE INFORMATION CONTAINED HEREIN ARE PROVIDED ON
AN "AS I1S" BASIS WITHOUT WARRANTY OF ANY KIND AND ERICSSON, IBM, LOTUS,
MATSUSHITA COMMUNICATION INDUSTRIAL CO., LTD., MOTOROLA, NOKIA,
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IN NO EVENT SHALL ERICSSON, IBM, LOTUS, MATSUSHITA COMMUNICATION
INDUSTRIAL CO. LTD., MOTOROLA, NOKIA, OPENWAVE, PALM, PSION, STARFISH
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IN CONNECTION WITH THIS DOCUMENT OR THE INFORMATION CONTAINED
HEREIN, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The above notice and this paragraph must be included on all copies of this
document that are made.

Attention is called to the possibility that implementation of this specification may require use
of subject matter covered by patent rights. By publication of this specification, no position is
taken with respect to the existence or validity of any patent rights in connection therewith.
The SyncML Initiative is not responsible for identifying patents having necessary claims for
which a license may be required by a SyncML Initiative specification or for conducting
inquiries into the legal validity or scope of those patents that are brought to its attention.

A patent/application owner has filed a statement of assurance that it will grant licenses
under these rights without compensation or under reasonable rates and nondiscriminatory,
reasonable terms and conditions to all applicants desiring to obtain such licenses. The
SyncML Initiative makes no representation as to the reasonableness of rates and/or terms
and conditions of the license agreements offered by patent/application owners. Further
information may be obtained from the SyncML Initiative Executive Director.
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1 Introduction

SyncML DM is a protocol based upon SyncML. Its purpose is to allow remote management
of any device supporting the SyncML DM protocol.

Due to the vast range of data needing to be managed on current and future devices, it is
necessary to take account of the value of such data.

In many situations, the data being manipulated within a device (or being transferred to /
from the device) is of high value. In some cases this is confidential data and some degree
of protection regarding the confidentiality of that data should be offered. In another case,
the integrity of the data being transferred must be maintained, since deliberate or accidental
corruption of this data can result in lost revenue or subsequent exploits being facilitated.
Finally it's important that both entities (the Device and the Device Management Server)
have confidence in the authenticity of the other entity.

This document describes the measures and techniques incorporated into SyncML DM to
ensure these requirements, and where not facilitated by SyncML DM itself, the
recommended protocols that will satisfy the requirement.

2 Formatting Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "NOT RECOMMENDED", "MAY" and "OPTIONAL"
in this document are to be interpreted as described in [RFC 2119].

Any reference to components of the Device Information DTD or XML snippets are specified
in this t ypef ace.

3 Terminology

Device

The Device is, or is to become managed by one or more remote entities (Device
Management Servers). A device may have many characteristics, and many parameters
may be made available for reading, writing, deleting and modifying by a Device
Management Server.

Device Management Server

The Device Management Server is an entity that is responsible for maintaining one or
more Devices, in whole or in part. Its role is to facilitate the easy maintenance of a
Device.

Authentication

Authentication is the process of ascertaining the validity of either the Device or the
Device Management Server’s identity.

Integrity

Integrity is the ability for a message to maintain its content or at a minimum, have the
ability to detect modification or corruption of its content.
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Confidentiality

Confidentiality is the ability to keep contents secret from all but the two entities
exchanging a message. It does not limit the visibility of the message (being able to
eavesdrop), but it does prevent the interpretation of the data being transmitted.
Effectively this prevents the contents of a message being understood by anybody but
the intended sender and intended recipient.

Credentials

Credentials are elements that are required to prove authenticity. Typically a username
and a password

Management Session

A continuous connection between the Device and the Device Management Server
established for the purpose of carrying out one or more device management operations.

4 Credentials

The credentials exchanged between Device and Device Management server are basically
taken from the following list of items.

1) Server ID (this is a unigue ID that identifies the Device Management Server)
2) A username that identifies the Device to the Device Management Server
3) A password — to be coupled with username, or Server ID

4) A nonce — to allow for prevention of replay attacks where hashing algorithms are used
with static data (overcoming replay attacks).

For the purpose of Device to Server authentication, a username and password and nonce
are required (even if never sent, they are hashed)

For the purpose of Server to Device authentication, a Server ID, password and nonce are
required. The Server MUST use a different password for each client it serves, in order that
a client (which possesses a shared secret based on this password) cannot pose effectively
as this Server in a interaction with another client.

All security with SyncML DM is based upon these four credentials.

5 Initial Provisioning of Credentials

The initial provisioning of the credentials for a server, so that the Device may be capable of
authenticating a specific Device Management Server is documented in [3].
However, other techniques outside of these specifications are not excluded.

Essentially, any suitable technique will deliver at least the bare minimum of information
required to establish the DM session. This is of course includes the Server ID, password
and nonce, in addition to the server address.
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6 Authentication

Authentication within SyncML DM uses the same general technique as per SyncML[7].
Namely, either the client or the server MAY send credentials to each other or challenge the
other to send them.

For SyncML DM, the syncmi : aut h- MD5 type MUST be supported.

6.1 MD-5 authentication in SyncML DM

MD-5 authentication works by supplying primitive userid:password in the Cr ed element of
the SyncHdr as shown below.

<SyncM.>
<SyncHdr >
<Ver DTD>1. 1</ Ver DTD>
<Ver Pr ot 0>DM 1. 1</ Ver Pr ot 0>
<Sessi onl D>1</ Sessi onl D>
<Msgl D>1</ Msgl D>
<Tar get >
<LocURI >htt p://wwv. syncm . or g/ ngnt - server </ LocURI >
</ Tar get >
<Sour ce>
<LocURI >| MEI : 493005100592800</ LocURI >
</ Sour ce>
<Cred>
<Met a>
<Type xm ns="syncml : netinf">syncml : aut h- MD5</ Type>
</ Met a>
<Dat a>18EA3F....[ Dat a>
<!-- base64 formatting of MD-5 Digest -->
</ Cred>
<Met a>
<MaxMsgSi ze xm ns="syncm : nmeti nf">5000</ MaxMsgSi ze>
</ Met a>
</ SyncHdr >
<! —+egul ar body information here -->
<SyncBody>
</ SyncBody>
</ SyncM.>

6.2 Computation of the MD-5 Digest.

The digest supplied in the Cr ed element is computed as follows:

Let H = the MD5 Hashing function.
Let Digest = the output of the MD5 Hashing function.

Let B64 = the base64 encoding function.
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Motorola, Nokia, Openwave, Palm, Psion, Starfish Software, Symbian and others. All Rights Reserved.



SyncML Device Management Security 8 of 13 Pages

http://www.syncml.org/docs/syncml_dm_sec v11 20020215.pdf Version 1.1

Eynchi 2002-02-15

Digest = H(B64(H(username:password)):nonce)

This computation allows the authenticator to authenticate without having knowledge of the
password. The password is neither sent as part of the Cr ed element, nor is it required to be
known explicitly by the authenticator, since the authenticator need only store a pre-
computed hash of the username:password string.

6.3 Password and nonce usage

Both password and nonce are recommended to be at least 128 bits (6 random octets) in
length.

The nonce value MUST be issued in a challenge from either the Device or the Device
Management Server.

In the case of the credentials being sent prior to a challenge being issued, then the last
nonce used shall be reused.

The authenticator must be aware that the issuer of the credentials may be using a stale
nonce (that is to say, a nonce that is invalid due to some previous communications failure
or a loss of data). Because of this, if authentication fails, one more challenge, along with the
supply of a new nonce, must be made.

A new nonce SHOULD be used for each new session. The sequence of nonce values (as
seen across sessions) SHOULD be difficult to predict.

7 Integrity

Integrity of SyncML DM messages is achieved using a HMAC-MD5 (see RFC2104).

This is a Hashed Message Authentication Code that MUST be used on every message
transferred between the Device and the Device Management Server (if requested to do so
by either entity).

Both the Device Management Server and the Device MUST support the use of integrity
checking as detailed below.

The use of integrity checking is OPTIONAL.

7.1 How Integrity checking is requested

Integrity checking is requested in the same way, and at the same time as authentication
challenges in [7].

A new authentication type, syncm : aut h- MAC, may be requested by either the Device or
the Device Management Sever (or simply supplied prior to a challenge ever being issued).

Note that the recipient of a challenge MUST respond with the requested authentication
type, else the session MUST be terminated. For example, a challenge requesting the
HMAC engenders a reply with valid Basic Authentication credentials, the session will be
terminated despite the validity of the authentication credentials that were actually supplied.
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7.2 How the HMAC is computed

The MAC is computed as described below, and uses MD-5 as its hashing function. The
MAC relies upon the use of a shared secret (or key), which in this application it itself a
hash.

The HMAC value should be computed by encoding in base64 the result of the digest
algorithm applied as follows:

H(B64(H(username:password)):nonce:B64(H(message body)))

where H(X) is the result of the selected digest algorithm (MD-5) applied to octet stream X,
and B64(Y) is the base64 encoding of the octet stream Y.

7.3 How the HMAC is specified in the SyncML DM message

The HMAC itself must also be transported along with the original SyncML DM message.
This is achieved by inserting the HMAC into a transport header called x- syncm - hnmac.
This technique works identically on HTTP, WAP, and OBEX. The HMAC is calculated
initially by the sender using the entire message body, either in binary form (WBXML) or text
form (XML). The receiver applies the same technique to the incoming message.

The header x- syncm - hmac contains multiple parameters, including the HMAC itself, the
user or server identifier, and an optional indication of which HMAC algorithm is in use. (The
only one currently defined is MD-5).

The value of the x- syncni - hnmac header is defined as comma separated list of attribute-
values pairs. The rule "#rule" and the terms "token" and "quoted-string" are used in
accordance to their definition in the HTTP 1.1 specifications [10].

Here is the formal definition:

syncm - hmac = #syncml - hmac- par am

where:

syncm - hmac- param = (al gorithm | username | mac)

The following parameters are defined:

algorithm= "algorithni "=" ("MD5" | token)
username = "usernane" "=" usernane-val ue
mac = "mac" "=" mac-val ue

where:

user nane-val ue = quot ed-string

Copyright © 2000-2002 Ericsson, IBM, Lotus, Matsushita Communications Industrial Co., Ltd.,
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mac-val ue = <"> base64-string <">

The parameter algorithm can be omitted, in that case MD5 is assumed. The parameter
username MUST be specified. The parameter mac MUST be specified.

Note that a base64-string is any concatenation of the characters belonging to the base64
Alphabet, as defined in [8].

Example:

x-syncm - hmac = al gorit hm=NMD5, usernanme="Robert Jordan",
mac="NTI 20TJhMDAWMN] Yx ODKwYNTBNWIXN2RhN2ZmYmia| Mz k="

The username-value is the identical string from the LocNane of the Source element of the
SyncHdr , and represents the identity of the sender of the message. The presence of the
username in the message header allows the calculation and validation of the HMAC to be

independent of the parsing of the message itself.!

Upon receiving a message, the steps are:

1. Check for the HMAC in the message header; extract it and the username.

2. Using the username, look up the secret key from storage. This key is itself a hash,
which incorporates the username and password, as described earlier.

3. Either parse the message;
4. Or, validate the digest.

In either sequence of steps, the digest is calculated based on the entire message body,
which is either a binary XML document (WBXML) or a text XML document.

After the HMAC is computed by the receiver (if it was present), the supplied HMAC and the
computed HMAC can be compared in order to establish the authenticity of the sender, and
also the integrity of the message. If the HMAC was expected (e.g. if a challenge for it had
been issued) and either it or the userid are not supplied in the correct transport header,
then an authentication failure results (as if they had been supplied, and were incorrect).

! The independence established between the validation of the HMAC and the parsing of the
message permits these operations to be performed in any order, or even in parallel. And, if
in the future SyncML allows a simpler method of constructing a response indicating that
authentication failed, it will be possible to issue this response without ever spending the
time needed to parse the message itself.
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Once the HMAC technique is used, it MUST be used for all subsequent messages until the
end of the SyncML DM session. Failure to do so MUST result in a termination of the
session.

7.4 HMAC and nonce value

The effect of the nonce relies on the Msgl D (message identifier), which acts as a counter
with a value that is incremented with each new message. Because the HMAC algorithm
digests the nonce and the Msgl D (along with the message), the effect of a changing nonce
with each new message is achieved.

7.5 Use of transport protocols providing authentication and integrity

Note that the static conformance requirements for the HMAC feature is independent of its
use. Neither client nor server need supply the HMAC, unless challenged for it. For
example, if it is deemed that an already authenticated transport protocol connection has
already been established, then the Device or the Device Management Server MAY choose
not to authenticate. In this particular situation, neither server nor client is expected to issue
a challenge for it. The provisioning of credentials / certificates for transport layer
authentication is beyond the scope of SyncML DM Security.

8 Confidentiality

Confidentiality in SyncML DM has two major aspects; the confidentiality of information
being transferred over a transport protocol, and the confidentiality of information between
Device Management Servers.

8.1 Confidentiality of information during transport.

Currently there is no inbuilt ability for the SyncML DM protocol itself to provide
confidentiality of the data being transferred between the Device and the Device
Management Server. However, there are a number of techniques that SyncML DM is
compatible with that do provide this ability:

8.1.1 Transport protocols that support encryption.

The use of a transport layer protocol that supports encryption is RECOMMENDED for use
where the exposure of the data to third party could have significantly negative
consequences. Transport protocols such as TLS or HTTPS are to be encouraged. Note
that it is possible to use these transports, which give confidentiality, without also having
authentication. In these cases, confidentiality may be at risk.

8.1.2 Management object encryption

SyncML DM fully supports the use of encrypted management objects, which may remain
encrypted within the Device Management tree, or be decrypted upon receipt by the Device
or Device Management Server.

Copyright © 2000-2002 Ericsson, IBM, Lotus, Matsushita Communications Industrial Co., Ltd.,
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Depending upon implementation, an object may be encrypted prior to transmission over a
non encrypted transport layer, and remain encrypted in storage space within either the
Device Management Server or the Device, or, it may be decrypted immediately after
receipt, and stored internally in unencrypted format.

No restrictions are placed upon the encryption technique used, since this is independent of
the SyncML DM protocol itself.

8.2 Confidentiality of information between Device Management Servers

SyncML DM offers the ability for a Device Management Server to make private any data
that is stored under Device Management control from another Device Management Server.
This is facilitated by the use of an ACL (Access Control List) that allows the protection of
any group, or any individual Device Management object.

8.2.1 The Access Control List

The Access Control List allows a hierarchical assignment of Access Rights based upon
Device Management Server ID’s (Unique identifiers for the Device Management Servers).

A detailed description of the ACL can be found in [2].

9 Notification Initiated Session

SyncML DM offers the ability for a Device Management Server to make a request to a
Device to establish a Management Session. The security of this message depends upon a
digest. The specification of this message can be found in [5].

10 Bootstrap

The specification of this message can be found in [3]
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