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Y ou may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Y ou may not use this document in
any other manner without the prior written permission of the OMA ™. The Open Mobile Alliance authorises you to
copy this document, provided that you retain all copyright and other proprietary notices contained in the original
materials on any copies of the materials and that you comply strictly with these terms. This copyright permission does
not constitute an endorsement of the products or services offered by you.

The OMA™ assumes no responsibility for errors or omissionsin this document. In no event shall the Open Mobile
Alliance be liable for any special, indirect or consequential damages or any damages whatsoever arising out of or in
connection with the use of thisinformation.

WAP Forum™ members have agreed to use reasonable endeavors to disclose in atimely manner to the WAP Forum the
existence of all intellectual property rights (IPR's) essential to the present document. The members do not have an
obligation to conduct IPR searches. Thisinformation is publicly available to members and non-members of the WAP
Forum and may be found on the "WAP IPR Declarations' list at http://www.wapforum.org/what/ipr.htm. Essential IPR
isavailablefor license on the basis set out in the schedul e to the WAP Forum Application Form.

No representations or warranties (whether express or implied) are made by the WAP Forun™ or any WAP Forum
member or its affiliates regarding any of the IPR's represented on thislist, including but not limited to the accuracy,
completeness, validity or relevance of the information or whether or not such rights are essential or non-essential.

This document is available online in PDF format at http://www.openmobilealliance.org/.
Known problems associated with this document are published at http://www.openmobilealliance.org/.

Comments regarding this document can be submitted to the OMA ™ in the manner published at
http://www.wapforum.org/.
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1. Scope

This document provides changes and corrections to the following document files:
- OMA-WAP-211-WAPCert-20010522-a

It includes changes from the following change requests:

- CR-VERISIGN-WAPCERT-TLSCERT.DOC

2. Notation

In the subsections describing the changes new text isunderlined. Removed text has strikethrough marks. The presented
text is copied from the specification. Text that is not presented is not affected at all. The change descriptions may also
include editor’ s notes similar to the one below. The notes are not part of the actual changes and must not be included in
the changed text.

Editor's note: Framed notes like these only clarify where and how the changes shall be applied.

0O 2002, Open Mobile Alliance, Ltd.
All rights reserved
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3. Note To Process Server Certificates of at least 1500
bytes.

3.1 Change Classification

Class 2 — Bug Fixes

3.2 Change Summary

Add informative text to stress that ME's should have the ability to process TLS server certificates of at least 1500 bytes
to ensure broad interoperability with existing TLS servers.

3.3 Change Description

| Editor's note: On page 10, add the following text to the first paragraph of section 6.1 “General” as follows

This section defines WAP certificate profiles. The profilesare, unless otherwise mentioned, based on the Internet Certificate Profile
[15], which in turn is based on the format defined in [7]. For full implementation of this section implementers are required to consult
the underlying format and semanticsdefined in [7] and [15]. This specification provides, for each certificate type discussed,
additional detailsregarding the contents of someindividual fieldsin the certificate. Certificates issued in conformance with
recommendations and requirementsin this section will be reasonably compact, and MEs MUST be able to process certificates of size
upto at least 700 bytes, while other certificate-processng entitiesMUST be able to process certificates of size up to at |east 2000
bytes. M Esthat support X .509-based server authentication MUST be ableto process server certificates of size up to at |east 1000
bytes and CA certificates of size up to at |east 2000 bytes, in addition to requirements listed in Section 6.4, and SHOULD be ableto
process longer certificates. (NOTE: Because many TL Sserver certificates currently in use have alength over 1000 bytesit ishighly
recommended that MEs have the ability to process certificates of at least 1500 bytesto ensure broad interoperability with existing
servers.) Certificateprocessing clients MUST support acertificate chain depth of at least three (i.e., two subordinate CA certificates
between the end-entity certificate and the CA root certificatein the chain). A client that encounters a certificate or certificate chain
that does not conform to this profile must not fail the certificate processing in an uncontrolled manner. |n addition, certificate-
processing servers must al so support achain depth of at least three.
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4. Note to process server certificates signed with
md5WithRSAENcryption

4.1 Change Classification

Class 2 — Bug Fixes

4.2 Change Summary

Add informative text to stress that ME’ s should have the ability to process TLS server certificates that are signed with
md5WithRSAEncryption to ensure broad interoperability with existing TLS servers.

4.3 Change Description

| Editor's note: On Page 12, add a new paragraph at the end of Section 6.4.3 “ Signature (Algorithm)” as follows

Theonly signature algorithms defined for use with thisprofile areshalWithRSAEncryption and ecdsa-with-SHA1 (see Section
9). Clients MUST support at least one of these algorithms. Clientsthat support server-authenticated TL S sessionsMUST support
shalWithRSAEncryption. ClientsMUST be ableto process certificates signed with keys up to and including 2048 bits (RSA) or
233 hits (EC).

NOTE: Because many TL S server certificates currently in use are signed with themd5WithRSAEncryption signaturealgorithm,
itishighly recommended that M Es have the ability to process server certificates signed with this algorithm to ensure broad
interoperability with existing servers.
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