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1. Scope
This document provides changes and corrections to the following document files:

- WAP-199-WTLS-20000218-a

It includes changes from the following change requests:

WTLS-Nokia-Interspec Inter-specification dependencies

WTLS-VF-Munich-01 Warning for the use of 40-bit ciphers

WTLS-Motorola-Munich-20 Elliptic Curve OIDs

2. Notation
In the subsections describing the changes new text is underlined. Removed text has strikethrough marks. The presented
text is copied from the specification. Text that is not presented is not affected at all. The change descriptions may also
include editor’s notes similar to the one below. The notes are not part of the actual changes and must not be included in
the changed text.

Editor's note: Framed notes like these only clarify where and how the changes shall be applied.
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3. Inter-Specification Dependencies

3.1  Change Classification
Class 3 – Clerical Corrections

3.2  Change Summary
Inter-specification Dependencies

3.3  Change Description
Appendix E:

Add a column 'Requirements' to each of the tables, with no contents.

Add a new item in E.2

Item Function Subfunction Reference Status Requirements
WTLS-C220 Use of WIM [WAP

WIM]
O WTLS-C070,

WIM:MCF,
WIMME-001

Add a new item in E.2

Item Function Subfunction Reference Status Requirements
WTLS-C007 Start negotiation after a cleartext

Hello Request
10.5.1.1 O
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4. Warning for the use of 40-bit ciphers

4.1  Change Classification
Class 3 – Clerical Corrections

4.2  Change Summary
Warning for the use of 40-bit ciphers

4.3 Change Description

Editor's note: Appendix A, add text above table 1:

Appendix A, add text above table 1:

Warning:  40 bit ciphers are highly susceptible to exhaustive search attacks.  It is therefore strongly recommended that
they are not used, and ideally, not supported.  Servers (but not clients) may need to support 40 bit ciphers for reasons of
backward compatibility.
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5. Define OIDs for elliptic curves

5.1  Change Classification
Class 3 – Clerical Corrections

5.2  Change Summary
Define OIDs for elliptic curves

5.3 Change Description
Section 3.1, page 8: add the following reference

 [SEC2] “SEC 2: Recommended Elliptic Curve Domain Parameters”, Standards for Efficient Cryptography Group,
Version 1.0, September 2000. Available from http://www.secg.org/.

Section 3.1, page 8: update the following reference.

[X9.62] “Public Key Cryptography for the Financial Services Industry: The Elliptic Curve Digital Signature

[X9.62]      “The Elliptic Curve Digital Signature Algorithm (ECDSA)”, ANSI X9.62 Working Draft, September 1998.

Section 3.2, page 8: update the following reference.

[X9.63] “Public Key Cryptography for the Financial Services Industry: Key Agreement and Key Transport Using
Elliptic Curve Cryptography”, ANSI X9.63-200x Working Draft, October 2000.

 [X9.63]     “Public Key Cryptography for the Financial Services Industry: Key Agreement and Key Transport Using
Elliptic Curve Cryptography”, ANSI X9.63 Working Draft, October 1998.

Appendix A, Table 8, page 84: add the following OIDs before the tables for the predefined curves.

The predefined curves have the following ISO object identifiers corresponding to their assigned numbers:

wap-wsg-idm-ecid OBJECT IDENTIFIER ::= { wap-wsg 4 }

wap-wsg-idm-ecid-wtls1 OBJECT IDENTIFIER ::= { wap-wsg-idm-ecid 1}

wap-wsg-idm-ecid-wtls6 OBJECT IDENTIFIER ::= { wap-wsg-idm-ecid 6}

wap-wsg-idm-ecid-wtls8 OBJECT IDENTIFIER ::= { wap-wsg-idm-ecid 8}

wap-wsg-idm-ecid-wtls9 OBJECT IDENTIFIER ::= { wap-wsg-idm-ecid 9}

Note that the remaining curves have existing ISO object identifiers as follows:

ellipticCurve OBJECT IDENTIFIER ::= { iso(1) identified-organization(3) secg(132) curve (0) }

c-TwoCurve1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) ansi-X9-62(10045) curves (3)
charcteristicTwo(0) }

Curve 3 - sect163k1 OBJECT IDENTIFIER ::= { ellipticCurve 1 } in [SEC2]

(also labeled as ansit163k1 in [X9.63])
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curve 4 - sect113r1 OBJECT IDENTIFIER ::= { ellipticCurve 4 } in [SEC2]

curve 5 - c2pnb163v1 OBJECT IDENTIFIER ::= { c-TwoCurve 1 } in [X9.62]

curve 7 - secp160r1 OBJECT IDENTIFIER ::= { ellipticCurve 8 } in [SEC2]

(also labeled as ansip160r1  in [X9.63])
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6 Add reference describing the SCR syntax

6.1  Change Classification
Class 3 – Clerical Corrections

6.2  Change Summary
Add reference describing the SCR syntax

6.3  Change Description
In 3.1, add reference:

[WAPCREQ]      "Specification of WAP Conformance Requirements", WAP-221-CREQ, WAP Forum Ltd,
URL:http//www.wapforum.org/"


