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1. Scope

The Wirdless Application Protocol (WAP) isaresult of continuous work to define an industry -wide specification for
developing applications that operate over wireless communication networks. The scope for the WAP Forum isto define a set of
pecifications to be used by service applications. The wirdess market is growing very quickly, and reaching new customers and
sarvices. To enable operators and manufacturers to meet the challengesin advanced services, differentiation and fast/flexible
service creation WAP Forum defines a set of protocolsin trangport, security, transaction, session and application layers. For
additiona information on the WAP architecture, pleese refer to “Wirel ess Application Protocol Architecture
Specification” [WAPARCH].

Provisoning isthe process by which aWAP dlient is configured with aminimum of user interaction. The term covers both
OTA provisoning and provisoning by means of, eg., SSIM cards. A WAP dient may, for example, be provisoned with
connectivity information by pushing configuration parameters over the air from a server to aWAP client. This specification
defines the content encoding by which configuration parameters are presented to the WARP client in the provisioning framework.
The content encoding is defined in terms of binary XML [WBXML] and isinterpreted and handled a the gpplication level of
the WAP architecture. However, the handling and use of provisioned information is outside the scope of this specification.

For an overview of the provisioning process architecture, plesse refer to "Wireess Application Protocol Provisoning
Architecture Overview Specification”, [PROVARCH].
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2. Document Status

This document isavailable online in the following formats:

PDF format at http:/Aww.wapforum.orgy/.

2.1 Copyright Notice

© Copyright Wireless Application Protocol Forum Ltd, 2001. All rights reserved. Terms and conditions of use are available
from the Wireless Application Forum Ltd. Web site a http://www.wapforum.org/docs/copyright.htm

2.2 Errata

Known problems associated with this document are published at http:/Awww.wapforum.orgy/.

2.3 Comments

Comments regarding this document can be submitted to the WAP Forum in the manner published a
http:/Aww.wapforum.org/.
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4. Definitions and Abbreviations

4.1 Terminology

Thekey words"MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in [RFC2119].

4.2 Definitions

This section introduces aterminology that will be used throughout this document. Properties of specific elementsare dso
defined.

Address Domain
IPdomain
an | P sub-network, which can be the whole Internet, an Extranet, or asmall corporate Intranet.

URL domain
A mask of netlocations used to conclude where services for aspecific URL can befound. The URL domain
concept is used both for bearer sdlection aswell asfor proxy sdection.

Characteridtics
This document uses the term characteritics to define the characterigtics of, typically, a Network Element (access
point, proxy). Theword is broad enough to be used in al the required contexts.

Configuration Context
A Configuration Context isaset of connectivity and gpplication configurations typicaly associated with asingle
TPS. However, the Configuration Context can dso be independent of any TPS. A TPS can be associated with severd
Configuration Contexts, but a TPS cannot provision adevice outside the scope of the Configuration Contexts
associated with that particular TPS. In fact, dl transactions related to provisoning are restricted to the Configuration
Contexts associated with the TPS.

Connectivity document
A particular instance of a XML document encoded according to this specification. The MIMEtype of the textual
document istext/vnd.wap.connectivity-xml. The MIM E-type of the tokenized document is
application/vnd.wap.connectivity-wbxml .

Connectivity Information
This connectivity information relates to the parameters and means needed to access WAP infrastructure. This
includes network bearers, protocols, access point addresses aswell as proxy addresses and Trusted Provisioning
Saver URL.

Default Proxy
The default proxy, or home proxy, defines the preferred proxy of the configuration context. The preferred proxy is
defined by the largest domain scope, and in case of conflict, is defined by the highest priority. Priority isdefined asa
function of order of discovery.

Domain descriptions
The navigation and configuration informeation defines addresses and access parameters to connect to proxies. Each
proxy can serve one or more domains. The DOMAIN can beapartid URL, expressing wildcard characterigtics.
WWW.Service.com/protected/
www.sarvice.conv
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savicecom/
The DOMAIN of the proxy is defined as a parameter of the proxy characterigtic.

Logicd Proxy
A logica proxy isaset of physicd proxiesthat MAY share the same WSP and WTLS context (shared sessonid
vaue space). Thisimpliesthat physical proxies within alogica proxy share the same WSP and WTL S session cache,
For example, the device does not have to create anew WTL S session when switching from CSD to SMSiif the target
isthesamelogica proxy.

Network Access Point
A physica access point is an interface point between the wireless network and the fixed network. It isoftenaRAS
(Remote Access Server), an SMSC, aUSSDC, or something Smiilar. It has an address (often atelephone number) and
an access bearer.

Physicd Proxy
A physical proxy is a specific address with a proxy functionaity. It can be the IP address plus port for an IP
ble proxy, or the SME-address plus port for an SMS ble proxy.

Proxy Discovery Mechanism
A mechanism used to inform the client device that it should use another proxy to access the requested information.

TPS
A TPS, Trusted Provisioning Server, isasource of provisioning information that can be trusted by a Configuration
Context. They are the only entities that are alowed to provision the device with static configurations. In some cases,
however, asingle TPSisthe only server dlowed to configure the phone. Provisioning related to a specific TPSis
restricted to Configuration Contexts that are associated with this TPS.

Trusted Proxy
Thetrusted (provisoning) proxy has aspecia position asit acts asafront end to atrusted provisioning server. The
trusted proxy is responsible to protect the end-user from maicious configuration information.

WAP Proxy
The WAP proxy is an endpoaint for the WTP, WSP and WTLS protocols, aswell asaproxy that is able to access
WAP content. A WAP Proxy can have functiondity such asthat of, for example, aWSP Proxy or aWTA Proxy.

WSP Proxy
A generic WAP proxy, similar in functiondity to aHTTP proxy. It isavariant of aWAP Proxy.

WTA Proxy
The WTA Proxy isaWireless Teephony proxy as defined by WAP.

4.3 Abbreviations

For the purposes of this specification the following abbreviations apply.

APN Access Point Name

CDPD Cdlular Digitd Packet Data

CHAP Challenge Handshake Authentication Protocol
CsD Circuit Switched Data

DNS Domain Name System

O 2001, Wireless Application Protocol Forum, Ltd.
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DTD
GHOST
GPRS
GUTS
HTTP
IP
ITSI
MAN
ME
MIME
NAP
OTA
PAP
PDP
RAS
SDS

USSDC
WAP
WBXML
WSP
WTA
WTLS
WTLS-SS
WTP
XML

Document Type Definition

GSM Hosted SMS Telesarvice
Generd Packet Radio Sarvice
Genera UDP Transport Service
HyperText Transfer Protocol
Internet Protocol

Individual TETRA Subscriber Identity
Mobitex Subscription Number
Mobile Equipment

Multipurpose Internet Mail Extensions
Network Access Point

Over The Air

Password Authentication Protocol
Packet Data Protocol

Remote Access Server

Short Data Service

System |dentity

Subscriber Identity Module

Short Message Entity

Short Messege Service

Short Message Service Centre
System Operator Code

Terrestrial Trunked Radio
Trusted Provisioning Server
Uniform Resource | dentifier

Uniform Resource Locator

Unstructured Supplementary Service Data
Unstructured Supplementary Service Data Centre

Wireless Application Protocol
WAP Binary XML

Wireless Sesson Protocol
Wireless Telephony Application
Wireless Transport Layer Security
WTLS Shared Secret

Wireless Transaction Protocol
Extensible Makup Language
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5. Architectural Overview

Connectivity documents are binary encoded XML documents [WBXML] with aspecid MIME type that isinterpreted at the
application level on the ME. The handling and use of the provisioned information is outside the scopeof this specification.

The XML DTD definestwo eements, a CHARACTERISTIC dement and a PARM dement. The PARM dement isusad to
provide valuesfor the individud parameters, while the CHARACTERISTIC dement is used to group parametersinto logical
entities that are related to apecific characterigtic of the configuration space. Section 5.1 definesthe XML DTD.

The configuration space may be defined in terms of the following main charecterigtics Parameters related to logical proxies,
parameters related to physical proxies, parameters related to network access points (NAPS), parameters related to the
bootstrap process, parameters rdaed to (ME) vendor specific configuration and parameters related to Client Identity.
Additiona characteristics may eesily be added later by defining new characterigtic types and parameter names. ME
implementations MUST be designed with thisin mind. An overview of the datamode is presented in section 5.2.

Connectivity provisioning has been defined so that each connectivity document must be complete in the sense that information
provided in one document cannot rely explicitly on information provided in another document. For example, if aphysica proxy
isto be used with apecific NAP, this NAP must be defined in the same connectivity document. Implicit referenceto
information defined in other documentsisdlowed. Thisis, for example, the case when using the INTERNET asavauefor the
TO-NAPID parameter, which means that reference is made to an arbitrary NAP definition that hasan INTERNET parameter

specified.

Logicd proxies (the PXLOGICAL characteristic) have anumber of physica ingtances, i.e,, physica proxies (the

PXPHY SICAL characterigtic). Each logica proxy has aname, an unique ID, agtartpage URL, and some parameters like port
number vauesthat are shared between dl physica instances of the logical proxy.

Each proxy may serve one or severd URL domains. Proxies may aso vary in the protocols and services they support. To this
end, PORT characterigtics may be provided so that bindings between port numbers and protocols or services can be defined for
esch proxy.

The physica proxiesrefer to anumber of NAP definitions (the NAPDEF characterigtic), which can be used with the physica

proxy in question. A NAPDEF characteristic hasto supply definitionsfor al the parameters that are relevant to a particular
NAP.

In the sectionsto follow, each of the characteristics and their associated parameters will be described dong with the restrictions
that apply to the occurrence and va ues of the parameters.

5.1 Connectivity Reference Information

Connectivity isan gpplication of [XML] version 1.0. An implementation conforming to this specification MUST support the
WAP-PROVISIONINGDOC DTD defined in this chapter.

5.1.1 Document Identifiers

51.1.1 SGML Public Identifier

-IIWAPFORUM//DTD PROV 1.0/EN

O 2001, Wireless Application Protocol Forum, Ltd.
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51.1.2 Connectivity Media Type

Textud form:
t ext/vnd. wap. connecti vity-xm

Tokenized form:
application/vnd. wap. connecti vity-wbhxmn

5.1.2 Document Type Definition
The connectivity document format is based on avery smple XML DTD:

<l--
Connectivity Docunment Type Definition
Connectivity is an XM | anguage. Typical Usage:

<?xm version="1.0"?>

<l doct ype wap- provi si oni ngdoc public "-//WAPFORUM / DTD PROV 1.0//EN'
"http://ww. wapf orum or g/ DTD/ prov. dtd">

<wap- provi si oni ngdoc>

</ wap- pr ovi si oni ngdoc>
-->

<! ELEMENT wap- pr ovi si oni ngdoc (characteristic+)>
<! ATTLI ST wap- provi si oni nhgdoc

version CDATA #| MPLI ED
>

<!l ELEMENT characteristic (parm, characteristic*)>
<I ATTLI ST characteristic
t ype CDATA #REQUI RED

>

<! ELEMENT par m EMPTY>

<l ATTLI ST parm
nane CDATA #REQUI RED
val ue CDATA #l| MPLI ED

5.2 Overview of Data Model

The above XML DTD provides aflexible and extensible framework for parsing configuration parameters by means of PARM
eements grouped by CHARACTERISTIC dements. The description of each of the possble PARM vauesand
CHARACTERISTIC typesis given in the following sections, while ashort structural overview of the data mode is given here,

The notation is such that bold underlines indicates parameters used for links, itali ¢ indicates parameters affected by externa
events, plus (+) indicates that the parameter can occur 1 or moretimes, star (* ) indicates that the parameter can occur O or more
times, question mark (?) indicatesthat the parameter can occur O or 1 times, empty () indicatesthat the parameter is required
within the scope of the encapsulating characteristic and thet it can occur only once.
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characteristic : PXLOG CAL +

{

}

parm PROXY-1D
parm PROXY- PROVI DER- 1 D ?
parm NAME

parm DOVAI N *

parm TRUST ?

parm MASTER ?

parm STARTPAGE ?
parm BASAUTH-ID ?
parm BASAUTH- PW ?
parm WSP- VERSI ON ?
parm PUSHENABLED ?

characteristic: PXAUTH NFO *
{

parm PXAUTH- TYPE

parm PXAUTH-ID ?

parm PXAUTH- PW ?

}
characteristic: PORT *
{
parm PORTNBR
parm SERVI CE *
}

characteristic: PXPHYSICAL +
{

parm PHYSI CAL- PROXY- 1D

parm DOVAI N *

parm PXADDR

parm PXADDRTYPE ?

parm WSP- VERSI ON ?

parm PUSHENABLED ?

parm TO NAPID +

characteristic: PORT *
{
parm PORTNBR
parm SERVI CE *

characteristic: NAPDEF *

{

parm  NAPI D

parm BEARER *
parm NAME

parm | NTERNET ?
parm NAP- ADDRESS
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}

par m
par m
par m
par m
par m
par m
par m
par m
par m
par m
par m
par m
par m
par m
par m
par m
par m
par m
par m

NAP- ADDRTYPE ?

CALLTYPE ?

LOCAL- ADDR ?

LOCAL- ADDRTYPE ?

LI NKSPEED ?

DNLI NKSPEED ?

LI NGER ?

DELI VERY- ERR- SDU ?

DELI VERY- ORDER ?

TRAFFI C- CLASS ?

MAX- SDU- SI ZE ?

MAX- Bl TRATE- UPLI NK ?

MAX- Bl TRATE- DNLI NK ?

RESI DUAL- BER ?

SDU- ERROR- RATI O ?

TRAFFI C- HANDL- PRI O ?
TRANSFER- DELAY ?
GUARANTEED- Bl TRATE- UPLI NK ?
GUARANTEED- Bl TRATE- DNLI NK ?

characteristic: NAPAUTHI NFO *

{
parm AUTHTYPE
parm AUTHNAME ?
parm AUTHSECRET ?
}
characteristic: VALID TY *
{
parm COUNTRY ?
parm NETWORK ?
parm SID ?
parm SOC ?
parm VALI DUNTIL ?
}

characteristic: BOOTSTRAP *

{

}

par m
par m
par m
par m
par m
par m

NAME ?

NETWORK *
COUNTRY ?
PROXY-1D *
PROVURL ?
CONTEXT- ALLOW ?

characteristic : CLIENTIDENTITY ?

{
}

par m

CLI ENT-1D

characteristic: VENDORCONFI G *

{
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parm NAME
parm *

5.3 Media Type Parameter

The connectivity mediatype may contain security information, which istransported as parameters to the mediatype
application/vnd.wap.connectivity-wbxml . The security information consists of the message authentication code and the
security method. The parameters MAC and SEC have been defined for this purpose and these MUST be supported by the
WAP dient.

Parameters

SEC
The parameter specifies the security mechanism used (if it is not present, no security is used). If present it MUST
take one of the values USERPIN, USERPINMAC, NETWPIN, USERNETWPIN ([PROVBOQT)). If the parameter
MAC is provided, the parameter SEC MUST a0 be present.

The parameter SEC can have thefollowing vaues

Value M eaning
0 NETWPIN
1 USERPIN
2 USERNETWPIN
3 USERPINMAC
MAC

This parameter contains an even number of (upper case) hexadecima digits used to authenticate the sender of the
document and ensure integrity of the document. Quote characters MUST NOT be placed around the parameter vaue.
The cdculaion of the MAC is defined in other provisioning specifications, such asthe "WAP Provisioning Bootstrap
Specification” ([PROVBOOT]).

5.4 The WAP-PROVISIONINGDOC element

This dement encapsulates dl the provisoned information. It has the following atribute:

Attribute

verson
An optiond attribute that contains verson information. The version for the current specificationisthe string "1.0". A
ME MUST only use documents that either do not have this attribute or have aversion number which matchesthe
major version number of the provisioning content type that the ME understands.

Increase of the minor version number indicates that the changes introduced are backward compatible with the previous
version(s), whereas increase of the mgjor version number indicates introduction of non-backward competible changes.

5.5 The CHARACTERISTIC element

Thisdement is used to group the provisioned information into logical units. It has arequired type attribute which can take on
the following vaues:
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Attributes

type

PXLOGICAL, PXPHYSICAL, PXAUTHINFO, PORT, NAPDEF, NAPAUTHINFO, VALIDITY, BOOTSTRAP,
CLIENTIDENTITY, VENDORCONHG.

A characterigtic of a particular type can only accept certain parameters, and parameters defined in one characterigtic
can generaly not be overwritten by another.

Value M eaning
PXLOGICAL Definition of alogica proxy
PXPHYSICAL Definition of aphysica proxy
PXAUTHINFO Definition of authentication information within alogica proxy
PORT Defines port bindings
NAPDEF Definition of a Network Access Point
NAPAUTHINFO Definition of authentication information within a network access point
VALIDITY Defines country, network, and/or period of time where acertain NAPDEF isvdid
BOOTSTRAP Defines parameters relevant for bootstrapping
CLIENTIDENTITY Definesthe dient-1D
VENDORCONFIG Vendor specific configuration

5.5.1 Characteristics of type PXLOGICAL

PXLOGICAL characterigtics define logica proxies and may only occur a the root of a connectivity document. This
characteristic MUST be supported by the WAP client.

5.5.2 Characteristics of type PXPHYSICAL

PXPHY SICAL characterigtics convey information on physica instances of alogica proxy and should be listed according to
priority insidea PXLOGICAL characteristic. The ME MAY chooseto rely on the so defined priority to select aphysica
proxy. The ME MAY reuse WTLS sessonswith dl PXPHY SICAL defined in the scope of asingle PXLOGICAL. For WSP
sessions, on the other hand, the ME MAY  use the suspend/resume functiondity to move sessions between any of these
physica proxies. This characteristic MUST be supported by the WAP client.

5.5.3 Characteristics of type PXAUTHINFO

PXAUTHINFO characterigtics define the binding between a proxy authentication method and its corresponding authentication
parameters. It may only occur in PXLOGICAL characteridtic.

5.5.4 Characteristics of type PORT

PORT characterigtics define the binding between a port number and one or more protocols or services. It may only occur in
PXLOGICAL and PXPHY SICAL characterigtics. This characteristic MUST be supported by the WAP client.

5.5.5 Characteristics of type NAPDEF

NAPDEF characterigtics define network access points and may only occur &t the root of a connectivity document. This
characteristic MUST be supported by the WAP client.
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5.5.6 Characteristics of type NAPAUTHINFO

NAPAUTHINFO characteristics define the binding between an authentication method and its corresponding authentication
parameters. It may only occur at the root of aNAPDEF characteridtic.

5.5.7 Characteristics of type VALIDITY

TheVALIDITY characterigtic indicates the range (in time aswell asin terms of country and network codes) where acertain
NAPDEF isvalid. It may only occur & the root of a NAPDEF cheracteridtic.

5.5.8 Characteristics of type BOOTSTRAP

The BOOTSTRAP characteridtic is used to define parameters of use during the bootstrap process. This characteristic may only
occur within the root of the connectivity document.

5.5.9 Characteristics of type CLIENTIDENTITY

Clientldentity characteristics define aglobal identity. It may only occur at the root of aconnectivity document.

5.5.10 Characteristics of type VENDORCONFIG

The VENDORCONFIG characteritic is used for (ME) vendor specific provisioning. It may only occur at the root of a
connectivity document.

5.6 The PARM element

The PARM dement isagenerd purpose dot for various parameters of each characterigtic. The attribute NAME of the element
defines the usage of the dement.

A Parameter with atype that does not add va ue can be omitted fromthe definition. For example, if proxy authentication is not
performed then the parameter PXAUTH-TY PE can be omitted, and subsequently the parameters PXAUTH-ID and
PXAUTH-PW can dso be omitted. Some parameters, like the DOMAIN, can be used multiple times within the characteristic.
Attributes
name
The NAME of the parameter. Permitted values depend on the type of characteristicsthe PARM dement isa sub-
eement of.

vaue
The VALUE of the parameter. Permitted va ues depend on the NAME attribute of the ement.

5.6.1 Parameters for PXLOGICAL characteristics

The PXLOGICAL characteritic indicates the name and parameters needed to access aparticular logica WAP Proxy from the
wirdesstermind. The PXLOGICAL characteridic islinked to a NAPDEF dement to provide dl the necessary access
information. Note that the parameters listed below are described in the scope of this particular characteridtic.

Names and values of parameters
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PROXY-ID
The PROXY-ID is used to define one logicad WAP proxy entity. It isaso used to link a proxy to session and security
contexts. A PROXY-ID MUST be globdly unique. Uniqueness MUST be obtained by either using afully qudified
Internet domain name (i.e. hosthame as defined in section 3.2.2 of [RFC2396]) or aglobaly unique IP address (IPv4
[RFC791] in decima format with dots as delimiters or |Pv6 [RFC2373], as hexadecima numbers with colonsas
delimiters or as acombination of hexadecima and decima numbers with dots and colons as ddimiters). This
parameter MUST be supported by the WAP client.

PROXY-PROVIDER-ID (O or 1 entries)
The PROXY-PROVIDER-ID is used to verify the identity of aproxy when using certificate based server
authentication. If server certificate authentication is used, and the PROXY-PROVIDER-ID has been defined, then
service credentias of the certificate MUST match the PROXY-PROVIDER-ID. The format MUST be either afully
qudified Internet domain name (i.e. hostname as defined in section 3.2.2 of [RFC2396]) or aglobaly unique IP
address (IPv4 [RFC791] in decima format with dots as ddimiters or |Pv6 [RFC2373], as hexadecima numbers with
colons as delimiters or as acombination of hexadecima and decima numbers with dots and colons as delimiters).

NAME
TheNAME indicatesalogica, user readable, identity (property) of the configuration element. This parameter MUST
be supported by the WAP client.

DOMAIN (0to 4 entries)

The DOMAIN parameter indicates adomain, for which the proxy is responsible. The proxy might support multiple
domains. The DOMAIN parameter MUST be dither in the syntax described in [PROVUAB] or an absolute URI
[RFC2396]. If the DOMAIN parameter contains an | Pv4-address, it MUST be given in decimal format with dots as
delimiters as defined in [RFC2396]. If the DOMAIN parameter contains an |Pv6-address [RFC2373], it MUST be
given as hexadecima numbers with colons as delimiters or as acombination of hexadecima and decima numberswith
dots and colons as ddlimiters. If the DOMAIN parameter is missing, thisMUST beinterpreted asif an empty vaue
was given. This parameter MUST be supported by the WAP client.

TRUST (0 or 1 entries)
The TRUST can be used to define that a particular proxy istrusted. For example, provisioning information received
from the trusted proxy can be accepted. Note that it is possible that the user does not have atrusted proxy. The
trusted proxy does not have to be the home (default) proxy. The parameter does not take avaue.

MASTER (O or 1 entries)
The MASTER isused to define that a particular proxy is alowed to send navigation documentsto the device, using
the Proxy Discovery Mechanism defined in [E2ESEC]. The parameter does not take avaue.

STARTPAGE (0 or 1 entries)
The STARTPAGE parameter MUST be an absolute URI [RFC2396] and defines the homepage or start page
associated with the services accessible from the proxy. The STARTPAGE MAY be used to provide different services
to different users. If the schemeis missing from the STARTPAGE parameter, then “http” is assumed. This
parameter MUST be supported by the WA P client.

BASAUTH-ID (O or 1 entries)
The BASAUTH-ID indicates the basic authentication identifier for the startpage. This parameter MUST be
supported by the WAP client.

BASAUTH-PW (0 or 1 entries)
The BASAUTH-PW indicates the basic authentication password for the startpage. This parameter MUST be
supported by the WAP client.

WSP-VERSION (0 or 1 entries)
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The WSP-VERSION indicates the WSP encoding version that the proxy in question supports. The format of this
parameter is an integer representing the mgjor version number followed by a“.” and an integer representing the minor
verson number. If the parameter isnot present or if no vaueis given, then the default value 1.2 should be assumed.

PUSHENABLED (0 or 1 entries)
This parameter takes one of the vaues 0 or 1. If thevaueis 1 for agivenlogica proxy, this proxy will support push.
The ME is consequently advised to enable push. If the valueis O for agiven logica proxy, this proxy will not support
push. If the parameter is not present or if no vaueis given, then the default value 0 should be assumed. The
parameter is advisory only and aME might override the recommendation.

5.6.2 Parameters for PXPHYSICAL characteristics

The PXPHY SICAL characterigtic is only alowed to be used within the characteridtic of alogicad PROXY . Notethat the
parameters listed below are described in the scope of this particular characteridtic.

Names and values of parameters

PHY SICAL-PROXY-ID
The PHY SICAL-PROXY-ID is used to define one physicad WAP proxy entity. The PHY SICAL-PROXY-ID MUST
be unique within its enclosed gtructure, i.e. within the PXLOGICAL characteridtic. This parameter MUST be
supported by the WAP client.

DOMAIN (0 to 4 entries)
The DOMAIN parameter indicates adomain, for which the proxy isresponsible. The proxy might support multiple
domains. The DOMAIN parameter MUST be ether in the syntax described in [PROVUAB] or an absolute URI
[RFC2396]. If the DOMAIN parameter contains an |Pv4-address, it MUST be given in decima format with dots as
ddimiters as defined in [RFC2396]. If the DOMAIN parameter contains an |Pv6-address [RFC2373], it MUST be
given as hexadecima numbers with colons as ddimiters or as acombination of hexadecimd and decima numberswith
dots and colons as ddlimiters.

The domain definition must be interpreted as asubset of al the URI defined by the domain parameter of
PXLOGICAL. The DOMAIN isused to sdlect the physica instance of the logica proxy, and thus for example bearer
and network access point. If no DOMAIN parameter is supplied for aphysica proxy definition, the corresponding
parameter vaue from the logica proxy definition is assumed to gpply for the physical proxy aswell.

PXADDR
The PXADDR can store addresses of different kinds, for example an IP address or a SME number. The type of
addressin the field is defined by the PXADDRTY PE parameter. This parameter MUST be supported by the WAP

client.
PXADDRTY PE Content of PXADDR

IPV4 An IPv4 address[RFC791] represented in decima format with dots as ddimiters

IPV6 An |Pv6 address [RFC2373] represented as hexadecima numbers with colons as delimiters
or as acombination of hexadecima and decima numbers with dots and colons as ddimiters

E164 A phone number according to the E164 scheme [GENFORM]

ALPHA Gengric dphanumeric address (as defined by dphanum in [RFC2396])

PXADDRTYPE (0 or 1 entries)

The PXADDRTY PE indicates the format and the interpretation of the PXADDR attribute. The PXADDRTY PE can
indicate an | P address, a phone number according to the E164 scheme, or ageneric dphanumeric address format. This
parameter MUST be supported by the WAP client.

| Value |
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IPV4 (default)
IPV6

E164
ALPHA

WSP-VERSION (O or 1 entries)
The WSP-VERSION indicates the WSP encoding version that the proxy in question supports. The format of this
parameter is an integer representing the major verson number followed by a®.” and an integer representing the minor
verson number. If no WSP-VERSION parameter is supplied for aphysica proxy definition, the corresponding
parameter vaue from the logical proxy definition is assumed to apply for the physical proxy aswell.

PUSHENABLED (0 or 1 entries)
This parameter takes one of the vaues 0 or 1. If thevaueis 1 for agiven physica proxy, this physical proxy will
support push. The ME is consequently advised to enable push. If the valueis O for agiven physica proxy, this
proxy will not support push. If no PUSHENABLED parameter is supplied for aphysical proxy definition, the
corresponding parameter vaue from the logica proxy definition is assumed to apply for the physical proxy aswell.
The parameter is advisory only and a ME might override the recommendetion.

TO-NAPID (1 or more entries)
This parameter refersto anetwork access point with a matching NAPID parameter. It isonly possibleto refer to
network access points defined within the same connectivity document (except if the INTERNET éttributeisset in
the NAPDEF). Severd TO-NAPID parameters may be listed for a given physica proxy. The order of the list
indicates the priority of theindividual network access points. However, client preferences MAY aso be consdered
which might affect the priority order (see so [PROVUAB]). One TO-NAPID has agpecid predefined meaning. If
the TO-NAPID isINTERNET, it implies that the ME can select any network access point with the attribute
INTERNET defined. This parameter MUST be supported by the WAP client.

5.6.3 Parameters for PXAUTHINFO characteristics

The PXAUTHINFO characterigtic is only alowed to be used within a PXLOGICAL characteritic. Note that the parameters
listed below are described in the scope of this particular characteridtic.

PXAUTH-TYPE
The PXAUTH-TY PE indicates the proxy authentication method: HT TP proxy authentication or WTLS methods.
Posshlevauesae HTTPBASIC, HTTP DIGEST and WTLS SS. This parameter does not indicate the actud
authentication method to use when connecting to the proxy, but links the authentication parameters PXAUTH-ID
and PXAUTH-PW to an authentication method. The PXAUTH-TY PE MUST be unique within its enclosed
gructure, i.e. within the PXLOGICAL characteridtic.

PXAUTH-ID (0 or 1 entries)
The PXAUTH-ID indicates the proxy authentication identifier. If it ismissing then the global id of the device should
be used (see section 6.4). The globd identifier can be defined for example using the Clientldentity characterigtic.

PXAUTH-PW (O or 1 entries)
The PXAUTH-PW indicates the proxy authentication secret. The usage of the parameter is defined by the
PXAUTH-TYPE.

5.6.4 Parameters for PORT characteristics

The PORT characterigic isonly alowed to be used within aPXLOGICAL or aPXPHY SICAL characterigtic. Note that the
parameters listed below are described in the scope of this particular characteridtic.
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Names and values of parameters

PORTNBR

The PORTNBR parameter contains the vaue of the port number. The port number must be given as adecima
number and mugt fit within the range of a 16 bit unsigned integer. The PORTNBR MUST be unique within its
enclosad gtructure, i.e. within the PXLOGICAL or the PXPHY SICAL characteridtic.

If the port number iswell known, then the service behind the port isimplied and the parameter SERVICE MAY be
omitted [WAPWDR]. If the port number is not well known, then no service isimplied and the service behind the port
isdefined in parameter SERVICE. If the port number is not well known and the parameter SERVICE is omitted, then
the ME MUST assume a service according to its preferences.

If the parameter SERVICE is present, then the definition in the SERVICE parameter overrides the implicit meaning.

This parameter MUST be supported by the WAP client.

SERVICE (0 or more entries)

The SERVICE parameter specifieswhich serviceis available behind this particular port number. Possible vaues are
defined in the table below. This parameter MUST be supported by the WAP client.

Savice Explanation

CL-WS WAP connection-less session service

CO-WSP WAP ses30n sarvice

CL-FECWFP WAP secure connection-less session service
CO-SEC-WSP WAP secure sesson sarvice

CO-SEC-WTA WAPWTA secure session sarvice

CL-SECWTA WAPWTA secure connection-less session service

5.6.5 Parameters for NAPDEF characteristics

This section defines permitted parameters for the NAPDEF type of the characteridtic, i.e. the names and parameters needed to
access the backbone data network from the wirdesstermind. Note that the parameters listed below are described in the scope

of this particular characteridtic.

Names and values of parameters

NAPID

The NAPID isused to link to the TO-NAPID parameter of the PXPHY SICAL characteristic. The NAPID MUST be
unique within its enclosed Structure, i.e. within the configuration context. This parameter MUST be supported by the

WAP client.

BEARER (0 or more entries)

The BEARER indicates which network type (in addition to address type) the definition is valid for. This parameter
MUST be supported by the WAP client.
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NAME

Value

GSM-USD

GSM-SMS

ANS-136-GUTS

IS95-CDMA-SMS

IS95-CDMA-CD

IS95-CDMA-PACKET

ANS-136-CD

ANS -136-GPRS

GV -CD

GSM -GPRS

AMPSCDPD

PDC-CD

PDC-PACKET

IDEN-SMS

IDEN-CSD

IDEN-PACKET

FLEX/REFLEX

PHSSMS

PHSCSD

TETRA-SDS

TETRA-PACKET

ANS -136-GHOST

MOBITEX MPAK

The NAME indicates alogica, user readable, identity (property) of the configuration element. Inthe NAPDEF
eement it typically indicatesthe “owner” of the RAS, and if the element isto be used whilein the home network or
while roaming. This parameter MUST be supported by the WAP client.

INTERNET (O or 1 entries)

This parameter does not take any values. If it is present, it indicates that the network access point can be used to
access proxies that are located on an 1P-routable network segment, which is generic within the scope of the
configuration context. The existence of the parameter does not imply that the | P routable network that can be
accessed issimilar in scope to the world wide Internet.

NAP-ADDRESS

Containsdl the digits and pauises needed to communicate with aremote entity and is defined in [GENFORM]. The
format and the content of the parameter depend on the bearer type. The NAP-ADDRESS might contain for example

The phone humber of an access router

A cdling card didling sequence.

A GPRS APN, whichisan indirect address that hasto be resolved by a network specific DNS mechanism.
An address of an SMSC, or any other message centre.

The NAP-ADDRESS should bein internationd format whenever possible, for example using the“+” notetion asin
GSM.

Thetype of addressin the NAP-ADDRESS fidd is defined by the NAP-ADDRTY PE parameter. This parameter
MUST be supported by the WAP client.
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NAP-ADDRTYPE Content of NAP-ADDRESS

IPV4 An1Pv4 address [RFC791] represented in decima format with dots as ddimiters

IPV6 An IPv6 address [RFC2373] represented as hexadecima numbers with colons as ddimiters
or asacombination of hexadecima and decima numbers with dots and colons as ddimiters

E164 A phone number according to the E164 scheme [GENFORM]

ALPHA Generic dphanumeric address (as defined by dphanum in [RFC2396])

APN A GPRS APN as defined in [GENFORM]

SCODE A USSD svice code as defined in [GENFORM]

TETRA-ITS A TETRA SDS address with digitsin decima format [WAPWDP]

MAN A Mohitex MAN address with digitsin decima format [WAPWDP]

NAP-ADDRTY PE (0 or 1 entries)

The NAP-ADDRTY PE indicates the format of the addressin the NAP-ADDRESS. Thisparameter MUST be
supported by the WAP client.

Value

IPV4
IPV6

E164 (default)
ALPHA

APN

SCODE
TETRA-ITS
MAN

CALLTYPE (Oor 1entries)
Some bearers may support different types of cals or different protocols to be usad for dataexchange. The
CALLTY PE parameter is used to define this protocol or call type.

Value

ANALOG _MODEM (default)

V.120

V110

X.31

BIT TRANSPARENT

DIRECT ASYNCHRONOUS DATA SERVICE

LOCAL-ADDR (0 or 1 entries)
If this parameter is provided, it definestheloca address of the WAP Client according to the formeat specified by the
LOCAL-ADDRTY PE parameter.

Thetype of addressin the LOCAL-ADDR field is defined by the LOCAL-ADDRTY PE parameter.

LOCAL-ADDRTYPE Content of LOCAL-ADDR
IPV4 An |Pv4 address [RFC791] represented in decimal format with dots as delimiters
IPV6 An |Pv6 address [RFC2373] represented as hexadecima numbers with colons as

ddlimiters or as acombination of hexadecima and decima numbers with dots and
colons asddimiters
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LOCAL-ADDRTYPE (0 or 1 entries)
The LOCAL-ADDRTY PE indicates the format of the addressin the LOCAL-ADDR parameter.
Value
IPV4
IPV6 (default)

LINKSPEED (0 or 1 entries)
Defines the speed on the up-link channel and optionaly the down-link channe for circuit switched bearers. Possible
values are"autobauding” or anumber (baud in decimal formet).

DNLINKSPEED (0 or 1 entries)
Defines the speed on the down-link channd for circuit switched bearers. Possible values are "autobauding” or a
number (baud in decimal format). If this parameter is missing or if the ME does not support different up- and down-
link gpeeds, the value of the LINKSPEED parameter may be assumed to be effective for the down-link channdl as
well.

LINGER (0 or 1 entries)
The LINGER parameter is used to define how long a connection should be kept active without any traffic. The
parameter vaueisadecima va ue expressad in seconds.

DELIVERY-ERR-SDU (0 or 1 entries)
The DELIVERY-ERR-SDU parameter indicates whether SDUs detected as erroneous shal be delivered or discarded.
Vauesare defined in [3GPP24008] and are represented as hexadecima numbers.

DELIVERY-ORDER (0 or 1 entries)
The DELIVERY-ORDER parameter indicates whether the PDP context bearer shal provide in-sequence SDU
ddlivery or not. Vaues are defined in [3GPP24008] and are represented as hexadecima numbers. Bits not part of the
DELIVERY-ORDER parameter are st to zero, e.g. the value "with ddlivery order” is represented as 0x08.

TRAFFIC-CLASS (O or 1 entries)
The TRAFFIC-CLASS defines the type of gpplication for which the PDP context bearer serviceis optimised. For
class descriptions see [3GPP23107] and vaues are defined in [3GPP24008]. The vaues are represented as
hexadecima numbers. Bits not part of the TRAFFIC-CLASS parameter are st to zero, eg. the vaue "interactive
class' isrepresented as 0x60.

MAX-SDU-SIZE (O or 1 entries)
The MAX-SDU-SIZE parameter defines the maximum alowed SDU sze and is used for admission control and
policing. Vadues are defined in [3GPP24008] and are represented as hexadecima numbers.

MAX-BITRATEUPLINK (0 or 1 entries)
The MAX-BITRATEUPLINK parameter defines the maximum number of bits delivered during aperiod of timein
uplink. Vaues are defined in [3GPP24008] and are represented as hexadecima numbers

MAX-BITRATE-DNLINK (0 or 1 entries)
The MAX-BITRATEDNLINK parameter defines the maximum number of bits delivered during aperiod of timein
downlink. Vaues are defined in [3GPP24008] and are represented as hexadecima numbers,

RESIDUAL-BER (0 or 1 entries)
The RESIDUAL-BER parameter indicates the undetected bit error retio in the ddlivered SDUs. Vaues are defined in
[3GPP24008] and are represented as hexadecima numbers. Bits not part of the RESIDUAL-BER parameter are et to
zero, eg. thevaue"1* 10" is represented as Ox70.
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SDU-ERROR-RATIO (O or 1 entries)
The SDU-ERROR-RATIO parameter indicates the fraction of SDUs logt or detected as erroneous and is defined only
for conforming traffic. Vaues are defined in [3GPP24008] and are represented as hexadecima numbers.

TRAFFIC-HANDL-PRIO (0 or 1 entries)
The TRAFFIC-HANDL-PRIO parameter specifies the rdative importance for handling of dl SDUs belonging to the
PDP context bearer compared to the SDUs of other bearers. Vaues are defined in [3GPP24008] and are represented
as hexadedmd numbers

TRANSFER-DELAY (O or 1 entries)
The TRANSFER-DELAY parameter indicates the maximum delay for 95™ percentile of the distribution of delay for
al ddivered SDUs during the lifetime of abearer service. Delay for an SDU is defined as the time from arequest to
transfer an SDU a one SAPto its ddivery at the other SAP. Vaues are defined in [3GPP24008] and are represented
as hexadecima numbers. Bits not part of the TRANSFER-DELAY paramete are set to zero, eg. the value "300 ms'
is represented as 0x48.

GUARANTEED-BITRATEUPLINK (0 or 1 entries)
The GUARANTEED-BITRATEUPLINK parameter indicates the guaranteed number of bits delivered by the PDP
context at a SAP within aperiod of time, divided by the duration of the period. Vaues are defined in [3GPP24008]
and are represented as hexadecima numbers.

GUARANTEED-BITRATE-DNLINK (0 or 1 entries)
The GUARANTEED-BITRATE-DNLINK parameter indicates the guaranteed number of bits ddlivered by the PDP
context at a SAP within aperiod of time, divided by the duration of the period. Vaues are defined in [3GPP24008]
and are represented as hexadecima numbers.

5.6.6 Parameters for NAPAUTHINFO characteristics

The NAPAUTHINFO characterigtic is only alowed to be used within aNAPDEF characterigtic. Note that the parameters
listed below are described in the scope of this particular characteridtic.

AUTHTYPE
The AUTHTY PE isaparameter indicating the authentication protocol. Possible values are PAP and CHAP. This
parameter does not indicate the actua authentication method to use when connecting to the network access point, but
links the authentication parameters AUTHNAME and AUTHSECRET to the authentication method. The
AUTHTY PE MUST be unique within its enclosed structure, i.e. within the NAPDEF characteridtic.

AUTHNAME (O or 1 entries)
The AUTHNAME parameter can contain the id (plaintext) needed to authenticate the user. This parameter isonly
needed if the AUTHTY PE parameter takes one of the values PAP or CHAP.

AUTHSECRET (0 or 1 entries)
The AUTHSECRET parameter can contain the password (plaintext) needed to authenticate the user. This parameter
isonly needed if the AUTHTY PE parameter takes one of the values PAP or CHAP.

5.6.7 Parameters for VALIDITY characteristics

The VALIDITY dement is used to define country code and network code parameters, or system identity and system operator
code parameters, aswell asthe period of timein which acertain NAPDEF isvaid. If NETWORK is defined, then COUNTRY
MUST be present. If SID is defined, then SOC MUST be present. The VALIDITY characterigtic isonly alowed to be used
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within the characterigtic of type NAPDEF. Note that the parameters listed below are described in the scope of this particular
characteridtic.

Names and values of parameters

COUNTRY (0 or 1 entries)
The COUNTRY indicates a Mobile Country Code as defined by ITU-T [E212]. The parameter is used to identify
what resources to use when amobileisin its home network or when the mobileisroaming. The COUNTRY MUST
be unique within its enclosed structure, i.e. within the NAPDEF characteristic.

NETWORK (O or 1 entries)
The NETWORK indicatesalist of comma separated Mobile Network Codesin decima format as defined by ITU-
T [E212]. The parameter is used to identify what resources the mobile should use when it is registered to a particular
network.

SID (O or 1 entries)
TheSID indicatesa list of commaseparated System IDsin decimal formet as defined by [TIA/EIA-136-005A]. The
parameter is used to identify what resources the mobile should use when it is registered to a particular network.

SOC (0 or 1 entries)
The SOC indicates a System Operator Code as defined by [TIA/EIA-136-005A]. The parameter is used to identify
what resources the mobile should usewhen it is registered to a particular network. The SOC MUST be unique within
its enclosed structure, i.e. within the NAPDEF characteridtic.

VALIDUNTIL (O or 1 entries)
Definesthe end of the (time) period of validity. The parameter is expressed in seconds, from thetime it is received by
the dlient device
5.6.8 Parameters for BOOTSTRAP characteristics
This section defines permitted parameters for the BOOTSTRAP characterigtic. This characteridtic istypically used within the
bootstrap message. If NETWORK is defined, then COUNTRY MUST be present. Note that the parameterslisted below are
described in the scope of this particular characteridtic.

Names and values of parameters

NAME (O or 1 entries)
The NAME indicates alogica, user readable, identity (property) of the configuration context.

NETWORK (0 or more entries)
The NETWORK parameter MUST contain adecima vaue that indicates for which network code (as defined in I TU-
T [E212]) the bootstrap information is valid.

COUNTRY (Oor 1 entries)
The COUNTRY parameter defines the Mobile Country Codes as defined by ITU-T [E212]. The parameter isused to
identify which country code the bootstrap information isvalid.

PROXY:-ID (0 or more entries)
The PROXY-ID parameter containsthe ID of aproxy thet is available with this particular set of bootstrap
information. It isonly possibleto refer to proxies defined within the same connectivity document.

PROVURL (0 or 1 entries)
The PROVURL MUST be an absolute URI [RFC2396] and defines the authority and path of the TPS. The pah of a
request can be extended, and till be within the scope of the TPS, but it cannot be shortened. The URL to be used to
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contact the Trusted Provisioning Server, for example, for requests for re-provisoning (roaming). The PROVURL
MUST be globdly unique and is the unique identifier of the configuration context. If the schemeismissing fromthe
PROVURL parameter, then “http” is assumed.

CONTEXT-ALLOW (Oor 1 entries)
The CONTEXT-ALLOW parameter defines how many additiona configuration contexts the privileged context
alowsto the ME to support. It may have the following values.

Value M eaning
0 No other configuration context than the privileged context is alowed
(default)
1..254 Describes how many ADDITIONAL configuration contexts beyond the

privileged context are dlowed. If the va ue exceeds the maximum number
of supported contexts of the ME, the maximum number of supported
contextsis used instead

255 Allowsfor the use of the maximum number of configuration contextsthe
ME supports

5.6.9 Parameters for CLIENTIDENTITY characteristics

The CLIENT-ID characteristics may be used to provide ME identity. Note that the parameters listed below are described in the
scope of this particular characterigtic.

Names and values of parameters

CLIENT-ID
Theidentifier of the mobile device, which for example could be the assgned-dlient-id as defined in [CLIENTID]. The
parameter CLIENT-ID MUST NOT be defined more than once in a configuration context asit is globa within the
context.

5.6.10 Parameters for VENDORCONFIG characteristics

The VENDORCONF G characteristics may be used to provide (ME) vendor specific configuration parameters. Note that the
parameters listed below are described in the scope of this particular characteridtic.

Names and values of parameters

NAME
The name of the product. The NAME MUST be unique within its enclosed structure, i.e. within the configuration
context.

Theactud configuration dataiis provided by means of vendor specific parameter names and values.

5.7 Connectivity Character Set

The connectivity content type MUST use the same character set rules as specified in [WML], except the rules for meta:
information placed within the content, since such information is not supported in connectivity.
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6. Well-formed Connectivity documents

6.1 The Length of parameter fields

The parameter length definitions in the table below express aminimum requirement on the Provisoning Agent and for every
supported parameter the minimum length MUST be supported. The Provisioning Server can assumethat parameterswith a
length shorter or equd to the definitions will be accepted (and tored) by the device.

Name Length
(byte)
NAME 16
NAP-ADDRESS 16*)
AUTHNAME 16
AUTHSECRET 16
PROXY-ID 32
DOMAIN 64
PROVURL 64
PXAUTH-ID 16
PXAUTH-PW 16
STARTPAGE 64
BASAUTH-ID 16
BASAUTH-PW 16
PXADDR 40
LINKSPEED 6
DNLINKSPEED 6
LINGER 4
VALIDUNTIL 8
PHY SICAL-PROXY-ID 16
NAPID 16
CLIENT-ID 32
PROXY-PROVIDER-ID 32

*) The default didstring is 16 bytes, but in networks where calling cards can be used the user agent has to support 64 bytes.
Also GPRS terminals have to support 64 byte dialstrings.

6.2 The Use of PORT Characteristics

Thetotd set of port bindings available for agiven physica proxy isthe port bindings defined for the logica proxy, appended
with the port bindings given within the PXPHY SICAL characterigtic. If the resulting set of port bindingsis empty, then the
ME MUST assume a port and service according to its preferences. Each port can support multiple services. If more than one
sarvice is supported then dl services must be explicitly defined. A ME implementation MUST reject new port bindingsif any
incong stencies occur between the port bindingsin the root of the PXLOGICAL or in theroot of the PXPHY SICAL
characteristics.
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6.3 Missing VALIDITY characteristics

If aVALIDITY characteridtic is absent indde a NAPDEF characteridtic, the NAP definition isawaysvalid.

6.4 The Use of PXAUTHINFO and CLIENTIDENTITY
Characteristics

The use of the parameters PXAUTH-ID and CLIENT-ID is defined by the following set of rules, which MUST be used if the
parameters are supported:

Use parameter PXAUTH-ID if it is present and avaueis given

Expect user input if parameter PXAUTH-ID is present but no vaueis given (empty string)

If parameter PXAUTH-ID is not present, use parameter CLIENT-ID if it is present and avaueis given

If parameter PXAUTH-ID is not present and parameter CLIENT-ID is present but no vaueis given (empty string) then
use apossible built-in-device identity. The use of the built-in-device identity MAY be prohibited depending on the client's
own privacy policies.

5. If parameters PXAUTH-ID and CLIENT-ID are not present, then user input is expected

EalE SR o

If the parameter PXAUTH-PW is missing despite indications from PXAUTH-TY PE that it should be used, then user input is
expected.

6.5 Missing AUTHTYPE-parameters

If either AUTHNAME or AUTHSECRET are missing despite indications from AUTHTY PE that they should be used, the
user MUST be prompted for input for the missng AUTHNAME, AUTHSECRET or both. If AUTHNAME or
AUTHSECRET are supposed to be empty strings, it must be explicitly declared by inserting the appropriste AUTHNAME or
AUTHSECRET with the vaue of an empty string into the provisioning document.

O 2001, Wireless Application Protocol Forum, Ltd.
All rights reserved



WAP-183-ProvCont-20010724-a, Version 24-July-2001 Page 32 (59)

7. Examples and discussions

This section isinformative only.

7.1 Example 1

This example shows a connectivity document containing infrastructure information related to asingle logica and physicad WSP
proxy for aservice domain with asingle access point.

<?xm version="1.0"?>
<! DOCTYPE wap- provi si oni ngdoc PUBLIC "-//WAPFORUM / DTD PROV 1. 0//EN"
“http://ww. wapf orum or g/ DTD/ prov. dtd">

<wap- provi si oni ngdoc>

<characteristic type="PXLOG CAL">

<par m name="PROXY- I D" val ue="170. 187.51. 4"/ >

<par m name="NAME" val ue="BankMai nProxy"/ >

<par m name=" STARTPAGE" val ue="http://ww. bank. com st art page. wr "/ >

<characteristic type="PXAUTH NFO'>
<par m name="PXAUTH TYPE" val ue="HTTP BASI C'/ >
<par m name="PXAUTH- | D' val ue="pxusernane"/ >
<par m name="PXAUTH PW val ue="pxuserpassw'/ >

</ characteristic>

<characteristic type="PXPHYSI CAL">
<par m name=" PHYSI CAL- PROXY- | D' val ue="PROXY 1"/ >
<par m name="DOVAI N* val ue="www. bank. com "/ >
<par m name="PXADDR" val ue="170. 187.51.3"/>
<par m name="PXADDRTYPE" val ue="1PV4"/>
<par m name="TO NAPI D' val ue="| NTERNET"/ >
<par m name="TO NAPI D' val ue="NAP1"/ >
<characteristic type="PORT">

<par m name="PORTNBR" val ue="9203"/>

</ characteristic>

</ characteristic>

</ characteristic>

<characteristic type="NAPDEF">
<par m name="NAPI D' val ue="NAP1"/ >
<par m name="BEARER" val ue="GSM CSD"/ >
<par m narme="NAME" val ue="MY | SP CSD"/ >
<par m name=" NAP- ADDRESS" val ue="+35808124002"/ >
<par m name=" NAP- ADDRTYPE" val ue="E164"/>
<par m name="CALLTYPE" val ue=" ANALOG_MODEM'/ >
<characteristic type="NAPAUTHI NFO' >
<par m name="AUTHTYPE" val ue="PAP"/ >
<par m name=" AUTHNAME" val ue="wwwhmuser"/ >
<par m name=" AUTHSECRET" val ue="wwwhmmsecret"/>
</ characteristic>
<characteristic type="VALIDI TY">
<par m name="COUNTRY" val ue="228"/>
<par m name="NETWORK" val ue="001"/>
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</ characteristic>
</ characteristic>

</ wap- pr ovi si oni ngdoc>

7.2 Example 2
Infrastructure information with two bearers and thus two network access paints.

<?xm version="1.0"?>
<! DOCTYPE wap- pr ovi si oni ngdoc PUBLIC "-//WAPFORUM / DTD PROV 1. 0//EN'
“http://ww. wapf orum or g/ DTD/ prov. dtd">

<wap- provi si oni ngdoc>

<characteristic type="PXLOG CAL">

<par m name="PROXY- | D" val ue="170.187.51. 4"/ >

<par m narme="NAME" val ue="Def aul t Proxy"/>

<par m name=" STARTPAGE" val ue="http://ww. operator.com start.wr"/>

<characteristic type="PXAUTH NFO'>
<par m name="PXAUTH TYPE" val ue="HTTP BASIC'/ >
<par m name="PXAUTH- | D' val ue="pxusernanme"/ >
<par m nanme="PXAUTH PW val ue="pxuserpassw'/ >

</ characteristic>

<characteristic type="PXPHYSI CAL" >

<par m name=" PHYSI CAL- PROXY-| D' val ue="PROXY 1"/ >
<par m narme="DOVAI N' val ue=" "/>
<par m name="PXADDR"' val ue="221.125.51.4"/>
<par m name="PXADDRTYPE" val ue="1PV4"/ >
<par m name="TO NAPI D" val ue="NAP1"/ >
<characteristic type="PORT">
<par m narme="PORTNBR" val ue="9203"/>

</characteristic>

</characteristic>

<characteristic type="PXPHYSI CAL" >
<par m name=" PHYSI CAL- PROXY-| D' val ue="PROXY 2"/ >
<par m narme="DOVAI N' val ue="/ SMsCont ent/"/ >
<par m narme="DOVAI N' val ue="sns. operator.com "/ >
<par m name="PXADDR" val ue="9400410"/>
<par m name="PXADDRTYPE" val ue="E164"/>
<par m name="TO NAPI D" val ue="NAP2"/ >
<characteristic type="PORT">

<par m narme="PORTNBR" val ue="9201"/>

</characteristic>

</ characteristic>

</ characteristic>

<characteristic type="NAPDEF">
<par m narme="NAPI D' val ue="NAP1"/>
<par m name="BEARER"' val ue="GSM CSD"/ >
<par m name="NAME" val ue="ANY NAME 1"/ >
<par m name=" NAP- ADDRESS" val ue="+4520671023"/ >
<par m narme=" NAP- ADDRTYPE" val ue="E164"/ >
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<par m name=" CALLTYPE" val ue=" ANALOG_MODEM'/ >
<par m name=" LI NKSPEED" val ue="AUTOBAUDI NG'/ >
<characteristic type="NAPAUTH NFO'>
<par m name="AUTHTYPE" val ue="PAP"/>
<par m name=" AUTHNAME" val ue="roamnvapuser"/>
<par m name=" AUTHSECRET" val ue="roamvappassw'/ >
</ characteristic>
<characteristic type="VALIDI TY">
<par m name=" COUNTRY" val ue="228"/>
</ characteristic>
</ characteristic>

<characteristic type="NAPDEF">
<par m narme="NAPI D' val ue="NAP2"/>
<par m name="BEARER"' val ue="GSM SM5"/ >
<par m narme="NAME" val ue="ANY NAME 2"/ >
<par m name=" NAP- ADDRESS" val ue="+35809503401"/ >
<par m name=" NAP- ADDRTYPE" val ue="E164"/ >
</ characteristic>

</ wap- pr ovi si oni ngdoc>
In the above example, bearer sdection policiesfor GSM/CSD and GSM/SMS are shown.

The document provides information on how to access the default gateway viatwo NAP's. Note that complete information on
NAP saswell asthe physicd proxiesis given sinceit is not known in advance how much knowledge the ME has about the
infragtructure.

7.3 Example 3

Infrastructure information related to severa logica WSP proxies for a service domain with multiple access points. VVendor
specific configuration datais dso supplied. This stuation istypicaly encountered when fetching connectivity documents from
aSM card [PROVSC].

<?xm version="1.0"?>
<! DOCTYPE wap- pr ovi si oni ngdoc PUBLIC "-//WAPFORUM / DTD PROV 1. 0//EN'
“http://ww. wapf orum or g/ DTD/ prov. dtd">

<wap- pr ovi si oni ngdoc>

<characteristic type="PXLOG CAL">
<par m name=" PROXY- | D" val ue="www. oper at or. cont'/ >
<par m narme="NAME" val ue="Def aul t Proxy"/ >
<par m name=" MASTER"/ >
<par m name="PUSHENABLED" val ue="1"/>
<par m name=" STARTPAGE" val ue="http://ww. operator.com start.wr"/>
<characteristic type="PXAUTH NFO'>
<par m name="PXAUTH TYPE" val ue="HTTP BASIC'/ >
<par m name="PXAUTH- | D' val ue="htt puser nane"/ >
<par m name="PXAUTH PW val ue="htt puserpassw'/ >
</ characteristic>
<characteristic type="PXPHYSI CAL" >
<par m name=" PHYSI CAL- PROXY-| D' val ue="PROXY 1"/ >
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<par m narme="DOMVAI N' val ue=" "/>
<par m name="PXADDR"' val ue="215.221.51.5"/>
<par m name="PXADDRTYPE" val ue="1PV4"/ >
<par m name="TO NAPI D" val ue="NAP1"/ >
<characteristic type="PORT">
<par m name="PORTNBR" val ue="9203"/>

</ characteristic>

</ characteristic>

<characteristic type="PXPHYSI CAL" >
<par m name=" PHYSI CAL- PROXY-| D' val ue="PROXY 2"/ >
<par m narme="DOMVAI N' val ue=" "/>
<par m narme="DOVAI N' val ue="/SMs/ "/ >
<par m narme="PXADDR"' val ue="9201611"/>
<par m name="PXADDRTYPE" val ue="E164"/ >
<par m name="TO NAPI D" val ue="NAP3"/ >
<characteristic type="PORT">

<par m narme="PORTNBR" val ue="9201"/>

</ characteristic>

</ characteristic>

</ characteristic>

<characteristic type="PXLOG CAL">
<par m name="PROXY- | D" val ue="163.187.51. 4"/ >
<par m narme="NAME" val ue="Econmer ceProxy"/>
<par m name=" STARTPAGE" val ue="http://ww. ecom com st art page. wr "/ >
<characteristic type="PXAUTH NFO'>
<par m name="PXAUTH TYPE" val ue="HTTP BASIC'/ >
<par m name="PXAUTH | D' val ue="htt puser nanme"/ >
<par m name="PXAUTH PW val ue="htt puserpassw'/ >
</ characteristic>
<characteristic type="PXPHYSI CAL" >
<par m name=" PHYSI CAL- PROXY-| D" val ue="PROXY 1"/ >
<par m narme="DOMVAI N' val ue="www. ecom com’ "/ >
<par m name="PXADDR"' val ue="166.224.1.68"/>
<par m name="PXADDRTYPE" val ue="1PV4"/ >
<par m name="TO NAPI D" val ue="NAP1"/ >
<par m name="TO NAPI D" val ue="NAP2"/ >
<characteristic type="PORT">
<par m narme="PORTNBR" val ue="9203"/>
</ characteristic>
</ characteristic>
<characteristic type="PXPHYSI CAL" >
<par m name=" PHYSI CAL- PROXY-| D" val ue="PROXY 2"/ >
<par m narme="DOVAI N' val ue="www. ecom conf’ SMsContent/"/>
<par m narme="DOVAI N' val ue="www. ecom conf SMs/ "/ >
<par m name="PXADDR"' val ue="9400410"/>
<par m name="PXADDRTYPE" val ue="E164"/ >
<par m name="TO NAPI D" val ue="NAP3"/ >
<par m name="TO NAPI D" val ue="NAP4"/ >
<characteristic type="PORT">
<par m narme="PORTNBR" val ue="9203"/>
</ characteristic>
</ characteristic>
</ characteristic>
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<characteristic type="NAPDEF">
<par m narme="NAPI D' val ue="NAP1"/>
<par m name="BEARER"' val ue="GSM CSD"/ >
<par m narme="NAME" val ue="ANY NAME 3"/ >

<par m name=" NAP- ADDRESS" val ue="+35808124303"/ >

<par m name=" NAP- ADDRTYPE" val ue="E164"/ >
<par m name=" CALLTYPE" val ue=" ANALOG_MODEM'/ >
<characteristic type="NAPAUTH NFO'>
<par m name="AUTHTYPE" val ue="PAP"/>
<par m name=" AUTHNAME" val ue="wapuser"/>
<par m name=" AUTHSECRET" val ue="wappassw'/ >
</ characteristic>
<characteristic type="VALIDI TY">
<par m name=" COUNTRY" val ue="228"/>
<par m name="NETWORK" val ue="001"/>
</ characteristic>
</ characteristic>

<characteristic type="NAPDEF">
<par m narme="NAPI D' val ue="NAP2"/>
<par m name="BEARER"' val ue="GSM CSD"/ >
<par m narme="NAME" val ue="ANY NAME 4"/ >

<par m name=" NAP- ADDRESS" val ue="+35808124002"/ >

<par m name=" NAP- ADDRTYPE" val ue="E164"/ >
<par m name=" CALLTYPE" val ue=" ANALOG_MODEM'/ >
<par m name=" LI NKSPEED" val ue="AUTOBAUDI NG'/ >
<characteristic type="NAPAUTH NFO'>

<par m name="AUTHTYPE" val ue="PAP"/>

<par m name=" AUTHNAME" val ue="wwwnhrmuser"/ >

<par m name=" AUTHSECRET" val ue="wwwwnmmsecret"/>

</characteristic>
<characteristic type="VALIDI TY">
<par m name=" COUNTRY" val ue="113"/>
<par m name="NETWORK" val ue="004"/>
</characteristic>
</characteristic>

<characteristic type="NAPDEF">
<par m narme="NAPI D' val ue="NAP3"/>
<par m narme="BEARER"' val ue="GSM SM5"/ >
<par m narme="NAME" val ue="ANY NAME 5"/ >

<par m name=" NAP- ADDRESS" val ue="+35809503401"/ >

<par m name=" NAP- ADDRTYPE" val ue="E164"/ >
</characteristic>

<characteristic type="NAPDEF">
<par m narme="NAPI D' val ue="NAP4"/ >
<par m narme="BEARER"' val ue="GSM SM5"/ >
<par m narme="NAME" val ue="ANY NAME 6"/ >

<par m name=" NAP- ADDRESS" val ue="+36209400400"/ >

</ characteristic>

<characteristic type="NAPDEF">
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<par m name="NAPI D' val ue="1 NTERNET"/ >
<par m name="BEARER"' val ue="GSM GPRS"/ >
<par m narme="NAME" val ue="My | SP GPRS"/>
<par m name=" NAP- ADDRESS" val ue=" Myl SP. gprs"/ >
<par m name=" NAP- ADDRTYPE" val ue="APN"'/ >
<par m name="DEL| VERY- ERR- SDU" val ue="3"/>
<par m name=" RESI DUAL- BER"' val ue="70"/>
<par m name=" SDU- ERROR- RATI O' val ue="6"/>
<par m name="TRAFFI C- CLASS" val ue="60"/>
<par m name="TRAFFI C- HANDL- PRI O' val ue="1"/>
<par m name=" MAX- Bl TRATE- DNLI NK" val ue="8"/>
<characteristic type="NAPAUTH NFO'>
<par m name="AUTHTYPE" val ue="PAP"/>
<par m name=" AUTHNAME" val ue="wwwnhrmuser"/ >
<par m name=" AUTHSECRET" val ue="wwwwnmmsecret"/>
</ characteristic>
</ characteristic>

<characteristic type="VENDORCONFI G'>

<par m narme="NAME" val ue="PRODUCT"/ >

<par m narme="RlI NGTONES" val ue="http://ww. sonera.fi/nusic.wr"/>
</ characteristic>

</ wap- pr ovi si oni ngdoc>

7.4 Example 4
Bootstrap information.

<?xm version="1.0"?>
<! DOCTYPE wap- pr ovi si oni ngdoc PUBLIC "-//WAPFORUM / DTD PROV 1. 0//EN'
“http://ww. wapf orum or g/ DTD/ prov. dtd">

<wap- pr ovi si oni ngdoc>

<characteristic type="BOOTSTRAP" >

<par m name=" CONTEXT- ALLOW val ue="0"/>

<par m name="PROVURL" val ue="http://ww. operator.com TPS/"/>
</characteristic>

<characteristic type="PXLOG CAL">

<par m name="PROXY- | D" val ue="170.187.51. 4"/ >

<par m narme="NAME" val ue="Trust edProvProxy"/>

<par m name="TRUST"/ >

<par m name="PUSHENABLED" val ue="1"/>

<par m name=" STARTPAGE" val ue="http://ww. operator.com horme. wr "/ >

<characteristic type="PXAUTH NFO'>
<par m name="PXAUTH TYPE" val ue="HTTP BASIC'/ >
<par m name="PXAUTH | D' val ue="subscri bernanme"/ >
<par m name="PXAUTH PW val ue="subscri berpassw'/ >

</ characteristic>

<characteristic type="PXPHYSI CAL" >
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<par m name=" PHYSI CAL- PROXY-| D' val ue="PROXY 1"/ >
<par m narme="DOMVAI N' val ue=".operator.com"/>
<par m name="PXADDR"' val ue="221.125. 33.5"/>
<par m name="PXADDRTYPE" val ue="1PV4"/ >
<par m name="TO NAPI D" val ue="NAP1"/ >

</ characteristic>

<characteristic type="PXPHYSI CAL" >
<par m name=" PHYSI CAL- PROXY-| D' val ue="PROXY 2"/ >
<par m narme="DOVAI N' val ue="wwv. operat or.com "/ >
<par m name="PXADDR"' val ue="9201612"/>
<par m name="PXADDRTYPE" val ue="E164"/ >
<par m name="TO NAPI D" val ue="NAP2"/ >

</ characteristic>

</ characteristic>

<characteristic type="NAPDEF">
<par m narme="NAPI D' val ue="NAP1"/>
<par m name="BEARER"' val ue="GSM CSD"/ >
<par m narme="NAME" val ue="ANY NAME 7"/ >
<par m name=" NAP- ADDRESS" val ue="+35808124303"/ >
<par m name=" NAP- ADDRTYPE" val ue="E164"/ >
<par m name=" CALLTYPE" val ue=" ANALOG_MODEM'/ >
<characteristic type="NAPAUTH NFO'>
<par m name="AUTHTYPE" val ue="PAP"/>
<par m name=" AUTHNAME" val ue="wapuser"/>
<par m name=" AUTHSECRET" val ue="wappassw'/ >
</ characteristic>
<characteristic type="VALIDI TY">
<par m name=" COUNTRY" val ue="228"/>
<par m name="NETWORK" val ue="001"/>
</ characteristic>
</ characteristic>

<characteristic type="NAPDEF">

<par m narme="NAPI D' val ue="NAP2"/>

<par m narme="BEARER"' val ue="GSM SM5"/ >

<par m narme="NAME" val ue="ANY NAME 8"/ >

<par m name=" NAP- ADDRESS" val ue="+35809503401"/ >
</ characteristic>
</ wap- pr ovi si oni ngdoc>
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8. WBXML Encoding

8.1 Element Tokens

Thefollowing token codes represent tags in code page zero (0).  All numbers arein hexadecima.

Tag Name Token
wap-provisioningdoc 5
characteridic 6
parm 7

8.2 Attribute Start Tokens

Thefollowing token codes represent the start of an attribute in code page zero (0). All numbers arein hexadecima.

8.2.1 Wap-provisioningdoc Attribute Start Tokens

Attribute Name Attribute Value Prefix Token
verson 45
verson 10 46

8.2.2 Characteristic Attribute Start Tokens

Attribute Name Attribute Value Prefix Token
type 50
type PXLOGICAL 51
type PXPHYSICAL 52
type PORT

type VALIDITY

type NAPDEF

type BOOTSTRAP

type VENDORCONFIG 57
type CLIENTIDENTITY 58
type PXAUTHINFO 59
type NAPAUTHINFO BA

8.2.3 Parm Attribute Start Tokens

Attribute Name Token
name 5
vaue 6
name NAME 7
name NAP-ADDRESS 8
name NAP-ADDRTY PE 9
name CALLTYPE A
name VALIDUNTIL B
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Attribute Name Token
name AUTHTYPE C
name AUTHNAME D
name AUTHSECRET E
name LINGER F
name BEARER 10
name NAPID 11
name COUNTRY 12
name NETWORK 13
name INTERNET 14
name PROXY-ID 15
name PROXY-PROVIDER-ID 16
name DOMAIN 17
name PROVURL 18
name PXAUTH-TYPE 19
name PXAUTH-ID 1A
name PXAUTH-PW 1B
name STARTPAGE 1C
name BASAUTH-ID 1D
name BASAUTH-PW 1E
name PUSHENABLED 1F
name PXADDR 20
name PXADDRTY PE 21
name TO-NAPID 22
name PORTNBR 23
name SRVICE 24
name LINKSPEED 25
name DNLINKSPEED 26
name LOCAL-ADDR 27
name LOCAL-ADDRTYPE 28
name CONTEXT-ALLOW 29
name TRUST 2A
name MASTER 2B
name SD 2C
name OC 2D
name WSP-VERSON 2E
name PHY SICAL-PROXY-ID 2F
name CLIENT-ID 30
name DELIVERY-ERR-SDU 31
name DELIVERY-ORDER 32
name TRAFFIC-CLASS 33
name MAX-SDU-SIZE

name MAX-BITRATEUPLINK

name MAX-BITRATEDNLINK

name RESIDUAL-BER 37
name SDU-ERROR-RATIO 38
name TRAFFIC-HANDL-PRIO 39
name TRANSFER-DELAY 3A
name GUARANTEED-BITRATEUPLINK 3B
name GUARANTEED-BITRATEDNLINK 3C
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8.3 Parameter Token Values

Here, vaues of parameters, and their tokenization, are defined within each parameter description. The token tableislogicaly
divided in different subsections, however the token vaues are for globa use within the attribute Vaue of the PARM eement.

Thefollowing token codes represent attribute values in code page zero (0). All numbers arein hexadecima.

8.3.1 ADDRTYPE Value

Attribute Value Token
IPV4 85
IPV6 86
E164 87
ALPHA 83
APN 89
8A
8B
8C

SCODE
TETRA-ITS
MAN

8.3.2 CALLTYPE Value

Attribute Value Token
ANALOG-MODEM 0
V.120 91
V.110 92
X.31 93

A

95

BIT-TRANSPARENT
DIRECT-ASYNCHRONOUSDATA-SERVICE

8.3.3 AUTHTYPE/PXAUTH-TYPE Value

Attribute Value Token
PAP 9A
CHAP 9B
HTTP-BASIC 9C
HTTP-DIGEST 9D
WTLSSS 9E

8.3.4 BEARER Value

Attribute Value Token
GV -USD A2
GV -SMS A3
ANS-136-GUTS A4
IS95-CDMA-SMS A5
IS95-CDMA-CD A6
IS95-CDMA-PACKET A7
ANS-136-CD A8
AN -136-GPRS A9

O 2001, Wireless Application Protocol Forum, Ltd.
All rights reserved



WAP-183-ProvCont-20010724-a, Version 24-July-2001

Page 42 (59)

Attribute Value Token
GavI-CD AA
GSM -GPRS AB
AMPSCDPD AC
PDC-CD AD
PDC-PACKET AE
IDEN-SMS AF
IDEN-CD BO
IDEN-PACKET Bl
FLEX/REFLEX B2
PHSSMS B3
PHSCD B4
TETRA-SDS B5
TETRA-PACKET B6
ANS-136-GHOST B7
MOBITEX-MPAK B8
8.3.5 LINKSPEED Value
Attribute Value Token
AUTOBAUDING C5
8.3.6 SERVICE Value
Attribute Value Token
CL-WsP CA
CO-WSP CB
CL-SECWSP CC
CO-FEC-WP CD
CL-SEC-WTA CE
CO-SEC-WTA CF
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Appendix A. Static Conformance Requirements
A.l Client Features

A.1.1 Character Set and Encoding

Item Function Reference Status | Requirement
ProvCont-CSE-C- UTF-8 Encoding. 5.7, [WML] (0]
001

ProvCont-CSE-C- UTF-16 Encoding. 5.7, [WML] o]
002

ProvCont-CSE-C- UCS4 Encoding. 5.7, [WML] o]
003

ProvCont-CSE-C- Other character encoding. 5.7, [WML] (0]
004

ProvCont-CSE-C- Reference processing (no metaiinformation). 5.7, [WML] M
005

ProvCont-CSE-C- Character entities. 5.7, [WML] M
006

A.1.2 Content Format and Tokenization

Item Function Reference | Status | Requirement

g‘oci"cont'COC' Support for the WAP-PROVISIONINGDOC DTD. | 5.1 M

(I;’rongont-C(}C- Support for WAP-PROVISIONINGDOC intextud | 5.2 0
form (text/vnd.wap.connectivity-xm).

grogvcont-coc- Support for WAP-PROVISIONINGDOC in 8 M WBXML-1 AND
tokenized form (application/vnd.wap.connectivity- WBXML-11
whxml).

grOZvCont-COC- Support for mediatype parameter MAC 53 M

gg;)vCont-COC— Support for mediatype parameter SEC 53 M
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A.1.3 Elements and attributes

Item Function Reference | Status | Requirement

ProvCont-CEA-C- | Support for the element wap-provisoningdoc 54 M

001

ProvCont-CEA-C- | Support for the eement characterigtic 55 M

002

ProvCont-CEA-C- | Support for the element parm 56 M

003

ProvCont-CEA-C- | Support for the wap-provisioningdoc attribute 54 M

004 “verson”

ProvCont-CEA-C- | Support for the characteristic attribute “type’ 55 M

005

ProvCont-CEA-C- | Support for the parm attribute “ name”’ 5.6 M

006

ProvCont-CEA-C- | Support for the parm attribute “vaue’ 5.6 M

007

A.1.4 Characteristics

Item Function Reference | Status | Requirement

I(?'OcivOont-CC-C- Support for the characteristic PXLOGICAL 55.1 M

grongont-CC-C- Support for the characteristic PXPHY SICAL 552 M

ProvCort-CC-C- Support for the characteristic PXAUTHINFO 55.3 o) ProvCont-CPA-C-

003
001 AND
ProvCont-CPA-C-
002

(I;’roc;vCont-CC-C- Support for the characteristic NAPDEF 555 M

PovCont-CC-C- | g 3ot for the characterisic NAPAUTHINFO 556 0 ProvCont-CNA-C-

005
001 AND
ProvCont-CNA-C-
002 AND
ProvCont-CNA-C-
003

grO%vCom-CC-C- Support for the characteristic PORT 554,62 | M

grO(;vCont-CC-C- Support for the characteristic VALIDITY 557 0 ProvCont-
CV-C-005 AND
(ProvCont-
CV-C-001 AND
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Item Function Reference | Status | Requirement
ProvCont-
CV-C-002) OR
(ProvCont-
CV-C-003 AND
ProvCont-
CV-C-004)

gfo‘;"co”t'cc'c' Support for the characteristic BOOTSTRAP 558 0 ProvCont-
CB-C-002

grovaont-CC-C- Support for the characteristic CLIENTIDENTITY | 559 0 ProvCont-
CID-C-001

(lj;(())vCont-CC-C- Support for the characteristic VENDORCONFIG | 55.10 0 ProvCont-CVC-C-
001
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A.1.5 Characteristic PXLOGICAL

Item Function Reference | Status | Requirement
ProvCont-CPL-C- Support for the parm PROXY-ID 56.1 M ProvCont-MLP-C-
001 005
ProvCont-CPL-C- Support for the parm PROXY-PROVIDER-ID 56.1 0] ProvCont-MLP-C-
002 021
ProvCont-CPL-C- Support for the parm NAME 56.1 M ProvCont-MLP-C-
003 001
ProvCont-CPL-C- Support for the parm DOMAIN 56.1 M ProvCont-MLP-C-
004 006
ProvCont-CPL-C- Support for the parm TRUST 56.1 o]

005

ProvCont-CPL-C- Support for the parm MASTER 56.1 @]

006

ProvCont-CPL-C- Support for the parm STARTPAGE 56.1 M ProvCont-MLP-C-
007 010
ProvCont-CPL-C- Support for the parm BASAUTH-ID 5.6.1 M ProvCont-MLP-C-
008 011
ProvCont-CPL-C- Support for the parm BASAUTH-PW 56.1 M ProvCont-MLP-C-
009 012
ProvCont-CPL-C- Support for the parm WSP-VERSON 56.1 0]

010

ProvCont-CPL-C- Support for the parm PUSHENABLED 56.1 o

011

ProvCont-CPL-C- Support for PORT characteristic within 554 M

012 PXLOGICAL

ProvCont-CPL-C- Support for multiple PORT characterigticswithin 554 o]

013 PXLOGICAL
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A.1.6 Characteristic PXPHYSICAL

Item Function Reference | Status | Requirement
ProvCont-CPP-C- Support for the parm PHY SICAL-PROXY-ID 5.6.2 M ProvCont-MLP-C-
001 018
ProvCont-CPP-C- Support for the parm PXADDR 5.6.2 M ProvCont-MLP-C-
002 013
ProvCont-CPP-C- Support for the parm PXADDRTY PE 56.2 M ProvCont-CPP-C-
003 009 OR ProvCont-
CPP-C-010OR
ProvCont-CPP-C-
011 OR ProvCont-
CPP-C-012
ProvCont-CPP-C- Support for the parm TO-NAPID 56.2 M
o4
ProvCont-CPP-C- Support for the parm DOMAIN 56.2 o] ProvCont-MLP-C-
005 006
ProvCont-CPP-C- Support for the parm WSP-VERSON 56.2 @]
006
ProvCont-CPP-C- Support for the parm PUSHENABLED 56.2 O
007
ProvCont-CPP-C- Support for the TO-NAPID value“INTERNET” 5.6.2 o]
008
grogvmnt-cpp-c- Support for PXADDRTY PE vaue* [PV 4" 562 0
;%VCON'CPP'C' Support for PXADDRTY PE value“IPV6" 562 0
(F)’EVOO”I'CPP'C' Support for PXADDRTY PE value * E164” 562 0
5‘1‘;’ Cont-CPP-C- | g jport for PXADDRTYPE vaue* ALPHA” 562 0
glgv Cont-CPR-C- Support for PORT characteristic within 554 M
PXPHYSICAL
(I;’nic;vCont-CPP-C- Support for multiple PORT characteristics within 554 o)
PXPHYSICAL
(I;;ngont-CPP—C— Support for multiple TO-NAPID within one 56.2 0
PXPHYSICAL
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A.1.7 Characteristic PXAUTHINFO

Item Function Reference | Status | Requirement

ProvCont-CPA-C- | Support for the parm PXAUTH-TYPE 5.6.3 0] ProvCont-CPA-C-

001 004 OR
ProvCont-CPA-C-
005OR
ProvCont-CPA-C-
006

ProvCont-CPA-C- | Support for the parm PXAUTH-ID 56.3 @] ProvCont-CPA-C-

002 007 AND
ProvCont-MLP-C-
008

ProvCont-CPA-C- | Support for the parm PXAUTH-PW 56.3 @] ProvCont-MLP-C-

003 009

ProvCont-CPA-C- | Support for PXAUTH-TYPE value“HTTP-BASIC’ | 56.3 o] ProvCont-CPA-C-

004 003

ProvCont-CPA-C- | Support for PXAUTH-TYPE vaue“HTTP- 5.6.3 0] ProvCont-CPA-C-

005 DIGEST” 003

ProvCont-CPA-C- | Support for PXAUTH-TYPE vaue“WTLS SS' 56.3 0]

006

ProvCont-CPA-C- | Usageof parm PXAUTH-ID 6.4 @]

007

A.1.8 Characteristic PORT

Item Function Reference | Status | Requirement

ProvCont-CP-C-001 | Support for the parm PORTNBR 5.6.4 M

ProvCont-CP-C-002 | Support for the parm SERVICE 56.4 M ProvCont-
CP-C-0030R
ProvCont-
CP-C-004 OR
ProvCont-
CP-C-0050R
ProvCont-
CP-C-006 OR
ProvCont-
CP-C-007 OR
ProvCont-
CP-C-008

ProvCont-CP-C-003 | g 0yt for SERVICE value* CL-WSP” 564 0

ProvCont-CP-C-004 | g et for SERVICE value*CO-WSP” 564 0
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Item Function Reference | Status | Requirement
ProvCont-CP-C-005 | g 1oyt for SERVICE value® CL-SECWSP” 564 0
ProvCont-CP-C-006 | g 1yt for SERVICE value * CO-SECWSP” 564 0
ProvCont-CP-C-007 | g 1next for SERVICE value* CO-SECWTA” 564 0
ProvCont-CP-C-008 | g oot for SERVICE value* CL-SEC-WTA” 564 0

A.1.9 Characteristic NAPDEF
Item Function Reference | Status | Requirement
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Item

Function

Reference

Status

Requirement

ProvCont-CND-C-
001

Support for the parm NAPID

565

ProvCont-MLP-C-
019

ProvCont-CND-C-
002

Support for the parm BEARER

565

ProvCont-CBSC-
001 OR
ProvCont-CBSC-
002 OR
ProvCont-CBSC-
003OR
ProvCont-CBSC-
004 OR
ProvCont-CBSC-
005 0R
ProvCont-CBSC-
006 OR
ProvCont-CBSC-
007 OR
ProvCont-CBSC-
008 OR
ProvCont-CBSC-
009 OR
ProvCont-CBSC-
0100R
ProvCont-CBSC-
0110OR
ProvCont-CBSC-
0120R
ProvCont-CBSC-
0130OR
ProvCont-CBSC-
014 OR
ProvCont-CBSC-
0150R
ProvCont-CBSC-
016 OR
ProvCont-CBSC-
017 OR
ProvCont-CBSC-
018OR
ProvCont-CBSC-
0190R
ProvCont-CBSC-
020 OR
ProvCont-CBSC-
021 OR
ProvCont-CBSC-
022 OR
ProvCont-CBSC-
023

ProvCont-CND-C-
003

Support for the parm NAME

565

ProvCont-MLP-C-
001
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Item

Function

Reference

Status

Requirement

ProvCont-CND-C-
004

Support for the parm INTERNET

565

ProvCont-CND-C-
005

Support for the parm NAP-ADDRESS

565

ProvCont-MLP-C-
002

ProvCont-CND-C-
006

Support for the parm NAP-ADDRTY PE

565

ProvCont-CND-C-
026 OR
ProvCont-CND-C-
027 OR
ProvCont-CND-C-
028 OR
ProvCont-CND-C-
020 OR
ProvCont-CND-C-
030 OR
ProvCont-CND-C-
0310OR
ProvCont-CND-C-
0320R
ProvCont-CND-C-
033

ProvCont-CND-C-
007

Support for the parm CALLTY PE

565

ProvCont-CND-C-
034 OR
ProvCont-CND-C-
0350R
ProvCont-CND-C-
036 OR
ProvCont-CND-C-
037 OR
ProvCont-CND-C-
038 OR
ProvCont-CND-C-
039

ProvCont-CND-C-
008

Support for the parm LOCAL-ADDR

565

ProvCont-CND-C-
009

ProvCont-CND-C-
009

Support for the parm LOCAL-ADDRTY PE

565

ProvCont-CND-C-
040 0OR
ProvCont-CND-C-
041

ProvCont-CND-C-
010

Support for the parm LINKSPEED

565

ProvCont-MLP-C-
014

ProvCont-CND-C-
011

Support for the parm DNLINK SPEED

565

ProvCont-MLP-C-
015

ProvCont-CND-C-
012

Support for the parm LINGER

565

ProvCont-MLP-C-
016
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Item Function Reference | Status | Requirement
EZVCO”"'CND‘C' Support for the parm DELIVERY-ERR-SDU 565 o
(F)’;ZVOO”"'CND'C' Support for the parm DEL IVERY-ORDER 565 o
g;%VCO”t'CND‘C' Support for the parm TRAFFIC-CLASS 565 o
gngont-CND-C— Support for the parm MAX-SDU-SIZE 565 O
a‘;VCO”t'CND‘C' Support for the pam MAX-BITRATEUPLINK | 565 o
g’flg"oom'CND'C' Support for the parm MAX-BITRATEDNLINK | 565 o
ESVCO”"'CND‘C' Support for the parm RESIDUAL-BER 565 o
grzc())vOont-CND-C- Support for the parm SDU-ERROR-RATIO 565 O
g‘iVCOW'CND‘C' Support for the parm TRAFFIC-HANDL-PRIO 565 o
FIVOAMEAND-C | support for the parm TRANSFER-DELAY 565 o
g‘;VCOW'CND‘C' Support for the parm GUARANTEED-BITRATE: | 565 o
UPLINK
(F)’;j"CO”t'CND'C' Support for the parm GUARANTEED-BITRATE: | 565 o
DNLINK
g;‘;"c"”t'CND'C' Support for multiple BEARER within one NAPDEF | 565 0
(F)’fzcé"co”t'CND'C' Support for NAP-ADDRTY PE value* IPV4’ 565 o
('j;‘;VCO”t'CND'C' Support for NAP-ADDRTY PE vaue*IPV6’ 565 o
(F)’fzg"co”t'CND'C' Support for NAP-ADDRTY PE value* E164 565 o
('j;‘;VCO”t'CND'C' Support for NAP-ADDRTY PE value* ALPHA” 565 o)
(F)’fgg"com'CND'C' Support for NAP-ADDRTY PE vaue“ APN” 565 o
g?cont'CND'C' Support for NAP-ADDRTY PE value* SCODE" 565 o)
(F)’;;VCO”I'CND'C' Support for NAP-ADDRTY PE value* TETRA- 565 o
ITS
gogvcont'CND‘C' Support for NAP-ADDRTY PE vaue “MAN” 565 o
?;VCON'CND'C' Support for CALLTYPE value“ANALOG- 565 o
MODEM”
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Item Function Reference | Status | Requirement
gfg‘;VCON'CND‘C' Support for CALLTY PE value*“V.120" 565 o
(F)’fSZVOO”"'CND'C' Support for CALLTYPE value“V.110" 565 @
gfs‘;VCO”t'CND‘C' Support for CALLTY PE vaue*X.31" 565 0O
iy MNDC | support for CALLTYPE value*BIT- 565 o
TRANSPARENT”
P/ oMCNDC | pport for CALLTYPE value “DIRECT- 565 O
ASYNCHRONOUSDATA-SERVICE
agvcom'CND'C' Support for LOCAL-ADDRTY PE value* IPV4’ 565 o
&?@m'CND'C' Support for LOCAL-ADDRTY PE value* IPV6’ 565 o
A.1.10 Bearers supported within NAPDEF characteristic
Item Function Reference | Status | Requirement
gfo‘iVCO”t'CBS S| support for BEARER value “GSV -USSD" 565 o
(F)’fO‘;VCO”t'CBS S| Support for BEARER velue* GSM -SMS 565 o
g%VCO”t'CBS S| Support for BEARER value“ ANSI-136-GUTS 565 0
(F)’fOZVCO”t'CBS © | support for BEARER value “IS95-CDMA-SMS' | 565 o
gfogVCO”t'CBS S| Support for BEARER value“IS9%-CDMA-CSD" | 565 o
(F)’fO‘éVCO”t'CBS C | support for BEARER value “IS95-CDMA- 565 o
PACKET”
gfo‘;VCO”t'CBSC‘ Support for BEARER value“ANS! -136-CSD" 565 o
(F)’fo%"oont'CBS © | Support for BEARER value“ANSI-136-GPRS' 565 o
?OZVCO”"'CBSC‘ Support for BEARER value* GSM -CSD” 565 o
g;ccj)vOont-CBSC- Support for BEARER vaue“ GSM -GPRS' 565 O
gﬁVCO“t'CBS C | support for BEARER value* AMPS CDPD" 565 o
grlc;vOont-CBSC- Support for BEARER vaue “PDC-CSD” 565 O
g‘;VCON'CBS S| support for BEARER value “PDC-PACKET” 565 o
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[tem Function Reference | Status | Requirement
gﬁvcont'CBS S| Support for BEARER value* IDEN-SMS’ 565 o
(F)’flg"oo”t'CBS C | support for BEARER value*IDEN-CSD" 565 o
g‘;VCON'CBS C | support for BEARER value“IDEN-PACKET” 565 o)
(F)’EVOO”"'CBS © | Support for BEARER value “FLEX/REFLEX” 565 o
EEVCO”"'CBSC‘ Support for BEARER value* PHSSMS' 565 o
(F)’ig"oont'CBS S| Support for BEARER value *PHSCSD" 565 o
?Z%VCO”"'CBSC‘ Support for BEARER value “TETRA-SDS 565 o
(F)’fzci"oont'CBS © | support for BEARER velue “TETRA-PACKET” | 565 o
?ZZVCO”"'CBSC‘ Support for BEARER value*ANSI-136-GHOST” | 565 o
EZ%VOON'CBS © | support for BEARER value“MOBITEX-MPAK” | 565 o

A.1.11 Characteristic NAPAUTHINFO

Item Function Reference | Status | Requirement

ProvCont-CNA-C- | Support for the parm AUTHTY PE 5.6.6 0] ProvCont-CNA-C-

001 004 OR
ProvCont-CNA-C-
005

ProvCont-CNA-C- | Support for the parm AUTHNAME 5.6.6 0] ProvCont-MLP-C-

002 003

ProvCont-CNA-C- | Support for the parm AUTHSECRET 5.6.6 @] ProvCont-MLP-C-

003 004

ProvCont-CNA-C- | Support for AUTHTYPE vaue“PAP’ 5.6.6 0]

007

ProvCont-CNA-C- | Support for AUTHTYPE vaue“CHAP’ 5.6.6 0]

005
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A.1.12 Characteristic VALIDITY
Item Function Reference | Status | Requirement
ProvCont-CV-C- Support for the parm COUNTRY 5.6.7 o]
001
ProvCont-CV-C- Support for the parm NETWORK 5.6.7 0] ProvCont-CV-C-
002 001
ProvCont-CV-C- Support for the parm SID 56.7 o] ProvCont-CV-C-
003 004
ProvCont-CV-C- Support for the parm SOC 56.7 o]
004
ProvCont-CV-C- Support for the parm VALIDUNTIL 56.7 O ProvCont-MLP-C-
005 017
grovaont-CV-C- Support for mutiple MNC in NETWORK valuefield | 5.6.7 0
(I;’roc;vCont-CV-C- Support for multiple SID in SID vauefidd 5.6.7 o)
A.1.13 Characteristic BOOTSTRAP
Item Function Reference | Status | Requirement
ProvCont-CB-C- Support for the parm PROVURL 56.8 @] ProvCont-MLP-C-
001 007
ProvCont-CB-C- Support for the parm CONTEXT-ALLOW 56.8 0]
002
ProvCont-CB-C- Support for the parm PROXY-ID 56.8 o] ProvCont-MLP-C-
003 005
ProvCont-CB-C- | g nert for parm NETWORK 568 0 ProvCont-CB-C-
004
005
g‘o‘;"cont'CB'C' Support for parm COUNTRY 568 0
gro‘é"co”t'CB'C' Support for the parm NAME 568 0 ProvCont-MLP-C-
001
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A.l.14 Characteristic CLIENTIDENTITY
Item Function Reference | Status | Requirement
g‘oci"oont'c' D-C- | support for parm CLIENT-ID 569 0 ProvCont-CID-C-
002 AND
ProvCont-MLP-C-
020
ProvCont-CID-C- Usageof parm CLIENT-ID 6.4 0]
002
A.1.15 Characteristic VENDORCONFIG
Item Function Reference | Status | Requirement
ProvCont-QVC-C- | g nort for parm NAME 56.10 0 ProvCont-MLP-C-
001
001
(F;'Oc;vOont-Q/C-C- Support for other parameters than NAME 5.6.10 o)
A.1.16 Minimum Length of parameter fields
Item Function Reference | Status | Requirement
(I;’rocivCont-MLP-C- Support for minimum length of parm NAME 6.1 o)
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Item Function Reference | Status | Requirement
ProvCont-MLP-C- | Support for minimum length of parm NAP- 6.1 M
002 ADDRESS

ProvCont-MLP-C- | Support for minimum length of parm AUTHNAME | 6.1 O
003

ProvCont-MLP-C- | Support for minimum length of parm AUTHSECRET | 6.1 O
004

ProvCont-MLP-C- | Support for minimum length of parm PROXY-ID 6.1 @]
005

ProvCont-MLP-C- | Support for minimum length of parm DOMAIN 6.1 o]
006

ProvCont-MLP-C- | Support for minimum length of parm PROVURL 6.1 0]
007

ProvCont-MLP-C- | Support for minimum length of parm PXAUTH-ID 6.1 0]
008

ProvCont-MLP-C- | Support for minimum length of parm PXAUTH-PW | 6.1 o]
009

ProvCont-MLP-C- | Support for minimum length of parm STARTPAGE | 6.1 M
010

ProvCont-MLP-C- | Support for minimum length of parm BASAUTH-ID | 6.1 M
011

ProvCont-MLP-C- | Support for minimum length of parm BASAUTH-PW | 6.1 M
012

ProvCont-MLP-C- | Support for minimum length of parm PXADDR 6.1 M
013

ProvCont-MLP-C- | Support for minimum length of parm LINKSPEED 6.1 o]
014

ProvCont-MLP-C- | Support for minimum length of parm 6.1 0]
015 DNLINKSPEED

ProvCont-MLP-C- | Support for minimum length of parm LINGER 6.1 0]
016

ProvCont-MLP-C- | Support for minimum length of parm VALIDUNTIL | 6.1 o]
017

ProvCont-MLP-C- | Support for minimum length of parm PHY SICAL- 6.1 M
018 PROXY-ID

ProvCont-MLP-C- | Support for minimum length of parm NAPID 6.1 M
019
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Item Function Reference | Status | Requirement

ProvCont-MLP-C- | Support for minimum length of parm CLIENT-ID 6.1 O

020

ProvCont-MLP-C- | Support for minimum length of parm PROXY- 6.1 O

021 PROVIDER-ID

A.2 Server Features
Item Function Reference | Status | Requirement
ProvCont-SG-S001 | 5vying between textua and tokenized versonof | 8 M WBXML-1 AND
provisioning content WBXML-2 AND

WBXML-4 AND
WBXML-5 AND
WBXML-6 AND
WBXML-8
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Appendix B. History and Contact Information

Document history

Date Status Comment
14-March-2001 Approved | Baseline specification
24-July -2001 Approved | SIN WAP-183_001-ProvCont-20010614-aincorporated in the specification.

Contact Information

http://www.wapforum.org.

technical.comments@wapforum.org
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