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1. Scope (Informative)

Wireless Application Protocol (WAP) isaresult of continuous work to define an industry wide specification for
developing applications that operate over wireless communication networks. The scope for the WAP Forum™ isto
define a st of specifications to be used by service applications. The wireless market is growing very quickly and
reaching new customers and providing new services. To enable operators and manufacturers to meet the challengesin
advanced services, differentiation, and fast/flexible service creation, WAP defines a set of protocolsin transport,
session and application layers. For additional information on the WAP architecture, refer to"Wireless Application
Protocol Architecture Specification” [WAPARCH].

This specification defines the Push Access Protocol (PAP). The PAPisintended for usein delivering content from Push
Initiators to push proxy gateways for subsequent delivery to narrow band devices, including cellular phones and pagers.
Example messages include news, stock quotes, weather, traffic reports, and notification of events such as email arrival.
With push functionality, users are able to get information without having to request that information. In many casesit is
important for the user to get the information as soon asit isavailable.

The push access protocol is not intended for use over the air.

© 1999-2001, Wireless Application Protocol Forum, Ltd.
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3. Terminology and Conventions

3.1. Conventions

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except " Scope" and " Introduction”, are normative, unless they are explicitly indicated to be
informative.

3.2. Definitions

Application - A value-added data service provided to aWAP Client. The application may utilise both push and pull
datatransfer to deliver content

Application-L evel Addressing - the ability to address push content between a particular user agent on aWAP client
and push initiator on aserver.

Bearer Network - anetwork used to carry the messages of atransport-layer protocol between physical devices.
Multiple bearer networks may be used over the life of asingle push session.

Client —in the context of push, aclient isadevice (or service) that expects to receive push content from a server. In the
context of pull, it isadeviceinitiates arequest to a server for content or data. See also "device".

Content - subject matter (data) stored or generated at an origin server. Content istypically displayed or interpreted by
auser agent on aclient. Content can both be returned in response to a user request, or be pushed directly to aclient.

End-user - see "user"

Multicast M essage - a push message containing a single address which implicitly specifies more than one OTA client
address.

Push Access Protocol - aprotocol used for conveying content that should be pushed to a client, and push related
control information, between a Push Initiator and a Push Proxy/Gateway .

Push Framework - - the entire WAP push system. The push framework encompasses the protocols, service interfaces,
and software entities that provide the meansto push datato user agentsin the WAP client.

Push Initiator - the entity that originates push content and submitsit to the push framework for delivery to a user agent
onaclient.

Push OTA Protocol - aprotocol used for conveying content between a Push Proxy/Gateway and a certain user agent
onaclient.

Push Proxy Gateway - aproxy gateway that provides push proxy services.
Push Session - A WSP session that is capable of conducting push operations.

Server - adevice (or service) that passively waits for connection requests from one or more clients. A server may
accept or reject a connection request from aclient. A server may initiate a connection to aclient as part of aservice
(push).

User - auser isaperson who interacts with a user agent to view, hear, or otherwise use arendered content. Also
referred to as end-user.

User agent - auser agent (or content interpreter) is any software or device that interprets resources. This may include
textual browsers, voice browsers, search engines, etc.

© 1999-2001, Wireless Application Protocol Forum, Ltd.
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3.3. Abbreviations

ABNF
DTD
HTTP
IANA
IP
OTA
PAP
=]
PPG
QoS
RDF
RFC
SGML
S

SL
SSL
TLS
URI
URL
uTC
WAP
WDP
WSP
WINA
XML

Augmented Backus-Naur Form
Document Type Definition
Hypertext Transfer Protocol
Internet Assigned Numbers Authority
Internet Protocol

Over The Air

Push Access Protocol

Push Initiator

Push Proxy Gateway

Quality of Service

Resource Description Framework
Request For Comments

Standard Generalized Markup Language
Service Indication

Service Loading

Secure Socket Layer

Transport Layer Security
Uniform Resource Identifier
Uniform Resource L ocator
Universal Time Co-ordinated
Wireless Application Protocol
Wireless Datagram Protocol
Wireless Session Protocol

WAP Interim Naming Authority
Extensible Mark-up Language
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4. Introduction (Informative)

Push operation

Push Push
Over-the-Air Access
Protocol Protocol

WAP Client Push Initiator

Push Proxy Gateway

Figurel. WAP Push Architecture

Figure 1 showsthe WAP Push architecture. The Push Access protocol is used by a Push Initiator residing on an Internet
server to access a push proxy gateway. Thisaccess protocol is the subject of this specification.

The Push Access Protocol is designed to be independent of the underlying transport protocol. This specification defines
in section 13 how to implement PAP over HTTP [RFC2616]; other transports (e.g. SMTP) may be described in the

future.
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5. Operations (Normative)

This section gives an overview of the operations defined for the push access protocol. Detailed field definitions can be
found in section 8.

The Push Initiator is able to initiate the following operations to the Push Proxy Gateway:

a) Submit a Push (see section 5.1)

b) Replace apreviously submitted Push Message (see section5.1)
c) Cancel aPush (see section5.3)

d) Query for status of a Push (see section 5.4)

e) Query for wireless device capabilities (see section 5.5)

The PPG is ableto initiate the following message to the Push Initiator:

a) Result notification (see section 5.2)

All operations are request/response - for every initiated message, there is aresponse back to the initiator.

5.1. Push Submission

The purpose of the Push Submission isto deliver or replace a push message from a Push Initiator to a PPG, which
should then deliver the message to a user agent in a device on the wireless network. The Push message contains a
control entity and a content entity, and MAY contain a capabilities entity. The control entity isan XML document that
contains control information (push- message, section 8.2) for the PPG to use in processing the message for
delivery. The content entity represents content to be sent to the wireless device. The capabilities entity contains client
capabilities assumed by the Push Initiator and isin the RDF [RDF] format as defined in the User Agent Profile
[UAPROF]. The PPG MAY use the capabilitiesinformation to validate that the message is appropriate for the client.

The response to the pushrequest isan XML document (push-r esponse, section 8.3) that indicatesinitial
acceptance or failure. At minimum the PPG MUST validate against the DTD [XML] the control entity in the message
and report the result in the response. The PPG MAY indicate, usingpr ogr ess- not e (if requested by the Push
initiator inthe progr ess- not es-r equest ed attribute), that other validations have been completed. The contents
and number of pr ogr ess- not es are implementation specific. A typical response message may contain progress
notes for each stage of internal processing. The processing stages used are i mplementation specific.

{3
Push Push Proxy ,-\,i’ ->‘>

Initiator Gateway I'
> Mobile ‘/i':
— — Client </
= =
Push

[ —

(muiltinar l[
(2 4

response
(XML)

Figure 2. Push Submission
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There are provisionsin the Push message to specify multiple recipients. The response message correspondsto the
submit message, so there is one response message for one push message, regardless of the number of addresses
specified.

If the Push Initiator desires information related to the final outcome of the delivery, then it MUST request aresult
notification information in the push submission and provide areturn address (e.g. URL).

Support for the push submission operation is REQUIRED in a PPG.

5.2. Result Notification

Thisoperation is used by the PPG to inform the initiator of the final outcome of a push submission, if requested by the
Push Initiator. This notification (arrow 5, below) tells the Push Initiator that the message was sent (transmitted, asin
arrow 3), delivered (confirmation received fromwireless device, asin arrow 4), it expired, was cancelled, or there was
an error. If there was aprocessing error, the notification SHOULD be sent immediately upon detection of the error to
the Push Initiator and the message should not be sent to the client. Otherwise, the notification MUST be sent after the
message delivery process has been completed. The delivery processis considered completed when the messageis no
longer a candidate for delivery, e.g. the message has expired. If the push submission isindicated as rejected in step two
in Figure 3, then no result notification will be sent. The Push Initiator MUST have provided areturn address (e.g. URL)
during the push operation for this notification to be possible.

Push Push Proxy
Initiator O Gateway '
> Mobile ‘/_%
| == - Client </
= ~
Push —
(miiltinar e
l[/
«
response .
(XML) : .

result
(XML)

response
(XML)

Figure 3. Push Submission with Confirmation

Thedel i very- net hod isreportedas"unconfirmed" after unconfirmed delivery. Thedel i very- et hod is
reported as"conf i r med" after confirmed delivery.

The result notification message contains one entity - an XML document that contains the final message outcome
(resultnotification-nmessage, section86). Theresponse to theresult notification messageisasoan XML

document (resultnotification-response, section8.7).
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Support for this operation is REQUIRED in a PPG.

5.3. Push Cancellation

The purpose of the Push Cancellation isto allow the Push Initiator to attempt to cancel apreviously submitted push
message. The Push Initiator initiates this operation. The PPG responds with an indication of whether the request was
successful or not.

Push Push Proxy =

Initiator O Gateway l'
Mobile /_.‘;‘

i
NN

p Emr Client =/y

= =
Cancel
(XMI
l[ e

Figure4. Push Cancellation

The cancel message (cancel - nessage, section 8.4) and the result message (cancel - r esponse, section 85) are
XML documents. If a message for which aresult notification was requested is cancelled, the result notification MUST
be sent and MUST report anessage- st at e of "cancelled”.

Support for this operation is OPTIONAL in a PPG. If this capability is not supported in a PPG, the status "Not
Implemented” MUST be returned in the response.

5.4. Status Query

The status query operation allows the Push Initiator to request the current status of a message that has been previously
submitted. If statusis requested for a message which is addressed to multiple recipients, the PPG MUST send back a
single response containing status query results for each of the recipients.

Push Push Proxy =
Initiator O Gateway 4
> Mobile ‘/_«;;‘
— Client =/}
&,
Status req
(XMI
(2 e
«
status
(XML)

Figureb. Status Query Operation
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The status request (st at usquer y- message, section 8.8) and response (st at usquer y-r esponse, section 8.9)
messages are XML documents.

Support for this operation is OPTIONAL inaPPG. If this capability is not supported in a PPG, the status "Not
Implemented” MUST be returned in the response.

5.5. Client Capabilities Query

This operation allows the Push I nitiator to query the PPG for the capabilities of a specific device. Theresponseisa
multipart/rel ated document containing theccq- r esponse (section 8.11) element in an XML document and, in the
second entity, the actual client capabilitiesinformation in RDF [RDF] as defined in the User Agent Profile [UAPROF].
The PPG MAY add to the capabilities reported if the PPG iswilling to perform transformations to the formats
supported by the client. For example, if aclient has JPG support but not GIF and a PPG iswilling to convert GIF files
to JPG, then the PPG may report that the client can support JPG and GIF files. The capabilities reported may be the
combined PPG and client capabilities and they may have been derived from session capabilities or retrieved from a
CC/PP server. Capabilities may also be derived using implementation dependent means.

(GG Dy
Push Push Proxy =
Initiator Q Gateway I'
> Mobile ‘/3-4*
— — Client </
= =
Query E—
(XMI
2] I[/

response
(multipart

Figure6. Client CapabilitiesQuery Operation

The query message (ccq- nessage, section 8.10) isan XML document that specifies the client for which the
capabilities are desired.

Support for this operation is OPTIONAL in a PPG.

© 1999-2001, Wireless Application Protocol Forum, Ltd.
All rights reserved



WAP-247-PAP-20010429-a, Version 29-Apr-2001 Page 15 (49)

6. Addressing (Normative)

There are three addresses to be considered by the Push Initiator: the push proxy gateway address, the wireless device
address, and the result notification address. The push proxy gateway address must be known by the Push Initiator. This
addressis needed at the layer below the push access protocol. The push proxy gateway is addressed using a unique
address that depends on the underlying protocol. For example, when the underlying protocol isHTTP, a URL
[RFC1738] is used.

The device addressing information isincluded as part of the message content (XML tagged content). Any character
allowed in an RFC822 address may appear in the device addressfield.

Inaddition, a"not i f y-r equest ed- t 0" address may be provided by the Push Initiator when required so that the
push proxy gateway can later respond to the Push Initiator with result notification.

6.1. Multiple Recipient Addressing

There are scenarios in which a Push Initiator may want to send identical messages to multiple recipients. Rather than
submitting multiple identical push messages, one to each recipient, the Push Initiator may submit a single push message
addressed to multiple recipients. This section isintended to clarify behaviour related to operations on multiple
recipients.

When the PPG returnsthe push- r esponse message, after a push submission to multiple recipients, the response
corresponds to the message, regardless of the number of recipients specified in the push submission (thereis one
response for each push submission).

When a Push Initiator requests status (section 8.8) with multiple addresses specified, the PPG MUST reply with asingle
st at usquery-response (section8.9) containing the individual statuses. The sameistruewhenonly apush-i d
is specified (no address specified) in the query for status of a multiple recipient message.

Result notifications (section 8.6) MUST be sent by the PPG for each individual recipient, if result notification is
requested by the Push Initiator during the submission of a message to multiple recipients.

In cases where a message is sent to multiple recipients and later acancel is requested by the initiator, the PPG MAY
send back individual responses related to each of the multiple recipientsor it MAY send responses related to many or
al of therecipients.

Support of multiple addressesis OPTIONAL inaPPG.

6.2. Multicast/Broadcast Addresses

There are scenarios in which a single address submitted by a Pl may be expanded by a PPG into multiple addresses for
delivery. In addition, a single address transmitted on awireless network may be received by multiple devices (e.g.
broadcast). Thistype of serviceis expected for the distribution of information of interest to a broad population (e.g.
news, weather, and traffic). This section isintended to clarify behaviour related to operations involving multicast and
broadcast addresses.

Since the address expansion is done in the PPG or in the wirel ess network, the behaviour between the Pl and the PPG is
identical to behaviour asif the address were not expanded. The response contains the individual address as submitted by
the PI.
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7. Message Format (Normative)

The push access protocol isindependent of the transport used.

PAP messages carry control information, and in the case of a push submission, also content and optionally client
capabilities information. Control information includes command/response messages between the PPG and the Push
Initiator, and parameters passed to the PPG for use in sending content to the wireless device. Examples of this type of
information include the wireless device address, the delivery priority of the message, etc. Thisinformation is not
normally delivered to the wireless device. Content isinformation that isintended for the wireless device. This
information might be intelligible only to the wireless device (e.g. may be encrypted by the Push Initiator or may be
application data for an application unknown to the PPG) or it may be recognisable by the PPG (e.g. HTML or WML).
The PPG may be configured to perform some transformation on recognisable content (e.g. HTML to WML) for certain
wireless devices. The other category of information is client capability information as specified in the User Agent
Profile [UAPROF].

When more than control is carried in a message, the format of the message is a MIME multipart/related [RFC2387]
compound object. When only control information (e.g. for message responses) is carried in a message, the format of the
message is a simple application/xml entity.

All information is transported within a single message body. In the multipart messages, the first entity contains all push
related control information in an XML document, the second entity contains the content for the wireless device, the
third entity, if present, contains UAPROF client capabilities. The format of the content entity is specified in [PushMsg].

7.1. Control Entity Format

The control entity isaMIME body part which holdsan XML document containing one pap element as defined in
section 8.1. The control entity MUST beincluded in every PAP request and response. The control entity MUST be the
first entity in the MIME multipart/related message.

7.2. Content Entity Format

The content entity isaMIME body part containing the content to be sent to the wireless device. The content typeis not
defined by the PAP, but can be any type aslong asit is described by MIME. The content entity isincluded only in the
push submission and is not included in any other operation request or response. The content entity MUST be the second
entity in the MIME multipart/related message.

7.3. Capabilities Entity Format

The capabilities entity isaMIME body part containing the Push Initiator's assumed subset of the capabilities of the
wireless device/user agent. The capabilities format is specified in the User Agent Profile [UAPROF]. The capahilities
entity, if present, MUST be the third entity in the Push Submission MIME multipart/related message and MUST be the
second entity in a Client Capabilities Query response.

7.4. Example (Informative)
The following is an example of a push request multipart body containing an XML document (control entity), a content
entity, and a capabilities entity.

Content-Type: nultipart/rel ated; boundary=asdl fkji urwghasf;

type="application/xm"

--asdl fkjiurwghasf
Cont ent - Type: application/xm

<?xm version="1.0"7?>
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<! DOCTYPE pap PUBLIC "-//WAPFORUM / DTD PAP 2. 0// EN'
"http://ww. wapforum org/ DTD/ pap_2. 0. dtd"
[ <?wap- pap-ver supported-versions="2.0,1. *"?>]>
<pap>
..control for PPG .
</ pap>

--asdl fkjiurwghasf
Cont ent - Type: text/vnd.wap. si

.. Service Indication push nessage exanple..

--asdl fkj i urwghasf
Cont ent - Type: application/xm

..assuned client capabilities..

--asdl fkjiurwghasf - -

The XML document contains all control information needed by the PPG to deliver the message to the wireless client.
The information intended for the wireless client is carried in the second entity as a push message [PushMsg].
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8. Control Elements & Attributes

(Normative)

This section describes the elements found in the DTD. They are described in the order they appear in the DTD.

8.1. The pap Element

<! ELEMENT pap

<I ATTLI ST pap
pr oduct - nane
>

(
I
I
I
I
I
I
I
I
I
I

push- nessage

push-response
cancel - mressage

cancel -response

resul tnotification-nessage
resultnotification-response
st at usquery- nessage

st at usquery-response

ccq- nessage

ccqQ-response
badnessage-response) >

CDATA #| MPLI ED

The pap element specifies a set of elements that describe messages. The elements are tagged with "message” or
"response” suffix to make it clear when they are messages or responses to messages.

Attributes

product - name=CDATA

This attribute contains the name or identification of the pap handling application that generated the message. It
may be useful in operational compatibility between various vendor implementations.

8.2. The push-message Element

<! ELEMENT push-nessage ( address+
<! ATTLI ST push- nessage

push-id

repl ace- push-id

repl ace- et hod

del i ver-before-tinmestanp

deliver-after-tinestanp
source-reference
ppg-notify-requested-to

pr ogr ess- not es-r equest ed

>

quality-of-service? ) >

CDATA #REQUI RED
CDATA #1 MPLI ED
( pending-only

| all ) "all"

%at et i ne; #1 MPLI ED
Yat et i ne; #1 MPLI ED
CDATA #1 MPLI ED
CDATA #1 MPLI ED

( true | false ) "false"

Thepush- nessage element hastwo component elements that further describe push messages. The PPG MUST
support one addressand MAY support multiple addresses (addr ess+).

Direction: (Push Initiator> PPG)
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Attributes
push-i d=CDATA

This attribute is assigned by the Push Initiator and serves as amessage ID. It can be used to cancel or check
status on this message. The Push Initiator is responsible for its global uniqueness.

In order avoid conflicts between push- i ds, it isrecommended that content developers use an address (e.g.
URL) within their control combined with an identifier for the push- nessage asthevaluefor push-i d (for
example: " www. wapf orum or g/ 123" or" 123@vapf orum org").

repl ace- push-i d=CDATA

The presence of this attribute indicates that the Pl is requesting this push message to replace a previously
submitted, still pending push message withpush- i d equal to ther epl ace- push-i d inthis push message.
The procedureis as follows:

The pending push message is cancelled for all recipients listed in this push message if possible, and left unaffected
for those recipients for whom the pending message cannot be cancelled. Examples of reasons for making
cancellation for a certain recipient impossible include: the push message has already been sent to that recipient or,
in the case of confirmed push, the PPG is waiting for the push message sent to that recipient to be confirmed.

Result notifications are (if requested) sent to the Pl for all recipients whose pending message was successfully
cancelled, using its originally assignedpush-i d.

This push message is treated as a new push submission asindicated by ther epl ace- met hod attribute (see
below).

Support for the replace operation described above is OPTIONAL inaPPG. A PPG that does not support the
replace operation MUST respond with status code 3011 (see section 8.13) if the PI requests replacement.

The absence of ther epl ace- push- i d attribute indicates that this push message MUST NOT replace any
previously submitted push message, i.e. it isanew push submission.

repl ace- met hod=CDATA

Thisattributeis used in conjunction with ther epl ace- push- i d attribute described above, and isignored if
that attribute is not present.

Theattributevalue"al | " (default value) indicates that this push message MUST be treated as a new push
submission for all recipients listed in this push message, no matter if a previously submitted push message with
push-i d equal tother epl ace- push-i d in this push message can be found or not.

Thevalue"pendi ng- onl y" indicates that this push message should be treated as a new push submission only
for those recipientswho have a pending push message that is possible to cancel. In this case, if no push message
withpush-i d equal tother epl ace- push-i d in this push message can be found, the PPG MUST respond
with status code 2004 (see section8.13) inther esponse-r esul t message. Status code 2008 may be
returned inr esponse-r esul t if no message can be cancelled. Status code 2008 may also bereturned in a
subsequent r esul t noti fi cati on- message to indicate a non-cancellable message for an individual
recipient.

del i ver-before-tinmestanp=%Dateti ne

This attribute specifies the date and time by which the content must be delivered to the wireless device. Content
that has aged beyond this date MUST not be transmitted. PPGs that do not support this function MUST reject the
message. The time MUST be represented in Co-ordinated Universal Time (UTC), a 24-hour timekeeping
system. The following representation based on [ SO8601] as specified in [HTML4] MUST be used:

YYYY- MMt DDThh: mm ssZ
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Where:  YYYY =4digit year ("0000" ... "9999")
MM =2digit month ("01"=January, "02"=February ... "12"=December)
DD  =2digitday ("01", "02" ... "31")
hh = 2 digit hour, 24-hour timekeeping system ("00" ... "23")
mm = 2digit minute ("00" ... "59")
ss =2 digit second ("00" ... "59")
z =UTC

Example: "1999- 04- 30T06: 45: 00Z" means 6.45 in the morning on the 30" of April 1999 UTC.

deliver-after-tinestanp=%atetine
This attribute specifies the date and time after which the content should be delivered to the wireless device.
Content MUST not be transmitted before this date. The time format is the same as that used in
deliver-before-tinestanp. PPGsthat do not support thisfunction MUST reject the message.
sour ce-r ef er ence=CDATA

This attribute contains a textual name of the content provider. Thisis useful to a PPG operator in identifying the
originator of the message.

ppg- noti fy-request ed-t 0=CDATA

This attribute specifies the address (e.g. URL) that the PPG should use for notification of results, using

resul tnotification-nmessage, related to thismessage. The presence of this attribute indicates that the
notification is requested. If the Push Initiator does not want a notification, then the Push Initiator MUST NOT
providethis attribute. If anotification isrequested, the PPG M UST later indicate the message outcome to the
Push Initiator at the address specified in thisattribute.

progress-notes-requested=( true | false )

This attribute informs the PPG as to whether or not the Pl wantsto receive progress notes. A value of "t r ue"
means that notes are requested.

8.2.1. The address Element

<! ELEMENT addr ess EMPTY >
<! ATTLI ST address

addr ess-val ue CDATA #REQUI RED
>

The address element contains the target device address for use by the PPG.
Attributes

addr ess- val ue=CDATA

This attribute must contain a text string that represents the client address. It may be alogical address.

8.2.2. The quality-of-service Element

<! ELEMENT qual ity-of-service EMPTY >
<I ATTLI ST qual ity-of-service

priority ( high | medium| low) "medi unt
del i very-net hod ( confirmed | preferconfirned

| unconfirned | notspecified ) "notspecified"
net wor k CDATA #1 MPLI ED
net wor k-required ( true | false) "fal se"
bearer CDATA #1 MPLI ED
bearer-required ( true | false) "fal se"

>

Thequal i ty- of - servi ce element conveysthe delivery qualities desired by the Push Initiator. When the requested
qual i ty- of - servi ce cannot be honoured by the PPG, the request MUST be rejected with an appropriate error
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code. It isalso used to convey the delivery qualities that were used by the PPG during message delivery. When sent to
the PI, it MUST reflect the delivery qualities that were used by the PPG.

Attributes

priority=( high | nmedium]| low)
This attribute specifies the delivery priority of the message. Valid valuesare”| ow", "nedi unt', and "hi gh".
Thevaue"hi gh" indicates the fastest delivery isdesired. Thevalue"l ow" indicates the slowest delivery. The
actual delivery latencies associated with these qualities are implementation specific. The methods used to reduce
delivery latency are inmplementation dependent, but may include the use of a different bearer or the reordering of

messages waiting transmission to send the higher priority messages first. PPG support of priority functionality is
OPTIONAL.

delivery-method=( confirned | preferconfirnmed | unconfirmed | notspecified)
Thedel i ver y- net hod attribute is used to specify the over the air delivery desired by the Push Initiator.

Validvaluesare"confi r med", "pref erconfirnmed","unconfirmed" and"not speci fi ed". The
value"unconf i r med" meansthat the message MUST be delivered in an unconfirmed manner. Note that a
Push Initiator may request client confirmation without requesting ppg- not i f y- r equest ed- t o - the result
isthat the message is confirmed over the air but the PPG does not inform the Push Initiator. The value

"pref erconfirmed" allowsthe Push Initiator to inform the PPG of preferences. The PPG SHOULD try to
deliver the message as preferred, but may use another method if not able to use the preferred choice. The value
"unconf i r med" meansthat the message MUST be delivered in an unconfirmed manner. The value

"not speci fi ed" indicates that the Push Initiator does not care whether the PPG uses confirmed delivery or
unconfirmed delivery - the choiceis up to the PPG.

net wor k=CDATA

The network desired for use when delivering the message. Network types are defined in an appendix of [WDP].
Thevalue of thisattribute is case insensitive.

network-required=( true | false )
If "true” the specified network must be used.
bear er =CDATA

The bearer desired for use when delivering the message. Bearer types are defined in an appendix of [WDP]. The
value of this attributeis case insensitive.

bearer-required=( true | false )
If "true" the specified bearer must be used

8.3. The push-response Element

<! ELEMENT push-response ( progress-note*, response-result ) >
<! ATTLI ST push-response

push-id CDATA #REQUI RED
sender - addr ess CDATA #| MPLI ED
sender - nane CDATA #| MPLI ED
reply-tine %Dat et i ne; #| MPLI ED

>

Thepush- r esponse element containsinformation about the outcome of the push submission. Thepush- i d can be
used by the Push Initiator to associate the response with the related push- message.

Direction: (PPG> Push Initiator)

Attributes
push-i d=CDATA

This attribute isthe message I D that was assigned by the Push Initiator for the correspondingpush- nessage.
It can be used to match the response to the message.
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sender - addr ess=CDATA

This attribute contains the address to which the message was originally posted (e.g. the PPG's URL in the case of
amessage deposited viaHTTP).

sender - nane=CDATA
This attribute may specify the textual name of the PPG (useful to human operators).
reply-tine=%bateti ne
This attribute specifies the date and time associated with the creation of the response. The time format isthe
same asthat usedindel i ver - bef ore-ti nest anp.
8.3.1. The progress-note Element

<! ELEMENT progress-note EMPTY >
<! ATTLI ST progress-note

st age CDATA #REQUI RED
not e CDATA #| MPLI ED
tinme oDat et i ne; #| MPLI ED

>

Thepr ogr ess- not e element allows the PPG to specify the outcome of various stages of processing of the submitted
push- message. There should be one pr ogr ess- not e element for each stage reported. The support of the

pr ogr ess- not e element by the PPG is OPTIONAL. This element is useful for debugging implementations of Push
Initiators.

Attributes

st age=CDATA
This attribute contains text or a code that indicates the stage of message processing completed. The actual value
for this attribute isimplementation specific.

not e=CDATA
This attribute contains a textual description of the outcome of the stage completed.

ti me=%Dat eti ne

This attribute specifies the date and time that the stage completed. Thetime format isthe same asthat used in
del i ver-before-tinmestanp.

8.3.2. The response-result Element

<! ELEMENT response-result EMPTY >
<I ATTLI ST response-result
code CDATA #REQUI RED
desc CDATA #1 MPLI ED
>

Ther esponse-resul t element allowsthe PPG to specify acode for the outcome of the submission of the

push- message operation. This code represents the immediate status after the message has been submitted. Another
element (resul t noti fi cati on-response) isusedtoindicatethefinal outcome. The detection of a
response-resul t indicatesto the Push Initiator that no more progress notes are to be expected for this message.

Attributes

code=CDATA
This attribute contains a code that indicates the status of the submission. See Status Codes (section 8.13).

desc=CDATA
This attribute contains a textual description of the outcome of the submission.
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8.4. The cancel-message Element

<!l ELEMENT cancel - nessage ( address* ) >
<I ATTLI ST cancel - nressage

push-id CDATA #REQUI RED
>

The cancel - message element is used by the Push Initiator to cancel a message that was previously submitted. The
push-i d should be that of the message which isto be cancelled. If addr ess is not specified, then all messages with
the specifiedpush- i d areto be cancelled. Multiple addresses may be specified.

Direction: (Push Initiator-> PPG)

Attributes
push-i d=CDATA

This attribute is the message I D that was assigned by the Push Initiator for the push- nessage that isto be
cancelled.

8.5. The cancel-response Element

<! ELEMENT cancel -response ( cancel-result+ ) >
<I ATTLI ST cancel -response

push-id CDATA #REQUI RED
>

Thecancel - r esponse element is used by the PPG to inform the Push Initiator of the outcome of a
cancel - mnessage that was previously submitted. Thepush- i d can be used by the Push Initiator to associate the
response with therelatedcancel - nessage.

Direction: (PPG> Push Initiator)

Attributes
push-i d=CDATA

This attribute is the message | D that was assigned by the Push Initiator for thepush- nessage that isto be
cancelled.

8.5.1. The cancel-result Element

<l ELEMENT cancel -result ( address* ) >
<I ATTLI ST cancel -resul t
code CDATA #REQUI RED
desc CDATA #1 MPLI ED
>

The cancel -resul t element contains the result of the cancel operation. The addr ess specifies which client the
result pertainsto. If no addressis present, the result isfor all addresses associated with the specifiedpush-i d.

The cancel function may not be supported on all wireless networks. Those PPGs that do not support this function
MUST reply with the"Not | npl ement ed"” statuscodeincancel -resul t.

Direction: (PPG> Push Initiator)

Attributes
code=CDATA
This attribute contains a code that indicates the outcome of the cancel operation. See Status Codes (section 8.13).

desc=CDATA
This attribute contains a textual description of the outcome of the submission.
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8.6. The resultnotification-message Element

<!l ELEMENT resultnotification-nmessage ( address, quality-of-service? ) >
<I ATTLI ST resul tnotification-nmessage

push-id CDATA #REQUI RED
sender - addr ess CDATA #| MPLI ED
sender - nane CDATA #| MPLI ED
recei ved-tine oDat et i ne; #| MPLI ED
event-tine oDat et i ne; #| MPLI ED
nmessage-state %5t at e; #REQUI RED
code CDATA #REQUI RED
desc CDATA #| MPLI ED

>

Theresul tnotificati on- nessage element provides a means to specify the outcome of a submitted message
for aspecific recipient after the final result is known. Thisincludes message delivery, expiration, cancellation, etc. The
qual i ty- of - servi ce element specifies the delivery methods used if the message delivery was successful. It

MUST beincluded if it was present in the push submission. Ther esul t noti fi cati on- nessage isonly sent if
theinitial push submission was accepted for processing (indicated by status code 1xxx inthe push- r esponse) .

Direction: (PPG~> Push Initiator)
Attributes

push-i d=CDATA
This attribute is the message ID that was assigned by the Push Initiator for the correspondingpush- nessage.
It can be used to match the result to the message.

sender - addr ess=CDATA

This attribute contains the address of the PPG.

sender - nane=CDATA
This attribute specifies the textual name of the PPG.

recei ved-ti mne=%bat eti me
This attribute specifies the time at which the message was received at the PPG (from the Push Initiator). It may

be used by the PI to calculate latency between the push submission time and the time at which the message
reached its final disposition. The time format isthe same asthat usedindel i ver - bef ore-ti nest anp.

event-ti me=%Dateti me
This attribute specifies the time at which the message reached its final disposition. The time format is the same
asthat usedindel i ver - bef ore-ti nest anp.

nmessage- st at e=%st at e

Thisattribute indicates the state of the message. "r ej ect ed" indicates that the message was not accepted.
"pendi ng" indicates that the messageisin process. "del i ver ed" indicates that the message was successfully
deliveredtotheclient. "undel i ver abl e" indicates that the message could not be delivered because of a
problem. "expi r ed" means that the message reached the maximum age allowed by PPG policy or could not be
delivered by the time specified in the push submission. "abor t ed" indicates that the client aborted the
message. "t i meout " indicates that the delivery processtimed out. "cancel | ed" indicates that the message
was cancelled through the cancel operation. "unknown" indicates that the PPG does not know the state of the
message.

code=CDATA
This attribute contains a code that indicates the final status of the message. See Status Codes (section 8.13).

desc=CDATA
This attribute contains atextual description of the outcome of the submission.
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8.7. The resultnotification-response Element

<I ELEMENT resultnotification-response ( address ) >
<I ATTLI ST resul tnotification-response

push-id CDATA #REQUI RED
code CDATA #REQUI RED
desc CDATA #| MPLI ED

>

Theresul tnotificati on-response issent by the Push Initiator to confirm receipt of the
resul tnotification-nessage.

Direction: (Push Initiator> PPG)

Attributes

push-i d=CDATA
This attribute isthe message I D that was assigned by the Push Initiator for the correspondingpush- nessage.
It can be used to match the result to the message.

code=CDATA

This attribute contains a code that indicates the whether ther esul t not i fi cati on- nessage was received
correctly or not. See Status Codes (section 8.13).

desc=CDATA
This attribute contains a textual description of the outcome of the submission.

8.8. The statusquery-message Element

<!l ELEMENT st at usquery-nessage ( address* ) >
<! ATTLI ST statusquery-nessage

push-id CDATA #REQUI RED
>

The st at usquer y- nessage element is used by the Push Initiator to check status of a message that was previously
submitted. The push-i d should be that of the message for which status is desired. If addr ess is not specified, then
status for all messages with the specifiedpush- i d isrequested. Multiple addresses may be specified.

Direction: (Push Initiator-> PPG)

Attributes
push-i d=CDATA

Thisattribute is the message I D that was assigned by the Push Initiator for the push- nessage for which
statusisdesired.

8.9. The statusquery-response Element

<!l ELEMENT st at usquery-response ( statusquery-result+ ) >
<! ATTLI ST statusquery-response

push-id CDATA #REQUI RED
>
The st at usquery-response element is used by the PPG to inform the Push Initiator of the status of a message
that was previously submitted. The push-id can be used by the Push Initiator to associate with the related
st at usquer y- nessage.

The status function may not be supported on all wireless networks. Those PPGs that do not support this function MUST
reply withthe"Not | nmpl enent ed" status.

Direction: (PPG> Push Initiator)
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Attributes
push-i d=CDATA

This attribute is the message ID that was assigned by the Push Initiator for the push- message for which
statusisdesired.

8.9.1. The statusquery-result Element

<! ELEMENT st atusquery-result ( address*, quality-of-service? ) >
<I ATTLI ST statusquery-result

event-tine %Dat et i ne; #| MPLI ED
nmessage-state %5t at e; #REQUI RED
code CDATA #REQUI RED
desc CDATA #1 MPLI ED

>

Thest at usquer y-resul t element contains the status of a message that was previously submitted. Theaddr ess
specifies which client the result pertainsto. If no addressis present, the result isfor all addresses associated with the
specified push-i d.

Thequal i ty- of - servi ce element specifies the delivery methods used if the message delivery was successful. It
MUST be included if it was present in the push submission. The PI must ignore the information specified by the
bearer-required,network-required andpriority attributesin thiselement. Further, the PPG must
assignthedel i very- met hod attribute either thevalue” conf i r med" or" unconfi rned".

Attributes

event-ti me=%bat eti ne

This attribute specifies the time at which the message reached its final disposition. The time format is the same
asthat usedindel i ver - bef or e-ti nest anp.

nmessage- st at e=%st at e
This attribute indicates the state of the message. The valid values are described in
resul tnotification-nessage.
code=CDATA
This attribute contains a code that indicates the status of the message. See Status Codes (section 8.13).

desc=CDATA
This attribute contains atextual description of the status of the submission.

8.10. The ccg-message Element

<!l ELEMENT ccqg-nessage ( address ) >
<! ATTLI ST ccg- nessage
query-id CDATA #1 MPLI ED

app-id CDATA #| MPLI ED
>

Theccqg- nessage element isused by the Push Initiator to request device capabilities for a specified device.
Direction: (Push Initiator-> PPG)

Attributes

query-i d=CDATA

The Push Initiator assignsthe quer y- i d. It isused to associate responsestoccq- message. The Push
Initiator isresponsible for its uniqueness internal to the Push Initiator.
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app-i d=CDATA
Theapp-i d isthelD of the application [PushMsg] that the Push Initiator will target with a subsequent push

message. The PPG may usethe app- i d attribute value to aid in selecting the subset of client capability
information to return.

8.11. The ccqg-response Element

<!l ELEMENT ccqg-response ( address ) >
<! ATTLI ST ccq-response

query-id CDATA #| MPLI ED
code CDATA #REQUI RED
desc CDATA #| MPLI ED

>

The ccq-response element is used by the PPG to inform the Push Initiator of the capabilities of a device. The
quer y-i d can be used by the Push Initiator to associate with therelatedccqg- message.

Direction: (PPG> Push Initiator)
Attributes
quer y-i d=CDATA
The Push Initiator assignsthe quer y- i d. It is used to associate responsestoccq- message.

code=CDATA

This attribute contains a code that indicates the status of the query. See Status Codes (section 8.13).
desc=CDATA

This attribute contains a textual description of the outcome of the query.

8.12. The badmessage-response Element

<! ELEMENT badnessage-response EMPTY >
<I ATTLI ST badnessage-response

code CDATA #REQUI RED
desc CDATA #1 MPLI ED
bad- nessage-fragnment CDATA #1 MPLI ED

>

Thebadnmessage- r esponse element is used in response to messages that are unrecognisable or that are of a
protocol version that is not supported.

The PPG MUST detect the version of the message (see section 9), and if the version is not supported, status code 3002
(Version not supported) MUST be returned to the Push Initiator.

When the message is unrecognisable, use of status code 2000 (Bad Request) is appropriate.

A fragment of the unrecognisable message should beincluded inthebad- nessage- f ragnent attribute.

Direction: (PPG « Push Initiator)

Attributes
code=CDATA

This attribute contains a code that indicates the status of the submission. See Status Codes (section 8.13).
desc=CDATA

This attribute contains a textual description of the outcome of the message.

bad- nessage- f r agment =CDATA
This attribute contains a fragment of the bad message.
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8.13. Status Codes

The status code isafour digit numeric value. Thefirst digit of the status code indicates the class of the code. There are
5 classes:

Ixxx: Success- The action was successfully received, understood, and accepted.

2xxx: Client Error - The request contains bad syntax or cannot be fulfilled.

3xxx: Server Error -The server failed to fulfil an apparently valid request.

4xxx: Service Failure - The service could not be performed. The operation may be retried.

5xxx: Mobile Device Abort - The mobile device aborted the operation.

Status codes are extensible. The Push Initiator and the PPG MUST understand the class of a status code. Unrecognised
codes MUST be treated as the x000 code for that class. For implementation specific codes, the numbersin the range
x500-x999 should be used.

The table below lists the currently defined status codes and their meanings.

Table1 - Status Codes

o 3
0 8 5
gl 2 c
el £l = 2
= | § 8| 3 g
7 — I I (o =
A -
3l =l 5| ©| o
9% = o (@] =] Q) %
s| = S| 5| 8| 8 &
Bl | 8 8| £ & B
Code | Description
1000 OK Therequest succeeded. X | X[ x| x| x
1001 | Accepted for Processing The request has been accepted for X
processing.
2000 Bad Request Not understood due to malformed X | x X [ x| x| x
syntax.
2001 Forbidden The request was refused. X | x| x X | x
2002 | AddressError The client specified was not X | x| X X | x
recognised.
2003 | Address Not Found The address specified was not X X
found.
2004 Push ID Not Found The Push ID specified was not X | x X
found.
2005 | Capabilities Mismatch The capabilities assumed by the Pl | x X
were not acceptable for the client
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Code | Description
specified.
2006 Required Capabilities Not Theinputisinaform not X X
Supported supported by the client.
2007 Duplicate Push ID The Push ID supplied is not unique | X
within the PPG.
2008 Cancellation not possible The Push ID specified was found, x| x| X
but cancellation is not possible
3000 Internal Server Error Server could not fulfil request due | x | X X | x
tointernal error.
3001 Not Implemented Server does not support the X X | x
requested operation.
3002 | Version not Supported The server refuses to support the X
protocol version indicated.
3003 Not Possible Action not possible because X X
message is no longer available.
3004 Capability Matching not The PPG does not support client X
Supported capability information provided in
apush message.
3005 Multiple Addresses Not Supported | The PPG does not support an X | x X
operation that specified multiple
recipients.
3006 | Transformation Failure The PPG was unable to perform a X X X
transformation on the message.
3007 Specified Delivery Method Not The PPG could not perform the X X X
Possible confirmed or unconfirmed delivery
specified.
3008 Capabilities Not Available Client capabilities for the specified X
client are not available.
3009 | Required Network Not Available | The network requested is not X X X
available.
3010 Required Bearer Not Available The bearer requested is not X X X
il alnl
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available.
3011 Replacement Not Supported The PPG does not support the X
replace operation
4000 Service Failure The service failed. The client may X X
re-attempt the operation.
4001 Service Unavailable The server isbusy. X X
Bxxx Mobile Client Aborted The mobile client aborted the X X
operation.

8.14. Status Code Definitions

Each status code is described below.

8.14.1. Success 1xxx
This class of codeindicates that the message or response was successfully received, understood, and accepted.

8.14.1.1. OK 1000

This codeindicates that the action requested was successful. It is used in response messages to say that the request was
successfully carried out.

8.14.1.2. Accepted for Processing 1001

This code indicates that the request has been accepted for processing, but the final outcomeis not yet known. This code
isused in response to a push submission to indicate that the message has been received by the PPG and seemsto be
well formed and valid.

8.14.2.Client Error 2xxx

This class of code indicates that the request contains bad syntax or cannot be fulfilled.
8.14.2.1. Bad Request 2000

This codeindicates that the syntax of the message was not understood.

8.14.2.2. Forbidden 2001

The request was refused.
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8.14.2.3. Address Error 2002

The address supplied in the request was not in arecognised format or the PPG ascertained that the address was not valid
for the network because it was determined not to be serviced by this PPG. When used inr esponse-resul t, and
multiple recipients were specified in the corresponding pushsubmission, this status code indicates that at |east one
addressisincorrect.

8.14.2.4. Address Not Found 2003

The address supplied in the request could not be located by the PPG. This code is returned when an operation is
requested on a previously submitted message and the PPG can not find the message for the address specified.

8.14.2.5. Push ID Not Found 2004

This codeis returned when an operation is requested on a previously submitted message and the PPG cannot find the
message for the Push ID specified.

8.14.2.6. Capabilities Mismatch 2005

The PPG has determined that the capabilities supported by the mobile device do not match those supplied by the Push
Initiator during the push submission. The Pl has expected certain capabilities that are not available in the device.

8.14.2.7. Required Capabilities Not Supported 2006

The PPG has determined that the mobile device does not have the capabilities to support the message that was
submitted by the PI.

8.14.2.8. Duplicate Push ID 2007

The PPG has determined that the Push Initiator has violated the protocol rule that each new push submission must have
aunique push ID.

8.14.2.9. Cancellation Not Possible 2008

The Push ID specified was found, but the corresponding message(s) could not be cancelled for some reason.

8.14.3. Server Error 3xxx

This class of code indicates that the server failed to fulfil an apparently valid request.

8.14.3.1. Server Error 3000

The server failed to fulfil an apparently valid request.

8.14.3.2. Not Implemented 3001

The requested operation is not implemented in the PPG.

8.14.3.3. Version Not Supported 3002

The version of PAP contained in the request is not supported.

8.14.3.4. Not Possible 3003

The request could not be carried out because it is not possible. This codeisnormally used as aresult of a cancel or

status query on a message that is no longer available for cancel or status. The PPG has recognized the message in
question, but it cannot fulfill the request because the message is already complete or statusis no longer available.
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8.14.3.5. Capability Matching Not Supported 3004

The PPG does not support the matching of client capabilities supplied by the push initiator in a push submission with
those of the mobile device.

8.14.3.6. Multiple Addresses Not Supported 3005

The PPG does not support this operation on multiple recipients. The operation MAY be resubmitted as multiple single
recipient operations.

8.14.3.7. Transformation Failure 3006
The PPG could not perform atransformation on the message.

8.14.3.8. Specified Delivery Method Not Possible 3007

The PPG could not deliver the message using thedel i ver y- net hod specified in the request.

8.14.3.9. Capabilities Not Available 3008

The PPG does not know capabilities for the specified client. This code istypically in response to a capabilities query
when the PPG cannot access the capabilities information for the mobile device.

8.14.3.10. Required Network Not Available 3009

The message could not be delivered using the network specified in the request.
8.14.3.11. Required Bearer Not Available 3010

The message could not be delivered using the bearer specified in the request.
8.14.3.12. Replacement Not Supported 3011

The PPG does not support replacement of a previous submitted push message.

8.14.4. Service Failure 4xxx
This class of code indicates that the service could not be performed. The operation may be retried.

8.14.4.1. Service Failure 4000

The service could not be performed. The operation may be retried.

8.14.4.2. Service Unavailable 4001

This code indicates that the server could not honour the request because the server isbusy.

8.14.5. Mobile Client Abort 5xxx

The 5xxx codes are used to return three digit mobile client abort codes to the Push Initiator. The mabile client abort
codes are placed into the 5xxx code as follows: 5abc where abc is athree digit code. The three digit codeis the three
digit decimal representation of

the hexadecimal assigned number [WSP] corresponding to the Reason parameter in the Po-PushAbort
primitive [PushOTA], or
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the Status Code in the "X-Wap-Push-Status' header [PushOTA].
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9. Version Control (Normative)

PAP uses a"<major>.<minor>" numbering scheme to indicate versions of the protocol. The protocol versioning policy
isintended to allow the sender to indicate the format of a message and its capacity for understanding further PAP
communication. The <minor> number isincremented when the changes made to the protocol add features which do not
change the general message structure other than adding optional attributes, or may add to the message semantics and
imply additional capabilities of the sender. The <major> number isincremented when the format of a message within
the protocol is changed in such a manner as to change the structure of an element or add new required attributes. Note
that the major and minor numbers MUST be treated as separate integers and that each MAY be incremented higher than
asingledigit. Thus, PAP 2.4 isalower version than PAP 2.10.

The PAP version number is placed in the public identifier [XML] of the DTD and will be changed with each revision to
reflect the version number. Each new version of PAP will have its version number increased, even if the change does
not affect the DTD (e.g. a semantic change). The file name of the DTD should also be changed so that it can easily be
associated with the public identifier.

The ABNF [RFC2234] format for the PAP DTD public identifier is:

"-//WAPFORUM / DTD PAP" SP versi on- nunber "//EN"

where :

version-nunber = 1*DIGT "." 1*DIG T
Example:

For version 2.0, the public identifier is. "-//WAPFORUM//DTD PAP 2.0//EN"
and the DTD filenameis specified as: " htt p: / / www. wapf orum or g/ DTD/ pap_2. 0. dtd

For version X.Y, the public identifier is: "-//WAPFORUM//DTD PAP X.Y//EN"
and the DTD filenameis specified as: " ht t p: / / www. wapf orum or g/ DTD/ pap_X. Y. dtd

Future versions of PAP should be backward compatible with older versions as much as possible. Element and attribute
names should not be changed between versions. New elements and attributes should be ignored by older
implementations when the minor number has been incremented.

9.1. Identification of Versions Supported

An XML processing instruction [XML] is used to convey PAP versions supported by Pl when it sends of a PAP
message. It indicates the PAP versions that the implementation can or wants to handle. The supported versions are listed
individually in order of preference, with the most preferred first. A wildcard ("*") may be substituted for the minor
version if the implementation supports all minor versions.

The processing instruction’s target iswap- pap- ver , which containsasupport ed- ver si ons parameter. The
ABNF [RFC2234] format is:

"<?" Pltarget SP paraneter "?>"

where:

Pl target = "wap-pap-ver"

parameter = supported-versions

supported-versions = "supported-versions=" W22 version-number *("," version-
nunber) %22

version-nunmber = 1*DIGT "." ((1*DIGT) / "*")
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For example, the following are valid:

<?wap- pap-ver supported-versions="2.0""?7>
<?wap- pap-ver supported-versions="3.1,2. *"?>
<?wap- pap-ver supported-versions="3.0,1.0"?>

When present, this processing instruction is always within the document type definition, using the proper XML syntax
for inserting "markupdec!” [ XML].

Example usage:

<?xm version="1.0"?7>
<! DOCTYPE pap PUBLIC "-//WAPFORUM / DTD PAP 2. 0//EN'
"http://ww. wapforum org/ DTD/ pap_2. 0. dt d"
[ <?wap- pap-ver supported-versions="2.0,1.*"?>]>
<pap>

</ pap>

9.2. Use of wap-pap-ver Processing Instruction

Push Initiators that support PAP versions after version 1.0 should include the wap- pap- ver processing instruction in

submitted messages. This makes it possible for the PPG to determine what versions the Pl supportsin the event the
version used in the submission is not supported by the PPG. If the processing instruction is omitted by the PI, then the
PPG should assume that the only supported PAP version isthe one used in the submitted message.

A PPG MUST include thewap- pap- ver processing instruction if the Pl is known to support PAP versions above 1.0,
otherwise it MUST NOT be included.

If the processing instruction isincluded, the PPG MUST always accurately report all versions supported. Thisis needed
for the version discovery mechanism to work without putting the burden on the Push Initiator.

9.3. Version Mismatch

If the PPG does not support the PAP version used by the PI, but acommon version can be determined, the PPG MUST
respond witha" badnessage- r esponse"” indicating status code 3002 using the most preferred common version.

In those cases where acommon version cannot be determined, a PPG MUST respond with a PAP version 1.0
badnmessage- r esponse and indicate status code 3002. All PPGs MUST support the version 1.0

badnessage- r esponse. Push Initiators should be able to handle the version 1.0badnessage- r esponse.

9.4. Version Discovery Cases

If the PPG supports the PAP version of arequest, communications can proceed without problem. If the PPG does not
support the PAP version in arequest message, the following scenarios are possible:

If the PPG supports only PAP 1.0:

The PPG sendsaplain PAP 1.0 badnessage- r esponse
The Pl will know if it supports PAP 1.0, and can retry the request using PAP version 1.0.

If the PI supportsonly PAP 1.0:
The PPG sendsaplain PAP 1.0 badnmessage- r esponse
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The PI understands this to mean that PAP 1.0 is not acceptable and can stop trying
If the Pl and PPG have a common version and the Pl supports some PAP version above 1.0:

PPG sendsaPAP badnmessage- r esponse using the most preferred common version
Thewap- pap- ver processing instruction lists the supported versions
The PI should retry the request using the preferred common version

If no common version exists, but both the PI and the PPG support PAP versions above 1.0:

The PPG sendsaPAP 1.0 badnessage- r esponse with the supported versionslisted in thewap- pap- ver
processing instruction

9.5. Version Consistency

Messages initiated by the PPG as aresult of aprior message sent by the Push Initiator (e.g. apush- nessage
resultinginar esul t noti fi cati on- nessage) MUST be sent using the same version as was used in the prior
message submission by the PI.
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10. Capabilities Negotiation (Normative)

There are two methods a Push Initiator may use to determine the capabilities of the wireless device - either query before
submission, or use a previously configured profile (e.g. configured via subscription). The Push Initiator may also pass
the assumed capabilities to the PPG during a push submission. This allows the PPG to determine whether the submitted
message is appropriate for the client.

10.1. Capabilities Query

The PAP makes a method available for determining device capabilities for push. The Push Initiator may query the PPG
for information about a specific device's capabilities using the ccq- nessage.

10.2. Subscription

Typically push messages are desirable to the user of the wireless device and in fact the user often must subscribeto a
service in order to receive these messages. During the subscription process the user of the device may communicate the
device capabilities to the Push Initiator or other entity that may handle the subscription process for the Push Initiator.
The Push Initiator can then use thisinformation when submitting push messages for that subscriber. In this scenario, a
capabilities query is not needed.

10.3. Assumed Capabilities

The Push Initiator MAY inform the PPG of the capabilities that have been assumed by the Push Initiator for a specific
message during the submission of that message by specifying the capabilitiesin the third entity in the push message.
The PPG MAY verify that the client has the capabilities desired and if some of the known capabilities are not sufficient,
and the PPG is not prepared to perform possible transformations, then the PPG SHOULD inform the Push Initiator of
the problem and abort the message.

For multiple recipient submissions, each recipient is handled asif it were an individual submission. Errors are reported
usingr esul tnotificati on- nessage, if requested by the Push Initiator.
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11. PAP Reference Information (Normative)

Push Access Protocol (PAP) isan application of [XML] version 1.0.

11.1. Document ldentifiers
11.1.1. SGML Public Identifier

| Editor’snote: Thisidentifier has not yet been registered with the IANA or | SO 9070 registrar

-1/ WAPFORUM / DTD PAP 2. 0// EN
11.1.2. PAP Media Type

Textua form:

application/ xm

11.2. Document Type Definition (DTD)

<l--
Push Access Protocol (PAP) v2.0 Docunent Type Definition.

Copyright Wrel ess Application Protocol ForumLtd., 1998-2001.
Al rights reserved.

PAP is an XM. | anguage. Typical usage:
<?xm version="1.0"?>
<! DOCTYPE pap PUBLIC "-//WAPFORUM / DTD PAP 2. 0//EN'
"http://ww. wapforum org/ DTD/ pap_2. 0. dt d"
[ <?wap- pap-ver supported-versions="2.0,1.*"?2>]>
<pap>

</ pap>
Terns and conditions of use are available fromthe Wrel ess
Application Protocol Forum Ltd. web site at

http://ww. wapforum or g/ what/ copyri ght. ht m
-->

<IENTITY % Dat eti me " CDATA"> <l-- 1SO date and tine -->
<IENTITY % State "(rejected | pending
| delivered | undeliverable
| expired | aborted
| timeout | cancelled | unknown)">
<l-- PPG Message State -->

<! ELEMENT pap push- nessage

push-response
cancel - mnessage

cancel -response

resul tnotification-nessage
resultnotification-response
st atusquery- nessage

st atusquery-response

ccqg- nessage

—_—— — — — — — — i~
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| ccqg-response
| badnessage-response) >
<I ATTLI ST pap

pr oduct - nane CDATA #1 MPLI ED
>
<| - - oo e ]
<l-- Declaration of push subnission nessage -->
<! - - s s

<l--this nessage goes fromthe Push Initiator to the push proxy gateway-->

<! ELEMENT push-nessage ( address+, quality-of-service? ) >
<I ATTLI ST push- nessage

push-id CDATA #REQUI RED
repl ace- push-id CDATA #| MPLI ED
repl ace- et hod ( pending-only
| all ) "all"

del i ver-before-tinmestanp %Dat et i ne; #1 MPLI ED
deliver-after-tinestanp %Dat et i nme; #1 MPLI ED
source-reference CDATA #| MPLI ED
ppg- notify-requested-to CDATA #| MPLI ED

progr ess- not es-request ed ( true | false ) "false"
>

<! ELEMENT addr ess EMPTY >
<! ATTLI ST address

addr ess-val ue CDATA #REQUI RED
>

<! ELEMENT quality-of-service EMPTY >
<I ATTLI ST qual ity-of-service

priority ( high | nmedium| low) "medi unt
del i very-nmet hod ( confirmed | preferconfirned

| unconfirmed | notspecified ) "notspecified"
net wor k CDATA #1 MPLI ED
net wor k- requi red ( true | false) "fal se"
bearer CDATA #1 MPLI ED
bearer-required ( true | false) "fal se"

<l--this nessage goes fromthe push proxy gateway to the Push Initiator-->

<!l ELEMENT push-response ( progress-note*, response-result ) >
<! ATTLI ST push-response

push-id CDATA #REQUI RED
sender - addr ess CDATA #| MPLI ED
sender - nane CDATA #| MPLI ED
reply-tine %at et i ne; #| MPLI ED

>

<I ELEMENT progress-note EMPTY >

<! ATTLI ST progress-note
st age CDATA #REQUI RED
not e CDATA #1 MPLI ED
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tinme o%Dat et i ne; #| MPLI ED

<! ELEMENT response-result EMPTY >
<I ATTLI ST response-result

code CDATA #REQUI RED
desc CDATA #| MPLI ED
>
<!-- e —p———————
<l-- Declaration of cancel operation -->
<!-- e —————————————————— >

<l--this nessage goes fromthe Push Initiator to the push proxy gateway-->

<! ELEMENT cancel - nessage ( address* ) >
<I ATTLI ST cancel - nressage

push-id CDATA #REQUI RED
>

<l--this message goes fromthe push proxy gateway to the Push Initiator-->

<! ELEMENT cancel -response ( cancel-result+ ) >
<I ATTLI ST cancel -response

push-id CDATA #REQUI RED
>

<l ELEMENT cancel -result ( address* ) >
<I ATTLI ST cancel -resul t

code CDATA #REQUI RED
desc CDATA #I MPLI ED
>
<!-- e s
<l-- Declaration of notify result operation -->
<!-- e b —p———————

<l--this message goes fromthe push proxy gateway to the Push Initiator-->

<!l ELEMENT resultnotification-nessage ( address, quality-of-service? ) >
<I ATTLI ST resul tnotification-nessage

push-id CDATA #REQUI RED
sender - addr ess CDATA #| MPLI ED
sender - nane CDATA #| MPLI ED
received-tine oat et i ne; #| MPLI ED
event-tinme o%Dat et i ne; #1 MPLI ED
nessage-state %t at e; #REQUI RED
code CDATA #REQUI RED
desc CDATA #| MPLI ED

>

<l--this nessage goes fromthe Push Initiator to the push proxy gateway-->

<l ELEMENT resultnotification-response ( address ) >
<I ATTLI ST resul tnotification-response
push-id CDATA #REQUI RED
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code CDATA #REQUI RED
desc CDATA #1 MPLI ED
>
<!-- e ——————————————————————————————————— -->
<l-- Declaration of statusquery operation -->
<!-- oo e ]

<l--this nessage goes fromthe Push Initiator to the push proxy gateway-->

<l ELEMENT st at usquery-nessage ( address* ) >
<! ATTLI ST st at usquery-nessage

push-id CDATA #REQUI RED
>

<l--this nessage goes fromthe push proxy gateway to the Push Initiator-->

<!l ELEMENT st at usquery-response ( statusquery-result+ ) >
<! ATTLI ST statusquery-response

push-id CDATA #REQUI RED
>

<!l ELEMENT statusquery-result ( address*, quality-of-service? ) >
<I ATTLI ST statusquery-result

event-time %Dat et i me; #1 MPLI ED
nmessage-state %St at e; #REQUI RED
code CDATA #REQUI RED
desc CDATA #1 MPLI ED

>

<!-- e e -

<l-- Declaration of capabilities query operation -->

<!-- s e pe R

<l--this nessage goes fromthe Push Initiator to the push proxy gateway-->

<l ELEMENT ccqg-nessage ( address ) >

<! ATTLI ST ccg- nessage
query-id CDATA #1 MPLI ED
app-id CDATA #1 MPLI ED

<l--this nessage goes fromthe push proxy gateway to the Push Initiator-->

<l ELEMENT ccqg-response ( address ) >
<! ATTLI ST ccq-response

query-id CDATA #1 MPLI ED
code CDATA #REQUI RED
desc CDATA #1 MPLI ED

>

<!-- s e pe R

<l-- Declaration of bad nessage response nessage -->

<|-- s s s

<l--this message goes fromthe push proxy gateway to the Push Initiator-->
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<! ELEMENT badnessage-response EMPTY >
<I ATTLI ST badnessage-response

code CDATA #REQUI RED
desc CDATA #1 MPLI ED
bad- nessage-fragnment CDATA #| MPLI ED
>
<l--

Copyright Wreless Application Protocol Forum Ltd., 1998-2001.
Al'l rights reserved.
-->
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12. Examples (Informative)

12.1. push-message Example

Below is an example of PAP push-message with aWML deck in a MIME multipart usingt ext / vnd. wap. wni . In

this example, the optional capabilities expected entity has been provided by the PI. The WML in this exampleis not
very useful, but serves as a simple example.

Content-Type: multipart/rel ated; boundary=asdl fkji urwghasf;
type="application/xm"

--asdl fkj i urwghasf
Cont ent - Type: application/xm

<?xm version="1.0"?>
<! DOCTYPE pap PUBLIC "-//WAPFORUM / DTD PAP 2. 0// EN"
"http://ww. wapforum org/ DTD/ pap_2. 0. dt d"
[ <?wap- pap-ver supported-versions="2.0,1.*"?>]>
<pap>
<push-nessage push-i d="9fj eo039jf084@i.com >
<addr ess address-val ue="wappush=12345/t ype=user @pg. oper at or. conl ></ addr ess>
</ push- nessage>
</ pap>

--asdl fkjiurwghasf

Date: Tue, 31 Jul 2001 10:13: 00 GMVIr

Cont ent - Language: en

Cont ent - Lengt h: 320

Cont ent - Type: text/vnd.wap. si

X-Wap- Appl i cation-1d: x-wap-application:wr.ua

<?xm version="1.0"?7>
<! DOCTYPE si PUBLIC "-//WAPFORUM / DTD SI 1.0//EN'
"http://ww. wapforum org/DTD/ si . dtd">

<si >
<indication href="http://ww. xyz.com emai |/ 123/ abc. wr "
creat ed="2001-07-31T10: 13: 002"
Si - expi res="2001-08-07T10: 13: 00Z2">You have 4 new enmil s</indication>
</si>

--asdl fkj i urwghasf
Content - Type: application/xm

<?xm version="1.0"?>

<rdf: RDF xm ns:rdf ="http://ww. w3. org/ 1999/ 02/ 22- r df - synt ax- ns#"

xm ns: prf="http://ww. wapforum org/ profil es/ UAPROF/ ccppschema- 20010430#" >
<! --WAP Browser vendor site: Default description of WAP properties-->
<rdf: Description | D="MyDeviceProfile">

<prf:conponent >
<rdf: Description | D="WAPProfile">
<rdf:type

resource="http://ww. wapforum org/ profil es/ UAPROF/ ccppschema-

20010430#WapChar acteri stics"/>

<pr f:WapVer si on>2. 0</ prf: WapVer si on>
<prf: Wrl DeckSi ze>1400</ prf: Wi DeckSi ze>
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<prf:WapDevi ceCl ass>A</ prf: WapDevi ceCl ass>
<prf: Wi Ver si on>
<r df : Bag>
<rdf:l1i>2.0</rdf:1i>
</rdf: Bag>
</ prf:Wr Versi on>
</rdf: Description>
</ prf:conponent >
<prf: conponent >
<rdf: Description I D=":PushProfile">
<rdf:type
resource="http://ww. wapforum org/ profil es/ UAPROF/ ccppschena-
20010430#PushChar acteri stics"/>
<prf: Push- Accept >
<r df : Bag>
<rdf:li>text/vnd. wap.si</rdf:li>
<rdf:li>application/vnd.wap.sic</rdf:li>
</ rdf: Bag>
</ prf: Push- Accept >
<prf: Push- Accept - Language>
<r df : Bag>
<rdf:li>en</rdf:li>
</rdf: Bag>
</ prf:Push- Accept - Language>
</rdf: Description>
</ prf:conponent >
</ rdf: Description>
</ rdf: RDF>

--asdl fkj i urwghasf - -
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13. Push Access Protocol over HTTP (Normative)

This section describes how the Push Access Protocol istransported using HTTP [RFC2616].
The HTTP POST method and response are used to transport the Push Access Protocol.

Using HTTP, each operation is begun with an HTTP POST method containing the information for delivery to the PPG
or Push Initiator. Upon receipt of the POST, the receiving server (PPG or Push Initiator) replies withan HTTP
response containing the response for the operation.

For added security, HTTP may be used with SSL or TLS.

13.1. Addressing

The push proxy gateway URL specifies the application on the PPG that handles the delivery of WAP push datato a
device.

Example HTTP POST addressed to an example WAP push path on a network named wireless_network:

POST /cgi - bin/wap_push.cgi HTTP/ 1.1
Host: www. wirel ess-network. com

13.2. Message Format

The message format is described in section 7. The HT TP message body transports the message. HTTP version 1.1 and
later versionswill be used.

13.3. Example (Informative)

The following is an example of a multipart/related MIME body containing an XML document and a content entity,
transported by the HTTP POST method.

POST /cgi-bin/wap_push.cgi HITP/ 1.1

Host: www. wi rel ess-networ k. com

Date: Sun, 16 May 1999 18:13:23 GMI

Content-Type: multipart/rel ated; boundary=asdl fkji urwghasf;
type="application/xm"

Content-Length: 353

--asdl f kj i urwghasf
Cont ent - Type: application/xm
<?xm version="1.0"?7>
<! DOCTYPE pap PUBLIC "-//WAPFORUM / DTD PAP 2.0/ /EN'
"http://ww. wapforum org/ DTD/ pap_2. 0. dt d"
[ <?wap- pap-ver supported-versions="2.0,1.*"?>]>
<pap>
..control ..
</ pap>

--asdl fkj i urwghasf
..content entity..

--asdl fkj i urwghasf - -
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Thewap_push.cgi process is the application which handles push messages for the wirel ess network. The XML
document contains all control information needed by the PPG to deliver the message to the wireless client. The
information intended for the wireless client is carried in an entity in a push message [PushMsg].

13.4. Message Responses
This section attemptsto clarify what is expected in aresponse messagein HTTP.

13.4.1.HTTP Response Codes

When using HTTP as atunnel for PAP, the HTTP response codes are used only for HTTP layer conditions. All codesin
PAP are conveyed through XML documents. When a PAP message has been accepted by the PPG or Push Initiator, the
HTTP response code 202 isreturned, even if the PAP message doesn't parse or is not well formed. Information on these
failure conditionsis returned in the response contained in the XML document.
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Appendix A. Static Conformance Requirements

The notation used in this appendix is specified in [CREQ].

A.1 Push Proxy Gateway Features
A.1.1.Validation

(Normative)

Item Function Reference | Status Requirement
PAP-VAL-S-001 | Validate XML in control entity in push 5.1 M
submission
PAP-VAL-S-002 | Validate content entity 51 O
PAP-VAL-S-003 | Validate addresses 51 o
A.1.2. Operations
Item Function Reference | Status Requirement
PAP-OPS-S-001 Push Submission 5.1 M
PAP-OPS-S-002 Result Notification 5.2 M
PAP-OPS-S-003 Push Cancellation 5.3 o]
PAP-OPS-S-004 | StatusQuery 5.4 ]
PAP-OPS-S-005 Client Capabilities Query 55 0]
A.1.3. Semantics
Item Function Reference | Status Requirement
PAP-SEM -S-001 | Support of multiple addressesin messages | 6.1 (0]
PAP-SEM -S-002 | Support of multiple addressesin responses | 6.1 (0]
PAP-SEM -S-003 | Deliver after timestamp 8.2 O
PAP-SEM -S-004 | Deliver before timestamp 8.2 (0]
PAP-SEM -S-005 | Fail requests when QOS cannot be 8.2.2 M
honoured.
PAP-SEM -S-006 | Delivery-method in QOS 8.2.2 M
PAP-SEM -S-007 | Priority delivery 8.2 (0]
PAP-SEM -S-008 | Report progress notes 8.3 O
PAP-SEM -S-009 | Support capabilities entity in push message | 5.1 0]
PAP-SEM -S-010 | Return status code 3002 in 812 M
badnessage-r esponse only when
PAP version is not supported.
PAP-SEM -S-011 | Detect the PAP version of areceived 8.12 M
message
PAP-SEM -S-012 | Must send versions supported processing 9.2 M
instruction if PPG knows Pl supports
version above 1.0.
PAP-SEM -S-013 | Must accurately report versions supported | 9.2 M
in the processing instruction when the
instruction is present.
PAP-SEM -S-014 | Must support sending version 1.0 9.3 M
badnmessage- r esponse with 3002
status code when version is not supported.
PAP-SEM -S-015 | Must implement version consistency. 9.5 M
PAP-SEM -S-016 | Support for push message replacement 8.2 (0]
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Appendix B. Change History

(Informative)

Typeof Change Date Section Description

WAP-164-PAP-19991108-a 08-Nov-1999 all Theinitia version of thisdocument.

WAP-164_100-PAP-20000218-a 18-Feb-2000 all SIN

CR-PAP-20000522-PUSHDC-1a 22-Jun-2000 2,9A Push Access Protocol Version Discovery

CR-PAP-20000203-ERICSSON-1b 22-Jun-2000 5811,A PAP Replace Operation

CR-PAP-20000705-ERICSSON-1 5-Jul-2000 9.6 PAP resultnotification-message clarification.

WAP-164_101-PAP-20010420-a 11-Dec-2000 A R SIN

Class 3 25-Apr-2001 all WAP 2.0 roll-up and template

Class 3 29-Apr-2001 all Corrected ccpp example to read as proposed in "Re: WAP Push:
Submission of Push Access Protocol for Vote to Pro posed”
submitted to WAP-WA G-Push@mail.wapforum.orgon May 12,
2001 as approved by Push DC — Alex Bobotek as acting editor
while David Lin is on vacation

Class3 24-3ul-2001 11.2 Editorial change was made in the comment section (Copyright, etc.)
in order to reflect exactly the DTD that is posted on
http://mww.wapforum.org/DTD/pap_2.0.dtd

Class 3 24-3ul-2001 Appendix | "-S' wasadded (for Server) to each item in the SCR table for

A conformanceto WAP-221-CREQ-20010425-a
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