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1. Scope (Informative)

This document defines the architecture of In-gatheedising (IGA) Enabler. This architecture is bdea the requirements
listed in the IGA Requirement Document [OMA-MOBADBR

The IGA Enabler architecture is to support interfgcGame-side and Advertisement-side. The architealefines server-
side and client-side IGA Enabler components, therface(s) between them and the interface(s) explogéhose
components to some entities that serves IGA Service

Therefore, IGA AD has the scope as followings:
® |GA entities: functions for IGA service itself

® Interface to GS-CSI: Interfacing functions from@Zame Services Client-Server Interface Enabler

® Interface to MobAd: Interfacing functions from/tooldile Advertising Enabler

O 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHALL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED”, "NOT RECOMMENDED", “MAY”, and “OPTIONAL" in this document are to be interpreted as
described in [RFC2119].

All sections and appendixes, except “Scope” antrébfuction”, are normative, unless they are exghiéndicated to be
informative.
For the figures representing architecture diagrams:
» Interfaces are depicted with an arrow line;
» Interfaces which are in scope of IGA are depistétti a solid line;
» Interfaces which are not in scope of IGA are degiatith a dashed line.
» Components within the scope of IGA Enabler are cediwith a solid border line;
« Entities external to the IGA Enabler are depictéith\& dashed border line;
For the figures representing call flows:
» Components within the scope of IGA Enabler are dediwith a solid border line;
» Entities external to the IGA Enabler are depictéith\& dashed border line;
»  Steps within the scope of the IGA Enabler are depigvith a solid arrow line,

»  Steps out of scope of the IGA-Enabler are depieatitil a dashed arrow line.

3.2 Definitions

IGA-Client See definition in [OMA-IGA-RD]

IGA-Server See definition in [OMA-IGA-AD]

Game-Server See definition in [OMA-GS-CSI-RD]

Game-Client See definition in [OMA-GS-CSI-RD]

Ad engine See definition in [OMA-MobAD-RD]

Ad server see definition in [OMA-MobAD-RD]
3.3 Abbreviations

Ad Advertisement

IGA In-Game Advertising

IGA-C IGA Client

IGA-S IGA Server

GS-Csl Game Services — Client Server Interface

MGCF Mobile Game Centric Function

MobAd Mobile Advertising

OMA Open Mobile Alliance

O 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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4. Introduction (Informative)

This document defines the architecture of the IG¥liter based on the IGA requirements document [(NMBBAD-RD].

This Architecture Document defines functional comgaats interfaces and flows related to (list is eahaustive):

e Game advertising inventory model
» Handling advertising contents in game
* Handling user interaction to make Ad metrics

* Interactions between IGA and other OMA Enablers
This document describes:

* Functions of the IGA Server

* Functions of the IGA Client

» Interfaces between IGA Server and Game Server
* Interfaces between IGA Server and IGA Client.

* Interfaces between IGA Client and Game Client

The IGA Enabler defines interfaces exposed byiestthat are part of the Enabler (i.e.: IGA Seasd IGA Client). The
IGA enabler Architecture Document describes onl i@trinsic functional components and related ifdees.

4.1 Version 1.0

The IGA Architecture Document V1.0 addresses atheffunctional requirements included in [OMA-IGAR

O 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Architectural Model

5.1 Dependencies

The IGA Enabler technical specifications are depahdn the following technologies:
e The HTTP 1.1 [RFC2616]as the default mandatoryquuaitfor IGA-GS and IGA-CS interfaces.
* The MobAd Enabler for delivering Ad to IGA Enabkes described in [OMA- MobAd-AD].

* The Game Services Client-Server Interface Enableexchanging IGA data that relative to Ad as désctin
[OMA-CSI-AD].

5.2 Architectural Diagram

Ad Server MM IGA Server [GAGS Game Server
IGA-CS
Ad Engine <--2%1___| IGA Client |« S Game Client |

Figure 1. IGA architectural diagram with itsinterfaces

The IGA Enabler consists of mandatory compone@# (Berver and IGA Client) and interfaces exposethbge
components.

5.3 Functional Components and Interfaces/reference points
definition
5.3.1  Functional Components (Normative)

5311 IGA Client

The IGA Client is an IGA enabler component residemthe device that performs actions grouped irfdhewing high-
level functions:

» IGA Data acquisition and delivery function
e Handling IGA Ad function
» IGA Ad Metrics data handling function

» Delivery Ad to Game Client based on the Request

O 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5.3.1.1.1 IGA Data acquisition and delivery function
Obtaining appropriate ads from IGA server and Adikea and caching them.

+ Delivering Ads to Game Client

+  Getting game information from Game Client

« Sending advertising model information to IGA Serve

+ Receiving meta-data for an Ad item from the Gartient

+ Receiving game playing information from the Gamiel

5.3.1.1.2 Handling IGA Ad function

+ Indicating Ad contents not prepared

+ Comparing with the in-game position between gaata dnd Ad data

5.3.1.1.3 IGA Ad Metrics data handling function

+ Collecting of user’s response from Game Client,dre Ad metrics data ,Separate Ad metrics fronthedluser
interaction within game playing, and refine theidgdart of metrics

+ Reporting Ad Metrics to IGA Server based on poley. on-demand, real-time, or store-and-forwasalid part of
metrics

+  Providing metrics related feedback to IGA servet Ad Engine

53.1.2 IGA Server

The IGA Server is an IGA enabler component residettie network (outside the device) that perfoaasons grouped in
the following high-level functions:

* IGA Data delivery function
 Handling IGA Ad function

» User/ service data management function

5.3.1.2.1 IGA Data delivery function
* Receiving data from Game Server
» Delivering Ad contents to IGA Client
» Delivering Ad contents or Ad contents-related rrisita to the Game Server

* Receiving metrics data from IGA client

5.3.1.2.2 Handling IGA Ad function

e Indicating Ad content not prepared

O 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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* Preparing default Ad contents
» Indicating no Ad contents available

» Restricting the integrated Ads with game regardihthe players age

5.3.1.2.3 User / Service Data Management Function

» Maintain stage information which is related to sf)e@advertising model

+ Manage Ad and Ad rules

5.3.2 Entities External to the IGA Enabler (Informative)
5.3.2.1 Ad Server

The Ad Server is an external entity that providesi Ad Campaign(s) for IGA Server, and IGA Sergetbeds them in
content that is provided to the Gamers.

IGA Server uses Ad Server functionality exposedheyAd Server interface (MobAd-2) [OMA-MOBAD-AD].

5.3.2.2 Ad Engine

The Ad Engine is an external entity resident ondéeice that provides Ad(s) for IGA Client, and I@Aent deliveries them
to the game Client. IGA Client also reports Ad Ntetrdata to the Ad Engine.

IGA Client uses Ad Engine functionality exposedtbg Ad Engine interface (MobAd-1) [OMA-MOBAD-AD].

5.3.2.3 Game Client

Game Client exists in the Game Device, and is tirign of a mobile game (connected, multiplayegttaxecutes on the
User’s device; it interacts with the OMA Game Seevi It may requests and receives Ad(s) from |G| and presents
them to the user. Game Client also reports Ad Metlata to the IGA Client [OMA-GS-CSI-AD]

5.3.24 Game Server

Game Server is the part of the game service, wtachprovide matchmaking, lobbying, registrationighkcores and
gameplay functions. It may interact with the IGAdbler for Ads as part of Game service (e.g. renge#ds, providing
metrics data) [OMA-GS-CSI-AD].

5.3.3 Interfaces (Normative)
5.3.2.1 IGA-CS

IGA-CS is an interface exposed by the IGA Serveh&lGA Client. The IGA Client uses this interfaoerequest and obtain
Ad(s), Ad Metadata from the IGA Server, sendidgeatising model information, as well as to rephdtMetrics data to
the IGA Server.

O 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5.3.2.2 IGA-GS

IGA-GS is an interface exposed by the IGA ServahtoGame Server. The Game Server may use tbisdne to request
and obtain Ad(s) , inform IGA Server informatidrat relative to game, such as stage information.

5.3.2.3I1GA-GC

IGA-GC is an interface exposed by the IGA Clientite Game Client. The Game Client may use therface to request
and receives Ad(s) from IGA Client , Game Clientyna#so reports Ad Metrics data to the IGA Clientthg interface.

5.4 Security Considerations

The security considerations described in this sadapply to any IGA Enabler implementation, andstheonsiderations may
result in different deployment models. Any partarusecurity mechanism that proves to be intrirsithe IGA Enabler
specification will be addressed in the IGA Techhigpecifications.

The Service Provider deploying the IGA Enabler iempéntation needs to ensure that all entities rieguérccess to
information provided via the interfaces exposedhgyfunctional components of the IGA Enabler attgextt to the following
security considerations:

* The entities (such as Game Client, Game Serveghaigiport Ad Metrics data should be authenticatetl a
authorised, but the chosen authentication/autht@isaechanisms are out-of-scope for the IGA Emable
specification.

»  Specific recommendations for transport securityheutication/authorisation, data encryption, ety to@ required
for communication between IGA Server and IGA Cliemamponents that exchange data over-the-air) ande
considered during the Technical Specification phase

» The IGA Enabler implementation shall consider pebtey the user data, by applying security mechagism
consistent with the applicable Service Provideusgcpolicies (e.g. including transport securitiger data privacy,
data encryption, etc).

* The IGA Enabler implementation shall consider sitggumechanisms supporting the anonymisation of qeak
identification information in the Ad Metrics datallected and consolidated report (e.g. user nardecantact
information), and/or the encryption of such persamf@rmation.

O 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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Appendix B. Flows (informative)

B.1
B.1.1

General flow
Flow Model

of IGA

To provide IGA service, interactions between MobK&lA and CSI are important.

The flowing flows are indicating the path of Ad ¢ents delivering and Ad metrics collecting betwéanthree enalbers.

MobAd Server

Delv-1

*

s

Ad Engine.””

Flows

B.1.2

_— _— —_— _— _— _— r

Game Server

Game

Server

a

GS-Csl

.
*
Vv e,

IGA-C

[ Came Che

T L

-1 — _— _— _— _— —_— l

“==%  Ad content flow

saduasp
“+

Game

Game Client

User

=== Ad metrics flow

* Ad Content Flow 1: the Ad contents deliver to IGA+ough Ad Engine and pass to Game Client.

e Ad Content Flow 2: the Ad contents send to IGA-8 ezlay to Game Server. The Ad contents are star&hme
Server temporary and downloaded to Game Client wemnight time to display the contents comes.

* Ad Metrics Flow1: the game actions from users atlected by Game Client. The actions pass to IGARG IGA-
C separates game actions and Ad metrics and seadsetrics to Ad Engine. Ad Engine uploads the iteto Ad

Server

* Ad Metrics Flow 2: the game actions from userscaltected by Game Client. The actions pass to 1G&a@ IGA-
C uploads the actions to IGA-S to make Ad metricedmbining Game Server data and user actions. TBAFS

sends the combined Ad

metrics data to Ad Server.

Ad Contents Flow 1

O 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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| |
1 Ad Engine IGA Client 1 Game Client
| I —— | I ——

1.Ad Request

> 2.Ad Selection

3. Ad Response

A

4. Ad Delivery

A 4

> 5.Ad Presentation

This call flow is started by IGA client executicogic.

1. IGA Client requests Ads from the Ad Engine. Theusst may contain some contextual information sch a
* Ad App ID (IGA Client)
* Ad inventory format
» Ad size and positioning

« Content metadata information available to the Agh Ag.g. webpage meta tags indicating user is brayesin
automobile web site and would be interested inAch, or the topic in case of an Ad-enabled gamec@)

e Anindication of the urgency of the request, dmetto-live (TTL)

2. The Ad Engine executes the Ad selection logic &matlyses Ads stored in the Ad Engine's cache. Athiselection
may result in one, several or no Ads. If needeel Al Engine may communicate with the Ad Servertlierpurpose of
obtaining more Ads (as described in [OMA-MobAd-ABppendix B.3)

3. The Ad Engine returns the results of the Ad sebectA selected Ad is accompanied by a unique Ad ID.
4. The returned Ad contents are delivered to GamenCllepended on IGA Ad deliver policy and condition.

5. Game Client presents Ad contents when they arecatybé.

B.1.3 Ad Contents Flow 2
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1 1
I Ad Server IGA Server I Game Server I Game Client

1.Ad Request

> 2.Ad Selection

3. Ad Response

4. Ad Delivery

5.Pack Game Data
by combine

> Ad Contents and
Game Data

6. Game Data Delivery

> 7.Ad Presentation

This call flow is started by IGA Server executiogikc.

1. IGA Server requests Ads from the Ad Server. Theiesgimay contain some contextual information ssch a
e Ad SP ID (IGA Client)
e Ad inventory format
* Ad size and positioning

» Content metadata information available to the Ad&B. webpage meta tags indicating user is brayain
automobile web site and would be interested inAch, or the topic in case of an Ad-enabled gamec@)

* An indication of the urgency of the request, dmetto-live (TTL)

2. The Ad Server executes the Ad selection logic émalyses Ads stored in the Ad Server's database Athselection
may result in one, several or no Ads.

3. The Ad Server returns the results of the Ad sedecth selected Ad is accompanied by a unique Ad ID.

4. The returned Ad contents are delivered to GameeBelepended on IGA Ad deliver policy and conditiortombine
Game Server’'s game logic and data

5. Game Server makes Game Data Package by combine Gatamand Ad Contents
6. Game Server delivers Game Data Package

7. Game Client presents Ad contents when the Gameayad.

B.1.4 Ad Contents Flow 3
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This call flow is triggered by game internal exéontlogic, for example in a specific scenario .

1.

4.
5.

Ad Engine IGA Client

1: Game Ad Request

Game Client

2:Ad Request process and
delivery to Ad Engine

3:Ad Request

A

4:Ad Response

5: Ad Response process and
delivery to Game Client

6: Game Ad Response

I
|
|
1
1
|
|
|
|
|
|
|
|
|
|
|
|
|
|
>

Game Client requests Ads from the IGA Client. Tbguest may contain some contextual information sisch

Game ID
Ad presentation format
Ad size and positioning

Meta-data relative to the Game (e.g. topic cgnacio)

The IGA Client may process the Game Ad requeshaifAd in its buffer, it may initiates an Ad reqties Ad Engine.

The Ad Engine executes the Ad selection logic dmatlyses Ads stored in the Ad Engine's cache. Athiselection
may result in one, several or no Ads. (as desciibédobAd Appendix B.3)

The Ad Engine returns the results of the Ad sabectA selected Ad is accompanied by a unique Ad ID.

IGA Client may process the Game Ad request, themmeGame Ad Response to Game Client.

Notes: Step 3 and 4 are out of scope.

B.1.5

Ad Metrics Flow 1
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=== =1
| GA Server IGA Qi ent . Gare Qi ent :
A e e _I_ — — —

3.Report Ad Metrics

This call flow is started by Game Client executiogic.

1. Game Client delivers Game Interaction Data to Qe

2. IGA Client differentiates Ad Metrics from Gammtéraction Datg then analyses and refines the collected metrics
data based the policy

3. IGA Client reports Ad Metrics data to Ad Engine.

B.1.6 Ad Metrics Flow 2

This call flow is started by Game Client executiogic.

[======= A I======= | [m====== 1
1 1 1 1 1 1
:. — AdServer _ _! :. _Game_Server. _! IGA Server IGA Client :. _Game Client_ _!

> 2.Differenciate

Game Data and
Ad Metrics

3.Report Ad Metrics data

6.Join Game Data
and Ad Metrics Data
and Generate
Combined Ad Metrics
Data

POl etrics aata
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1. Game Client delivers Game Interaction Data to IGient

n

IGA Client takes apart Ad Metrics from Game Intei@t Data, and then analyses and refines the esaldata based
the policy.

IGA Client reports Ad metrics data to Ad Engine.
IGA Server requests related game data to Game iServe
Game Server delivers the game data to IGA Server.

IGA Server joins the Ad Metrics and game data fl@éame Server and generates Combined Ad Metrics.

N oo o M w

IGA Server reports the"?level Ad Metrics data to Ad Server.
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