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or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this doamn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$ential IPR is related to the prepared or pbtl specification.
However, the members do not have an obligatiorotmuoct IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile idkaand may be found on the “OMA IPR Declaratidist at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted alependent IPR review of
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THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2013 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-OpenCMAPI-V1_1-20130604-C Page 3 (17)

Contents
1. SCOPE (INFORMATIVE) coiitiiiiieiiiie sttt sae e eteste et et s e aste e e s se e besaesse e st e entasseeseaneesbeeaseaseesaeaseesbaesbeenteaseansenssenseanten 4
2. REFERENGCES ... ..ottt ettt e ettt e s et e e e e s b e ee s s ebbe e s et ae s e sbesseabeee s s bt ee s e bbessasbeeesanbbessabbeesesbeaessbeeesanbaeesnrnes 5
2.1 NORMATIVE REFERENCES......ciitiitttttteitiiiitteeesesiesssssessssssassssessessasssssssssessassssssssssssssssssessssssssssssssssssssessessessssseseessensns 5
2.2 INFORMATIVE REFERENGCES ......cctttiiittttteitteeeiseeeessteeesatsessassesesissssssastesesassssssssssssissssssastessasssssesssssssssssssssssesssatssessssess 5
3. TERMINOLOGY AND CONVENTIONS. .. ..ottt ettt eetre e e itae et e s s eabee s e sbaee s abbesseabaessnbeseesasaesssseessenbaeesanseeas 6
31 (©70] N1Y7 = N W 10 N TSSO PRRUPR 6
3.2 DIEFINITIONS. .1ttt iitteteeireeeiiressebeesassaeeeeasseeesassessasssseeassssesassesssssessassesseassesssastesesassesaassesaesasaessasbessantseesansassennsenesansenennten 6
33 AABBREVIATIONS ..eiiiitteeiiitteteiitteesittesssseseassseessassessaataessasesessssssssastesssasssssasssssssssssssassesssssessssassesssnssessnssessesssssssssessnnses 6
4, INTRODUCTION (INFORMATIVE) ..ottt iieieeie st eie sttt stesteate st teaae st assesaesseessesnsesteeasesneesaeasesteestansanssnessesssnssns 8
4.1 V2= 23S ] 0 O U 8
4.2 V2285 T 0 RN 8
5. ARCHITECTURAL IMODEL ...uttiiiiiie ettt ettt ettt et etbe e et ae s e bae s eabaeeseabeeseabaeesansbeesanbaesssseeeesaeaessaseeesantaeesansenes 9
51 [T =N = N T 1 =5 TN 9
52 ARCHITECTURAL DIAGRAM ... iicttttiie e itteiee e s ee sttt e s s e st baeee e s sessabeseeeseaasssbeseessesassbesseesssssabasaeesssesssbasesesessssnbaseessensnss 9
53 FUNCTIONAL COMPONENTS AND I NTERFACES .. .cciitttteiitteeeiitteeseiteeeeiseesiasteseasssessassssesissssssassesssstsssssssssesssssssssssesssnses 9
531 OpenCMAPI Enabler Functional COMPONENTS......cuuuuiuiriiiiiiiieiies e ee e e eeee e e e aveeeaereerr e e s e eaaaes
5.3.2 L) (T =101 <IN 10
54 SECURITY CONSIDERATIONS ... uttiiiitteeeiitteeieiseeeeitseesisseeeasssessaisssssasssessssssssassssssassssssssssssssssessastesssassessesssssssssssssssesen 11
55 CHARGING CONSIDERATIONS. ...cciiiitttteteeeiiitreeessseiassteseessesassssesssssasstssessssiamssseesssssmasssesssssesssssessesinmsssseessesinsssseeess 12
APPENDIX A. CHANGE HISTORY (INFORMATIVE) .ottt ittt sttt sttt se e ne s 13
A.1l  APPROVED VERSION HISTORY ...utiiiiiiiiiiitiiiiiitieeeeiteeeesteeessstteesebaessassessesssesssaseessastasesassessesssssssssssesastesssnssessessssesssnees 13
A.2  DRAFT VERSION LI HISTORY ..icitiiiiitieiiitiieeiitieesiiteeeesteeessstteesesbaessassessesbsesssasesssastseesassessassssssssssssssstesssnsessesssesssnees 13
APPENDI X B. FLOWS (INFORMATIVE) ittt sttt sttt st sae st stnsaesnestesaesaestessesnesesnnsnesnnnas 14
APPENDIX C. DEPLOYMENT EXAMPLES (INFORMATIVE) oottt 15
C.1  DEPLOYMENT EXAMPLE OF OPENCIM AP ..ottt e sttt ettt eatae ettt e e s eabe e e e abae s e sabe e e saareesenbaeeessaeeesnbeeean 15
C.2  DEPLOYMENT EXAMPLE WEBAPL ..o cteie ettt ettt ettt ettt e ettt e e s te e s eaaae e saas e e s eabeeesbaeeesabeeesaabessenbeeeeanaeeesnreeean 16
Figures
Figure 1: OpenCM API ArChiteCtUral DIagr @M ......ccecueiieiieieieese ettt st e st et s e steestessaesseessesbaesbeenteasaaseessesseenses 9
Figure 2: OpenCM API DeploymMeNnt EXAMPIE .....cuoiiiiiiieie ettt ettt ettt a s st saesseesbessaesbeesaeesaesseensessaenseenes 15
Figure 3: OpenCM API WebAPI Deployment EXAMPIE........ccuiieiiiiiiieie et sre st sae s sae s sraestessaesseessessaeseenes 16

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-OpenCMAPI-V1_1-20130604-C Page 4 (17)

1. Scope (Informative)

This document provides the architecture for ther@»API 1.1 Enabler. This architecture is basedh@requirements as
listed in the OpenCMAPI Requirement Document [OpdAP|-RD].

The objective of the OpenCMAPI Enabler is to thérdethe OpenCMAPI Connection Management compoaadtthe
interfaces exposed by this component to applicat{@M applications or non CM applications) thayreh OpenCMAPI
Enabler to work or to provide additional functioitiak.
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2. References
2.1 Normative References

[RFC2119] “Key words for use in RFCs to Indicate Requiremesxels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt
[OpenCMAPI-RD] “Open Connection Manager APl Requirements, Veridri, Open Mobile Alliance™, OMA-RD-

OpenCMAPI-V1_1
URL:http://www.openmobilealliance.org/

[OpenCMAPI-TS] “Open Connection Manager API Technical Specifiaatidersion 1.1”, Open Mobile Alliance™, OMA-
TS-OpenCMAPI-V1_1
URL:http://www.openmobilealliance.org/

2.2 Informative References

[OMADICT] “Dictionary for OMA Specifications”, Version 2.9,@n Mobile Alliance™,
OMA-ORG-Dictionary-V2_9URL:http://www.openmobilealliance.org/

[0 2013 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-OpenCMAPI-V1_1-20130604-C Page 6 (17)

3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this documat are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

3.2 Definitions

Asynchronousinterface Is an interface that allows transfer of informatiba. requests and responses, between entities e.g
applications and OpenCMAPI connection managemempoaent, without having to synchronize (e.g
with a controlling clock). The requested action rbaystarted in a separate thread of execution alfetic
party, in this case OpenCMAPI connection managemmamiponent, may respond to the caller usually
immediately but anyway before the requested aési@omplete.

HotSpot 2.0 Is a set of specifications from Wi-Fi Alliance. Késatures include Wi-Fi roaming and support of
seamless connectivity to Wi-Fi Networks.

RESTful Is a Web Service design model that exploits thstigwg Web technologies and protocols, HTTP and XML
to manage the Web content and application behaviour

Synchronous I nterface Is an interface which requires synchronization.(@ith a controlling clock) and is dependent on the
completion of the interaction. Called party, instikese OpenCMAPI connection management component,
will keep the caller waiting until the transactisrcomplete.

3.3 Abbreviations

API Application Programming Interface

CM Connection Manager

GNSS Global Navigation Satellite System

D2D Device to Device

GNSS Global Navigation Satellite System

LTE Long Term Evolution

OMA Open Mobile Alliance

OpenCMAPI Open Connection Manager (CM) ApplicatRnogramming Interface (API)
P2P Peer to Peer

PIN Personal Identification Number

PLMN Public Land Mobile Network

PUK Pin Unlocking Key

SIM Subscriber Identity Module

SMS Short Message Service

TDD Time Division Duplex

uicC Universal Integrated Circuit card

USSD Unstructured Supplementary Service Data
UTRAN UMTS Terrestrial Access Network
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WCDMA

Wideband Code Division Multiple Access

WLAN

Wireless Local Area Network
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4. Introduction (Informative)

This document defines the architecture of the Op&aRI 1.1 Enabler based on the OpenCMAPI Requirerdarmument
[OpenCMAPI-RD].

The focus of the OpenCMAPI is the standardizatibfunctional interfaces for access to connectiomaggment.

In this context, this Architecture Document defifigsctional component and interfaces related tactirnection
management aspects.

4.1 Version 1.0

Version 1.0 of this architecture document covechitectural aspects related to the interfacestferfollowing areas:
»  Security and concurrency control function , e.gess control and authorization
»  Cellular Network Connection Management,
WLAN connection management,
»  Statistics handling
* Information Status handling
* GNSS handling
* Power management
e SMS&USSD management
* PIN/PUK handling

* UICC Interaction
e Push Data service management

4.2 \Version1l.1

In addition to Version 1.0, Version 1.1 of thislatecture document covers architectural aspecasa@lto the interfaces for
the following areas:

WebAPI (HTTP protocol binding of the interfacesngsthe RESTful architectural style)
» Phone Book /Contacts management

*  WLAN connection management according to Hotspot 2.0

» P2P Direct connection management (for both Wi-Ei BRE)

e Cellular Network Connection Management of UTRAN WMetk type (WCDMA TDD)

However, this release of the AD does not addressefuirements that were deferred for future releas
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5. Architectural Model

The OpenCMAPI 1.1 architecture is based on theireopents defined in [OpenCMAPI-RD].

Following sections describe OpenCMAPI architectlieggram, functional components and interfaces.

5.1 Dependencies

There are no dependencies.

5.2 Architectural Diagram

______________________________

| Application(s) 1 1 Applications i
! i 1 (Browser)
| Lo :
CMAPI-1 CMAPI-2 CMAPI-3 Legend:
P i Components not specified by
OpenCMAPI L____1 thisEnabler
Connection
Management Components specified by this
Enabler
: —» Interface specified by this
! Enabler
____________ SN
Device(s)

Figure 1: OpenCMAPI Architectural Diagram

5.3 Functional Components and Interfaces

5.3.1 OpenCMAPI Enabler Functional Components
5.3.1.1 OpenCMAPI Connection Management component
The OpenCMAPI Connection Management component stgptite following functions:
»  Security and concurrency control functions, e.geas control and authorization
* Registration management for notifications (i.elbzks)
* Notifications (i.e. callbacks)
*  Cellular Network Connection Management (includthbRAN Network type (WCDMA TDD))
»  WLAN connection management (including Hotspot 2.0),

»  Statistics handling
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e Information Status handling

* GNSS handling

* Power management

e SMS&USSD management

* PIN/PUK handling

* UICC Interaction

» Push Data service management

» Phone Book /Contacts management

e P2P Direct connection management (Wi-Fi and LTE)

*  WebAPI functions

Furthermore, on a given host, only one instanab®OpenCMAPI connection management component SHad_tunning
at a time. Therefore, all applications, using thE@CMAPI connection management component, SHAL Lamskregister
with this instance.

This component exposes the CMAPI-1, CMAPI-2 and GNt& interfaces.

53.1.2 Entities external to the OpenCMAPI enabler (Informative)

5.3.1.2.1 Application(s)
The application(s) use the functional represematitefined by the OpenCMAPI enabler.
Two types of applications will be able to use thee@®CMAPI enabler:

* The CM application with the capability to accesallcAPIs provided by the OpenCMAPI enabler.

* The non-CM application is an external entity thas the capability to access to only a subset o ARdvided by
the OpenCMAPI enabler.

In the case of a browser application, it will usdAPI-3 interface.
5.3.1.2.2 Device(s)

The OpenCMAPI manages the network access conngdfivough the device. The interface between thécdeand the
OpenCMAPI Connection Management component is oatope for the OpenCMAPI enabler and depends om thvba
device implementation provides (e.g. device droadls, AT commands, messages).

In general, when an application invokes an OpenCM&Rbler function, the OpenCMAPI connection mamnagyet
component translates the function call into an afi@n on the device interface. The OpenCMAPI endilglitates the
communication of information from the device to tiplication, such as success/failure codes, réegi@¥ormation, and
asynchronous notifications.

It should be noted that the set of functions exgdsean implementation of the OpenCMAPI Connectanagement
component is subject to the capabilities of theag) being managed. For example, an implementatianaging a device
with only cellular connectivity and no WLAN and/GNSS would support the OpenCMAPI APIs needed toagarthe
cellular connection, but would not support the Agpecific to WLAN and GNSS.

5.3.2 Interfaces

Applied to all interfaces stated below, all memisrgaller allocated, the callee SHALL NOT modifyyamnemory unless
otherwise noted.

5.3.21 CMAPI-1

This interface is exposed by the OpenCMAPI Conpediilanagement component and supports the follofuingtions:
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¢ Cellular Network Connection Management (includingRAN Network type (WCDMA TDD)),
¢« WLAN connection management (including Hotspot 2.0),
e Statistics handling,

e Information Status handling,

e GNSS handling,

« Power management,

¢ SMS&USSD management,

* PIN/PUK handling,

¢ UICC Interaction,

e Push Data service management,

e Security and concurrency control function,

« Phone Book /Contacts management,

e P2P Direct connection management (Wi-Fi and LTE).

The CMAPI-1 interface is mainly a Synchronous Ifgee with maximum timeout and possibility of catagbn.

However, for long operations (typically more thasetonds) before the result is available, Asynabusrversions of the
API functions are provided in addition to the Symious versions.

5.3.2.2 CMAPI-2

This interface is exposed by OpenCMAPI Connectianktjement component and supports the following:
» Registration to receive notifications (i.e. callks);
» Notifications (i.e. callbacks),

»  Security and concurrency control function.

This interface is an Asynchronous Interface.

5.3.2.3 CMAPI-3

This interface is exposed by OpenCMAPI Connectianktjement component across a WebAPI (i.e. a HTot®qwl
binding using the RESTful architectural style).

A subset of functions exposed through CMAPI-1 aMiXPI-2 are supported.
5.4 Security Considerations

The security considerations described in this saapply to any OpenCMAPI enabler implementatiom gnese
considerations may result in different deploymenodais. Any particular security mechanism relevar®penCMAPI
enabler is addressed in the [OpenCMAPI-TS].

Any deployment of OpenCMAPI enabler needs to enthatall the applications requiring access torimfation provided
via the specified API exposed by the OpenCMAPI @mtion management component are subject to thewfimly security
considerations:

- All applications should be authenticated and aliedr
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- OpenCMAPI implementation decides what level of asapplications can have based on some policgs, e.
Service Provider policies.

5.5 Charging Considerations
Not applicable.
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n/a n/a No prior version —or- No previous version wit@MA
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Appendix B.  Flows (informative)
Flows can be found in [OpenCMAPI-TS].
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Appendix C. Deployment Examples (Informative)

C.1 Deployment example of OpenCMAPI

The following diagram shows an example of a possgileployment of the OpenCMAPI.

ProprietarY CM Non-CM ;
Implementation Application : Application
. LespassssssnnsnnnnnnnnEn s BessssgessEssssssEEagEsnnnnnn
Aeensnsnnnfannnnnnnnnnnnnnnnahannnnsnnnnnnnnnnnnnnnnnnnsunnnnnnnnnnnndunnnnnnnnnnnnnnt
OpenCMAPI CMAPI1 CMAPI2 CMAPI1 |[CMAPI2
contract :
e
I Security & Concurrency I 1 cellular |
[ Control (| I
3 =GiSS= =|_r__v_vv_v_AE_:' I___V_VL_XN__ 1 I—_St:_tls_;c:_ !
OpenCMAPI I I Iy I
TR I S — S
Implementation - = —I - T - - —==] Host
| PushData © 1 Lok Dstatus
| service | | |
————— —-— s s o ol —-— e e o —-— s s o ol
[——=—="F=="==1 rFr==== = ===
| Device | Device | | SMS& I Power
| Discovery | Service | | USSD Iy |
T ) T *
------------------------------------------------------------ I-----------I-----------------------------I-----------l----------------------------------------\
I I I
: U1l : u2 :Ul ,UZ Driver Layer
....................................................................... '............................. ...........|........................................‘
eennnneees ) AN ITRTTTRTRT. S beveressnnnnns
Proprietary : , : Device :
Implementation  : ; Deviee ¢ : : :  Device
. : Proprietary : . .
CMAPI 1 & 2: OpenCMAPI specified interfaces : : | Ul & U2: Proprietary Device interfaces

Figure 2. OpenCM API Deployment Example

In the diagram, the term “Device” could represdffedent types of devices (such as cellular, WLANSB modem,
embedded modem ...) through which the CMAPI provigetsvork connectivity to the “Host”.

The OpenCMAPI connection management componenti©fienCMAPI implementation on the device side.

The OpenCMAPI connection management component dmildgically decomposed in two high level interfuaictions as
follows:
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- OpenCMAPI security and concurrency control function

The security and access control function contitodsimteraction between OpenCMAPI Functional layet the
application layer. It grants full access to conimectmanager applications and grants only (read)adgess to a
subset of functions to non-CM applications.

- OpenCMAPI sub functions

The OpenCMAPI sub functions include: cellular netivoonnection management, WLAN management, PIN/PUK
management, etc which can be derived from [OpenCMAB.

C.2 Deployment Example WebAPI
The following diagram shows an example of a possilelployment of the WebAPI.

Proprietary Applications
Implementation : (Browser) Host
OpenCMAPI CMAPI3
contract ................................................................................................................................
Driver Layer
Proprieta rY HTTP Server
Implementation [, .......cccceeceiceeeo...ld
| Security & Concurrency I Cellular
I Control I
U o
_____ T T et M |
OpenCMAPI I enss I owwan T wian | statistics |
Implementation N I | E E Device
_________ o - - ——
I Push Data |I uicC Il PIN/PUK I Status I
I service | I I I
————— L — e - o e s e e e s s e e el
[———— 1~ ==~ Ir= === == - -
I Device 1 Device 1 sms& | I Power 1
| Discovery | Service | USSD |L I
______________ — R |
: *
U3 , U4
_ sssssseserassssssserananans ) A levvesensnnssnsnnnsnnsnnsnnsnnnnnn .
Proprietary : Device
Implementation IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII l.:
) . Proprietary . L
CMAPI 3: OpenCMAPI WebAPI enabler interfaces = | U3 & U4: Proprietary Device interfaces

Figure 3: OpenCM API WebAPI Deployment Example

In the figure, an example is shown where an apjpticavithin the context of a web browser interfavéth a device via
CMAPI3. In this scenario, typically nothing is ialed on the Host. The driver layer is an inb@emating system WLAN
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driver. The OpenCMAPI implementation resides andbvice itself and is provided via an embedded P&rver. Below
the OpenCMAPI implementation on the device them@misnterface to proprietary firmware.

The functions in the OpenCMAPI implementation iglfie 3 may be a subset of functions provided viaABM and
CMAPI2 but all functional components are illustateere.
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