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1. Scope (Informative)

The scope of this document is to identify the usges pertinent to the security issues of WAP Pndtleen define the
security requirements for the identified use cases.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exijiéghdicated to be
informative.

3.2 Definitions

Authentication Authentication is the process of identifying theetidentity of the entity in question by
cryptographic means.

Client In the context of push, a client is a device (ovise) that expects to receive push content from
a server. In the context of pull a client, it idevice initiates a request to a server for content
data.

Enroll To register a subscriber to a service.

One Shot One-shot is the instance of the user instructiegctient to trust a PPG or Pl for a single time

upon receiving a push message from an untrustedd?PG

The entity that originates push content and subitnitsthe push framework for delivery to a
user agent on a client.

Push Initiator

Push Proxy Gateway A proxy gateway that provideshgaroxy services.
Trusted Pl A PI can be called trusted if the questig entity has successfully authenticated the PI.
Trusted PPG A PPG can be called trusted if thetmpundisg entity has successfully authenticated tR&P

3.3 Abbreviations

ACL Access Control List

Client A mobile terminal

NAT Network address translation
PAP Push Access Protocol

Pl Push initiator

PPG Push Proxy Gateway

SIR Service Initiation Request

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction (Informative)

WAP Push technology allows the users of the seaid#e pushed data to their mobile clients. Ihitia user will browse to
a website that is hosted by the push initiator; (B PI will have a service(s) to offer the usAn example push service can
be a local weather service where the Pl pushdgtager’s client a local weather report every magni

The WAP Push architecture defines three entitres Push Initiator (Pl), the Push Proxy Gateway (P& the client.
When pushing connection-less (as described belonteat to a user’s client the Pl interacts withPgGRusing the Push
Access Protocol [PushPAP], the PPG in turn compilesPush message and sends it over the air (QT#getclient.

The WAP Push security specifications currently dosatisfy the security needs of the various playethe industry that
provide or wish to provide WAP Push services.s ltherefore necessary to define the security rements for the various
use cases for WAP Push.

Ultimately the goal is to have a complete secuitgin between the Push Initiator (P1) and the tlism that the user is
confident that she can receive push messages tider from trusted sources.

Trusted delivery of requested content

-

h Push Content -

= =

D) Trusted delivery of e p—

User < V! 4 contentand use of  —— Trusted delivery of i

supporting Push — content
N operations |
Push - Push

Push Over-the-Air Push Proxy Access Push Initiator
Client Protocol Gateway Protocol (origin server)

Figure 1: Push Framework

The diagram above shows the four entities witheWWAP Push architecture. The security/trust reteiops between these
entities are a key aspect of Push security. Thedadonships, and the related key issues addrdsseth are:

= The useshould be able to trust that the PI will deliver contastrequested from the PI. Currently this may rothe
case.

- The useshould be able to trust that the PPG will deliver contentequested from Pl's and supporting Push-OTA
operations, e.g. Session Initiation Request. Ctlyréims may not be the case.

= The Plshould be able to trust that the PPG will not modify Pashtent beyond the requirements of conversion to
format required by the target push client and thehPOTA protocol. Currently this may not be theecas

The interactions between the Pl and the PPG wilegaly be sent over a connected oriented protegp/HTTP and will be
able to utilise established Internet security pcote such as SSL etc. to provide confidentialityegrity and authentication.
Interactions between the PPG and the client caralyéed out in two ways:

=  Connection-less Push

=  Connection-oriented Push

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Connection-less push can be carried out using O€thauds and are described in the Push OTA spedificfPushOTA].
The most common interface for Push OTA is SMS. r€hdly, the push specifications do not addresséoerity issues
when using connection-less push.

It is assumed that when using connection orientesth phe underlying security protocols for the retipe bearers are
utilised, e.g. if over HTTP then use SSL. Howewssyes such as NAT and terminals having publiad@esses will be
looked at for security related issues.

4.1 Threat analysis

Explanation of the security risks:

* Unauthorized session initiation: attempt to caudeace to setup a Push session (via SIR [PushOfGAdh
unauthorized PPG. The intent of unauthorized seseitiation can be to initiate one of the othaneks, to
discover information about the user (informatioefth) or to spam the user.

» Since SIR [PushOTA] is typically delivered over SMise risk of unauthorized SIR delivery over arbBarer is
probably low, but this needs to be verified.

» Harmful content delivery: delivery of any contenat disrupts the user’s service or threatens theamnk. The intent
of harmful content delivery can be service disrptitheft, to cause offence to the user or virggalenent. It can
involve direct processing of the Push content endéwice, or tricking the device/user into retngyvharmful
content.

» Denial of service: repeated Push message delitiatydisrupts the user’s service. The intent of @esfi service can
be to harass a user, or annoy the user into swiahetwork providers.

* Unauthorized Push: attempt to deliver Push coriteithas not been requested.

The following table shows a threat analysis evabuafor the different scenarios when using WAP Push

High: Relatively simple to do, although may notdmenmon. Ability of network to block is low.
Medium: Takes more work
Low: Difficult to realise, network measures easyake.
Scenarios Public IP Private IP PI Policy at Operator or Network- Mobile
Addresses Addresses Authorized 3" party PPG Initiated Originated
Open Access Mobile SMS
Type of Risk Terminated
v Controlled SMS
Unauthorized session Low Low None None High High
initiation
Harmful content delivery | High Medium High High to low | High High
€]
Denial of service High Medium High High to low | High High
(€]
Unauthorized Push High Medium High High to low | High High
1)
Table Notes:

1. Effective access controls can significantly redtieerisk.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Explanation of the scenarios:
* Public IP Device Addresses

o0 The mobile network assigns public IP addressegticds. The operator may provide a PPG or rely upon
3" party PPGs.

* Private IP Device Addresses

0 The mobile network assigns private IP addressds¥ties. The operator typically provides a PPGesin
delivery of Push from'8party PPGs is complicated by private-to-publiontek address translation
(NAT)

* Open PI Policy at Operator or Authorized 3rd p&BG
o0 The PPG provides no special control over Push soaddressing, content types, or quality of service
» Access Controlled PI Policy at Operator or Authed®rd party PPG

o The PPG provides some level of access control Bush source, addressing, content types, or qulity
service.

* Network-Initiated Mobile Terminated SMS

0 The Push messages are initiated by network-basegl SMrces, which can include unsecured sources in
another carrier's network. No specific controls assumed per the SMS source, destination, or donten

* Mobile Originated SMS

0 Mobile devices initiate the Push messages. No ipecintrols are assumed per the SMS source,
destination, or content.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Use Cases (Informative)

5.1 Actors & their specific issues

Push Initiator*

The Push initiator provides a service for the @s®l carries out the following functions:

» Enroll a user — The Service provides a mechanism feser to enroll to a service

e Submit a push message to a client via a push gyateway.

»  Ability to ask for notification, cancellation, reggiement and status queries from the Push proxyggte
The PI can be co-located with a PPG, enabling daelsmission of a Push message to the client.

Push Proxy Gateway Operatot

A point of contact for the Pl and is used to essdbtonnectivity with the client as requested byyBi. The PPG has the
following functions:

= Deliver Push content of various MIME types as reqjee by the Pl, and Session Initiation RequestR)(SI
= Controls PPG service access and the Push featuagstde to Pl's.

= Ability to provide access control (Pl authenticabio

= Ability to respond to the Pl with the result of tResh request

® Request a target device to establish a WAP sefsia@onnection-oriented Push message delivery

= Provide address resolution service

Note that PPG and PI can be co-located, enabliegtdsubmission of a Push message to the client.

Wireless Network Operator

The wireless network operator will provide the deling services:
=  Ability to provision and pre-configure the client

=  Controlling wireless network security

Client

A client is defined in the Push specifications [RAich].
User
The user is defined in the Push specificationshRush]. The user is typically involved in the folling scenarios:

= Sign up for a push service — User already in a bitogvsession and signs up for a service that esilish (ability to
form the trust relationship between the user ang&ardless if it is via the PPG or not)

! Note that PPG and PI can be co-located, enabiiegtdsubmission of a Push message to the client.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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= Cancel a push service
= Refuse a push service
= Receive a push message from a service.

= Manage security decisions related to device settamgl the services accessed.

5.2 Use Case A : Allow trusted PPGs and PlIs to push content to
a client over a connectionless or connection-oriented bearer

Affected Areas

: o Enabling o
Device Connectivity Services Applications Content
Tickmarks (X) X X X

Additional Keywords
Table 1: Affected Areas for Use Case A

5.2.1  Short Description

This use case describes the client behaviour upggiving an unauthenticated push message.

52.2 Actors

Client, PPG and PI

5.2.2.1 Actor Specific Issues

As listed in section 5.1.

5.2.2.2 Actor Specific Benefits

Wireless Network Operator

Wireless operator benefits by being confident shdiscribers are receiving content from sources tifuesy.
User

The user benefits so that now:

= Does not receive Spam/abusive messages

= The user can be confident that his phone is naterable to attacks by untrusted PPG’s or PI's sgndctive push
messages to his client.

= The user can be confident that he will receivesiiwice that he has subscribed to.
5.2.3 Pre-conditions

It is assumed that the client will have a pre-di&hbd security association with the PPG or Phso itt is able to
authenticate the PPG or PI.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2.4 Post-conditions

Depending on the success of the authenticatioreproe, the client will decide to accept or sileméject an incoming push
message.

525 Normal Flow

1. The Pl establishes a (possibly seéuoennection with the PPG and requests it to sermhaection-less Push message
to a particular client.

2. The PPG compiles the push message as requestbd By &and pushes it to the client.

3. The client accepts or silently rejects the pushsags based on its trust relationship with the PPBE.o

Sequence diagram for use case:

Client PPG Pl

A

1
Establish a secure
connection with PPG, and
request PPG to send
P Push messaae to a client.
2

Send Push message to

Client as requested by
DT

4:| Accept or silently reject
3 Push message depending
on authentication of PPG

5.2.6 Alternative Flow

None

5.2.7 Operational and Quality of Experience Requirements

None.

2 A secure connection refers to the security of theeulying protocol that PAP is running over e.gover TCP/IP then SSL can be used.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5.3 Use Case B: Allow users to decide whether a PPG or Pl can
be trusted to deliver content to their client

Affected Areas

Device Connectivity Enab!mg Applications Content
Services
Tickmarks (X) X X X

Additional Keywords
Table 2: Affected Areas for Use Case B

5.3.1 Short Description

When users sign up for new Push-enabled serviteg,may need to update client-based Push accesslsoflients should
support the easy update of Push access contmglsji@.a menu available from the Client browserla/ini the browser
session.

5.3.2 Actors

User, client and Pl

5.3.2.1 Actor Specific Issues

As listed in section 5.1.

5.3.2.2 Actor Specific Benefits
User

The user benefits by having the flexibility of bgiable to choose a service from a Pl he wishes.

5.3.3 Pre-conditions

It is assumed that the user does not already havevésioned trusted PPG or Pl on his client thiitdeliver the Push
content that the user wishes to subscribe thecefram.

534 Post-conditions

A new PPG or PI security relationship is addech#dlient so that the PPG or Pl can authenticagdfito the client when
sending push messages..

5.35 Normal Flow

1,2 & 3. The user initiates the client to connecatPI to signup for a service.

4. The client displays the signing up informatioritie user. The signup information may includeveht details necessary
to configure the client or enable access via th@ BPinformation directly from the PI.

5. The user decides whether to reject or accedhgce. By accepting the service, a trust refatidp can be established
between the client and the PPG or the PI.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Sequence diagram for use case:

User Client Pl
1 Type in URT for
service provider on
Alimiad haiian,
2 Establish connection

to requested URT

<
<

3 Send service signup
info. o client.
4 Display signup
info to user
Decide to

trust new PPG

5 J or PI for WAP

5.3.6  Alternative Flow

None.

5.3.7  Operational and Quality of Experience Requirements

None.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5.4 Use Case C: Allow users and operators to edit the trusted

PPG/PI list
Affected Areas
: o Enabling o
Device Connectivity Services Applications Content
Tickmarks (X) X X

Additional Keywords
Table 3: Affected Areas for Use Case C

5.4.1  Short Description

To allow flexible management of Push access cantf@ients should allow the user, wireless netwap&rator, or other
authorised Client management entity to define Fhegth sources are allowed to Push to the Client.

54.2 Actors

User, client and wireless operator.

5421 Actor Specific Issues

As listed in section 5.1.

5.4.2.2 Actor Specific Benefits

User

= The user has the benefit of setting authorisatanirols upon the trusted PPG’s or PI’s.

= The user has the benefit of editing the trusted BPHE list.

Wireless network operator

= The wireless network operator has the ability tdatp and modify the clients Push settings uponestoef the user

5.4.3 Pre-conditions
User wants to update or edit his trusted PPG ¢tis®I

User is receiving unwanted content via (one of)RR&s or Pls that he has on his trusted list,ugfer is not receiving
push content that he is supposed to receive franristed PPGs or Pls.

User wants the wireless network operator to updatlit the trusted PPG or Pl list on the client.
There needs to be a user friendly identifier fenitifying a PPG or PI ID stored on the client.

There needs to be a secure connection betweempénator and the client.

5.4.4  Post-conditions
User can successfully update or edit the trusted &FPI list.

Wireless network operator can successfully updaggih the trusted PPG or Pl list upon the reqoétie user.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-PushSecurity-V1_0-20110809-A Page 17 (22)

545 Normal Flow

3.

The user scrolls through the options on the cliemisplay edit options for his trusted PPG origtl |

The client displays the options available to therder each PPG or PIl. The following options asplhyed to the user
for each PPG or Pl in the list:

= Always trust(PPG or Pl is always trusted)

= Always ask (The client will prompt the user for pgssion when a push message is sent from this PR o
= Delete (Delete the PPG or PI)

The user chooses one of the options.

The user confirms changes.

Customer care scenario (5.4.5a)

4.

© N o o

The user calls the customer care of the operatause he is receiving unwanted content via the RIP@ss that he had
on his trusted list or not receiving push contéiat he was supposed to receive from the trustedd?R&

The operator makes a connection to the client tilldhave to take place over a secure channel).
The client sends the trusted PPG or Pl list tooferator.
Operator updates the client and provisions it eittith a default list or deletes the appropriaté&SRi Pl.

The client sends a confirmation to the user thatitt has been updated.

User Client

v

Request

A

Display options

v

Confirm
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Customer care scenario (5.4.5b)

User

Client

Operator

Complain

A

Send conformation to
use

5.4.6 Alternative Flow

None

5.4.7 Operational and Quality of Experience Requirements

None

v

A

Connect to
terminal

Send PPG/PI
list/details

v

A

Amend list
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6. Requirements

6.1 High-Level System Requirements (Normative)

REQ-1 It SHALL be possible for the client to auttieate the PPG or Pl as the originator of a WAR
push message (from use cases in sections 5.2.1/2).

REQ-2 The client SHALL silently reject all push rsages in which neither the PPG nor the Pl is
authenticated

REQ-3 The client MAY accept push messages fromrauthenticated PPG if instead a security
association exists between the client and theril tlae Pl is authenticated in the push
message.

REQ-4 The user MUST be able to manage the reldtipngith PPGs and Pls in order to control the

Push services.

REQ-5 The user MAY be able to edit a trusted PP8Idist. The following options MUST be made
available to the user:

(Note: The term trusted “trusted PPG or PI listhat intended to imply or restrict the
technical solution(s) to these requirements)

1. To trust the PPG or PI, but user prompting requicgcach Push Message
2. To trust the PPG or PI, user prompting not required
3. Delete PPG or PI

Note: It is suggested that the default option waeding a new PPG/PI be set to 1.

REQ-6 All device management exchange between tbet@nd the wireless network operator MU$ST
be authenticated and, integrity protected. Demiemagement exchanges between the client
and wireless network operator MAY be confidentigfitotected. (Use case 5.4.5b).

Table 4: High-Level System Requirements

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-PushSecurity-V1_0-20110809-A Page 20 (22)

U

6.1.1  Security
REQ-7 The security mechanisms SHALL prevent ortlicoimmon protocol attacks such as:
= PPG/PI address spoofing
= Replay attacks
= Denial of service attacks
Table 5: High-Level System Requirements — Securitifems
6.1.2 Charging
None
6.1.3  Administration and Configuration
REQ-8 It MUST be possible for the user to efficigratnd easily set up a security association with th
PPG or Pl in a user-friendly way.
Table 6: High-Level System Requirements — Administtion Items
6.1.4  Usability
REQ-9 Client controls for and behaviour for PPG or Pktrmnanagement SHOULD NOT impact th
usability of WAP devices.
Client controls for PPG or PI trust management MW@&Tconfigurable such that users can
lower the level of intrusiveness, or disable intvrasmessages.
Table 7: High-Level System Requirements — Usabilititems
6.1.5 Interoperability
None
6.1.6  Privacy
None
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6.2 System Elements (Informative)

Push Security requirements should be addressethwilith current Push Architecture framework [Pushdrdn summary
the Pl is typically an application that runs oncadinary web server. It communicates with the PBiBgithe Push Access
Protocol(PAP) over HTTP. The PPG [PPGservice] uses the Puein-The-Air(OTA) Protocolto deliver the push content
to the client. Figure 1 illustrates the Push Fraoréw

PAP [PushPAP] is based on standard Internet prtspX®L is used to express the delivery instructipand the push
content can be any MIME media type.

As mentioned, the PPG is responsible for delivetiregpush content to the client. In doing so ieptitlly may need to
translate the client address provided by the Bl @itormat understood by the mobile network, stbeecontent if the client
is currently unavailable, etc. The PPG does maag tleliver messages. For example, it may notifyPthabout the final
outcome of a push submission and optionally haadieellation, replace, or client capability reqadsdm the PI.

The Push Over-The-Air (OTA) [PushOTA] protocol ieetpart of the Push Framework that is responsdsl&énsporting
content from the PPG to the client and its usentsyét is designed to run on top of HTTP (OTA-HTTWSP (OTA-WSP),
or other protocols (as yet unspecified)

6.2.1  Push Proxy Gateway

The Push Proxy Gateway (PPG) is the entity thas doest of the work in the Push framework. Its oesibilities include
acting as an access point for content pushes fnennternet to the mobile network, and everythisgogiated therewith
(authentication, address resolution, etc).

As the PPG is the entry point to a mobile netwdrigay implement network access-control policieswthwho is able to
gain access to the network, i.e. who is able ttmasitent and who is not, and under which circuntsts, etc.
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