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1. Scope

This specification defines the Over the Air protiokmr delivery of content to a terminal from a PuRloxy Gateway (PPG),
referred to as Push OTA protocol. The protocol sjgekin this document is an application layer el that can be used
over the WSP protocol [W-TCP], HTTP 1.1 [RFC2616]P [SIPPush], or point-to-multipoint bearers suah Cell
Broadcast (CBS) [TS23.041] and 3GPP MBMS [TS26.346]

The Push OTA protocol specified in this documemntradses the following considerations:

* means for server initiated asynchronous push.

¢ means for application addressing.

« means for exchange of push control information.
* means for bearer selection and control.

* means for authentication.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119]]

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2 Definitions

Application
Application-Level
Addressing

Bearer Network

Client

Contact Point

Content

Content Encoding

Content Format

Device

End-user

An implementation of a related set of functiong gherform useful work, often enabling one or more
services [OMADICT]

the ability to address push content between aqudaiti user agent on a client and push initiatoaon
server

a network used to carry the messages of a tranky@nt protocol between physical devices. Multiple
bearer networks may be used over the life of deipgsh session.

A device, user agent, or other entity that acthaseceiver of a service [OMADICT]

address information that describes how to reaalisa proxy gateway, including transport protocol
address and port of the push proxy gateway.

Digitized work that is processed, stored, or traittseh It includes such things as text, presentatio
audio, images, video, executable files, etc. Cdntey have properties such as media type, mime
type, etc [OMADICT]

when used as a verb, content encoding indicatescthef converting a data object from one format to
another. Typically the resulting format requiressi@hysical space than the original, is easier to
process or store, and/or is encrypted. When usachasin, content encoding specifies a particular
format or encoding standard or process.

actual representation of content.

Equipment which is normally used by users for comitetions and related activities. The definition
can be extended to cover remote monitoring apgicatwvhere there is no user present, but the
communications to and from the remote monitor hgesame communications channels as when used
by users [OMADICT]

see "user"

Point-to-Multipoint Push Push content delivery to a group of users throhglQTA-PTM Push-OTA protocol variant.

Multicast Message a push message containing a single address whileitly specifies more than one OTA client

address.

Push Access Protocol a protocol used for conveying content that shoelgiished to a client, and push related control

information, between a Push Initiator and a Pusixy#Gateway.

Push Client —Application A device-internal interface provided by Push Clsewnia which Push applications can register for
Interface Push services with application-specified optioms] geceive notifications of Push events.

Push Channel A Push content resource identified by a URI.

Push Framework the entire push system. The push framework encosepdke protocols, service interfaces, and

software entities that provide the means to push euser agents in the client.

Push Initiator An entity or service that initiates Push contenivéey to Push clients [OMADICT]

Push OTA Protocol a protocol used for conveying content between & Pusxy/Gateway and a certain user agent on a

client.

Push Proxy Gateway A gateway acting as a Push proxy for Push Init&tproviding over-the-air Push message delivery
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Push Session
Push Whitelist

Registration

Registration Context

Server
Terminal
Terminal-ID
User

User agent

WAP Push

XML

services to Push clients [OMADICT]
An active point-to-point transport protocol sessiover which push operations can be executed.

a list stored in the Terminal of PPG addressesomi8WISC addresses that are authorised to push
Content to the Terminal.

refers to a procedure where the PPG becomes afvtre erminal’s current capabilities and
preferences.

a state where the PPG is aware of at least thedasbilities and preferences conveyed from the
terminal.

An entity that provides resources to clients irpoese to requests [OMADICT]

see "client".

an identifier that is used by a PPG to uniquelytifg a terminal.

An entity which uses services. Example: a persamgus device as a portable telephone [OMADICT]

Any software or device that acts on behalf of a liséeracting with other entities and processing
resources [OMADICT]

Push content delivery to a specific user via theRYAOTA-WSP) or WAP2 (OTA-HTTP) Push-
OTA protocol variants.

The Extensible Markup Language is a World Wide Welmsortium (W3C) standard for Internet
markup language, of which WML is one such langy&ydADICT]

3.3 Abbreviations

ABNF
BCAST
CPI

CBS

csD

DNS
GPRS
HTTP
IANA

P

MBMS
MSISDN
OMA
OTA
OTA-HTTP
OTA-HTTP-TLS
OTA-PTM
OTA-SIP
OTA-WSP
PDP

PDU

P

Augmented Backus-Naur Form

OMA Broadcast Services

Capability and Preference Information
Cell Broadcast Service

Circuit Switched Data

Domain Name Server

General Packet Radio Service
Hypertext Transfer Protocol

Internet Assigned Numbers Authority
Internet Protocol

Multimedia Broadcast/Multicast Service
Mobile Station International Subscriber Directoryriber
Open Mobile Alliance

Over The Air

(Push) OTA over HTTP

OTA-HTTP over TLS

(Push) OTA over Point-to-Multipoint
(Push) OTA over SIP

(Push) OTA over WSP

Packet Data Protocol

Protocol Data Unit

Push Initiator
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PO-TCP
PPG
PTM
QoS
RADIUS
RFC
SHA-1
SIA

SIP

SIR
SMS
SMSC
TCP
TLS
TO-TCP
UbDP
URI
URL
WAP
WDP
WSP
WTLS

PPG Originated TCP connection establishment method
Push Proxy Gateway

Point-to-Multipoint

Quality of Service

Remote Authentication Dial-In User Service
Request For Comments

Secure Hash Algorithm 1

Session Initiation Application

Session Initiation Protocol

Session Initiation Request

Short Message Service

Short Message Service Centre
Transmission Control Protocol

Transport Layer Security

Terminal Originated TCP connection establishmerthogk
User Datagram Protocol

Uniform Resource Identifier

Uniform Resource Locator

Wireless Application Protocol

Wireless Datagram Protocol

Wireless Session Protocol

Wireless Transport Layer Security
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4. Introduction

OMA Push Over-the-Air (Push-OTA) refers to a sepaitocols and their bindings to various networkrees, via which a
Push Proxy Gateway (PPG) or other Push Servemitteewith a Push Client, to enable delivery of rgkainitiated content
to Client Applications served by the Push Cliefte TOMA Push enabler architectural model and thélenantities (PPG
and Push Client), are introduced in [PushArch].

Figure 1 illustrates the OMA Push architectural elod

&
User
& Multicast/Broadcast
). > Push Delivery
- via Push-OTA

” - via
(& Push Access Protocol (PAP)
User
~ Push Proxy Service/Content Provider

. Unicast Push Delivery o
Ve - v Push-OTA protosd] Gateway as Push Initiator

User protocol ' '
E > Push Request E

p
i —1
User

Figure 1: The Push Architectural Model

This specification focuses on the interface betwberPPG and Push Client. Since there are a vaigisotocol variants
and bearer bindings supported by Push-OTA, a briedduction to Push-OTA is provided here.

The Push-OTA protocol provides both “connectioril@ssl “connection-oriented” services. Connectiorented service
refers to a service context in which the Push Chers established a specific transport layer “cotioe” with the PPG, for
reception of Push-based services. Connection-@deservice is supported via the WAP1 Wireless $ad3iotocol (WSP)
as the OTA-WSP Push protocol, via the WAP2 HTTReda®TA-HTTP Push protocol, and via the SIP-based-SIP
Push protocol. Connectionless service does notrdeppon a pre-established/specific connection betvilee Push Client
and PPG, and is supported via OTA-WSP, OTA-SIP,@h4-PTM.

OTA-PTM is the protocol variant used in Point-to-ffaoint Push (PTM-Push), referring to Push operaticross point-to-
multipoint bearers, which in Push 2.3 includes MBMBS, and BCAST. OTA-PTM is considered to support
connectionless service. While the Push Client attilistens for Push events over the OTA-PTM besrirere is no specific
dialog created between the Push Client and PPG.

An important adjunct to connection-oriented seniicthe Session Initiation Application (SIA), viehigh connections can be
initiated through Session Initiation Requests (SIR)vered over connectionless Push services.

Figure 2 below provides a detailed end-to-end wé#he service environment supported by the OMAHRersabler.

The following OMA Push-defined aspects of Figurar@ described in further detail in this specificati

0 Architectural entities: Push Client and Push Préageway
o Interfaces
= Push Over-the-Air protocol variants
*  OTA-WSP: point-to-point delivery based upon WAP4nsport protocols
*  OTA-HTTP: point-to-point delivery based upon WARartsport protocols
e OTA-SIP: point-to-point delivery based upon SIFhgport protocols
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*  OTA-PTM: point-to-multipoint delivery based upon MWES, OMA BCAST, and Cell
Broadcast Service (CBS) as transport protocols

The following external entities provide functionsdanterfaces used by the Push Client and/or Paste§ for the
adaptation of Push-OTA protocol variants:
0 On the network side
= Short Message Service Centers (SMSC) via which QUW3P/SMS is provided
= Cell Broadcast Centers (CBC), via which OTA-PTM/CB$rovided
= SIP/IP Core networks, via which OTA-SIP is provided
= MBMS Broadcast Multicast Service Centers (BM-SG3, which OTA-PTM/MBMS is provided
= OMA BCAST Service Distribution/Adaptation, via whi©TA-PTM/BCAST is provided
0 On the client side
= SMS Clients, via which OTA-WSP/SMS abd OTA-PTM/CBSlJelivered
= OMA BCAST Clients, via which OTA-PTM/BCAST is debved
= MBMS Clients, via which OTA-PTM/MBMS is delivered

i i Push-OTA (Over-the-Air) Protocol Push Access Protocol "
/ Client device \ (PAP) Push Initiator /
- OTA-PTM/CBS | Cell Broadcast| | Push-Enabled
- CBC .
Native SMS Services
(Embedded) 15 o Client- Client | OTA-WSP/SMS smsc -
Push-Enabled Application - (WAP1 Push) Push Message Request | Web Server, MMSC,
Services . HTTP request with XML IM Server, Email
Interface d ( q J
Browser v OTA-HTTP/TCP body containing a Push | Server, Sync Server,
(WAP2 Push) WAP2
(wml.ua) oA -t ow message) DM Server, etc
MMS Client Push OTA-WSP/(WDP/WTP) OMA
(mms.ua) Client | _ (WAP1 Push) WAP1 Push P
IM Client -« oW 1 W
ateway
(wv.ua) OTA-SIP (SIP Push)
Email Client _ (SIPMESSAGE or | SIP/IP | |
(emn.ua) - SIP INVITE+MSRP) Core Service
Data Sync Client [ | Personalization and UAProf Server
(syncml.ua) 4_"(";2/"1? <[ OTAPTM/MBMS g"’ﬁ"gg - Contextualization DPE Server
(DM Cllizm) oo Juterfaces | Location Server
syncml.dm BCAST
! scasT| OTA-PTMIBCAST-FD | semice | _| Group Mgmt Server
etc... “*1 client [ Distribution / Sub Profile Server
77777777 () Adaptation
Extended AOCESS | s
Push-Enabled whitelist :
Services . .
S Enanig | |Web Runtime OMA OMA DM protocol OMA Device OMA Push Architecture Entities
ush-tnable Environment DM |« Management Push-Enabled Applications/Services
‘eb Applications| =i« (Widget user Client Server
(Widgets) 9 Interface defined by OMA Push
9 agent)
/ Interface not defined by OMA Push

Figure 2: End-to-End Push Framework

4.1 Version 2.2 Functionality

This enabler release continues on the work of thAG the area of Push and is an extension of Fhesh2.1] Enabler
release, defining push security mechanisms and SIFAas a new Push-OTA protocol variant. An aspettieodefined

push security mechanisms depend on device managielnjent extension defined in [PushMO] which depeod the OMA

Device Management Enabler.
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In addition this enabler release definition definaginimum level of conformance for segmentatiod eexassembly for
SMS based Push, as well as push initiator guidelimethe most efficient way to use this form oftpdslivery mechanism.

4.2 Version 2.3 Functionality

This enabler release is an extension of the [P@§Enhabler release, and is referred to as PusR@&@r8-to-Multipoint Push
(PTM-Push). PTM-Push adds multipoint distributiaethods to complement the existing point-to-poiethnds, enabling
Push content delivery to a large number of clisirtaultaneously via network bearers supporting roatif and broadcast
operation, e.g. MBMS, Cell Broadcast Service (CE®) OMA BCAST.

PTM-Push defines push security mechanisms for uggpuint service contexts, and OTA-PTM as a newHROTA
protocol variant. Aspects of the defined push secarechanisms and Push Client configuration depenéd device
management object extension defined in [PushMOtkwhiepends on the OMA Device Management Enabler§DDOBJ]
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5. Protocol Variants

The Push OTA Protocol can be implemented to rutoprof:
WSP [[W-TCP]], as described in section 6
« HTTP 1.1 [RFC2616], as described in section 7
» SIP as described in section 8
e Point-to-Multipoint (PTM) bearer protocols MBMS, OWBCAST, and CBS, as described in section 9

The WSP variant, referred to as "OTA-WSP", proviftesboth connection-orientated and connectionpess$. Connection-
orientated OTA-WSP operates over WTP/IP, and cdiordess OTA-WSP operates over WDP/SMS or WDP/IP.

The HTTP variant, referred to as "OTA-HTTP", onlppides functionality for connection-orientated puand operates
over TCP/IP. If TLS [OMATLS] is implemented in camjction with OTA-HTTP to provide transport layerdby-hop
security, this protocol variant is referred to @TA-HTTP-TLS".

The SIP variant, referred to as “OTA-SIP”, providesctionality for connection-orientated push aodmectionless push.
Security for OTA-SIP is provided by the underlyi&tP/IP Core network as described in [SIPPush]. €otion-orientated
OTA-SIP operates over the SIP/(UDP or TCP) corgtahe and MSRP/TCP/IP in the user plane, and coioméess OTA-
SIP operates over the SIP/(UDP or TCP) controlglan

The PTM variant, referred to as “OTA-PTM”, providesnnectionless push service. The three variardsatg over
BCAST/FLUTE/IP, MBMS/TCP/IP, and WSP/CBS. Secufity content delivered via OTA-PTM is provided beth
underlying bearer transport protocols.

A terminal MUST support one of the connection-otéed services provided by OTA-WSP, OTA-HTTP, orA3S1P when
connection-orientated push is implemented, and M#port more than one. A Push Proxy Gateway MAYlamgnt all
variants in order to support a wide range of motateninals. The PPG MAY support the connectionsssices provided by
OTA-WSP, OTA-SIP, or OTA-PTM. A terminal that supfsoa connectionless bearer (e.g. SMS) MUST supputof the
connectionless services provided by OTA-WSP, OTR;®F OTA-PTM.

The following figure shows the protocol stack of fAush-OTA variants.

OTA-WSP OTA-HTTP OTA-SIP OTA-PTM
WSP HTTP SIP MSRP BCAST MBMS
WDP WDP/WTP TCP UDP/TCP TCP FLUTE FLUTE eP
SMS IP CBS
Bearer Network

Figure 3: Push-OTA Protocol Variant Stack
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6. Push OTA Protocol over WSP (OTA-WSP)

This section describes how OTA-WSP is implemenidids variant runs on top of WSP [W-TCP], and idailie for use
with low-bandwidth bearers that do not support TR SIP, e.g. SMS.

6.1 Service Primitive Definition
6.1.1 Notations

Notations for primitives and parameters follow tiegations defined in [W-TCP].

6.1.2 Service Primitive Overview
This section is informative.

The primitives defined in this section include bptish operational primitives and push managemémitpres. While the
push operational primitives are used to delivetteonfrom a server (also referred to as "PPG") ¢beat (also referred to as
"terminal”), the push management primitives areduseestablish and manage the push session.

Figure 4 demonstrates the layer-to-layer commuisicahrough the primitives.

Push Application

Push Operational
Primitives
Push
Management <4—J OTA-WSP
Primitives
W SP Service
Primitives

WSP

Figure 4: lllustration of Layer to Layer Communication
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6.1.3  Push Operational Primitives
6.1.3.1 Po-Push

This primitive is used to send information from #exver in an unconfirmed manner on a push sessiog the connection-
orientated service.

Primitive Po-Push
Parameter req | ind
Push Headers 0] C(=)
Authenticated 0] C(=)
Trusted 0] C(=)
Last 0] C(=)
Push Body 0] C(=)

Push Headers are defined in [PushMsg].
Authenticated indicates if the initiator URI is authenticatedthye server.

Trusted indicates if the push content is trusted by theese This provides a mechanism for a client taedate its trust
policy to the server (i.e. PPG).

Last is a hint to the client that this is the last naggsto send according to the server’s best knowletige client MAY
terminate use of the network bearer.

Push Body is the content in the push, which is semanticailyiealent to an HTTP entity body. Fush Body is empty, the
rest of the parameters MUST be inspected and @sgdf¢r bearer or cache control), if applicabléobethe emptyPush
Body is ignored.

Client Server
Provider

Po-Push.req

Po-Push.ind | ____---""7"

Figure 5: Unconfirmed Push
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6.1.3.2 Po-ConfirmedPush

This primitive is used to send information from g@ver in a confirmed manner on a push sessiog tise connection-
orientated service. It is the service user (eigntipush application) that confirms the push hsoking
Po-ConfirmedPush.res primitive when the service tedees responsibility for the push message. Is#wwice user can not
take responsibility for the push message, it MUS@rathe push operation by invoking the Po-PushAleg primitive
(6.1.3.3). The service provider MAY abort the pashbehalf of the service user at its discretiog.(éthe service user does
not respond).

Primitive Po-ConfirmedPush

Parameter req | ind | res [ onf
Server Push Id M - - M(=)
Client Push Id - M M(=) -
Push Headers 0] C(=) - -
Authenticated 0] C(=) - -
Trusted 0] =) - -
Last 0] C(=) - -
Push Body 0] C(=) - -
Acknowledgement Headers - - o] P(=)

Server Push Id is defined in S-ConfirmedPush primitive in [W-TCP]
Client Push Id is defined in S-ConfirmedPush primitive in [W-TCP]
Push Headers are defined in [PushMsg].

Authenticated indicates if the initiator URI is authenticatedthye server.

Trusted indicates if the push content is trusted by theese This provides a mechanism for a client taedate its trust
policy to the server (i.e. PPG).

Last is a hint to the client that this is the last naggsto send according to the server’s best knowletige client MAY
terminate use of the network bearer.

Push Body is the content in the push, which is semanticaijyiealent to an HTTP entity body. Hush Body is empty, the
rest of the parameters MUST be inspected and @sgdf¢r bearer or cache control), if applicabléobethe emptyPush
Body is ignored.

Acknowledgement Headersis defined in S-ConfirmedPush primitive in [W-TCP].

Client Server
Provider

Po-ConfirmedPush.req

Po-ConfirmedPush.ind | ____---="""
- —

Po-ConfirmedPush.res

\\\\\ Po-ConfirmedPush.cnf
= |

Figure 6: Confirmed Data Push
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6.1.3.3 Po-PushAbort

This primitive is used to reject a push operatibis part of theConfirmedPush facility. It is mapped directly to S-PushAbort
primitive in [W-TCP]. Only the following values fdhe Reason parameter SHOULD be used:

due t

Name Description

USERREQ aborted without specific causes, retriesvald

USERRFS aborted without specific causes, no retries

USERPND aborted because the push message can not be
delivered to the intended destination

USERDCR aborted because the push message is discarded
resource shortage

USERDCU aborted because the content type can not be
processed

6.1.3.4 Po-Unit-Push

This primitive is used to send information from gegver to the client in a unconfirmed manner @endbnnectionless
session service [W-TCP].

Primitive Po-Unit-Push
Parameter req | ind
Client Address M M(=)
Server Address M M(=)
Push Id M M(=)
Push Headers 0] C(=)
Authenticated 0] C(=)
Trusted (0] C(=)
Last 0] C(=)
Push Body 0] C(=)

Client Addressidentifies the peer to which the push is to be.sent

Server Address identifies the originator of the push.

Push Id MAY be used by the service users to distinguidivben pushes.

Push Headers are defined in [PushMsg].

Authenticated indicates if the initiator URI is authenticatedthg server.

Trusted indicates if the push content is trusted by theese This provides a mechanism for a client taedate its trust
policy to the server (i.e. PPG).

Last is a hint to the client that this is the last naggsto send according to the server’s best knowletige client MAY
terminate use of the network bearer.

Push Body is the content in the push, which is semanticaljyiealent to an HTTP entity body. Hush Body is empty, the
rest of the parameters MUST be inspected and @sgdf¢r bearer or cache control), if applicabléobethe emptyPush

Body is ignored.
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6.1.4 Push Management Primitives
6.1.5 Pom-Connect

This primitive is used to create a push sessiae@sested by the client. It is mapped to S-Conpeutitive in WSP [W-
TCP] with additional parameters.

Primitive Pom-SessionCreate
Parameter req | ind | res | onf
Server Address M M(=) - -
Client Address M M(=) - -
Client Headers 0] C(=) - -
Requested Capabilities 0] M - -
Server Headers - - (0] C(=)
Negotiated Capabilities - - (0] C(=)
Accept Application 0] C(=) - -
Bearer Indication 0] C(=) - -

Server Address identifies the server with which the push sesgdo be established.
Client Addressidentifies the client that will receive the pusintent.

Client Headers, Server Headers, Requested Capabilities, andNegotiated Capabilities are defined in $onnect primitive [W-
TCP].

Accept Application provides a list oApplicationIDs. The first Application in the list identifies tldefault Application-ID. If
the list is empty, or if the first element in thst lcannot uniquely identify an application (e.. WML User Agent is
assumed the default Application-ID.

Bearer Indication indicatesthe bearer type over which the push session iblegtad. The service user (e.g. server) MAY
use the information to make bearer selection datisiUse the well-known bearer type codes as dkfiman appendix of
[WDP].

6.1.5.1 Pom-Suspend

This primitive is used to request the push sedsidre suspended so that no activity is alloweds Phimitive is mapped
directly to S-Suspend primitive in WSP [W-TCP].
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6.1.5.2 Pom-Resume

This primitive is used to request the push sessitiich is previously suspended, to be resumed.rtapped directly on S-
Resume primitive in WSP [W-TCP].

Primitive Pom-Resume
Parameter req | ind | res | onf
Server Address M M(=) — _
Client Address M M(=) _ _
Client Headers 0] C(=) _ _
Server Headers - - (o) C(=)
Bearer Indication 0] C(=) _ _

Server Address identifies the server with which the push ses&die be established.

Client Addressidentifies the client that will receive the pusintent.

Client Headers andServer Headers are defined in [W-TCP].

Bearer Indication indicatesthe bearer type over which the push session iblestad. The service user (e.g. server) MAY
use the information to make bearer selection dawisiUse the well-known bearer type codes as dkfinan appendix of
[WDP].

6.1.5.3 Pom-Disconnect

This primitive is used to terminate a push sesdids.mapped directly on S-Disconnect primitiveifSP [W-TCP].

6.1.5.4 Pom-SessionRequest

This primitive is used by the server to requestishpsession to a client.

Primitive | Pom-SessionReques
Parameter req | ind
Client Address M M(=)
Server Address M M(=)
Push Headers M M(=)
SIA Content M M(=)

Client Addressidentifies the peer to which the session is reaqgest

Server Addressidentifies the address of the server.

Push Headers are defined in S-Push primitive in [W-TCP]. It ¢aims at least the following two headers,
« Content-Type: application/vnd.wap.sia
e X-Wap-Application-ld: x-wap-application:push.sia

SIA Content contains a list of Application-1D’s required for glusessions and a list of contact points. It igsexisl content
type as defined in section 8.
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6.2 Protocol Description

OTA-WSP provides foconnectionless andconnection-orientated push as described in subsequent sections.

6.2.1 Connectionless Push

The connectionless push must be performed throu§R W-Unit-Push [W-TCP], which is one of WSP conioattss
session service primitives. Two registered WDPPNDP], secure and non-secure ports, are resémveeery client
capable of connectionless push. The client MUSPsttghe non-secure port and MAY support the sepore If the secure
port is supported, WTLS MUST be supported on thee pTLS]. To accommodate server initiated WTLSnections, a
client supporting secure connectionless push MU&@ale to initiate the WTLS negotiation procesa assult of receiving
a Hello Request message [WTLS] on its registeredree/VDP port. In doing so, the client MUST usedhdress
quadruplet from where the Hello Request was origithal 0 protect against spoofing, the client SHOUldldate the Hello
Request by comparing the source address from wherdello request was originated with a pre-exgstist of contact
points for trusted servers. The client SHOULD igntire Hello Request if the validation fails.

6.2.1.1 Connectionless Push over SMS

In the case where connectionless push is to benpeefl over an SMS bearer type [WDP] then care nieelle taken over
the size of payload to be pushed. If the payloduetpushed using this bearer is large then ithwlautomatically segmented
over a number of smaller protocol PDUs [WDP].

In the case where there are a large number of #meabler PDU’s operational difficulties (volumermkssages, delays in
transit etc.) as well as concatenation issuesamtabile device (buffering, timeouts etc.) may accu

It is therefore recommended that the overall sfzeagload SHOULD be restricted to no more than 4Sfkessages. The
most efficient use of the SMS bearer type is ttrigthe message payload such that it may be etated in a single SMS
message. The server MUST support segmentatiahledist 4 SMS messages.

A client MUST support the reassemblyatfieast 4 SMS messages.
The restriction on payload size does not applyfmeamental content types or services.

The limits of the push content payload SHOULD beaaged by a PPG and are dependent on the beargsgypize and
push initiator.

6.2.2 Connection-orientated Push

The connection-orientated push MUST be performealigh the WSP S-Push (e.g. unconfirmed push) @oifirmedPush
of WSP session service primitives. A push sessitd8W be established to carry out those primitivepush session is a
WSP session on which the confirmed, unconfirmelath, push capability(ies) [W-TCP] is enabled.

The push session can use either secure or nonesgansport services. Server-side port numberseserved in [WDP] for
both options. WTLS MUST be used if the secure parisservice is required. The secure transporticeis required if
either the port number in a contact point is asteged secure port [WDP] or the secure transpantisated in a pre -
existing list of contact points for PPGs.

6.2.3 Application Addressing

The push content can be delivered to any applicatis identified by the Application-ID, in a clietn the case of
connectionless push, the push content is firsveedid to one of the registered WDP ports in thentlithe Push OTA-WSP
layer of the client is responsible to further detithe push content to the application as idetifig the Application-ID. For
the connection-orientated push, the push contdirsisielivered on the push session, the Push @I2® layer of the client
is responsible to further deliver the push conterthe application as identified by the Applicatitin

The default Application-ID is that of the WML UsA&gent for connectionless push, and also for conoegirientated push
unless another value is negotiated during puslicsesstablishment.
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6.2.4 Initiator Authentication

Push initiator authentication by the PPG may bécatdd to the terminal through the inclusion of Authenticated flag and
Initiator URI. That model of authentication is based on traresitiust established between the Pl and the clidrd.PPG
MUST positively authenticate the PI to use Suthenticated flag.

When receiving théuthenticated flag, the client MAY determine if the push initiatis trusted by comparing its list of
trusted initiator URIs with the authenticatiedtiator URI in the push message.

6.2.5 Trust Delegation

The PPG MAY include th&rusted Flag to indicate to the client that the content istedsbased on its best knowledge. The
client MAY trust the content if it has a pre-exiggitrust relationship with the Push Proxy Gateway.

6.2.6 Bearer Selection and Control

Bearer Type Indication provides means for the client to report the adbearer used on a particular session when therbeare
type cannot be inferred otherwise. The PPG MAY thgeinformation to support bearer selection iriraplementation
dependent manner.

Bearer control is facilitated with theast flag, whose presence provides a hint to the ctieatt this is the last message to send
according to the server's best knowledge. The th#AY terminate use of the network bearer.

6.3 Protocol Operations
6.3.1  Application Dispatching

When a client receives a push, it uses the ApjdindD to locate an application as identified by pplication-ID. For
connectionless push, the client dispatches the postent received on the registered WDP port tafi@ication identified

by the Application-ID. For connection-orientatedshuthe client dispatches the push content receindtie push session to
the application identified by the Application-ID.

6.4 Protocol Data Unit Definition
This section describes the protocol data unitetaded with OTA-WSP.

6.4.1 Header Based Protocol Data Unit

The header definition rules in this sub-sectiotofelthe rules in the HTTP [RFC2616] and ABNF [RFC3Bspecifications.
WSP compact encoding rules MUST be used to endwe for over the air efficiency.

6.4.1.1 Accept-Application

Accept-Application = "Accept-Application” ":" ap p-ranges
App-ranges = ( #app-id | "*")
; app-id as defined in [PushMsq]
; * means any Application-ID.
6.4.1.2 Bearer-Indication
Bearer-Indication = "Bearer-Indication" ":" bear er-type
Bearer-type = 2HEXDIG
; Bearer-type as defined in [WDP].

6.4.1.3 Push Flag
Push-Flag = "Push-Flag" ":" 1*7BIT
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; bit mask flags to indicate the following:
:1:initiator URI is authenticated.

; 10: content is trusted.

; 100: last push message.

; other: reserved for future use.
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7. Push OTA Protocol over HTTP (OTA-HTTP)

7.1 Protocol Overview

This section is informative.

This section describes how OTA-HTTP is implementeis. designed to run on top of HTTP 1.1 [RFC26X61d is intended
to be used in conjunction with bearers that supp6R/IP, e.g. GPRS. Due to the characteristicsGR/TP and HTTP, only
connection-orientated push is supported. Conndessrpush is accomplished using WSP (see sect2oh) 6.

Since this protocol variant relies upon the existeaf an HTTP server in the device, the deviceotgeferenced as "client"
in the subsequent sections, but instead simplyniteal" to avoid confusion.

The core features of OTA-HTTP consists of:

e [P connectivity procedure
The protocol is designed to work with mobile netiksthat support network initiated IP connectivisgablishment
procedures, and also with networks that solely uglgn the terminals’ ability to establish IP corthéty with the
network.

e TCP connection procedure
In order to accommodate various mobile network $yjgeg. with respect to IP address awarenessXéngle, a
dynamically assigned terminal IP address mightahelys be known by the PPG), the protocol provides
methods for establishing the TCP connection todseldor communication between the PPG and the tatmi

* Regigration
The term "registration" refers to a procedure whbeePPG becomes aware of the terminal’s currgralghties and
preferences. The information is conveyed using éeagnd may be stored in the PPG to avoid thahfbemation
is communicated in future transactions. The regfigtn procedure is always initiated by the PPG.

«  Content push
Delivery of content from the PPG to the terminahéi€omplished by using HTTP’s POST method. Hend&-O
HTTP relies upon the existence of an HTTP servéhérterminal, and an HTTP client in the PPG.

In addition to the functions listed above, OTA-HTpRVides a means to identify, and optionally antivate, both the PPG
and the mobile terminal during registration andmpdslivery. TLS may be used to provide additionghantication, data
integrity, and confidentiality. The term "OTA-HTTP:-S" is used when OTA-HTTP is used in conjunctiothW LS to
provide measures for secure push.

A mechanism for version control is also specifiedliow future extensions of the protocol.

7.2 Protocol Description
7.2.1 HTTP Compliance

A terminal implementing OTA-HTTP MUST implement tRE TP server features specified for a "WAP Termiima[W-
HTTP]. A PPG implementing OTA-HTTP MUST implemehetHTTP client features specified for a "WAP Proky[W-
HTTP].

7.2.2 TLS Compliance

A terminal implementing OTA-HTTP-TLS MUST implemethte TLS client features specified by [OMATLS]. £8
implementing OTA-HTTP-TLS MUST implement the TLSwer features specified by [OMATLS]. However, nittat
OTA-HTTP-TLS is OPTIONAL both for terminals and P®.G
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7.2.3 IP Connectivity Procedure
This section is informative.

Before a TCP connection between the PPG and tirénalr can be established, the terminal needs te lconnectivity
with the network. For example, a circuit must bkelshed for CSD, or a PDP context must be crefmie@PRS. The
terminal’s IP address does also need to be maderktmthe PPG.

In some networks it is possible to initiate thechinectivity establishment procedure from the nekwand by some means
find out what IP address the terminal has beemyasdi(e.g. if static IP addresses are used, avdkup in a RADIUS
server).

In contrast, some networks do not offer the kinfuofctionality described in the previous paragraptit might not be
available to the PPG. In that case, the PPG cah@ei$IR (see section ®) the terminal using either connectionless push
over a bearer where a well-known address can lik(esg MSISDN for SMS), or by using connectioneotated push if
applicable.

It is also possible that the terminal takes thedtive of its own accord to establish IP connédttiwith the network and then
establish a TCP connection towards the PPG. Incts the PPG does not need to send an SIR terthimal.

7.2.4 TCP Connection Procedure

In order to provide flexibility, OTA-HTTP offers twmethods for establishing one or more TCP conoestio be used for
registration and push delivery (such TCP connestime henceforth referred to as "active TCP coioe). These are:

e Terminal Originated TCP connection establishment method (TO-TCP)
This method provides the terminal with a meansstal#ish a TCP connection towards the PPG thabearsed for
subsequent registration and push delivery.

*  PPG Originated TCP connection establishment method (PO-TCP)
This method provides the PPG with a means to eske@ITCP connection towards the terminal thatbmansed for
subsequent registration and push delivery.

The TCP connection methods listed above are fudbscribed in the subsequent section. Either tig &Rhe terminal may
at any time close an active TCP connection.

7.2.4.1 TCP Connection Methods

This section describes the methods available &bksh an active TCP connection between the PPGhantrminal. The
source port SHOULD be assigned from the range padhyc ports [IANA]. The destination port MUST beetport specified
for the method utilised.

A terminal implementing OTA-HTTP MUST support themsecure, and MAY support the secure TO-TCP
(OTA-HTTP-TLS) methods. It MUST also support thenrsecure, and MAY support the secure PO-TCP (OTAHPFTLS)
methods.

A PPG implementing OTA-HTTP MUST support the noctge, and MAY support the secure TO-TCP (OTA-HTTIESY
methods. It SHOULD also support the non-secure MAY support the secure PO-TCP (OTA-HTTP-TLS) metho
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72411 The TO-TCP Method

This method allows a TCP connection establishethbéyerminal towards the PPG to be used as thesaE€P connection
(this implies that the terminal must be prepareckteive HTTP requests on this connection). Thérdegon port (in order
of precedence) is:

e aport specified in SIR (if present)
« aprovisioned port (if so provisioned) or anothert@greed by some implementation specific means

« one of the registered push ports (non-secure/secure

Terminal PPG
%00 uf

DynP = Dynamically assigned port =7

ProvP = Provisioned port E

RegP = Registered port —

SirP = Portin SIR ]mmmm

Establish (Active) TCP Connection

}| SirP/ProvP/RegP

Figure 7: The TO-TCP method

If a terminal establishes a TCP connection tow#itdsegistered secure port on a PPG, or anothéethairrequires TLS, the
terminal MUST establish a TLS session on that cotioe before it accepts any push content via thahection.

7.24.1.2 The PO-TCP Method

This method assumes that the terminal has IP ctimitgavith the network (or that the PPG can iniéidahe IP connectivity
establishment procedure via the network), andPitaddress is known by the PPG. A TCP connectiabkstied by the PPG
towards the terminal is used as the active TCP ection. The destination port (in order of precedgns:

« aprovisioned port (if so provisioned), or anothert agreed by some implementation specific means

< one of the registered push ports (non-secure/secure

Terminal PPG

DynP = Dynamically assigned port
ProvP = Provisioned Port %
RegP = Registered port L

ProvP/ | Establish (Active) TCP Connection |
RegP |‘ |

Figure 8: The PO-TCP method

If a PPG establishes a TCP connection towardsetistered secure port on a terminal, or anothertpat requires TLS, a
terminal supporting OTA-HTTP-TLS MUST establish BSTsession on that connection before it acceptpask content

via that connection.
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7.2.5 Terminal Registration

When an active TCP connection has been establtsétedeen the PPG and the terminal, the PPG mayydtraa query the
terminal for its capabilities and preferences. phsh specific capability and preference informatioR1) are carried in a set
of headers specified for this purpose. During thgistration procedure, the terminal and the PRGako identified and
optionally authenticated (see section 7.2.6).

Once the CPI has been conveyed to the PR&jistration context is established between the PPG and the termihal. T
registration context is defined within the scopeaaiertain Terminal-ID, and also the bearer useehwthe CPI was
conveyed. The CPIl may change within the boundafiasregistration context. Each CPI is identifigdabso-called CPITag,
which is computed by the terminal, providing the@PRith a means to store multiple identifiable Cfeisa registration
context.

The CPITag assumed to be valid by the PPG mightdeded inregistration requests(using the HTTP OPTIONS
method) made towards the terminal. If the assunf®d &) does not match the terminal's CPITag, drigf mot present, the
terminal's current CPI and CPITag will be convetethe PPG by using headers specified for this gaepOn the other
hand, if the CPITag matches, the information dagseed to be conveyed.

Similarly, the CPITag assumed to be valid by th&RRight also be included in subsequeash requests(using the HTTP
POST method) made towards the terminal. This pes/almechanism foegistration validation. The terminal should
reject the push request if the assumed CPITagmmesatch the terminal's CPITag. In this case & Will be made aware
of the terminal's actual CPITag and can then, legf@ends a new push request, either find theitatts current CPI in its
local storage or make a registration requestisf fitot found. On the other hand, if the CPITag mesg the push request is
accepted and no further communication is neededder to deliver the message.

The PPG SHOULD carry out the registration procedunen an active TCP connection has been establistmder to
identify/authenticate the terminal and find out athits capabilities and preferences.

7.25.1 Registration

PPG initiated registration is accomplished by segdin HTTP OPTIONS [RFC2616] request from the P&®e terminal,
using/wappush as Request-URI and an empt@STheader field. Th&X-Wap-Push-ProvURL header MAY be
included in the request. See section 7.2.5.4 fahéun details.

The response from the terminal MUST, unless itatsjéhe request (e.g. if authentication is reqyijreatiude the following
headers if nX-Wap-CPITag header is conveyed from the PPG to the terminal:

e CPI headers (optional headers specified in segtidrb.4)
« theX-Wap-CPITag header

These headers MUST also be included in the respgbagePITag is conveyed from the PPG to the teaindmd it does not
match the terminal's current CPITag.

The assumed CPITag can be conveyed from the PE@ terminal using either of these methods:
¢ include the CPITag in an SIR
¢ include the CPITag in th&-Wap-CPITag header in the OPTIONS request

The response to the OPTIONS request contains arPHRIFC2616] status code that reflects the outcohtiead request
(accepted, authentication required etc.). XAi&/ap-Push-Status  header (see section 7.4.2.1), indicating the ooécof
the registration request, MUST be included in #sponse to the OPTIONS request.
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The figure below shows an example of the procedaseribed above.

Terminal PPG

HTTP OPTIONS, X-Wap-CPITag = X () Ha

204 No Content, X-Wap-CPITag =Y, CP| Headers
X-Wap-Push-Status = 501, Accepted, CPITag mismatch

CPITag=Y P

7 //

~
A HTTP OPTIONS, X-Wap-CPITag =Y d OO
<€

204 No Content

X-Wap-Push-Status = 500, Accepted, CPITag match
CPITag=Y P

AN\

Figure 9: Registration (OPTIONS) request example

7.2.5.2 Registration Validation

This method is used in conjunction with deliverypokh content between the PPG and the termina tisenHTTP POST
method (see section 7.4), and is primarily usedwthe PPG assumes that the registration contexdiittains contains the
terminal's current CPI. The method can only be wgeeh the PPG knows the coupling between the igesntid the IP
address of the terminal it is sending the POSTestio, for example, if the PPG has performed élgéstration procedure, if
static IP addresses are used, or if the PPG igalsemmunicate with some network entity that pdes the coupling.

The terminal finds out if the PPG is aware of itsrent CPI by comparing its own CPITag with theumsed CPITag
conveyed from the PPG to the terminal. The assuiidag can be conveyed using either of these msthod

¢ include the CPITag in an SIR
¢ include the CPITag in th&-Wap-CPITag header in the POST request

If the CPITag assumed by the PPG matches the tafsgurrent CPITag, the terminal MUST attemptebtwtr the push
content to the addressed application and respoddssibed in section 7.4.2, and ¥&Vap-CPITag header MUST NOT
be included in the POST response.

In contrast, if the assumed CPITag does not mateherminal's current CPITag, the terminal SHOULBrsly discard the
message body of the request (i.e. the push contétite message body is discarded, the terminaSWldonvey its CPITag
to the PPG by including thé¢Wap-CPITag header in the response. If it accepts the medsadjyeit SHOULD include the
X-Wap-CPITag header in the response (see also the introduttisaction 7.2.5 for additional explanation on CPI
information lookup using the CPITag during registna validation).

If the assumed CPITag is not conveyed to the talnihe terminal SHOULD accept the message bodhelinessage body
is discarded the terminal MUST convey its CPITath®PPG by including theé-Wap-CPITag header in the response. If
it accepts the message body it SHOULD NOT inclimeXtWap-CPITag header in the response.

The response to the POST request contains an HRFEJ616] status code that reflects the outcombaifrequest
(accepted, authentication required etc.). XR&/ap-Push-Status  header (see section 8.4.2.1), indicating the oécof
the push/validation request, MUST be included mrdsponse to the POST request.
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The figure below shows an example of the procedaseribed above.

Terminal PPG

HTTP POST, X-Wap-CPITag = X, push content OO
Push content <
discarded 204 No Content, X-Wap-CPITag =Y
X-W ap-Push-Status = 256 Rejected, CPITag mismatch CP! with
CPITag=Y g I
cpl
HTTP POST, X-Wap-CPITag = Y, push content B Stomae
Push content < Yes No
accepted 204 No Content v
X-Wap-Push-Status = 400, Accepted, CPITag match Registration
CPITag=Y > Request

Figure 10: Registration validation (POST) example

7.2.5.3 The X-Wap-CPITag Header

As mentioned above, a specific CPITag value is tisedpresent a specific set of CPI header valzash time one or more
CPI headers change the terminal MUST re-computE€®i&ag before it is conveyed to the PPG. The C®liSa&arried in
theX-Wap-CPITag header discussed in section 7.2.5.1 and 7.2.5&2 ABNF [RFC2373] format of the header is:

X-Wap-CPITag = "X-Wap-CPITag" ":" CPItag
CPltag = 4*OCTET

TheCPltag value is a four octet truncated hash of the G, UST be computed as follows:
e concatenate all CPI header (see section 7.2.5l3¢v¢hat are sent in the response

< apply a hashing algorithm that generates at lefmiraoctet hash on the concatenated value. The-SIHHA]
algorithm is RECOMMENDED.

« use the first four octets of the output
» generate th€PITag by base64-encoding these four octets

This specification does not specify how the CPIldeea@oncatenation should be done. However, a tatrBHOULD ensure
that it is done in a consistent manner so thattaiceset of CP| header values always resultsérsime concatenated value
(and thereby the same CPITag). For example, if @glfiepresents the terminal's CPI when English iscsatieas the most
preferred language, and the user switches to Stvedid thereby computes a new CPITag, a succeedifitpG

computation should result in CPITafjthe user chooses to switch back to English (aésg all other CPI headers remaining
unaltered).

7.25.4 The X-Wap-Push-ProvURL Header

If the PO-TCP method was used to establish theediCP connection, and the terminal supports WAiBioning
[PROVARCH], this OPTIONAL request header providles PPG with a means to inform the terminal abduithv
configuration context it should use (to obtain dppropriate Terminal-ID, authorization credentialks,) by indicating the
configuration context’®rovURL [ProvCont].
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A ProvURL value can be empty, which is indicated by inclgdam empty<-Wap-Push-ProvURL header in the request.
A terminal MUST NOT interpret the absence of ¥#®Vap-Push-ProvURL header as if a configuration context with an
emptyProvURL value is indicated. If the header is absentlifisto the discretion of the terminal to selectéable
configuration context, or use other means to otappropriate configuration parameters.

The X-Wap-Push-ProvURL header does only need to be included in theHifSEP request sent towards the terminal
within the scope of a specific active TCP connectstablished using the PO-TCP method. This altbederminal to
associate that active TCP connection with a ceRaavURL until the connection is closed.

The ABNF [RFC2373] format of the header is:

X-Wap-Push-ProvURL = "X-Wap-Push-ProvURL" ":" ProvU RL
; ProvURL as defined in ProvCont

If the X-Wap-Push-ProvURL header is present, and the terminal supports WhWaRigtoning, the following rules apply:

» If the specifiedProvURL is non-empty and it matches one of the termimalfgiguration contexts, the matching
configuration context MUST be used. If no match barfound, the terminal MUST reject the request ratdrn the
appropriate status code (257 or 302) inXAé/ap-Push-Status  header (see section 7.4.2.1).

» If the header is empty, it is left to the discratf the terminal to select the appropriate comigion context among
those having an empty ProvURL. If the terminal agrfimd a provisioning context with an empg@yovURL , the
terminal MUST reject the request and return the@miate status code (257 or 302) in the
X-Wap-Push-Status  header (see section 7.4.2.1).

If the X-Wap-Push-ProvURL header is present, and the terminal does not sU@P8®P Provisioning, the terminal MAY
reject the request and return the appropriatestaide (257 or 302) in th¢Wap-Push-Status  header (see section
7.4.2.1).

7.255 CPI headers

The following sub-sections define the headersdhatused to convey the terminal's CPI to the PPd&ssribed in previous
sections. All headers are OPTIONAL, and a termMAL include other headers among its CPI headeitssié wishes. If
any of the CPI headers listed in the following s@lstions are not present in the response to anags request, the PPG
MUST assume theilefault values.

All header format definitions are expressed usifaNA [RFC2373].
7.255.1 X-Wap-Push-Accept

Header Name: X-Wap-Push-Accept

Description: List of supported content types that can be cairisie the application/http entity body (see
section 7.4.1)

Format: X-Wap-Push-Accept = "X-Wap-Push-Accept" ":" Accept- value
; Accept-value identical with HTTP's Accept header value
; [RFC2616]

Default: application/vnd.wap.sia, text/vnd.wap.si
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7.2.55.2

Header Name:

Description:
Format:

Default:

7.2.5.5.3

Header Name:

Description:
Format:

Default:

7.255.4

Header Name:

Description:
Format:

Default:

7.2.5.5.5

Header Name:

Description:

Format:

Default:

7.2.5.5.6

Header Name:

Description:
Format:
Default:

X-Wap-Push-Accept-Charset

X-Wap-Push-Accept-Charset
List of supported content types character sets

X-Wap-Push-Accept-Charset = "X-Wap-Push-Accept-Char

""" Charset-value
; Charset-value identical with HTTP's Accept-Charset header
; value [RFC2616]

UTF-8

set"

X-Wap-Push-Accept-Encoding

X-Wap-Push-Accept-Encoding
List of supported transfer encoding methods
X-Wap-Push-Accept-Encoding = "X-Wap-Push-Accept-Enc
":" Encoding-value
identical with HTTP's Accept-Encoding header

oding"

; Encoding-value
; value [RFC2616]

identity

X-Wap-Push-Accept-Language

X-Wap-Push-Accept-Language
List of supported languages
X-Wap-Push-Accept-Language = "X-Wap-Push-Accept-Lan
":" Language-value

identical with HTTP's Accept-Language header

guage"

; Language-value
; value [RFC2616]

*

X-Wap-Push-Accept-AppID

X-Wap-Push-Accept-AppID
List of applications the terminal supports, wheaeteitem in the list is an application-id in

absoluteURI  format as specified in PushMsg. A wildcard'('may be used to indicate
support for any application (e.g. due to privacpaarns).
X-Wap-Push-Accept-AppID = "X-Wap-Push-Accept-ApplID"
"" (AppIDlist | "*")
AppIDlist = absoluteURI *("," SP absoluteURI)

*

X-Wap-Push-MsgSize

X-Wap-Push-MaxMsgSize

Maximum size of a push message that the termimaheadle. Value is number of bytes.
X-Wap-Push-MaxMsgSize = "X-Wap-Push-MaxMsgSize" ":" *DIGIT

1400
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7.25.5.7 X-Wap-Push-Accept-MaxPushReq

Header Name: X-Wap-Push-Accept-MaxPushReq
Description:  Maximum number of outstanding push requests tleatdiminal can handle

Format: X-Wap-Push-Accept-MaxPushReq = "X-Wap-Push-Accept-M axPushReq"
""" *DIGIT

Default: 1

7.2.5.5.8 X-Wap-Push-User-Agent Header

The X-Wap-Push-User-Agent response header fielthamninformation about the server responding &o@PTIONS
request originated by the PPG. This is for statibpurposes, the tracing of protocol violatioas¢d the automated
recognition of user agents for the sake of tailpROST requests in order to avoid particular Teafimitations in
conjunction with CPI headers.

This header SHOULD be included in all OPTIONS rewmas to the PPG. Furthermore, if included, the fralue MUST
NOT be empty. The field can contain multiple prochokens and comments identifying the agent arydsab products that
form a significant part of the user agent.

By convention, the product tokens are listed ireomf their significance for identifying the applion,[RFC2616].

X-Wap-Push-User-Agent = "X-Wap-Push-User-Agent" ": " 1*(product | comment)
Example:
X-Wap-Push-User-Agent: make/model

Note: the definition of user agent in this casedsthe same as application identifier.

7.2.5.6 CPI and User Agent Profile

The X-Wap-Profile and X-WAP-Profile-Diff headefdAPROF] MAY be included in the OPTIONS response. Theipgof
referenced by these headers should be resolveer éisepresolution rules specified in section 6.AJAPROF]. If, in the
resolved profile, a push component exists itskattds should used when establishing the clients l@®Vever attributes in
the resolved profile MUST NOT supersede the spe€if?l headers, defined in section 7.2.5.5, wheadahle (as per
section 8.1.2.3 UAPROF] ).

The headers (and associated attribute values)tasamhvey user agent profile informatippAPROF] MUST NOT be used
in the calculation of client’'s CPITag value, asidedl in section 7.2.5.1.

7.2.6 Mutual Terminal/PPG ldentification and Authentication

When an active TCP connection has been establ{skeedsection 7.2.4.1), the PPG SHOULD identifytdmminal to ensure
that pushed content is forwarded to the intendediteal. The terminal can also be authenticateddluested by the PPG.

A PPG uses a terminal's Terminal-ID to uniquelyniifg that terminal. The means for conveying therii@al-ID between
the terminal and the PPG are described in the gulksé sections, and it is formatted according éofttiowing rules:

» If the terminal supports WAP Provisioning [PROVARLCH MUST use the value of tHeXAUTH-ID parameter
[ProvCont] (or the fallback value if the parametemissing) if it is able to select the appropriebLOGICALin
the configuration context used.

» If the terminal does not support WAP Provisioniagif it fails to select the appropriaRXLOGICAL, the
Terminal-ID MUST be formatted in accordance withi¢@tID].

Similarly the terminal SHOULD identify the PPG toseire that content from non-desirable PPGs capjbeted.
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7.2.6.1 Un-authenticated Identification

The terminal MUST include its Terminal-ID in thesponse to the OPTIONS request (see section 7.218iig the
X-Wap-Terminal-ld header (see section 7.2.6.1.1), unless:

< authentication has been requested by the PPG the@ngWap-Authenticate header, implying that the
Terminal-ID will be conveyed as part of tkeWap-Authorization header (as described in section 7.2.6.2.2),
or

« the terminal requests the PPG to authenticatd @sealefined in section 7.2.6.2
For PPG identification purposes the terminal MA tise remote address of the active TCP connection.
7.26.1.1 X-Wap-Terminal-ld Header
This general header is used to carry the termifiefminal-ID. The ABNF [RFC2373] format of this o is:

X-Wap-Terminal-1d = "X-Wap-Terminal-Id" ":" Termina I-1ID
; Terminal-ID, a terminal identifier that MUST be f ormatted
; as defined in section 7.2.6

7.2.6.2 Authenticated Identification

The authentication schemes described in this seatlow the PPG to be authenticated by the tern@ndlvice versa. The
terminal (acting as an HTTP server) uses the méstmandefined in [RFC2617] to authenticate the P&gir{g as an HTTP
client), while similar methods are defined by thpecification to allow the PPG to authenticatetémminal ([RFC2617] only
specifies how an HTTP client can be authenticatedrbHTTP server).

7.2.6.2.1 PPG Authentication

For PPG authentication purposes, both the ternainéithe PPG MUST support the "basic" authenticaareme, and MAY
support the "digest" authentication scheme, asddfin [RFC2617].

The restrictions defined in section 0 apply touke of theV\WW-Authenticate header, with the following exception:
« realm MUST be the appropriate Terminal-ID value of tharinal requesting authentication
e domain MUST be/wappush

Further, the restrictions defined in section 7282 apply to the use of tiheithorization header with the following
exceptions:

e digest-URlI andMethod are used as specified in [RFC2617]

e username MUST include the identity of the PPG, formattedtasPX-LOGICAL.PROXY-ID parameter defined
in [ProvCont]

The terminal MAY use status code 401 "Unauthorizedequest the PPG to supply, or re-send, itsoaisédtion credentials.
7.2.6.2.2 Terminal Authentication

Terminal authentication is achieved by a mecharsisnilar to that described in [RFC2617], but modifi&o it can be used to
authenticate an HTTP server instead of an HTTRigland just like [RFC2617] it provides a meanskfoth "basic" and
"digest" authentication. Both the terminal and Bi®G MUST support the "basic" authentication schemnd,MAY support
the "digest" authentication scheme.

Challenges and credentials are carried betweeRRit2 and the terminal using the following two HT Teatlers (defined in
subsequent sections):

¢ X-Wap-Authenticate : used by the PPG to request terminal authenticatinal carry the challenge
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¢ X-Wap-Authorization : used by the terminal to carry its credentials.

To request authentication from the terminal, th&miludes theX-Wap-Authenticate header in a request sent to the
terminal. The terminal responds with its authoigatredentials in th&¥-Wap-Authorization header if it accepts the
challenge. The terminal MUST NOT include tkéVap-Authorization header in a response unlessXhe
Wap-Authenticate header was present in the corresponding request.

If the terminal does not accept the challenge begithe PPG it MUST respond with status code 412¢&ndition Failed”
and include amuth-param directive [RFC2617] in th&-Wap-Authorization header with the following ABNF
ABNF definition:

X-wap-auth-status = "x-wap-auth-status" "=" x-wap-a uth-status-value
X-wap-auth-status-value = "failed_retry" | "failed_ noretry"
The token failed_retry " indicates that the PPG MAY retry the request é&yding theX-Wap-Authenticate
header anew. If the field is set tiled_noretry " the PPG MUST NOT re-send tileWap-Authenticate

header.

If the PPG does not accept the credentials supplidtie terminal it MUST re-send the request amtliote the

X-Wap-Authenticate header with the-wap-auth-status field value set to the tokeffidiled_retry "or
"failed_noretry ". The token failed_retry " indicates that the terminal MUST either retryatathenticate itself by
re-sending thX-Wap-Authorization header or terminate the connection with the PPtelfield is set to
"failed_noretry ", the terminal MUST terminate the connection.

7.2.6.2.2.1X-Wap-Authenticate Header

The PPG uses thé-Wap-Authenticate header to request authentication from a termindlcarry the challenge. The
semantics of this header are as defined in [RFCR&IBFC2617] for theWWW-Authenticate header except that it is
included in requests instead of responses. Thewolly restrictions apply:

« realm MUST include the identity of the PPG, formattedlasPX-LOGICAL.PROXY-ID parameter defined in
[ProvCont]

e domain MUST NOT be used

e stale MUST NOT be used

e algorithm  MUST NOT be used

e qop-options  MUST NOT be used

e algorithm MUST be "SHA-1"
Thenonce parameter should be uniquely generated each lisé-Wap-Authenticate header is sent.
7.2.6.2.2.2X-Wap-Authorization Header

The terminal uses the-Wap-Authorization header to carry the authentication response lettietPPG. The
semantics of this header is as defined in [RFC26&h6][RFC2617] for thAuthorization header except that it is
included in responses instead of requests. Thewolly restrictions apply:

e username MUST include the appropriate Terminal-ID valuetlodé terminal being authenticated
e digest-URI  MUST be/wappush
e algorithm  MUST NOT be used

« cnonce MUST NOT be used
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¢ message-qgop MUST NOT be used
e nonce-count MUST NOT be used
e algorithm MUST be "SHA-1"
The computing of theequest-digest value is done as defined in [RFC2617] exceptHerfollowing:
e SHA-1 MUST be the hash algorithm used
e auth MUST be the quality of protection used
¢« Method in A2 MUST be the method used in the request ¢oimig the X-Wap-Authenticate header

« digest-uri-value in A2 MUST be theequest-uri [RFC2616] (in this caskvappush ) used in the
request containing thé-Wap-Authenticate header

7.2.6.2.3 Examples

A PPG desiring to authenticate a terminal usingésdt" authentication, when an active TCP connectambeen established,
sends theX-Wap-Authenticate header in the OPTIONS command request and andlysesrminal credentials part of
the X-Wap-Authorization header in the OPTIONS command response.

A terminal desiring to authenticate a PPG respavitlsstatus code 401 and includes Wg/W-Authenticate header in
the OPTIONS command response and analyses the RREéntals part of th&uthorization header, when/if the PPG
sends the request anew, before sending the respmtiselast OPTIONS request.
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The figure below illustrates the procedure whentémminal accepts an unauthenticated registragqoest:

Terminal PPG

HTTP OPTIONS, X-Wap-Authenticate

204 No Content, X-Wap-Authorization, OPTIONS response
X-Wap-Push-Status = 500/501 Accepted

Terminal
authenticated

HTTP POST, push content

204 No Content
X-Wap-Push-Status = 400/401 Accepted

a

Figure 11: Terminal accepts unauthenticated registtion request

As described above, the terminal may choose toestghe PPG to be authenticated before acceptéggistration request.
The procedure would then be as illustrated in itparé below:

Terminal PPG

HTTP OPTIONS, X-Wap-Authenticate

401 Unauthorized, X-W ap-Authorization, WWW -Authenticate
X-Wap-Push-Status = 300 Rejected

Terminal
authenticated

PPG HTTP OPTIONS, Authorization

authenticated

204 No Content, OPTIONS response
X-Wap-Push-Status = 500/501 Accepted

HTTP POST, push content

204 No Content
X-Wap-Push-Status = 400/401 Accepted

>

Figure 12: Terminal requests PPG authentication pror registration

In the case of "basic" authentication, the sameegstore can be used. It is then however also peskibthe PPG to include
the Authorization header without first receiving th@WW-Authenticate header (if the PPG includes it in the initial

OPTIONS, the extra roundtrip where the terminaliess the PPG to authenticate itself can be avpateilustrated in the
figure below.
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Terminal PPG

HTTP OPTIONS, Authorization, X-W ap-Authenticate

PPG
authenticated

204 No Content, X-W ap-Authorization, OPTIONS response
X-Wap-Push-Status = 500/501 Accepted

Terminal
authenticated

HTTP POST, push content

204 No Content
X-Wap-Push-Status = 400/401 Accepted

>

Figure 13: Use of "Basic" authentication

The authentication scheme is of course not resttitd be used only with the first HTTP requests sethe terminal when
an active TCP connection has been establishedyitba used at any time and with any method if ddsir

7.3 Application Addressing

The PPG MUST address the terminal push applicdtioany push request using theappush abs_path as the URI of the
POST request (see section 7.4).

The terminal MUST use thé-Wap-Application-Id value to route the push request to the intendeticaion. When
no X-Wap-Application-Id header is provided, the terminal MUST assumettieintended application is the WML
user agent.

7.4 Content Push

Push messages are delivered to the terminal usengITTP POST method [RFC2616]. This section defthedormat for
the POST request and its corresponding response.

7.4.1 POST Request Format

The message body of the POST request, usiagpush as Request-URI and an empt@STheader field, carries the
content and headers to be delivered to the addfegg@ication (see section 7.3 for details aboptiegtion addressing)
enclosed in an application/http response entitylj&iFC2616]. The entity headers that may be useberapplication/http
entity body are defined in [PushMsg]. These headmsielivered end-to-end, i.e. from PI to termifiéle status-line in the
application/http entity body contains a status dedal for an HTTP response. TKeWNap-Push-ProvURL header MAY
be included in the request. See section 7.2.5.fufthrer details.

Request headers, besides those specified in thisfigation, are defined in [RFC2616].

TheX-Wap-Push-Info  header MAY be included in the POST request to egrpush specific information to the
terminal. It is described in the section below.
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7.4.1.1 The X-Wap-Push-Info Header

The X-Wap-Push-Info header is defined in PushMsig. & request header used in a POST request géme IPPG to
provide the terminal with the following indicatiorsgarding each particular push transaction:

e authenticated : used as thauthenticated Flag described in section 6.2.4. Thetiator URI mentioned in that
section is represented by tkeWap-Initiator-URI defined infPushMsq].

e trusted : used as thé@rusted Flag as described in section 6.2.5.
e last :used as thkast Flag as described in section 6.2.6.

e response :indicates that a message body MAY be includetthénresponse to the POST request. The terminal
MUST NOT include any message body in the respdbésitoken is not present.

7.4.2 POST Response Format

The response to the HTTP POST method MUST contatatas line reflecting the outcome of the requetitus codes 200
and 204 are equivalent in the respect that thely indlicate that the addressed terminal applicdtemaccepted the push
content for processing. Status code 204 "No Cohtenised if the response does not contain a medsady, and status
code 200 "OK" is used if a message body is inclytleel response MAY contain a message body if tHe Biplicitly
permits it in the corresponding request as destiibsection 7.4.1.1 — however, neither the costemtr the use, of the
message body is specified by this specification).

Other allowed status codes, reflecting the outcofitbe HTTP POST request, are defined in [RFC2616¢
X-Wap-Push-Status  header (see section 7.4.2.1) MUST be includelerrésponse to reflect the outcome of the push
submission.

Response headers, besides those specified imp#tsisation, are defined in [RFC2616].

7.4.2.1 The X-Wap-Push-Status Header

TheX-Wap-Push-Status  header is used to indicate the outcome of a ragjish request or a push request, i.e. it is used
to convey statuses not pertaining to HTTP. The @eRtUST be included in responses to all registraind push requests.
The ABNF [RFC2373] format is:

X-Wap-Push-Status = "X-Wap-Push-Status" ":" Status- Line
Status-Line = Status-Code SP Reason-Phrase

Status-Code = 3DIGIT

Reason-Phrase = *VCHAR

; Status-Code values are defined in the table below

; Reason-Phrase is an appropriate textual phrase (o ptional)
; Example: X-Wap-Push-Status: 237 Resource Shortage

; Status-Code 234-299: Push request rejected

; Status-Code 300-399: Registration request rejecte d
; Status-Code 400-499: Push request accepted
; Status-Code 500-599: Registration request accepte d

; Status-Code 600-699: General rejection reasons
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The followingStatus-Code  values are allowed in theéWap-Push-Status  header:

Status Code |HTTP Method | Retries Allowed" | Description

234 POST Yes Push request rejected, see USERRE®€gion 6.1.3.3

235 POST No Push request rejected, see USERRFStiN$6.1.3.3

236 POST No Push request rejected, see USERPNEXiins 6.1.3.3

237 POST Yes Push request rejected, see USERDEE DN 6.1.3.3

238 POST No Push request rejected, see USERDCettios 6.1.3.3

256 POST No Push request rejected, CPITag not present or
mismatching

257 POST No Push request rejected, matching provisioning camet
found

300 OPTIONS Yes Registration request rejectedesetilowed

301 OPTIONS No Registration request rejected, triege

302 OPTIONS No Registration request rejected, matching provisignin
context not found

400 POST N/A Push request accepted, CPITag no¢prres matching

401 POST N/A Push request accepted, CPITag mismatch

500 OPTIONS N/A Registration request accepted, @glhatching

501 OPTIONS N/A Registration request accepted, CPITag not present g
mismatching

600 2 N/A Request rejected, the terminal does not support the
OTA-HTTP version indicated by the PPG

* Indicates if the PPG may re-send the request without changes
2 Any method
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7.4.3 Example

Below is an example of a push request containiBgraice Indication that allows the user to invois&ter email service:

POST /wappush HTTP/1.1

Host:

Date: Tue, 31 Jul 2001 10:13:05 GMT
Content-Type: application/http
Content-Length: 504
X-Wap-Push-OTA-Version: 1.0

HTTP/1.1 200 OK

Date: Tue, 31 Jul 2001 10:13:00 GMT
Last-modified: Tue, 31 Jul 2001 10:13:00 GMT
Content-Language: en

Content-Length: 268

Content-Type: text/vnd.wap.si
X-Wap-Application-Id: x-wap-application:wml.ua

<?xml version="1.0"?>

<IDOCTYPE si PUBLIC "-//WAPFORUM//DTD SI 1.0// EN"
"http://www.wapforum.org/DTD/si.d td">
<si>
<indication href="http://www.xyz.com/email/123/abc wml"

created="2001-07-31T710:13:00Z"
si-expires="2001-08-07T10:13:00Z">You have 4
new emails</indication>
</si>

If the terminal accepts the request, the respormsgdiook like:

HTTP/1.1 204 No Content
X-Wap-Push-Status: 400 Accepted
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7.5 Version Control

The OTA protocol over HTTP provides a simple med$m@mrfor protocol version discovery by using a <majeminor>
numbering scheme. The <major> and <minor> numbwesald be interpreted as integer values, implyireg thg. 3.5 is a
lower version than 3.12. A star (*) MAY be used<asinor> version to indicate support (or acceptaticepll <minor>
versions for a given <major> version.

The <minor> number is incremented when the newesiae still can be used to communicate with a pP®G/terminal)
supporting a lower <minor> version with identicahgor> version, although optional features mightwork.

The <major> version is incremented when the prdtscchanged in a manner that the new version dammaosed with the
current version. Two parties should not expecte@ble to communicate using protocols with différemajor> version
numbers.

The version numbers supported are conveyed usa§-ivap-Push-OTA-Version  header. The ABNF [RFC2373]
format is:

X-Wap-Push-OTA-Version: "X-Wap-Push-OTA-Version " " :" supported-versions
supported-versions = version-number *(*," version-n umber)
version-number = *DIGIT "." ((*DIGIT) / "*")

; Example: X-Wap-Push-OTA-Version:1.0,1.3,2.*,3.4

The version numbers are listed in order of prefesewith the most preferred first.

The X-Wap-Push-OTA-Version  header MUST be included in an HTTP responsewfi$ included in the corresponding
request. The header MUST be present in the firsEtHAequest sent over an active TCP connectionMekhd be present in
subsequent requests.

If the terminal is not willing to accept any of thersions indicated by the PPG, the terminal MUETude the
X-Wap-Push-Status  header with the value 600 and an appropriate &xbessage (e.g. "Version Not Supported") in the
response.

The version specified by this specification is 1.0.

7.6 Bearer Indication

The terminal might choose to register with a PP@gudifferent bearers. For example, the SIR medmargrovides a means
for the PPG to advertise different desired bearel® used by the terminal when establishing Imeotivity with the
network (see section 10.1).

The registration mechanism provides a means focltaet to report which bearer it used when it bisaed IP connectivity
as described below. This information MAY be usedh®yPPG to perform bearer selection (e.g. delieésome bulky
content might not be feasible over the most coimstthbearers).

The terminal MUST indicate the bearer used duregjstration by including th¥-Wap-Bearer-Indication header in
the response to the OPTIONS method (see sectidh )2

7.6.1 X-Wap-Bearer-Indication Header

The terminal uses the-Wap-Bearer-Indication header to indicate the bearer used for a particatistration. The
ABNF [RFC2373] format of this header is:

X-Wap-Bearer-Indication = "X-Wap-Bearer-Indication" """ bearer-type
Bearer-type = 2HEXDIG
; Bearer-type as defined in WDP
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8. Push OTA Protocol over SIP (OTA-SIP)

See [SIPPush] for the general description of Sigetdush protocols specified for use by OMA enabline following
subsections modify and extend the requirementsigefin [SIPPush], for the enabler-specific detafl©TA-SIP as a SIP
Push based enabler.

Except as modified and/or extended here:

¢ OTA-SIP supporting terminals (referred to subsetjyers Push Clients) MUST implement the functioh®osh
Receiver Agent as described in [SIPPush].

e OTA-SIP supporting PPGs MUST implement the fundiohPush Sender Agent as described in [SIPPush].

8.1 Protocol Overview

See [SIPPush] for an overview of SIP-based Pusiogots specified for use by OMA enablers.

8.2 Protocol Description

8.2.1 IMS Communication Service Identifier

When the SIP/IP Core corresponding to 3GPP IMSGPB2 MMD networks, the IMS Communication Resoudmntifier
(ICSI) “urn:urn-7:3gpp-service.ims.icsi.omapush” MU be used as a tag value within the +g.3gpp.&fsredia feature tag
by Push Clients and PPGs, in all circumstanceshiciwthe ICSI is specified to be included.

(editor note: urn:urn-7:3gpp-service.ims.icsi.omapush registration with 3GPP is pending)

8.2.2 Registration
The Push Client MUST register with the SIP/IP Qagpen device startup, or when possible.

If a Push Client has access to an SMS-capable netwd®IAY postpone registration until necessaryatil directed to
register by reception of a SIR. A Push Client whichlonger has access to an SMS-capable networkTMe@ister with the
SIP/IP Core as soon as possible. If a Push Cliznilicess to an SMS-capable network, it MAY postpegistration until
necessary or until directed to register by receptioa SIR.

The REGISTER message MUST follow the rules andgatages as defined in SIP Push.

SIP REGISTER messages MUST include a Push Restientfier of each active push application (i.ettls ready to
receive Push messages) in the Contact headerlues \of feature tag g.oma.pusheventapp.

8.2.3 SIP OPTIONS
8.2.3.1 Push Client

SIP OPTIONS messages MUST be sent immediately stfiigressful registration, or after receiving a &guest.

SIP OPTIONS messages MUST be sent to all of the?iaGhe Push Whitelist, or the default PPG if thesh Whitelist is
not defined.

SIP OPTIONS messages MUST follow the rules andqufores as defined in SIP Push.

SIP OPTIONS messages MUST include a Push Resadeaéfier for the targeted push application in Aweept-Contact
header, as the value of feature tag g.oma.pustegyent
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The Push Client MAY include specific Push Resoddantifier in a subset of the PPG’s to which SIPTGPNS is sent, e.g.
to relate push applications with specific PPG’arify one SIP OPTIONS is sent, it MUST relate eflistered push
applications to the target PPG.

When the SIP/IP Core corresponds to 3GPP IMS oPEIMD networks, the IMS Communication Resourcentdier
(ICSI) “urn:urn-7:3gpp-service.ims.icsi.omapush” MU be included by the Push Client in the OPTIONSsage as a tag
value within the +g.3gpp.icsi-ref media feature. tag

If compressions is supported the compression chigedbiSHOULD be disclosed in the Accept-Encodimgtier as specified
in [RFC3261].

8.2.3.2 PPG

The PPG MUST verify that the SIP OPTIONS messageteg.oma.pusheventapp feature tag defined iAdbept-
Contact header.

The PPG MUST respond to a SIP OPTIONS messagediegdp the rules and procedures as defined inPsish.

If the PPG is not able to support a spedtficsh Application ID requested in SIP OPTIONS, tR&FSHALL exclude the
rejected Push Application ID from its responsett® $IP OPTIONS. Reasons for rejection are impleatiemi/service
specific, e.g. detection of an application confietween multiple registered terminals of the saser.

When receiving a SIP OPTIONS message the PPG MuUigé&ss a third-party REGISTER is delivered, sulbgcto the reg-
event package for the P-Asserted-ldentity in the GPTIONS message from the SIP/IP core defingdarVia header.

8.2.4  SIP MESSAGE Method (Pager-Mode Push)
The SIP MESSAGE method is used in OTA-SIP for catinaless push.

8.2.4.1 PPG
The SIP MESSAGE message handling MUST follow tHesrand procedures as defined in SIP Push.

A PPG MAY know the registration status of a Pusteid] e.g. via S-party registration reg-event package subscripa®n
defined in [SIPPush], or other unspecified meanBP& that is unsure of the registration statuskidish Client SHOULD
NOT send a SIP MESSAGE to a Push Client untila 882 OPTIONS message has been received. A PP@&rbais the
registration status of a Push Client MAY send SIPS3AGE without prior reception of SIP OPTIONS.

When the SIP/IP Core corresponds to 3GPP IMS oPZa®MD networks, the IMS Communication Resourcentifier
(ICSl) “urn:urn-7:3gpp-service.ims.icsi.omapush” MU be included by the PPG in the SIP MESSAGE ag adlue
within the +g.3gpp.icsi-ref media feature tag.

SIP MESSAGE for Pager-Mode Push MUST include a RRestource Identifier for the targeted push appboain the
Accept-Contact header, as the value of featurgmma.pusheventapp.

SIP MESSAGE for Pager-Mode Push requests MUST goRtash Content embedded as described in secdoh 8.

When the PPG has positive knowledge that the pliestt supports compression (for example through
SIP OPTIONS or) then the content MAY be compressfdre sending. If compression is used then a
compression method supported by the push client MliSused and the Content-Encoding header as
defined in [RFC3261] MUST be set accordingly.

The PPG MAY consider reception of 200 OK in resgoiassSIP MESSAGE as a confirmation of push mesdatieery to
the Push Client, but not to the targeted push agitin.

8.2.4.2 Push Client

The SIP MESSAGE message handling MUST follow tHesrand procedures as defined in SIP Push.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-PushOTA-V2_3-20111122-A Page 46 (90)

The Push Client MUST deliver the content of the sagg to the application indicated by the valuénefRush Resource
Identifier and IMS Application Reference Identifiéfrspecified.

Note: If the Push client is not able to deliver tdmatent to the application there will no inforneatiabout this sent back to
the PPG, as the 200 OK is sent back on the acaaptdrihe SIP MESSAGE not on the delivery to theliaption.

8.2.5 SIP INVITE/MSRP Method (Session-Mode Push)

The SIP INVITE/MSRP method is used in OTA-SIP fonoection-orientated push.

8.25.1 PPG
The SIP INVITE message handling MUST follow theesuind procedures as defined in SIP Push.

A PPG MAY know the registration status of a Pustei@] e.g. via $-party registration reg-event package subscrip®n
defined in [SIPPush], or other unspecified meanBP& that is unsure of the registration statusRdigh Client SHOULD
NOT send a SIP INVITE to a Push Client until a r&\R OPTIONS message has been received. A PPGribaskhe
registration status of a Push Client MAY send NIITE without prior reception of SIP OPTIONS.

The SIP INVITE message SHALL include the option ‘tager' in the Supported header according to ratesprocedures of
[RFC4028]

The SIP INVITE message SHOULD include the Sessippiies header with the refresher parameter setéo™according
to rules and procedures of [RFC4028] . The “uadli®andicates that the PPG is responsible for sbfregy the session if it
exceeds the session timer. The PPG SHALL suppssiaerefresh as described in [RFC4028].

SIP INVITE requests sent to setup an MSRP sessio8dssion-Mode Push MUST include a Push Resodestifier for
the targeted push application in the Accept-Cortiaeider, as the value of feature tag g.oma.pustegen

In the SIP INVITE, the PPG MUST include the followi SDP parameters as defined in draft-ietf-mmugetfansfer-mech
and as clarified in this section:

«  Protocol Version (“v="), Origin (“0="), Session Nan“s=", Connection Data ( “c="), Times: “t=0 Gdnd Media
Announcements ( “m=")
« Fixed Session Attributes (the same for every MS&43isn)
0 ‘“a=setup: passive”
o ‘“a=sendonly”
0 ‘“a=accept-types: message/vnd.oma.push *”
« Variable Session attributes (specific to the MSB§s®N)
o0 ‘“a=path:” set to the MSRP session URI of the PPG
o ‘“a=file-transfer-id:" set to a new globally uniquendom identifier value associated with the curkugh
transaction
o ‘“a=file-selector” with selectors
= “name:” set to the name of the push message tenteby the PPG
=  “type:a” set to the MIME type of the push messagbéd sent via MSRP
= ‘“size:” set to the size of the push message
= ‘“hash:” set to the SHA-1 hash of the push message
o ‘“a=file-date:” with value for the push message

The “a=accept-types” attribute:

e MUST include the “message/vnd.oma.push” MIME type
*  MUST include the “message/cpim” MIME type or “*” pflRFC4975]
e MAY include other MIME types accepted by the PPG.

The file-selector “name” attribute MAY be includbgl the PPG, e.g. as a human-readable descriptichdd®ush
transaction.

The file-selector “type” attribute MUST be set hetMIME type of the Push content.
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The file-selector “size” attribute MUST be set e tsize in bytes of the Push content.

The file-selector “hash” attribute MAY be includeskt to the SHA-1 hash of the push message. leptethe Push Client
MAY use the hash to validate the Push content fategived in the MSRP session.

If a related PAP push request [PushPAP] contairfé@st-Modified” header, the “a=file-date” attriliMUST contain an
equivalent “modification” parameter. Otherwise, thefile-date” attribute MAY contain an “creatiomwt “modification”
value as appropriate for the push request.

MSRP messages sent by the PPG MUST contain a ginglemessage embedded as described in secti@n 8.4.
Push messages MUST be sent in MSRP SEND requests.
Push messages MAY be sent in several chunks asiegés [RFC4975].

When the SIP/IP Core corresponds to 3GPP IMS oPZa®MD networks, the IMS Communication Resourcentifier
(ICSlI) “urn:urn-7:3gpp-service.ims.icsi.omapush” MU be included by the PPG in the SIP INVITE asgavue within
the +g.3gpp.icsi-ref media feature tag. For condidnPush, the PPG SHALL request delivery confirmmabig adding a
Success-Report header set to yes in the MSRP SEbH3age.

The PPG MAY add a response token to the X-Wap-Pofshheader and a Success-Report header set 1o fles MSRP
SEND message to enable Push Client responses eviterit body in MSRP REPORT. In this case the pus$sage content
MUST be encapsulated into a message/vnd.oma.pudia type as specified in [PushMsg].

When the PPG has positive knowledge that the pliestt supports compression (for example through@GHTIONS or
UAProf) then the content MAY be compressed by tR&PIf compression is to be used then the compidgaseh message
content MUST be encapsulated into a message/vndhostamedia type as specified in [PushMsg]. Thet&urEncoding
header MUST be set according to the compressiohadatsed.

If the PPG receives MSRP REPORT including a “Sta@08 200 OK” line, the PPG SHALL consider thisirgdication of
successful delivery to the targeted push applinat@onversely, if the MSRP REPORT includes a nob-2@tus code, the
PPG SHALL consider this as a failure to deliver plish message to the targeted push application.

The PPG SHALL ignore unexpected MSRP REPORT message

The PPG SHALL accept a content body in a MSRP REP@®Rssage if an optional response was allowedheexXiWap-
Push-Info header.

8.25.2 Push Client

The SIP INVITE message handling MUST follow theesuind procedures as defined in SIP Push.

The Push Client MUST deliver the content of the NPSRessage to the application indicated by the wafitiee Push
Resource Identifier and IMS Application Referenderitifier (if specified) of the SIP INVITE.

If the Push Client accepts the SIP INVITE, it MUSdnd the following SDP parameters in the a SIPQRGesponse as
defined in draft-ietf-mmusic-file-transfer-mech aasl clarified in this section:

« Protocol Version (“v="), Origin (“0="), Session Nan“s=", Connection Data ( “c”), Times: “t=0 0"nd Media
Announcements ( “m=")
« Fixed Session Attributes (the same for every MS&43isn)
0 ‘“a=setup: active”
o ‘“a=recvonly”
0 ‘“a=accept-types: message/vnd.oma.push *”
e Variable Session attributes (specific to the MSB&s®N)
0 ‘“a=path:” set to the MSRP session URI of the Pukén€
o ‘“a=file-transfer-id:” as sent by the PPG
o ‘“a=file-selector” as sent by the PPG
o ‘“a=file-date:” as sent by the PPG
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The “a=accept-types” attribute:

¢ MUST include the “message/vnd.oma.push” MIME type
e MUST include the “message/cpim” MIME type or “*” pflRFC4975]
¢« MUST include “*" or the specific MIME types accept®y the Push Client for the targeted push apjdinat

The file-transfer-id SDP attribute MAY be used hg tPush Client to recognize a Push message ititleasia received. If the
Push Client recognizes that it has already receavBdsh message, it MAY reject the current SDF tffesetting the port
number to 0 in the “m="line, as described in diaff-mmusic-file-transfer-mech.

If the Success-Report header in the MSRP SEND stdsiset to yes, and the push message is botivedasompletely and
accepted by the target application, the Push CNEBET send an MSRP REPORT including a “Status: 200 OK” line.
The MSRP REPORT MUST refer to the entire push nggssa

If a X-Wap-Push-Info header with a response tokehaSuccess-Report header set to yes is presd MSRP SEND
message, the Push Client MAY add a content bodygdMSRP REPORT.

If the Failure-Report header in the MSRP SEND regjiseset to yes, and the push message was edhezaeived
completely or not accepted by the application,Rheh Client MUST send an MSRP REPORT includingporapriate non-
200 message. The MSRP REPORT MUST refer to theegmtish message.

8.3 Application Addressing

Application addressing for OTA-SIP occurs via tfush Resource Identifier” described in [SIPPush].

8.4 Push Message Delivery

This section describes the methods of deliverirghpuessages in OTA-SIP.

8.4.1 Embedded Push Message

If there is any push message header which cantidggped to an equivalent header in the SIP MESSAQ#SRP SEND
then the push message SHOULD be embedded into ssage/vnd.oma.push” media type as described invRgh
Otherwise the message MUST be directly embeddéukasntity body of the SIP MESSAGE or MSRP SENDe MiME
type of the push message MUST be indicated by theebt-Type header of the SIP MESSAGE or MSRP SEAY. push
message headers MUST be mapped to equivalent Bezfdée SIP MESSAGE or MSRP SEND if direct embadds
done. Such push message headers may include tfessmpin a related PAP request [PushPAP], defiydePushMsg], or
defined for use with a specific push content typiesh message headers that cannot be mapped talequiveaders of the
SIP MESSAGE or MSRP SEND include at least:

¢ “Last-modified”: for push messages sent via SIP MESSAGE. For puskages sent via MSRP, this header is
mapped to the “file-date” SDP attribute in SIP IN.

*  “X-Wap-Initiator-URI": like all legacy WAP Push-OTA headers, this headert compatible for use in SIP
or MSRP directly.
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8.4.1.1 The X-Wap-Push-Info Header

The X-Wap-Push-Info header is defined in PushMsig. & push message header sent by the PPG taeriné terminal
with the following indications regarding each pautar push transaction:

e authenticated : used as thauthenticated Flag described in section 6.2.4. Thetiator URI mentioned in that
section is represented by tkeWap-Initiator-URI defined in PushMsqg].

e trusted : used as thé@rusted Flag as described in section 6.2.5.
e last :used as thkast Flag as described in section 6.2.6.

« response :indicates that a message body MAY be includethénresponse. The terminal MUST NOT include any
message body in the response if this token is restemt.

Since Push messages sent via the SIP MESSAGE meéthioot support a message body in the responsegdpense token
MUST NOT be sent if the SIP MESSAGE is used, andSWie ignored by a OTA-SIP Push Client if received.

8.4.2 Indirect Push Message

Content indirection can be used with SIP MESSAGE, fer content too large to be carried in the BIESSAGE (>1300
bytes). When using content indirection, the PPG Nilitlirectly reference the Push message througloitde
message/external-body Content-Type header in tR&VEHSSAGE per [RFC4483], and include the Contergiellyeader for
the Push message included in the SIP MESSAGE leogy,

Content-Type: message/external-body; ac cess-type="URL";
expiration="Mon, 24 June 2002 09:00 :00 GMT";
URL="http://psa.domain.com/a3cd20b8 ae7f"

<CRLF>

Content-Type: text/vnd.wap.si

<CRLF>

The PPG MAY include other applicable headers ferRlush message in the SIP MESSAGE body, as definfiRFC4483].
If there are non mappable headers then the indire&HOULD be embedded into a “message/vnd.oma’pusksage, e.g.

Content-Type: message/vnd.oma.push

<CRLF>

X-Wap-Initiator-URI: http://www.yourfri endlyserviceprovider.com/yourmail

Content-Type: message/external-body; ac cess-type="URL";
expiration="Mon, 24 June 2002 09:00 :00 GMT";
URL="http://psa.domain.com/a3cd20b8 ae7f"

<CRLF>

Content-Type: text/vnd.wap.si

<CRLF>

8.4.3 Examples
8.4.3.1 Push Request via SIP MESSAGE

Below is an example of a push request containiBgraice Indication that allows the user to invokeaé service via a
browser.

MESSAGE sip:user@domain.com;gr=urn:uuid:f81d4fae-7d ec-11d0-a765-00a0c91e6bf6" SIP/2.0
Via: SIP/2.0/UDP psa.domain.com;branch=z9hG4bK776sg dkse

Max-Forwards: 70

P-Asserted-Identity: sip:psa@domain.com

From: <sip:psa.domain.com>;tag=49583
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To: “Bob” <sip:user@domain.com;tag=456248 ;gr= urn: uuid:f81d4fae-7dec-11d0-a765-
00a0c91e6bf6>

P-Asserted-Service: urn:urn-7:3gpp-service.ims.icsi .omapush

Supported: gruu

Accept-Contact: *; +g.3gpp.icsi-ref="urn%3Aurn-7%3A 3gpp-service.ims.icsi.omapush"”,

+g.oma.pusheventapp="wml.ua”
Call-ID: 723459815768908@998sdasdh09
CSeq: 1 MESSAGE
Date: Tue, 31 Jul 2001 10:13:05 GMT
Content-Language: en
Content-Type: text/vnd.wap.si
Content-Length: 301
<CRLF>
<?xml version="1.0"?>
<IDOCTYPE si PUBLIC "-//WAPFORUM//DTD SI 1.0// EN"
"http://www.wapforum.org/DTD/si.d td">
<s|>
<indication href="http://www.xyz.com/email/123/abc wml"
created="2001-07-31T10:13:002"
si-expires="2001-08-07T10:13:00Z">You have 4 ne w emails</indication>
<[si>
<CRLF>

If the terminal accepts the request, the respormsgdiook like:

SIP/2.0 200 OK

Via: SIP/2.0/TCP proxy.domain.com;branch=z9hG4bK123 dsghds;received=192.0.2.1
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse;received=192.0.2.4
Max-Forwards: 70

From: <sip:psa.domain.com>;tag=49583

To: Bob <sip:user@domain.com> ;gr=urn:uuid:f81d4fae -7dec-11d0-a765-
00a0c91e6bf6>;tag=456248

Supported: gruu

Call-ID: 723459815768908@998sdasdh09

CSeq: 1 MESSAGE

Content-Length: 0

8.4.3.2 Push Request via MSRP

Below is an example of a push request via MSRPtaiaing a Service Indication that provides somé &exi a link.

The PPG sends the SIP INVITE to the Push Cliefite GRUU URI parameter (“gr=...") is included if a GRWvas
assigned during registration. The Call-ID is setthe Call-ID assigned by the Push Client wheedgiistered. The
requirements of the implementing enabler/applicatiefine the values of the Accept-Contact featags for the ICSI
(9.3gpp.icsi-ref ) and Push Resource Identifigtqma.pusheventapp ). Note: the “s=" line of the SDP body is set as
recommended in [RFC3264].

SPINVITE as sent to the SP/IP Core

INVITE sip:user@domain.com;gr=urn:uuid:f81d4fae-7de c-11d0-a765-00a0c91e6bf6" SIP/2.0
Via: SIP/2.0/TCP psa@domain.com;branch=z9hG4bK776sg dkse

Max-Forwards: 70

P-Asserted-ldentity: <sip:psa@domain.com>

To: Bob <sip:user@domain.com;gr=urn:uuid:f81d4fae-7 dec-11d0-a765-00a0c91e6bf6>
From: <sip:psa.domain.com>;tag=49583

P-Asserted-Service: urn:urn-7:3gpp-service.ims.icsi .omapush

Supported: gruu

Contact: <sip:psa.domain.com>;+g.3gpp.icsi-ref="urn %3Aurn-7%3A3gpp-
service.ims.icsi.omapush”; +g.oma.pusheventapp="wml .ua”
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Accept-Contact: *; +g.3gpp.icsi-ref="urn%3Aurn-7%3A 3gpp-service.ims.icsi.omapush”;
+g.oma.pusheventapp="wml.ua”

Call-ID: 390458126334871@998sdasdh09

CSeq: 198456 INVITE

Content-Type: application/sdp

Content-Length: 467

<CRLF>

v=0

o=psa 2890844526 2890844526 IN IP4 domain.com
S=-

c=IN IP4 psa.domain.com

t=00

m=message 7654 TCP/MSRP *

a=setup: passive

a=sendonly

a=accept-types: application/vnd.oma.push *

a=path: msrp://psa.domain.com:7654/a3cd20b8ae7f;tcp
a=file-transfer-id: a3cd20b8ae7f

a=file-selector: name:"pushid-a3cd20b8ae7f" type:te xt/vnd.wap.si
size:4092 hash:sha-1:72:24:5F:E8:65:3D:DA:F3:71:36 :2F:86:D4:71:91:3E:E4:A2:CE:2E
a=file-date:modification:"Tue, 31 Jul 2001 10:13:00 GMT"

The SIP/IP Core forwards the SIP INVITE to the PQéilent:
SP INVITE as forwarded to the Push Client

INVITE sip:user@192.0.2.4 SIP/2.0

Via: SIP/2.0/TCP proxy.domain.com;branch= z9hG4bK12 3dsghds
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse
Max-Forwards: 69

P-Asserted-Identity: <sip:psa@domain.com>

P-Called-Party-ID: sip:user@domain.com;gr=urn:uuid: f81d4fae-7dec-11d0-a765-
00a0c91e6bf6"
To: Bob <sip:user@domain.com;gr=urn:uuid:f81d4fae-7 dec-11d0-a765-00a0c91e6bf6>

From: <sip:psa.domain.com>;tag=49583

Supported: gruu

Contact: <sip:psa.domain.com>;+g.3gpp.icsi-ref="urn %3Aurn-7%3A3gpp-
service.ims.icsi.omapush"; +g.oma.pusheventapp="wml .ua”
Call-ID: 390458126334871@998sdasdh09

CSeq: 198456 INVITE

Date: Sun, 21 May 2006 13:02:03 GMT

Content-Type: application/sdp

Content-Length: 467

<CRLF>

v=0

o=psa 2890844526 2890844526 IN IP4 domain.com
S=-

c=IN IP4 psa.domain.com

t=00

m=message 7654 TCP/MSRP *

a=setup: passive

a=sendonly

a=accept-types: application/vnd.oma.push *

a=path: msrp://psa.domain.com:7654/a3cd20b8ae7f;tcp
a=file-transfer-id: a3cd20b8ae7f

a=file-selector: name:"pushid-a3cd20b8ae7f" type:te xt/vnd.wap.si
size:4092 hash:sha-1:72:24:5F:E8:65:3D:DA:F3:71:36 :2F:86:D4:71:91:3E:E4:A2:CE:2E
a=file-date:modification:"Tue, 31 Jul 2001 10:13:00 GMT"

The Push Client analyses the SDP parameters amtisdéhe agreed parameters by sending a SIP 200 r&3lgonse to the
SIP/IP Core. If the Push Client for some reasorsdu want to accept the Push content, it setpditenumber of the media
(“m=") line associated with the file to zero.
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SIP 200 OK as sent to the SP/IP Core

SIP/2.0 200 OK

Via: SIP/2.0/TCP proxy.domain.com;branch=z9hG4bK123 dsghds;received=192.0.2.1
Via: SIP/2.0/TCP psa@domain.com;branch=z9hG4bK776sg dkse;received=192.0.2.4
Max-Forwards: 70

To: Bob <sip:user@domain.com;gr=urn:uuid:f81d4fae-7 dec-11d0-a765-

00a0c91e6bf6>;tag=456248

From: <sip:psa.domain.com>;tag=49583

Supported: gruu

Call-ID: 390458126334871@998sdasdh09

CSeq: 198456 INVITE

Contact: <sip:user@domain.com;gr=urn:uuid:f81d4fae- 7dec-11d0-a765-00a0c91e6bf6>;
+g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.ic si.omapush";
+g.oma.pusheventapp="wml.ua”

Content-Type: application/sdp

Content-Length: 483

<CRLF>

v=0

0=bob 2890844656 2890844656 IN IP4 domain.com

S=-

c=IN IP4 userpc.domain.com

t=00

m=message 8888 TCP/MSRP *

a=setup: active

a=recvonly

a=accept-types: application/vnd.oma.push text/vnd.w ap.si application/vnd.oma.sic *
a=path: msrp://userpc.domain.com:8888/9didea;tcp

a=file-transfer-id: a3cd20b8ae7f

a=file-selector: name:"pushid-a3cd20b8ae7f" type:te xt/vnd.wap.si
size:4092 hash:sha-1:72:24:5F:E8:65:3D:DA:F3:71:36 :2F:86:D4:71:91:3E:E4:A2:CE:2E
a=file-date:modification:"Tue, 31 Jul 2001 10:13:00 GMT"

The SIP/IP Core forwards the SIP 200 "OK" respdogbe PPG.
S P 200 OK as forwarded to the PPG

SIP/2.0 200 OK

Via: SIP/2.0/TCP psa@domain.com;branch=z9hG4bK776sg dkse
P-Asserted-ldentity: user@domain.com
To: Bob <sip:user@domain.com;gr=urn:uuid:f81d4fae-7 dec-11d0-a765-

00a0c91e6bf6>;tag=456248

Supported: gruu

From: <sip:psa.domain.com>;tag=49583

Call-1D: 390458126334871@998sdasdh09

CSeq: 198456 INVITE

Contact: <sip:user@domain.com;gr=urn:uuid:f81d4fae- 7dec-11d0-a765-00a0c91e6bf6>;
+g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.ic si.omapush";
+g.oma.pusheventapp="wml.ua”

Content-Type: application/sdp

Content-Length: 483

<CRLF>

v=0

0=bob 2890844656 2890844656 IN IP4 domain.com

S=-

c=IN IP4 userpc.domain.com

t=00

m=message 8888 TCP/MSRP *

a=setup: active

a=recvonly

a=accept-types: application/vnd.oma.push text/vnd.w ap.si application/vnd.oma.sic *
a=path: msrp://userpc.domain.com:8888/9di4ea;tcp
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a=file-transfer-id: a3cd20b8ae7f

a=file-selector: name:"pushid-a3cd20b8ae7f" type:te xt/vnd.wap.si
size:4092 hash:sha-1:72:24:5F:E8:65:3D:DA:F3:71:36 :2F:86:D4:71:91:3E:E4:A2:CE:2E
a=file-date:modification:"Tue, 31 Jul 2001 10:13:00 GMT"

The PPG acknowledges the SIP 200 “OK” response aifP ACK request sent to the SIP/IP Core.
S P ACK as sent to the SIP/IP Core

ACK sip:user@domain.com;gr=urn:uuid:f81d4fae-7dec-1 1d0-a765-00a0c91e6bf6 SIP/2.0
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse

Max-Forwards: 70

To: Bob <sip:user@domain.com;gr=urn:uuid:f81d4fae-7 dec-11d0-a765-

00a0c91e6bf6>;tag=456248

From: <sip:psa.domain.com>;tag=49583
Call-ID: 390458126334871@998sdasdh09
CSeq: 198456 ACK

Content-Length: 0

The SIP/IP Core forwards the SIP ACK request toRRE&.

S P ACK as forwarded to the Push Client
ACK sip:user@192.0.2.4 SIP/2.0

Via: SIP/2.0/TCP proxy.domain.com;branch= z9hG4bK12 3dsghds

Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg dkse
Max-Forwards: 69

To: Bob <sip:user@domain.com;gr=urn:uuid:f81d4fae-7 dec-11d0-a765-

00a0c91e6bf6>;tag=456248

From: <sip:psa.domain.com>;tag=49583
Call-ID: 390458126334871@998sdasdh09
CSeq: 198456 ACK

Content-Length: 0

In this example, the Push content is large enoagkduire chunking over multiple MSRP SEND requestsl a delivery
success report is requested. The PPG opens a TORatmn to the Push Client, then the PPG sendrghehunk of data
in a MSRP SEND request to the Push Client usindiB&P channel, including and the Success Repodehnés inserted
and set to yes.

MSRP SEND as sent to the Push Client

MSRP d93kswow SEND

To-Path: msrp://userpc.domain.com:8888/9di4ea;tcp

From-Path: msrp://psa.domain.com:7654/a3cd20b8ae7f; tcp
Message-ID: 12339sdqwer

Byte-Range: 1-1038/1641

Success-Report: yes

Content-Type: text/vnd.wap.si

<CRLF>
<?xml version="1.0"?>
<IDOCTYPE si PUBLIC "-//WAPFORUM//DTD SI 1.0// EN"
"http://www.wapforum.org/DTD/si.d td">
<Si>
<indication href="http://www.jabberwocky.com/carro ll/walrus.html"

created="2001-07-31710:13:00Z"
si-expires="2001-08-07T10:13:00Z">
"The time has come," the Walrus said,
"To talk of many things:
Of shoes--and ships--and sealing-wax--
Of cabbages--and kings--
And why the sea is boiling hot--
And whether pigs have wings."

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-PushOTA-V2_3-20111122-A Page 54 (90)

"But wait a bit," the Oysters cried,
"Before we have our chat;

For some of us are out of breath,
And all of us are fat!"

"No hurry!" said the Carpenter.
They thanked him much for that.

"A loaf of bread," the Walrus said,
"Is what we chiefly need:

Pepper and vinegar besides

Are very good indeed--

Now if you're ready, Oysters dear,
We can begin to feed."

"It was so kind of you to come!
And you are very nice!"

The Carpenter said nothing but
"Cut us another slice:

| wish you were not quite so deaf--
I've had to ask you twice!"

------- d93kswow+

The Push Client responds with an MSRP 200 “OK’hie first MSRP SEND request to the PPG using the RiSkannel.
Note that MSRP supports pipelining of SEND requessthe sender does not have to wait for a 2R@d2send the next
chunk. This example shows the case in which pipgiis not used.

MSRP 200 OK as sent to the PPG

MSRP d93kswow 200 OK

To-Path: msrp://psa.domain.com:7654/a3cd20b8ae7f;tc p
From-Path: msrp://userpc.domain.com:8888/9didea;tcp

------- d93kswows$

The PPG sends the second next chunk of data inRAMBEEND request to the Push Client using the MS#RBien.

MSRP SEND as sent to the Push Client

MSRP op2nc9a SEND

To-Path: msrp://userpc.domain.com:8888/9di4ea;tcp

From-Path: msrp://psa.domain.com:7654/a3cd20b8ae7f; tcp
Message-ID: 12339sdqwer

Byte-Range: 1039-1641/1641

Success-Report: yes

Content-Type: text/vnd.wap.si

"It seems a shame," the Walrus said,
"To play them such a trick,

After we've brought them out so far,
And made them trot so quick!"

The Carpenter said nothing but

"The butter's spread too thick!"

"l weep for you," the Walrus said:
"I deeply sympathize."

With sobs and tears he sorted out
Those of the largest size,

Holding his pocket-handkerchief
Before his streaming eyes.

"O Oysters," said the Carpenter,
"You've had a pleasant run!
Shall we be trotting home again?'
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But answer came there none--

And this was scarcely odd, because
They'd eaten every one.
</indication>

<[si>

------- op2nc9a$

The Push Client responds with an MSRP 200 “OK"leengecond MSRP SEND request to the PPG using tliRPM®ssion.

MSRP 200 OK as sent to the PPG

MSRP op2nc9a 200 OK

To-Path: msrp://psa.domain.com:7654/a3cd20b8ae7f;tc
From-Path: msrp://userpc.domain.com:8888/9di4ea;tcp
------- op2nc9a$

As requested by the PPG, the Push Client sendsREMREPORT conveying the status of the received agess

MSRP REPORT as sent to the PPG

MSRP dkei38sd REPORT

To-Path: msrp://psa.domain.com:7654/a3cd20b8ae7f;tc
From-Path: msrp://userpc.domain.com:8888/9di4ea;tcp
Message-ID: 12339sdqwer

Byte-Range: 1-1908/1908

Status: 000 200 OK

------- dkei38sd$

Because the PPG and the Push Client no longertheddSRP session, the PPG sends a SIP BYE to SIRfi®to

disconnect the MSRP session with the Push Client.

S P BYE as sent to the §P/IP Core

BYE sip:user@domain.com gr=urn:uuid:f81d4fae-7dec-1
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg
Max-Forwards: 70

To: Bob <sip:user@domain.com;gr=urn:uuid:f81d4fae-7
00a0c91e6bf6>;tag=456248

From: <sip:psa.domain.com>;tag=49583>

Call-ID: 390458126334871@998sdasdh09

CSeq: 198457 BYE

Content-Length: 0

The SIP/IP Core forwards the SIP BYE request taPtheh Client.

S P BYE asforwarded to the Push Client

BYE sip:user@192.0.2.4 SIP/2.0

Via: SIP/2.0/TCP proxy.domain.com;branch= z9hG4bK12
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg
Max-Forwards: 69

To: Bob <sip:user@domain.com;gr=urn:uuid:f81d4fae-7
00a0c91e6bf6>;tag=456248

From: <sip:psa.domain.com>;tag=49583

Call-ID: 390458126334871@998sdasdh09

CSeq: 198457 BYE

Content-Length: 0

The PPG responds to the Push Client with SIP 200'"O

1d0-a765-00a0c91e6bf6" SIP/2.0
dkse

dec-11d0-a765-

3dsghds
dkse

dec-11d0-a765-
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SIP 200 OK as sent to the S P/IP Core

SIP/2.0 200 OK

Via: SIP/2.0/TCP proxy.domain.com;branch=z9hG4bK123
Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg
To: Bob <sip:user@domain.com;gr=urn:uuid:f81d4fae-7
00a0c91e6bf6>;tag=456248

From: <sip:psa.domain.com>;tag=49583

Call-ID: 390458126334871@998sdasdh09

CSeq: 2 BYE

Content-Length: 0

The SIP/IP Core forwards the SIP 200 "OK” to thé&sPP

SP 200 OK as forwarded to the PPG

SIP/2.0 200 OK

Via: SIP/2.0/TCP psa.domain.com;branch=z9hG4bK776sg
To: Bob <sip:user@domain.com;gr=urn:uuid:f81d4fae-7
00a0c91e6bf6>;tag=456248

From: <sip:psa.domain.com>;tag=49583

Call-ID: 390458126334871@998sdasdh09

CSeq: 2 BYE

Content-Length: 0

dsghds;received=192.0.2.1
dkse
dec-11d0-a765-

dkse
dec-11d0-a765-

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-PushOTA-V2_3-20111122-A Page 57 (90)

9. Point-to-Multipoint Push OTA Protocol (OTA-PTM)

9.1 Common Aspects

This section described aspects of OTA-PTM thatcaremon to the various transport bearer bindingsrdesd in the
following sections.

9.1.1 Client Application Registration with Push Client

The Push Client MAY enable Client Applications &gister for OTA-PTM based services over the Pushitt&rface as
described in [PushCAl]. During the registrationgess, the Push Client MAY allow Client Applicatioto request a
specific OTA-PTM protocol binding, and supply reldtaccess parameters for delivery of Push content.

The Push Client SHALL reject registration of a @tidpplication for a specific OTA-PTM protocol biimdj, and provide a
distinct error response under the following cordhi:

« the terminal is not does not support the specifid@TM protocol binding (“not supported”)
« theterminal is not configured for service via #ipecific OTA-PTM protocol binding (“not configured”

« either the Client Application is not authorizedaivate OTA-PTM based services, or the specifizes
parameters are not allowed (“not allowed”)

Upon successful registration of a Client Applicatithe Push Client SHALL initiate content receptamapplicable for the
activated OTA-PTM protocol bindings.

The Push Client SHALL allow Client Applications theave registered for specific OTA-PTM protocol diimgs via the
Push-CAl interface to terminate their registratieither by updating their registration to remowvepacific OTA-PTM
protocol binding, or by deregistering completelypdd successful deregistration of a Client Applimatithe Push Client
SHOULD terminate any Push content reception arnaweges for the affected OTA-PTM protocol bindingsieh were
associated solely with the deregistered Client f&pgibn. The intent is that deregistration of acéfie Client Application
does not affect Push service delivery to otherrCligpplications.

9.1.2 Push Channel

The term Push Channel is used here to refer todhguration of a communication path via whichRG>delivers Push
messages to a Push Client, which overall represeRtssh content resource as delivered by the PiP@go Clients. The
Push Channel is defined by the PPG Service Prowaer can be associated with various key attribtit@tsare common to
all Push content delivered via the Push Channel:

» Aregistration URI: a resource from which the P@ient can obtain configuration information as resagy for
access to the Push Channel

» Push-Application-1d: OMNA-registered or unregist(application-defined) identifiers of the Push-gled
applications to which the Push content should ieeted, once it is received by the terminal

» Transport bearer-specific configuration parameterseach transport bearer to which the Push CHasheund,
e.g. multicast, broadcast, and unicast bearers

» Target Push Client group: any arbitrary associationsers or terminals to the Push service repteddsy the Push
Channel

The Push Channel is intended to enable OMA PustiesnPPG and Push Client) to bind to the undegdyransport bearers
for specific Push-enabled services. To avoid ctagsr dependencies, the underlying transport beamad associated
network/device entities are expected to be unawfitee Push Channel, or the use of the transparteldor OMA Push. In
particular, protocol data of the underlying transgearers will have no semantic relationship ®@VA Push enabler. The
OMA Push entities are responsible for specific bigd to the transport bearers, and are solely awfatee association of
those bindings with specific Push-enabled serviqgsications.
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Note that the Push Channel defined by OTA-PTM fifecint from the “FLUTE channel” defined by [TS286&, which per
[TS26.346] is “defined by the combination of a sendnd an address associated with the channeklsetider”. The Push
Channel represents a set of configuration optionghie OMA Push enabler, as compared to the FLUTa@hoel which is a
transport bearer configuration.

The PPG MAY associate a Push Channel to any cortiamef transport bearers. A single transport beeoafiguration
SHALL be used for each associated transport belogrexample, a Push/MBMS Push Channel should $mcited with a
single FLUTE channel, and a Push/CBS channel astgacwith a single CBS Message-Id.

The PPG MAY associate a target Push Client growgatth Push Channel.
The PPG MAYassociate a registration URI to eacthRilsannel. The URI SHALL be globally unique, andiire:
» the URI scheme name “http:”
* a URI hierarchal part starting with “//” and inciad
0 a URI authority part that is unique to the PPG, a.egistered Internet hostname
0 a URI path part that is unique to the Push Channel

The Push Channel URI MAY identify a Push-Applicatila, to associate content delivered in the Puséin@él to a specific
Push-enabled application, via:

* a URI query part that includes the parameter “payg-id”, which have the value of an OMNA-registeoed
unregistered (application-defined) Push Applicalidnin the form of a URN or assigned number.

As an example, fully formed Push Channel URIs noak llike
http://ppgl.domain.com/fo097531?push-app-id=urn:x-w ap-application:wap.ua

http://ppgl.domain.com/fo097531?push-app-id=0x00

9.1.3 Push Service Registration

Push Service Registration is an optional procetiaevhich a Push Client obtains the necessary gardition parameters to
complete access to a Push Service provided by a P@B Service Registration can be provided byth@ as a mechanism
for Push Initiators to establish trust with Puskefls, by associating Push Service Registratiomesdéds with services
offered by specific Push Initiators.

PPG’s and Push Clients MAY support Push servicistregion. This section applies to PPG’s and Pusn€ that support
Push Service Registration.

PPG’s SHALL define a Push Service Registration d&dociated to each Push Service supported by steS$arvice
Registration procedure. Whether a specific Pushi&erequires Push Service Registration is a depémyt decision. In
some cases no explicit registration may be requeeayd if the Push Client is preconfigured withredkcessary options or
obtains them through registration of a Client Apation. The PPG MAY initiate the Push Service Regi®n procedure by
sending a Session Initiation Request (SIR) as dextin section 10.3. Other than by these methuals,the Push Client
discovers Push Service Registration URI's is unifigelc

To initiate Push Service Registration, the Pusbr@ISHALL send an HTTP POST to the Push ServicesRagion URI,
including:

» the User-Agent request-header set to identify tbst ldevice (e.g. “vendor-model/version”), and treme and
version of the Push Client as user agent initiatiregrequest
» the Accept request-header, including at least #heeg “application/vnd.oma.push, multipart/related”

» the X-Wap-Profile request-header set to the URhefUser Agent Profile for the host device
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» the Accept-Encoding request-header with value lpersupported HTTP compression encodings, e.g.tdediad /
or gzip

» the Content-Type entity-header with value “applimatvnd.oma.push”
* amessage-body formatted per the following XML schend
0 using the RegistrationRequest element

o including the PushApplicationld, Applicationld, anéiccept attributes as applicable to the Client
Application

PPG acceptance of a particular Push Service Ratistris a service deployment issue, e.g. dependimon user
authentication/authorization requirements defingthie service.

If the Push Service Registration request is notpied, the PPG SHALL provide an appropriate HT TtBreresponse.
If the Push Service Registration request is accepte PPG SHALL provide a 200 OK response, inclgdi

» the Content-Type entity-header set according tactment in the response

o Ifthe response includes MBMS User Service Dedoripinformation, the Content-Type SHALL be set to
“multipart/related” and the type attribute set &pplication/vnd.oma.push”.

o If the response does not include MBMS User Serfiescription information, the Content-Type SHALL
be set to “application/vnd.oma.push”.

» the RegistrationResponse element in the applicatioihoma.push entity-body, including

o A ConnectionProfile element for each applicablermtion profile for the service, and including dleth
elements/attributes as applicable for the spesdiwice

= A Protocol attribute as applicable to the connecpoofile: one of “OTA-WSP”, OTA-HTTP”,
“OTA-SIP”, “OTA-PTM”, or other implementation-spdii value

= A Bearer attribute as applicable to the connecpoofile: one of the Push-SupportedBearers
defined in [UAProfSchema], one of the new OTA-PT#®ated values “MBMS”, “BCAST", or
“CBS”, or other implementation-specific value

= A Port attribute as applicable to the protocol dmdrer. If the default port is to be used, this
attribute may be absent.

= A ContactPoint attribute as applicable to the protpe.g. for OTA-WSP, OTA-HTTP, or OTA-
SIP, the IP address, hostname, or URI of the PPG

= For OTA-PTM with CBS bearer, the CellBroadcastMegssd attribute [TS23.041]

= For OTA-PTM with MBMS bearer, the MbmsUserServiceBrption attribute, with the value of
the Content-ID of the multipart entity containirfgetUser Service Description [TS26.346]

= For OTA-PTM with BCAST bearer, the Bcast-Accessslafement [BCAST-SvcGuide]

The set of connection profiles that is providedasponse is a deployment decision. For example? B@ can be configured
to respond only with a Push/CBS connection proéiteyoth a Push/CBS and Push/MBMS connection rofil

Upon successful Push Client registration to a F8estvice, further actions by the PPG are implemamtateployment
specific.

Upon reception of successful Push Service Registraésponse, further actions by the Push Cliemt ar
implementation/deployment specific, e.g. interattidath the Client Application as described in [PG#t].

To deregister from a Push Service, the Push CBetALL send an HTTP POST to the Push Service Registr URI,
including:
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» the User-Agent request-header set to identify tbst ldevice (e.g. “vendor-model/version”), and treme and
version of the Push Client as user agent initiatiiregrequest

» the Accept request-header, including at least #hgeg “application/vnd.oma.push, multipart/related”

» the X-Wap-Profile request-header set to the URhefUser Agent Profile for the host device

» the Accept-Encoding request-header with value lpesstipported HTTP compression encodings, i.e.téedliad / or

9zip

» the Content-Type entity-header with value “applmatvnd.oma.push”

* amessage-body formatted per the following XML schend

0 using the RegistrationRequest element

o including the PushApplicationld and Applicationidributes as applicable to the Client Application

Upon Push Client deregistration from a Push SerticePPG SHALL provide a 200 OK response. Furdotions by the

PPG are implementation/deployment specific.

Upon deregistration from a Push Service, furthépas by the Push Client are implementation/depleytispecific, e.g.
interaction with the Client Application as descdlia [PushCAl].

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmins:xsd="http://www.w3.0rg/2001/XMLSc

targetNamespace="http://www.openmobilealliance.
xmins:push="http://www.openmobilealliance.com/o
xmins:dcd="http://www.openmobilealliance.com/om
elementFormDefault="qualified">
<xsd:import namespace="http://www.openmobileall
schemalocation="http://www.openmobilealliance.o
<xsd:element name="RegistrationOperationRequest
<xsd:complexType>
<xsd:choice>
<xsd:element name="RegistrationRequ
<xsd:element name="DeregistrationRe
<xsd:element name="RegistrationResp
</xsd:choice>
</xsd:complexType>
</xsd:element>
<xsd:complexType name="RegistrationRequestType"
<xsd:attribute name="PushApplicationld" typ
<xsd:attribute name="Applicationld" type="x
<xsd:attribute name="Accept" type="xsd:stri
<xsd:anyAttribute namespace="##any" process
</xsd:complexType>
<xsd:complexType name="DeregistrationRequestTyp
<xsd:attribute name="PushApplicationld" typ
<xsd:attribute name="Applicationld" type="x
<xsd:anyAttribute namespace="##any" process
</xsd:complexType>
<xsd:complexType name="RegistrationResponseType
<xsd:sequence>
<xsd:element name="ConnectionProfile" type=
maxOccurs="unbounded"/>
</xsd:sequence>
<xsd:anyAttribute namespace="##any" processCo
</xsd:complexType>
<xsd:complexType name="ConnectionProfileType">
<xsd:sequence>
<xsd:element name="Bcast-Access-Info" typ
maxOccurs="1" />
</xsd:sequence>
<xsd:attribute name="Protocol" type="xsd:st
<xsd:attribute name="Bearer" type="xsd:stri
<xsd:attribute name="Port" type="xsd:string

hema"
com/oma-push-registration/1.0"
ma-push-registration/1.0"
a-dcd/1.0"

iance.com/oma-dcd/1.0"
rg/Tech/profiles/dcd_xsd-v1_0.xsd"/>
">

est" type="push:RegistrationRequestType"/>
quest" type="push:RegistrationRequestType"/>
onse" type="push:RegistrationResponseType"/>

>

e="xsd:string" use="optional"/>
sd:string" use="optional"/>

ng" use="optional"/>
Contents="lax"/>

&>
e="xsd:string" use="optional"/>
sd:string" use="optional"/>
Contents="lax"/>

"

"push:ConnectionProfileType" minOccurs="0"

ntents="lax"/>

e="dcd:Bcast-Access-Info-Type" minOccurs="0"

ring" use="optional"/>
ng" use="optional"/>
" use="optional"/>
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<xsd:attribute name="ContactPoint" type="xs d:string" use="optional"/>
<xsd:attribute name="CellBroadcastMessageld " type="xsd:string" use="optional"/>
<xsd:attribute name="MbmsUserServiceDescrip tion" type="xsd:string" use="optional"/>
<xsd:anyAttribute nhamespace="##any" process Contents="lax"/>

</xsd:complexType>
</xsd:schema>

9.1.4 Push Response Spreading

In PTM-Push operations received over broadcastbgdior which the Push operation would normalkutein immediate
automated content retrieval from the network, ROkénts SHALL support Push response spreadingdoae the dynamic
impact on networks and servers. To spread suclomesg, Push Clients SHALL delay the automatic nespdy a pseudo-
randomized delay, recommended to be from zerontséeonds. To reduce correlation of the random eumatross devices,
the initial seed for the random number algorithmAEH use device-unique information.

9.2 OTA-PTM over MBMS

The PPG and Push Client MAY support OTA-PTM overMWB (“Push/MBMS”). This section applies to the PRl #ush
Client that supports Push/MBMS.

PPG’s MAY incorporate BM-SC functions as define&Pb.346]. Push Clients MAY incorporate MBMS receiftenctions
as defined [TS26.346]. For clarity, PPG’s and Rabénts which incorporate MBMS functions are re¢efrto here as
“MBMS-capable”. PPG’s and Push Clients which doincbrporate such functions, but interface with M8Mntities are
referred to as “MBMS-aware”.

9.2.1 Protocol Overview

The PTM-Push Enabler provides a set of functionglvbnable the delivery of content over broadcagdtioast networks,
including but not limited to: content delivery,dilistribution, service protection, and contentgction.

This section describes the necessary data anaddtitans needed to extend the Push Enabler tottaeilidelivery over
MBMS.

MBMS-aware Push Clients MUST be capable of inteéngevith an MBMS receiver function in the devices N S26.346]
does not specify an interface between the MBMSivecdéunction and applications in the device, thguirements for such
an interface (implementation-specific) are desctibere in functional terms only.

The MBMS-capable Push Client MUST support FLUTElascribed in [TS26.346] for Push/MBMS.

The PPG MAY incorporate BM-SC functions. The PPGachtincorporates BM-SC functions MUST support FLU3E
described in [TS26.346] for PTM-Push over MBMS. §B346] does not define an interface for the BMt8®@ard the
content source (in this case the PPG), thus tlisifspation does not define a specific bindinglué PPG to the BM-SC.

9.2.2 Content Encoding

Push content MAY be encoded by PPG's using therge@ZIP algorithm [RFC1952]. Note for MBMS-awar@@'s,
whether the PPG or the BM-SC encodes content épboyiment decision.

MBMS-capable Push Clients SHALL support GZIP cohteroding of Push content. Note for MBMS-awarehPQbents,
content decoding is expected to be provided byviB&1S receiver function per [TS26.346].

For GZIP-encoded files, the “Content-Encoding”ibttte of the file description in the FDT SHALL bévgn the value
“gzip”.
9.2.3 Forward Error Correction Building Block

The "Compact No-Code” FEC scheme [RFC3695] (FECoHmg ID 0, also known as "Null-FEC") SHALL be supted
by MBMS-capable PPG's and Push Clients.
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MBMS-capable Push Clients SHALL support the Rapte€C scheme as defined in [TS26.346]. MBMS-capaBléB
MAY support the Raptor FEC scheme.

9.2.4  Push Channel setup

The Push enabler is only responsible for the delitethe Push client. For MBMS content deliverg PG SHALL define
a Push Channel as described in section 9.1.2.

To set up a PTM-Push session using MBMS, MBMS-cEpBPG’s MUST use a MBMS User Service Descriptid§D)
element as described in section 9.2.5. The PPG Mi#éttly announce the available channels as a “Ssevice
Announcement over point-to-point push bearers” [@.826], using OTA-WSP, OTA-HTTP, or OTA-SIP for delry of the
service announcement. Note that while OTA-SIP treferenced as a protocol binding by [TS26.346)uge with the “x-
3gpp:mbmes.service.announcement.ua” Push Applicdi¢fT S26.346] having preceded OMA SIP Push), Rokénts that
support OTA-SIP can deliver the service announcéreetie “MBMS user service announcement applicétio the
terminal.

It is assumed that MBMS-aware PPG’s will rely u@oBM-SC to provide the service announcement.
A SDP description element MUST contain the releWddti TE channel the client should listen to.

Push Channel setup on the terminal side MAY oaaursparently to the Push Client (e.g. between aM#nabled
application and the MBMS receiver function). Othisey e.g. if Push Channel setup for Push/MBMSiggared by Client
Application registration per [PushCAl], the Pusle@t MUST be capable of initiating the necessancpdures to activate
the MBMS service, either directly or via the MBMé&eiver function in the terminal. Such proceduresyMnclude Push
Service Registration as described in section 9.1.3.

9.24.1 PPG

Prior to delivering content over Push/MBMS, the MBMapable PPG SHALL verify that a file delivery sies is
associated with the Push Channel for which theesuris to be delivered. If a file delivery sessismot associated with the
Push Channel, the MBMS-capable PPG SHALL followghecedures described in Section 9.2.4 to establRBash/MBMS
file delivery session for the channel.

The PPG SHALL support the message delivery restification if requested by the Push Initiator, dtyleast one of the
following methods:

* For MBMS-capable PPG's, via the "Reception Repgttprocedure as described in [TS26.346]
* For MBMS-aware PPG’s, over the interface betweerRRG and BM-SC

When delivering Push Content over MBMS, the PPG BHD verify that content for exactly one Push Chdnselelivered
over exactly one MBMS file delivery session. Arther approach for mapping Push Channels to MBMSices is
considered out of scope for this specification.

MBMS-capable PPG’s SHALL set the ‘Content-Locatidata element of the FLUTE FDT to the URI of thestPaontent
file being delivered, according to the rules anocpdures of [TS26.346].

MBMS-capable PPG’s MAY use the Push Channel URhasoot of the “Content-Location” data elementted FLUTE
FDT, to associate the specific file being delivength the Push Channel and target Push-enabledcagiph.

If the PPG adds any WAP-specific headers to thé essage, the Push message MUST be encapsulated in
message/vnd.oma.push media type as specified sh\#sg]. The PPG MAY use unspecified additional pohaes to
determine when to encapsulate Push messagesmetgage/vnd.oma.push media type, e.g. based uporeéd to pass
message headers.

MBMS-capable PPG’s SHALL be capable of sending Rishtent over FLUTE to the Push Client.

92472 Push Client

MBMS-capable Push Clients SHALL be capable of ndogi Push Content over FLUTE.
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9.2.5 User Service Description Element

MBMS-capable PPG’s SHALL provide a reference to'siip-description’ element describing the PTM-Pasbess
information associated with a Push channel in & Ssevice Description Element, as described in B.326].

The following is an example of the SDP parameters u sed to set up a FLUTE session:
v=0
o=userl23 2890844526 2890842807 IN IP6 2201:056D::1 12E:144A:1E24

s=File d elivery session example
i=More information

t=2873397496 2873404696
a=mbms-mode:broadcast 1234 1
a=FEC-declaration:0 encoding-id=1
a=source-filter: incl IN IP6 * 2001:210:1:2:240:96F F:FE25:8EC9
a=flute-tsi:3

m=application 12345 FLUTE/UDP 0

c=IN IP6 FF1E:03AD::7F2E:172A:1E24/1
b=64

a=lang:EN

a=FEC:0

9.3 Push over BCAST

The PPG and Push Client MAY support OTA-PTM overAdBT (“Push/BCAST"). This section applies to the P&l
Push Client that supports Push/BCAST.

Push Clients MAY directly support the BCAST-relafedctions described in the following subsectiamsinterface with a
BCAST client for these functions, through unspecifmechanisms.

Push content is delivered via Push/BCAST indepethylehthe WAP Push headers, which are mapped 9T FDT
elements if possible. If mapping to FLUTE FDT elenseis not possible, the Push content and WAP Raallers are
enveloped in a MIME type application/vnd.oma.push.

9.3.1 BCAST File Delivery Session

As a prerequisite to Push/BCAST use, a BCAST Fidéivery Session must have been established, tohwdoth the PPG
and targeted Push Clients have access. This satgfores the overall requirements for PPG and Rligint establishment
and termination of BCAST File Delivery Sessions @rA-PTM.

Establishment or termination of BCAST delivery Ruish content is assumed to be initiated the PP@&eggrovider based
upon unspecified service-specific conditions. Thaded mechanisms for BCAST File Delivery Sessstablishment are
assumed to be completed via PPG service provideigioning, and are not defined here.

A separate BCAST File Delivery Session SHOULD bavisioned for each Push Channel as described troaet.1.2.

Push Clients SHOULD be capable of Push contenptiErevia multiple distinct BCAST File Delivery Saens, e.g. for
service to different Client Applications or as amieer of multiple target Push Client groups.

Successful establishment of a BCAST File Deliveegsson will include identification of the necessBAST access
information for Push Client configuration, descdba section 9.3.4. This information can be dek¢kto the necessary Push
Clients via OMA Device Management (DM) or Sessioitidtion Request (SIR).

If OMA DM is available on the device, the Push Gti&HALL support configuration of BCAST access paeters as part
of the OMA Push Management Object (MO) via OMA DERELDDM] .

Upon successful configuration of BCAST access miaion for Push/BCAST, if at least one Push/BCAS&Iated Client
Application is ready to receive BCAST-delivered Pasntent, the Push Client SHALL initiate Push/BJA&ntent
reception as described in section 9.3.2.1.
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Push Client configuration to deactivate BCAST Bigivery Sessions for delivery of Push content, eerdoval of the
BCAST access information, may occur via:

* Update of the OMA Push MO using OMA DM
» Expiration of the BCAST File Delivery Session adimed in the BCAST Service Guide

» Application-specific conditions, e.g. terminatiohaoPush-enabled service or removal of the regdt@iient
Application

9.3.2 Push Client
9.3.2.1 Initiating Push/BCAST Content Reception

If the BCAST File Delivery Session for which conteeception is to be initiated is within its schistudistribution window
or does not have a schedule, the Push Client SHAImhediately initiate content reception for the filelivery session based
upon the BCAST access information.

If the BCAST File Delivery Session for which conteaception is to be initiated is not within itsheduled distribution
window, the Push Client SHALL initiate content rptien at the appropriate time based on the schexhdeciated with the
BCAST access information.

9.3.2.2 Receiving Push/BCAST Content

When the Push Client receives a notification tha¢w FLUTE FDT instance as defined in BCAST10-Disttion is
available for a Push/BCAST related File DelivergSen, the Push Client SHALL examine the FDT inséaio determine
whether the Push content should be retrieved flaile delivery session according to the proceslalescribed below.

If a PPG Whitelist is configured and contains asteone Push/BCAST-related PPG source addresaytteority part of the
Push Channel URI):

« Ifthe new FLUTE FDT instance describes unretrieoedpdated file(s) for which the ‘Content-Locatiattribute
matches an allowed Push/BCAST PPG source addhesBush Client SHALL retrieve and process thed)leé
Push content.

. If the new FLUTE FDT instance describes unretriboeupdated file(s) for which the ‘Content-Locatiattribute
does not match an allowed Push/BCAST PPG souraesgldhe Push Client SHALL ignore the file(s).

If a PPG Whitelist is not configured or containsRush/BCAST-related PPG source addresses, an@wh&lUTE FDT
instance describes unretrieved or updated fil®fsyvhich the ‘Content-Location’ attribute matcheegistered Push
Channel, the Push Client SHALL retrieve and pro¢kedile(s) as Push content.

The Push Client SHALL use the procedures desciibb&kction 5.2.4 of BCAST10-Distribution when exaimg the
FLUTE FDT instance to determine whether an updaggdion of a file is available.

9.3.3 PPG
9.3.3.1 Delivering Push/BCAST Content

Prior to delivering Push content over BCAST, th&SPFHALL verify that a BCAST File Delivery Sessianassociated with
the Push Channel for which the content is to bveld.

If the PPG adds any WAP-specific headers to thé essage, the Push message MUST be encapsulated in
message/vnd.oma.push media type as specified sh\#sg]. The PPG MAY use unspecified additional pohaes to
determine when to encapsulate Push messagesmeteage/vnd.oma.push media type, e.g. based uporeéd to pass
message headers.
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The PPG SHALL add the Push content to the BCAS& Bilivery Session associated with the targeteti Rlient group as
described in section 9.3.4.

9.3.4 FLUTE Transport Binding

The Push Client SHALL be capable of either directdgeiving content via BCAST File Delivery Sessioos interfacing
with a BCAST File Delivery Client via unspecifiedachanisms, for the purpose of receiving Push cowotesr BCAST.

The PPG SHALL be capable of acting as a BCAST $eripplication and interfacing with a BCAST BSD/mav
unspecified mechanisms, for the purpose of deliggHush content over BCAST.

The usage of FLUTE is defined in [RFC3926] and BTAG-Distribution and the FLUTE Schema for OMA BCA&T
defined in [BCAST10-XMLSchema-FD-FDT].

In order to publish Push content to a BCAST Fildiiaey Session, the PPG SHALL create a FLUTE FDIE Element for
the document containing the Push content accotditige rules and procedures of [RFC3926] and BCABDEtribution.

The PPG SHALL set the FLUTE ‘Content-Location’ ditite of the File element to the URI of the Pushteat file being
delivered. The PPG SHALL MAY use the Push ChanrRel &k the root of the “Content-Location” data eleiaf the
FLUTE FDT, to associate the specific file beingidsied with the Push Channel and target Push-edapplication.

The PPG SHALL set the FLUTE ‘Content-Type’ attributf the File element to the appropriate MIME tpethe Push
content.

9.4 Push over CBS

The PPG and Push Client MAY support OTA-PTM overSOBPush/CBS”). This section applies to the PPGRuash
Client that supports Push/CBS.

Push/CBS is described in [PushCBS].
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10.Session Initiation Request

Since content push is asynchronous by naturepitgsible that no push session exists (OTA-WSR},rth active TCP
connection has been established (OTA-HTTP), th&8IRoregistration or event notification subscriptexists (OTA-SIP),
or that the desired bearer is not utilized wherteatris about to be pushed from the PPG to theitatnTheSession
Initiation Application (SIA) residing in the terminal allows a PPG touest a terminal to establish a push session or an
active TCP connection, using a specific bearer. ffioeess of sending SIA content to a terminalfierred to assession
Initiation Request (SIR) independent of the protocol variant to bedusiAn SIR can be delivered using either connelefmn
or connection-orientated push.

The SIA content type contains separate lists ofamirpoints for OTA-WSP and other protocols (OTATHPTand OTA-SIP).
This implies that the originator of an SIR (usua@l?PG) can choose to indicate any of them. Ttediscontact points are
to be considered as alternatives, and hence tmntarMUST only use one of them (that is, one peotwariant).

If contact points are included for only one protiogariant, and the terminal does not support tlaiant, the terminal MUST
NOT attempt to use another protocol variant whamating any of those contact points.

If an SIR contains lists of contact points for b@MA-WSP and other protocols (OTA-HTTP and OTA-SIPjs left to the
terminal’s discretion to decide which protocol aut it shall use.

The subsequent sections describe how a SIR isdantit in OTA-HTTP, OTA-SIP, and in OTA-WSP respeslt.

10.1 SIR in OTA-HTTP

10.1.1 Session Initiation Application

SIA MUST be supported both by terminals and PPG#ementing OTA-HTTP.

10.1.2 PPG Procedure

A PPG can instruct a terminal to establish an acti€P connection by sending an SIR to the SIA éntémminal, indicating
contact points for OTA-HTTP. The SIA is addressgdtd registered Application-1D [ProvCont].

10.1.3 Terminal Procedure
When/if acting upon an SIR, the terminal MUST téke following actions:
» Establish IP connectivity with the network, if raiteady done
« Proceed with the TO-TCP connection procedure desdrin section 7.2.4.1.1

If multiple contact points (one or more PPGs) auded in the SIR, the terminal SHOULD establistive TCP
connections towards each of those contact points.

If the terminal supports OTA-HTTP-TLS it MUST eneuhat a TLS session is established on the actdf donnection it
creates towards the PPG, if the secure transpwiteds requested (by indicating the secure regast port, or a provisioned
port known to support TLS, in the SIR).

10.2 SIR in OTA-SIP

10.2.1 Session Initiation Application

SIA MUST be supported both by terminals and PPG#ementing OTA-SIP. In order to ensure supportStk in
terminals that do not support SMS, the SIA camiveked via OTA-WSP, OTA-HTTP, or OTA-SIP. Note ti&iA delivery
may not be possible if the terminal is not conngttethe network via at least one supported bearer.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-PushOTA-V2_3-20111122-A Page 67 (90)

10.2.2 PPG Procedure

A PPG can instruct a terminal to establish a reisin with a SIP IP/Core network and publish #pabilities by sending an
SIR to the SIA in the terminal, indicating contpcints for OTA-SIP. The SIA is addressed by itsstged Application-1D
[ProvCont].

The conditions that may trigger delivery of SIROAA-SIP are implementation and deployment spedifit, may include
for example PPG reception of a push request tosa Elient for which the PPG has no current inforarat e.g. the PPG
has received no SIP OPTIONS from the Push Cligmé. FPG may thus determine that it needs to invio&étA on the
terminal, in order to receive the Push Client'satalities, and if needed, to be added to the Pukitalist.

To deliver a SIR via OTA-SIP, the PPG SHALL embke SIR in the body of a SIP MESSAGE request, folhgathe rules
and procedures as defined in [SIPPush]. In orddirezt the SIP MESSAGE to a specific terminaldas of a set of
terminals registered for the user), the PPG SHAldIude the GRUU for the specific terminal.

SIP MESSAGE for a SIR MUST include the Push Ressldientifier “push.sia” as the value of feature tag
g.oma.pusheventapp in the Accept-Contact headerdicate the targeted push application.

To deliver SIR via OTA-WSP, the PPG SHALL followetprocedure described in section 10.3.2.
To deliver SIR via OTA-HTTP, the PPG SHALL followe procedure described in section 10.1.2.

To indicate that the terminal should contact th&Ria OTA-SIP, the PPG SHALL include the addresthefPPG in the
SIA Contact Points field entry with ProtOpts fiedet to the value for OTA-SIP.

10.2.3 Terminal Procedure

A terminal SHALL recognize an SIR for OTA-SIP byclasion of aContact Points field entry withProtOptsfield set to the
value for OTA-SIP.

When acting upon an SIR for OTA-SIP, the termin&®T take the following actions:

» Establish connectivity with the network, if noteddy done. For example if the terminal is not cotegtto an IP
bearer network, it should establish the connection.

» Establish a registration with a SIP IP/Core netwdflnot already done. For example the Push Clieay not be
registered with the SIP/IP Core network, and megister before it can send SIP OPTIONS.

e Send an SIP OPTIONS request following the rules@ndedures defined in SIP Push
o To all of the PPG’s in the Push Whitelist, or tledadilt PPG if the Push Whitelist is not defined
o Ifthe Contact Point contains a URI, to the spedifPrPG by the URI

If multiple Contact Points (one or more PPGs) acduded in the SIR, the terminal SHOULD send a SFPTIONS request
to each PPG.
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10.3 SIR in OTA-WSP

10.3.1 Session Initiation Application

SIA MUST be supported both by a terminal and a RR@ementing connection-orientated push using OTARVY
10.3.2 PPG Procedure

A PPG can instruct a terminal to establish one orenpush sessions by sending an SIR to the SlAeirlient, indicating
contact points for OTA-WSP. The SIA is addresseddyegistered Application-ID [ProvCont].

10.3.3 Terminal Procedure

Whenl/if acting upon an SIR, the terminal MUST tétke following actions:
» Establish connectivity with the network, if noteddy done
« Establish push sessions towards the contact pioitle SIR

If multiple contact points (one or more PPGs) atuded in the SIR, the terminal SHOULD establiskIpsessions towards
each contact point indicating its subset of sugmbApplication-IDs specified in the SIR. Howevdre terminal MAY
indicate (e.g. due to privacy concerns) that iepte any Application-ID. It is the responsibiliti/tbe client to clean up the
stale push sessions, if any.

The terminal MUST ensure that a WTLS secure commeexists before it creates the new push sesHitire secure
transport service is requested (by indicating trmuse registered port, or a provisioned port kntavsupport WTLS, in the
SIR).

10.4 SIR in OTA-PTM

10.4.1 Session Initiation Application

SIA MUST be supported both by terminals and PPGdementing OTA-PTM. In order to ensure supportSth in
terminals that do not support SMS, the SIA camveked via OTA-WSP, OTA-HTTP, or OTA-SIP. Note ti&iA delivery
may not be possible if the terminal is not conng¢tethe network via at least one supported bearer.

10.4.2 PPG Procedure

A PPG can instruct a terminal to initiate the P8ghvice Registration procedure (see section 9bl.3pnding an SIR to the
SIA in the terminal, indicating the contact poiat DTA-PTM. The SIA is addressed by its registefpglication-ID
[ProvCont].

The conditions that may trigger delivery of SIROAA-PTM are implementation and deployment specHig, may include
for example PPG reception of a push request tosa Elient for which the PPG has no current infoiarat e.g. the Push
Client has not registered for an OTA-PTM servicke PPG may thus determine that it needs to invo&étA on the
terminal, in order to initiate the Push Service iBegtion procedure.

To deliver SIR via OTA-SIP, the PPG SHALL followelprocedure described in section 10.2.2.
To deliver SIR via OTA-WSP, the PPG SHALL followetprocedure described in section 10.3.2.
To deliver SIR via OTA-HTTP, the PPG SHALL follolWwe procedure described in section 10.1.2.

To indicate that the terminal should contact th&Ri OTA-PTM, the PPG SHALL include the Push SeevRegistration
URI in the SIA Contact Points field entry with Pougits field set to the value for OTA-PTM.
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10.4.3 Terminal Procedure

A terminal SHALL recognize an SIR for OTA-SIP byclasion of aContact Points field entry withProtOptsfield set to the
value for OTA-PTM.

When acting upon an SIR for OTA-PTM, the termindU ST take the following actions:

» Establish connectivity with the network, if noteddy done. For example if the terminal is not cotegtto an IP
bearer network, it should establish the connection.

» Initiate the Push Service Registration proceduréedimied in section 9.1.3.

If multiple Contact Points (one or more Push SerRegistration URIS) are included in the SIR, #reninal SHOULD
initiate the Push Service Registration proceduresicth registration address.
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11.Security Considerations
11.1 Terminal Based Push Whitelists

In order to protect against denial of service &dasnd push from unauthorized sources a Push Wéhiteéchanism is
defined. The Push Whitelist consists of a listrasted Push sources, and the related Push applisatontent that should be
accepted from them. If the Push Whitelist is primried on the terminal, then the terminal MUST appty each Push
message received. If the Push message is trusteddatg to the Push Whitelist, the Push Client MUgEept the push
PDU and process it according to its content. IfRlash Whitelist is not provisioned then the Puskr@IMUST accept the
push PDU and process it according to its content.

The Push Whitelist can be provisioned into the teainwith the use of OMA Provisioning [PROVARCH]r ©MA Device
Management [DM-TND-V1-2]. In the case of devicesakhconform to [PROVARCH)] the Push Whitelist MUBE
managed using the APPLICATION characteristic aineefin the OMA provisioning specifications [Prou@p Note that if
[PROVARCH] is used, only source addresses for BR@H SMSC's can be configured in the Push Whitéfighe case
where the device conforms to [ERELDDM] the whist MUST be managed as a specific extension t@tfieTree [DM-
TND-V1-2] as a management object [ DMSTDOBJ] anddfined in the push management object specificgBaishMO].

In the case wher&PPLICATION characteristic is used to provisioning the Pusht#likt, the APPID parameter MUST be
equal to urn:oma:mo:oma-push:1The ADDR parameter is used to carry SIP URI’s, ntlige theTO-PROX Yparameter
MUST be used. Th€O-NAPID parameter MUST be used to convey the E.164 addfesse or many the trusted SMSCs.

Upon reception of aAPPLICATION characteristic with the APPID parameter set toama:mo:oma-push:1.0, the Push
Whitelist MUST be initiated with a new entry foresy ADDR, TO-PROXYparameter, of O-NAPID parameter
[ProvCont]. For each entry the elements MUST bigsiteid in the following way:

1. The portion of the of the Push Whitelist containingsted PPGs MUST be initiated with a new entrygfach
ADDR, PXLOGICAL.PXPHYSICAL.PXADDR, or PXLOGICAL.PXPYSICAL.PXADDR-FQDN parameter
that is listed in the APPLICATION characteristic.

2. The portion of the of the Push Whitelist containingsted SMSCs MUST be initiated with a new entnydach
NAPDEF.NAP-ADDRESS parameter that is listed in #RPLICATION characteristic.

If the PXADDR-FQDN parameter is available, the domeame of the PPG MUST be resolved to an IP-addrefore the
address is stored in the Push Whitelist of trugtcs. If the domain name is updated with the ugesfce Management,
the Terminal MUST resolve the domain hame to aad@ess at least every time the domain name isegddhe Terminal
MAY store the domain name and resolve the domamenaith a higher frequency, e.g. every time a FRBW is received
or according to the DNS resolution response.

All other parameters in th&®PPLICATION characteristic not explicitly mentioned above MU discarded by the
Terminal. The Terminal MUST be capable of handbdeast 10 entries in the Push Whitelist.

Examples of the APPLICATION characteristics arevehdelow:

<characteristic type="APPLICATION">
<parm name="APPID" value="oma:mo:oma-push:1.0"/>
<parm name="TO-PROXY" value="ppg.foo.com"/>
<parm name="TO-NAPID" value="NAPSMSC"/>
</characteristic>

<characteristic type="NAPDEF">
<parm name="NAPID" value="NAPSMSC"/>
<parm name="BEARER" value="GSM-SMS"/>
<parm name="NAME" value="Operator foo SMSC"/>
<parm name="NAP-ADDRESS" value="+35809503401"/>
<parm name="NAP-ADDRTYPE" value="E164"/>
</characteristic>
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<characteristic type="PXLOGICAL">
<parm name="PROXY-ID" value="ppg.foo.com "/>
<parm name="NAME" value="Operator foo PPG"/>
<characteristic type="PXPHYSICAL">
<parm name="PHYSICAL-PROXY-ID" value="PROXY/%
<parm name="PXADDR" value="215.221.51.5"/>
<parm name="PXADDRTYPE" value="IPV4"/>
<parm name="TO-NAPID" value="INTERNET"/>
</characteristic>
</characteristic>

<characteristic type="APPLICATION">
<parm name="APPID" value="oma:mo:oma-push:1.0"/>
<parm name="ADDR" value="sip:ppg@atlanta.com"/>
</characteristic>

If the Push message is encapsulated in the messdgmha.push media type as specified in [PushMbg]Push message
MUST be unencapsulated prior to validation to eashe actual Content Type is checked as necessary.

On receipt of a Push PDU, the terminal MUST vakdéie PDU against the Push Whitelist, using thequare below:

» Ifthereis an entry in the Push Whitelist, matchihe source address for OTA-WSP, OTA-HTTP, OTR;%ind
OTA-PTM (for MBMS and BCAST bearers), or the Messdg for OTA-PTM (CBS)

o If no Push Application Id values are provisiondg: Push message is validated

o Otherwise if one of the provisioned Push Applicatid’s match the Push Application Id in the Push
message, or the Push Application Id of the Cliepplication as registered

= If no Content Type values are provisioned, the Ruosksage is validated

= Otherwise, if one of the provisioned Content Typ&res match the Content Type of the Push
message, the Push message is validated

= Otherwise the Push message is not validated
o0 Otherwise the Push message is not validated
» Otherwise the Push message is not validated

The terminal MUST support prefix matching and ‘S a wildcard when comparing the source address, @&Sage Id,
Push Application Id, and Content Type values. E@neple if the address type is E164 with the addi@ssed into a string
of the form <number-plan><type-of-number><digitthe address matches the corresponding half ofukk Whitelist
entry if all the characters in the entry matchtladl leading characters of the address. In the exfehts being a WAP 2 Push
where the Push Proxy gives guidance to the deide which provisioning context to use, via the XyWPush-ProvURL
then that context MUST be used. In OTA-SIP the Befed-ldentity header must be used to compatesttJRIs in the
Whitelist.

If Push message was not validated, the terminal Mtégect the Push PDU.

If there is no Push Whitelist configured in theméral, the terminal MAY compare the origination aekk data to the push
enabled physical proxies or access points prowgiam the device (PXPHYSICAL or NAPDEF[ProvContt) the event of
this being a WAP 2 Push where the Push Proxy gjueance to the device as to which provisioningtexinto use, via the
X-Wap-Push-ProvURL then that context MUST be used.

If originating address does not match any addresfigured in the Push Whitelist or other connetigionfiguration the
terminal MUST reject the push PDU.
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11.2 Processing Session Initiation Requests

In the case of SIR, to protect against denial ofise attacks, the terminal SHOULD implement a lmaktimer. If the
terminal receives any additional SIRs during thektut interval, it should defer processing or diddhem until the timer
expires. If the requested push session(s) is ssitdgsestablished (OTA-WSP), or if the active T€&hnection(s) is
successfully established (OTA-HTTP or OTA-SIP), libekout timer SHOULD be reset. The value of thektmut timer
interval is implementation specific.

To protect against spoofing, the terminal SHOULMDdate the SIR by comparing the source addresseoPDU that carries
the SIA content with a pre-existing list of autlsad PPGs. The SIR SHOULD be ignored if the valitefails.

The above measures are applicable if the SIR &wed on a non-secure port. If a secure port id,ubese measures are
generally not necessary.

11.3 Authenticating content sources in a connectionless
environment

This section has already dealt with authenticatiivgsource of the push message from a network @etrgp (either a PPG or
intermediate SME / SMSC. A secondary mechanism M&\ised to verify the originating source of theteah(either Pl

or PPG). In order to establish & authenticate attrelationship between PPG and client the meched&tailed in the
Provisioning Bootstrap [PROVBOOT] is reused. In Bst@p the content is trusted due to it being ‘s@jrusing a shared
secret. This shared secret may be user definddvght be some specific information that is redate the bearer or
network. The shared secret is then used to genpaaameters to the provision content type
application/vnd.wap.connectivity-wbxml; namely the parameters SEC and MAC.

SEC indicates the security mechanism that was (uset defined, network specific etc) and the MAGCapzeter indicates
the authentication code calculated using the puda&and the shared secret.

In the case where the shared secret is known tBRtG& (or PI) the PPG (or Pl) may generate the SEOMAC parameters
for the content type.
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11.3.1 SEC & MAC Content Type Parameters

The use of SEC and MAC is as per OMA ProvisionimgBtrap specification [PROVBOOT]. The followingaawple
clarifies the usage in the case of Push OTA

User Client PPG PI

. PI Sends content to PPG
 via PAP

/— PPG Determines client or service
requires content parameters

_PPG Delivers
~encodes its identity
in a content type

parameters and
Client de-crypts header sends content
and compares to white
list; if match content is
displayed.

A

The SEC and MAC parameters MUST have the same values as defined in section 5.2.1 of the Bootstrap
specification [PROVBOOT].

SEC value

The SEC parameter can have the following values

Value Meaning
1 USERPIN
2 USERNETWPIN
3 USERPINNAC

MAC value
Defined as follows: -
MAC = HMAC-SHA (K, D)

Where K is the Shared Secret and D is the data, in this case the content that is to be pushed to the targeted
terminal and HMAC-SHA is the Keyed-Hashing for Message Authentication algorithm [RFC2104], which utilizes
the SHA-1 hash function (supported by the device as defined in section 7.2.6).

The option of using NETWPIN, as defined in [PROVBOOT] is not considered secure for the purposes of push.

11.3.1.1  Terminal Processing

Once the SEC & MAC parameters have been calcutadshould be added as parameters to the cogmmnheader value.
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The content is then sent to the targeted terminaharypted with the new parameters added to thienbtype.

In the case of WSP push then these new parameté&INbe encoded as pappendix A of the [W-TCP] spec and per
OMA Naming Authority [ProvCont].

An example of a push message from PPG to deviog tisé content type service indication, which igprrted natively by
the device, in a WAP 2 HTTP Push example, with ddsEC and MAC parameters is shown below: -

POST /wappush HTTP/1.1

Host:

Date: Tue, 31 Jul 2001 10:13:05 GMT
Content-Type: application/http
Content-Length: 504
X-Wap-Push-OTA-Version: 1.0

HTTP/1.1 200 OK

Date: Tue, 31 Jul 2001 10:13:00 GMT

Last-modified: Tue, 31 Jul 2001 10:13:00 GMT

Content-Language: en

Content-Length: 268

Content-Type: text/vnd.wap.si; sec=2; nmac=8CBAEA662AED56A9F345909997147BC9886CD458

X-Wap-Application-Id: x-wap-application:wml.ua

<?xml version="1.0"?>
<IDOCTYPE si PUBLIC "-//WAPFORUM//DTD SI 1.0// EN"
"http://www.wapforum.org/DTD/si.d td">
<S|>
<indication href="http://www.xyz.com/email/123/abc wml"
created="2001-07-31T710:13:00Z"
si-expires="2001-08-07T10:13:00Z">You have 4 ne w
emails</indication>
</si>

In this example a USERNETWPIN is used as the kakignHMAC-SHA calculation. This specification doest provide a
mechanism to establish the shared secret, it isvaex that this will be handled in implementation.

This example isllustrative only — it does not supersede the authorizationhamisms specified in section 7.2.6. If explicit
authorization is available it MUST supersede themaaism outlined here.

If the terminal does not understand the added obtype parameters, it MUST ignore them. Howevieihé terminal is
capable of processing the parameters to the cotyf@miand they do not match the shared SEC parawedtee the push
MUST be rejected.

11.4 Security in Point-to-Multipoint Push

The user-specific security mechanisms describedeafmg. SEC and MAC) are not usable across pointdltipoint
bearers. Thus security in PTM-Push depends upoiti@uhl security mechanisms when multiple clients &argeted in
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broadcast and multicast environments. These mesingrare not defined by PTM-Push, but are eitheriged by the
specific bearer binding for OTA-PTM, or are prowidat the application layer.

For the OTA-PTM bindings Push/MBMS and Push/BCABIE, security of PTM-Push is provided by the spediiarer.
PTM-Push thus relies upon MBMS [TS33.246] or BCABTAST-Security] to ensure service and contentguibn.
MBMS and BCAST define security functions supportthg relationship of specific users/clients to sedwservices
throughout the service lifecycle, including regisimn for access to services, delivery of seclkitys, delivery/reception of
secured content, and termination of access toceevi

For Push/CBS, no explicit security support is pded by the bearer. Any confidentiality requiremearts the responsibility
of the Push Initiator to address, e.g. throughveeji of pre-encrypted content via PTM-Push, withteat decryption by the
target application. Any service lifecycle aspectsaso the responsibility of the Push Initiatod &lient Application to
coordinate.

For OTA-PTM operations that occur over point-tofidiearers, e.g. Push Service Registration andsiniRush delivery as
applicable to a OTA-PTM enabled service, the ajpplie client and server authentication mechanismpmvided by the
specific point-to-point transport protocol bindigush Clients and Push Servers MAY rely upon thieeantication
mechanisms provided by the underlying point-to-pti@nsport protocol binding.

Push Clients and Push Servers MAY support requastéentication by network address.

For secure HTTP connections, Push Clients MAY supguathentication of Push Servers by presencevafid server
certificate received in TLS connection setup.

For HTTP connections, Push Clients and Push seMAN support the client authentication mechanisra8reed in
[SEC_CF]:

» client certificates

» Generic Bootstrap Architecture (GBA)-derived crelilda used as username and password in HTTP Digest
authentication, or as pre-shared secret in PSK-TLS

Authorization for use of Push services, e.g. thtb@iration of a Push Server to deliver Push cdritea Push Client, is a
deployment-specific concern. Where necessary, aatitmn is assumed to be based upon the pre-existef a Push service
delivery arrangement, e.g. through the Push SeRaggstration, and presence of valid authenticdorthe interfacing
entity, as required.

Trust relationships between Push Clients and Pastes are based upon the supported mechanisraatfeentication and
authorization, i.e. either through the facilitidge specific OTA-PTM bindings, or through explisupport by the Push
Client and Push Server. Explicit mechanisms fosttastablishment and termination include:

* management of the Push Whitelist

» the Push Service Registration procedure

Trust relationships between Push Clients and Puisihtbrs are based upon the trust each placdsiftish Server via which
Push content is delivered. Mechanisms for diresst@blishing and terminating trust between PusénChnd Push Initiator
are application-specific and not defined by OMA Pu&s described in section 6.2.4, the Push Semeidésclose its trust of
the Push Initiator, and the address of the Pusiatioi, via Push-OTA message headers. The PushtCéie described in
section 6.2.5, can use these indications to agsageecific Push messages with trusted Push Imigiat
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12.SIA Content Based Protocol Data Unit

The content typegpplication/vnd.wap.sia , is defined and encoded as follows:

Field Name Type

Common fields | Version uint8*
AppldListLen uintvar*; number of octets* for Apphtion-I1D List field
Application-ID List AppldListLen octets

OTA-WSP ContactPointsLen WSP  uintvar; number of octet<Cfontact Points WSP field

specific fields | Contact Points WSP ContactPointsLen octets

Fields for other | ContactPointsLen uintvar; number of octets for @ohPoints field

protocols Contact Points ContactPointsLen octets
ProtOptsLen uintvar; number of uintvar encodedtsdi@ ProtOpts field
ProtOpts ProtOptsLen uintvar

ProvURL fields | ProvURLLen uintvar; number of octéas ProvURLfield
ProvURL ProvURLLen octets

CPITag fields CPITagLen uintvar; number of CPITéemch 4*octet) in the CPITag field
CPITag CPITagLen 4*octet

* Asdefined in [W-TCP]

The Version field indicates the version of SIA content typer Ehis specification version, its value is 2. Fatuersions of
SIA should only add new fields at the end of tlostent type, if such are needed, to ensure maxitmackward
compatibility. A terminal MUST accept version numbaigher than 1, and ignore unknown fields (ields included in
later versions). To ensure that a terminal impletmgrconnection-orientated push using OTA-WSP twdélcompatible with
older PPGs (using version 0), such terminals MUIS® support SIA version 0. Version 0, 1, and 2ideatical with respect
to the common and WSP specific fields, excepthertersion number. Version 1 and 2 are identiceépifor the version
number.

Appl dListLen, ContactPointsLen WSP, ContactPointsLen, ProtOptsLen, ProvURLLen andCPI TagLen indicate the length
of the following field (a length of zero is allowedEach length is encoded using the variable-lengttvar integer format.

TheApplication-I1D List field contains a list of Application-IDs to whiché PPG wishes to send Push messages. The
terminal, in turn, indicates the subset of supgb&pplication-IDs when a push session is establigl@®rA-WSP), or when
a registration takes place (OTA-HTTP), by sendingept-application headers [W-TCP]. See sections 8.1.3 and
8.2.3 for details on how to use this field when tiplg contact points are specified.

The Contact Points WSP field contains a list of server addresses thentbould contact to establish a WSP push session
(OTA-WSP). Each address in the field usesAtidressType as defined in [W-TCP].

The Contact Points field contains a list of PPG addresses the ternshalld contact using another protocol than OTA-WSP
In the case of OTA-HTTP, the terminal should essibdn active TCP connection (or connections) wtamtacting the
PPG(s) using TO-TCP. In the case of OTA-SIP, th&hRTiient should register with the SIP/IP Core rogkn(if not already
registered) and send a SIP OPTIONS request toRI@&iPa URI is included in the bearer addresshindase of OTA-PTM,
the Push Client should initiate the Push Servicgiftetion procedure (see section 9.1.3) with tR&®) at the contact
address (Push Service Registration URI) for eaabhE&ddress in the field uses tudgressType as defined in [W-TCP].

TheProtOptsfield contains a list of identifiers (each reprasehnusing a binary representation of its decimalejeencoded
as uintvar) that identify the protocol, and itsagated options, to be used when the terminal costhe contact points
specified in theContact Points field. The first identifier identifies the protoctdl be used when contacting the first contact
point, the second identifier identifies the protiowobe used when contacting the second contaot,paid so on. If the
number of listed protocol identifiers does not rhatte number of contact points specified in @uatact Points field, the
first protocol identifier MUST be used for all cact points. If thérotocol field is empty, or omitted, the default protocol
identifier is O (zero). If the terminal receiveswanknown identifier it MUST NOT attempt to contdlee associated contact
point(s).
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Allowed protocol identifiers are:

Identifier | Description

0 OTA-HTTP, no CPITag present
1 OTA-HTTP, CPITag present

2 OTA-SIP

3 OTA-PTM

OMA reserves identifiers zero through 255 for intdruse, while identifiers 256 through 16383 arailable for private
assignment through OMNA [ProvCont].

TheProvURL field contains thérovURL [ProvCont] parameter value assigned to the cordigpn context [ProvCont] that
the terminal should use when contacting the comaicti(s) listed in the SIR. The following rulespiy

e If the terminal supports WAP Provisioning:

- If the ProvURL field is non-empty and it matche®af the terminal's configuration contexts, thechatg
configuration context MUST be used.

- Ifthe ProvURL field is empty, it is left to theddiretion of the terminal to select the appropriate
configuration context among those having an empby BRL.

- If either action listed in the two above bulletd<ait is left to the discretion of the terminflkind how to
contact the contact points specified in the SIR.

< If the terminal does not support WAP Provisionitigs field can be ignored.

If the ProvURLLen field indicates lengths one thghiufour octets, the value of the ProvURL field MU&dntain a truncated
hash of the ProvURL calculated using SHA-1 [SHAJPPovURLLen value of one indicates that the fingiebof the output
is used, a ProvURLLen of two indicates that thstfiwo bytes of the output is used, and so on. PRlLen values above
four indicate that the ProvURL is representedsrfull textual representation (ASCIl encoded).

TheCPITag field is used to convey a list of CPITags assutoduk valid by the PPG. Each CPITag is represdmyete 4
octets (non-encoded, i.e. not encoded using bageédipusly sent from the terminal to the PPG mXhWap-CPITag
header (see section 7.2.5.3). The first elemetitdarist of CPITags is interlinked with the firstrtact point specified in the
Contact Pointsfield for which theProtOptsidentifier indicates that the CPITag is preserg,sbcond element in the list of
CPITags is interlinked with the second contact pfinwhich theProtOptsidentifier indicates that the CPITag is present,
and so on. If the number of listed CPITags doeswaith the number of contact points specified éQbntact Points field,
for which theProtOpts identifier indicates that the CPITag is presers,first CPITag MUST be used for all those contact
points. If aProtOptsidentifier indicates that the CPITag is present,thaCPITag field is empty, the terminal MUST handle
the SIR as if the CPI is not known by the PPG tw/jale a reasonable level of tolerance towards girothe content.
Unused fields may be omitted only if other fieldsrbt follow them, implying that a terminal MUSTcapt truncated SIRs.
This means, for example, that if the PPG does It % indicate an OTA-WSP Contact Point, @antactPointsLen WSP
field MUST be present with a value of 0. On theesthand, if the PPG wishes to only indicate an Q&P contact point,
the fields following the WSP specific fields may trmitted
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Appendix A. Static Conformance Requirements (Normative)
The notation used in this appendix is specifieBG@RRULES.

A.1 Client/Terminal Features

ltem Function Reference | Requirement

OTA-CL-C-001-M Connectionless Push 5,6.21 (WSRED02 AND
WSP-CL-C-003 AND
WSP-CL-C-020 AND
OTA-CL-C-002-M AND
OTA-CL-C-004-O AND
OTA-SEC-C-001-M AND
WDP:MCF) OR OTA-CL-C-008-O

OTA-CL-C-002-M Non-secure Port for connectionlgs6.2.1 WDP-RP-C-001
push

OTA-CL-C-003-0 Secure Port for WTLS for 6.2.1 OTA-CL-C-001-M AND
connectionless push WDP-RP-C-002 AND

WTLS:MCF AND
WTLS:WTLS-C-007

OTA-CL-C-004-O Support for a minimum of 4 SMY 6.2.1.1 WDP-CDMA-C-001 OR
Bearer Type Message WDP-GSM-C-001
Concatenation
OTA-CL-C-008-O Connectionless Push using OTAf 8.2.4 OTA-SIP-C-001, OTA-SIP-C-006
SIP
OTA-CO-C-001-O Connection-orientated push 5 OTA-CO-C-002 OR
OTA-CO-C-003
OTA-CO-C-002-O Connection-orientated Push using.2.2 (OTA-WSP-C-001 OR
OTA-WSP OTA-WSP-C-002) AND

(OTA-WSP-C-003 OR
OTA-WSP-C-004) AND
OTA-WSP-C-005 AND
OTA-SEC-C-001
OTA-CO-C-003-0 Connection-orientated Push using? OTA-HTTP-C-001 AND
OTA-HTTP OTA-HTTP-C-002 AND
OTA-HTTP-C-005 AND
OTA-HTTP-C-006 AND
OTA-HTTP-C-007 AND
OTA-HTTP-C-009 AND
OTA-HTTP-C-010 AND
OTA-HTTP-C-011 AND
OTA-HTTP-C-012 AND
OTA-HTTP-C-013 AND
OTA-HTTP-C-015 AND
OTA-HTTP-C-016 AND

OTA-SEC-C-001 AND

HTTP-C-S-001
OTA-CO-C-004-O Connection-orientated Push using3.2.5 OTA-SIP-C-001-O, OTA-SIP-C-007-Q
OTA-SIP
OTA-SEC-C-001-M Support for Push Whitelists 8.3.1 TASSEC-C-003-O OR
OTA-SEC-C-004-O
OTA-SEC-C-002-O Secondary Source Authenticatign8.3.3 OTA-SEC-C-007-O
Connectionless 8.3.3.2
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OTA-SEC-C-003-O Push Whitelist via WAP 8.3.1 [ProvCont]
Provisioning (APPLICATION)
OTA-SEC-C-004-O Push Whitelist via Device 8.3.1 [PushMO]
Management Object
OTA-SEC-C-005-0O Whitelist via WAP Provisioning | 8.3.1 [ProvCont]
(PXADDR)
OTA-SEC-C-006-O Lockout timer for SIA 8.3.2
OTA-SEC-C-007-O SEC/MAC content type parameters .38.3
OTA-WSP-C-001-O Connection-orientated Confirmed6.2.2 WSP-CO-C-001 AND
Push WSP-CO-C-011 AND
WSP-CO-C-034
OTA-WSP-C-002-O Connection-orientated 6.2.2 WSP-CO-C-001 AND
Unconfirmed Push WSP-CO-C-010
OTA-WSP-C-003-0 Use non-secure transport service 2.26.
OTA-WSP-C-004-O Use secure transport service with6.2.2 WTLS:MCF AND
WTLS WTLS: WTLS-C-007
OTA-WSP-C-005-0 SIA/SIR 8 OTA-SEC-C-006-O
10.2
12
OTA-WSP-C-006-M Application Addressing 6.2.3
OTA-WSP-C-007-M Application Dispatching 6.3.1
OTA-WSP-C-008-0 Initiator Authentication 6.2.4
OTA-WSP-C-009-O Bearer Selection 6.2.6
OTA-WSP-C-010-O Bearer Control 6.2.6
OTA-WSP-C-011-O Security Considerations 11 OTA-SE006-O AND
OTA-SEC-C-001-M
OTA-HTTP-C-001-O TO-TCP 7.24.1 TCP:MCF
OTA-HTTP-C-002-O PO-TCP 7.24.1 TCP:MCF
OTA-HTTP-C-003-O Secure (OTA-HTTP-TLS) 7.24.1 TLS:MCF
TO-TCP
OTA-HTTP-C-004-O Secure (OTA-HTTP-TLS) 7.24.1 TLS:MCF
PO-TCP
OTA-HTTP-C-005-O Registration 7.2.5
7.25.1
OTA-HTTP-C-006-O Registration Validation 7.2.5
7.25.2
OTA-HTTP-C-007-O Support Un-authenticated Termipal.2.6
Identification 7.26.1
OTA-HTTP-C-008-O Support Un-authenticated PPG | 7.2.6
Identification 7.26.1
OTA-HTTP-C-009-O Support Authenticated Terminal | 7.2.6
Identification 7.2.6.2
OTA-HTTP-C-010-O Support Authenticated PPG 7.2.6
Identification 7.26.2
OTA-HTTP-C-011-O Application Addressing 7.3
OTA-HTTP-C-012-O Content Push 7.4
OTA-HTTP-C-013-O Version Control 7.5
OTA-HTTP-C-014-O Security Considerations 11 OTA-SE@06-0O AND
OTA-SEC-C-001-M
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OTA-HTTP-C-015-O Bearer Indication 7.6
OTA-HTTP-C-016-O SIA/SIR 8 OTA-SEC-C-006-O
10.1
12
OTA-HTTP-C-017-O Support for the 7.25.4 ProvCont-CB-C-001
X-Wap-Push-ProvURL header
OTA-SIP-C-001-O OTA-SIP 8 (OTA-SIP-C-006-O OR
OTA-SIP-C-007-0), OTA-SIP-C-004-
M, OTA-SIP-C-005-M, OTA-SIP-C-
008-M, OTA-SIP-C-009-M
OTA-SIP-C-002-O OTA-SIP in IMS 8.2.1 OTA-SIP-C-003
OTA-SIP-C-003-M Use of IMS ICSI for OMA Push 8.2.1
OTA-SIP-C-004-M Feature tag g.oma.pusheventapp  28.2.
8.2.3.1
OTA-SIP-C-005-M Registration 8.2.2,
8.2.3.1
OTA-SIP-C-006-O MESSAGE method 8.2.4.2
OTA-SIP-C-007-O INVITE/MSRP method 8.25.2
OTA-SIP-C-008-M Application Addressing 8.3
OTA-SIP-C-009-M Content Push 8.4.1
OTA-SIP-C-010-O Content Indirection 8.4.2
OTA-SIP-C-011-O SIA/SIR 10.2.3, 12
OTA-SIP-C-012-O Security Considerations 11
OTA-PTM-C-001-O OTA-PTM (OTA-PTM-C-002-O OR OTA-RI-C-
003-O OR OTA-PTM-C-004-O) AND
OTA-PTM-C-005-M
OTA-PTM-C-002-O OTA-PTM binding to MBMS 9.2
OTA-PTM-C-003-O OTA-PTM binding to BCAST 9.3
OTA-PTM-C-004-O OTA-PTM binding to CBS 9.4
OTA-PTM-C-005-M SIA/SIR 10.4.3,12
OTA-PTM-C-006-O Push Service Registration 9.1.3
OTA-PTM-C-007-O Security Considerations 11
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A.2 Server/PPG Features

ltem Function Reference | Requirement

OTA-CL-S-001-M Connectionless Push 5,6.2.1 OTA-§1002-O AND
WSP-CL-S-002 AND
WSP-CL-S-003 AND
WSP-CL-S-020 AND
WDP:MSF

OTA-CL-S-002-O Support for a minimum of 4 SMS 6.2.1.1 WDP-CDMA-S-001 OR

Bearer type Message Segmentation WDP-GSM-S-001

OTA-CL-S-003-O

Connectionless Push using OTA-8.2.4

SIP

OTA-SIP-S-001-M, OTA-SIP-S-006-O

OTA-CO-5-001-O

Connection-orientated push

OTA-CO-5-002 OR
OTA-CO-S-003

OTA-C0O-5-002-O

Connection-orientated Push using.2.2

OTA-WSP

(OTA-WSP-S-001 OR
OTA-WSP-S-002) AND (OTA-WSP-S-
003 OR

OTA-WSP-S-004) AND OTA-WSP-S-
005

OTA-CO-5-003-O

Connection-orientated Push usi
OTA-HTTP

g

OTA-HTTP-S-001-O AND
OTA-HTTP-S-007-O AND
OTA-HTTP-S-008-O AND
OTA-HTTP-S-009-O AND
OTA-HTTP-S-010-O AND
OTA-HTTP-S-011-O AND
OTA-HTTP-S-012-O AND
OTA-HTTP-S-014-O AND
OTA-HTTP-S-015-O AND
HTTP-S-C-001

OTA-CO-5-004-O

Connection-orientated Push using.2.5

OTA-SIP

OTA-SIP-S-001-M, OTA-SIP-S-007-O

OTA-SEC-S-001-O

Authentication parameter
generation

8.3.3
8.3.3.1

OTA-WSP-S-001-O

Connection-orientated Confirmed6.2.2

WSP-CO-S-001 AND

Push WSP-CO-S-011
OTA-WSP-S-002-O Connection-orientated 6.2.2 WSP-CO-S-001 AND

Unconfirmed Push WSP-CO-S-010
OTA-WSP-S-003-O Use non-secure transport service 2.26. WDP-RP-S-004

OTA-WSP-5-004-O

Use secure transport service with6.2.2

WDP-RP-S-006 AND WTLS:MSF

WTLS

OTA-WSP-S-005-0 SIA/SIR 8

10.2

12
OTA-WSP-S-006-M Application Addressing 6.2.3
OTA-WSP-S-007-O Initiator Authentication 6.2.4
OTA-WSP-S-008-0O Bearer Selection 6.2.6
OTA-WSP-S-009-O Bearer Control 6.2.6
OTA-HTTP-S-001-O TO-TCP 7241 TCP:MSF
OTA-HTTP-S-002-O PO-TCP 7.2.4.1 TCP:MSF
OTA-HTTP-S-003-0 Secure (OTA-HTTP-TLS) 7.24.1 TLS:MSF

TO-TCP
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OTA-HTTP-S-004-O | Secure (OTA-HTTP-TLS) 7241 TLS:MSF
PO-TCP
OTA-HTTP-S-005-0 Registration 7.2.5
7.25.1
OTA-HTTP-S-006-O Registration validation 7.25
7.25.2
OTA-HTTP-S-007-O Support Un-authenticated Termin@l2.6.1
Identification
OTA-HTTP-S-008-0 Support Authenticated Terminal| 7.2.6.2
Identification
OTA-HTTP-S-009-O | Support Authenticated PPG 7.2.6.2
Identification
OTA-HTTP-S-010-O | Application Addressing 7.3
OTA-HTTP-S-011-O | Content Push 7.4
OTA-HTTP-S-012-O Version Control 7.5
OTA-HTTP-S-013-0 Security Considerations 11
8.3.3.1
OTA-HTTP-S-014-0O Bearer Indication 7.6
OTA-HTTP-S-015-O | SIA/SIR 8
10.1
12
OTA-HTTP-S-016-O | Support for the 7254
X-Wap-Push-ProvURL header
OTA-SIP-S-001-O0 OTA-SIP (OTA-SIP-S-006-O OR
OTA-SIP-S-007-0), OTA-SIP-S-004-M,
OTA-SIP-S-005-M, OTA-SIP-S-008-M
OTA-SIP-S-009-M
OTA-SIP-S-002-0O OTA-SIP in IMS OTA-SIP-S-003-0O
OTA-SIP-S-003-0O Use of IMS ICSI for OMA Push
OTA-SIP-S-004-O Feature tag g.oma.pusheventapp  3.3,2.
8.2.4.1,
8.4.3.2,
10.2.2
OTA-SIP-S-005-O Registration 8.2.2,
8.2.3.2
OTA-SIP-S-006-O MESSAGE method 8.24.1
OTA-SIP-S-007-O INVITE/MSRP method 8.25.1
OTA-SIP-S-008-O Application Addressing 8.3
OTA-SIP-S-009-O Content Push 8.4.1
OTA-SIP-S-010-O Content Indirection 8.4.2
OTA-SIP-S-011-O SIA/SIR 10.2.2,12
OTA-SIP-S-012-O Security Considerations 11
OTA-PTM-S-001-O OTA-PTM (OTA-PTM-S-002-O OR OTA-RIFS-
003-O OR OTA-PTM-S-004-O) AND
OTA-PTM-S-005-M
OTA-PTM-S-002-O OTA-PTM binding to MBMS 9.2
OTA-PTM-S-003-O OTA-PTM binding to BCAST 9.3
OTA-PTM-S-004-O OTA-PTM binding to CBS 9.4
OTA-PTM-S-005-M SIA/SIR 10.4.2,12
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OTA-PTM-S-006-O Push Channel 9.1.2
OTA-PTM-S-007-O Push Service Registration 9.1.3
OTA-PTM-S-008-O Security Considerations 11
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Appendix B. Change History (Informative)
B.1 Approved Version History

Reference Date Description

OMA- TS-PushOTA-V2_3 22 Nov 2011 Status change8igproved by TP:
OMA-TP-2011-0406-INP_Push_V2_3_ERP_for_Final_Appiov
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Appendix C. Examples (Informative)
C.1 Push/MBMS Service Registration

A Client Application obtains the registration URlaPush-enabled service. The Client Applicatiayisters with the Push
Client for access to Push events, providing thénResvice registration URI, and other options si\ppplication Profile. The
Push Client registers with the Push-enabled sersaité receives confirmation with a set of appliea®bnnection Profiles
(connectivity parameters and other OMA Push opjiomkich include an MBMS User Service Descriptit/f50) Metadata
Fragment. The Push Client recognizes the SDP as BHBdhted, and registers with the MBMS receiveam$/BMS-
enabled application. The MBMS receiver completegsteation with the MBMS server (BM-SC) as necegsand
subsequently Push events are delivered to thecaiplh via the established registration.

service Provider/
Push Initiator

client

Push Proxy Gateway BM-SC MEMS receiver push client application

1) activate service

2) deliver pPush service registration
URI, other options

3) Push-CAI: registration as
Push Application

4) Push-caI: registration
accepted

5) Push-0TA: Push service registration reguest

6) Push-oTA: Push service registration response
connection profiles

7) register as
MBMS application

8) registration
accepted

9) registration request

10) registration success
with complete sSDP

11) registration
success

12) Push-CAI: registration
success

service Provider/
Push Initiator

client

Push Proxy Gateway BM-5C MBMS receiver Push client application

Figure 14: Push/MBMS Service Registration example

1. A Client Application activates a Push/MBMS-enabsedvice offered by a Service Provider.

2. The Service Provider delivers a Push service megish URI and other options as necessary for aciethe
Push/MBMS-enabled service.

3. Viathe Push-CAl interface, the Client Applicatimitiates registration for Push events throughRosh Client,
providing the Push service registration URI, itBbeeck information (platform-dependent), and othptions related
to the Push-enabled service as an Application lerofhe Application Profile can include a Push Aggtion ID
(standardized or proprietary), connection profiltaimation known by the Client Application (e.g. 8BP fragment
for a specific Push/MBMS service), and other OMAsPservice options as applicable (e.g. requestetdiob
types).

4. Viathe Client Application callback, the Push Cliemdicates acceptance of registration. This méaaisthe Push
Client is taking actions to complete the registmatiand the Client Application should expect a sabent
registration success event.
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10.

11.
12.

C.2

The Push Client sends a registration request tBtish service registration URI, indicating its suped capabilities
and any Application Profile information as provideglthe Client Application.

The PPG responds with further connection profiferimation as necessary for the Push Client to cetapl
connection to the applicable Push bearers forpkeifc service. For Push/MBMS, this may includeliaMBMS
User Service Description or a User Service Dedorigragment. The PPG may take other actions ak eel
inform the BM-SC, Service Provider, or update iéiviery context information for the Push Clientidicate that
Push/MBMS is activated for the specific Push/MBMBvice. This information can be used by the PP{ater
decisions, e.g. whether to use unicast methods farticular Push Client that is not Push/MBMS stagied at the
time of a related Push event.

The Push Client detects a MBMS-related connectiofilp in the PPG response. Via an interface exgdsethe
MBMS receiver, the Push Client registers as an MBiBlication, providing the User Service Descriptiand its
callback information (platform-dependent).

Via the Push Client callback, the MBMS receiveridaties acceptance of registration. This meanghleatiIBMS
receiver is taking actions to complete the redigtna and the Push Client should expect a subsegagistration
success event.

If the MBMS User Service Description contains aistrgtion description, the MBMS receiver registeith the
registration server at the RegistrationURL, as dieed in TS26346.

The registration server confirms the registratimg provides the remaining information necessarytfe MBMS
receiver to access the FLUTE channel. The MBMSivecdakes actions as necessary to open the FLUBEre!
for content reception.

Via the Push Client callback, the MBMS receiverigadies registration success.

Via the Client Application callback, the Push Cliemdicates registration success. This means lieaPtish/ MBMS
service setup is complete, and the Client Applicaghould expect Push events to be delivered vigaitback.

Push/MBMS Message Delivery

This flow shows a Push message delivered as a nesplacement message, to a group of Push Cliéamt8ush/MBMS.
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Client
Application

service Provider/
Push Initiator

Push message is ready
to be delivered.

Push Proxy Gateway BM-SC MBMS receiver Push client

1) PAP: Push request

2) Reguest validation ;;::::::::::::::::3

3) PAP: Push reguest
accepted

4) Request processing ;;::::::::::::::::3

5) MBMS download
delivery reguest

63 mBMS download
delivery

7) Reception reporting
confirmation

8) MBMS download
delivery confirmation

9) mems download

delivery
10) Push-CAI: Push message
delivery
11) PaP: Result
notification
service provider/ Push Proxy Gateway BM-5C MBMS receiver Push Client client

push Initiator application

Figure 15: Push/MBMS Message Delivery example

1. Viathe PAP interface [PushPAP], a Push Initiatelhers a Push request to the PPG, for delivery msw message
or replacement of a prior message. The Push loitiatlicates the target Push Application, selecBM% as the
bearer, and identifies the target user group or NiBirget address.

2. The PPG validates the request, and may accepjeat the Push request with respect to its valigatioother
implementation/deployment specific criteria (e.gliges).

3. Viathe PAP interface, the PPG sends a resportbe tBush request, indicating acceptance. If the P&i3ejected
the Push request, the flow would terminate atpbist.

4. For accepted Push requests, the PPG performs Resgage processing which may include replacing b Pus
message previously submitted, queuing, mappingeofdrget address to the user group, obtainingogrou
information (addresses of individual members, gdieable), selection of the Push-OTA variant foesific users
(e.g. those not currently Push/MBMS enabled), famsation of the Push message in preparation foAOT
transmission, etc. Transformation may include espiely the Push message and headers in a content typ
application/vnd.oma.push, e.g. if any OMA-specifiapplication headers must be delivered.

5. Viathe interface exposed by the BM-SC, the PPGests MBMS download delivery of the Push message,
indicating as necessary the specific target address

6. The BM-SC delivers the Push message as a file B&8 download delivery.

7. If the BM-SC provided parameters requiring recaptieporting confirmation, the MBMS Receiver confatthe
content reception.

8. |If applicable to the interface provided by the BM@;She BM-SC confirms the MBMS download delivery.

9. Viathe Push Client callback, the MBMS receiveliviats the MBMS downloaded content, including thateat-
type and file object.
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10. The Push Client removes the Push message envélapg ilf the content matches the Client Applicatio
preferences (if any), via the Client Applicationlicack, the Push Client delivers the Push mesdagkiding the
content-type, other application-related headergesived, and the Push message body.

11. If the Push Initiator had requested a result raatfon, the PPG will send the result notificatiorttie Push Initiator
via the PAP interface after receiving the confirimaimessage(s) from the BM-SC. Note the PPG mayaseus
implementation/deployment specific criteria foretatine when to send the result notification, eagetmine
success/fail based upon the number of responseivedcafter a confirmation waiting period.
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Appendix D. MIME media types

D.1 Media-Type Registration Request for
application/vnd.wap.sia
This section provides the registration requespeaigRFC 2048], to be submitted to IANA.

MIME media type name : Application

MIME subtype name : Vendor Tree - vnd.wap.sia

Required parameters : none

Optional parameters : none

Encoding considerations : binary

This media type may require encoding on transpwtsapable of handling binary.
Security considerations :

The information contained in the media type maydnggvacy and integrity services but these are iplex¥ by an underling
security protocol (e.g. TLS) and not by the megjzetitself.

As the media type represents a command to establigita session for delivery of OMA Push eventsfandrbitrary
application-specific purposes, the security requésts safeguarding application actions upon sesstablishment are the
responsibility of the application to which the Sesdnitiation Application is delivered, or of tt@VA Push Client which
implements the OMA Push specifications.

The security requirements of the application/vngsia content itself and the security implicatiohshe use of Session
Initiation Application as governed by the OMA Pusiabler specifications.

Interoperability considerations :

This media type is intended for delivery to clietiitat implement the OMA Push enabler protocolse@lsupport is
determined through client registration with an OfAsh Proxy Gateway (PPG) or other means via whielPPG
determines the capabilities of the target clierg, ©MA User Agent Profile.

Published specification :

The Session Initiation Application is defined irrtRush Over-the-Air specification, available ag pathe OMA Push
enabler releases at http://www.openmobilealliangél@chnical/current_releases.aspx.

Applications which use this media :

Mobile device browsers and any other applicatiat tonforms to the Session Initiation Applicatigresification.
Additional information :

1. Magic number(s) : none

2. File extension(s) : none

3. Macintosh file type code: none

4. Object Identifiers: none

OMA Push - is a standard way to deliver serveiidted events (content, notifications, applicatiatadin general) to clients.
OMA Push can be used to deliver any type of disccehtent. It is widely supported by mobile clieimparticular, and
deployed as a key enabler for a variety of servitesdardized by the OMA, in addition to non-stadizd applications and
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services. The application/vnd.wap.sia media typbkss establishment of data sessions for delive@MA Push events
and for arbitrary application-specific purposes.

Person to contact for further information :

1. Name : Open Mobile Alliance, Content Delivery kkag Group Chairperson
2. E-mail : technical-comments&mail.openmobilealta.org

Intended usage : Limited Use

This MIME media type is registered for use with @&IA Push Enabler.
Author/Change controller : OMNA - Open Mobile NamiAuthority,

OMA-OMNA&mail.openmobilealliance.org
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