" OMQO

Open Mobile Alliance

OMA ORG LightweightM2M Guidelines for Logging Reusable
Resources
Approved Version 1.0 — 29 Nov 2017

Open Mobile Alliance

OMA-ORG-

LightweightM2M _Guidelines_Logging Reusable Resources-V1 O-
20171129-A

© 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the terms as stated in this document.



OMA-ORG-LightweightM2M_Guidelines_Logging_Reusable_Resources-V1_0-20171129-A Page 2 (18)

Use of this document is subject to all of the terms and conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAdgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
may be used, at your sole risk, for any purposes. You may not use this document in any other manner without the prior
written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.
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1. Scope

This document provides Guidance for defining LwWM2M Objects having Data Collection Logging capabilities based on the
usage of LWM2M Re-Usable Resources registered in [OMNA].

Data Collection Logging capabilities are commonly used in the Monitoring / Diagnostic System fields.

The inclusion of such registered Re-Usable resources with well defined functionalities across various LWM2M Objects
definitions, allows to define a family of Objects which the behaviour is common regarding the Data Collection Logging
process.

The benefit of adopting such a harmonized approach for Data Collection Logging is immediate: defining and/or handling
any Obiject of such a family is easier since knowledge on usage is capitalized, generic tools around Data Collection Logging
can be defined for the Object belonging to such a family while the specific functionality of any Object can be ignored.

© 2017 Open Mobile Alliance All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD?”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

3.2 Definitions
3.3 Abbreviations

DC Data Collection. These data are collected during the logging process.

© 2017 Open Mobile Alliance All Rights Reserved.
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4. Introduction

A set of re-usable resources related to Data Collection Logging capabilities is defined. When used in the definition of a
certain LWM2M Object, this set of resources equips the hosting Object of common Data Collection Logging capabilities.

The Objects concerned by such logging capabilities are Objects which are involved in Monitoring / Diagnostic System field.

The Chapter 5 provides the description and definition of this set of Re-Usable Resources, while the section 6 provides
examples / guidelines how to fully or partially integrate this set of re-usable resources in a certain Object definition.

© 2017 Open Mobile Alliance All Rights Reserved.
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5. LwM2M Logging Event Re-Usable Resources
5.1 Description

This set of re-usable Resources dedicated to Data Collection Logging process is composed of several Resources:

e 3 Resources for controlling the logging process : to start, to stop the Data Collection and also to monitor it through
its status (1D:4011 LogStart, ID:4012 LogStop, I1D:4013 LogStatus)

e 2 Resources for accessing the Data Collection (1D:4014 LogData, 1D:4015 LogDataFormat)
e 1 Resource to qualify the Data Collection (ID:4010 LogClass)

5.1.1 Controlling/Monitoring the Data Collection process
5.1.1.1 LogStart

This executable Resource is triggered to start the Data Collection Logging process (accumulation of the collected data in the
LogData — cf ID 4014 - area). What is really stored in the Data Collection is Object Specific and then out-of-the-scope of the
present specification.In addition the Resource LogStatus (ID:4013) is set to indicate the Data Collection Logging process is
on-going.

Two options for this Executable Resource can be activated by using Arguments:

A. Argument ‘0’ : to specify if the Data Collection Logging area has to be clean-up/reset, or not, relatively to a previous
session,

Namely :
o EXECUTE /ObjectlD/ObjectInstancelD/LogStart 0="0" (Default : Argument ‘0’ and its value can be omitted)

- means the Data Collection logging area must be clean-up/reset before the new collected data takes place in the
LogData area

e EXECUTE /ObjectID/Objectinstancel D/LogStart 0="1’

- means the Data Collection logging area is not emptied when the new Data Collection Logging process starts,
and the new collected data is cumulated with the one already present in the LogData Area (cf 1D:4014) .

B. Argument ‘1’: to specify the Data Collection Logging Time Window (in seconds)
Namely :

e EXECUTE /ObjectlD/ObjectInstancelD/LogStart 1="0" (Default: Argument ‘1’ and its value can be omitted)

- means the Data Collection Logging process will be stopped by the LogStop action only
o EXECUTE /ObjectID/ObjectInstancelD/LogStart 1=Value in seconds (Data Collection Time Window)

- means the Data Collection Logging process will stop with the expiration of the specified Data Collection Time
5.1.1.2 LogStop

This executable resource is triggered to stop a Data Collection Logging process, meaning data to log are not collected any
more. This state is reported by the LogStatus Resource (ID 4013) which - among other possible information -, indicates this
process is stopped.

In addition, through the usage of the LogStop Executable Resource Argument (‘0”), it is possible to clean-up/reset the content
of the Data Collection Logging area (LogData Resource) when the LogStop resource is triggered

Namely :
® EXECUTE /ObjectID/ObjectinstancelD/LogStop 0="0" (Default : Argument ‘0’ and its value can be omitted)

- means the Data Collection Logging area is preserved (LogData Resource 1D:4014)

© 2017 Open Mobile Alliance All Rights Reserved.
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® EXECUTE /ObjectlD/Objectinstancel D/LogStop 0="1"

- means the Data Collection Logging area (LogData Resource 1D:4014) is cleaned-up (reset)

5.1.1.3 LogStatus

This Resource provides various information related to the Data Collection Logging process. Not only this Resource indicates
if the process is stopped or not, but also if an error occurred during the Data Collection and if the LogData area contains valid
data or not.

It’s a 8 bits Integer, each bit containing independent information . The 3 first LSB are currently specified, the 3™
to 7" bits are reserved for future usage and the 8" bit can be used for Vender Specific purpose.

When included in Object definition, this resource must be defined as SINGLE since the Data Collection Logging process is
unique.

A typical usage of the Resource LogStatus is to set an LwM2M Server OBSERVE command on it; according to the notified
information (still running, stopped due to Data Collection Time expiration, error occurrence ..), the LWM2M Server is able to
accordingly react.

5.1.2 The Data Collection
5121 LogDataFormat

This Resource is used by the LwWM2M Server in two ways:

a) the Server MAY set that Resource to request the Client for a preferred data format regarding the
LogData Resource report.

b) the Server SHOULD get that Resource before retrieving the LogData Resource to understand which
data format will be used by the Client to report such a LogData Resource.

4 ranges of data formats are defined

- unspecified (0) or LogDataFormat Resource not present means no specific data format is used for the LogData
Resource (simple sequence of bytes)

- Predefined data formats : LwM2M TLV data format , LwM2M JSON data format, LwM2M CBOR data format
- Reserved data format which could be defined by OMA in the future

- Vendor Specific data format which is defined when an Object embedding that re-usable Resource is specified.

5.1.2.2 LogData

This Opaque Resource contains the data collected during the Data Collection Logging process. While basically defined as a
simple sequence of Bytes, the content of that Resource can be formatted according to various data format understood by the
Applications and indicated by the LogDataFormat Resource.

Ilustration :
- Object Data Collection Logging Configuration Phase : (Which informations/Resources to Log, specific Logging
policy ..)
- Data Collection Logging Status Observation
OBSERVE /ObjectlD/ObjectinstancelD/LogStatus_ID
- Data Collection Logging : Start triggered with LogData Clean-up, Action stopped by LogStop action
EXECUTE /ObjectID/ObjectinstancelD/LogStart_ID

- Data Collection Logging Status notification : something changed (data available, error, ..)

© 2017 Open Mobile Alliance All Rights Reserved.
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NOTIFY

- Data Collection Logging : Stop triggered
EXECUTE /ObjectID/Objectinstancel D/LogStop_ID
- Data Collection Logging retrieval
READ /ObjectID/ObjectIinstancelD/LogData_ID ct=42 (Opaque)
5.1.2.3 LogClass

As an option this Resource qualifies the type of the Data Collection which is logged in a certain Object Instance embedding
that Resource and the LogData Resource 3 ranges of LogClass are defined :

a) [0..5] Predefined range:
0:generic (default)
1:system
2:security
3:event
4:trace
e 5:panic
b) [6..99] Reserved range for future OMA usage
c) [100.255] Vendor Specific range which can be freely used when an Object embedding that re-usable Resource is specified.

This Resource embedded in an Object Instance may be set either by the LwM2M Client or by the LwM2M Server according to the
Applications needs.

When setting that Resource, the Server may decide to “Tag” the Data Collection to its specific need, potentially in using the
Vendor Specific LogClass range.

5.2 Resource Definitions

ID |Name Operations | Type Er?ﬂ?r?e?*;tion Units | Description
4010 LogClass RW Integer |255 Define the Log Event Class:
0: generic (default)
1: system
2: security
3: event
4: trace
5: panic
6: charging
[7-99]: reserved
[100-255]: vendor specific
4011 | LogStart E none
Actions:
a) Start data collection(DC)
b) LogStatus is set to 0 (running)
c) DC is emptied (default) or extended according
arg'0’ value
Arguments definitions are described in the table
below.
4012 | LogStop E none
Actions:
a) Stop data collection(DC)
b) 1st LSB of LogStatus is set to "1"(stopped)

© 2017 Open Mobile Alliance All Rights Reserved.
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c) DC is kept (default) or emptied according arg'0’
value

Arguments definitions are described in the table
below.

4013

LogStatus

Integer

8-bits

Data Collection process status:

Each bit of this Resource Instance value defines a

specific status :

1st LSB  O=running,
1=stopped

2nd LSB 1=LogData contains

Data

Valid

0=LogData doesn’t contain Valid Data
3rd LSB  1=Error occurred during Data
Collection
0=No error
[4th -7th ] LSB : reserved
8th LSB: vendor specific.

4014

LogData

Opaque

Read Access on that Resource returns the Data
Collection associated to the current Object
Instance.

4015

LogDataFormat

RW

Integer

255

. when set by the Server, this Resource indicates
to the Client, what is the Server preferred data
format to use when the LogData Resource is
returned

. when retrieved by the Server, this Resource
indicates which specific data format is used when
the LogData Resource is returned to the Server
0 or Resource not present : no specific data
format (sequence of bytes)

1: OMA-LWM2M TLV format

2 : OMA-LwM2M JSON format

3: OMA-LwM2M CBOR format

[4..99] reserved

[100..255] vendor specific data format

Table 1: Logging Event re-usable Resource Definition

Execution Resource Arguments Definition

ID R’e\ls;)rlilréce Order Name Type RErr:%en(l)r Unit Description
Data e 0Oornoargument (default) :
4011 LogStart | O Collection |Integer| [0-1] the DC is emptied

Mode e 1 :theDCis extended
e 0 ornoargument (default) :

Data the DC is stopped by the

1 CcF))IGI;icé:jon Integer - sec LogStop action only

e the value in seconds after

© 2017 Open Mobile Alliance All Rights Reserved.
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which the Data Collection is
stopped

4012

LogStop

Data
Collection
Mode

Integer

[0-1]

0 or no argument (default) :
the DC is kept
1 :the DCis emptied

Table 2: Definition for the Arguments of the Logging Event re-usable Executable Resources

© 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the terms as stated in this document.
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6. Guidance to define LwM2M Objects including the
Logging Event functionality

A simple illustration is to initially consider the Connectivity Statistics Core Object ID:7 [LwM2M_TS] and to target a
derivative of it, to the light of the Logging Event set of re-usable Resources. It’s a two steps illustration :

e step 1: to specify the derivative of the Connectivity Statistics Object, e.g. Object ID 77 embedding the Logging
Event set of re-usable Resources 4010, 4011, 4012,4013, 4014, 4015

e step 2 : to use the new Object ID:77 to log Data Collection related to Connectivity Statistics

6.1 Specification of Object ID 77 embedding Logging Event capability

6.1.1 Description

This LWM2M Objects enables client to collect statistical information and enables the LwWM2M Server to retrieve these information,
set the collection duration and reset the statistical parameters.

6.1.2 Object definition

Name Object ID Object Version LWM2M Version
Connectivity Statistics LogEvent Object 77 1.0 1.0

Object URN Instances Mandatory
urn:oma:lwm2m:oma:77:1.0 Single Optional

6.1.3 Resource definitions

ID |Name Operations|Instances|Mandatory|Type Eange OF  lUnits Description

numeration

0 SMS Tx Counter R Single |Optional [Integer Indicate the total number of SMS
successfully transmitted during the
collection period.

1 SMS Rx Counter R Single [Optional |Integer Indicate the total number of SMS
successfully received during the
collection period.

2 Tx Data R Single [Optional |Integer Kilo-Bytes|Indicate the total amount of data
transmitted during the collection period.

3 Rx Data R Single |Optional (Integer Kilo-Bytes|Indicate the total amount of data received
during the collection period.

4 Max Message Size  |R Single [Optional |Integer Byte The maximum message size that is used
during the collection period.

5 Average Message R Single [Optional |Integer Byte The average message size that is used

Size during the collection period.

6 LogData_MaxSize RW Single |Optional (Integer KiloBytes |Max Size of the Data Collection in

KiloBytes

© 2017 Open Mobile Alliance All Rights Reserved.
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If not specified or absent: 10Kbytes is
assumed.

When the accumulated data in the
LogData Resource reached the
LogData_MaxSizethe DC Logging
process is automatically stopped :
LogStatus is then accordingly set

4010

LogClass

RW

Single

Optional

Integer

255

Define the Log Event Class:

o OB W DN P O

: generic (default)
: system

: security

: event

: trace

: panic

: charging

[7-255]: vendor specific

4011

LogStart

Single

Mandatory

Actions:

a) Start data collection(DC)

b) LogStatus is set to 0 (running)

c) DC is emptied (default) or extended
according arg'0* value

Arguments definitions are described in the
table below

4012

LogStop

Single

Mandatory

Actions:

a) Stop data collection(DC)

b) 1* LSB of LogStatus is set to 1
(stopped)

c) DC is kept (default) or emptied
according arg'0' value

Arguments definitions are described in the
table below.

4013

LogStatus

Single

Mandatory

Integer

8-bits

Data Collection process status:

Each bit of this Resource Instance value
defines a specific status:

1*'LSB  0=running, 1=stopped

2" LSB 1=LogData contains Valid
Data

0=LogData doesn’t contain

Valid Data

3 LSB 1=Error occurred during Data
Collection

0=no Error
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[4"-7"1LSB : reserved

8" LSB : vendor specific.

4014

LogData

Single

Mandatory

Opaque

Read Access on that Resource returns
the Data Collection associated to the
current Object Instance.

Data format followed by this Opaque
Resource is given by the value of the
LogDataFormat Resource (1D:4015)

4015

LogDataFormat

RW

Single

Optional

Integer

255

. when set by the Server, this Resource
indicates to the Client, what is the Server
preferred data format to use when the
LogData Resource is returned

. when retrieved by the Server, this
Resource indicates which specific data
format is used when the LogData
Resource is returned to the Server

0 or Resource not present : no specific
data format is used (sequence of bytes)
1: OMA-LWM2M TLV format

2 : OMA-LwM2M JSON format

3: OMA-LwM2M CBOR format

[4..99] reserved

[100..255] vendor specific data format

Execution Resource Arguments definition

Table 3 : llustration : Object 77 including Logging Event re-usable Resources

ID

Resource Name

Order

Name

Type

Range or Enum

Unit

Description

4011

LogStart

Data Collection Mode

Integer

[0-1]

Oorno
argument
(default) :the
DCis emptied
1 :the DCis
extended

Data Collection Period

Integer

sec

Oorno
argument
(default) :the
DC is stopped by
the LogStop
action only

the valuein
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seconds after
which the Data

Collection is
stopped
Oorno
argument
llecti q (default) :the
4012 LogStop 0 Data Collection Mode Integer [0-1] DC is kept
1 :theDCis
emptied
DESCRIPTION I
e The Data Collection will concern the logging of six Resources : ID:0, 1, 2, 3, 4 &5
e The logging Class, Ressource ID 4010 of Instances of Object ID:77 will be set by the LwM2M Client to
System
e The 8" bit of LogStatus (ID:4013) is used to indicate — when set — if the Data Collection stopped due to
the Data Collection reached the allowed Max Size (see ID :6)
e The LogDataFormat value 100 (Vendor Specific range) , will indicate a ZIP file format
6.2 Object ID:77 at work

Configuration Phase : DC max size is set, DC Collection requested format is set, the OBSERVE on LogStatus is

requested

Active phase :

LwM2M
Client

PUT /77/0/6

LwM2M
Server

10
2.04 Changed

PUT /77/0/4015

A

100 (zip format requested)
2.04 Changed

Writ

GET /77/0/4013 Observe Token:1234

2.05 Content Observe

1

»
»

Write

e

Observe

Figure 1: Object 77 at work : Data Collection Configuration sequence

o The Data Collection process is started with a DC period of 5 minutes (300 sec)

o Some LogsStatus notification take place for LwM2M Server Analysis

o  When Data Collection logging ends (DC period expires or DC logging Max Size is reached), the LWM2M
Server can retrieve the LogData (DC) information (the data format is not the preferred one requested by the

Server)
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LwM2M
Client

POST /77/0/4011

LwM2m
Server

1=300
2.04 Changed

Execute
Start for 300sec

2.05 Content Message Token: 1234

2.05 Content Token: 1234

Y

Notify
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Y

0x83

GET /77/0/4015

Read
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2.05 Content

LogData

3

GET /77/0/4014
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2.05 Content

Read
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Figure 2: Object 77 at work : Data Collection Logging nominal sequence

LogData in OMA CBOR format

© 2017 Open Mobile Alliance All Rights Reserved.
Used with the permission of the Open Mobile Alliance under the terms as stated in this document.



OMA-ORG-LightweightM2M_Guidelines_Logging_Reusable_Resources-V1_0-20171129-A Page 18 (18)

Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
OMA-ORG- 29 Nov 2017 Status changed to Approved by TP
LightweightM2M_Guidelines_Logging_Reus TP Ref # OMA-TP-2017-0051-
able_Resources-V1_0-20171129-A INP_OMA_ORG_LightweightM2M_Guidelines_for_Logging_Reusable_Resource
s_for_Approval
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