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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentltasare deployed over wireless communication aeksy

The scope of OMA "Digital Rights Management" [DRN}s to enable the consumption of digital conierd controlled
manner. The content is consumed on authenticatédeteper the usage rights expressed by the cootergrs. The OMA
DRM work addresses the various technical aspedtsi®tystem by providing appropriate specificagiéor content formats,
protocols, and the rights expression language.

The scope for this specification is the applicatibthe OMA "Digital Rights Management" specificats in a typical
broadcast environment in which devices might omychpable of receiving information broadcast ovelnared medium. It
refers to the general OMA "Digital Rights Manageti¢DRM-v2] documents as its foundation. The caudefned in this
document take precedence over those specifiedebfptindation documents, thus creating a broadoteipiretation of the
OMA Digital Rights Management standard.

This specification is used by the OMA BCAST enalelBCAST10-ServContProt].
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

This is an informative document, which is not imted to provide testable requirements to implemiamtst

3.2 Definitions

Adapted PDCF The PDCEF file format from [DRMCF-v2], including gotations as specified in this document.

Broadcast Device A device that provides functionality for receivingprotected or protected broadcast services oeer th
broadcast channel, without using does not supjparitaractive communication channel. and cannot
communicate with other entities except using tleaticast channel.

Note that a Broadcast Device can still have anititpkturn channel: it may present informationggers
and dialogs to the user who may “"implement™ thieraction channel in various ways (e.g. telephone,
web portal, service desk). Note further that a ckeWlAY either be a Broadcast Device, an Interactive

Device or a Mixed-Mode Device.

Broadcast Rights Object This is a Rights Object used by DRM profile of ervice and Content Protection. BCRO is delivered
over broadcast channel. Encoding of the BCRO isifipé in Section 8 of this specification [XBS DRM
extensions-v1.0].

Data Carousel System used in broadcast environments for transigiét set of data in a repeating pattern, allovdat
to be pushed from a broadcaster to multiple recgivihis mechanism allows a device to reconstitute
transmitted set of data tuning anytime tot the dehduring at least the carousel period.

Generalised Rights
Object

Inferred Encryption Key  Refers to the key used for encrypting or decryptivgCEK/SEK/PEK. The Inferred Encryption Key is
derived from the UGK, the DEK, the UDK or the BDRhe Inferred Encryption Key is only used for
BCROs.

Interactive Device A device that provides functionality for receivingprotected or protected broadcast services oeer th
broadcast channel and interaction channel, usingtaractive communication channel and that can
communicate with other entities without using thedulcast channel for the communication. For example
an Interactive Device can execute interactive palf) like the DRM 2.0 ROAP protocol or HTTP
towards a Rights Issuer. Note that a device MAYieibe a Broadcast Device, an Interactive Device or
Mixed-Mode Device.

This term is used in this document as a more getemnin whenever an RO or a BCRO is meant.

Mixed-mode Device A Device that is both a Broadcast Device and aerdmtive Device, i.e. a device that supports an
interactive communication channel and also provfdastionality for receiving unprotected or proteatt
broadcast services over the broadcast channebuwtitising an interactive communication channel.

Mixed-mode-operation The operation of a Rights Issuer that can handlle Imeractive Devices and Broadcast Devices.

Mobile Broadcast The Mobile Broadcast Service Provider provides Boaast Services to the End-User.

Service Provider The Mobile Broadcast Service Provider may use dledifies of a Mobile Broadcast Network Operator to

distribute the Mobile Broadcast Services to the-Bisér.

Rights Issuer Service Service that carries Broadcast Rights Objectsstegion data and other messages from a Righterissu
over a Broadcast Channel.

Rights Object This is a Rights Object used by DRM profile of ®ervice and Content Protection. RO is delivered ove
interaction channel. Encoding of the RO is spedifiref DRMDRM-v2.0].
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3.3 Abbreviations

AES Advanced Encryption Standard
ARC Action Request Code

BAK BCRO Authentication Key

BCD Binary Coded Decimal

BCI Binary Content Identifier

BCRO Broadcast Rights Object

BDK Broadcast Domain Key

BSD/A Broadcast Service Distribution/Adaptation Center
BSM BCAST Subscription Management
CA Certification Authority

CIEK Content Item Encryption Key

CRL Certificate Revocation List

DEK Deduced Encryption Key

DK Device Key

DRD Device Registration Data

DRM Digital Rights Management

DVB Digital Video Broadcasting

ECT Efficient Coding Table

ESP Encapsulating Security Payload
FSGK Flexible Subscriber Group Key
GRO Generalised Rights Object

HMAC Hashed Message Authentication Code
ID Identification

IEK Inferred Encryption Key

IPsec IP Security

1\ Initialization Vector

LBDF Longform Broadcast Domain Filter (a.k.a. longforranin_id)
MAC Message Authentication Code
MJD Modified Julian Date

MTU Maximum Transmission Unit

NDD Notification of Detailed Data

NK Node Key

NSD Notification of Short Data

OBEX Object Exchange

OCSP Online Certificate Status Protocol
OFT One-way Function Tree
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OMA Open Mobile Alliance

ooB Out Of Band

PAK Program Authentication Key

PAS Program Authentication Seed

PDR Push Device Registration

PEAK Program Encryption / Authentication Key
PKC Public Key Certificate

PKC-ID PKC Identifier: the hash of the Public Key Certifie
PKCS Public Key Cryptography Standard

PKI Public Key Infrastructure

PPV Pay Per View

PRF Pseudo Random Function

PSI Program Specific Information

RI Rights Issuer

RIAK Right Issuer Authentication Key

RO Rights Object

ROT Root Of Trust

RSA Rivest-Shamir-Adelman public key algorithm
RTP Real Time Protocol

SAK Service Authentication Key

SAS Service Authentication Seed

SBDF Shortform Broadcast Domain Filter (a.k.a. shortfodmmain_id)
SEAK Service Encryption / Authentication Key
SGK Subscriber Group Key

SHA-1 Secure Hash Algorithm

SI Service Information

SK Session Key

TAK Traffic Authentication Key

TAS Traffic Authentication Seed

TDK Token Delivery Key

TEK Traffic Encryption Key

TKM Traffic Key Message

UDF Unique Device Filter

UDK Unigue Device Key

UDN Unigue Device Number

UDP User Datagram Protocol

UGK Unique Group Key

uTC Universal Time Clock
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3.3 Notations

E{K}M)
D{KXM)
A{K}M)
V{K}M)
A|B
A&B
AllB
AlB
A<<B

A>>B

AES-128-ENCRYPT{K}M)
ceil(X)

floor(X)

LSBmM(X)

MSBm(X)

HMAC-SHA1-t
HMAC-SHAL{K}(M)
SHA1-t

Encryption of messag®’ using key K’
Decryption of messagd/t’ using key K’
Authentication of messag®!' with key ‘K’
Verification of messageM’ with key ‘K’
Bitwise OR ofA andB

Bitwise AND of A andB

Concatenation oA andB

A and/orB

Bitwise shift left ofA by B bits. TheB most significant bits of\ are discarded, whilst tHleast
significant bits after the shift contain zeros.

Bitwise shift right ofA by B bits. TheB least significant bits oA are discarded, whilst tHR2most
significant bits after the shift contain zeros.

Encrypts the messagé with AES, using the 128-bit key.

Rounds up the real valuéto the lowest integed such thaiX<N.

Rounds down the real valixeto the highest integét such thaiX>N.

The bit string consisting of tha least significant bits of the bit string

The bit string consisting of themost significant bits of the bit string

The HMAC-SHA1 computation truncated to the moshgigantt bits, i.e. MSB(HMAC-SHA1)
HMAC-SHA1 computation of messagel* using key K’

The SHA1 computation truncated to the most sigaifit bits, i.e. MSB(SHA1)

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.

Page 19 (205)



OMA-TS-DRM_XBS-V1_0-20080807-C Page 20 (205)

4. Introduction

Digital Rights Managementdefines the mechanisntetiver DRM Content and Rights Objects to a consigndevice. In

the existing specification suite, devices are agslto be capable of two-way interaction with otbtities, such as a Rights
Issuer. In a typical broadcast environment, thiy mat be the case and devices may exists thatmgmeceive information
broadcast over a shared medium.

4.1 Version 1.0

In BCAST 1.0 ERP, the need for adaptations, exteissand guidelines has been identified for thewilhg OMA Digital
Rights Management [DRM-v2] items:

o0 ROAP Protocol

The ROAP protocol is specified assuming a bi-dicg@l communication mechanism between Device agtiRi
Issuer. A broadcast (i.e. uni-directional) equinatier the functionality provided by the ROAP protbis required.
Bandwidth usage is very important in broadcastotocol messages should be optimised for size.

o Rights Expression Language

There is a need for additional types of usageatatypical to the broadcast model, e.g. time-steftord, edit.
These may also have non-standard constraints sudhpalse-pay-per-view, prepaid.

NOTE: Impulse pay-per-view is a content purchase@hwhere participating receiving client devices a
sufficiently physically secure that they are trdstéth the pay-per-view program keys in advancehEgient
device tracks locally which pay per view (PPV) margs a user actually chooses to view and thengtiesly
reports these purchases to a billing system thetgels the user. This purchase model allows a fuitlbeease in
scalability for PPV programs, since a purchaseaderinstantly, locally in the device, and the isfracture
equipment is only responsible for periodically eoting cumulative purchase reports from receiviignt devices.
This purchase model requires protection of thetoggaphic keys, purchase information, purchaserdatg and
reporting software. To support impulse pay-per-vfemreceiving client devices that do not necesgaiave a
return path capability, the devices can pre-pureltasdit from a kiosk. Once that credit is used,ghbscriber can
return to a kiosk, to report back purchases armijomore credit.

0 Subscription Group Addressing

o] This is a feature that allows — per instance oteotprotection — to define the exact group of Hoasst
receivers that will be capable of accessing théepted content. It is required for fine-grained mgement of
broadcast subscription services.

0 Authentication of Broadcast Rights Objects and 8caat content

o] The bandwidth efficiency requirements of broadsgstems may necessitate a broadcast specific
authentication scheme for BCROs and content.

0 Broadcast Service Support
0 Token Management

This specification specifies the mentioned mechasisT his specification is not stand-alone; it maesinterpreted in the
context of the existing OMA DRM v2.0 suite of sdamtions. Its goal is to provide alternative memisens for those parts
of the standard that do not comply to the specifiestraints of broadcast systems: one-way commtimicand bandwidth
efficiency. Next to that, it also defines suppant &dditional broadcast concepts such as ‘broadessice’, (frequent) re-
keying of broadcast content protection and broadcsesge models.

This specification and the DRM profile related past [BCAST10-ServContProt] very closely follow tHeDC over DVB-H
18Crypt profile for service and content protectit@scribed in [ETSI 102 474], Annex B. Most, but abht parts of this
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specification are identical to their counterpant$g TSI 102 474], although they appear in differerder. In fact, DRM
profile is an extended version of 18Crypt, and t$p€is a backwards compatible subset of the DRfilar.

Technical differences between DVB [ETSI 102 474] &CAST [BCAST10-ServContProt] [DRM20-Broadcast-
Extensions] include, but are not necessarily retetdi to, the following:

*+ BCRO format
0 BCROs may be signed in BCAST (not so in DVB 18C)ypt

0 Subscriber group addressing (two additional addrgsaodes in BCAST that do not exist in DVB
18Crypt)

e STKM format

protection_after_reception (flag is always 0 in DY8&Crypt)
traffic_key_lifetime (3 instead of 4 bits in DVB C8ypt, with MSB always 0)
next_master_key_index_flag (field is always 0 inBD¥8Crypt)
next_master_salt_flag (field is always 0 in DVB 1§a)

master_salt_flag (field is always 0 in DVB 18Crypt)
next_master_key_index (field is not present in DMECrypt)

master_salt (field is not present in DVB 18Crypt)

next_master_salt (field is not present in DVB 18&)y

DCF encryption (TKM_ALGO_DCF) (does not exist in B\L8Crypt)

O O O O O O o o o

» Protection signalling in SDP

» Global Status Codes used in Server Side Interfacddviessages (do not exist in DVB 18Crypt)
» Token delivery response message (may be signe@#&SB, not so in DVB 18Crypt)

» Adapted PDCF file format (does not exist in DVB 1$a)

» Traffic authentication for ISMACryp (not used in BVL8Crypt)

The rest of the document is organized as followestiSn5 describes the processing of keys at the diffdegmtrs in the 4-
layer OMA BCAST service protection architecture BET10-ServContProt]. Sectidhdescribes the Authentication
Hierarchy of the 4-layer OMA BCAST service protectiarchitecture. Sectiohdescribes the management of domain and
devices in broadcast environments. The new formétaechanism for the delivery of rights objectdethBCRO

(Broadcast Rights Object) are defined in Sec8oihe concept of token management and Subscribepgre described in
Section9 and10 respectively. Sectiohl describes the broadcast service support that siltbe/secure delivery of broadcast
stream to a Device. Sectid2 describes various Rights Issuer services. The Paaptations for Traffic Encryption Key
Streams are described in Sectidh

All sections of this specification apply to the DRivbfile, as specified in [BCAST10-ServContProt]féw sections also
apply to the Smartcard profile as specified in [B&JA0-ServContProt]. Which sections apply to the $oaed profile is
specified in [BCAST10-ServContProt].
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5. Four-Layer Key Hierarchy For Service Protection

The OMA BCAST service and content protection aegttiire consists of a four layer key hierarchy [BTAS-
ServContProt]. This section explains the handlind processing of keys at different layers.

5.1 Registration Layer-Layer 1 Keys (Broadcast Mode )

For the Broadcast Mode of operation, a set of kegglelivered to the Device at the registratioetayhese keys are used
for authentication and decryption purposes.

The keys are delivered to the device in a protefttadat, called a keyset_block, as part of the devegistration data (refer
to Section7.2.2.2 for details).

The RI generates a session key (SK) to protedtelgset block (UGK, (F)SGKL1..n, UDK, BDK, RIAK, UDSBDF, LBDF
and/or TDK), which carries the keyset describe8eation7.2.2.2.3 (seeb).

encrypted _keyset _block = E{SK}(keyset _block)

The RI encrypts the SK and the encrypted_keysetkimgether called the SK+encrypted_keyset_blauk) a
sessionkey_block, such that:

sessionkey _block = E{DP}(SK +encrypted _keyset _block)

where the sessionkey_block is encrypted with tH#ipkey of the device (DP).

Note: If the keyset_block would not fit into thesiof the sessionkey_block the remainder is keptigdus_block. Refer to
Section7.2.2.2 for details.

The complete message (header, sessionkey_bloopiothal surplus_block) is protected by a singlerse authenticity
check, such that:

signature_block = A{RIQ}(message)

where the RIQ is the private key of the RI.

Upon reception the device follows the rules desctibbove in reverse order:

V{RIP}(signature_block)

SK +encrypted _keyset _block = D{DQ}(sessionkey _block)
keyset _block = D{SK }(encypted _keyset _block)

where:

The signature_block is verified with the RI pulitiey (RIP).

The encrypted sessionkey_block contains the seksip(SK) plus encrypted_keyset_block (togetheledathe
SK+encryped_keyset_block) and is decrypted withdindce’s private key (DQ).
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Note: If the surplus_block is present, it is coeoated to the keyset_block from the session kegkbRefer to Section
7.2.2.2 for detalils.

The encrypted_keyset_block, decrypted with theigedey (SK), produces the keyset_block, containirgkeyset (UGK,
(F)SGK, UDK, RIAK, UDF), which never leaves the DRident.

The term Inferred Encryption Key (IEK) is used tweypt and decrypt the CEK/SEK/PEK in a BCRO. TEK s "derived"
from the UGK, (F)SGK, UDK or BDK to decrypt the BCRsuch that

IEK = HMAC _SHAL_12qUGK}( BCI)

or

IEK = HMAC _SHAL_12§ NK, |[...|| NK ;}(BCI)
where the DKs are the Device Keys ordered accortirtige index (such that i < j) that are requireddreating the key for
the desired group. The Device Keys are obtainathusie scheme described in Sectldn3.4.4.
or
IEK = HMAC _ SHA1_12§UDK}( BCl)
or
IEK = HMAC _ SHA1_12§ BDK}(BCl)

The BCI parameter is in the asset structure oBBRO. The BCI value from the first asset strucioara BCRO SHALL be
used for all assets in a BCRO structure.

5.2 Long-Term Key Message Layer-Layer 2 Keys

Keys in this layer can be delivered either overadiaast or interaction channel. The following sewidescribe the
processing of keys both in the broadcast and ictieramodes.

521 Broadcast Mode

The SEK and PEK are transmitted to the device erLting Term Key Management Layer as part of a BCRO.

The keys used to encrypt and decrypt the SEK or B&pénd on the addressing mode of the BCRO (sé®$&0.2) as
follows:

RO addressed to a unique device:
In the case that an RO is addressed to a uniqueejéie IEK used to encrypt the SEK or PEK isktifrom the
unique device key (UDK) which was delivered duritayice registration.

* RO addressed to a subscriber group (subset of unigugroup)
In the case that an RO is addressed to a subaatrdfjue group (subscriber group), the IEK is dedifrom the
subscriber group keys ((F)SGKSs).

* RO addressed to a unique group:
In the case that an RO is addressed to all deiricesinique group, the IEK used to encrypt the SEREK is
derived from the unique group key (UGK).
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* RO addressed to a domain:
In the case that an RO is addressed to a domainE# used to encrypt the SEK or PEK is derivedrfiihe
broadcast domain key (BDK) which was delivered ngidlevice registration.

* RO containing a CEK:
In the case an RO is for an OMA DRM 2.0 contenirfar (e.g. a DCF), the asset carries a CEK objattan
additional cipher value. Decryption of the key migtleis defined by [DRM-v2].

522 Interaction Mode

If a Rights Object delivered via the interactiorachel contains a CEK, it will be processed accgrdin DRM-v2]. If it
contains a SEK or PEK, this key is protected ingame way as the CEK in [DRM-v2].

5.3 Short-Term Key Message Layer-Layer 3 Keys

The Traffic Encryption Key (TEK) is transmittedtinis layer. The TEK will be encrypted using eitlagProgram Encryption
Key (PEK) or a Service Encryption Key (SEK). The u$ two different keys to protect the TEK alloves the models
described in the following sections to be used.

5.3.1 Service Based Subscription

If the service is made available to customers tpgsrption only, then:

If access rights change per program, a programskeged within the Short Term Key Message, bukigen delivered
separately in a Rights Object. The scheme desciib8édction 5.3.2 is used.

If access rights do not change per program, a prodgey is not used and the scheme below is followed
E{ SEK}(TEK )

and

TEK = D{ SEK}(E{ SEK}(TEK))

The SEK is transmitted to devices as part of tighii Objects on the Long Term Key Management Lalleese ROs can
be normal OMA DRM 2.0 ROs in the case of an intevacdevice or BCROs for both Mixed-mode Deviced 8noadcast
Devices.

Figurel shows the key hierarchy for the case of a setvased subscription.
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Network Terminal
—0C E{TEK}C) Encrypted traffic D{TEK}C) c—
Layer 4: Traffic Encryption Layer \
TEK
TEK E{SEK}(TEK) Short Term Key Messages
Layer 3: Short Term Key Message Layer A
SEK: E{IEK}(SEK) RO D{IEK}(SEK) SEK
Layer 2: Long Term Key Message Layer v \/
I |
IEK IEK
Note: DRD - device assigned keys can be Note: IEK - inferred encryption key can
UGK, UDK, LDK and/or set of BGK be any of the keys received at registration
e.g. DBGK, UDK or UGK
Device registration data (DRD) E{P}(DRD) DRD > D{Q}DRD)
—— P - public device key Q - private device key

Layer 1:Registration Layer

Figure 1: 4-layer key hierarchy - use of SEK only

5.3.2 Pay-Per View Based and Service Based Subscrip tion

If content is made available both via a servicesstiption and via a pay-per view based subscriptiem the TEK will be
encrypted with the PEK:

E{ PEK}(TEK )

Devices that do not have a service-based subsmifiithat service can acquire the entittemenafspecific pay-per view
event. The RO for that pay-per view event will @nta PEK. This PEK can be used to decrypt the TEK:

TEK = D{ PEK}(E{ PEK}(TEK))

To allow devices with a service based subscripioaiccess the service as well the PEK encrypted tivé SEK is also
carried in the Short Term Key Message. So the STdeMies:

E{ SEK}(PEK )

and

E{ PEK}(TEK )

In order to decrypt the TEK given only the SEK tlevice has to do the following decryption
TEK = D{PEK }(E{ PEK}( TEK))

with

PEK = D{SEK }(E{ SEK}( PEK))
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hence
TEK = D{D{SEK}(E{ SEK}( PEK) }}(E{ PEK}( TEK))

The lifetime of a PEK is expected to last onlyfloe duration of a specific pay-per view event wiiile SEK is expected to
last for a longer period.

Network Terminal

E{TEK}(C) Encrypted traffic D{TEK}(C) C—

Layer 4: Traffic Encryptior Laye)

TEK
— TEK E{PEK}TEK) Short Term Key Messages

PEK

E{SEK}(PEK) /J

Layer 3: Short Term Key Message Layer

Selection made based on
subscription used (service vs. PPV)
PEK
RO
SEK
Layer 2: Long Term Key Message Layer

T
IEK IE

T
K
———Device Registration Data (DRD) E{P}(DRD) DRD D{Q}DRD)
——— P - public device key Q - private devicekey — M

Layer 1: Registration Layer

Selection made based on
subscription used (service vs. PPV)

Figure 2: 4-layer key hierarchy - use of PEK and SK

Figure 2 shows the four layer key hierarchy in¢hse of service subscription and pay-per-view.

5.4 Traffic Encryption Layer-Layer 4 Keys

On the Layer 4, the data is encrypted using oriPsdc, SRTP or ISMACryp. This layer is called thaffic Encryption
Layer. The key used to encrypt the traffic on thigr is called Traffic Encryption Key, or TEK.
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6. Authentication

This section describes the authentication "hierdrolfithe four-layer OMA broadcast service protentarchitecture for the
DRM profile [BCAST10-ServContProtFigure 3 illustrates how authentication is handled at tifeigbnt layers of the 4-
layer service protection architecture.

Device registration . . .
RIAK data (keyset_block) Layer 1: Registration Layer

BAK

Layer 2: Long Term Key Message Layer

HMAC-SHA1-96

{BAK}(BCRO) Broadcast Mode Interaction Mode
SAS/PAS ‘ MAC ‘ BCRO SAS/PAS ‘ signature ‘ RO
| ]
L £

D{DEK}(SAS/PAS) SAS/PAS Fetch SAS/PAS
Layer 3: Short Term Key Message Layer
SAK/PAK

HMAC-SHA1-96
{SAK/PAK}STKM)

|

‘encrypted_traffic_key_material‘ MAC ‘ STKM

N

D{SEK/PEK} ) . )
(encrypted_traf'fic_key_materia/ Layer 4: Traffic Encryption Layer
IPsec with SRTP/ISMACryp
authentication With SRTP authentication

‘ TAS ‘ ‘ Master Key ‘
SRTP Key
Derivation
Flow Direction

e
‘ TAK ‘ ‘ TAK ‘

!
ESP message SRTP message
integrity code

authentication code

‘ Input or output ‘

Figure 3: Authentication hierarchy

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM_XBS-V1_0-20080807-C Page 28 (205)

Where,
F-auth is a general authentication function thaleiscribed in Appendi€.14.5.

Note that the STKM, BCRO and RO message structaregure 3 only show the relevant parts of the corresponding
message structures. In addition to the keying rizdt¢éhese messages also contain other inform#&fbsrmore details see
[BCAST10-ServContProt]).

The keys used for authentication at the differapets of the OMA BCAST service protection architeetfor DRM profile
are described in the following sub-sections:

6.1 Registration Layer-Layer 1 Keys

This layer only has the RI Authentication Key (RIARhe RIAK is delivered during registration astpaithe
device_registration_response() message, describ®éddtion 7.1.3.2.

6.2 Long-Term Key Message Layer-Layer 2 Keys

This layer only has BCRO Authentication Key (BARhe BAK, which is derived from the Rl Authenticatiey (RIAK),
is used to authenticate and verify the integrityhef BCRO message (see Section 8.2.1).

6.3 Short-Term Key Message Layer-Layer 3 Keys

This layer has two authentication keys: the Proghautinentication Key (PAK) and the Service Autheation Key (SAK).
The PAK is derived from the Program Authenticatiteed (PAS) and SAK is derived from the Service Antitation Seed
(SAS) using the F-auth function, The PAS and th& &#e delivered as part of the BCRO/RO. The PAK@n8AK are
used to authenticate and validate the integrithhefSTKM.

6.4 Traffic Encryption Layer-Layer 4 Keys

This layer only has one TAK (Traffic Authenticatitay). The TAK is used for the integrity protectiofithe broadcast
stream. When IPsec with authentication is usedJthé#ic Authentication Seed (TAS) is derived frdhe decrypted keying
material at Layer 3 using SEK/PEK. From the TA®, T/AK is derived using the F-auth function and thes TAK is used
to verify the ESP integrity code. When SRTP/ISMARwith SRTP authentication is used, the decrypwdrig material, at
Layer 3 using SEK/PEK, is used as the SRTP Mastgr Khe TAK is derived from the Master Key and usederify the
integrity of the SRTP integrity code.
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7. Broadcast Device and Domain Management

In this chapter, binary messages for communicdietween a Rights Issuer and Broadcast Devices axetlM/ode
Devices are defined. When these binary messagepamaunicated over a broadcast channel, they SH#d tarried in an
RI Service, see Chapt&®.

In Section7.1 the common message fields used in the rest ofteh@gare specified.

In the Sectiong.2 and7.3 the process of Device registration is describdd¢clvenables the reception of BCROs, token
handling and domain management over the broadbasnel is described. This process correspondstddlivery of the
Layer 1 (Registration Layer) Keys, which are usadaiuthentication and decryption purposes.

Section7.2 specifies how to register Broadcast Devices whizimot have a return channel to the RI. This pocessists
of the offline notification of the Device data twetRI and of the notification of the registraticata from the RI to the
Device. Mixed-Mode Devices may use the offline ficdition of the Device data as well.

A Mixed-Mode Device or a Broadcast Device connegtiia a connected Device may register using the R@#otocol, as
is specified in Sectiof.3. This on-line registration, which is based on@¥A DRM v2.0 ROAP protocol, contains some
extensions needed for the transmission of registraformation, enabling the reception of BCRQxéken handling and
domain management over the broadcast channel.

Section7.4 specifies an off-line protocol for requesting aértactions from the RI. Examples of such actimesre-
registration, join or leave domain and token retpies

The RI has the possibility to send the registeredi@ a 1-pass message updating important dath@stificate, DRM
Time, contact number or domain information overlth@adcast channel. There are also messages définesk over the
broadcast channel for the delivery of tokens offdocing a device to join or leave a domain. Thegess messages are
described in Section.5.

Section7.6 is about the token handling. It describes how d@i¢@can request the RI offline to purchase tolkards how
these tokens are delivered to the Device over thadzast channel. It also describes how a Devjpert® his token
consumption to the Rl when requested.

Furthermore, Section.7 handles the Domain Management. OMA DRM v2.0 Domaind Broadcast Domains and the
protocols needed for their management over thedoast channel are described.

7.1 General Issues

7.1.1  Message Description Tables

In this chapter, most messages are specified asilegst two components: the message descriptibth@imessage syntax.
Each message description contains a table witle tokimns.

» The first column contains the names of the parammétethe message.

» The second column describes whether a parametgticnal "O" or mandatory "M". In this column, "®@ieans
that the parameter MAY be included in the messhgethe device MUST support the interpretationhaf t
parameter. "M" means that the field MUST be inchlidethe message.

» The third column contains remarks.
7.1.2  Common fields
The various messages described in the following@echave some fields in common. These includdahbewing fields:
message_tagthis parameter identifies the type of the messBgéer to SectiolC.13 for the value of the message_tag.

protocol_version this parameter indicates the protocol_versiothisf message. The Device SHALL ignore messages that
have a protocol_version number it doesn’t supgoeter to Section C.13 for the value of this paramnet
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longform_udn(): the long form of the Unique Device Number (UDNEf& to Sectior’.2.1.2 for details.

status: indicates the current status. In the descriptioin® messages that contain this field, a tablé pitssible status
values is included. The status parameter SHALLdai#i one of these values. The Device SHALL ignoessages with
other status values.

certificate_version: a numerical representation of the version of thedrificate. Using the certificate_version paraene
the Device can decide if it is needed to updateRtheertificate (if it was stored before). The dérate version can range
from 0x00 to Oxff. The value is created by the Rie RI can start at any value. As soon as somettiingges in the
certificate chain, the Rl increases the certificagrsion by 1. This saves the Devices the timeotthgough the complete
certificate chain every time they see a messade avitertificate chain, which is the same as theiotiee previous
message(s).

ri_certificate_counter: this parameter indicates the depth of the Rl figate chain. The certificate chain can contain at
most 7 certificates. If the ri_certificate_countentains a value 0, no certificate chain is inctudeo save bandwidth, the
size of error status messages can be reduced liyranthe certificate chain.

c_length: this parameter indicates the length in bytes efrthcertificate.

ri_certificate: when present, the value of thecertificate parameter SHALL be a certificate chain includihg RI
certificate. The chain SHALL NOT include the roertificate. The RI certificate SHALL come first ihe list. Each
following certificate SHALL directly certify the anpreceding it.

signature_type_flag:a flag to signal type of signature algorithm used:

signature_type_flag Value ( n) Remark
RSA 1024 0x0
RSA 2048 0x1
RSA 4096 0x2
reserved for future use 0x3 not used in this version of the
specification

Refer to AppendixC.9 for further details.

signature_block: the signature SHALL enable a single source auitigntheck on the message. The algorithm usethior
signature is RSA-1024 or RSA-2048 or RSA-4096. Sigaature SHALL apply to the implementation guide of
PKCS#1, as specified @.9.

ocsp_response_countetthis parameter indicates the depth of the OCSporese chain. The OCSP response chain can
contain at most 7 OCSP responses. If the ocsp_mespoounter contains a value 0, no OCSP respoaseistincluded. To
save bandwidth, the size of error status messagebereduced by omitting the OCSP response chain.

ocsp_response()this parameter, when present, SHALL be a compktefsvalid OCSP responses for the RI's certificate
chain. The Device SHALL NOT fail due to the preseinf more than one OCSP response elements. A DEWHé¢ L check
that an OCSP response is present in the receivedage.

local_time_offset_flag:binary flag to signal presence of the local_tinfésed parameter. If the local_time_offset_flag
contains a value 0x1, the local_time_offset fislghiesent. If the local_time_offset_flag containmlie 0x0 the
local_time_offset field is absent.

local_time_ offset:this parameter indicates the local time offset fitten (UTC) drm_time as explained in Annex C.8.2.

message_seq_numbethe message_seq_number is the message_seq_nuhitiemes present in the request (using the
offline NSD protocol) to which this message is sp@nse. This message _sequence_number is encoB€din

time_stamp_flag: binary flag to signal presence of both the paransategistration_timestamp_start and
registration_timestamp_end or the parameters doriaiastamp_start and domain_timestamp_end. A \aflOx1 indicates
the presence of the fields, a value of 0x0 the atEse

drm_time: this parameter defines the time in Universal TGm®rdinated (UTC). This 40-bit field contains therent UTC
time and Modified Julian Date (MJD). The 16 moghndicant bits in the field contain the MJD. The [24st significant bits
contain the UTC time encoded in BCD. Refet8 for more details on the calculation of Modified MJ
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EXAMPLE: 93/10/13 12:45:00 is coded as "0xC0791B450

7.2 Broadcast Device Registration

To register the device data has to be notifieth¢oRI. There are two cases for the notificatiod@fice data to the RI:
Case 1: The device has never been registered kaidris activated by the user.

There are two possibilities in which the device haglirect communication back channel to contaetRhbut needs to
report device data to the RI:

The device has no interaction channel or the inteEna channel is not able to make a connectiomédRl, but the device is
able to create an other connection to a conneck¢d @evice. This device is called an unconnectedag\and is covered in
[DRM-v2] Section 14.

The device has no interaction channel and is urtabieake a connection to an interactive devices Hevice is called a
broadcast (only) device. In this case the 1-pasarpipush registered device protocol is used.

Case 2: The device has been registered at thef@®kebend needs to be re-registered.

* Inthis case the Rl uses the 1-pass binary infegistered device protocol to send a message ogdgmendevice to
re-register, as is specified in this document.

Following sequence chart explains the registrafborbroadcast only mode of operation.

ROT/PKI

Figure 4: Registration for broadcast mode of operabn with one ROT

Note: Notification of device data to the Rightsussis performed off-line. Transmission of the stgition data from the RI
to the device is performed on-line via the broatichannel.

Explanation of the protocol:

Once the Rights Issuer has the device data frordekiee [1] via the protocol described in SecticA %, the RI contacts the
Root of Trust (ROT) requesting the certificate aa@abilities of the Device [3], while the deviceeistered into registration
mode and awaits the registration data [2].

The Root of Trust decides whether the requesteiteelata is valid or not and whether or not theiested certificate and
capabilities data can be passed to the RI.
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If the RI received the requested certificate arhbdities from the ROT [5], the RI SHALL send bazkegistration data
message to the device [6].

The RI uses the 1-pass binary Push Device Regirdata (a.k.a. PDR) protocol to send the redistiadata over the
broadcast network. The PDR protocol is describeBeiation 7.2.2, together with the registration datahe format of the
device_registration_response() message). The Rl Mé&dde to send an error status with the messagenat valid
registration data containing the data required¢ate an Rl context.

A device listening for device_registration_respghsgessages will look for messages with the coordmg message_tag.
On every message with a matching message_tag Wieedeill check the longform_udn() parameter. listimatches (any of)
the device’s local UDN(s), the device will procéiss message and will start trying to decrypt theretedata in it.

If the device does not receive registration dathiwia timeout, the device leaves the registratimule and stops listening
for device_registration_response() messages.

Subsequent distribution of Right Objects at regirtarvals is done with a message send as an infoessage using the 1-
pass Inform Registered Device protocol.

7.2.1 Offline Notification of Detailed Device Data
7.2.1.1 Theory of Operation

The offline Notification of Detailed Device Datagbocol is also known as the "offline NDD protocarhe notification of
the device data is performed off-line, by meanthefdevice_data_inform() message as defined indpet2.1.3.1.

Mobile Broadcast .
Service Provider / User / Device

Figure 5: Offline NDD protocol

Explanation of the protocol:

The purpose of this protocol is to transfer dedata somehow to the RI, in case the device doesupgtort a return channel
to the RI. After the user has let the device knbat he/she wants to register at an RI, the devioéyzes the
device_data_inform() message (refer to SectiorlB2L for details) and make this data availablinéouser.

The data of the device_data_inform() message dsrdis several series of decimal digits and pdgsib alphanumeric
character. The user needs to transfer these sereshow to the RI. In order to aid the user in, tie device MAY display
a dialogue with instructions. Notifying the devidata can be done in various ways, for example bwstg the user of the
device a dialogue on the screen of the devicel|alis the device data and a telephone numberltéocavocal notification
of the device data. Another example is to disptesgructions to send an SMS message via a mobileetwothe RI.

An example of a displayed message follows, whezddhowing information is reported back to the Rlease note that
when using displays like in the examples, it isfuls® present the numeric fields in the order shbw

! Note: It is the sequence of the defined valuesithgpecified. The use of dashes as the delingtehown with an example placement to
be consistent with the examples used elsewhehesrspecification. The text portion of this scréeshown as an example only; there is
no implied requirement to duplicate the exact wagdir formatting shown. Please note: the short WiiNonly be displayed after the
first registration, when that data MAY be availafdedisplay.
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In order to start service with this device
please send an SMS with the UDN below to the
following phone number:
XXXX-XXXK-XXXXXXX

In order to start service with this device
please contact customer service at:
XXXK-XXXK-XXXXXXX

Unique Device Number (UDN):

XXX XXXX XXX XXX XXX Unique Device Number (UDN):

HXXX XXXX XXXX XXXX XXXX
short UDN:

short UDN:
XXXX XXXX KXXX XXXX
An example dialogue showing instructions for An example dialogue showing instructions for
vocal notification of UDN to callcenter notification of UDN per SMS to callcenter

Figure 6: Examples of notification displays

If the device does not support a return channgie¢dl, the device data (device_data_inform() megss8HALL be notified
off-line, using the offline Notification of DetaideDevice Data protocol.

After the notification of the device data, userdae® put the device into registration mode [2].aput into registration
mode, device SHOULD start to listen for the deviegistration data for a limited time.

7.2.1.2 Unique Device Number (UDN)

To reduce the amount of data that is to be notifietthe RI, the device data protocol takes camatd reduction. To ease the
detection of errors during the registration proc#ss device data protocol will also allow detectaf errors in the notified
device data.

Following data format SHALL be used to construtiraque Device Number (a.k.a. UDN):

ROT ID Device serial number Checksum

Figure 7: Unique Device Number

Table 1: UDN explanation

Field Length (digits) supporting up to
rot_id 3 1000 ROT
device_serial_number 14 100,000 Billion devices
checksum 3

This totals to 20 digits. The fields are explaitetow:
rot_id: The first 3 digits in the UDN identify the ROT. &y ROT has an own unique ID.

device_serial_number:There are 100,000 billion (1) possible device_serial_numbers. This range MAUtedivided in
subranges from which separate entities may issuealserial numbers independently.

checksum: The final digits of the device ID nhumber are chdits, akin to a checksum. The 3 digits allowut of 103
possible errors to remain undetected. The algortthoonstruct the checksum SHALL be as specifielppendixC.6.2.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM_XBS-V1_0-20080807-C Page 34 (205)

7.2.1.2.1 Syntax

The 20 digits of the UDN are encoded in BCD (Bin@gded Decimal) format into the longform_udn(). Thessage syntax
is specified below:

Table 2: longorm_udn

fields length (bits) type
longform_udn(){
rot_id 12 bslbf
device_serial_number 56 bslbf
checksum 12 bslbf
}

Note: The UDN SHALL be constructed according to dheve mentioned message syntax. When the UDNdagied or in
other ways presented to the end user, a(ny) checlsgit with value "10" SHALL be represented byaphanumeric
character different from {0..9}, for example X or Zhis ensures the RI will always receive 20 "chtees" from the end user
notification, providing an easy way to count if h&rmation is complete.

Notice that there is a field named shortform_udn fee Sectiof.4.1 for more details.
7.2.1.3 device_data_inform() Message
The device_data_inform() message is used to setall&@kDevice Data to the RI for Registration.

7.2.13.1 Description

The Device data SHALL be unique. In a one way ¢healevice notifies this device data, yet the Ierggtthe unique device
data SHOULD remain concise.

Because devices can be uniquely identified by tik iPis not needed to incorporate unique data litte device certificate
into the (device specific) registration data. THdAODRM 2.0 certificate is global and the link beterethe manufacturer
and the device can be requested from the PKI, basd¢ide device ID.

Table 3: Notify device data message parameters

Parameter (M)andatory / (O)ptional Remark
version M
contact_nr @]
longform_udn() M

version: a <major> representation of the highest ROAP waraumber supported by the Device. For this versidhe
protocol, theversion field SHALL be set to valuel™.

contact_number: the number to be contacted in order to registedéwce. It can be a phone number or an SMS number.
This number MAY have been entered into the devigg@duction time and if so MAY be shown in theistigation display
(refer to Sectior’.2.1.1 for an example). This number could also be pravidehuman readable form in other ways.

longform_udn():identifies the unique_device_number to the RI. TN SHALL be part of the credentials entered irte t
device, like the private key and the certificatefd® to Sectiory.2.1.2 for details.
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7.2.1.3.2 Syntax

Since this is an offline protocol the device dataat really formed into a message that can beitnéted. The device data is
decimal and formatted as follows:

Table 4: Device data

Parameter Format and length Description
version 1 digit
contact_number 15 digits dependent on target tedtwork
longform_udn 20 digits constructed as describe8edation 7.2.1.2.1.

7.2.2  Push Device Registration Protocol

7.2.2.1 Theory of Operation
Note: This protocol is also known as the "1-pas&Riotocol”, short for Push Device Registrationtpcol.
Mobile Broadcast
ROT/PK Service Provider / User / Device
R

| ||1| send registr. data a !

Figure 8: 1-pass PDR protocol - (first) device regtration

Note: Transmission of registration data is perfatroa-line via the broadcast channel. The registnatiata
(device_registration_response() message) is spddifi Sectiory.2.2.2

Explanation of the protocol:

The RI SHALL use the 1-pass binary Push Device fegion data (a.k.a. PDR) protocol to send regfistn data over the
network [1]. The registration data can be the deuiegistration_response() message (refer to SettibR.2) or the
domain_registration_response() message (referdtid®er.7.4). The Rl SHALL use the RI mechanismscdi®ed in Section
12 to address the message to a device. The RI SHiAdlude a valid keyset in the message.

A device listening for device_registration_respghéer domain_registration_response()) messagesLSH@ok for

messages with the corresponding message_tag. Onraessage with a matching message_tag the deMé&lScheck the
long_form_udn parameter. If this matches (anylod)devices local UDN(s) the device SHALL start @ating the signature
and check the RI certificate (chain.). If both (URNd signature) are valid the device detects tleissage is really addressed
to it. The device SHALL start processing the messagd SHALL start trying to decrypt the secret datih If the message

is correct, the device SHALL store the new keysi¢h wey(s). The devise SHALL delete the old key#etpplicable).

After a timeout the device SHALL leave the regitna mode and stops listening for device_registratresponse()
messages.

7.2.2.2 device_registration_response() Message
7.2.2.2.1 Description

Using the 1-pass PDR protocol the RI SHALL senewaak_registration_response() message with thetragjon data to the
device as specified below:

Table 5: device_registration_response message ddption

device_registration_response()
Parameter name | (M)andatory /1 remark
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(O)ptional
message_tag M global, not encrypted
protocol_version M global, not encrypted
sign_bcros_flag (0] global, not encrypted
longform_udn() M global, not encrypted
status M device specific, not encrypted
certificate_version M global, not encrypted
ri_certificate_counter M global, not encrypted
c_length M global, not encrypted
ri_certificate M global, not encrypted
0CSp_response_counter M global, not encrypted

r_length

global, not encrypted

ocsp_response

global, not encrypted

local_time_offset_flag

device specific, not ernutigd

time_stamp_flag

device specific, not encrypted

subscriber_group_type

device specific, not entegp

signature_type_flag

global, not encrypted

shortform_udn_flag

device specific, not encrypted

surplus_block_flag

device specific, not encrypted

keyset_block_length

device specific, not encrgpte

unique_group_key

device specific, encrypted

subscriber_group_key

device specific, encrypted

unique_device_key

device specific, encrypted

unique_device_filter

device specific, encrypted

flexible_device_data

device specific, encrypted

ri_authentication_key

device specific, encrypted

token_delivery_key

device specific, encrypted

broadcast_domain_key

device specific, encrypted

shortform_domain_id

device specific, encrypted

drm_time

device specific, not encrypted

local_time_offset

device specific, not encrypted

registration_timestamp_start

device specific,amarypted

registration_timestamp_end

device specific, notypted

shortform_udn

device specific, not encrypted

signature_block

210/5l0/°|%|2|0|0|2|0|Z|0|0|0|2|E|E|2|2|E|E|2|F

device specific, not encrypted

message_tagthis parameter identifies the type of the messBgéer to SectiolC.13 for the value of the message_tag.
protocol_version: this parameter indicates the protocol_versioisf inessage. See Section 7.1 for more details.

sign_bcros_flag:this (OPTIONAL) flag is turned ON if the BCROs Wile signed. If this flag is present, the
reserved_for_useflag is reduced to 3 bits.

longform_udn(): the long form of the UDN. Refer to Sectidr2.1.2.1 for details.

status: the status parameter SHALL indicate one of theeslexplained in the following table. The deviceA&H ignore
messages with other error values.
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Table 6: Status values

Status value Meaning
Success The registration request was executedssialhg and the RI completed all data. The device
SHALL process the message.
UnknownError The RI encountered an unknown errtaragceiving the registration request. The deMéey
put forward a subsequent registration requestedtih(context).
NotSupported The RI does not support the registratequest.
AccessDenied The RI decided that the device willo@granted access to the service and stopsgdrstregion.

The RI will stop listening to future registratioequests of this device. The device is forced to
refrain from future registration and SHAlduppressbroadcast and/or mixed-mode registratior
requests to the particular RI (context).

NotFound The RI decided that the device could edfdoind (offline UDN and/or UaProf). The device MAY
put forward a subsequent registration requestedtih(context).
MalformedRequest The RI decided that the registnatequest was malformed and viilkce the device to execute a
(re)-registration at once. The device SHALL entejregistration mode.

Note: refer to Sectio.7 for the value of the error codes.

certificate_version: a numerical representation of the version of theerificate.See Section 7.1.2 for more details.
ri_certificate_counter: this parameter indicates the depth of the Rl foeaite chainSee Section 7.1.2 for more details.
c_length: this parameter indicates the length in bytes efrthcertificate.

ri_certificate(): this parameter SHALL be preseBee Section 7.1.2 for more details.

The Device MAY store RI certificate verificationtdandicating that an RI certificate chain has beesified. The purpose
of this is to avoid repeated verification of thengecertificate chain. The RI certificate verificatidata stored in this way
SHALL uniquely identify the RI certificate and SHALbe integrity protected. The Device SHOULD chefcthe Rl
certificate chain received in this parameter cqoeslis to the stored certificate verification datathis RI. If so, the Device
does not need to verify the RI certificate chainiagotherwise the Device SHALL verify the RI cédate chain.

If an RI certificate is received that is not in gtered certificate verification data for this Rhd if the Device can determine
(in the case of Broadcast Devices that support DRiE) that the expiry time of the received RI degtéite is later than the
RI Context for this RI, and the certificate statdishe RI certificate as indicated in the OCSP oese is goodsee [OCSP-
MP]), then the Device SHALL verify the complete ohand SHOULD replace the stored RI certificatdfieation data with
the received RI certificate data and set the Rtedrexpiry time to that of the received RI cedifie expiry time.

However, if the Device does store RI certificatéfi@ation data in this way it SHALL store the erpperiod of the RI's
certificate (as indicated by the notAfter field kit the certificate) and SHALL compare the Devicalsrent DRM Time
with the stored RI certificate expiry time wheneverifying the signature on signed messages frarRth If the Device’s
current DRM Time is after the stored RI certificateiry time then the Device SHALL abandon procegshe RI message
and SHALL initiate the registration protocol.

ocsp_response_countefThis parameter indicates the depth of the OCSporese chainSee Section 7.1.2 for more
details.r_length: this parameter indicates the length in bytes efatsp_response.

ocsp_response()this parameter, when present, SHALL be a comgletef valid OCSP responses for the RI's certdicat
chain.See Section 7.1.2 for more details. If no OCSP response is present in the device_ragimt_response() message,
then the Device SHALL abort the registration pratoc

local_time_offset_flag:binary flag to signal presence of the local_tinfésai parameteiSee Section 7.1.2 for more
details.

time_stamp_flag: binary flag to signal presence of both paramedgistration_timestamp_start and
registration_timestamp_end. See Section 7.1.2 toerdetails
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subscriber_group_type:This field indicates whether the Device is assibttea Fixed Subscriber Group of size 256 or 512
Devices, or to a Flexible Subscriber Group. Sedéelraior more details.

Table 7: The meaning of subscriber_group_type

subscriber_group_type Value () remark

data absent 0x0 will signal absence of keyset_blgck
€.g. on error status to save
bandwidth.

reserved for future use 0x1-0x7 not used in thisiea of the
specification

set of 8 SGKs 0x8 indicates a Fixed Subscriber @rou
size of 256 Devices

set of 9 SGKs 0x9 indicates a Fixed Subscriber @rou
size of 512 Devices

reserved for future use OxA-OxE not used in thisiom of the
specification

flexible group size, set of FSGKs OxF indicatedexible Subscriber
Group size

signature_type_flag:a flag to signal type of signature algorithm us®ele Sectio.1.2 for more details.

short_udn_flag: binary flag to signal presence of the shortform field.

short_udn_flag Value ( 1) remark
data absent 0x0
data present Ox1

surplus_block_flag: Binary flag to signal the presence of the surghlsck field.

surplus_block_flag Value (1) remark
data absent 0x0
data present 0Ox1

keyset_block_length: this parameter indicates the length in bits ofttiiel keyset_block. That is the part in the
sessionkey_block() plus the optional second parhfthe surplus_block().

unique_group_key:an symmetric AES encryption key to address a wngroup. This key is also known as UGK. The key
length SHALL be 128 bit.

Note: This key is wrapped into the keyset_blocleféRt07.2.2.2.3).

subscriber_group_key:a set of AES symmetric encryption keys used ferdaduction of the zero message Subscriber
Group key (DEK), which is needed to decrypt the Sfi/or PEK. These keys are also known as Subsitmeip Keys
(SGKs). The key length SHALL be 128 bit.

Note: this field is only present in the case oigrament of the Device to a fixed Subscriber Grotipipe 256 or 512
Devices. It is then wrapped into the keyset_bl¢Blefer t07.2.2.2.3).

flexible_subscriber_group_key:a set of AES symmetric encryption keys used ferdaduction of the zero message
Subscriber Group key (DEK), which is needed to getcthe SEK and/or PEK. These keys are also kn@awrlexibe
Subscriber Group Keys (FSGKSs). The key length SHAEL128 bit.
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Note: this field is only used in the case that @ais assigned to a Flexible Subscriber GroupekMine field is present, it
is wrapped into the keyset_block.(Refef7td.2.2.3).

unique_device_key:An AES symmetric key to address a unique devibés Key is also known as UDK. The key length
SHALL be 128 bit.

Note: This key is wrapped into the keyset_blocleféRt07.2.2.2.3).

unique_device_filter: This 40-bit address is used as a unique identfi¢he device for a specific Rl (each RI has 80
address space). The Unique Device Filter is aleavknas UDF. This address is wrapped into the keppetk. (Refer to
6.1.3.2.2).

In case of Fixed Suscriber Group addressing, thewing applies. In the case of a group size of @B8ices, the first 32 bits
contain thefixed_group_addressfield, whilst the last 8 bits contain tfized_position_in_groupfield. In the case of 512
devices, the first 31 bits contain tfiveed_group_addressfield whilst the last 9 bits contain tfi@ed_position_in_group
field.

In the case of Flexible Subscriber Group addressinig field contains a 40-bit unique address.

Note: An RI can decide to use both Flexible SulbscrGroups and Fixed Subscriber Groups. In thie tes Rl has to take
care that the Group Address of a Fixed Subscrilvetdoes not equal the first 31 or 32 bits of aFUiD a device in a
Flexible Subscriber Group. To ensure this it isremended that if the Rl supports both Subcribeu@itypes, the MSB of
the UDF indicates whether the Device is assignexRtexible Subscriber Group or to a Fixed Subsecribroup.

flexible_group_address:the address of the Subscriber Group in the cagetih Device was assigned to a Flexible
Subscriber Group.

Note: this field is only present in the case thatdevice is assigned to a Flexible Subscriber grhus then wrapped in the
flexible_device_data structure in the keyset_bl¢Blefer t07.2.2.2.3 andC.11).

flexible_position_in_group the position of the Device in its Flexible Subserilsroup.

Note: this field is only present in the case thatdevice is assigned to a Flexible Subscriber grhus then wrapped in the
flexible_device_data structure in the keyset_bl¢Blefer t07.2.2.2.3 andC.11).

flexible_group_size_indicator:this 5-bit field indicates the size of the Flexil8ubscriber Group. When
flexible_group_size_indicator contains a valki¢he Subscriber Group has a size ‘ofievices.

Note: this field is only present in the case that device is assigned to a Flexible Subscriber grhus then wrapped in the
flexible_device_data structure in the keyset_blgR&fer t07.2.2.2.3 andC.11).

ri_authentication_key: an AES symmetric key to verify MACs on BCRO and\K8&iessages. This key is also known as
RIAK. The key length SHALL be 128 bit.

Note: This key is wrapped into the keyset_blocleféRt07.2.2.2.3).
token_delivery_key:this is the Token Delivery Key (TDK), which is usi Sectior7.6.4.
Note: This key is wrapped into the keyset_blockféR&n 7.2.2.2.3).

broadcast_domain_key:an AES symmetric key to address a broadcast dormhis key is also known as BDK. The key
length SHALL be 128 bit.

Note: This key is wrapped into the keyset_blocleféRt07.2.2.2.3).

longform_domain_id(): this parameter is also known as the Longform BraatiDomain Filter (LBDF). Please refer to
Section C.11.2 for the definition. The longform_dom id() is used for mixed-mode operation. NoteisTdddress is
wrapped into the keyset_block. (Refer to 7.2.2.2.3)
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shortform_domain_id: this parameter is also known as the Shortform BrasitdDomain Filter (SBDF). Please refer to
7.2.2.2.3. An addressing scheme used to filter agesslike BCROs. The shortform_domain_id is usedbfoadcast mode

of operation.

Note: This address is wrapped into the keyset_bl@R&fer t07.2.2.2.3).
drm_time: this parameter defines the time in Universal TGm®rdinated (UTC). See Secti@rl.2 for more details.
local_time_offset:this parameter indicates the local time offset fth (UTC) drm_time as explained in Annex C.8.2.

registration_timestamp_start: indicates from what time onwards the registratiata is valid. This is an extra mechanism
above the expiration date of the RI certificateot@ please note that this parameter can alsodzkagainst replay attacks.)

registration_timestamp_end:indicates from what time onwards the registratiate is expires. This is an extra mechanism
above the expiration date of the RI certificateot@ please note that this parameter can alsodzkagainst replay attacks.)

shortform_udn: this parameter allows the RI to give an own defiskort number identifying the device. This numdsan
be used as a shorter alternative to the UDN dwffigpe notifications. The shortform_udn is codedBCD format.

signature_block: the signature SHALL enable a single source auitigntheck on the message. See Sectidn2 for

more details.

7.2.2.2.2 Syntax

Table 8: device_registration_response message syxta

fields length type
device_registration_response(){
[* signature protected part starts here */
/* message header starts here */
message_tag 8 bslbf
protocol_version 4 bslbf
sign_bcros_flag 1 bslbf
reserved_for_future_use 3 bslbf
longform_udn() 80 bslbf
status 8 bslbf
flags {
ri_certificate_counter 3 bslbf
0CSp_response_counter 3 bslbf
local_time_offset_flag 1 bslbf
time_stamp_flag 1 bslbf
subscriber_group_type 4 bslbf
short_udn_flag 1 bslbf
signature_type_flag 2 bslbf
surplus_block flag 1 bslbf
keyset_block length 16 uimsbf
}
certificate_version 8 bslbf
for(cnt1=0; cntl <ri_certificate_counter ;cntl++){
c_length 16 uimsbf
ri_certificate() 8*c_length | bslbf
}
for(cnt2=0; cnt2 < ocsp_response_counter ;cnt2++){
r_length 16 uimsbf
ocsp_response() 8*r_length | bslbf
}
drm_time 40 mjdutc

if (local_time_offset_flag == 0x1) {
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local_time_offset 16 bslbf
}
if (time_stamp_flag == 0x1) {

registration_timestamp_start 40 mjdutc

registration_timestamp_end 40 mjdutc
}
if (short_udn_flag == 0x1) {

shortform_udn 32 bslbf
}
/* message header ends here */
if (signature_type flag == 0x0){

sessionkey block() 1024 bslbf
} else if (signature_type_flag == 0x1)

sessionkey block() 2048 bslbf
} else if (signature_type flag == 0x2)

sessionkey_block() 4096 bslbf
}
if (surplus_block flag == Ox1){

surplus_block() (*1) bslbf

padding_bits (*2) bslbf
}
/* signature protected part ends here */
if (signature_type flag == 0x0){

sighature_block 1024 bslbf
} else if (signature_type_flag == 0x1)

sighature_block 2048 bslbf
} else if (signature_type flag == 0x2)

signature_block 4096 bslbf
}

}

key:
(*1) for details please refer to Secti@nl2.

(*2) (surplus_block() length) mod 8

7.2.2.2.3 Protection of the (Device Registration) K

The device_registration_response() message isislito parts: device global data (not time bouadd device specific

(time bound).

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve

d.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM_XBS-V1_0-20080807-C Page 42 (205)

Message:_tag
Longform_udn
Device global data Device specific data «
(in the clear) -
Key mateidl || ather device cta
(e" o) (inthe clear)
| Signature over
complete
signature r ‘ message
\

Figure 9: device_registration_response() message

The device global data SHALL be in the clear. Theice specific data contains the keyset for théagevhe key material
SHALL be protected by encryption.

The RI SHALL use its private key to sign the contplmessage data. Upon reception the device SHALiEybe RI
signature, by using the issuer’s public key from R certificate. The device SHALL make sure tlmég thessage is correct
by using a valid and correct RI certificate.

The complete message SHALL be authenticated bgreasire from the RI.

Creation of the encrypted message SHALL adherbaddilowing rules:

1.

Generate a (128 or 192 or 256) bit AES key to eal@s session key (SK) for the device_registratesponse()
message.

Determine if the trust authority has defined arodatgm for extra encryption of the keyset_blocks¢f, prepare the
appropriate TAA descriptor for it (using the syntiefined inC.11.3).

For Fixed Subscriber Group addressing, concatélrfsfe descriptor from step 2, if it is present, ahe following
fields to form the keyset: UGK, SGK1..n, UDK, UDBDK, SBDF, LBDF (if applicable), RIAK, TDK under es
of [FIPS 197] and the Tag Length Format descrilme8ectionC.11.

For Flexible Subscriber Group addressing, conctééehA@A _descriptor from step 2, if it is presentdahe
following fields to form the keyset: UGK, UDK, UDBDK, SBDF, LBDF (if applicable), RIAK, TDK,
flexible_device_data, FSGK1..m under rules of [FIES] and the Tag Length Format described in Sedid 1.

The concatenated keyset SHALL be padded with oneitii the value '1' and, after this 1-valued Bitp 63 bits
with the value '0', such that the length of thedzatlkeyset is a multiple of 64 bits, see Appendicf ANIST 800-
38A]. Note that if the non-padded keyset was alyeathultiple of 64 bits in length, it is padded w4 bits.

Encrypt the keyset using [AES_WRAP] using the gatezt SK as (AES-WRAP style) KEK. This will prodube
keyset_block.

If a TAA_descriptor field has been inserted in kegset_block, encrypt the keyset_block (result fsiap 4) again
starting at the last bit of the TAA_descriptor vehilsing the algorithm and parameter as indicatéden
TAA_descriptor.

Calculate the part of the keyblock that wouldHito the RSA block (depending on the size of RSAdube that
1024, 2048 or 4096), including the SK and undedé@mentation rules of the PKCS#1. If the keyset_blfits into
one RSA block continue at step 8. Else continustegt 7.

If the SK plus keyset_block including PKCS#1 headégning, etc did not fit into one RSA block, thkeep the
remainder part as surplus_block().
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8. Encrypt SK plus the (part of the )keyset_block fitatinto the RSA block with the public key of tkerget device
using RSA (1024 or 2048 or 4096) under implemeotegjuidelines of [PKCS#1]. This will produce the
sessionkey_block().

9. Concatenate the (non encrypted) parameters thatmetrused in the key_block and create the mestageler”
from this. Refer to 7.2.2.2.2 for details. (forsea of completeness: of course the sessionkey {|dbk (optional)
surplus_block() and the signature_block are nat @fahe message header)

10. Concatenate the message "header" and the sessiddek() . If the SK plus keyset_block including €8#1
header, aligning, etc did not fit into one RSA oihen also concatenate surplus_block() part.rékelt SHALL
be hashed under implementation guidelines of PKC&#%pecified in Section C.9. This will produce th
signature_input_data.

11. Sign the signature_input_data with RSA (1024 or86A4096) using the private key of the RI. Thenaigre
SHALL apply to the implementation guidelines of PB#1, as specified in C.9. This will produce the
signature_block.

12. The device_registration_response() message coramithe message "header" plus sessionkey_blamiiipnally
the surplus_block() and the signature_block.

All but input for keyblocks Message “header”
below (in the clear)

SK (plus part of .
keyset_block that fits into Sessionkey_block

RSA block (size) (RSA encrypted)
Keyset_block

ke Se’t)tlglgillz 512?;??1%; g{ surplus_block - (AES encrypted)
ysel_ ) (AES encrypted)
into RSA block

Signature_block

RSA signature (RSA signature)

Figure 10: Structure of device_registration_respons() message

Concluding: The number of RSA blocks used shoulédy to a minimum. The AES surplus_block() is presf and when
the keyset does not completely fit into the sedsgnblock() given the RSA block size used. If preagbe AES
surplus_block() contains those keys that did rtohfo one RSA block (i.e. the sessionkey_block(je complete keyset
needed for operation after registration is inclubtethe encrypted keyset_block, which is concatsh&tom the first part in
the sessionkey_block() and optionally the surpliccky). Refer to appendix for calculations on thepdus_block_size.

Decryption of the encrypted message SHALL adhethddollowing rules:
1. Locate the message via message_tag

2. Verify if the message is intended for this devigecbmparing the long_form_udn with the UDN storedhe
device.

3. Verify the signature_block of the message by ustiregpublic key from the RI.

4. Locate the sessionkey block() and decrypt the blaithk the private key of the local device. Locdte session key
(SK) from the header and (eventual) padding (adogrth PKCS#1). Then locate the keyset_block parnfthe
header and (eventual) padding (according to PKCSSHg Appendix.12 for the determination of the session key
length.

5. (Optionally) If there is a surplus_block() concattmthis part to the keyset_block. This will contelthe
keyset_block.

6. Use the SK to decrypt the keyset_block.
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7. Ifthereis no TAA_descriptor present in the detegbkeyset block from step 6, go to step 8. Iféhisra
TAA_descriptor present, part of the keyset_bloc#tagible encrypted. In this case, take the encrykegdet block
(i.e. result from step 5, not 6) and decrypt itwnthis time starting at the last bit of the TAA sdeptor while using
the algorithm and parameter as indicated in the Tdescriptor. Decrypt the result of this decryptiming the SK
and [AES_WRAP] (equivalent to step 6).

8. Allocate the individual keyset_items from the key®dock according to [AES_WRAP] and the Tag Lengthimat
described in Sectio@.11.

NOTE: The SK SHALL be stored into protected storafjthe Device. The AES encrypted keyset block M#erstored
as is into unprotected storage and decrypted bip#véce upon use. If the encrypted keyset_blociloisstored
but the decrypted keys from that block are stonstkiad, the Device SHALL store all key data safleleither
case, the Device SHOULD use integrity protectiomwbft is stored in unprotected storage to prevent
tampering of the keys. The keys SHALL NOT leak agghe Device.

7.2.2.2.4 RI context stored in the Device
After the registration process, the Device SHALaretthe RI Context. This Rl Context SHALL contain:
RI ID, Unique device filter (UDF).

In the case the Device is assigned to a Flexibs&iber Group: the size of the Subscriber Grolepjlfle_group_address
and flexible_position_in_group.

The following keys:
* UDK and/or UGK.

* RIAK key. A single RIAK key is bound to a single&criber Group or to a single Device if no SGKg, R8GKs,
nor UGK are issued to the Device.

* Unique device filter (UDF).

* SGK1..n (if the Device is assigned to a Fixed Stibec Group of size 256 or 512 Devices).

* FSGK1..m and flexible_device_data (if the Devicassigned to a Flexible Subscriber Group).
For Mixed-mode Devices domain context SHALL additily contain:

* Longform Broadcast Domain Filter (LBDF). A.k.a. higform_domain_id()". Refer to C.11.2.
A Device MAY have several Domain Contexts with dn R

The RI Context SHALL also contain an RI Context Exdime, which is defined to be the timestampha# tegistration
data if that was send and otherwise the expiraifdhe RI certificate.

The RI Context MAY also contain RI certificate \dtion data.

If the RI Context has expired, the Device SHALL N@Xecute any other protocol than the 1-pass bidevice data
registration protocol with the associated RI (cat)teand upon detection of RI Context expiry theviBe SHOULD initiate
the offline notification of detailed device datafwcol using the RI_ID stored in the Rl ContextpBeding on the
implementation a dialogue will be shown to the ws®t the offline NDD protocol will be executed.

» Accessing an OMA BCAST Service Guide for purchas#till allowed, as this will require a registratifirst.

» The device SHALL be rendered inoperable for anygpase protocol or playback of future content. Teeick
MAY use stored BCROs to play old content for whilsh device obtained GROs, but SHALL NOT use these
BCROs for new content received after the re-regfistn request until the device is re-registeredhilie RI.
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The Device SHALL have at most one Rl Context perAl The Device SHALL support at least 6 Rl Congefidr broadcast
mode of operation. An existing Rl Context SHALL fieplaced with a newly established RI Context aftercessful re-
registration with the same RI.

For standard addressing the keyset SHALL includalid set of :
* UDK and/or UGK.

* RIAK key. A single RIAK key is bound to a single&criber Group or to a single Device if no SGKg, REGKSs,
nor UGK are issued to the Device.

* Unique device filter (UDF).
* SGKL1..n (if the Device is assigned to a Fixed Stibsc Group of size 256 or 512 Devices).
* FSGK1..m and flexible_device_data (if the Devicassigned to a Flexible Subscriber Group).

If domain addressing via an OMA DRM 2.0 domaindguired the keyset SHALL (additionally to the staraddressing
above) include a valid set of :

 BDKkey.
» Shortform Broadcast Domain Filter (SBDF). A.k.ehdgform_domain_id". Refer t6.11.1.
And in case of mixed-mode operation devices theé&e$HALL contain:

* A Longform Broadcast Domain Filter (LBDF, a.k.aorigform_domain_id()") that matches the SBDF. Reder
C.11.2.

7.3 On-line Registration

A Broadcast Device, an Interactive Device and addimode device can register using the ROAP protedbier directly in
case it is a connected device, or via a conneceitel that acts as a proxy.

An interactive device SHALL register using the RO@g#@tocol as defined in [DRM-v2].

For Mixed-mode Devices, or Broadcast Devices uaiggnnected device as a proxy,extensions to theFR&A required to
allow transfer of all subscriber group key mateaiatl the authentication key for BCROs.

7.3.1  BroadcastRegistration Trigger

The following <BroadcastRegistrationTrigger> isidetl newly for triggering broadcast registratiorh&d the device
supports both OMA DRM v2.0 registration and XBSiségtion, this trigger can be used by the RI tidate to the device
to include the BroadcastRegistrationRequest exdarinithe Registration Request.

If the following trigger message is delivered te ttevice, the device SHALL send the RegistratioguRet message with
the BroadcastRegistrationRequest extension.

The BroadcastRegistration Trigger is defined usirgg<extendedTrigger> mechanism specified in Appe€@d3.4.The full
extensions to the ROAP schema for triggers requoetid this trigger are shown in the following.

<complexType name="BasicRoapTrigger">
<sequence>
<element name="rilD" type="roap:ldentifier"/>
<element name="riAlias" type="string" minOccu rs="0"/>
<element name="nonce" type="roap:Nonce" minOc  curs="0"/>
<element name="roapURL" type="anyURI"/>
</sequence>

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM_XBS-V1_0-20080807-C

Page 46 (205)

<attribute name="id" type="ID"/>
</complexType>

<complexType name="DomainTrigger">
<complexContent>
<extension base="roap:BasicRoapTrigger">
<sequence>
<element name="domainID" type="roap:Domainl  dentifier" minOccurs="0"/>
<element name="domainAlias" type="string" m inOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="ROAcquisitionTrigger">
<complexContent>
<extension base="roap:DomainTrigger">
<sequence>
<sequence maxOccurs="unbounded">
<element name="rolD" type="ID"/>
<element name="roAlias" type="string" min Occurs="0"/>
<element name="contentID" type="anyURI" m  inOccurs="0" maxOccurs="unbounded"/>
</sequence>
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="ExtendedRoapTrigger">
<complexContent>
<extension base="roap:BasicRoapTrigger">
<sequence>
<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>
</sequence>
<attribute name="type" type="string" use="r equired”/>
</extension>
</complexContent>
</complexType>

<complexType name="BroadcastRegistrationTrigger">
<complexContent>
<extension base="roap:BasicRoapTrigger">
<attribute name="type" type="string" use=" required” fixed="broadcastRegistration”/>
</extension>
</complexContent>
</complexType>

<I-- ROAP trigger -->
<element name="roapTrigger" type="roap:RoapTrigger" />
<complexType name="RoapTrigger">
<annotation>
<documentation xml:lang="en">
Message used to trigger the device to initiat e a Rights Object Acquisition Protocol.
</documentation>
</annotation>
<sequence>
<choice>
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<element name="registrationRequest" type="roa  p:RegistrationRequestTrigger"/>
<element name="roAcquisition" type="roap:ROAc quisitionTrigger"/>
<element name="joinDomain" type="roap:DomainT  rigger"/>
<element name="leaveDomain" type="roap:Domain  Trigger"/>
<element name="extendedTrigger" type="roap:Ex  tendedTrigger"/>
</choice>
<element name="signature" type="ds:SignatureTyp e" minOccurs="0"/>
<element name="encKey" type="xenc:EncryptedKeyT  ype" minOccurs="0"/>
</sequence>
<attribute name="version" type="roap:Version"/>
<attribute name="proxy" type="boolean"/>
</complexType>

Figure 11: Broadcast registration trigger complex ype

The XML representation of the broadcast registration trigger is defined by the BroadcastregistrationTrigger type
below and also validates against the ExtendedRoapTrigger type defined in Appendix C.3.4. It SHALL be signalled
as an <extendedTrigger> element with the type attribute set to "broadcastRegistration ". The elements in the
broadcast registration trigger have the following meaning:

* The RI ID MUST uniquely identify the Rights Issuer.
» If present, the <riAlias> element SHALL be processed according to [DRM-v2].
» The <nonce> element provides a way to couple ROAP triggers with ROAP requests.

e The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP
transaction. When the <roapTrigger> element carries an <extendedTrigger> element with the type
attribute set to "broadcastRegistration ", the PDU MUST be a ROAP-RegistrationRequest with
broadcast extension field in the PDU.

» If the trigger is signed, the <ds:Reference> element of the <ds:Signedinfo> child element of the trigger
<signature> shall reference a ROAPTrigger element by using the same value for the URI attribute as the
value for the ROAP trigger element's id attribute.

7.3.2  Registration Request

Rights issuers can derive from the device capaslin the device certificate the modes of operasiapported by the
registering device. From this information it shobkel possible to determine whether to include thereskons (defined in the
next section) in the registration response or Tiotavoid possible confusion, an extension is deffiioe theROAP-
RegistrationRequestto allow a rights issuer to determine directly e or not to include the broadcast extensions in
ROAP-RegistrationResponseThe extensions SHALL be included in the RegigtraRequest Message by the DRM Agent
if the device wants to do a broadcast registradio if the device is a mixed-mode device. In casgxad-mode device, not
acting in response to a ROAP registration triggses the “BroadcastRegistrationRequest” in a Ragjish request message
to Rl and the RI aborts the registration, the de@elOULD try the registration request again withitwat
“BroadcastRegistrationRequest”.

Extensions: The following extensions are defined for the RGREgistrationRequest message in addition to thensidns
already defined.

Broadcast Registration Request: This extension allows a device to indicate to@aldcast enabled Rights Issuer to use the
broadcast extensions in the registration response.

The following schema fragment defines B@adcast Registration Request extension to the ROAP schema:

<complexType name="roap:BroadcastRegistrationReques t">
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<complexContent>
<extension base="roap:Extension">
</extension>
</complexContent>
</complexType>

<element name="broadcastRegistrationRequest” type=" roap:BroadcastRegistrationRequest’/>

When included in #OAP-RegistrationRequest this extension MUST be marked as critical. It 3HAe sent as an
element<roap:broadcastRegistrationRequest>n anExtensionContainer (see Appendix.3.2).

7.3.3  Registration Response

A Rights Issuer that receiveSRDAP-RegistrationRequestincluding theBroadcast Registration Request extension and
that does not support the broadcast extensions MBSt the registration procedure and respond doagly. A Rights
Issuer that does support broadcast extensions Mg§iond with &ROAP-RegistrationResponséncluding the following
definedBroadcast-Registrationextension.

Extensions: The following extensions are defined for the RORE&gistrationResponse message in addition to ttemsions
already defined.

Broadcast Registration: This extension allows an RI to securely tranbfeladcast group key material and addressing
information as well as the authentication key te tesverify authenticity of BCROs. It SHALL be sest an element
<roap:broadcastRegistration>in anExtensionContainer (see Appendix.3.2).

The following schema fragment defines Br@adcast Registration extension to the ROAP schema:

<complexType name="roap:SubscriberGroupKey">
<complexContent>
<extension base="ds:KeylnfoType">
<attribute name="node" type="hexBinary"/>
</extension>
</complexContent>
</complexType>

<simpleType name="roap:ShortUniqueDeviceNumber">
<restriction base="string">
<pattern value="\d{8}"/>
</restriction>
</simpleType>

<complexType name="roap:SubscriberGroupRegistration ">
<complexContent>
<sequence>
<element name="subscriberGroupAddress" type ="roap:SubscriberGroupldentifier"/>

<element name="uniqueGroupKey" type="roap:U  niqueGroupKey"/>
<element name="uniqueDeviceKey" type="roap:  UniqueDeviceKey" minOccurs="0"/>
<element name="subscriberGroupKey" type="ro  ap:SubscriberGroupKey" minOccurs="0"
maxOccurs="unbounded"/>
<element name="shortUniqueDeviceNumber" typ  e="roap:ShortUniqueDeviceNumber"/>
<element name="extensions” minOccurs="0">
<complexType>
<sequence>
<any minOccurs="0" maxOccurs="unb  ounded" processContents="lax"/>
</sequence>
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</complexType>
</element>
</sequence>
</complexContent>
</complexType>

<complexType name="UniqueGroupKey">
<sequence>
<element ref="xenc:EncryptedKey"/>
</sequence>
</complexType>

<complexType name="UniqueDeviceKey">
<sequence>
<element ref="xenc:EncryptedKey"/>
</sequence>
</complexType>

<complexType name="roap:BroadcastRegistration">
<complexContent>
<extension base="roap:Extension">
<sequence>
<element name="subscriberGroupRegistration" type="roap:SubscriberGroupRegistration"
minOccurs="0"/>
<element name="rightslssuerAuthenticationKe y" type="roap:RightslssuerAuthenticationKey"
minOccurs="0"/>
<element name="encKey" type="xenc:Encrypted = KeyType"/>
</sequence>
</extension>
</complexContent>
</complexType>

<element name="broadcastRegistration" type="roap:Br oadcastRegistration”/>

<complexType name="RightsIssuerAuthenticationKey">
<sequence>
<element ref="xenc:EncryptedKey"/>
</sequence>
</complexType>

7.3.3.1 Subscriber Group Registration

The optionaksubscriberGroupRegistration>element holds all information regarding the suibsecrgroup feature:
subscriber group address, device position and lagial.

In the case of a Fixed Subscriber Group,tbebscriberGroupAddress>element MUST contain the subscriber group base
address and the device position. It SHALL NOT contm access mask.

In the case of a Flexible Subscriber Group,tbebscriberGroupAddress>element MUST contain the flexible group
address, the flexible position in group and thedueiDevice Filter. It SHALL NOT contain an accesssk

The<uniqueGroupKey> element holds anxenc:EncryptedKey>element. This MUST hold «ds:KeylInfo> element, an
empty<xenc:EncryptionMethod> element and afixenc:CipherData>element. Theds:Keylnfo> element MUST
contains ads:RetrievalMethod> element of which th&JRI attribute references the key used to encryptubsaiber
group’s unique group key (UGKThe <xenc:EncryptedKey>element MUST also hold an empty
<xenc:EncryptionMethod> element of which thélgorithm attribute identified the algorithm used to proténet UGK.
This algorithm MUST be AES-128 Key Wrap, and thtugaof theAlgorithm attribute MUST be
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"http://www.w3.0rg/2001/04/xmlenc#kw-aes128he <xenc:CipherData> element contains thexenc:CipherValue>
element that holds the base64 encoded value @fitrypted UGK.

The optionakunigueDeviceKey> element holds anxenc:EncryptedKey>element. This MUST hold eds:Keylnfo>
element, an emptyxenc:EncryptionMethod> element and arxenc:CipherData>element. The&ds:Keylnfo> element
MUST contains ads:RetrievalMethod> element of which th&JRI attribute references the key used to encrypt the
subscriber group’s unique device key (UDKhe <xenc:EncryptedKey>element MUST also hold an empty
<xenc:EncryptionMethod> element of which thélgorithm attribute identified the algorithm used to protiset UDK.
This algorithm MUST be AES-128 Key Wrap, and thtugaof theAlgorithm attribute MUST be
"http://www.w3.0rg/2001/04/xmlenc#kw-aes128he <xenc:CipherData> element contains thexenc:CipherValue>
element that holds the base64 encoded value @aitwypted UDK.

The optionaksubscriberGroupKey> elements each hold one key associated with tieaypiree of key nodes from the
subscriber group. EactsubscriberGroupKey> is of type<roap:SubscriberGroupKey> which extends theds:Keylnfo>
type with a singleode attribute. The value of theode attribute is the hexBinary encoded node humbénefhode
associated with the derivation key contained bythigbscriberGroupKey> element. EacksubscriberGroupKey>
element MUST hold ads:Keylnfo> element, an emptyxenc:EncryptionMethod> element and arxenc:CipherData>
element. Theds:Keylnfo> element MUST contains<ads:RetrievalMethod> element of which th&RI attribute
references the key used to encrypt the subscribepts node key of node i (NKiThe <xenc:EncryptedKey>element
MUST also hold an emptyxenc:EncryptionMethod> element of which thélgorithm attribute identified the algorithm
used to protect the NKi. This algorithm MUST be AEZ Key Wrap, and the value of tAégorithm attribute MUST be
"http://www.w3.0rg/2001/04/xmlenc#kw-aes128he <xenc:CipherData> element contains thexenc:CipherValue>
element that holds the base64 encoded value @aitwypted NKi.

The device MUST check the consistency relations/ben the node keys and its subscriber positiorefisat! by the
broadcast extension.

The<shortDeviceUniqueNumber>MUST be included in the RI Context, and MAY be dis¢ a later moment to receive
binary push (re)registration messages over thedoes interface.

7.3.3.2 Authentication Key

The<rightsissuerAuthenticationKey> holds an<xenc:EncryptedKey>element. This MUST hold «ds:KeylInfo>
element, an emptyxenc:EncryptionMethod> element and arxenc:CipherData>element. Theds:KeylInfo> element
MUST contains ads:RetrievalMethod> element of which th&JRI attribute references the key used to encryptitigs
issuer’s authentication key (RIAK)he <xenc:EncryptedKey>element MUST also hold an empty
<xenc:EncryptionMethod> element of which thélgorithm attribute identified the algorithm used to protiwt RIAK.
This algorithm MUST be AES-128 Key Wrap, and thtugaof theAlgorithm attribute MUST be
"http://www.w3.0rg/2001/04/xmlenc#kw-aes128he <xenc:CipherData>element contains thexenc:CipherValue>
element that holds the base64 encoded value @rtwypted RIAK.

7.3.3.3 Broadcast Registration Encryption Key

The<encKey>element is of type&enc:EncryptedKeyTypefrom [XMLENC]. It consists of a wrapped broadceegistration
encryption key, KBRK. Thé& attribute of this element SHALL be present and EHAave the same value as the value of
theURI attribute of the<ds:RetrievalMethod> element in anyxds:KeyInfo> elements inside the subscriber group
registration extension. Thels:Keylnfo> child element of theencKey>element SHALL identify the wrapping key. The
child of the<ds:Keylnfo> element SHALL be of typeoap: X509SPKIHash, identifying a particular DRM Agent's public
key through the (SHA-1) hash of the DER-encosigigjectPublicKeyInfo value in its certificate.

7.4  Offline Notification of Short Device Data for R equests

The end user of a device might wish to formulapasicular request to the RI. This is done by tretgrol as shown in
Figure 12.
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Service Provider / User / Device

Figure 12: Action request round trip

Explanation of the protocol:

» The end user of the device formulates a requeshatifies this request to the RI [1] as specifiedtie following
sections.

* The end user waits after the request has beeneubtd the Customer Operations Centre in a suadessfy [2].
* The RI might execute additional checks and comptisedata [3].

* The RI MAY send a data message to the device tatepthta in the device, start the execution ofriqodar action
to produce a desired result or to inform an ertatus. [4].

7.4.1 Offline-Notification of Short Device Data

Noatification of Short Device Data is performed ofél by using the "offline NSD protocol”, short foffline Notification of
Short Data protocol.

Mobile Broadcast
Service Provider /
R
|.J|:K [1] notify "request” IJI'I

Figure 13: Offline NSD protocol

User / Device

Refer to Table 10 for an overview of the possilbeguests".

The user may notify a short decimal code calledbttton request code (ARC) to the Rl via offlinethosls (e.g. telephone
call or SMS or else). The code SHALL be construasdollows:

‘ shortform_udn action_code ‘ checksum |

Figure 14: Action Request Code (ARC)

Note that for some of the ARCs (e.g. the ARC tolkemsumption_report), the user MAY have to notifyrendigits to the
RI than the ones of the ARC.

Table 9: NSD action request code fields

| ARC fields | Length (digits) | Supporting up to
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shortform_udn 8 100 Million devices
action_code 99 action codes
checksum 2

N

The length of the ARC totals to 12 digits. Thedi&hre explained below:

shortform_udn: short form of the UDN. After first time notificatih of the device data to the RI, the RI MAY issughart
version of the full UDN (called shortform_udn) thatcarried in the device_registration_response3sage. The
shortform_udn number is used to speed up the efftiteraction with the RI. If this number is stoiatb the device,
subsequent "requests” by the user of the devicdearotified offline much quicker by using the gfmmm_udn number
concatenated by a standardised action code.

Please note: In cases where the device needsidert#ied uniquely in another network than its Fnmetwork where it was
registered, the shortform_udn cannot be used bedhagnew / different) Rl does not have the sbarif udn in its
database. In this case the only possibility forhtbsting RI to identify the device uniquely would Wia the longform_udn. It
is the responsibility of the device to decide whes appropriate to use the longform_udn instéadexample by comparing
the BSD/A ID received with the BSD/A ID remembefeam registration.

action_code:following the shortform_udn the user of the deviaa notify an action code to the RI. The NSD proto
defined in this specification SHALL use followingtaon_codes to construct the ARC:

Table 10: NSD action types

Action type action_code Described in section
re-registration (only at same RI) 01 7.4.1.1
resend BCRO 02 12.9
reserved for future use 03-09
join domain 10-19 7.4.1.3
leave domain 20-29 7.4.1.4
token_consumption_report 31-39 7.4.15
reserved for future use 40 - 49
token_request 50-59 7.4.15
reserved for future use 60 - 69
notify DRM time drift 70 - 89 7.4.1.7
reserved for future use 90 - 99

checksum:the constructed shortform_udn and action_codppeded by checksum digits. The algorithm to costhe
checksum SHALL be as specified@6.1.

Example: In order to request re-registration, ti8DNaction request code could look like: "1660 80312". An
example of a displayed message follows, wheredhewing information is reported back to the’RI

2 Note: It is the sequence of the defined valuesithgpecified. The use of dashes as the delingtehown with an example placement to
be consistent with the examples used elsewhehgsrspecification. The text portion of this scréeshown as an example only; there is
no implied requirement to duplicate the exact wogddr formatting shown. The numeric fields SHALLibeluded as defined above
(please note: the short UDN will only be displagédigr the first registration, when that data MAYaaable for display
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In order to start the requested action
please send an SMS with the short request
code (NSD) below to the following phone
number:
XXXX-XXXK-XXXXXXX

In order to start the requested action
please contact customer service at:
XXXX-XXX-XXXXXXX

action request code:

XXXX XXXX XXXX .
action request code:
XXXX XXXX XXXX
An example dialogue showing instructions for An example dialogue showing instructions for
vocal notification of ARC to callcenter notification of ARC per SMS to callcenter

Figure 15: Samples of notification displays showingn ARC message

7.4.1.1 Request Re-Registration (Only at Same RI)

After sending this ARC the user will wait until BBE receives the confirmation of the Rl in the fafa
device_registration_response() message. Refe2ta.2.

7.4.1.2 Request Resend BCRO

A user can request the Rights Issuer to resendRB@hich was not received yet, over the broaddaatnel. For that, the
Device will display to the user an identificatiohtbe program or service (i.e. name of contenteovise) for which it did not
receive the BCRO yet, together with customer sereantact information. Refer to Sectid®.9.2 for more details.

7.4.1.3 Request Join Domain
The Action Request Code (ARC) for the NSD protasdbrmed according to the following rules:

» the first digit is used to notify the join domaictian
» the second digit is used as a message sequencentmiielp the device to keep track of join donraiquests

After notifying the ARC to the RI the user MAY nfytia particular domain group number identifyingahin where the
device is to be entered. The RI SHALL incorporate message sequence number from the requestriesppense message.

7.4.1.4 Request Leave Domain

The Action Request Code (ARC) for the NSD protasdbrmed according to the following rules:

» the first digit is used to notify the leave domattion
» the second digit is used as a message sequencentmitelp the device to keep track of leave domeguests.

After notifying the ARC to the RI, the user needsbtify a particular domain group number identifyia domain where the
device is to be removed from. The device SHALL tig@m domain ID. The Rl SHALL incorporate the megsaequence
number from the request in the response message.

7.4.1.5 Token Consumption Report
The Action Request Code (ARC) for the NSD protasdbrmed according to following rules:

» the first digit is used to notify the token consuiop report.

» the second digit is used as a message sequencentmiielp the device to keep track of token corgtion
reports.

After notifying the ARC to the RI the user shoulatify the token consumption data. The device SHAlidplay the token
consumption data e.g. to the left of or below tlgitsl of the ARC for the token consumption repdtie Rl SHALL
incorporate the message sequence number fromdhestein the response message.
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An example of a displayed message follows, whezefidhiowing information is reported back to the’RI

In order to start the requested action
please contact customer service at:
XXXX-XXX-XXXXXXX

action request code:
XXXX XXXX XXXX

token consumption data:
XXXX XXXX XXXX XXX XXXX

Figure 16: Samples of notification displays showingn ARC message

The token consumption data are defined as follows:

Table 11: Token consumption data

Field Length (digits) Supporting up to
tokens_consumed 4 9999 tokens to be reported
report_authentication_code 13
checksum 3

This totals 20 digits. The fields are explainedobel

tokens_consumedthis field contains the amount of tokens the dewighed to report as consumed to the RI. See Sectio
C.16 for more information.

report_authentication_code:this field contains the authentication code forvihkie in the tokens_consumed field and the
value of the message_seq_number (second digieaddtion code of the ARC of this message). Sd& for the
computation of the report_authentication_code.

checksum:the final digits of the device ID number are chddits, akin to a checksum. The 3 digits allomut of 103
possible errors to remain undetected. The checldgarithm used is the UDN checksum, see Sedidn?2.

7.4.1.6 Token Request
The Action Request Code (ARC) for the NSD protasdbrmed according to following rules:
» the first digit is used to notify the token request

» the second digit is used as a message_seq_numhelptthe Device to keep track of token requests.

After notifying the ARC to the RI the user SHOULDtify the number of tokens desired and the Rl MAquest additional
data (such as e.g. a bookable account). The Rl $HAdorporate the message_seq_number from the sequthe
token_delivery_response message.

7.4.1.7 Notify DRM Time Drift

Time drift is expressed in minutes and roundedoupeixt multiple of 5 minutes. The range is 0..100utes, whereas value
89 will decode as timedrift >= 100. Some examplfegatid ARC codes are given below:

% Note: It is the sequence of the defined valuesithspecified. The use of dashes as the delinsitshown with an example
placement to be consistent with the examples ulsesvbere in this specification. The text portiorttug screen is shown as
an example only; there is no implied requiremerduplicate the exact wording or formatting showhe humeric fields
MUST be included as defined above (please notestibet UDN will only be displayed after the firggistration, when that
data MAY be available for display).
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E.g. 1: Device notifies 4 minute timedrift from nigweceived DRM time message: action code is 71.
E.g. 2: Device notifies 38 minutes timedrift frorewly received DRM time message: action code is 78.
E.g. 3: Device notifies 235 minutes timedrift frarewly received DRM time message: action code is 89.

The time drift SHALL be measured by a Device wharUpdate DRM time message is received by the Dewittestatus
‘Success' or 'DeviceTimeError'. The 'Notify DRM éimrift display' SHALL be available in the Deviaa the user and
SHOULD be shown when an Update DRM time messageciived by the Device with status 'DeviceTimeErine latter
message may be useful e.g. when checking a custmm@alaint, or when collecting statistics on timétdThis option
should be used with great care since it involves irgeraction. See also Sectiob.4.1.

7.5 Inform Registered Device Protocol

7.5.1 Theory of Operation

Note: This protocol is also known as the "1-padd fRotocol", short for Inform Registered Device fmeol.

Mobile Broadcast .
ROT/PKI Service Provider / User / Device

Ri

Figure 17: 1-pass IRD protocol — Rl initiated messge to device.

The 1-pass IRD protocol is designed to meet thesamsg push case. Its successful execution asdimmegvice to have an
existing RI context with the sending RI.

Several messages are defined for the IRD protocol.

Table 12: Messages of the 1-pass IRD protocol

Message name For message syntax refer tg Message Remark
section

force to join domain 7.7.6 join_domain_msg()

force to leave domain 7.7.7 leave_domain_msg()

force to re-register 7.5.2 re_register_msg()

token delivery 7.6.4.2 token_delivery_response()

update contact number 7.5.5.1 update_contact_numisey) | In Data Carousel, see
Section 12.1.

update domain 7.7.5 domain_update_response(

update DRM Time 7.5.4 update_drmtime_msg() In Czteousel, see
Section 12.1.

update RI certificate 7.5.3 update_ri_certificatsg(

See C.13 for the coding of message_tag. The pringesSeach message will be discussed in follovgagtions.

7.5.2  Force to Re-Register

In this case the Rl is sending a message to thieelgyget it into registration mode.
The RI SHALL use the mechanisms described in Sed6 to address the message to a device.

The device SHALL filter on the message_tag to idgtthe message. Then it SHALL filter for the UDNdcompare it to
the local UDN of the device. If those match theide\SHALL start validating the signature and ch#ekRI certificate
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(chain.). If both (UDN and signature) are valid ttevice detects this message is really addressgdhtad the device
SHALL start to perform the intended action.

If the message is correct, the reception of thissage SHALL start the (re-) registration proce$® device will be
rendered inoperable, but only in relation with #ssociated RI (context) as described below:

» Accessing an OMA BCAST SERVICE GUIDE for purchasstill allowed, as this will require a registratifirst.

» The device SHALL be rendered inoperable for anygpase protocol or playback of future content. Teeiack
MAY use stored BCROs to play old content for whilh device obtained GROs, but SHALL NOT use these
BCROs for new content received after the re-regfistn request until the device is re-registeredhilie RI.

Depending on the implementation a dialogue wilshewn to the user and the offline NDD protocol Wil executed, using
the RI_ID stored in the RI Context.

75.2.1 re_register_msg() Message
75.2.1.1 Description

Using the 1-pass IRD protocol (referitd.1) the Rl sends a register_msg message, indire@betring a (re)registration .
The message is specified as follows:

Table 13: Re-register message description

re_register_msg()
Parameter name (M)andatory | Remark
(O)ptional

message_tag
protocol_version
longform_udn

status
signature_type_flag
certificate_version
ri_certificate_counter
c_length

ri_certificate
oCcsp_response_counter
r_length

ocsp_response
signature_block M

SHAEHEHEE

<

<

<

message_tagthis parameter identifies the type of the messBgéer toC.13 for the value of the message_tag.

protocol_version: This parameter indicates the protocol_versiormisf tnessage. The Device SHALL ignore messages that
have a protocol_version number it doesn’t supgeter to Section C.13 for the value of this paramet

longform_udn(): the long form of the UDN. Refer to Secti@r2.1.2.1 for details.

status: The status parameter SHALL indicate one of theeslexplained in the following table. The deviceA&H ignore
messages with other error values.

Table 14: Status values

status value meaning
Success The message contains valid reregistragssage and cancels any preceding forced chgnnel
usage restrictions.
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ForcelnteractiveChannel If the device is a Mixedde®evice the (re)registration will be possible @@B and/or
the interaction channel. By using this status abeeR| can indicate to the device that the
device SHALL direct subsequent (re)registrationthoRI over the device’s interaction
channel only. When the device receives this statde it will also exclusively use the
interaction channel for all other messages. Wherirteraction channel of the device is not
able to connect to the RI the Mixed-mode Device M#&Vert back to the OOB re-
registration dialogue. Please note that a Mixed-@rdvice will remain to have full
broadcast reception capabilities after receiving skatus code.

ForceOobChannel If the device is a Mixed-mode Detihe (re)registration will be possible via OOB fmnd
the interaction channel. By using this status dbeeRI can indicate to the device that the
device SHALL direct subsequent (re)registrationthtoRI over the device’'s OOB channe].
When the device receives this status code it \gth @xclusively use the OOB channel for
all other messages. Please note that a Mixed-med&E®will remain to have full
interaction channel capabilities after receivinig status code, but will not use the
interaction channel.

Note: Refer taC.7 for the value of the error codes.

signature_type_flag:a flag to signal type of signature algorithm us®elction7.1.2 for more detalils.
certificate_version: a numerical representation of the version of thedRtificate. See Sectiohl.2 for more details.
ri_certificate_counter: This parameter indicates the depth of the Rl foeste chain. See Sectighl.2 for more details.
c_length: This parameter indicates the length in bytes efrihcertificate.

ri_certificate: this parameter SHALL be present. When presentydhee of ai_certificate parameter SHALL be a
certificate chain including the RI's certificateh& chain SHALL NOT include the root certificate.eTRI certificate SHALL
come first in the list. Each following certificaBHALL directly certify the one preceding it.

If an RI certificate is received that is not in stered certificate verification data for this Bhd if the Device can determine
(in the case of Broadcast Devices that support DRiE) that the expiry time of the received RI degéte is later than the
RI Context for this RI, and the certificate statdfishe RI certificate as indicated in the OCSP oese is goodsee [OCSP-
MP]), then the Device SHALL verify the complete oha

ocsp_response_counterThis parameter indicates the depth of the OCSporese chain. See Sectidrl.2 for more details.
r_length: This parameter indicates the length in bytes efabsp_response.

ocsp_response()this parameter, when present, SHALL be a comgletef valid OCSP responses for the RI's certdicat
chain. The Device SHALL NOT fail due to the present more than one OCSP response element. A D&¥Fe@d L check
that an OCSP response is present in the receivedage. If no OCSP response is present in the
device_registration_response() message, then thiedd8HALL abort the registration protocol.

signature_block: the signature SHALL enable a single source auitigntheck on the message. The algorithm usethior
signature is RSA-1024 or RSA-2048 or RSA-4096. Seetion7.1.2 for more details.

7.5.2.1.2 Syntax

Table 15: Re-register message syntax

fields length Type

re_register_msg() {
[* signature protected part starts here */

message_tag 8 bslbf
protocol_version 4 bslbf
reserved _for_future_use 4 bslbf
longform_udn() 80 bslbf

flags {

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM_XBS-V1_0-20080807-C Page 58 (205)

signature_type_flag 2 bslbf
ri_certificate_counter 3 bslbf
0CSp_response_counter 3 bslbf
reserved for future use 8 bslbf
}
certificate_version 8 bslbf
for(cnt1=0; cntl < ri_certificate_counter ;cntl++){
c_length 16 uimsbf
ri_certificate() 8*c_length | bslbf
}
for(cnt2=0; cnt2 < ocsp_response_counter ;cnt2++){
r_length 16 uimsbf
ocsp_response() 8*r_length | bslbf
}
[* signature protected part ends here */
if (signature_type_flag == 0x0){
sighature_block 1024 bslbf
} else if (signature_type flag == Ox1)
signature_block 2048 bslbf
} else if (signature_type_flag == 0x2)
sighature_block 4096 bslbf
}
}

7.5.3 Update RI Certificate

The RI can use this message to update the Rlicatéfin one or more devices.
The RI SHALL enter a valid RI certificate in the ssage.

The RI MAY enter a rooted RI certificate chain iretmessage. The root certificate is to be excluded.
The RI SHALL use the mechanisms described in Sed6 to address the message to a device.

The device SHALL filter on the message_tag to idgtthe message. Then it SHALL filter for the UDNdcompare it to
the local UDN of the device. If those match theide\SHALL start validating the signature and chek RI certificate
(chain.). If both are valid the device detects thissage is really addressed to it, and the dSkiZd_L start to perform the
intended action.

If the message is correct, the device SHALL saeentbw RI certificate in the message after the sigeaf the message has
been verified correctly. The old RI certificate SHAbe made obsolete.
75.3.1 update_ri_certificate_msg() Message

Using the 1-pass IRD protocol (referid) the Rl sends a update_ri_certificate_msg() mesgagcing the device to update
its RI certificate chain.

This update_ri_certificate_msg() trigger is almidgintical to the re_register_msg() message destith8ectior7.5.2.1,
with the following adaptations:

being that the message_tag is different. Refer.18 r the value of the message_tag.

Status/Error code is Succes or NotSupported. Refér7 for the value of the error codes.

7.5.4 Update DRM Time

The RI can use this message to update the DRM time.
The RI SHALL enter a valid DRM time in the message.
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The RI MAY put a time offset in the message. Theetbffset SHALL be valid.
The RI SHALL use the mechanisms described in Sedtih6 to address the message to a device.

The device SHALL filter on the message_tag to idgnhe message. Then the device SHALL start vaildpthe signature
and check the RI certificate (chain.). If both aadéid the device detects this message is reallyesderd to it, and the device
SHALL start to perform the intended action.

If the message successfully validated and the Rificate is valid, the device SHALL save the neWRR time into the
device.
754.1 update_drmtime_msg() Message

754.1.1 Description

Using the 1-pass IRD protocol (referid) the Rl sends a update_drmtime trigger messadethdt drmtime to the device
as specified below:

Table 16: Update DRM time message description

update_drmtime_msg( )
Parameter name (M)andatory / Remark
(O)ptional

message_tag M

protocol_version M

status M

signature_type_flag M
local_time_offset_flag M

drm_time M

local_time_offset (0]

signature_block M

message_tagThis parameter identifies the type of the messBgéer toC.13 for the value of the message_tag.

protocol_version: This parameter indicates the protocol_version of this message. See Section 7.1.2 for more
details.

status: The status parameter SHALL indicate one of theeslexplained in the following table. The deviceA&H ignore
messages with other error values.

Table 17: Status values

status value meaning
Success The message contains valid DRM time RI.
NotSupported The RI does not support the sendiigRM time request. The device will use other means

update DRM time.

DeviceTimeError | The RI concluded that the Devicedimight be false and forces the device to updatiénite. As
an extra result the device will determine the ewehtlock drift and notify this to the Rl per ARC
(offline notification of short device data; refer7t4).Please note: this capability should be used
with great care.)

Note: Refer taC.7 for the value of the error codes.

local_time_offset_flag:Binary flag to signal presence of the local_tinféset parameteiSee Section 7.1.2 for more
details.

signature_type_flag:A flag to signal type of signature algorithm us8de Section 7.1.2 for more details.
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drm_time: This parameter defines the time in Universal Tldoordinated (UTC)See Section 7.1.2 for more details.
local_time_offset: This parameter indicates the local time offset ftbm (UTC) drm_time as explained in Annex C.8.2.

signature_block: The signature SHALL enable a single source auitigntheck on the messadggee Section 7.1.2 for
more details.

7.5.4.1.2 Syntax
Table 18: Update DRM time message syntax
fields length type
update_drmtime_msg(){

[* signature protected part starts here */
message_tag 8 bslbf
protocol_version 4 bslbf
reserved_for_future_use 4 bslbf
Status 8 bslbf
flags {

local_time_offset flag 1 bslbf

sighature_type_flag 2 bslbf

reserved for future use 5 bslbf
}
drm_time 40 mjdutc
if (local_time_offset flag == 0x1) {

local_time_offset 16 bslbf
}
[* signature protected part ends here */
if (signature_type_flag == 0x0){

sighature_block 1024 bslbf
} else if (signature_type flag == Ox1)

signature_block 2048 bslbf
} else if (signature_type_flag == 0x2)

sighature_block 4096 bslbf
}

}

7.5.5 Update Contact Number

The RI can use this message to update the contatdter that the device should contact during thineffhotification
processes (both for use with the NDD or NSD pra)co

The message SHALL contain (a) valid telephone nu(sbé& contact.
The RI SHALL use the mechanisms described in Sedtih6 to address the message to a device.

The device SHALL filter on the message_tag to idgnhe message. Then the device SHALL start vaildpthe signature
and check the RI certificate (chain.). If both waéid the device detects this message is reallyesderd to it, and the device
SHALL start to perform the intended action.

If the message is correct, the device SHALL stheertew contact number(s) and delete the old one(s).

7.5.5.1 update_contact_number_msg() Message
7.55.1.1 Description

Using the 1-pass IRD protocol (referid.1) the Rl sends a update_contact_number_msg() meesgtya (set of) contact
number(s) to the device as specified below:
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Table 19: Update contact number message description

update_contact_number_msg( )
Parameter name (M)andatory |/ Remark
(O)ptional
message_tag M
protocol_version M
Status M
signature_type_flag M
ri_certificate_counter M
c_length M
ri_certificate M
0oCsp_response_counter M
r_length M
ocsp_response M
contact_counter M
contact O
signature_block M

message_tagthis parameter identifies the type of the messBgéer to Sectiol.13 for the value of the message_tag.
protocol_version: this parameter indicates the protocol_versiomisf inessage. See Section 7.1.2 for more details.

status: the status parameter SHALL indicate one of theeslexplained in the following table. The deviceA&H ignore
messages with other error values.

Table 20: Status values

status value meaning
Success The message contains valid contact nurinbershe RI.
NotSupported The RI does not support the sendirggiofact numbers. The device will use other meansé
contact numbers (e.g. via OMA BCAST Service Guide).

Note: refer toC.7 for the value of the error codes.

signature_type_flag:a flag to signal type of signature algorithm us&eke Section 7.1.2 for more details.
certificate_version:is a numerical representation of the version ofRheertificate.See Section 7.1.2 for more details.
ri_certificate_counter: this parameter indicates the depth of the Rl figaite chainSee Section 7.1.2 for more details.
c_length: this parameter indicates the length in bytes efrthcertificate.

ri_certificate(): this parameter SHALL be preseBee Section 7.1.2 for more details.

ocsp_response_countetthis parameter indicates the depth of the OCSporese chainSee Section 7.1.2 for more
details.

r_length: this parameter indicates the length in bytes efdtsp_response.

ocsp_response()this parameter, when present, SHALL be a compktefsvalid OCSP responses for the RI's certificate
chain. See Section 7.1.2 for more details. If n(BBCesponse is present in the device_registratsponse() message, then
the Device SHALL abort the registration protocol.

contacts_counter:this parameter indicates the number of contact$eckin the message.

contact: this object specifies the contact. Please ref@r5db.1.3.
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signature_block: the signature SHALL enable a single source auittigntheck on the message. See Section 7.1.2 ésem
details.

7.55.1.2 Syntax
Table 21: Update contact number message syntax
fields length type
update_contact_number_msg() {
[* signature protected part starts here */
message_tag 8 bslbf
protocol_version 4 bslbf
reserved_for_future use 4 bslbf
status 8 bslbf
flags {
contacts_counter 4 bslbf
reserved_for_future_use 4
signature_type flag 2 bslbf
ri_certificate_counter 3 bslbf
0CSp_response_counter 3 bslbf
}
certificate_version 8 bslbf
for(cnt1=0; cntl < ri_certificate_counter ;cntl++){
c_length 16 uimsbf
ri_certificate() 8*c_length bslbf
}
for(cnt2=0; cnt2 < ocsp_response_counter ;cnt2++){
r_length 16 uimsbf
ocsp_response() 8*r_length bslbf
}
for(cnt3=0; cnt3 < contacts_counter ;cnt3++){
contact()
}
/* signature protected part ends here */
if (signature_type_flag == 0x0){
signature_block 1024 bslbf
} else if (signature_type_flag == Ox1)
signature_block 2048 bslbf
} else if (signature_type_flag == 0x2)
signature_block 4096 bslbf
}
}
7.5.5.1.3 Format of the Contact Object
Table 22: Contact object format
Field length type
contact(){
contact_type 4 uimsbf
reserved for future use 4 bslbf
contact_length 8 uimsbf
contactdata 8*contact_length bslbf
}
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contact_type:this field specifies the type of action as listed able 23.

Table 23: Contact type

contact_type description comments max
length
(chars)
0x00 local_ri_phone_number The number the usdnetievice needs to contact 20
to start service provision.
0x01 int_ri_phone_number The number the user ofléhwice needs to contact| 20

to start service provision when he/she would call
from abroad.

0x02 ri_sms_number The SMS number the user of¢kieed needs to 20
contact to start service provision.

0x03 ri_url The URL address the user of the dewieeds to 30
contact to start service provision.

0x04 local_home_bsm_phone_numhber The number theofitiee device needs to contact 20
to start service provision.

0x05 int_home_bsm_phone_number The number theofisliee device needs to contact] 20

to start service provision when he/she would call
from abroad.

0x06 home_bsm_sms_number The SMS number the u#iez device needs to 20
contact to start service provision.

0x07 home_bsm_url The URL address the user ofelicd needs to 30
contact start service provision.

0x08 local_reporting_phone_number The number tike afsthe device needs to contact 20
to report token consumption.

0x09 int_reporting_phone_number The number the afsitre device needs to contact 20

to report token consumption when he/she would call
from abroad.

Ox0A reporting_sms_number The SMS number the usreadevice needs to 20
contact to report token consumption.
0x0B reporting_url The URL address the user ofdéeice needs to 30

contact to report token consumption.

0x0C-0x0F reserved for future use

NOTE: the purpose of the contactdata of contacegyjx00 and 0x04, 0x01 and 0x05, 0x02 and 0x0&3 @x@ 0x07, is the
same. The difference is the source of the inforomatRl or BSM). The source of information MAY diffeased on the
Mobile Broadcast Service Provider. However, forremobile Broadcast Service Provider, Devices SHOWOT receive
contactdata with the same purpose from more tharsoarce.

contact_length - This parameter indicates the length in bytethefcontact field. Maximum length of the contasts i
specified inTable 23.

UTF-8 [RFC 3629] character encoding for ASCII clutees is 'efficient’ with 1 byte per character. e other hand, there
are characters that are encoded using 6 bytesnfsiguages).

For example: a URL is limited to 30 characters. BAdJRL UTF-8 characters are translated into bgtefollows:
E.g.: "Western" languages - character is 1 bytengest URL encoded as bytes is 1*30 charactersby(®3.

E.g.: Asian languages - character is 6 bytes - eehJRL encoded as bytes is 6*30 characters = §83b
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contactdata: the value in this field specifies any of the cantéype possibilities the user of the device néedntact (via
other means) to start service provision.

contactdata encoding rules

The phone number is encoded as alihaupporting telephone numbers like: "0800-
123456789" but also for example: "0800-shop". Tihag that forms the phone number is
encoded using UTF-8.

The SMS number is encoded as hexadesimaorting telephone numbers like: "0800-
123456789" but also for example: "shop+subscribb string that forms the SMS
number is encoded using UTF-8.

The URL is encoded as hexadecimal, accordifBEC 1738], supporting URLS like:
www.shop.com/start. The string that forms the URkmcoded using UTF-8.

7.6 Token Handling

contact types
phone numbers

SMS numbers

URLs

7.6.1 Protocol Overview

The theory of operation (refer to Secti@rl6) results in the specification of several protocols

» offline protocols (from device to RI)

Protocol section purpose
token request protocol 7.6.2 request to purchdsmsnto
token reporting protocol 7.6.3 protocol to repbe tonsumption of
tokens
» 1-pass protocols (from RI to device)
Protocol section purpose
1-pass binary Push Device Registration protocol 0 ransmit registration data to device
1-pass binary Inform Registered Device protocol 7.5 | inform device via messages.

The protocols interrelate in following way (rourig)r

kicking off action... ...results in

token request protocol
(request to purchase tokens)

token delivery response message
(transmit tokens to device)

token reporting protocol

token delivery response message

(transmit tokens to device)

(report the consumption of tokens)

7.6.2

When the user of a device wants to obtain tokeeishie uses the NSD protocol with the token_recamiin type. (refer to
Section7.4.1.6).

7.6.3

When the user of a device is instructed by hisflesice to report token consumption, he/she usebl8i2 protocol with the
token_consumption_message action type in ordesrid a token consumption report. (refer to Sectidnl.5).

Token Request Protocol

Token Reporting Protocol
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7.6.4 token_delivery response() Message

7.6.4.1 Description

Using the 1-pass IRD protocol (refer to Secfios.1) the RI sends a token_delivery_response() mess#gening the
device of the delivery of new tokens. The messagpécified below:

Table 24: Token delivery response message descriti

token_delivery_response()

Parameter name (M)andatory / (O)ptional remark
message_tag M not encrypted
protocol_version M not encrypted
message_length M not encrypted
group_size_flag M not encrypted
sign_token_delivery_flag M not encrypted
address_mode M not encrypted
One M not encrypted
rights_issuer_id M not encrypted
Status M not encrypted
message_seq_number M not encrypted
response_flag M not encrypted
token_reporting_flag M not encrypted
earliest_reporting_time_flag M not encrypted
latest_reporting_time_flag M not encrypted
token_quantity flag M not encrypted
token_delivery_response_id M not encrypted
latest_consumption_time @) not encrypted
earliest_reporting_time (0] not encrypted
latest_reporting_time_flag (0] not encrypted
encrypted_token_quantity 0] encrypted
encrypted_report_authentication_kgy O encrypted
signature_type_flag 0] not encrypted
signature_block 0] not encrypted
MAC M not encrypted

message_tagthis parameter identifies the type of the messBgéer toC.13 for the value of the message_tag.
protocol_version: this parameter indicates the protocol_versiorisf inessage. See Section 7.1.2 for more details.
message_lengthi2-bit field indicating the length in bytes of theessage starting immediately after this field.

group_size_flag:in the case of Fixed Subscriber Group sizes, it field indicates the group size used. If sedta
Subscriber Group size of 256 Devices is used.tifs& a Subscriber Group size of 512 Devices élub the case of a
Flexible Subscriber Group, this flag has no meawing MUST be ignored.

address_mode3-bit field indicating the addressing mode usedhdy message. The meaning of address_mode isuthe s
as in the BCRO. However for the token_delivery oese message only the addressing of a unique devitlewed.
Therefore address_mode MUST contain either theev@k2 or the value 0x3.

one: 1-bit flag which SHALL have the value 0x1 in thigrsion of the specification. This field MAY havalue 0x0 in
future versions of the specification
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udf: this 40-bit field contains a Unique Device Filterd is used to address a unique device.

In case of Fixed Suscriber Group addressing, thexWmg applies. In the case of a group size of @B8ices, the first 32 bits
of the udf contain théixed_group_addressfield, whilst the last 8 bits contain tfiged_position_in_groupfield. In the
case of 512 devices, the first 31 bits contairfitkexl_group_addressfield whilst the last 9 bits contain the
fixed_position_in_groupfield.

In the case of Flexible Subscriber Group addressirgudf contains a 40 bit unique address.

rights_issuer_id(): the ID of the rights issuer. This is the 160-4it/&51 hash of the public key of the RI. See
X509PKISHash in [DRM-v2].

status: the status parameter SHALL indicate one of theeslexplained in the following table. The deviceA&H ignore
messages with other error values.

Table 25: Message error codes

status value meaning
Success The message contains valid token deliatayftbm the RI.
NotSupported The RI does not support the sendingkefns from the RI. In this message, the RI
SHALL set the value of token_quantity to zero or BH set the token_quantity_flag tq
0x0.

TokenConsumptionMessageErrpr The RI did receivekart consumption message, but it was erroneouthardevice
should redo the last token consumption message.

In this token delivery response message, the RIISH#et the value of token_quantity
to zero or SHALL set the token_quantity _flag to 0X@e RI SHALL use a
token_reporting_flag of value Ox1. The RI SHALL ube message_seq_number of the
last token consumption message that the Rl suadssfocessed or set the
response_flag to 0x0 in case no token consumptessages have been successfully
processed. The device SHALL generate a token copsoimmessage, reporting on the
token consumption from the time of the generatibthe token consumption message
with the same message_seq_number as the messagaursbgr in this token delivery
response message, or from first start-up in caseg$ponse_flag was set to 0x0.

NoTokenConsumptionMessage The RI did not receiak@n consumption message yet, but was expectiag on
because the present date/time is later than th&atast_token_consumption_time sent to
the device in a token delivery response message.

In this token delivery response message, the RIISH#et the value of token_quantity
to zero or SHALL set the token_quantity _flag to 0X@e RI SHALL use a
token_reporting_flag of value O0x1. The RI SHALL ubke message_seq_number of the
last token consumption message that the Rl suadssfocessed or set the
response_flag to 0x0 in case no token consumptessages have been successfully
processed. The device SHALL generate a token copsommmessage, reporting on the
token consumption from the time of the generatibthe token consumption message
with the same message_seq_number as the messageursbgr in this token delivery
response message, or from first start-up in casea$ponse_flag was set to 0x0.

Note: refer taC.7 for the value of the error codes.

message_seq_numbeif the response_flag equals 0x1, the message_getpar is the message_seq_number present in the
request (using the offline NSD protocol) to whitlisttoken delivery response message is a resplirtke.response_flag

field equals 0x0, this token delivery response mgssloes not refer to any request from the deuitiee Rl and the
message_seq_number MAY be ignored. See Sectiaghférimore details.

response_flagif this flag equals 0x1, this token delivery respe message is a response to a message from the tiethe
RI and the message_seq_number in this token dglreeponse message is taken from that messatps ffag equals 0x0,
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this token delivery response message does nottrefary message from the device to the Rl and #&sage_seq_number
can be any value.

token_reporting_flag: if this flag equals 0x1, the device has to repmthe RI the consumption of the tokens receivett wi
this token delivery response message. If thisdlggals 0x0, the device can consume all tokensetelivwith this token
delivery response message, as well as any otheiopsty delivered tokens which are still not conganwithout ever
having to report their consumption.

earliest_reporting_time_flag: binary flag to signal presence of the parametgegcribes:

earliest_reporting_time field Value ) of earliest_reporting_time_flag remark
data absent 0x0
data present Ox1

latest_reporting_time_flag: binary flag to signal presence of the parametdegtribes:

latest_reporting_time field Value () of latest_reporting_time_flag remark
data absent 0x0
data present Ox1

token_quantity_flag: binary flag to signal presence of the parametgegscribes:

token_quantity field Value () of token_quantity_flag remark
data absent 0x0
data present Ox1

token_delivery_response_idthis is the ID of the token delivery response rages The Rl SHALL use the same
token_delivery_response_id when retransmittingkartialelivery response message. The Rl SHALL geaeradandom
number using a sufficiently good pseudo random rergenerator for every new token delivery respensssage. Devices
SHALL discard token delivery response messages avittken_delivery_response_id identical to theioren already
received token delivery response message (mininizeno$ the id tracking list to be defined by RobfToust in the
compliance rules contract).

latest_token_consumption_timeafter the date/time indicated in the latest_tokemsumption_time field, the device
SHALL NOT use any tokens, which have been receafest the last token delivery response messagéntiththe
token_reporting_flag set to 0x0, for the consumptb protected content controlled by the RI. Theide SHALL use the
date/time in the latest_token_consumption_timelfiglpresent, of the last received token delivesponse message,
regardless of the value of the field status.

earliest_reporting_time: if the device reports the consumption of tokerfetteethe date/time indicated in the
earliest_reporting_time field, the RI NEED NOT charthe latest_token_consumption_time in its sulbeeigoken delivery
response message.

latest_reporting_time: the purpose of this field is to make uninterrugtgken consumption possible. If the device reports
the token consumption before the date/time inditatehe latest_reporting_time field, the Rl SHAk&nd the next token
delivery response message before the latest_tokasumption_time, unless the Rl wishes to interanptisable the token
consumption.

encrypted_token_quantity: a 4-byte field, containing the encrypted token rijiiya token_quantity is a signed, two’s
complement 32-bit number. If the value of token ity is positive, it specifies the number of tokehe device receives
from the RI. If the value of token_quantity is ntige, it specifies how many tokens the Rl removesifthe device. If the
field encrypted_token_quantity is not present,ai@hs are received from the Rl and no tokens ameved from the device
by this token delivery response message. The tajemtity is encrypted using AES-128-CBC, with fiX&J0 and with O
padding in the last block if needed. The key usedHe encryption of the token_quantity is the Tokelivery Key.
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encrypted_report_authentication_key:this field contains the encrypted Report Autheaiton Key. The Report
Authentication Key a 128 bit key to authenticate thported number of tokens with in the next togemsumption message
The encrypted_report_authentication_key field is only present if the token_reporting_flag has the value 0x1. The

RI SHALL generate a random number using a suffityegnod pseudo random number generator for theevaf every
newly required Report Authentication Key. The Regarthentication Key is encrypted using AES-128-CB\ith fixed IV
0 and with 0 padding in the last block if needéldle kKey used for the encryption of the Report Autication Key is the
Token Delivery Key.

signature_type_flag:a flag to signal type of signature algorithm us®ele Sectio.1.2 for more detalils.

signature_block: the signature SHALL enable a single source auitigntheck on the message. See Sectidn2 for more
details.

MAC: this is the authentication code calculated ovidnyks before this field in this message using HBABHA1-96 (see
[RFC 2109). The MAC is used for integrity check of this magsaTlhe key used to create the MAC is the tokeiveisl
response message authentication key TDRMAK as @fimC.14. Devices SHALL NOT use token delivery response
messages with an invalid MAC.

Note Message result:
* More information on device actions after the reiwepof this message can be found in Section C.16.2.

7.6.4.2 Syntax

Table 26: Token delivery response message syntax

fields length type
token_delivery response(){

/* MAC protected part starts here */
/* signature protected part starts here */
message_tag 8 bslbf
protocol_version 4 bslbf
message_length 12 uimsbf
group_size flag 1 bslbf
sign_token_delivery flag 1 bslbf
reserved for future use 2 bslbf
address_mode 3 uimsbf
one 1 bslbf
udf 40 uimsbf
rights_issuer_id() 160 bslbf
status 8 bslbf
message_seq_number 4 bslbf
flags {

response_flag 1 bslbf

token_reporting_flag 1 bslbf

earliest_reporting_time_flag 1 bslbf

latest_reporting_time_flag 1 bslbf

token_quantity flag 1 bslbf

signature_type_flag 1 bslbf

reserved for future use 6 bslbf
token_delivery response_id 96 bslbf
if(token_reporting_flag == 0x1) {

latest_token_consumption_time 40 mjdutc

if (earliest_reporting_time_flag == 0x1) {
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earliest_reporting_time 40 mjdutc
}
if (latest_reporting_time_flag == 0x1) {

latest_reporting_time 40 mjdutc
}

}

/* encrypted part starts here
if(token_quantity flag == 1){
encrypted_token_quantity 32 bslbf

}
encrypted_report_authentication_key 128 bslbf

/* encrypted part ends here */
/* sighature protected part ends here */
/* MAC protected part ends here */
if( sign_token_delivery flag==1){
if( signature_type flag == 0x0 ) {

signature_block 1024 bslbf
} else if( signature_type flag == 0x1) {
signature_block 2048 bslbf
} else if( signature_type flag == 0x2 ) {
signature_block 4096 bslbf
}
}
/* MAC protected part ends here */
MAC 96 bslbf

}

Note that all reserved for future use fields SHALdve the value O for token delivery response messagated according
to this version of the specification.

7.7 Domain Management

7.7.1  Concept of Domains

A domain is a group of Devices that share a comseanet, which allows these Devices to share cobi@md to the
domain.

In this specification there are two ways of dephgya domain: as specified in [DRM-v2] (the so cal@MA DRM 2.0
Domain) and the equivalent in case there is noast&ity channel (the so called Broadcast Domain).

OMA DRM v2.0 Domains and Broadcast Domains wergipaélly intended to address multiple Devices beingdo the
same user, which are registered to the same Doirdaimever, these Domains can also be used for anolfject: addressing
a very large group of Devices subscribed to theessenvice or a service bundle for accessing lowevabntent. These large
Domains are sometimes referred to as Service D@nain

Using a Broadcast Domain in this mode can providh bandwidth savings but needs a complete rekefiogly one
Device is excluded from the Domain. Using an OMANDR2.0 Domains in this mode reduces the numberighitR Objects
to be generated to one per Domdihe trade-off for using this mode is that a security incident can affect more
devices.

7.7.1.1 OMA DRM 2.0 Domain

OMA DRM 2.0 Domains are the Domains as specifiefDiRM-v2]. Only Interactive Devices (or Unconnectedvices that
can use a connected Device as a proxy) can betoaig ©MA DRM 2.0 Domain, which is defined, limitedd managed by
the Rights Issuer.
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The common secret shared in an OMA DRM 2.0 Donsiralled Domain Key. The Domain Key is used togubthe
content that is bound to this domain. The Contemrifption Key stored in the Rights Object relatedhis content is
encrypted using the Domain Key. Content and sesviceind to an OMA DRM 2.0 Domain can only be shavitd other
Devices in the same Domain, subject to permissipesified by content or service providers.

[DRM-v2] defines ROAP protocols for joining and \éag a Domain. Devices belonging to an OMA DRM B@main will
adhere to these protocols.

7.7.1.2 Broadcast Domain

Broadcast Domains are the equivalent to the OMA DR®Domains in case there is no interaction chlalreyvices in a
Broadcast Domain share a common group key, whichlisd Broadcast Domain Key (BDK). The BDK, whiglas
delivered during the registration process or indbmain registration response message, is usetCtgp one or more
Service Encryption Keys (SEK) or Program Encrypti@ys (PEK). Devices in a Broadcast Domain caneshantent and
services with any other Device in the same BroadRamain, subject to permissions specified by cointe service
providers.

For Broadcast Domain join and leave operationsineffprotocols from Device to Rights Issuer andakspprotocols (binary
messages) from Rights Issuer to Device are defined.

7.7.2 Domain Joining and Leaving
Interactive devices will adhere to [DRM-v2].
* Interactive devices will therefore use OMA DRM 2iémain ID.
Broadcast devices will adhere to the mechanisnaessribed in this section.
» Broadcast devices will use "shortform_domain_id'a. SBDF.

Mixed-mode Devices SHALL have the "interoperabflitgquirement to support both domain ID formatsndéractive and
broadcast devices:

* Mixed-mode device will receive:
+ "longform_domain_id()", a.k.a. LBDF, which is astation of OMA DRM 2.0 domain ID.
e "shortform_domain_id" a.k.a. SBDF.

* Mixed-mode Devices registered for both interactwe broadcast operations MAY pass either domain 1D
format to other Mixed-mode devices in the domain.

* Interactive Devices SHALL pass longform_domain_fd¢mat to other devices in the domain. The Mixed-
mode device will understand this, while broadcastsohot understand.

» Broadcast Devices SHALL pass shortform_domain_ichéd to other devices in the domain. The Mixed-mode
Device will understand this, while interactive dowd understand.

7.7.3  Protocol Overview
The theory of operation results in the specificatid several protocols:

» offline protocols (from device to RI)

protocol section purpose
offline Domain Join Request protocol 7.7.3.1 reqoe$oin a domain
offline Domain Leave Request protocol 7.7.3.2 refjoe leave a domain
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e 1-pass protocols (from RI to device)

protocol section purpose
1-pass binary Push Device Registration protocol 0 ransmit registration data to device
1-pass binary Inform Registered Device protocol 7.5 inform device via messages

The protocols interrelate in following way (rourig)r

kicking off action...

...results in

offline domain join request.
(request to join a domain).

domain_registration_response() message
(transmit registration data to device)

offline domain leave request
(request to leave a domain)

domain_update_response() message
(inform device via messages)

join_domain_msg()
(inform device via messages)

offline domain join request, which on it's turn masult
in domain_registration_response() as listed above

leave_domain_msg()
(inform device via messages)

offline domain leave request, which on it's turnyma
result in domain_update_response() as listed above

7.7.3.1 Offline Domain Join Request

When the user of a device might want to join aipaldr domain, he/she uses the NSD protocol withdéstined action code

range (refer ta.4.1.3).

7.7.3.2 Offline Domain Leave Request

When the user of a device might want to leave iquéar domain, he/she uses the NSD protocol Withdestined action

code range. (refer i6.4.1.4).

7.7.4

7.7.4.1 Description

Using the 1-pass PDR protocol (s€2.2.1) the RI sends a domain_registration_response(3ages informing the device of

a new domain keyset. The message is specified below

domain_registration_response() Message

Table 27: Message description

domain_registration_response()

Parameter name (M)andatory | remark

(O)ptional
message_tag M global, not encrypted
protocol_version M global, not encrypted
longform_udn M global, not encrypted
message_seq_number M device specific, not encrypted
status M device specific, not encrypted
time_stamp_flag M device specific, not encrypted
certificate_version M global, not encrypted
ri_certificate_counter M global, not encrypted
c_length M global, not encrypted
ri_certificate M global, not encrypted
OCsp_response_counter M global, not encrypted
r_length M global, not encrypted
ocsp_response M global, not encrypted
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device specific, not gutexy
device specific, not eneg/pt
global, not encrypted
device specific, not encrgipte
device specific, encrypted
device specific, encrypted
device specific, encrypted
device specific, not encrypted

domain_timestamp_start
domain_timestamp_end
signature_type_flag
keyset_block_length
broadcast_domain_key
longform_domain_id()
shortform_domain_id
signature_block

ZZO§§§oo

message_tagthis parameter identifies the type of the messBgéer toC.13 for the value of the message_tag.
protocol_version: this parameter indicates the protocol_versiomisf inessage. See Section 7.1.2 for more details.
longform_udn(): the long form of the UDN. Refer to Sectidr.1.2 for details.

status: The status parameter SHALL indicate one of theeslexplained in the following table. The deviceA&H ignore
messages with other error values.

Table 28: Status values

status value meaning
Success The message contains valid domain regstiddta from the RI.
NotSupported The RI does not support the sendirtpofain registration data from the RI. The RI SHALL

NOT include any valid keyset in the message. Thécdeawill use other means to obtain valid
domain registration data from the RI.

InvalidDomain The RI could not recognize the domdentifier that was used in the join domain reques
decided that the domain identifier is invalid. TRESHALL NOT include any valid keyset in the
message.

DomainFull The RI indicates that no more devicesallowed to join the domain. The Rl SHALL NOT

include any valid keyset in the message.

Note: refer taC.7 for the value of the error codes.

message_seq_numbethe message_seq_number is the message_seq_nuhitiemas present in the request (using the
offline NSD protocol) to which this message is spanse. See Section 7.1.2 for more details.

time_stamp_flag binary flag to signal presence or absence ofithheain_timestamp_start and domain_timestamp_end
parameters. See Section 7.1.2 for more detalils.

certificate_version: a numerical representation of the version of thedRlificate.See Section 7.1.2 for more details.
ri_certificate_counter: this parameter indicates the depth of the Rl figaite chainSee Section 7.1.2 for more details.
c_length: this parameter indicates the length in bytes efrthcertificate.

ri_certificate(): this parameter SHALL be present. When presentyahee of ari_certificate parameter SHALL be a
certificate chain including the RI's certificateh& chain SHALL NOT include the root certificate.eTRI certificate SHALL
come first in the list. Each following certificaBHALL directly certify the one preceding it.

The Device MAY store RI certificate verificationtdandicating that an RI certificate chain has beerified. The purpose
of this is to avoid repeated verification of thengecertificate chain. The RI certificate verifieatidata stored in this way
SHALL uniquely identify the RI certificate and SHALbe integrity protected. The Device SHOULD chefcthe RI
certificate chain received in this parameter cquoesls to the stored certificate verification datathis RI. If so, the Device
NEED NOT verify the RI certificate chain again, ettvise the Device SHALL verify the RI certificatbain.

If an RI certificate is received that is not in tered certificate verification data for this Rhd if the Device can determine
(in the case of Broadcast Devices that support DRiE) that the expiry time of the received RI degéte is later than the
RI Context for this RI, and the certificate statfishe RI certificate as indicated in the OCSP oese is goodsee [OCSP-
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MP]), then the Device SHALL verify the complete thand SHOULD replace the stored RI certificatdfieation data with
the received RI certificate data and set the Rtedrexpiry time to that of the received RI cedifie expiry time.

However, if the Device does store RI certificatefieation data in this way it SHALL store the erpperiod of the RI's
certificate (as indicated by the notAfter field kit the certificate) and SHALL compare the Devicalsrent DRM Time
with the stored RI certificate expiry time wheneverifying the signature on signed messages frarRth If the Device’s
current DRM Time is after the stored RI certificateiry time then the Device SHALL abandon procegshe RI message
and SHALL initiate the registration protocol.

ocsp_response_countetthis parameter indicates the depth of the OCSporese chainSee Section 7.1.2 for more
details.

r_length: this parameter indicates the length in bytes efdtsp_response.

ocsp_response()this parameter, when present, SHALL be a comgletef valid OCSP responses for the RI's certdicat
chain. See Section 7.1.2 for more details. If n(SBC@esponse is present in the domain_registraggponse() message,
then the Device SHALL abort the registration pratoc

domain_timestamp_start:indicates from what time onwards the registratiate for the domain is valid. This is an extra
mechanism above the expiration date of the Riftzate. (Note: please note that this parameteratsmbe used against
replay attacks.)

domain_timestamp_end:indicates from what time onwards the registratiata for the domain expires. This is an extra
mechanism above the expiration date of the Rlftzate. (Note: please note that this parameteratembe used against
replay attacks.)

signature_type_flag:a flag to signal type of signature algorithm us®ele Section 7.1.2 for more details.

keyset_block_length: this parameter indicates the length in bits of the total keyset_block. That isthe part in the
sessionkey _block().

broadcast_domain_key:an AES symmetric key to address a broadcast domhis key is also known as BDK. The key
length SHALL be 128 bit.

Note: This key is wrapped into the keyset_blocleféRt07.7.4.3).

longform_domain_id(): this parameter is also known as the Longform BrastiDbomain Filter (LBDF). Please refer to
C.11.2 for the definition. The longform_domain_id)used for mixed-mode operation. Note: This asklie wrapped into
the keyset_block. (Refer to 7.7.4.3).

shortform_domain_id: this parameter is also known as the Shortform BrasidDomain Filter (SBDF). Please refer to
C.11.1. An addressing scheme used to filter forsagss like BCROs. The shortform_domain_id is usetifoadcast mode
of operation.

Note: This address is wrapped into the keyset_bl@R&fer to7.7.4.3).

signature_block: the signature SHALL enable a single source auitigntheck on the message. See Section 7.1.2 e m
details.

7.74.1.1 Syntax

Table 29: Domain registration response message sgnt

fields length type

domain_registration_response(){
[* signature protected part starts here */
/* message header starts here /*

message_tag 8 bslbf
protocol_version 4 bslbf
reserved_for_future_use 4 bslbf
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unique_device_number 80 bslbf
reserved_for_future_use 4 bslbf
message_seq_humber 4 bslbf
Status 8 bslbf
flags {
ri_certificate_counter 3 bslbf
0CSp_response_counter 3 bslbf
sighature_type_flag 2 bslbf
time_stamp_flag 1 bslbf
reserved for future use 7 bslbf
keyset_block length 16 uimsbf
}
certificate_version 8 bslbf
for(cnt1=0; cntl <ri_certificate_counter ;cntl++){
c_length 16 uimsbf
ri_certificate() 8*c_length | bslbf
}
for(cnt2=0; cnt2 < ocsp_response_counter ;cnt2++){
r_length 16 uimsbf
ocsp_response() 8*r_length | bslbf
}
if (time_stamp_flag == 0x1) {
domain_timestamp_start 40 mjdutc
domain_timestamp_end 40 mjdutc
}
[* message header ends here /*
if (signature_type flag == 0x0){
sessionkey_block() 1024 bslbf
} else if (signature_type_flag == Ox1)
sessionkey block() 2048 bslbf
} else if (signature_type_flag == 0x2)
sessionkey block() 4096 bslbf
}
/* signature protected part ends here */
if (signature_type flag == 0x0){
sighature_block 1024 bslbf
} else if (signature_type_flag == 0x1)
sighature_block 2048 bslbf
} else if (signature_type flag == 0x2)
signature_block 4096 bslbf
}
}
7.7.4.2 Stored Domain Context in Device

The stored domain context SHALL at a minimum camtai
Following keys:

 BDK.
»  Shortform Broadcast Domain Filter (SBDF). A.k.ehdgform_domain_id". Refer t6.11.1.

For mixed-mode operation, devices’ domain contéxASL additionally contain:

» Longform Broadcast Domain Filter (LBDF). A.k.a. fiigform_domain_id()". Refer t6.11.2.
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A Device MAY have several Domain Contexts with dn R

If the domain context has expired, the Device SHANQT execute any other protocol than the 1-pasarpidevice data
registration protocol with the associated RI (ca&t)teand upon detection of domain context expigy Brevice SHOULD
initiate the offline notification of short deviceth protocol using the correct ARC. Depending @nithiplementation a
dialogue will be shown to the user and the offlN@D protocol will be executed.

Accessing an OMA BCAST SERVICE GUIDE for purchassitill allowed, as this will require a (domainyigration first.

The device SHALL be rendered inoperable for anygpase protocol or playback of future content. Teeick MAY use
stored BCROs to play old content for which the devobtained GROs, but SHALL NOT use these BCROséar content
received after the re-registration request unéldpevice is re-registered with the RI.

Requirements:

If domain addressing via an OMA DRM 2.0 domainaquired the keyset SHALL include a valid set of :
* BDK key.
»  Shortform Broadcast Domain Filter (SBDF). A .k.ehdgform_domain_id". Refer t6.11.1.

And in case of mixed-mode operation devices the&e8HALL contain:

» A Longform Broadcast Domain Filter (LBDF, a.k.aorigform_domain_id()") that matches the SBDF. Reder
C.11.2.

7.7.4.3 Protection of the (Domain Registration) Key  set

The domain_registration_response() message isisplito parts: device specific (time bound) datd gtobal (not time
bound) data.

Message_tag
Longform_udn
Device global data Device specific data «
(in the clear) -
Keymaterid | | - evice data
Keyset (inthe dear)
(encrypted)
B Signature over
complete
signature r ‘ message
\

Figure 18: domain_registration_response() message

The device global data SHALL be in the clear. Theice specific data contains the keyset for theadev

The RI SHALL use its private key to sign the contplmessage data. Upon reception the device SHALiEybe RI
signature, by using the issuer’s public key from R certificate. The device SHALL make sure tlmdg thessage is correct
by using a valid and correct RI certificate.

The complete message SHALL be authenticated bgreasire from the RI.

Creation of the encrypted message SHALL adherbaddilowing rules:
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10.

11.

Generate a (128 or 192 or 256) bit AES key to ks session key (SK) for the domain_registratiEsponse()
message.

Determine if the trust authority has defined arodatm for extra encryption of the keyset_blocksdf, prepare the
appropriate TAA descriptor item for it (using thengax defined in C.11.3).

Concatenate the TAA descriptor item from stepiRiff present, the keyset (BDK, SBDF plus optiooBDF if
applicable) under rules of [FIPS 197] and the Tagdth Format described in SectiGrll. The concatenated
keyset SHALL be padded with one bit with the valuahd, after this 1-valued bit, O to 63 bits wile value '0’,
such that the length of the padded keyset is aipleilbf 64 bits, see Appendix A of [NIST 800-38Aote that if
the non-padded keyset was already a multiple dfi&din length, it is padded with 64 bits. Morertane context is
allowed up to the RSA blocksize.

Encrypt the keyset using [AES_WRAP] using the gatezt SK as (AES-WRAP style) KEK. This will prodube
keyset_block.

If a TAA descriptor has been inserted in the keylsketck,encrypt the keyset_block (result from stgpdain
starting at the last bit of the TAA_descriptor vehilsing the algorithm and parameter as indicatéden
TAA_descriptor.

Calculate the part of the keyset_block that woitlthfo the RSA block (depending on the size of R&#&d, be that
1024, 2048 or 4096), including the SK and unded@mgntation rules of the PKCS#1.

Encrypt SK plus the keyset_block with the publig ké the target device using RSA (1024 or 2048@86) under
implementation guidelines of [PKCS#1]. This willogluce thesessionkey _block().

Concatenate the (non encrypted) parameters that megrused in the key_block and create the mesbageler”
from this. Refer t@7.7.4.1.1 for details. (for reason of completeness: of ceuh& sessionkey_block() and the
signature_block are not part of the message header)

Concatenate the message "header" and the sessibfde)(). The result SHALL be hashed under impletaton
guidelines of [PKCS#1] as specified in Section TBis will produce theignature input_data.

Sign the signature_input_data with RSA (1024 or&@6r4096) using the private key of the RI. Thenalgre
SHALL apply to the implementation guidelines of PB#1, as specified in C.9. This will produce the
signature_block.

The domain_registration_response() message coraishe message "header" plus sessionkey_blonk(jre
signature_block.

All but input for keyblocks Message “header”
below (in the clear)
SK (plus keyset_block that Sessionkey_block P Keyset_block
fits into RSA block (size) (RSA encrypted) - (AES encrypted)
. Signature_block
RSA signature (RSA signature)

Figure 19: Structure of domain_registration_respons() message.

Decryption of the encrypted message SHALL adhethddollowing rules:

1.
2.

Locate the message via message_tag

Verify if the message is intended for this devigecbmparing the long_form_udn with the UDN storedhe
device.
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3. Verify the signature_block of the message by usiiregpublic key from the RI.

4. Locate the sessionkey block() and decrypt the blathk the private key of the local device. Locdie session key
(SK) from the header and (eventual) padding (adngrtb PKCS#1). Then locate the keyset_block parnfthe
header and (eventual) padding (according to PKCSSHg Appendix.12 for the determination of the session key
length.

5. Use the SK to decrypt the keyset_block.

6. Ifthere is no TAA_ descriptor present in the deteghkeyset block from step 5, go to step 7. Iféhisra
TAA_descriptor present, part of the keyset_bloc#tasible encrypted. In this case, take the encryk¢gdet block
(i.e. result from step 4, not 5) and decrypt itvaniis time starting at the last bit of the TAA sddptor while using
the algorithm and parameter as indicated in the Tdescriptor. Decrypt the result of this decryptiming the SK
and [AES_WRAP] (equivalent to step 5).

7. Allocate the individual keyset_items from the keyddock according to [AES_WRAP] and the Tag Lengtimat
described in Section C.11.

Note: the SK SHALL be stored into protected storddee AES encrypted keyset_block MAY be storedsdatio
unprotected storage and decrypted by the device uge. If the keyset_block is not stored but therygsed keys from that
block are stored instead, the device SHALL stor&ey data safely. The keys SHALL NOT leak outdilde device.

7.7.5 domain_update _response() Message

7.75.1 Description

Using the 1-pass IRD protocol (sé®), the Rl sends a domain_update_response() messfgejing the device that it left
a particular domain. The message is specified below

Table 30: Domain update response message descriptio

domain_update_response()

Parameter name (M)andatory /| remark
(O)ptional

global, not encrypted

global, not encrypted
longform_udn global, not encrypted

Status device specific, not encrypted
message_seq_number M device specific, not encrypted

message_tag
protocol_version

ZZgZ

certificate_version M global, not encrypted
ri_certificate_counter M global, not encrypted
c_length M global, not encrypted
ri_certificate M global, not encrypted
OCsp_response_counter M global, not encrypted
r_length M global, not encrypted
0oCSsp_response M global, not encrypted
shortform_domain_id M device specific, not encrgpte
signature_type_flag M global, not encrypted
signature_block M device specific, not encrypted

message_tagthis parameter identifies the type of the messBgéer toC.13 for the value of the message_tag.

protocol_version: this parameter indicates the protocol_versiorisf inessage. See Section 7.1.2 for more details.
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longform_udn(): the long form of the UDN. Refer to Sectidr2.1.2.1 for details.

status: the status parameter SHALL indicate one of theeslexplained in the following table. The deviceA&H ignore
messages with other error values. In all casespéxdeen the status is NotSupported, the Device SHAEmove the
Domain keyset that was associated to the partidanain.

Table 31: Status values

status value meaning
Success The message informs the device that thasRlemoved this device from the domain it was
registered in.
NotSupported The RI does not support the requdsti® a domain. The device will use other meamstify
the Rl that it wants to leave a particular domain.
InvalidDomain The Rl is unable to support the resjtie leave a domain, because the domain is invalid

Note: refer taC.7 for the value of the error codes.

message_seq_numbethe message_seq_number is the message_seq_nuhitiewas present in the request (using the
offline NSD protocol) to which this message is spanse. See Section 7.1.2 for more details.

certificate_version: is a numerical representation of the version efféh certificate. See Section 7.1.2 for more dgtail
ri_certificate_counter: this parameter indicates the depth of the Rl foeaite chain. See Section 7.1.2 for more details.
c_length: This parameter indicates the length in bytes efrihcertificate.

ri_certificate(): this parameter SHALL be present. When presentydhee of ari_certificate parameter SHALL be a
certificate chain including the RI's certificateh@ chain SHALL NOT include the root certificate.eTRI certificate SHALL
come first in the list. Each following certificaBHALL directly certify the one preceding it.

The Device MAY store RI certificate verificationtdandicating that an RI certificate chain has beesified. The purpose
of this is to avoid repeated verification of thergacertificate chain. The RI certificate verificatidata stored in this way
SHALL uniquely identify the RI certificate and SHALbe integrity protected. The Device SHOULD chefcthe RI
certificate chain received in this parameter cquoesls to the stored certificate verification datathis RI. If so, the Device
need not verify the RI certificate chain again,esthise the Device SHALL verify the RI certificatbain.

If an RI certificate is received that is not in tered certificate verification data for this Rhd if the Device can determine
(in the case of Broadcast Devices that support DRRlue) that the expiry time of the received RI dégtite is later than the
RI Context for this RI, and the certificate statdishe RI certificate as indicated in the OCSP oese is goodsee [OCSP-
MP]), then the Device SHALL verify the complete ohand SHOULD replace the stored RI certificatdfieation data with
the received RI certificate data and set the Rtedrexpiry time to that of the received RI cedifie expiry time.

However, if the Device does store RI certificatéfi@ation data in this way it SHALL store the erpperiod of the RI's
certificate (as indicated by the notAfter field kit the certificate) and SHALL compare the Devicalsrent DRM Time
with the stored RI certificate expiry time wheneverifying the signature on signed messages frarRth If the Device's
current DRM Time is after the stored RI certificatgiry time then the Device SHALL abandon proacagshe Rl message
and SHALL initiate the registration protocol.

ocsp_response_countetthis parameter indicates the depth of the OCSporese chain. See Section 7.1.2 for more details.
r_length: this parameter indicates the length in bytes efdtsp_response.

ocsp_response()this parameter, when present, SHALL be a completefsvalid OCSP responses for the Rl's certificate
chain. See Section 7.1.2 for more details. If nd(SBC@esponse is present in the domain_registraggponse() message,
then the Device SHALL abort the registration pratoc

shortform_domain_id: the shortform_domain_id is the SBDF.

signature_type_flag:a flag to signal type of signature algorithm us®ee Section 7.1.2 for more details.
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signature_block: the signature SHALL enable a single source auittigntheck on the message. See Section 7.1.2 éeem
details.

7.7.5.2 Syntax
Table 32: Domain update response message syntax
fields length type
domain_update_response(){
[* signature protected part starts here */
message_tag 8 bslbf
protocol_version 4 bslbf
reserved_for_future_use 4 bslbf
longform_udn() 80 bslbf
reserved_for future use 4 bslbf
message_seq_number 4 bslbf
status 8 bslbf
flags {
ri_certificate_counter 3 bslbf
0oCsp_response_counter 3 bslbf
sighature_type_flag 2 bslbf
}
certificate_version 8 bslbf
for(cnt1=0; cntl <ri_certificate_counter ;cntl++){
c_length 16 uimsbf
ri_certificate() 8*c_length | bslbf
}
for(cnt2=0; cnt2 < ocsp_response_counter ;cnt2++){
r_length 16 uimsbf
ocsp_response() 8*r_length | bslbf
shortform_domain_id 48 uimsbf
[* signature protected part ends here */
if (signature_type_flag == 0x0){
sighature_block 1024 bslbf
} else if (signature_type flag == Ox1)
signature_block 2048 bslbf
} else if (signature_type_flag == 0x2)
sighature_block 4096 bslbf
}
}

7.7.6  join_domain_msg() Message

Using the 1-pass IRD protocol (sé®) the RI sends a join_domain_msg() message, fotbieglevice to join a particular
domain.

This join_domain_msg() trigger is almost identittathe re_register_msg() message described inddeth.2.1, with the
only adaptation being that the message_tag isrdiffeRefer taC.13 for the value of the message_tag.

7.7.7 leave_domain_msg() Message

Using the 1-pass IRD protocol (sé®), the Rl sends a leave_domain_msg() messagenfptice device to leave a
particular domain.

This leave_domain_msg() trigger is almost identioghe re_register_msg() message described ino8etb.2.1, with the
only adaptations being that:
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» the message_tag is different. Refe€Ctd3 for the value of the message_tag.
* the shortform_domain_id is incorporated, whichthis EBDF.

For the messagdescription with an explanation of the parameters refer taréheegister_msg() message. For sake of
completion the complete leave_domain_msg() messagax is explained below:

7.7.7.1 Syntax
Table 33: Leave domain message syntax
fields length Type
leave_domain_msg() {
[* signature protected part starts here */
message_tag 8 bslbf
protocol_version 4 bslbf
reserved_for_future_use 4 bslbf
longform_udn() 80 bslbf
flags {
signature_type_flag 2 bslbf
ri_certificate_counter 3 bslbf
0oCsp_response_counter 3 bslbf
reserved for future use 8 bslbf
shortform_domain_id 48 uimsbf
certificate_version 8 bslbf
for(cnt1=0; cntl < ri_certificate_counter ;cntl++){
c_length 16 uimsbf
ri_certificate() 8*c_length | bslbf
}
for(cnt2=0; cnt2 < ocsp_response_counter ;cnt2++){
r_length 16 uimsbf
ocsp_response() 8*r_length | bslbf
}
/* signature protected part ends here */
if (signature_type_flag == 0x0){
sighature_block 1024 bslbf
} else if (signature_type_flag == 0x1)
signature_block 2048 bslbf
} else if (signature_type_flag == 0x2)
signature_block 4096 bslbf
}
}
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8. Broadcast Rights
8.1 Broadcast Rights Objects

8.1.1 Goals and Constraints

The delivery of rights objects over a Broadcastvoek without return channel necessitates some awatgthe current
ROAP because of the following reasons:

» the XML encoding according to the ROAP schema isoptimised for size
» the current ROAP does not support a subscriptiongaddressing mechanism
» the current ROAP uses signatures based on the R$AdReme that yield large signatures.

This chapter defines a new format for the deliv@rguthenticated and integrity protected rightsoty called Broadcast
Rights Objects (BCROs), in which content encryptieys are cryptographically protected with either:

» Broadcast Domain Key (BDK): to address a domain.

* Unigque Group Key (UGK): to address the whole SubscrGroup.

» Deduced Encryption Key (DEK): to address a subst#teoSubscriber Group.
* Unique Device Key (UDK): to address a unique Device

The primary design goal is to offer the same otivadent cryptographic protection on BCROs as islabée for ROs
obtained via the standard ROAP protocol. This idekiauthentication, integrity checking and conftiddity of encryption
keys.

The secondary design goal is optimisation of messae. This is motivated by the fact that thegbts objects may have to
be Broadcast repeatedly, as no return path isablaito confirm reception. It is assumed that aroddband mechanism is
available to perform an equivalent of a RORequiestthe initiation of rights object acquisition.

There are two options to integrity protect BCRG@$adndwidth savings are the primary requiremeniegrity protection is
provided via symmetric key MACs, resulting in sgsrof approximately 100 octets. However, if origirthentication is a
requirement, as is the case with OMA DRM v2.0, BGR1@n be digitally signed.

8.1.2 Design Considerations and Decisions

The BCROs are intended to be broadcast to receiversvell-defined repetitive manner. The particuteeans of delivery is
to be defined in the context of the Broadcast systeis the intention to support devices withoutturn channel (next to
more capable devices), which implies that BCRO ha&lltransmitted repeatedly to increase the chahaeeaxeiver to
capture BCROs addressed to that device.

The key-wrapping technique used in standard ROA¢yetographically bind a MAC and REK to a devicedomain will
not be used. Instead the Inferred Encryption KEKJl which is derived from the Broadcast Domain Kiae Unique
Device Key, the Unique Group Key or the concatematif the Device Keys depending on the addressiodenis directly
used to protect the Content Encryption Keys inBl&RO. The motivation for this is that an additioR&EK adds little or no
extra security, but adds significant size to a BQR®the size of the BCRO would increase by insgri new field to
include the encrypted REK).

Addressing of a unique Device is done using UniDeeice Filter (UDF). Addressing of a Device usitgDevice ID is not
supported when using a BCRO.

The broadcast content is protected with a varyimgygption key. The encryption keys associated aibets in the BCRO
will be applied to decrypt the key stream messagethe key stream layer. Besides decryption, suessages should also be
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authenticated. To avoid using the rights issuenentication key for these frequent messages, tie@@&lso carries an
authentication key to be used for authenticatingdteeam messages, see Section 5.5.4 of [BCASTMESatProt].

8.1.3  Broadcasting Broadcast Rights Objects

When BCROs are communicated over a broadcast chdhneg SHALL be carried in an Rl Service, see Gaap2.

8.2 Format of the Broadcast Rights Object
8.2.1 Format of the OMADRMBroadcastRightsObject() C lass

The OMADRMAsset(), OMADRMPermission() andOMADRMConstraint() object correspond in their meaning to their
counterparts in OMA-DRM-REL-V2_0. ThHeMADRMAction() object corresponds to the allowed elements in the
permissions element from the same specificatior. MIAC protected BCRO (OMADRMBroadcastRightsObjectéss) is
mandatory for devices supporting BCROs. The Sigeghuotected BCRO (OMADRMBroadcastRightsObjectSifhe
object) is optional for devices supporting BCROs.

Field Length Type
OMADRMBroadcastRightsObjectBase() {
message_tag 8 uimsbf
protocol_version 4 uimsbf
bcro_length 12 uimsbf

group_size flag bslbf
timestamp_flag bslbf
stateful_flag bslbf

1

1

1
refresh_time_flag 1 bslbf

3

1

address_mode uimsbf
rights_issuer_flag bslbf
if (address_mode == 0x0 ) {

fixed_group_address 32 uimsbf
} else if (address_mode == 0x1 ) {
fixed_group_address 32 uimsbf
if( group_size_flag==0){
fixed_bit_access_mask 256 bslbf
}else {
fixed_bit_access_mask 512 bslbf
}
} else if (address_mode & 0x6 == 0x2 ) {
udf 40 uimsbf
} else if (address_mode == 0x4 ) {
domain_id 38 uimsbf
domain_generation 10 uimsbf

} else if (address_mode == 0x5 ) {

variabl | OMADRMGroupAddre
e ss()

broadcast_encryption_scheme 2 uimsbf
if( flexible_bitmask_present ) {

flexible_group_address()

variabl | OMADRMBItAccessM

flexible_bit_access_mask() e ask()
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Field Length Type

}

if( node_number_present ) {

variabl | OMADRMNodeNumbe
node_number()

e rQ
}
zero_padding_bits \éanabl

} else if (address_mode == 0x6 ) {

flexible_group_address() variabl | OMADRMGroupAddre

e ss()
}
if (rights_issuer_flag ==1) {
rights_issuer_id 160 bslbf
}
if (timestamp_flag==1) {
bcro_timestamp 40 mjdutc
}
if (refresh_time_flag==1) {
refresh_time 40 mjdutc
}
permissions_flag 1 bslbf
rekeying_period_number 7 uimsbf
purchase_item_id 32 uimsbf
number_of_assets 8 uimsbf
for (i=0; i<number_of_assets; i++ ) {
asset()[i] \éanabl OMADRMAsset()
}
if (permissions_flag == 1) {
number_of_permissions 8 uimsbf
for (i=0; i<number_of_permissions; i++ ) {
_ . variabl o
permission()[i] e OMADRMPermission()
}
}
}
Field Length Type
OMADRMBroadcastRightsObject() {
OMADRMBroadcastRightsObjectBase() \éanabl
/* MAC is computed over
OMADRMBroadcastRightsObjectBase() */
MAC 96 bslbf
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Field Length Type
OMADRMBroadcastRightsObjectSigned() {
OMADRMBroadcastRightsObjectBase() \éanabl
signature_type_flag 2 uimsbf
reserved_for_future_use 6 bslbf
[* signature is computed over all preceding fietds
if( signature_type flag == 0x0) {
signature 1024 bslbf
} else if( signature_type_flag == 0x1 ) {
signature 2048 bslbf
} else if( signature_type_flag == 0x2 ) {
signature 4096 bslbf
}
}

message_tagTag identifying this message as a BCRO. The vajughis field is defined irfC.13.

protocol_version: 4-bit flag which indicates the version of the BCR@ssage format. If set to O the original formatded.
Devices SHALL ignore BCROs with versions it does$ support.

bcro_length: this field indicates the length of the remaindethe BCRO in bytes starting immediately after tiétd
(excluding locally added information).

group_size_flag:in the case of Fixed Subscriber Group sizes, it field indicates the group size used. If sedia
Subscriber Group size of 256 Devices is used.tlfes# a Subscriber Group size of 512 Devices &lus

NOTE: this flag has no meaning in the case of BlexSubscriber Groups.

timestamp_flag: 1-bit field indicating that the BCRO is timestamped

stateful_flag: 1-bit flag indicating that when set to 1 the BCR@hains stateful information.
refresh_time_flag: 1-bit flag indicating that a refresh_time for RERO is contained in this BCRO

address_mode3-bit field indicating the addressing mode usedhiy BCRO.

Field: address_mode Description
0x0 addressing of a whole Fixed Subscriber Group
0x1 addressing of a subgroup of devices in a Fixed

Subscriber Group using a bitmask size of 256 orl&i.2
depending on group_size_flag. This address modetis
used for Flexible Subscriber Groups.

0x2-0x3 addressing of a unique device
0x4 addressing of an OMA domain.
0x5 addressing of a subgroup of devices in a Flexible

Subscriber Group. The size of the Subscriber Gioup
determined at registration. This addressing modetis
used for Fixed Subscriber Groups.

0x6 addressing of a whole Flexible Subscriber Group
0x7 reserved for future use
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rights_issuer_flag: 1-bit flag indicating that the rights issuer idigged in this BCRO. Normally this informationgsven via
a dedicated BCRO stream. This flag will only beiBICROs from different rights issuers are cariiedhe same stream.

fixed_group_address:indicates the Fixed Subscriber Group address. Ratias its own address space.

rights_issuer_id: the ID of the rights issuer. This is the 160-4itA hash of the DER encoded public key of the Re S
X509PKISHash in OMA.

fixed_bit_access_maskif the BCRO addresses a subset of a Fixed SulesdBboup with size 256 or 512 (address_mode
0x1) then the fixed_bit_access_mask can be useeftoe to which receivers in the group this BCR@dslressed to.
Receivers not listed in the fixed_bit_access_maskot decrypt the key material in this BCRO as zeessage Broadcast
encryption is used for the encryption of the keyerial. The size of the fixed_bit_access_maskvsmiby the
group_size_flag.

udf: this 40-bit field contains a Unique Device Filterd is used to address a unique device.

In case of Fixed Suscriber Group addressing, thewing applies. In the case of a group size of @B8ices, the first 32 bits
of the udf contain théixed_group_addressfield, whilst the last 8 bits contain tfiged_position_in_groupfield. In the
case of 512 devices, the first 31 bits contairfitkel_group_addressfield whilst the last 9 bits contain the
fixed_position_in_groupfield.

In the case of Flexible Subscriber Group addressirgudf contains a 40 bit unique address.

flexible_group_address():indicates the Flexible Subscriber Group addreashERI has its own address space. See Section
8.2.3.1 for its coding.

broadcast_encryption_schemeindicates which broadcast encryption scheme id.uSe€Table 54 in AppendixC.11.1
for more detalils.

flexible_bitmask_present:this is no dedicated bit in the BCRO, but a boolealue depending on the
broadcast_encryption_scheme. Sable 54 in AppendixC.11.1 for details. When TRUE, a flexible_bit_access_ ikl
follows.

node_number_presentthis field is no dedicated bit in the BCRO, buianlean value depending on the
broadcast_encryption_scheme. Sable 54 in AppendixC.11.1 for details. When TRUE a node_number field follows

flexible_bit_access_mask()if the BCRO addresses a subset of a Flexible SildesdGroup, then the
flexible_bit_access_mask is used to define to whideivers in the group this BCRO is addressedeRers not listed in the
flexible_bit_access_mask cannot decrypt the keeratin this BCRO as zero message Broadcast etionyjs used for the
encryption of the key material. See Seci#?.2 for the coding of flexible_bit _access_mask.

node_number():indicates the position of the node that contdiesREK in the OFT. See Secti@l7.1 for details on the
numbering of the nodes and Sect®A.3.3 for the coding of the field.

zero_padding_bits:these (less than 8) bits ensure that the next idbyte aligned.
domain_id: this 38-bit field indicates the domain ID.
domain_generation:this 10 bit field specifies the generation of thoengin.

bcro_timestamp: field containing a timestamp at the point of isguaf the BCRO. This 40-bit field contains the tiared
date of the moment of issuing of the BCRO in UnsadiTime, Co-ordinated (UTC) and Modified Juliant®@viJD). This
field is coded as 16 bits giving the 16 LSBs of Mabowed by 24 bits coded as 6 digits in 4-bit &y Coded Decimal
(BCD), see also Appendi@.8.

EXAMPLE 1: 93/10/13 12:45:00 is coded as "0xCO7 B

refresh_time: the refresh_time specifies the time when the Beghould acquire a new BCRO. It does not speacifteen
the keys in the BCRO expire. This field is a himtreceiver to acquire a new BCRO for the coritstad in the BCRO
before the keys in the BCRO expires. The encodirgimilar to that of the bcro_timestamp field.
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permissions_flag 1-bit flag indicating that the BCRO containseddt 1 permission.
rekeying_period_number: 7-bit counter used to differentiate between déf@rGROs with the same purchase_item_id.

purchase_item_id:32-bit field specifying the purchase ID this GRQassociated with. The purchase_item_id is used to
associate the BCRO with the corresponding Purchesein the Service Guide, to enable the Devicdisplay to the user
the information that a purchase was completed[@€AST10-SG], Section 5.1.2.6). The purchase_itehfield in the
BCRO carries the value of the binaryPurchaseltefidld in the corresponding Purchaseltem in the f8erGuide (see
[BCAST10-SG], Section 5.1.2.6).

number_of_assetsthis field specifies the number of assets (seevijeh this BCRO. Each asset listed in this BCR® aa
internal id which is equal to the index of the asse¢his BCRO. In other words the first assetisin this BCRO has the
internal asset id (index) of 0, the second of 1 &his internal id or index is used by permissiobgects (see below) to
identify the assets it addresses.

number_of_permissions:this field specifies the number of permission® (8elow) in this BCRO.

MAC: this is the authentication code calculated ovebwis before this field in the BCRO using HMAC-SHA6 (see
[RFC 2104]). The MAC is only present in the OMADRKBdcastRightsObject() object.

The MAC is used to authenticate and check the iitjegf the BCRO. The key used to create the MAthis BCRO
authentication key BAK as describeddnl4.3.

signature_type_flag:the signature_type_ flag is as defined in Sectidm362.1, reproduced below:

signature_type_flag Value f) remark
RSA 1024 0x0
RSA 2048 Ox1
RSA 4096 0x2
reserved for future use 0x3 not used in this varsithe
specification

signature: the signature is calculated over all bytes befloiefield in the BCRO using RSA-1024, RSA-2048R8A-4096.
This is only present in the optional OMADRMBroadifightsObjectSigned object.

8.2.2  Format of flexible _bit_access _mask()

An addressing bitmask is a string of bits, wherehdait corresponds to one particular device. Whdmace is addressed, its
bit in the addressing bit mask is set to 1, otheewo 0.

The field flexible_bit_access_mask() contains theéexl addressing bitmask. The addressing bitmagiitsup into
subblocks, each of which is coded separately. Ddipgron the characteristics of the subblock thergpdhethod is chosen.
The format of flexible_bit_access_mask() is asofo8:

Field Length Type
OMADRMBItAccessMask() {
do{
subblock_coding_type 2 uimsbf
if( subblock_coding_type == 0x1 ) {
bitmapped_bitmask() \éarlabl OMADRMBIitmappedBitmask()

} else if( subblock_coding_type == 0x2 ) {

bIock_compressed_bit_access_mask()\éaIrlabl SSI\QSDRMBIockCompressedBltm

} else if( subblock_coding_type == 0x3 ) {
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Field Length Type
variabl  OMADRMOutlierCompressedBit
outlier_compressed_bit_access_mask() e mask()
}
} while( subblock_coding_type !'=0x0)
}
subblock_coding_type:2-bit value indicating how the subblock is coded.
Field: subblock_coding_type Description
0x0 indicates the end of the bitmask
Ox1 the subblock is not compressed, but coded dyrigthod as described in Section
8.2.2.1.
0x2 the subblock is coded using the Block Composskiethod as described in Sectign
8.2.2.2.
0x3 the subblock is coded using the Outlier CongioesMethod as described in
Section8.2.2.3.

zero_padding_bits these (less than 8) bits are appended at thefahe flexible_bit_access_mask field to ensure the
subsequent field is byte aligned.

8.2.2.1 Bitmapped Bitmask

The bitmapped_bitmask() field contains a non-corsged subblock. It consists of an indicator forlémgth of the subblock
followed by the subblock. The bitmapped_bitmasigdfhas the following format:

Field Length Type
OMADRMBItmappedBitmask() {
block_length() variable OMADRMBIockLength()
bit_map E'OCk—'engtm bslof

}

block_length(): indicates the length of the subblock. For a suliblaf lengthk, block length contains the valkel. See
Section8.2.3.5 for more details on the coding of the field blolgagth.

bit_map: field of block_length()+1 bits, that codes the Islolok.

For EXAMPLE, a subblock 0010100101011010 has atkenfy16 bits, therefore block_length() containgatue 15 and is
coded ad.1110101 (see Sectiod.2.3.5). It is followed by the 16 bits 0010100101011010.

8.2.2.2 Block Compression Method

The Block Compression Method is used when the sighitdonsists of alternating blocks of ones andszefrbe lengths of
these blocks are specified. The block_compressedidiiess _mask() has the following format:

Field Length Type
OMADRMBIlockCompressedBitmap() {
firstbit 1 bslbf
nole() variable OMADRMNOole()
for(i=0; i<nole+1; i++ ) {
block_length()[i] variable OMADRMBIockLength()
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Field Length Type

firstbit: indicates the value of the first bit.

nole() (number of list entries): indicates the numbeblotks that follow. Itk blocks follow, nole contains a vallel. This
value is coded as indicated in Sect®8.3.4.

block_length(): an array that indicates the lengths of the bloEks.a block of lengtk, the corresponding field
block_length contains a valkel.

EXAMPLE of coding a subblock using the Block Congsien Method:

Let us consider the following 512 bit subblock:

20x'0,15x'1',2x'0, 80x'1", 92 x '0',20Q"', 203 x '0".

It starts with a '0', therefore firstbit containg.a

There are 7 blocks; therefore nole() contains tilees6 and is coded 88 0110 (see Sectidh2.3.4).

Block 1 has a length of 20, therefore its blockgté) contains the value 19 and is coded Hs1100001, where 0001 is the
binary representation of 1=19-18 (see Sec8@3.5).

Block 2 has a length of 15; its block_length() dsled asl1110100.

Block 3 has a length of 2; its block_length() isled a€) 1.

Block 4 has a length of 80; its block_length()ésled as11111100101101.

Block 5 has a length of 92; its block_length()ésled as11111100111001.

Block 6 has a length of 100; its block_length(@dsled a$1111101000001.

Block 7 has a length of 203, its block_length(¢dsled ad1111110000000000000000101000.
In this example 98 bits are needed in order toifptwe subblock.

8.2.2.3 Outlier Compression Method

The Outlier Compression Method exploits the faet thsubblock can have a sparse amount of 'I0%oiThe
outlier_compressed_bit_access_mask() has the fioitpfermat:

Field Length Type
OMADRMOutlierCompressedBitmap() {
range_flag 1 bslbf
nole() variable OMADRMNOole()
for(i=0; i<nole+2; i++) {
block_length()[i] variable OMADRMBIockLength()

}

range_flag: indicates the coding type. When it is equal tw@ have blocks of '0's separated by single '1'sstWhequals 1,
we have blocks of '1's separated by single 'Olsit Aet to the value that is in a minority is cdlleutlier.
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nole() (number of list entries): indicates the numbeblottks. The amount of blocks is one more than theumt of outliers
(since the coding starts with a block before th& foutlier and ends with a block behind the lagtier). If there arek
blocks, nole contains a valueloR. See SectioB.2.3.4 for the coding of nole.

block_length(): an array that indicates the lengths of the bloTke first block length() defines the length of titeck in
front of the first outlier, whilst the last bloclerigth defines the length of the block behind tisé daitlier. Notice that a
length 0 is coded as 0. See SecBah 3.5 for more details on the coding of block_length().

EXAMPLE of coding a subblock using the Outlier Caegsion Method:

Let us consider the following 512-bit bit_accessskfa

1x'0', 90 x '1', 1 x'0', 80 x '1', 2 x '0’, 338k

range_flag is equal to 1, since we have block&'sfseparated by single '0's.

Since there are 5 blocks of '1's separated byglesifi's, nole() contair3 0011. Notice that 0011 is the binary
representation of 3 = 5-2 (see Sectod.3.4).

For each of the five blocks of '1's (of which twavk length 0), a block_length() field follows:

The first '0' occurs at the first position, scsittbnsidered to be preceded by a block of lengith8refore the first
block_length() contains 0 and is codedds

The second '0" occurs after 90 '1's, thereforsdicend block_length() contains the value 90 amdded a4111110
0111000.

The third block_length() contains the value 80 encbded a41111100101110.

The third block is followed by two adjacent zerbsr this reason, the fourth block_length() contairsvalue 0 and is coded
as0 00.

The fifth block_length() contains the value 338 & coded a$41111110000000000000010110000.

In this example 68 bits are needed in order toigptwe bit_access_mask().

8.2.3  Efficient Coding Tables

Efficient Coding Tables (ECTs) are used to codeeslin such a way that low values require a smatitrer of bits, whilst
extra bits are included for the higher values.éneayal they have the following form:

Field Length Type
OMADRMEfficientCodingTable() {
indicator variable bslbf
translated_value variable uimsbf

}

indicator: bit string of variable length indicating the ambohbits that are used to code the translated evédid.

translated_value: contains the binary representation of the relgtiosition of the value in the value range as cafobed in
the corresponding Efficient Coding Table. This neetirat a valu& is coded aX-L, wherelL is the lower bound of the value
range that containx.

8.2.3.1 OMADRMGroupAddress()

indicator amount of bits for value value range
0 6 0-63
10 11 64 -2111
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110 16 2112 - 67 647
1110 20 67 648 —1 116 223
1111 32 1116 224 - 4 296 083 519

For EXAMPLE, the value 1200 is codedE3%10001110000, where 10001110000 is the binary septation of

1136=1200-64.

8.2.3.2 OMADRMPositionInGroup()
indicator bit length of translated_value value range
0 9 0-511
10 13 512 — 8703
110 18 8704 — 270 847
1110 22 270 848 — 4 465 151
1111 27 4 465 152 — 138 682 879

For EXAMPLE, the value 2000 is coded #30010111010000, where 0010111010000 is the birgmesentation of

1488=2000-512.

8.2.3.3 OMADRMNodeNumber()
indicator bit length of translated_value value range
0 10 0-1023
10 14 1024 - 17 407
110 18 17 408 — 279 551
1110 22 279 552 — 4 473 855
1111 27 4 473 856 — 138 691 583

For EXAMPLE, the value 2000 is coded #300001111010000, where 00001111010000 is the biepngsentation of

976=2000-1024.

8.2.3.4 OMADRMNole()
indicator bit length of translated_value value range
00 4 0-15
01 8 16 - 271
10 16 272 — 65 807
11 20 65808 —1 114 383

For EXAMPLE, the value 18 is coded @500000010, where 00000010 is the binary representaf 2=18-16.

8.2.3.5 OMADRMBIockLength()
indicator bit length of translated_value value range
0 1 0-1
10 1 2-3
110 1 4-5
1110 2 6-9
11110 3 10-17
111110 4 18-33
1111110 7 34 -161
1111111 22 162 — 4 194 465

For EXAMPLE, the value 16 is coded B$110110, where 110 is the binary representation o66Q.
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8.2.4  Format of the OMADRMAsset() Object

Field Length Type
OMADRMAsset() {

BCI 96 bslbf
key flag 1 uimsbf
key_type 1 uimsbf
reserved_for_future_use 2 uimsbf
inherit_flag 1 uimsbf
asset_type 2 uimsbf
permissions_category_flag 1 uimsbf
if (inherit_flag==1){

purchase_item_id 32 uimsbf

reserved_for_future_use 1 uimsbf

rekeying_period_number 7 uimsbf
}
if ( permissions_category flag ==1) {

permissions_category 8 uimsbf
}

if (key flag==1){
if (asset_type == 0x0) {
if (key _type ==0){

encrypted_service_encryption_authentication_key 256 bslbf
}else if (key_type ==1){
encrypted_program_encryption_authentication_key 256 bslbf
}
} else if (asset_type == 0x1) {
encrypted_content_encryption_key 128 bslbf

BCI: this 96-bit field is the Binary Content ID. The B€&n be a service_BCI or a program_BCI. Thesalafi@ed in
Section11.1.1.

reserved_for_future_use:all fields reserved_for_future_use SHALL be sed tor this version of the specification.
key_flag:1-bit flag indicating that the asset does contan material.

key_type: 1-bit flag indicating the type of the key materidlset to 0 the key material contains a servicergstion key
(SEK), when set to 1 it contains a program encoypkey (PEK).

inherit_flag: 1-bit flag indicating whether inheritance is uskdet to 1 the asset inherits the rights settingn a parent
GRO.

asset_type:2-bit flag indicating the asset type as definethmtable below.

| Field: asset_type | Description |
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0x0 Broadcast stream protected by IPSec, SRTP or
ISMACTryp as defined in this specification. This etss
MAY contain either a PEK or a SEK.

0x1 Downloaded file content as defined by OMA. Thisedss
MAY contain a CEK (Content Encryption Key).
0x2-0x3 reserved

permissions_category_flagl-bit flag indicating that a permissions_categaejdfis present in this asset object.

purchase_item_id:32-bit field specifying the purchase ID of thegrarGRO this BCRO is associated with. Refer toiBect
8.2.1 for the specification of this relation.

rekeying_period_number: 7-bit field specifying the rekeying_period_numioéthe parent GRO. The purchase_item_id
and rekeying_period_number are used together WélsdclD and devicelD or domainiD to uniquely idigrthe parent
GRO.

permissions_categoryfor program assets, the value of this field (Eg@nt) is always zero. For service assets, thesiih
rule applies. If the value of this field is nonzgitdndicates that the permissions (see belovkelihto this asset are only to be
applied for streaming content whose TKM contairesgame value in its permissions_category fielthdfvalue of this field

is zero, it indicates that the permissions (seevipelinked to this asset are only to be appliedstoeaming content whose
TKM contains the value zero in its permissions_gatg field, or has value zero for its permissiotesg bit (indicating that
there is no permissions_category field in the TKMJte that there MAY be multiple assets with thmeaervice_BClI, in
which case typically only one of them contains autitation and/or encryption keys in it asset aiggcTKM
permissions_category field value thus selects tleevaith the permissions to be applied among thé@eassets with the
same service_BCI. The one with the authenticatiaiia encryption keys is found among the BCROsnigritance, or by
lookup for a BCRO with key material in its assets.

encrypted_service_encryption_authentication_keyif key_type is set to O then this field contaihe encrypted SEAK, the
service encryption key (SEK) concatenated withShevice Authentication Seed (SAS). The field itéelprotected using
AES-128-CBC, with fixed IV 0 and with O paddingtime last block if needed. The key IEK used to dettlyis field
depends on the addressing mode of the BCRO TheadBErived from the UGK, the DEK, the UDK or the RDWhich

key is used for the derivation of the IEK dependdhe addressing mode of the BCRO and SHALL berdeted using
Table 34. The IEK SHALL be derived from the respeckeys as described in Sectidrs 3.4 and5. 1.

Table 34: Keys used for the derivation of the IEKm different addressing modes

Field: address_mode Keys used
0x0 (Fixed Subscriber Group addressing / whole grou UGK (Unique Group Key)
0x1 (Fixed Subscriber Group addressing / subset) K educed Encryption Key: based on
fixed_bit_access_mask and SGKs, refer to Section
10.3.4.)
0x2 or 0x3 (unique device) UDK (Unique device key)
0x4 (OMA Domain) BDK (Broadcast Domain Key)

0x5 (Flexible Subscriber Group addressing / subset)| DEK (Deduced Encryption Key: based on the
broadcast_encryption_scheme and FSGKsTabte
54 in AppendixC.11 and Sectiori0.3.4.)

0x6 (Flexible Subscriber Group addressing / whole | UGK (Unique Group Key)

group)

encrypted_program_encryption_authentication_key:if key_type is set to 1 then this field contaihe £ncrypted PEAK,
the program encryption key (PEK) concatenated thighprogram authentication seed (PAK). The fieddlitis protected
using AES-128-CBC, with fixed IV 0 and with 0 paddiin the last block if needed. The key IEK usedédorypt this field is
depending on the addressing mode of the BCRO. EKed derived from the UGK, the DEK, the UDK or tB®K. Which
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key is used for the derivation of the IEK dependghe addressing mode of the BCRO and SHALL berdeted using
Table 34. The IEK SHALL be derived from the resperkeys as described in Sectidix3.4 and5.1.

encrypted_content_encryption_keythis field contains the encrypted content encoipkiey (CEK). The field is protected
using AES-128-CBC, with fixed IV 0 and with 0 paddiin the last block if needed. The key IEK usedédorypt this field is
depending on the addressing mode of the BCRO. EKed derived from the UGK, the DEK, the UDK or tB®K. Which
key is used for the derivation of the IEK dependdte addressing mode of the BCRO and SHALL berdeted using
Table 34. The IEK SHALL be derived from the respexkeys as described in Sectidix3.4 and5.1.

8.2.5 Format of the OMADRMPermission() Object

Field Length Type
OMADRMPermission() {
number_of assets 6 uimsbf
constraint_flag 1 uimsbf
actions_flag 1 uimsbf
for (i=0; i<number_of assets; i++) {
asset_index 8 uimsbf
}
if (constraint_flag==1) {
OMADRMConstraint()
}
if (actions_flag==1) {
number_of_actions 8 uimsbf
for (i=0; i<number_of actions; i++) {
OMADRMAction()[i]
}
}
}

number_of_assetsthe number of assets this permission object liok#&ssets linked to by this permission objectlavand
by this permission object.

constraint_flag: 1-bit flag which indicates when set to 1 that astoint object is present in this permissions cbjEhe
constraint object applies to all action listedhistpermission object.

action_flag: 1-bit flag. When set to 1, 1 or more actions ametained in this permission object.

asset_index:a list of number_of_assets links to assets inBRIKRO. Assets are linked to by using the intersaktid (the
index of the asset in this BCRO).

number_of_actions:field specifying the number of actions (see belowntained in this permission object

8.2.6  Format of the OMADRMAction() Object

Field Length Type

OMADRMAction() {

action_type 7 uimsbf

constraint_flag 1 uimsbf

if (constraint_flag==1) {

OMADRMConstraint()

}

}

action_type: 7-bit field specifying the type of action as lidti table below:

| Field: action_type | Description
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0x00 play action

0x01 display action

0x02 execute action

0x03 print action

0x04 export action

0x05 access action

0x06 save action

0x07-0x7F reserved for future use

constraint_flag: 1-bit flag which indicates when set to 1 that astoaint object is present in this action objette T

constraint object only applies to the action inis

8.2.7 Format of the OMADRMConstraint() Object

Field Length Type
OMADRMConstraint() {
number_of_constraints 4 uimsbf
constraint_descriptor_length 12 uimsbf

for (i=0; i<number_of_constraints; i++ ) {

OMADRMConstraintDescriptor()[i]

number_of_constraints: 4-bit number specifying the number of constraegatiptors (see below)

constraints_descriptor_length:length of all constraint descriptors in bytes whiallow this field.

constraint_tag: tag identifying the specific constraint_descriptsrlisted below:

Field: constraint_tag Description
0x00 count constraint
0x01 timed-count constraint
0x02 date time constraint
0x03 interval constraint
0x04 accumulated constraint
0x05 individual constraint
0x06 system constraint
0x07 token management constraint
0x08-0xFF reserved for future use
8.2.7.1 Count Constraint Descriptor
Field Length Type
OMADRMCountConstraintDescriptor() {
constraint_tag 8 uimsbf
length 8 uimsbf
count 8*length uimsbf
}
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length: the number of bytes used for the count field. LarHALL NOT exceed 4, hence the maximum size ofcthnt
field can be 32 bits.

count: the number of times the content can be played.fiekiecan be of size 8, 16, 24 and 32 bits.

8.2.7.2 Timed Count Constraint Descriptor
Field Length Type
OMADRMTimedCountConstraintDescriptor() {
constraint_tag 8 uimsbf
length 8 uimsbf
timer 16 uimsbf
count 8*(length — 2) | uimsbf
}

length: the number of bytes following this field. The cofietd is length-2 bytes long and SHOULD NOT exc&edbits.
timer: specifies the number of seconds after which thefstate is reduced starting from beginning to eeride content.

count: the number of times the content can be played.fiekiecan be of size 8, 16, 24 and 32 bits.

8.2.7.3 Date-Time Constraint Descriptor
Field Length Type
OMADRMDateTimeConstraintDescriptor() {
constraint_tag 8 uimsbf
length 8 uimsbf
start_flag 1 uimsbf
end_flag 1 uimsbf
reserved 6 bslbf
if( start flag==1) {
start_date 40 mjdutc
}
iftend_flag==1){
end_date 40 mjdutc
}
}

length: the number of bytes of the descriptor immediatelypwing this field.
start_flag: 1-bit field. When set the descriptor contains at $iae.
end_flag: 1-bit field. When set the descriptor contains a tme.

start_time: time field with the semantics of ‘not before’ tif@ a permission. The start_time must be befoeecttd_time if
present.

end_time: time field with the semantics of ‘not after’ tinfier a permission. The end_time must be after tag dtme if
present.

8.2.7.4 Interval Constraint Descriptor
Field Length Type
OMADRMIntervalConstraintDescriptor() {
constraint_tag 8 uimsbf
length 8 uimsbf
time_interval 8*length uimsbf
}
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length: the number of bytes following this field. Lengtbesifies the size of the time_interval field.

time_interval: specifies the number of seconds during which #renssions can be exercised over the content. The
time_interval period MUST begin when the associgteamission is first exercised. The permissiontb@m be exercised
any number of times within the time_interval peridtie length of the field is given by the lengtéldi and SHOULD NOT
exceed 32 bit.

8.2.7.5 Accumulated Constraint Descriptor
The accumulated_constraint_descriptor specifiesrta@mum period of metered usage time during wktiehrights can be
exercised over the DRM content.

Field Length Type
OMADRMAccumulatedConstraintDescriptor() {

constraint_tag 8 uimsbf
length 8 uimsbf
accumulated_time 8*length uimsbf

}

length: the number of bytes following this field. Lengtiesifies the size of the accumulated_time field.

accumulated_time:specifies the maximum period of metered usage tiarang which the rights can be excercised. The
period is given in seconds. The length of the figldiven by the length field and SHOULD NOT excé&2dbit.

8.2.7.6 Individual Constraint Descriptor
Constraint used to bind content to individualgheé content should be bound to more than one iddalimultiple
individual_constraint_descriptor(s) can be cariiedne constraint object.

Field Length Type
OMADRMIndividualConstraintDescriptor() {

constraint_tag 8 uimsbf
length 8 uimsbf
reserved 4 bslbf
id_type 4 uimsbf
individual_id 8*(length - 1)  bslbf

}
length: the number of bytes following this field. Lengttsfiecifies the size of the individual_id field.

id_type: tag identifying format of the individual_id astbsl below:
Field: id_type Description
0x0 The individual_id field contains the IMSI numberdeal

as 16 digit 4-bit BCD. The first digit SHALL be G@
SHALL be ignored. The length of the individual_id

field is 64 bit.

0x1 The individual_id field contains the PKC id of tihdM
to which the content is bound.

0x2-0xF reserved for future use

individual_id: Individual ID. The format and length of this figklidentified by the identifier_type and lengthlfisee the
table above.

8.2.7.7 System Constraint Descriptor
Constraint used identify systems to which the catinéed GROs are allowed to be exported to.
Field Length Type
OMADRMSystemConstraintDescriptor() {
constraint_tag 8 uimsbf
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length 8 uimsbf

system_id 64 bslbf

proprietaryinformation 8*length - 64  bslbf
}

length: the number of bytes following this field.

system_id:the system id of the system the content and GR(beaxported to. This is the HMAC-SHA1-64 encotlagh
(using 0 as the key) of the system name as regiteith OMNA. The values of the system name URIs and correspgndin
hashes are registered with OMNA.

proprietaryinformation : this is a string of bytes, containing propriet@grameters for the system. It is outside the
scope of this specification to define the syntast semantics of these bytes. Thus, this is a meshmatu transport
proprietary information. This may e.g. be requivdten exporting to a (possibly non-DRM) system aqliring that no
more copies are to be made.

8.2.7.8 Token management constraint descriptor

The token_management_constraint_descriptor spetifeg the consumption of the DRM content involtresconsumption
of tokens. The Device can receive tokens from &ghts Issuer and store them per Rights Issuetdken store. The
parameters in the token_management_constraint ipesdndicate how "much" consumption of DRM corteaquires how
many tokens need to be consumed from the tokea.stor

The format of the token_management_constraint_geecis specified in the table below.

Field Length Type
token_management_constraint_descriptor() {
constraint_tag 8 uimsbf
length 8 uimsbf
token_constraint_type 2 uimsbf
token_unit_length 3 uimsbf
token_consumed_length 3 uimsbf
token_unit 8*token_unit_length uimsbf
for(i=0;i<token_consumed_length; i++){
token_consumed 8*token_consumed_length  uimsbf
}
if (token_constraint_type==0x2) {
timer 16 uimsbf
}
}

length —The number of bytes following this field.

token_constraint_type- If the value of this field equals 0x0 (COUNT)@2 (TIMED_COUNT), the consumption of the
DRM content shall be counted and any consumptich@DRM content equalling the number of "countsiralicated by
the token_unit field requires the consumption ef dmount of tokens as indicated by the value ofdken_consumed field.

If the value of this field equals O0x1 (DURATIONRwaconsumption of the DRM content with a duratidthe number of
seconds as indicated by the token_unit field reguine consumption of the amount of tokens as atelicby the value of the
token_consumed field.

All other values of this field are reserved forurg use.
token_unit_length— Field defining the length in bytes of the tokenit field. The value shall not be bigger than 4.

token_consumed_length Field defining the length in bytes of the tokemnsumed field. The value shall not be bigger than
4.
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token_unit — If the token_constraint_type field equals Ox@{@NT) or 0x2 (TIMED_COUNT), the token_unit indicatthe
amount of "counts" of consumption of the DRM contitrat can be consumed for the amount of tokemsdisated in the
token_consumed field.

If the token_constraint_type field equals 0x1 (DUR&N), the token_unit indicates the number of sesoof consumption
of the DRM content that can be consumed for theuarnof tokens as indicated in the token_consurnedd. fi

token_consumed- This field indicates the amount of tokens thwetlisbe consumed from the token store of the DeWittee
amount of DRM content is consumed as indicatechbytéken_constraint_type field and the token_ueldf

timer — Specifies the number of seconds after which thetstate is reduced starting from beginning to esrtlde content
in the case that the value of the token_constriipé field has the value 0x2 (TIMED_COUNT).

8.3 Acquisition of Rights Objects over an Interacti on Channel

Devices can acquire rights to access broadcastmpby retrieving and processing binary BCROs.dditgon, Devices that
support an interaction channel next to the broadoterface can also acquire rights to access lmasiccontent via the
ROAP protocol or the exchange of Domain GROs.

The ROAP protocol via the interaction channel eesan authenticated delivery of one or mepeotectedRO> elements.
The exchange of Domain GRO’s also consists of dehange of one or moreprotectedRO> elements.

If a <protectedRO>is to convey rights to access broadcast contieen, the following applies for all assets that ercod
rights for broadcast content:

- The<o-dd:uid> element in theco-ex:context>element in theo-ex:asset>element MUST hold the BCI (binary
content identifier) for the broadcast content nefdrto by this asset.

- The<o-ex:digest>element in theo-ex:asset>SHALL NOT be present.

- The<xenc:CipherValue>element contained in thals:Keylnfo> element MUST hold the AES-wrapped
encryption key (SEK or PEK), The RO MUST also cantn additionakds:Keylnfo> element holding the
wrapped authentication seed (SAS or PAS).

8.4 Save Permission

The normative statements in this SectBo only apply to the concept of creating super-disitdble OMA assets containing
a recording of broadcast content, that is suitbdiistandard OMA DRM v2 devices.

For BCAST Devices with the DRM Profile, recordingphdcast content protected using ISMACryp the asthptDCF
described in sectiob3 MAY be used to record the content directly, togethith the STKM key stream, without decryption
and local re-encryption. Note that this is notaiig for standard OMA DRM v2 devices, only for BCABevices. For
further details see the recording section in [BCAGEBervContProt].

A rights issuer can allow a device to make supstrithutable recordings of a broadcast asset byidlicy a save permission
in a GRO for that asset. The save permission a#tpladlows creating new assets containing a reimdeof the broadcast
content in permanent storage. The device MUST lads® access permission for that broadcast aseedén to create this
permanent copy.

The super-distributable recorded assets MUST laelWCF or PDCF format, and are super-distributablether devices. The
recording device MUST create a new CommonHeadetr$draise in each new asset file. The ContentID and
RightslssuerURL are generated from information ihaétrieved from the service guide, and the ss@RM time of the
device.

If the device does not support secure DRM timBJUST not allow save permissions.

The context of the broadcast asset (service gaatsion description protocol or key stream mes3&¢©ULD provide at
least the Content Identifier, RightslssuerURL amh&nt Encryption Key to use when creating the Comirfeaders box
and the protected content in each created asset fil
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8.4.1 Element <save>

Element <IELEMENT o-dd:save (0-ex:constraint?)>

Semantics | The<save>element grants the permission to create a pernhaggresentation of
some broadcast asset. It contains an optiooahstraint> element. This
<constraint> element, if present MUST be combined with any eyl constraint,
and both constraints should be satisfied in ordettfe save permission to be
enabled.

A rights issuer MUST only include a save permisdmrbroadcast assets. A device
MUST ignore save permissions for non-broadcasttiasse

The save permission only allows creation of OMA DR&Icompatible DCF or
PDCEF files. The device SHOULD get from context imhation (o0.a. original assets
CommonHeaders box, service guide, session desgriptbtocol) relevant
information about the broadcast asset to createnan@nHeaders box for use in
either a DCF or a PDCF file.

8.4.2 Element <access>

Element <IELEMENT oma-dd:access (0-ex:constraint)>

Semantics | The<access>lement grants the permission to create an imrtté‘d'ssndering of
audio or video Content directly from a broadcaailtitast, or unicast stream during
its reception. It contains an optionalonstraint> element. It contains an optional
<constraint> element. If thecconstraint> element is specified the DRM Agent
MUST grant acces rights according to #eonstraint> child element and the top-
level <constraint> element if any. If no chileiconstraint> element is specified the
DRM Agent MUST grant access rights according tottpelevel<constraint>
element if any. If neither child nor top-levetonstraint> element is specified, the
DRM Agent MUST grant unlimited access rights.

A <system>element contained in<constraint> child element tecaccess>s used
to specify target system that may be used for icrgatn immediate rendering of the
broadcast, multicast, or unicast stream duringeitgption.

The<access>lement has the semantics of rendering immedistelyproadcast,
multicast, or unicast stream somehow into usergpesble form. The DRM Agent
MUST NOT grant access accordingtaccess>to Content that cannot be rendered
in this way.
Note that the DRM Agent MUST NOT grant access toest content, not even stored
broadcast, multicast, or unicast streams, basedesraccess>permission. In order
to specify rights for stored content, thplay> element MUST be utilized instead
(Section 5.4.2 in [DRMREL-v2)).

The<access>permission is a new extension to OMA DRM for thegose of
defining rights to service protection in a cleammer that is distinguishable from
usage rules defined for content protection. Forimam compatibility with older
OMA DRM implementations, it is RECOMMENDED that tkexecute>permission
be granted as well.

8.4.3  Construction of the Asset, CommonHeaders and Recording Key

All broadcast content accessed via a service/pno@&0, and thus identified with a service_BCl/peogr BCI, can be
viewed as a continuum of content that belongsestime OMA group. All content recorded by the dewising a combined
access+save permission for an asset identifieétwce_BCl/program_BCI must be accessible to thatesdevice through
a play permission associated with the same ashaitified by the service_BCl/program_BCI).

To enable this, and still create uniquely identiféaassets, the OMA group feature is used.

* “immediate” here means a time period in the oafane or a few seconds at most.
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The way the new asset is created depends on wttethezcording device has access to the broadeattrd using a service
GRO (containing a SEK, associated with a servicd) Ba program GRO (containing a PEK, associatitd av
program_BCI).

8.4.3.1 Recording Broadcast Content

The device makes a recording of broadcast contanig accessed through an asset, that identifeeBinary Content
Identifier (service_BCI or program_BCI), and whishassociated with either a Service Encryption Keg Program
Encryption Key. In the following sectionBCI refers to the binary content identifier of thateisandKEY refers to either
the SEK or the PEK, whichever is associated witth #sset.

Asset contains program_BCI and PEK Asset contains service_BCIl and SEK
BCI service/program prOgr&m_BCl SerViCe_BCl
KEY seipek PEK SEK

The device MUST include a GroupID box in the neseashat is to hold the recorded content. The Aupthat box is
derived from BClservice/program, and MUST be asHijgel in Table 35.

The content of the created asset MUST be encrypittda key CIEK. The GroupKey stored in the box MU the key
CIEK that is encrypted with KEYsek/pek.

The EncryptionAlgorithm field in the GrouplID box MBI identify the AES-CBC mode algorithm. The recagddevice
MUST generate a suitable CIEK value at random. @lavs superdistribution to be achieved withowstidbution of the
SEK/PEK in the RO which gives access to the suptibluted content. The initialisation vector MUSE tandomly
generated by the device:

CIEK = random 128-bit AES key or KEYsedkp
% = random 128 bit number
GroupKey = IV || AES-CBC{ KEYsek/pek }(CIEK)

Table 35: Fields in the GrouplD box

Field Contents
GKEncryptionMethod MUST be AES-CBC.
GrouplD Shall equal the following string in case of a seevi

"cid:service_BCI@" || base64Binary( service_BCl )
Shall equal the following string in case of a peogr
"cid:program_BCI@" || base64Binary( program_BCI )
NOTE: The double quote characters above are staagifiers and are not put in the GrouplL

4

GroupKey Contains the result of applying the encryption &t defined by GKEncryptionMethod to
the CIEK key as plaintext, using KEYsek/pek as gpiton key and a randomly selected
initialization vector. This initialization vector MIST be prefixed to the resulting ciphertext.

The CommonHeaders box MUST contain a unique Cdmeas well as a proper RightsissuerURL.

Table 36: CommonHeaders box fields

Field Contents
Encrypti onMet hod Determined by the recording device.
Paddi ngScheme Determined by the recording device.
Pl ai nt ext Lengt h Determined by the length of the recorded assetutztked by the recording device.
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Content | DLengt h MUST equal:
Content I O] GrouplD + base64(recording timestamp)
Note that GrouplD is defined ihable 35.

Ri ght sl ssuer URLLengt h | MUST equal:
R ght sl ssuer URL[] RightsissuerURL + "?rib="+ base64(recording infatian block)

Where the RightslssuerURL is retrieved from theviserguide, using its association with th
service_CID (in case the asset holds a service_&QHhe program_CID (in case the asset
holds a program_BCI).

The recording information block holds the BClseedjrogram, the recording timestamp, th
CIEK (but salted and encrypted with the KEYsek/pahkdl an integrity protection.

D

[}

Text ual Header sLength | Determined by context information (original assetrvice guide, session description
Text ual Header s[] protocol).

Ext endedHeader s[] Contains the GrouplID box.

In the definition of these fields, the base64()ragien is defined by [RFC2045], the ‘+’ denotes catenation, the recording
timestamp is defined by Secti8.3.2 and the recording information block is definedsiection8.4.3.3.

Based on the values of the ‘rib’, the rights isstear determine and verify the integrity of the relog information,
including the CIEK. This then allows the rightsties to issue GROs to the saved asset or to theevgnolp of recorded
content (that share the same Groupld).

8.4.3.2 Recording Timestamp

The representation with which the device shouldesgnt the date and time of the start or the enldeofecording is defined
by two timestamps that are NTP timestamps as spddify [RFC1305], but with the fractional secondstpruncated to
leave only the 4 most significant bits.

The first timestamp indicates the date and timthefstart of the recording, whereas the secondstam®p indicates the end
of the recording.

Field Length Type

OMADRMRecordingTimestamp() {

NTP timestamp, see

startDateAndTime 36
below
endDateAndTime 36 NTP timestamp, see
below
}
Example:

The recording timestamp:
(msb) 11000110100110011101010001010110 0001
11000110100110100000000101011100 0111 (Isb)
corresponds to the recording start time and date fitiestamp:
11000110100110011101010001010110 000100000000000000000000000
which equals 3331970134.0625 seconds after Jadtfat®00, 00:00 UTC, or Jar"82005, 11:15:34.0625 UTC
and the recording end time and date NTP timestamp:

11000110100110100000000101011100 011100000000000000000000000
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which equals 3331981660.4375 after Janudryl 900, 00:00 UTC, or Jar'82005, 14:27:40.4375 UTC

Note that the whole seconds part of the NTP tirmegtiormat is 32 bits, and will roll-over on Febry#; 2036 06:28:16
UTC. For that reason, devices and rights issueisL&Hnterpret NTP timestamps of which the whole ceds part has a
most significant bit of 0, as signalling a date &ntk in the epoch 2036-2172.

8.4.3.3 Recording Information Block

The RightsissuerURL holds a ‘rib’ parameter, whicjuals the base64 encoded recording informatiackldefined in this
section.

Field Length Type
OMADRMRecordingInformationBlockBase() {
BCI 96 bslbf
OMADRMRecordingTimestamp()timestamp() 72 OMADRMReting Timestamp(
salt 128 bslbf
salted_key 128 bslbf
}
Field Length Type
OMADRMRecordinginformationBlock() {
OMADRMRecordinginformationBlockBase() 424
MAC 96 bslbf
}
Field Length Type

OMADRMRecordinginformationBlockSigned() {
OMADRMRecordinglnformationBlockBase() 424

signature_type_flag 2 uimsbf
reserved_for_future_use 6 bslbf
/* signature is computed over all preceding fields
*/
if(signature_type_flag == 0x0) {
signature 1024 bslbf
} else if (signature_type_flag == 0x01) {
signature 2048 bslbf
} else if (signature_type_flag == 0x02) {
signature 4096 bslbf
}
}

BCI: contains the BClservice/program (service_BCIl agpam_BCI, depending on the asset to which the garmission is
applied).

timestamp(): this contains the recording start date and timethadecording end date and time.
salt: this is a random 128 bit number, generated byeberding device which is used to salt the CIEKobeit is encrypted.
salted_key:this field contains the result of encrypting tladted CIEK with KEYsek/pek:

salted_key = AES-ECB{ KEYsek/pek } ( CIEKor salt)

Note: AES-ECB is used in this case to avoid thedpagloverhead of AES-CBC as used in Sec8ah3.1.
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MAC : this is the authentication code calculated olldnydes before this field in the OMADRMRecordingdnmationBlock
using HMAC-SHA1-96 (see [RFC 2104]). The MAC is dsiheck the integrity of the recording informatidine key used
to create the MAC is KEYsek/pek, depending on #seato which the save permission is applied.

OMADRMRecordinginformationBlockSigned is only applicable when the sign_bcro_flag is &dmon in the
device_registration_response message. As suchléisis is OPTIONAL.

8.4.3.4 Access to Recorded Assets

Recorded assets have a GrouplD box that defines dsebeing part of a group of assets that are giemtevith the same key,
and that share a common Groupld. By making sutethiearecording device uses its access permissiotent id as the
Groupld of all the recorded assets recorded usiagaccess permission, play permissions can bedssith the same
content id as the access permission; and it willyafo all recorded material that was recorded gigivat access permission.

On the other hand, the ContentIDs of the genetagsdts are unique (by qualifying the base contiantth the recording
timestamp) as required by the OMA DCF specificatemd other devices can use the RightsissuerURbrttact the

original rights issuer to acquire play rights foat content. The rights issuer is free to providrig rights or individual asset
rights. A group right would contain the Groupld,evlas an individual right would refer to the ex@ontentID (as can be
retrieved from the RightsissuerURL).

8.4.4  Recording Concept

The concept of controlled recording is illustrabedhe following figure. A rights issuer has issue&RO to device A. This
gives device A the right to access a certain brasidasset, as well as the right to create a supgibdtable copy of (part) of
that broadcast asset in a new asset. Another dBuicay receive a copy of this new content file andtacts the rights
issuer to acquire (play) rights for this content.

Note: a similar mechanism applies to BCAST Devigsisg the DRM Profile when using the adapted PD&Rdcording
content protected using ISMACryp (see SecfiGh

access, save and play permission

T T

Broadcast ass

Device

Rights
Issuer

rights acquisition request

permission are part of the
same group that is identified

\_/ by a Groupld that is equal to
the asset id of the access

play permission for device B permission.

Figure 20: Recording and super-distributing the reorded asset

In Figure 20, the content of each (P)DCF file reeal from a service or program was decrypted fraaBDC streaming as
plaintext, then re-encrypted with CIEK into theefilAs (P)DCF fields, GrouplD equals to BCI, bottoGrKey and
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RightsissuerURL contain CIEK encrypted by SEK oKRPEnd both RightsissuerURL and ContentID contaitording start
and end times. The server and path componentsgbtfssuerURL, to be used by http protocol for tomgathe ROAP
server in the Internet, equal to the URL origindtiynd in the service guide.

Device A will still use its original GRO for accésg all the recordings made from the service ogpam.

Device B will receive from the Rl a new RO, bouriither to the GrouplID or ContentID of the recordimgth the PLAY
permission for the (P)DCF file of the recorded emtt encrypted by the CIEK. The start and end tioi¢ke recording
enable the RI to calculate the price of the ROpfaying it. In case the new RO is bound to the €otiD, the RI will get the
CIEK key for the new RO from the RightslssuerURLtlodé acquisition request, while in case of a Grbupbund RO the
original SEK or PEK (for decrypting CIEK from the@pKey) is included in the new RO.

The Rl is a standard OMA DRM 2.0 Rights Issuer,chiiis able to decrypt the rib parameter includethe
RightsissuerURL, extract the CIEK and put it irtte Rights Object.
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9. Token Management

This section defines extensions to the OMA DRM 2.0 REL DTD and ROAP schemas added to accommodate the
management of tokens.

9.1 Additions to the OMA DRM 2.0 REL

This section defines additions to the OMA DRM 2.0 REL DTD to indicate when and how tokens are consumed.
The new token-based constraint defines that usage of the corresponding DRM content involves consumption of
tokens. A device can receive tokens from multiple Rls and use them to consume DRM content whose usage is
defined as token-based in the RO associated with the DRM content.

The <token-based> element can contain one of the following three elements which define what kind of stateful
consumption will be governed by token availability:

e <token-constraint-count> : Defines that tokens will be consumed every time the content is rendered.

» <token-constraint-timed-count> : Defines that tokens will be consumed every time the content is
rendered for more than the number of seconds defined in the timer attribute.

» <token-constraint-accumulated> : Defines that tokens will be consumed every time the content is
rendered for more than a particular amount of accumulated time, e.g. every 30 minutes of usage (which
may not be contiguous).

Each of the above elements will themselves contain the following elements which define how many tokens will be
consumed in a particular usage scenario.

» token-unit: The unit of the specified constraint which corresponds to tokens being decremented, e.g. a
single count or 30 minutes of time.

» tokens-consumed: Tokens consumed per token-unit, e.g. 3 tokens consumed for every count.

The example of the usage of this constraint in Figure 21 instructs the DRM agent to consume two tokens every
time that the corresponding content item is played once.

<o-dd:play>

<o-ex:constraint>

<oma-dd:token-based>

<oma-dd:token-constraint-count>
<oma-dd:token-unit>1</oma-dd:token-unit>
<oma-dd:tokens-consumed>2</oma-dd:tokens  -consumed>
</oma-dd:token-constraint-count>

</oma-dd:token-based>

</o-ex:constraint>

</o-dd:play>

Figure 21: Example usage of token-based constraint

9.1.1 Element <token-based>

Element

<IELEMENT oma-dd:token-based ( oma-dd:token-comstreount | oma-dd:token
constraint-timed-count | oma-dd:token-constrairtsaculated)>
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9.1.2

9.1.3

9.14

9.15

Semantics

The<token-based>element specifies that tokens are consumed wieDRM
content to which the constraint applies is usea @ertain way. It contains one of the
<oma-dd:token-constraint-count>,

<oma-dd:token-constraint-timed-count>or
<oma-dd:token-constraint-accumulated>elements depending on what kind of
stateful consumption will be governed by token kaklity.

Element

<token-constraint-count>

Element

<IELEMENT oma-dd:token-constraint-count (oma-ddeniunit,oma-dd:tokens-
consumed)>

Semantics

The<token-constraint-count>element indicates that every time the number of
counts specified in the enclosetbken-unit>-element is consumed, the token store
is decremented by the number of tokens in the eedktokens-consumed>
element. For example, if thRggoken-unit> element contains "1" and tk#okens-
consumed>element contains "2", then each time the permissi@xercised the
token store is decremented by 2 tokens.

Element

<token-constraint-timed-count>

Element

<IELEMENT oma-dd:token-constraint-timed-count (onfditoken-unit,oma-
dd:tokens-consumed)>

Semantics

The<token-constraint-timed-count>element indicates that every time the numbger
of timed counts specified in the enclosgdken-unit> element is consumed, the
token store is decremented by the number of toketige enclosegtokens-
consumed>element. For example, if thggoken-unit> element contains "1" and the
<tokens-consumed>element contains "2", and tkéimer> attribute contains 10
seconds, then each time the permission is exertisadore than 10 seconds, the
token store is decremented by 2 tokens.

Element

<token-constraint-accumulated>

Element

<IELEMENT oma-dd:token-constraint-accumulated (odlatoken-unit,oma-
dd:tokens-consumed)>

Semantics

The<token-constraint-accumulated>element specifies the maximum period of
time during which the permission can be exercisatt the DRM Content before the
token store is decremented by the number of toketie <tokens-consumed>
element. For example, if thkgoken-unit> element specifies 900 seconds and the
<tokens-consumed>element contains "1", then each time the permisisio
exercised for 900 seconds (since the last tokeredwmt) the token store is
decremented by 1 token.

D

Element

<token-unit>

Attribute

<IELEMENT oma-dd:token-unit (#PCDATA)>
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SIEIED The format of thectoken-unit> element depends on the enclosing element. If the

enclosing element istoken-constraint-count> or
<token-constraint-timed-count>, the correspondingtoken-unit> value specifies
the number of times permission may be granted anexsset in order for the
corresponding number of tokens in #tekens-consumed>element to be
consumed. This must be a positive integer value.

If the enclosing element igtoken-constraint-accumulated> then the<token-unit>
value specifies the number of seconds a permissanbe granted over an asset it
order for the corresponding number of tokens indiodkens-consumed>element to
be consumed. The lexical representation of thisesUST use the restricted
accumulated format PnDTnHNMnNS or any reduced pecand truncated
representation version thereof as specified in D@dhema). For example,
P15DT10H30M20S represents an accumulated of 15 d@ylsours, 30 minutes ang
20 seconds. The specified period SHOULD be grehter zero. If the specified
period is equal to zero, then the permission MUSITNbe granted. [XMLSchema]
allows the number of seconds in the period to ieldecimal digits to arbitrary
precision. However, to ensure interoperability, R4ST NOT contain fractional
seconds in the period.

9.1.6 Element <tokens-consumed>
Attribute

<IELEMENT oma-dd:tokens-consumed (#PCDATA) >

Semantics The<tokens-consumed>element contains a positive integer value. It gjgscthe

number of tokens by which the token store shoulddremented when a single
token unit (as specified in tkaoken-unit> element) is consumed when exercising
the permission to which the

<oma-dd:tokenbased>constraint is attached. For example, if the

<token-unit> indicates 900 seconds axtbkens-consumed>ontains 1, then the
token store will be decremented each time the DRMant is played for a total of
900 accumulated seconds. If the DRM agent detbatsnb tokens exist for this RI,
or a number of tokens is less than that containgébdé<tokens-consumed>element,
the DRM Agent MUST NOT grant the corresponding pesion to the DRM
Content.

9.1.7 Element <permission>

Element

<IELEMENT o-ex:permission (o-ex:constraint?, o-esseat*, o-dd:play?, o-
dd:display?, o-dd:execute?, o-dd:print?, o-dd:savefa-dd:export?, oma-
dd:access?)>
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Semantics . . . .
The<permission>element contains an optionadonstraint> element, zero or more

<asset>elements and a set of optional permissions spegitye rights over a piece
of Content, such asplay>, <display>, <execute> <print>, <save> <export>, and
<access>permission elements.

The<constraint> element is the top-level constraint. As a sibktgment to other
permission elements suchgday>, <display> it applies to all sibling permission
elements inside the sampermission>element. The DRM Agent MUST honor the
top level constraint in addition to honoring possitonstraints specified as a child
element to a permission element, esglay>, when granting access to content
according to such a permission. Hesset>elements specified within the
<permission>element enable expression linking allowing itdistpermission
elements in the samgermission>element to apply to DRM Content referenced py
<asset>elements contained in aagreement>element (i.e., outside a
<permission>element). The link is established through theafgbe "id" and
"idref" attributes specified in Sections 5.2.2.0&n2.2.2 in [DRMREL-v2].

Note that the DRM Agent MUST respect both, consteaspecified as child elements
to a permission element and those specified atet@d-constraints in the same
Rights Object. I.e., the stricter of two constraiof the same type prevails for a given
permission element. Of course, Rights Objects wathtradictory constraints should
not be issued in the first place.

When there is a top-level constraint that is otliggwot allowed as a child constraint
to a permission, e.gscount> and<export mode="move">, the child constraint
takes precedence over the top-level constrainppléea to this permission. For
example, in the move scenario, Content and Rigbjsd®would be moved, and the
<count> constraint would accordingly be removed, too.

A DRM Agent MUST grant access to DRM Content refiessl by arkasset>
element in the agreement model according to peronisspecified inside a
<permission>element that is as sibling elements tocasset>element in the
permission model, where tkasset>element referencing the DRM Content and the
<asset>element inside thepermission>element are linked by matching "id" and
"idref" attributes.

If no <asset>element is present in a permission element suetplag>, then the
permission applies to aflasset>sibling elements in the same Rights Object.

The<export> permission is associated with all of the DRM Conteferenced by
<asset>elements within the same Rights Object. A singigh® Object has at most
one<export> element within a givespermission>element.

9.1.8 Attribute "timer"

Attribute

<IATTLIST oma-dd:token-timed-count timer CDATA #REJIRED >

SIEIED The attribute contains a positive integer valuspkcifies the number of seconds

after which the count state is reduced startinghfbeeginning to render the Content

For example, if the timer value is set to "30" fwitit the quotes) the count state is
decremented after the content has been render&@ feeconds. When the number |of
counts specified in the corresponditgken-unit> element is consumed, the token
store is decremented by the number of tokens irthleens-consumed>element.
For example, if the

<token-unit> element contains "1", the timer attribute spesifi€ seconds, and the
<tokens-consumed>element contains 2, then each time the permissierercised
for at least 30 seconds, the token store is dear@ddy 2 tokens.
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9.2 Extensions to ROAP to Issue Tokens

The OMA DRM 2.0 ROAP-protocol is extended in this section to allow tokens to be delivered to a device. Either a
1-pass or 2-pass token delivery protocol can be used.

The 2-pass token delivery protocol is illustrated in Figure 22. The first element of the 2-pass ROAP extension is a
ROAP trigger which prompts the device to send a ROAP-TokenRequest to the RI. The RI then responds with a
ROAP-TokenDeliveryResponse.

Rights

Device
Issuer

ROAP-TokenAcquisitionTrigger

ROAP-TokenRequest

ROAP-TokenDeliveryResponse

Figure 22: the 2-pass token delivery protocol

In the 1-pass token delivery protocol, which is illustrated in Figure 23, only a ROAP-TokenDeliveryResponse is
delivered by the RI to the device.

Rights

Device
Issuer

ROAP-TokenDeliveryResponse

Figure 23: the 1-pass token delivery protocol

9.2.1 ROAP-TokenAcquisitionTrigger

The extensibility mechanism of the ROAP schema required to add this trigger is defined in Appendix C.3.4.The
XML representation of the token acquisition trigger is defined by the TokenAcquisitionTrigger type below and also
validates against the ExtendedRoapTrigger type defined in Appendix C.3.4. It SHALL be signalled as an
<extendedTrigger> element with the type attribute set to "tokenAcquisition ". The elements in the token
acquisition trigger have the following meaning:

e The RI ID MUST uniquely identify the Rights Issuer.

» If present, the <riAlias> element SHALL be processed according to [DRM-v2].
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* The <nonce> element provides a way to couple ROAP triggers with ROAP requests.

» The DRM Agent MUST use the URL specified by the <roapURL> element when initiating the ROAP
transaction. When the <roapTrigger> element carries an <extendedTrigger> element with the type
attribute set to "tokenAcquisition ", the PDU MUST be a ROAP-TokenAcquisitionRequest PDU.

» The Token Delivery ID identifies the token request in a similar way to the way the RO ID identifies an RO.

» If the trigger is signed, the <ds:Reference> element of the <ds:Signedinfo> child element of the trigger
<signature> shall reference a ROAPTrigger element by using the same value for the URI attribute as the
value for the ROAP trigger element's id attribute.

The token acquisition trigger is defined using ¢chenplex typeoap:TokenAcquisitionTrigger which is shown below and
added to the ROAP schema.

<complexType name="TokenAcquisitionTrigger">
<complexContent>
<extension base="roap:BasicRoapTrigger">

<sequence>

<element name="tokenDeliverylD" type="| D"/>

<any minOccurs="0" maxOccurs="unbounde  d" processContents="lax"/>
</sequence>

<attribute name="type" type="string" use="r equired” fixed="tokenAcquisition”/>
</extension>
</complexContent>
</complexType>

Figure 24: Token acquisition trigger complex type

9.2.2 ROAP-TokenRequest

A device can create a token request from the device to a rights issuer. This is an extension of the existing ROAP
request type.

ROAP-TokenRequest
Parameter Mandatory/Optional

Device ID
RI'ID

Token Delivery ID

M
M
Device Nonce M
M
M

Certificate Chain

Extensions (@]

Signature (0]

Figure 25: Token request message description

Device ID: identifies the requesting Device.
RI ID: identifies the authorizing RI.

Device Nonce : a nonce chosen by the Device.
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Token Delivery ID: identifies the tokens to be issued to this device in a similar fashion to the way an RO ID
identifies a RO. The Token Delivery ID MUST uniquely identify the tokens to be issued in the
TokenDeliveryResponse.

Certificate Chain: this parameter is sent unless it is indicated in the RI Context that this RI has stored necessary
Device certificate information. When present, the parameter value SHALL be as described for the Certificate
Chain parameter in the ROAP-RegistrationRequest message.

Extensions: the following extensions are defined for the ROAP-TokenRequest message:

» Peer Key Identifier: an identifier for an RI public key stored in the Device. If the identifier matches the
RI's current public key, or if the extension is empty, it means the Device has already stored the RI ID and
the corresponding RI certificate chain, and the RI need not send down its certificate chain in its response
message.

» No OCSP Response: presence of this extension indicates to the RI that there is no need to send any
OCSP responses since the Device has cached a complete set of valid OCSP responses for this RI.

» OCSP Responder Key Identifier: this extension identifies an OCSP responder key stored in the Device.
If the identifier matches the key in the certificate used by the RI's OCSP responder, the RI MAY remove
the OCSP Responder certificate chain from the OCSP response before providing the OCSP response to
the Device.

The Device MUST send the Peer Key Identifier extension if, and only if, it has stored the RI public key. The
Device MUST send the No OCSP Response extension if, and only if, it has a complete set of valid OCSP
responses for the RI certificate chain. The Device MUST send the OCSP Responder Key Identifier extension if,
and only if, it has stored an OCSP Responder key for this RI.

Signature: a signature on this message (besides the Signature element itself). The signature method is as
follows:

- The message except the Signature element is canonicalized using the exclusive canonicalization
method defined in [XC14N].

- The result of the canonicalization, d, is considered as input to the signature operation.
- The signature is calculated on d in accordance with the rules of the negotiated signature scheme

The RI MUST verify the signature on the ROAP-TokenRequest message.
9.22.1 Message Syntax

The<tokenRequest>element specifies the ROAP-TokenRequest messagas complex type roap:TokenRequest, which
extends the basic roap:Request type.

<element name="tokenRequest" type="roap: TokenReques t"/>

<complexType name="TokenRequest">
<annotation>
<documentation xml:lang="en">
Message sent from Device to RI to request tok  ens
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="devicelD" type="roap:ldentif ier"/>
<element name="rilID" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name ="tokenDeliverylD" type="ID"/ >
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
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</sequence>
</extension>
</complexContent>
</complexType>

9.2.3

ROAP-TokenDeliveryResponse

The ROAP-TokenDeliveryResponse is returned to théce by the Rl in response to a ROAP-TokenReqoesian also be
used in the 1-pass version without any precedingsages.

Parameter

ROAP-TokenDeliveryResponse

2-pass
Status = Success

2-pass
Status # Success

1-pass

Status

M

Device ID

RI'ID

Token Delivery ID

M

M

M
M

Device Nonce

Token Quantity

Token Reporting URL

Latest Token Consumption Time

Earliest Reporting Time

Latest Reporting Time

Certificate Chain
OCSP Response

OZOOOOOZ

Extensions

=lololo|o|o|olol 22| 3Z]F|F

Signature

Figure 26: Token delivery response

Status indicates if the request was successfully handtabt. In the latter case, an error code as §pddih OMA DRM
2.0 status codes are sent. Some additional statues/have been defined to support token management

Device ID: identifies the requesting Device. The value retdrhere MUST equal the Device ID sent by the Dewidbe
ROAP-TokenRequest message that triggered this mesgo the 2-pass ROAP. In the 1-pass ROAP, treeRELts the
Device ID of the recipient Device. If the Device iPincorrect, th&ROAP-TokenDeliveryResponse processing will fail
and the Device MUST discard the recei®AAP-TokenDeliveryResponse PDU.

RI ID: identifies the RI. In the 2-pass protocol, theueaMUST equal the RI ID sent by the Device in thecpding ROAP-
TokenRequest message.

Token Delivery ID: identifies the tokens to be issued to this device in a similar fashion to the way an RO ID
identifies a RO. This ID should match the Token Delivery ID in the preceding ROAP-TokenRequest message.
Devices must discard any ROAP-TokenDeliveryResponse message with a token delivery ID which is identical to
the one in any previously processed ROAP-TokenDeliveryResponse messages.
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Device Nonceif present (2-pass), the nonce MUST have the satue as the corresponding parameter value in the
preceding ROAP-TokenRequest or ROAP-TokenConsumiggport. If the Device Nonce is incorrect, the ROAP
TokenDeliveryResponse processing will fail andErevice MUST discard the received Token Deliveryfrese PDU.

Token Quantity: contains the number of tokens being issued. $fiha positive number, the device should increritgnt
token store by the given quantity. If it is a néganumber the device should decrement the tolane &ty the given
quantity. If the value is zero, then this TokenBetyResponse is only being used to acknowledgepteata
TokenConsumptionReport and not to install new tskemthe device.

Token Reporting URL: the presence of this parameter indicates thantokesumption from this token delivery must be
reported. The parameter defines the URL to whieftR®GAPTokenConsumptionReport message should later be sent.

Earliest Reporting Time: the device should report consumption after timetand before the latest reporting time. If the
device reports consumption of tokens before the/tate defined in this parameter, in the subseqtoden delivery
response the RI may not change the latest tokesuogption time. In other words the next deliveryakens is within the
same reporting period. The field should only berdef when a token reporting URL is specified.

Latest Reporting Time: the device should report consumption before thie tand after the earliest reporting time. If tHe R
receives the report before this time, it shoulddsemewROAP-TokenDeliveryResponse message before the latest token
consumption time so the device can continue consomr his field should only be defined when a tokeporting URL is
specified.

Latest token consumption time:after the date/time indicated in this parameter,device SHALL NOT use any tokens
which have been received after the REIAP-TokenDeliveryResponse message which includes a token reporting URL. If
reports are being made on time by the deviceddiie is constantly being updated and thereforeuropgon should never

be blocked. This field should only be defined wheoken reporting URL is defined.

OCSP Responsethis parameter, when present, SHALL be a completefsvalid OCSP responses for the RI's certificate
chain. The Device MUST NOT fail due to the preseofcmore than one OCSP response element. This péeamill not be
sent if the Device sent the Extension No OCSP Respm the preceding ROAP-RegistrationRequest ffaadR| did not
ignore that extension).

Certificate Chain: this parameter MUST be present unless a prec&ldyyP-TokenRequest message contained the Peer
Key Identifier extension, the extension was nobigm by the RI, and its value identified the Rusrent key. When present,
the value of a Certificate Chain parameter shalidbdescribed for the Certificate Chain parametdreoROAP-
RegistrationResponse message.

Extensions this parameter allows to add future extensiorR@AP-TokenDeliveryResponse message.

Signature: a signature on data sent in the protocol. Theasige is computed using the RI's private key aedctirrent
message (besides the Signature element itself)sighature method is as follows:

» All elements except the Signature element are daalired using the exclusive canonicalization mdtHefined in
[XC14N].

» The resulting data d is considered as input tesitpeature operation.
* The signature is calculated on d in accordance thittrules of the negotiated signature scheme

The Device MUST verify this signature. A Device MUSIOT accept the token acquisition as successfigissrthe
signature verifies, the RI certificate chain hasrbsuccessfully verified, and the OCSP respongedtes that the Rl
certificate status is good. If the acquisition poat failed, the Device MUST NOT install the recsivtokens.

9.231 Message Syntax

The <TokenDeliveryResponse> element specifies the ROAP-TokenDeliveryResponse message. It has complex
type roap:TokenDeliveryResponse , which extends the basic roap:Response type.

<element name="TokenDeliveryResponse" type="roap:Re  sponse"/>

<complexType name="TokenDeliveryResponse">
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<annotation>
<documentation xml:lang="en">
Message sent from RI to Device to deliver tok ens
</documentation>
</annotation>
<complexContent>
<extension base="roap:Response">
<sequence minOccurs="0">
<element name="devicelD" type="roap:ldentif  ier"/>
<element name="rilID" type="roap:ldentifier" />
<element name ="tokenDeliverylD" type="ID"/ >
<element name="nonce" type="roap:Nonce" min Occurs="0"/>
<element name="tokenQuantity" type="Intege r"/>
<element name="tokenReportingURL" type="an  yURI" minOccurs="0"/>

<element name="earliestReportingTime" type =" dateTime " minOccurs="0"/>
<element name="latestReportingTime" type=" dateTime" minOccurs="0"/>
<element name="latestTokenConsumptionTime" type="dateTime" minOccurs="0"/>

<element name="certificateChain" type="roap  :CertificateChain" minOccurs="0"/>
<element name="ocspResponse" type="base64Bi  nary" minOccurs="0" maxOccurs="unbounded"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar y"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 27: Message syntax of token delivery respoas

The Status simple type enumerates all possible error messages. The following additional status values (shown in
<simpleType name="Status"> , Figure 28, are defined to support token management. These values are only
valid in a TokenDeliveryResponse message.

* TokenConsumptionReportError: The RI did receivel@n consumption report but it was erroneous aediévice
should resend.

* NoTokenConsumptionReport: The RI did not receiteken consumption report yet, but was expectingamhe
present date and time is later than the last tck@sumption time in a previous token delivery mgssa

<simpleType name="Status">
<restriction base="string">

<enumeration value="Success"/>
<enumeration value="Abort"/>
<enumeration value="NotSupported"/>
<enumeration value="AccessDenied"/>
<enumeration value="NotFound"/>
<enumeration value="MalformedRequest"/>
<enumeration value="UnknownCriticalExtension"/>
<enumeration value="UnsupportedVersion"/>
<enumeration value="UnsupportedAlgorithm"/>
<enumeration value="NoCertificateChain"/>
<enumeration value="InvalidCertificateChain"/>
<enumeration value="TrustedRootCertificateNotPr esent"/>
<enumeration value="SignatureError"/>
<enumeration value="DeviceTimeError"/>
<enumeration value="NotRegistered"/>
<enumeration value="InvalidDCFHash"/>
<enumeration value="InvalidDomain"/>
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<enumeration value="DomainFull"/>
<enumeration value="DomainAccessDenied"/>
<enumeration value="RightsExpired"/>
<enumerationvalue="TokenConsumptionReportError" />
<enumerationvalue="NoTokenConsumptionReport"/>
</restriction>
</simpleType>

Figure 28: Updates to status type

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless
explicitly stated otherwise below, is that both the RI and the Device SHALL immediately close the connection and
terminate the protocol. Rl systems and Devices are required to delete any session-identifiers, nonces, keys,
and/or secrets associated with a failed run of the ROAP protocol.

9.3 Extensions for ROAP for Reporting

Reporting can be done via ROAP by devices withckd&taannel. The report from the device is basecherROAPRequest
type. The response expected to such a requeR@A®-TokenDeliveryResponse or ROAP-TokenAcquisitiogger.

ROAP-TokenConsumptionReport
Parameter Mandatory/Optional
Device ID M
RI'ID M
Token Delivery ID M
Nonce M
Report Time M
Tokens Consumed M
Certificate Chain (0]
Extensions (@)
Signature M

Table 37: ROAP TokenConsumptionReport

Device ID: identifies the requesting Device.
RI ID: identifies the RI.

Token Delivery ID: should be is identical to the TokenDeliveryID \ain the last ROAP-TokenDeliveryResponse message
received by the device from this RI. The Token Baly ID can be used by the RI to link this consuopteport to the
previous ROAP-TokenDeliveryMessage which definedréporting period, reporting time, etc. for tréport.

Nonce:this nonce is chosen by the Device. Nonces arergead and used in this message as specified tro8&c3.10 of
the OMA DRM 2.0 specification.

Report Time: the current DRM Time, as seen by the Device.
Tokens Consumed: contains information on how many tokens were consumed since the last report.

Certificate Chain: this parameter is sent unless it is indicated in the Rl Context that this Rl has stored necessary
Device certificate information. When used the parameter value SHALL be as desribed for the Certificate Chain
parameter in the ROAP-RegistrationRequest message.

Extensions: this parameter allows to add future extensions to the ROAP-TokenConsumptionReport message.
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Signature: a signature on this message (besides the Sigrelement itself). The signature method is as fallow

* The message except the Signature element is catiaet using the exclusive canonicalization mettefined in
Section 5.3.3 of [DRM-v2].

» The result of the canonicalizatiath, is considered as input to the signature operation
* The signature is calculated drin accordance with the rules of the negotiatedatigre scheme
The RI MUST verify the signature on the ROAP-TokenS€umptionReport message.

Finally, the device must receive and process a RO&lkenDeliveryResponse in response to a ROAP-
TokenConsumptionReport. The ROAP TokenDeliveryRaspanessage is used to acknowledge receipt oépuetrand
optionally deliver new tokens. On receipt of a ROR#kenDeliveryResponse, the device SHALL cleataden
consumption information for the preceding reporiqu

9.3.1 Message Syntax

The <tokenConsumptionReport> element specifies the ROAP-TokenConsumptionReport message. It has
complex type roap:TokenConsumptionReport , which extends the basic roap:Request type.

<element name="tokenConsumptionReport" type="roap:T okenConsumptionReport"/>

<complexType name="TokenConsumptionReport">
<annotation>
<documentation xml:lang="en">
Message sent from Device to RI to report toke  n consumption report
</documentation>
</annotation>
<complexContent>
<extension base="roap:Request">
<sequence>
<element name="devicelD" type="roap:ldentif ier"/>
<element name="rilD" type="roap:ldentifier" />
<element name="nonce" type="roap:Nonce"/>
<element name="tokenDeliverylD" type="ID"/>
<element name="time" type="dateTime"/>
<element name="tokensConsumed" type="nonNe gativelnteger"/>
<element name="certificateChain" type="roap :CertificateChain" minOccurs="0"/>
<element name="extensions" type="roap:Exten  sions" minOccurs="0"/>
<element name="signature" type="base64Binar  y"/>
</sequence>
</extension>
</complexContent>
</complexType>

Figure 29: Message syntax of token consumption repo
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10.Subscriber Groups

10.1 Introduction

Subscriber groups enable the efficient addresdimgogiver device groups in BCROs.

A subscriber group is a set of devices that shamap address along with cryptographic key maltend algorithms that
allow any subset of this group to be associatel aitryptographic key. A subscriber group can lgptographically secure,

which means that it has the additional property émgy device from the group cannot deduce thendistiryptographic keys
for subsets that exclude the device.

The capability to address multiple devices usisingle message provides for improved efficiencthef communication
protocols. In particular it is very beneficial imet distribution of BCROs.

10.2 Addressing
10.2.1 Addressing Modes

Subscriber group addressing allows for three agdrgsnodes, as is explained in Figure 30 below.
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Subscriber
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group 2
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Figure 30: Subscriber group concept

A whole subscriber group contains all devices gr@up. A subscriber group subset can be smallerahas large as the
whole group. One or more subscriber groups fornpthmulation of devices.

The following sections describe the relation betwte registration data and the BCRO. The registratata is sent to the
device after successful registration of the devide later stage the device may receive a BCR®ragans to obtain the

content (encryption) key, which in turn is usedléxrypt the encrypted content. When using subscgitmip addressing, the
content key is encrypted with an Inferred Encrypticey (IEK) by the RI.

There are three types of addressing possible.
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Figure 31: Addressing modes

The first addressing mode addresses the whole sbésgroup, each of which has a unique address.s€sond addressing
mode allows the rights issuer to specify exactlyolldevices in a subscriber group may access tHR@This is done by
adding a Eurocrypt style bit access mask to thagealdress. Each device in the subscriber group bmague position in
that group (determined at registration time). Thérbthe bit access mask at this position deteemiwhether the BCRO may
be processed by a device.

The third addressing mode addresses a single udiyiee. This is achieved by appending the devige&tion in the
subscriber group to the subscriber group address.

10.2.2 Subscriber Group ldentifier

To identify a subscriber group, a subscriber grsuipset or a subscriber group unique device, a dentifier type is
required. The following schema defines thap:SubscriberGroupldentifier identifier:

<complexType name="SubscriberGroupldentifier">
<sequence>
<choice>
<element name="subscriberGroupBase" type="bas  e64Binary"/>
<sequence>
<element name="flexibleGroupAddress" type=" base64Binary"/>
<element name="uniqueDeviceFilter" type="ba  se64Binary" minOccurs="0"/>
</sequence>
</choice>
<choice minOccurs="0">
<element name="subscriberAccessMask" type="ba se64Binary"/>
<element name="subscriberPosition" type="base 64Binary"/>
</choice>
</sequence>
</complexType>

The SubscriberGroupldentifier MUST contaitther a<subscriberGroupBase>elementbor a <flexibleGroupAddress>
element. If a Device in a Fixed Subscriber Groupddressed, thesubscriberGroupBase>element MUST be present. If a
Device in a Flexible Subscriber Group is addresegkflexibleGroupAddress>element MUST be present and the
<uniqueDeviceFilter> element MAY be present.

10.2.2.1 Fixed Subscriber Groups

In the case of a Fixed Subscriber Group, the figlidue_device_filter from Section 6.2.2.2.1 corss@dta
fixed_group_address and a fixed_position_in_grdine fixed_group_address is represented by 31 dit82lepending on
the subscriber group size. The <subscriberGroupBaksnent contains the base64 representationf thi
fixed_group_address.thasubscriberGroupBase>element contains the base64 representation dtipending on the
subscriber group size) 31 or 32 bit field fixed_gsoaddress, as is described in Secti@n2.2.1. If the subscriber group has
a size of 512 devices, the 31 bit field fixed_groagdress is padded to a 32 bit field by addingstlsignificant bit (the
padding bit). Unless the<subscriberPosition>element is included, the padding bit can haverhitrary value.

In Fixed Subscriber Groups, tkeniqueDeviceFilter>element MUST NOT be included.
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When the whole Fixed Subscriber Group is addressather a <subscriberAccessMask> nor the <subedsition>
element is included.

When a unique Device in a Fixed Subscriber Growguldressed, thesubscriberPosition>element is included. The element
contains the base64 coding of the 8 least sigmifibds of the fixed_position_in_group field (sdscaSectiorB8.2.1. In the
case the subscriber group size is 512 Devicesntst significant bit is stored in the padding hittie
<subscriberGroupBase>element.

When a subset of a Fixed Subscriber Group is adddeshe<subscriberAccessMask>>lement is included. The
<subscriberAccessMask>element contains the base64-coded 256 or 51ekdthit access_mask as described in Section
8.2.1.

10.2.2.2 Flexible Subscriber Groups

In the case of a Flexible Subscriber Group,<tfiexibleGroupAddress>element contains the base64 representation of the
flexible_group_address() field as is describedant®n7.2.2.2.1. Before base64 coding, the flexible_group_addydidd
is zero-padded (with less than 8 bits) to ensute Aljgnment.

In Flexible Subscriber Groups, thsubscriberPosition>element is only used for registration in the ROAP-
RegistrationResponse message to signal the positidre Device in the Flexible Subscriber GroupisTposition is first
coded in an OMADRMPositionInGroup() structure (8¢23.2), then is zero-padded (with less than 8 bits) farally
stored in base64-coded form in teubscriberPosition>element.

When the whole Flexible Subscriber Group is addmseither of the elemenmtsubscriberAccessMask>,
<subscriberPosition>and<uniqueDeviceFilter>is included.

When a unique Device in a Flexible Subscriber Grigugaldressed, theuniqueDeviceFilter>element is included. This
element contains the base64 representation of®ttmt 4inique_device_filter (see Sectidr.2.2.1.

When a subset of a Flexible Subscriber Group isesd$etd, thesubscriberAccessMask>element contains the base64
coded flexible_bit_access_mask() as describedétid®es 8.2.1 and 8.2.2.

10.3 Confidentiality of Message Content

10.3.1 Introduction

If the subscriber group addressing is cryptogreadhyicecure, then it can be used very effectivelgistribute a BCRO to
such a subset, where the content encryption keyeeiBCRO are protected with the distinct key asded with that
particular subset. All devices in the subset caerddne this key, and hence can decrypt the comteertyption keys in the
BCRO. All other devices in the group cannot, aretéfore cannot access the protected content.

Refer toC.17 for a more detailed introduction to confidentialit the subscriber group addressing concept.

10.3.2 Subscriber Group Key Material

Each subscriber group has a single unique groupHadyis used to protect the confidentiality of stéwe broadcast
information when the subscriber group is addressea whole. This unique group kéyGK) is transferred to each device in
the subscriber group upon registration with thatsgssuer. Th&JGK is shared between all devices in the same sulascrib

group.

Each device in a subscriber group also receivescue device key that is used to protect the cemfidlity of sensitive
broadcast information when device addressing id (®&bscriber group address and subscriber posifitis unique device
key (UDK) is transferred to the device upon registratiothwhe rights issuer.

Each device in a subscriber group also has a sob#is node keyAIK; for the case that two or more, but not all devices
subscriber group are addressed by a BCRO. Theikakie subset are called Subscriber Group Keys §®K in the case
of a Flexible Subscriber Group, Flexible SubscriBerup Keys (FSGKs). The device can use thesetkegsmpute all
device keyDK;, except its own device key.
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10.3.3 Fixed Subscriber Groups and Flexible Subscri  ber Groups

In this specification, the Subscriber Groups comevo flavours. There are thiéxed Subscriber Groups which have a
fixed size of 256 or 512 devices, and Eexible Subscriber Groups

The two flavours appear in the device_registratiegponse message and the BCRO. During registridttobevice is
informed whether it is assigned to a Flexible Stdbsc Group or a Fixed Subscriber Group. The sulbsejmessages to a
specific Subscriber Group will always be of the sdtavour as in the registration.

Broadcast Services and Devices MAY support Flexglbscriber Groups and/or Fixed Subscriber Group® Gubscriber
Groups at all. The use of Subscriber Groups isdvespecific and is specified in the various adamtagpecifications.

10.3.3.1 Fixed Subscriber Groups

Subscriber Groups of this type have a size of 238618 devices. Devices in a Subscriber Group oft#Zb& a 32 bit group
address (indicating the Subscriber Group) and tisétipn of the device in the Subscriber Group isc#iged by 8 bits. For
devices in a Subscriber Group of 512 devices thagraddress has 31 bits and the position in greegpressed by 9 bits. In
a group of 256 devices, each device gets 8 SGKereas in a group of 512 devices, each device gBGHKSs.

The following fields are typical Fixed SubscriberoGp fields:
» fixed_group_address
» fixed_position_in_group
» group_size flag
e SGK (Subscriber Group Key)
These fields are only used when the Device is medigo a Fixed Subscriber Group.

10.3.3.2 Flexible Subscriber Groups

The size of a Flexible Subscriber Group can becsadiefrom a set of 31 possible sizes ranging fromo 2** (always powers
of 2). The device is informed about the size offlexible Subscriber Group at registration.

Flexible Subscriber Groups also allow the choicarafther broadcast encryption scheme. See TaliteAdpendixC.11
for more detalils.

The following fields are typical Flexible Subscritigroup fields:
» flexible_device_data
» flexible_group_address
» flexible_position_in_group
» flexible_group_size_indicator
* broadcast_encryption_scheme
* FSGK (Flexible Subscriber Group Key)
These fields are only used when the Device is asdigo a Flexible Subscriber Group.

Note that when the zero-message broadcast enanygtiteme is used, the FSGK has the same meanihg S&K.
However, there are 8 or 9 SGKs whilst there canp® 31 FSGKs, supporting group sizes up*te<2 000 000 000
devices.

Devices and RIs that support Flexible Subscribeu@s MUST support group sizes of up t62 16 384 devices. They
MAY support bigger group sizes.
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10.3.4 Addressing Subscriber Groups

To protect the confidentiality of the key mateiiatluded in an asset in a given BCRO, that key nedtis encrypted using a
key calledinferred Encryption Key (IEK), and its computation depends on the addressing msed by the BCRO and the
content identifieBCI of the first asset encoded in the BCRO.

10.34.1 Domain Addressing

In case domain addressing is used by the BCRO tttedBK depends on the Broadcast Domain Key (BDK) of the
addressed domain:

IEK = HMAC-SHA1-128{BDK } ( BCI )

10.3.4.2 Unique Device Addressing

In case unique device addressing is used by the@®@#en thdEK is computed using the Unique Device Key (UDK):
IEK = HMAC-SHA1-12g UDK } ( BCI )

10.3.4.3 Group Addressing

In case the whole group is addressed by the BCRED, the EK is computed using the Unique Group Key (UGK):
IEK = HMAC-SHA1-128 UGK } ( BCI)

10.3.4.4 Subset Addressing

If the BCRO is addressed to two or more, but niati@lices in a subscription group and the zero-agssroadcast
encryption scheme is used, K is equal to the Deduced Encryption Key (DEK), vhig computed using the
concatenated device keys associated with the revieices as follows:

IEK = DEK = HMAC-SHA1-128{DK, || DKs ||DK: |I... || } (BCI)

WhereDK,, DK, DK, ... are the device keys of the devices that hd0tia the addressing bitmask and therefore must no
be allowed to access the asset.

Each node keK; is associated with a node number. The nodes fhensubscriber group key derivation tree are
sequentially numbered in a breadth-first mannartisg from the root node with number 0. See Appe@17.1 for more
details on the node numbering.

@ \3@ :

oRe
@ﬁo @ﬁo @9 9

Figure 32 Subscriber group node (and node key) nundsing

Each device gets a set of node keys ((F)SGKs) thattit can apply the key derivation functionstleind ‘right’ to compute
the node keys of all leaf hodes except for the heafe that is associated with its own position. Diegice can also derive all
keys that are in the path from an SGK to a leafenddhe relation between subscriber position andcieted leaf node
number is:

leaf node number = subscriber position + subscgbaup size — 1
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Each node in the subscriber group key tree can be associated also with a depth in the tree. The root node has
depth 0, its child nodes 1 and 2 have depth 1. In general, the child nodes of a node with depth d have depth d+1.
With this defined, the set of node keys has the following property: all nodes associated with the node keys given
to a device have different depth, and the root node is not part of this set.

If NK; denotes the key associated with node i, then the key derivation functions ‘left’ and ‘right’ are defined as:
NKaiq := left(i) := AES-128-ENCRYPT{ NK; }( ( 2i+LEFT_CONSTANT ) mod 2'*°)
NKair2 1= right(i) := AES-128-ENCRYPT{ NK; }( ( 2i+RIGHT_CONSTANT )mod 2'?%)

Where LEFT_CONSTANT = 0x01010101010101010101010101010101 and RIGHT_CONSTANT =
0x02020202020202020202020202020202.

Example:

The very small subscriber group from Figure 32 consists of 8 devices (numbered 0 to 7, associated with nodes 7
to 14). A Rights Issuer randomly generates a key for the root of the key tree. From that root key, all other keys in
the tree are computed using the key derivation functions.

Then:

i NK; Derivation

( not derived, randomly determined by the righssi&s , never send to
0 [0123456789abcdef0123456789abcdef [devices)

=AES{0123456789abcdef0123456789abcdef } (
1 |e50ae5f0c279c65ec332d9bcc1117e92 (01010101010101010101010101010101 )

=AES{0123456789abcdef0123456789abcdef } (
2 |1c55d4149103150fc10da6800dd5884a(02020202020202020202020202020202 )

=AES{e50ae5f0c279c65ec332d9bccl117e92} (
3 |4d8249b05af00c67ee7b600927a75eb6(01010101010101010101010101010103)

=AES{e50ae5f0c279c65ec332d9bccl117e92} (
4 [a9f5aa423ca8dlefbbcf50014be61b82 02020202020202020202020202020204 )

=AES{1c55d4149103150fc10da6800dd5884a} (
5 |bad128a946f85174d66ffc326fe5f9e8 01010101010101010101010101010105 )

=AES{1c55d4149103150fc10da6800dd5884a} (
6 |811adb84ab42947df9028444448aa7e4/02020202020202020202020202020206 )

=AES{4d8249b05af00c67ee7b600927a75eb6} (
7 |b4bdbf499b8c43e184d270fe198f08df (01010101010101010101010101010107 )

=AES{4d8249b05af00c67ee7b600927a75eb6} (
8 1660967ab0c5d5960652b484af71echa8|02020202020202020202020202020208 )

—AES{a9f5aa423ca8dlefbbcf50014be61b82} (
9 |8e465d379f5cfc324a9c0f3each92eel (01010101010101010101010101010109)

=AES{a9f5aa423ca8dlefbbcf50014be61b82} (
10(3527bdd7eacch5c0e6d89a7004d603d80202020202020202020202020202020a )

=AES{bad128a946f85174d66ffc326fe5f9e8} (
11|c0d7b5c58b9732b5480dc4c54093¢738/0101010101010101010101010101010b )

= AES{bad128a946f85174d66ffc326fe5f9e8} (
12|49916d50931a68ce2e99bf6726098f2e (0202020202020202020202020202020¢ )

=AES{811adb84ab42947df9028444448aa7e4} (
13[3dd317bc38087¢3f310c238861958706 (0101010101010101010101010101010d )

=AES{811adb84ab42947df9028444448aa7e4} (
14|0433bc21b1d5ca5h2b0778475¢2ca5bal0202020202020202020202020202020¢ )
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The key NK, is the root key from which all other keys are derived. It is randomly selected by the rights issuer and
is never distributed to any device. A device that knows NK, can compute all device exclusion keys, also its own,
and hence circumvent being excluded.

The keys 7 to 14 in bold are the keys associated with the devices 0 to 7 respectively.

To effectively disallow devices 1,6 and 7 to access a certain asset, the rights issuer derives a DEK by
concatenating the device revocation keys (NKg, NK;3 and NKy4) , and using this concatenation as key for
computing a MAC over the binarycontent identifier BCI as retrieved from the BCRO:

DEK = HMAC-SHA1-128{ DK; || DKs || DK} (BCI)
=HMAC-SHA1-128{ NKs || NKy3 || NKy4} (BCI)

Device 2 (that is not excluded) has been given the following node keys { NKyo, NK3, NK; }

DK]_ = NK8

= right( NK3)
DKG = NKlg

= left( NKg )

= left( right ( NK; ) )

DK7 = NK14
= rlght( NK5 )
= right( right( NK5 ) )

And note that in computing DKg the device already computes NKg, that is also applied in the computation of DK5.

An attempt by e.g. device 7 to compute the DEK will fail because it will be given the key set { NKy3, NKs, NK; },
and although that is sufficient to calculate DK; and DKg, it cannot compute its own key.

DK1 = NKg
= right( NK3 )
= right( left( NK; ) )

DKs = NKis
DK7 = NK14
= right( NKs )

= right( right( NK5 ) )
=right( right( right( NKy) ) )

At that point, there is no more key derivation function available to compute the unknown key NK, (which is the
root key, and is never distributed to devices!). Because device 7 cannot compute DK5 it cannot construct the key
DK, || DKs|| DK7 that is needed to compute the DEK for this BCRO.
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10.3.5 Consistency

For any device position, it is easy to derive the node numbers of the key nodes for which the keys must be
included in the set of node keys for that device. If sibling; yields the unique node that has the same parent as node
i, parent; yields the parent node of node i, and NK; yields the key associated with node i, then the following
algorithm yields all the keys to be included in the device’s set of derivation keys:

KeySet = [

while node # root
node := siblingnode
KeySet := KeySet [1 NKoge
node := parentngge

end

With this algorithm it is easy to check the consistency of the key set and the subscriber position given to a device.
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11.Broadcast Service Support

11.1 Key Stream Handling

Key stream handling is an ordered sequence of stapsllows refreshing the cryptographic contéxhe broadcast content
transport layer.

The following steps are required to complete thecpss:
* reception of a key stream message (out of scoff@soflocument)
» linking this key stream message to an appropri®®©G
» using the authentication key from the GRO to auibate the key stream message
» using the encryption key from the GRO to decryptkhy material in the key stream message

» refresh the cryptographic context of the transfayer using the decrypted key material.

11.1.1 Linking Key Stream Message to Generalised Ri  ghts Object

To successfully process a key stream message,etieedMUST find an appropriate GRO that refersi® ¢orrect content
and holds the appropriate key material. Both noR@l(e.g. as delivered via ROAP) as well as BCR@sgually usable in
this respect.

A key stream message is linked to a GRO by comgardmtent identifiers. In a normal RO, this is Wadue encoded in the
<o-ex:.context>element of th&o-ex:asset>lements inside theo-ex:rights> element in thecro> element of the
<protectedRO>element in the&eROResponse>message. In a normal RO, the content identifiar @D (Content ID). In
a BCRO, this is the value of the BCI fields in easlset.

The CID is constructed as follows:

program RO

program_CID = ‘cid:' || ‘b’ || ‘#P’ || baseCID@’ ||
hex(program_CID_extension)

service RO

service_CID = ‘cid:" || ‘b’ || ‘#S’ || baseCID ||'@

hex(service_CID_extension)

Note that '‘program_CID' and 'service_CID' shallgb@bally unique. Note further that because of thedfication
of 'baseCID' in the OMA BCAST SG, the global unigess is guaranteed (see Appendix H of [BCAST10-S3]¢
baseCID component MUST NOT contain characters whaielhdisallowed either by RFC 2396 URI syntax oRBC 2392

cid-url syntax, such as ":".

The hex() function is a hexadecimal presentatiothef parameter containing hexadecimal characte9safid a-f
(in lowercase) with possible preceding zeros.

EXAMPLE For a 16-bit value 2748, hex() returns "@&bThere are always two characters generated for
each byte.

The BCI used is a binary value, which is definedh®ykey stream layer:

program BCRO
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program_BCI = SHAL1-64( 'cid:' || ‘b’ || #P’ || baseCID || '@’ ) || program_CID_extension
service BCRO
service_BCI = SHA1-64( 'cid:" || ‘b’ || ‘#S’ || baseCID || '@’) || service_CID_extension

Note that 'program_BCI' and 'service_BCI' shalgtmbally unique. Note further that because of thectfication of
'‘baseCID' in the OMA BCAST SG, the global uniquenisgguaranteed (see Appendix H of [BCAST10-SGlje baseCID
component MUST NOT contain characters which arelldieed either by RFC 2396 URI syntax or by RFC28&i-url
syntax, such as ":".

To process a key stream message, the DRM Agentdshelgiven thdaseCID corresponding to the service. This value is
defined in the Service Guide [BCAST10-SG].

In caseprogram_flag=1 in the key stream message, the agent wouldfirsd find a GRO with matching content
identifiers. The DRM agent will determine if any of the GRO&ats stored governs an asset that has a contefifietgiCI1D
or BCI) based ohaseCID andprogram_CID_extension whereprogram_CID_extension is found in the key stream
message. Alternatively, the agent could be givenithole content identifier in combination with tkey stream message to
be processed. This requires the agent’s environtoes@mpute this content identifier using infornoatifrom the service
guide [BCAST10-SG] and the key stream message.

If one or more of such GROs are found, the Devit¢SW select one GRO among those as specified inader of Rights
Object Evaluation" in [DRMREL-v2]. That GRO is ndinked to this key stream message.

Otherwise, if service_flag=1 in the key stream ragss(regardless of P=1 or P=0) then the agentttritsd GROs with a
content identifier (CID or BCI) based tmaseCID andservice_CID_extension.

If one or more of such GROs are found, one is sate@mong those using the normal OMA procedureat GfRO is now
linked to this key stream message.

If no suitable GRO is found, then the DRM Agent MIUSop processing this key stream message.

11.1.2 Authentication

Using the suitable and selected GRO, it MUST vettifyy proper MAC field.

If the GRO is linked to the key stream messageguaiprogram_BCI or a program_CID, then it holdokls a PEK/PAK
combination, and the PAK must be used to verifyghtagram_mac field of the key stream message.

If the GRO is linked to the key stream messageguaiservice_BCI or a service_GClihen it holds a SEK/SAK
combination, and the SAK must be used to verifysbievice_mac field of the key stream message.

If the verification succeeds it may proceed witlergption of the traffic key material.

When the computed MAC differs from the value encbitlethe message, verification fails and the DRMeAgMUST stop
processing this key stream message.

11.1.3 Confidentiality

After successful verification, the protected_trafkkey material field may be decrypted.
There are three possibilities:
1. service_flag=1/program_flag=0

This is the case in subscriber only access. Theenbis not available as a pay-per-view item. The
protected_traffic_key material should be decrypteitig the SEK in the GRO. Successful verificatiooves SAK
valid, so SEK can be applied.
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2. service_flag=0/program_flag=1

This is the case in pay-per-view only access. Tdmeant is not available as a subscription item. The
protected_traffic_key material should be decrypteithg the PEK in the GRO. Successful verificatiooves a
valid PAK, so PEK can be applied.

3. service_flag=1/program_flag=1

This is the case in subscriber access combinedpaigiper-view access. The protected_traffic_keyenmtshould
be decrypted using the PEK in the GRO, and if a GRfding the PEK is not available, then an interiatex
decryption of the protected_program_key materiatdgiired.

Based on the selected GRO, two scenarios can logvéal.

If the selected GRO holds a PEK/PAK pair, then RiaK be applied to decrypt the protected_traffic_kegterial
field.

If the selected GRO holds a SEK/SAK pair, thert fine SEK is applied to decrypt the
protected_program_key material field. From the g&ed protected_program_key material field, the REK
found. With the PEK now available, the protectediffit_key material field is decrypted.

If the DRM Agent encounters any problems duringghecess of decrypting the traffic key materiaMiJST stop
processing this key stream message.

11.1.4 Cryptographic Context Update

After successful linking a key stream message®R®, verification of the appropriate MAC and dedcigp of the
confidential key material, the cryptographic comtefthe broadcast content transport layer canduaied.

11.1.5 On the Use and Precedence of Program GROs, S ervice GROs and
permissions_category

An operator can give a user access to a serviog asbervice GRO. The Service GRO is typicallyd/édir a longer period,
e.g. a month. A Service GRO contains permissiodscanstraints for all programs in the service.

In the simplest case, the Service GRO containsehef permissions and constraints, which meartsathprograms in the
service have the same permissions and constraintsérs that have received such a Service GRO.

An operator might wish to treat certain programsa skrvice in a special way. Perhaps the operatatsio sell additional
permissions to users for specific programs. Perttepsperator wants to put different restrictiomsértain programs for
users who just have the subscription (e.g. moteicisens for a new movie, less restrictions foeyiew type content). There
are two mechanisms provided in this specificatmdd this.

11.1.51 Use of Multiple Program GROs in Additiont o0 a Service GRO.

The first mechanism this specification providesHaving different permissions and constraints faigpams is to have a
Program GRO for each program for which the permissiand constraints are different from the onélérencompassing
Service GRO. Therefore, a Program GRO of a progs&fALL have precedence over a Service GRO of théefor
which the program is a part.

These Program GROs can be broadcast to broaddgstenices and they can be sent over the intenaciiannel to devices
that have an interaction channel. The distribuibthese Program GROs can consume much bandwididsimthere are
many programs for which the permissions and coims¢rare different from the Service GRO.
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11.1.5.2 Use of permissions_category and Service GR  Os

The second mechanism this specification providebdwing different permissions and constraintspimgrams is by using
the permissions_category. In this second mechamiam,Service GROs are distributed, which can saresiderable
bandwidth in comparison with the first mechanisrhgve multiple Program GROs are distributed.

It is possible to have more than one set of peiorissand constraint for each asset in the ServR® Geach of these sets is
identified by an 8-bit number which is called thermissions_category. The Traffic Key Message camaio a
permissions_category number. This number in th&i€idey Message indicates which of the sets ohiesions and
constraints in the Service GRO applies to the @nwgihat is broadcast at the time of reception efprmissions_category
number in the Traffic Key Message. The permissioagzgory SHOULD remain constant over one program.

Using the permissions_category number functionailig possible to have a service with programth wifferent
permissions and constraints by just distributirgeavice GRO containing multiple sets of permissiand constraints, each
set indexed by permissions_category.

The RO as defined in OMA DRM V2 does not have taessions_category functionality. Therefore, gpgcification
contains an enhancement that defines this funditgna

11.1.5.3 Use of Program GROs without a Service GRO

An operator can give access to the user on a progyaprogram basis using Program ROs, without uaiSgrvice RO. This
may be useful in e.g. Pay-Per-View business models.

11.1.5.4 Precedence of Permissions and Constraints  in Program and Service GROs.

The permissions and constraints in a Program GR@ fwogram in a service SHALL have precedence anmgrset of
permissions and constraints in any Service GROiggpk to that service. This is also independentbather or not a set of
permissions and constraints is indicated for thag@m in the Traffic Key Message by the permissiaategory field.

In the absence of a Program GRO for a progransinéce, the set of permissions and constraintsghadicated for that
program in the Traffic Key Message by the permissicategory field SHALL have precedence over ahgroset of
permissions and constraints in any Service GROistegplicable to the service of which that progiara part.

If the above two cases do not apply, all permissimd constraints in a Service GRO that is apgdhctbthe service of
which the program is a part, and which permissemmd constraints do not have a permissions_catdgdy or have a
permissions_category field with the value 0, SHAidve precedence over any other set of permissiahsa@nstraints in
any Service GRO that is applicable to the servfoghich that program is a part.

If the above three cases do not apply, all permissand constraints in the Service GRO that isiegige to the service of
which the program is a part apply for that progiamthe device can select any permission togetftarits constraint.
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12.Rights Issuer Services

Rights Issuer Streams are used to carry Registraiger and Rights Management Layer objects andages. These
include all the messages that are allocated a mesag inC.13.

Within this chapter, the objects and messages tabréed are referred to as "objects".

The data carried by broadcast systems is logidaligled into services. Each Rights Issuer Servarssists of one or more
IP streams.

A Rights Issuer Stream SHALL be a distinct IP stregithin a service.

Rights Issuer Services SHALL carry only Rights Exs8treams. It is also allowed for other typesesfice, including media
services, to carry Rl Streams. The following typé&I Stream are described:

* Ad-hoc RI Stream
* Scheduled RI Stream

* In-Band RI Stream

Additionally, Rights Issuers MAY use Rights Iss&reams to deliver messages in any way they reqliRights Issuer
Service MAY contain any number of Rights Issuee&ins.

RI Services SHALL be identified as services in @dA BCAST Service Guide.
All RI Streams forming part of any service SHALL ioentified as such in the OMA BCAST Service Guide.

An informative schedule MAY be broadcast for RI\8egs. Where available, this SHALL be provided ag pf the OMA
BCAST Service Guide. It is used to indicate timewlaich data for particular sets of devices or Bitast Groups will be
broadcast. This allows devices to listen to RI ®&s/only when necessary, and will also allow Ser@perators to make
use of spare network capacity when available; farmgle, at night.

Where a Rights Issuer broadcasts a complete saheduéring all its registered devices, it MAY harey number of Rights
Issuer Services. This schedule SHALL indicate gfach device or group of devices, a single Righssds Service which will
be used to deliver objects to that set of devibdkerwise, Rights Issuers SHALL have exactly onghl& Issuer Service.
This requirement allows a device to determine dyacte Rights Issuer Service to which it listens.

This specification aims to allow enough flexibilfiyr operators to fulfil their own requirements foessage and RO
delivery, and to trade off latency against bandkigthile also allowing devices to minimise powensomption. To support
this, there are no restrictions on which messagede carried in which type of stream, althoughetkgected mode of
operation is described in chapfiet.1.

12.1 Expected Mode of Operation [Informative]

It is foreseen that the system will be used infthlewing way. However, it is noted that considdeataariation in actual
operation is possible within the scope of this fjfmetion, in order to support the needs of Seryerators and Rights
Issuers. Any message can be carried in any Rl 8grat the discretion of the Service Operator aigttR Issuer.

Using the OMA BCAST Service Guide, a device caredaine which Rights Issuer Service will be usedativer messages
to it. This service will be used to deliver the sBges mentioned above.

An RI Service can contain a number of RI strearosiesof which carry scheduled data while othersycadrhoc data. When
a device is receiving an RI Service, it will reaegll the streams within that service.

A Scheduled RI Stream carries all the messageathRi wishes to make available.
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* These messages are grouped in time by device @dBast Group. A schedule giving the times at which
information for particular sets of devices or Broast Groups will be carried is made available sn@MA BCAST
Service Guide. Devices need only listen to theiserat the times relevant to it.

» ltis expected that all BCROs required by any artfedl device to receive a protected service wiltaried in a
Data Carousel format within a Scheduled RI Stream.

» Future BCROs will also be carried, to prevent bsgakservice when services keys are changed.
» Itis also expected that re-registration messagmsain update messages, etc will be carried.

* Rl Certificate Chain updates can be separatelycadbd within the OMA BCAST Service Guide. The meukan
specified in this chapter makes it possible for RImake these updates available in a schedulednstalongside
other messages, or for a stream to be availablehadtntinuously repeats the RI Certificate Chairssage.

* The bandwidth used for individual Rl Services carnvhried, for example to use any spare capacityighavailable
at certain times of the day.

An Ad-hoc RI Stream is used to deliver messages loiv latency. In order to receive an Ad-hoc Rle&tn, a device will
select the relevant RI Service — to do this it ddug put into a special mode or have a partic@arice selected by the user.
Examples of messages expected to be carried id-an@service include:

- Registration messages, sent directly after a userdyistered.
- BCROs for services that a user has just purchased.

- Domain control messages.

- Token delivery messages.

Additionally, there can also be In-Band RI Streaififsese are broadcast as a separate IP stream,witbgt likely, a media
service. These services can be used in whateveaw®&} requires, but it is expected that they waltry:

- BCROs which require immediate delivery, probablyrtany devices. Examples include BCROs for Free iBawW
services or for free previews.

- BCROs for content items being delivered within skeevice.

- Any message that an RI wishes to make availablecidiately.

12.2 Scheduled RI Stream

In a Scheduled RI Stream, the timing of messagadwast may be scheduled in some way, accordingvicelor Broadcast
Groups.

The schedule describes, for each RI Service, blotkmes at which messages are expected to biablefor particular
ranges of devices or Broadcast Groups. Where pedyitl SHALL be available in the OMA BCAST ServiGaiide.

Note that although the schedule applies to the e/RbIService, it may be that there are streamsmitte service that do not
follow the schedule — for example, Ad-hoc RI Stream

It is recommended that a Rights Issuer fulfil tlgextised schedule. However, when circumstancasireg Rights Issuer
MAY deviate from the schedule that has been brostd@his MAY cause some devices to miss schedats.sl

A Scheduled RI Service does not have to be availedhtinuously. It could, for example, only be ktcast at night. It is
also possible for an RI Service’s bandwidth to vary
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12.3 Ad-hoc RI Stream

An Ad-hoc Stream is used to carry messages thagladIssuer wishes to be sent spontaneouslyyitle low latency. It is
expected that a device will receive this streammihes in some special registration mode or whHenRights Issuer Service
is specifically selected.

12.4 In-Band RI Streams within a Media Service

Each protected service MAY contain In-Band RI StnieaWhen receiving a protected service which hesdated In-Band
RI Streams, a device SHALL listen to the RI StredondRights Issuers with which it is registered wheceiving the
protected service.

It is expected that In-Band RI Streams will contain

Messages that need to be delivered immediatelrelnumbers of devices. Examples include BCRO&derpreviews or
free-to-view services; or

BCROs for content being carried by the service.
Devices SHALL be able to identify In-Band RI Streamithin protected services from the OMA BCAST SesvGuide.

12.5 Broadcast Format of RI Streams

All the objects defined in this specification aegried in Rights Issuer Streams. The format ofdétsteeams is defined in this
chapter.

These streams SHOULD have the following charadtesis
* The bandwidth overhead of the stream format SHOWEDninimised.

* Objects of varying sizes (smaller than, similaatal larger than the size of an IP packet) SHOULffieiently
carried.

» Devices SHOULD be able to start interpreting thieash at any packet.

*  Where packet reception is unreliable or where padkave been reordered, devices SHOULD be ablemliete
which objects have been correctly and completalgired.

Note that it is assumed that the underlying IPkstand the layers below it, will provide all thecessary error detection, and
that IP packets received by the service protedi@em can be assumed to be as transmitted.

12.5.1 IP Characteristics

Rights Issuer streams are IP streams advertiséei@OMA BCAST Service Guide. The OMA BCAST Servigaide
SHALL also carry an identifier for the version bfd specification used to generate each RI Stréde format of the IP
packets is UDP [RFC 768]. This specification doesapecify any limits to the length of these IP gs — this will instead
be determined by the underlying network.

Section12.5.2 defines the packet format of the RI Stream.

12.5.2 RI Stream Packet Format

The Rights Issuer Stream is made up of Rl Streachd®a There SHALL be at most one RI Stream PgogetUDP packet,
and each UDP packet SHALL contain only an RI Stré&auket. The length of the Rl Stream Packet israéted by the
broadcaster.
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Object 1 Object 2 Object 3 ‘ ‘ Object 4

Packet 1 Packet 2 | Packet 3 Packet 4

Figure 33: Example mapping of objects to RI Streanpackets

Objects are placed into packets according to theviing rules:

If the length of an object and its Rl Stream heaslégss than or equal to the remaining empty lkeofta
packet, the object is placed in the packet inntgety and the split_flag is set to zero.

If the length of an object is greater than the ri@mg empty length of a packet:
The object is allocated an object _id.

The number of packets required to carry the oligectilculated, including the remaining space indineent
packet. The part of an object to be placed in gadket is hereafter referred to as a fragment.

The object is split into the appropriate fragmenhlste that fragments will be of varying length, &ample, if
the first fragment of the object begins part waytigh a packet.

While fragments remain to be carried:

A header for each fragment is generated, contaitiiegbject ID, the number of this fragment wittiie object
and the total number of fragments in the object 3plit_flag is set to one.

Packets SHALL NOT contain any empty space. Theddrthe last bytes within a packet carrying inforinat
SHALL be the end of the packet and the length fadlthe UDP and IP packet headers will be filled in
appropriately. No padding bytes are allowed as gfattis protocol.

The process is repeated with the next object. @eedf each packet can be decided by the Righteissip to
the maximum MTU supported by the network.

The format of the packet is as follows.

Table 38: Format of the Rights Issuer Stream

Fields length format
while(bytes left in packet){
split_flag 1 bslbf
if(split_flag == 1) {
object_id 7 bslbf
fragment_number_within_object 4 bslbf
total_number_of fragments_for_ object 4 bslbf
if(fragment_number_within_object == total_number fohigments_for_object) {
reserved_for_future_use 4
remaining_length_in_packet 12 bslbf

}

bytes_of object()

}
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else{
reserved_for_future_use 3
length_of object 12 bslbf

bytes_of object()

}

split_flag: if 1, this object is split over multiple packet&0, this object is completely contained in thacget.

object_id: an identifier for this object. All fragments of abject (that are carried in separate packets) tteeseame object
ID. This is only required for objects that are spiier multiple packets. For each split object gates, this object ID
SHALL be incremented by 1mod(27).

fragment_number_within_object: the number of this fragment within the object.
total_number_of fragments_for_object:the total number of fragments that make up theabj
remaining_length_in_packet:the length of the remaining bytes of the currebject in this packet.
length_of object:the length of this object (which is completely tained in this packet).

bytes_of object():the bytes of the object to be carried in this pack
12.5.3 Implementation Notes

12.5.3.1 Unreliable Delivery

IP networks do not usually offer reliable delivefypackets — this is particularly true of broadeasttems. Devices might
not receive all the packets of the Rl Stream. Whaissing packets cause the device to receive artyg an object, the
device SHALL discard this object, although 4€e5.3.2 as apparently missing packets could later be vedadlue to packet
reordering.

12.5.3.2 Changes in Packet Order (Informative)

IP packet order can change between the sourceesmtichaion hosts on some types of IP network. @fs®, this cannot
happen on a broadcast link, but it could happehiwiiead-end systems or where this service protesttheme is used over
other types of link.

At reception time, it is not possible for a deviodell whether an apparently missing packet hanlmissed due to a
reception problem, or whether it will be later reeel due to some upstream packet reordering. Centieé situation where
three packets 1,2,3 are reordered and a devicwesdbem in the order 1,3,2. When the packet msing module receives
packet number 3, it will appear as if packet 2 sn missed. However, if the device stores packat@then receives and
processes packet 2, it can reconstruct all thecttbfmntained in all three packets. In order tolémgnt this reconstruction
scheme, the device buffers partly received objiectsome time, and then reconstruct the whole olij¢lce remainder is
later received. Incomplete objects are discarded abme period of time. The limit on the use o technique and the
extent of reordering it can cope with is the amafriuffering provided within a device for partlgaeived objects.

The implementation of any scheme of this kind isnequired by this specification.
It is recommended that Service Operators and Rightgers minimise changes in packet order withéir thystems.

12.5.3.3 Addressing of Objects

The RI Stream Packet format does not contain adohgénformation for objects. The format of eacleabincludes
addressing information relevant to that object. iDev can determine when an object is addressér total device or a
group of which the device is a member in the folloywvay:
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* The device examines the message tag and the vensiober of the message to determine what type sfage is
being broadcast.

» The format of the message contains fields addrgdébiy message to devices in some way. These feddgsed to
determine whether the local device is being adékess

12.6 Mapping of Messages to RI Services and Streams

Within a broadcast network, devices discover stseaging the OMA BCAST Service Guide and variou®Sl/(Service
Information/Program Specific Information) tables.

*+ The OMA BCAST Service Guide maps services to |IPreskks, allowing a device to discover what senaces
available, on which IP stream or streams thesacsare carried and on which IP addresses thesarst can
be found.

» SI/PSI data describes how a device can receivelbasss to particular IP addresses, including sofdimation as
the PID of the stream carrying the data.

Information about RI Services is carried in the samay as for any other service. Rl Services MAYtaonany number of
IP streams. When receiving a service, a deviceradive all the streams that make up that service.

Broadcast systems typically use a number of mudtisaeams to transmit data to receiving devidés.rot anticipated that
devices will be allocated individual IP addressesd tvill then be used to address streams to stejlees.

The following chapters describe how messages appethto services and streams.

12.6.1 Rights Issuer Services With Complete Schedul e Information

As mentioned above, Rights Issuers MAY provideteedale for the broadcast of messages to sets afedeVf a Rights
Issuer broadcasts a complete schedule of messabessent to all devices (excluding ad-hoc streatha) Rights Issuer
MAY have any number of RI Services, containing anynber of RI Streams.

For each service, the Rights Issuer SHALL broadegitiin the OMA BCAST Service Guide, one or mochedule items
containing a list of devices for which messages beproadcast on that service, and the times athithbse messages will
be broadcast. Any device registered with the Ritg#ser SHALL be able to locate a single Rl Serticksten to at any one
time.

12.6.2 Rights Issuer Services Without Complete Sche  dule Information

If a Right Issuer broadcasts either no scheduterimdtion or incomplete schedule information, thihf®s Issuer SHALL
broadcast only one Rights Issuer Service.

Devices for which schedule information is broad@$OULD listen at the appropriate times. Devicaswhich schedule
information is not broadcast SHOULD listen as ofteipractical, but no requirements are placed eir thehaviour.

12.7 Discovery of Rl Services, Streams and Schedule  Information

RI services and their schedule information are anned using the RightsissuerServiceData documemtafiodescribed in
this section. The OMA BCAST Service Guide annourec&ghts Issuer service as Service Fragment véatki&Type “RI
Service” [BCAST10-SG]. The RightsissuerServicelfdéais delivered in a file delivery session assted with the service.

Once a device has acquired the RightsissuerSerateedr the RI service, it uses the informationtaored in it to identify
RI Streams addressed to a group that the deviselmcriber belongs to. If the RI stream is schetjulkeat information
includes the time interval during which the devieexpected to acquire the RI Service messaggsrntarested in.
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The broadcast delivery of the instances of ‘Rigla#sérServiceData’ has the following characteristiod constraints. For the
delivery the network SHALL

» use FLUTE file delivery session containing at least one FDT Instance,

» list all the delivered files in every instance of FDT and

e use the string “application/vnd.oma.drm.risd+xmd"the value of ‘Content-Type’ for every instance of

‘RightsissuerServiceData’ in every FDT Instance.

12.7.1 Rights Issuer Service Data

Table 39: Definition of Rights Issuer Service Data

Name

Type

Category

Cardinality

Description

Data Type

Rightslssuer
Services

NO/TO

The RightsissuerServices document
describes the existing RI services.

Contains the following element:

RightslssuerServiceData

Rightsissuer
ServiceData

El

NO/TO

1..N

The RightslssuerServiceData element
describes the data associated with a Rl
service.

BSMs that support the broadcast mode of
operation and Broadcast Devices of the DR
profile, SHALL support this element and all
its subelements and attributes.

Contains the following attributes:
id
version

Contains the following sub-elements:
RightslssuerStream

NO/TO

The identifier of the Rights Issuer from
which this RI service is originated.

anyURI

version

NO/TO

The OMA BCAST version to which this
document conforms. For this specification
the version SHALL be 1

positivelnteger

Rightsissuer
Stream

E2

NO/TO

1..N

Data that describes one RI Service
Stream. A stream is optionally associated
with a device or subscriber group, has an
associated IP address to which the RI
Service messages are addressed and
possibly a time interval indicating when
the messages are broadcast.

Contains the following attribute:
ipAddress
port
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certificateChainUpdate
Contains the following sub-elements:

Schedule

Target

ipAddress A NO/TO 1 The IP address to which the Rl stream string
messages are directed.

port A NO/TO 1 The port to which the RI stream messages argnsignedShort
directed

certificateCh | A NO/TO 1 If the certificateChainUpdate field is setto | boolean

ainUpdate true, this Rights Issuer Service Stream will

contain Certificate Chain Updates within its
schedule. These apply to all devices registered
with the Rights Issuer using this Rights Issuer
Service. The use of Certificate Chain Updates
is described in Section 11.8.

Schedule E3 NO/TO 0..N The time interval(s) during which this Rl
Stream is broadcast. If this element is missipg,
the RI Stream is not scheduled and the device
is expected to listen for service messages at
any time.

Contains the following attributes :
validFrom
validTo

Contains the following subelement :

Repeatinterval

validFrom A NO/TO 1 The first moment when the transmission of | unsignedint
messages over this Rl stream is valid.

This field expressed as the first 32bits integ
part of NTP time stamps

[1%)
==

validTo A NO/TO 1 The last moment when the transmission of | unsignedint
messages over this Rl stream is valid.

This field expressed as the first 32bits integ
part of NTP time stamps

[1%)
==

Repeatinterv | E4 NO/TO 0.1 Indicates the interval time of the repeated | duration
al distribution of the RI Service Stream
messages for this target group or device.
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Target

E3

NO/TO

0..N

The data in this element define the range of
devices to be addressed in any of the times
where this RIStream is scheduled.

A device should evaluate the
SubScriberGroupType, SubscriberGroup ar

subscriberGroupMask as described below tp

evaluate whether its Subscriber Group will
addressed in the timeslot associated with th

RI Stream. If its group will be addressed, the

device should then evaluate the
DeviceAddress and deviceAddressMask fie
to determine whether it will be addressed in

the timeslot. If it will, the device should listen

ots

is

ds

to the Rights Issuer Service Stream during that

timeslot. If DeviceAddress and
deviceAddressMask fields are not present, 1
timeslot may be used to address all devices
the group. If the SubScriberGroupType,
SubscriberGroup and subscriberGroupMast

fields are not present, but DeviceAddress and

deviceAddressMask fields are, then the
DeviceAddress and deviceAddressMask fie
are absolute device addresses using the
longform_udn(), as defined in this
specification.

Sub-elements:
SubscriberGroupType
SubscriberGroup

DeviceAddress

he
n

ds

SubscriberGro
upType

E4

NO/TO

0.1

If TRUE, Fixed Subscriber Groups ased; if
FALSE, Flexible Subscriber Groups are use

The default value for this element is TRUE.

boolean
d.

SubscriberGro
up

E4

NO/TO

0.1

The Subscriber Group address fogtbeap(s)
to be addressed in this Rights Issuer Servic
Stream. A device can determine whether it
Subscriber Group matches this value by
bitwise ANDing its Subscriber Group addres
with the subscriberGroupMask (see below).
the result equals the value in this field, the
groups match. The Subscriber Group addre,
is as defined in this specification. Note that
SubScriberGroup applies to both the Fixed
and a Flexible Subscriber Group address th
are defined in this specification as
fixed_group_address and
flexible_group_address respectively

Contains the following attribute:

base64binary
e
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subscriberGroupMask

subscriberGro| A NO/TO 1 A mask to be applied to the Subscriber@ro| base64binary
upMask See the definition for the SubscriberGroup

element above.
DeviceAddres | E4 NO/TO 0..1 The device address for the devide(be base64binary
S addressed in this scheduled Content item in a

Rights Issuer Service. A device can determine
whether its device address matches this value
by bitwise ANDing its device address with the
deviceAddressMask (see below). If the result
equals the value in this field, the device
addresses match. In case the SubscriberGrpup
element is not present, the DeviceAddress is
in the form of a longform_udn(), as defined
this specification. In case the

SubscriberGroupType and SubscriberGroup
elements are present, the DeviceAddress ig the
fixed_position_in_group (for Fixed Subscriber
Groups) or flexible_position_in_group” (for
Flexible Subscriber Groups).

=

Contains the following attribute:

deviceAddressMask
deviceAddress A NO/TO 1 A mask to be applied to the DeviceAddress base64binary
Mask See the definition for the DeviceAddress

element above.

The complete XML schema implementing the data strecabove is available as support document [DRE&{adcast-
Extensions-RISD-XSD].

12.8 Certificate Chain Updates

It is important that devices can acquire Certigc&hain updates, which may include an OCSP respassgiickly as
possible. A device will not be able to decode smwiuntil it has a current certificate chain (alttjo a grace mechanism is
defined inC.2.2 to make this more user-friendly). The followingiuirements are made on the broadcast of Certificate
Chain updates.

e ltis strongly recommended that schedule infornmafar certificate chain updates is made availablénée
OMA BCAST Service Guide. When such schedule infdiomais carried, devices SHOULD listen to the
relevant Rl Services when they need to acquiretegd&lo firm requirement on device behaviour cambee,
as a device may not be able to receive a serviagatticular time, for example because it hasalattery or
is out of range of the broadcast network.

* Furthermore, it is strongly recommended that aresfee to at least the next certificate chain updaddwvays
carried in the OMA BCAST Service Guide.

*  Where such schedule information is not carriedjftzate chain updates SHALL be carried, at leasthe RI
Service belonging to the relevant Rights Issuer.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-DRM_XBS-V1_0-20080807-C Page 139 (205)

Using the mechanisms described in this chapter pogsible schemes for the broadcast of CertifiCi®in updates are
informatively described below.

» Certificate Chain updates can be broadcast conislyan an RI Stream. A schedule block indicating a
certificate chain update, with no device rangetliamd a time limit of, say, midnight to midnigtg,broadcast
for this stream, indicating that Certificate Chapdates can always be found on this stream.

» Certificate Chain updates are broadcast periogiceilan RI Stream. Schedule blocks indicating &fate
chain update, with no device range limit and theetiimit for when the updates will be broadcashrisadcast
for this stream.

12.9 Resending of BCROs

There is no guarantee that a device will receieeBEROs sent to it via the broadcast channel. Acédewmay request that the
BCROs be sent once again by the Rights Issuer.

12.9.1 Resending of BCROs to Interactive Devices

For an interactive device, requests to resend BCga@e made via the interaction channel. If th&kBE€ are to be
delivered via the broadcast channel, the devickligtién to the relevant Rights Issuer Servicerafending the request. It is
recommended that devices listen to this channedtfteast one hour, or until the BCROs are receiitéd expected that the
BCROs will be delivered in an Ad-hoc RI Stream.

When a Rights Issuer receives a request from anaictive device to resend BCROs over the broadtastnel, it SHOULD
resend the BCROs for that device.

12.9.2 Resending of BCROs to Broadcast Devices

Rights Issuers may allow users of broadcast devcesquest that BCROs for that device are resktite Rights Issuer
does allow this, the device may prompt the usenase such a request, as specified.#lh The device SHOULD then listen
to the relevant Rights Issuer Service, possiblgrafie user has acknowledged that the requestdmmsrbade. It is
recommended that devices listen to this channeltfteast one hour, or until the BCROs are receiitéd expected that the
BCROs will be delivered in an Ad-hoc RI Stream.

No firm requirement on device behaviour can be made device may not be able to receive a seaviagarticular time,
for example because it has a low battery or isobuange of the broadcast network.

When the Rights Issuer receives such a requédiA ¥ resend the BCROs for that user.

12.10 Summary of Requirements for Rights Issuers

If a Rights Issuer delivers messages to devicetheidroadcast channel, it SHALL use Rights IsSexvices and Streams
to do so and SHALL meet the requirements below.Rights Issuer does not deliver messages viartieglbast channel, it
will not have Rights Issuer Services and Streamd the remainder of this chapter does not apply.

Each Rights Issuer SHALL either:

* Provide a complete schedule for their Rights Isseegices, covering all registered devices andwedtbany
registered device to identify one RI Service ttelisto; or

» Have exactly one Rights Issuer Service.
Each Rights Issuer Service:
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*  MAY contain any number of Scheduled or Ad-hoc REeSins.

e SHALL contain only Rights Issuer Streams.

Rights Issuers SHOULD provide an informative schedor the broadcast of messages in their RI Servioless the system
is being used in an environment where power coniompf devices is not an issue (as the schedulfrigl Services is
primarily intended as a power-saving feature foricies).

Any other type of service MAY carry, at most, oneBand Rights Issuer Stream per Rights Issuer.

Rights Issuers SHOULD broadcast both the curredtreaxt BCROSs required to receive services, to redhe likelihood of
a device not having the BCRO required to receigeraice which it is entitled to receive.

12.11 Summary of Requirements for Devices

The following is a summary of the requirementstietato Rl Services for devices which support thredicast mode of
operation. Note that none of these requirementl/apmlevices which only use the interaction chahmeommunicate with
Rights Issuers.

For each Rights Issuer with which the device issteged, a device SHALL listen to the associateghRi Issuer Service,
subject to the following:

*  Where a schedule for the Rl Service is availakdejabs MAY receive that schedule and MAY listerthte RI
Service only at the relevant times.

» Devices that make use of the schedule SHOULD cfamakew schedule data at least once per day.
» Otherwise, when a schedule for the RI Service tsamailable or a device does not listen to it:
* Mains powered (or line powered) devices or devigeder charge SHOULD listen to that service contiralyp

» Battery powered devices SHOULD listen to that senat least when the device is powered on for qmumgose.
When receiving a Rights Issuer Service, devices [SHisten to all streams within that service.

It SHALL be possible to put a device into a modevirich it receives the Rl Service of a particulégtRs Issuer, for some
period, in order to receive, for example, regigbratiata, domain messages and recently purchasB®BCThese are
expected to be delivered in Ad-hoc RI Streams. @ibiss not apply in the case that a device contisiyagaeceives Rights
Issuer Services.

When a device is receiving a service containingnaBand Rl Service for a Rights Issuer with whitksiregistered, the
device SHALL listen to that service.
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13.Adapted File Format

This section describes adaptations to the file &snDCF and PDCF that are needed to allow broadaagtort to OMA

DRM v2.0.

13.1 Common adaptations to DCF and PDCF

13.1.1 Key Info Box

TheExtendedHeaders field in the OMADRMCommonHeaders box MAY includeeoor more instances of the Key Info

Box:

unsigned int(8) KeylnfosNumber;

for (i=0;i<KeylnfosNumber;i++){
bit(1) KeylssuerPresent;
bit(1) STKMPresent;
bit(1) TBKPresent;

bit(4) rfu;

byte KeyID[];
if(KeylssuerPresent) {

}

if (STKMPresent) {
byte STKM[];

}

if (TBKPresent) {

}

}

bit(1) TBKIssuerURLPresent;

unsigned int(8) KeylDType;
unsigned int(8) KeylDLength;

unsigned int(16) KeylssuerURLLength;
char KeylssuerURL][];

unsigned int(16) STKMLength;

unsigned int(32) TBK_ID;

if (TBKIssuerURLPresenty{
unsigned int(16) TBKIssuerURLLength; // TBK Issuer URL field length in bytes
char TBKIssuerURL[];

aligned (8) class OMABCASTKeylnfoBox extends FullBox(‘obki', version, flags) {

/l'indicates the number of key infos that follow

/l'indicates that the key issuer URL is present

/I indicates that the STKM is present (only to be used for DCF)
/l'indicates that the TerminalBindingKey information is present
/I indicates that the TBK issuer URL for TBK is present

/I reserved for future use

/I indicates the type of key id that follows
I/l KeyID length in bytes

Il key_id

/I Keylssuer URL field length in bytes
/I Keylssuer URL string

/I applies only to DCF, not PDCF
/I STKM field length in bytes
/I STKM

/I TerminalBindingKeyID

/I TBKIssuer URL string

The OMABCASTKeyInfoBox fields are described in TallO.

Table 40: OMABCASTKeylInfoBox fields

Field name

Type

Purpose

KeylnfosNumber

unsigned int(8)

indicates that thenber of key infos that follow

KeylssuerPresent

bit

indicates that the key isBIRIL is present

STKMPresent

bit

indicates that an STKM is presenty for DCF)

TBKPresent

bit

indicates that the TerminalBindingKmeformation is

present
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TBKlssuerURLPresent bit indicates that the TBK @sURL for TBK is present
KeylDType unsigned int(8) type of KeylD

KeylDLength unsigned int(8) length of the Key IDbgtes

KeylD byte[] value of Key ID
KeylssuerURLLength unsigned int(16) length of theylssuerURL (optional)
KeylssuerURL char(] Key Issuer URL (optional)
STKMLength unsigned int(8) length of the STKM intby (optional)
STKM byte[] STKM (optional)

TBK_ID unsigned int(8) TerminalBindingKeylD
TBKlssuerURLLength unsigned int (16) TBK Issuer Ufld length in bytes
TBKlssuerURL char[] TBKIssuerURLstring

TheKeylssuerURL in the Key Info box SHALL be used first. If thiaifs or if theKeylssuerURL is not present, the Device

MAY try the RightslssuerURL in th®@ MADRMCommonHeaders box.

For this version of the specification, the folloginalues for the KeylDType MUST be used:

Table 41: KeylDType values

KeyID type Value Purpose
OMA BCAST DRM Profile 0x00 OMA BCAST DRM Profile KgD as defined in
[BCAST10-ServContProt]
OMA BCAST Smartcard Profile | 0x01 OMA BCAST Smartddtrofile KeylD as defined in
[BCAST10-ServContProt]
3GPP MBMS 0x02 3GPP MBMS KeylD as defined in [3GF333.246]

Note this is one option given to MBMS. Other optisn
for MBMS to define their own box in the Extended
Headers field. Both options will be suggested t&*BGn
an LS.

The fieldSTKM_present_flag MAY only be set to 1 for DCF file delivery. In thtase, the fieldTkm contains the key used to
encrypt the DCF content. Refer to [BCAST10-Serv®uot] for more details. In a PDCF file, this flagM8T be set to 0.

13.2 DCF
13.2.1 File Branding

The ISO base media file format defines a File Tlype for identifying the major brand of the medik falong with
compatible brands. For DCF files conforming to specification, the File Type box MUST be as dalile OMA DRM

v2.0 [DRMCF-v2].

13.3 Adapted PDCF

This section allows a STKM stream (transmitted gdiayer 3 of the 4-layer model for Service Protati@nd Content
Protection of RTP streams using ISMACryp) to beedowvithin a PDCF. Recording is explained in [BCAST

ServContProt].
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The existing PDCF file format as defined in OMA DRK.0 [DRMCF-v2] allows audio video content to liersd in a file
format together with the relevant OMA DRM informati Audio and video tracks can be encrypted asddfin [DRMCF-
v2] using the appropriate CEK stored in a GenezdlRights Object (GRO).

Creating adapted PDCF recordings does not requiGR®. Playback of adapted PDCF recording is govkime the
protection_after_reception flags in the key streésee [BCAST10-ServContProt]) and, for certain valuef the
protection_after_reception_flags, by GROs.

Content can be streamed over RTP using ISMACrypallaw storing this kind of streamed content in RGF file as
samples and not as packets, a couple of adaptatioie PDCF file format are made. This modified@file format is
called Adapted PDCF.

Sections 13.3.2 and 13.3.3 explain how to store BEKam information in Adapted PDCF. In the contekiroadcast
services, RTP streams can be encrypted at the ntoletee! (encrypting Access Units using ISMACryp eplained in
[BCAST10-ServContProt]) using TEKs. This key is tio¢ traditional CEK stored in an RO. In the braalccontext the
CEK is a Service Encryption Key (SEK) or a Prograncryption Key (PEK) delivered using Layer 2. TREK or PEK
allows the TEK delivered in Traffic Encryption Keyream messages delivered in Layer 3 to be dectytee TEK is used
to encrypt content transmitted in RTP packets usBMACryp. As this key changes regularly, Adaptdd( allows the
storage of the relevant TEK stream information.

Section 13.4 specifies the AES_128 BYTE_CTR enaoypalgorithm. This algorithm is used in ISMACrypdis included
in Adapted PDCF to allow the storage of ISMACryptected AUs in a PDCF file, without re-encryption.

The informative Appendix C.18 describes the logRBICF box structure.

13.3.1 File Branding

The ISO base media file format defines a File Tlype for identifying the major brand of the medile falong with
compatible brands. Adapted PDCF Files conforminthi® specification MUST include a File Type boxhvihe adapted
PDCF brand as compatible brand. The adapted PD&#fdlis not recommended to be used as a major bxarte: the major
brand for the adapted PDCF should be the same Hsefainprotected file. Unlike the File Type boxided for DCF, the
File Type box in adapted PDCF does not have a figedth of 20 bytes.

The adapted PDCF brand is 32 bits (4 octets) wideMUST have the hexadecimal value Ox6F707832 @9pX the

adapted PDCF brand is used as major brand, thisTvi¢Sollowed by the four-octet minor version iralier with the value
0 (0x00000000).

13.3.2 PDCF Adaptation for Key Stream Inclusion

This section details the modifications requirethiea PDCF file format of OMA DRM v2.0 [DRMCF-v2] sas to allow an
OMA key stream to be stored in the PDCF.

The adapted PDCF file format is schematically shawRigure 34 below in a simplified format, as @A DRM v2.0.
The only difference between the diagram below &edariginal PDCF file format is the addition of @A STKM track in
the Movie Box and the associated OMA STKM trackadist the Media Data box. Full backward compatipilitith the
original PDCF file format is thus ensured.

Details on the PDCF file format, STKM track andaikst on how to link the STKM track to appropriateda / video tracks
are given in this specification in the sectionbel

Supporting the adapted PDCF format defined in $piscification is OPTIONAL for a Device, as is trese for the original
PDCF format in OMA DRM v2.0.
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Figure 34: Example of a PDCF with a protected videdrack

13.3.3 STKM Tracks

A PDCEF file, as any other “ISO File Format baset¥, fcontains one or more audio or video trackdefsed in the ISO
specification [ISO14496-12] and, for the storagaltérnating TEKs, can additionally contain onemmre STKM tracks as
defined in this specification.

The STKM track is a Timed Metadata track as defimgtiSO14496-12:2005/Amd1].

Note that track references as defined in the I3®Format provide the mechanism to relate the STkadk with the
corresponding media data track. A track-refererfdgpe ‘cdsc’ is used for linkage. The timing infieation (as provided as
basic functionality in the ISO File Format) in t88KM track and the media data track are used tie@very STKM
sample to the corresponding media sample.

The STKM track is defined by the OMAKeySampleErdsyextension of the MetadataSampleEntry as follows:

aligned(8) class OMAKeySampleEntry extends MetadataSampleEntry(‘oksd’) {
unsigned int(8) sample_version; /I sample version
unsigned int(8) sample_type; /I sample type
if( terminal_binding_flag_in_STKM ==1) { [/ from the STKM
unsigned int(32) TerminalBindingKeyID; /I from the SG
unsigned int(16) RightsissuerURILength; /I Rights Issuer URI field length in bytes
char RightslssuerURI[]; /I Rights Issuer URI string
}
}

The OMAKeySampleEntry box contains the followingldis:
Table 42: OMAKeySampleEntry fields

Field name Type Purpose
sample_version unsigned int (8) Identifies OMA key sample version
In this specification, sample_version contains
0x00.
sample_type unsigned int (8) Identifies the OMA key sample type
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0x00 for STKM for DRM profile
0x01 for STKM using MIKEY for smartcard
profile using (U)SIM

0x02 STKM for BCMCS using R-UIM

The terminal_binding_flag_in_STKM has by defaultaue of zero. For the smartcard profile from [BCAS-
ServContProt], the value of terminal_binding_flag $TKM equals the value of the terminal_bindingg flathe Short
Term Key Message (STKM). If the flag contains a,dhe fields TerminalBindingKeyID, RightsissuerURHgth and
RightsissuerURI are included in the OMAKeySampleDigsionEntry box. See [BCAST10-ServContProt] foora details.

The sample description of each STKM track MUST aeonexactly one OMAKeySampleEntry.

The samples in the STKM track have the followingfat:

aligned(8) class OMAKeySample {
unsigned int(8*KeylIndicatorLength) keylndicator I key indicator
unsigned int(8*STKMLength) STKM; Il short term key message as defined in [BCAST-ServContProt]

}

The format of the STKM is described in [BCAST10-82ontProt]. Even though key indicator length ang ikelicator
value are present in the STKM, for optimizationgmses, these fields are placed also at the begimfieach
OMAKeySample.

In order to provide maximum flexibility, the STKMack version and size are included. As needs eyoblw sample
formats can be defined, identifying new formatshwiew STKM track sample version numbers. This apghensures that
future PDCF specifications will remain fully backsdacompatible.

13.3.4 OMA DRM Signalling Information

As specified in the OMA DRM v2.0 DCF specificatifpbRMCF-v2], the ISO ProtectionSchemelnfoBox ‘simfith its sub-
boxes is used to carry DRM key management systetifgpinformation, thus it is only a container box

Table 43: PDCF scheme type for OMA DRM

scheme_type Value Semantics

OMA DRM ‘odkm’ OMA DRM is used for key management i
the PDCF.

Table 44: PDCF scheme version for OMA DRM

scheme_version Value Semantics

OMA BCAST 1.0 0x00000300 OMA DRM version is 2.0 extled for
BCAST

(version 2.0 does not allow the STKM track

For PDCEF files conforming to this specificationtie ISO SchemeTypeBox (‘'schm’) the SchemeType MhkSthe 4CC
‘odkm’, and SchemeVersion MUST be 0x00000300. TleeMUST contain at least one OMADRMKMSBox. A PDCF
MUST support only OMA DRM for the key managemergtsyn.

The ISO ProtectionSchemelnfoBox (‘schi') is usedatwy DRM key management system specific inforarmatFor this
specification, this box MUST include exactly one @DRMKMSBox (‘odkm’), as the first sub-box. The
OMADRMKMSBox includes the OMADRMCommonHeaders bakdr’, as the first sub-box and the
OMADRMAUFormatBox, as the second sub-box.For mails on the information included in the
OMADRMCommonHeaders box refer to [DRMCF-v2]. Inghiersion of the specification the EncryptionMetliiett in the
OMADRMCommonHeaders box is extended with the v&lx@3 to contain the additional AES_128 BYTE_CTRoaitdym.

In this version, the OMADRMAUFormatBox MUST be pees. The value of the fields in the OMADRMAUFormatBare
described below.
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aligned(8) class OMADRMAUFormatBox extends FullBox(‘odaf', 0, 0) {
bit(1) SelectiveEncryption;
bit(7) reserved;
unsigned int(8) KeylndicatorLength;
unsigned int(8) IVLength;

Table 45: OMA sample format box fields

Field name Type Purpose
SelectiveEncryption bit(1) Indicate whether selsxncryption is used
or not
Reserved bit(7) Reserved, SHOULD be set to 0.
KeylndicatorLength unsigned int(8) Size of the kagicator in bytes
IVLength unsigned int(8) Size of the IV in bytes

The SelectiveEncryption bit MAY be set either torlto 0. If the selective encryption bit is seOtthen all content to which
the 1SO ProtectionSchemelnformationBox appliessygpted and no "encrypted" field is present in
OMABCASTAUHeader. If the selective encryption lstset to 1 then the OMABCASTAUHeader preceding Asdgnits
indicates whether or not a particular AU is encegpt

The KeyindicatorLength describes the size of theikdicator in bytes. In this version of the spegfion, the value of
KeylIndicatorLength does not have to be set to 0.

13.34.1 OMABCASTAUHeader

The OMABCASTAUHeader specifies the format for eacless unit protected by OMA DRM. This header Mip&dcede
the codec-specific sample data in each accesslupitvides the OMA DRM information whose lengghspecified in the
OMADRMAUFormatBox defined in Sectioh3.3.4. The OMABCASTAUHeader is placed before each Alglaswn in
Figure 35.

Figure 35: OMABCASTAUHeader and access unit

OMABCAST Access Unit
AUHeader
The OMABCASTAUHeader is defined as follows:
aligned(8) class OMABCASTAUHeader {
if( SelectiveEncryption == 1) { /I from the OMASampleFormatBox
bit(1) EncryptedAU; /I Encryption indicator
bit(7) reserved; /I Must be zero

}
else EncryptedAU = 1;
if( EncryptedAU == 1) {
unsigned int(8 * IVLength) 1V;
unsigned int(8 * KeylndicatorLength) KeylIndicator;
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Table 46: OMABCASTAUHeader fields

Field name Type Purpose
EncryptedAU bit(1) Encryption Indicator for the ass unit.
v unsigned int(8) IV preceding the access uniyfdad.
Keylndicator unsigned int(8) Key indicator fieldgmeding the access unit
payload.

Table 47: Encryption indicator values

Encrypted Value Semantics
None 0 Access unit is not encrypted.
Encrypted 1 Access unit is encrypted.

A playing Device uses the header information fargigtion purposes and is able to extract the acaaple(s).

13.4 AES counter encryption in byte mode and salt

To record an ISMACryp stream directly to a PDCE,fi couple of adaptations to the OMA DRM v2.0 PDi&Format
[DRMCF-v2] are needed.

The AES counter mode algorithm as appears in [DRMEZFAES 128 CTR, is slightly modified. This maei version
will be referred to as AES_128 BYTE_CTR. Using &A&EeS_128 BYTE_CTR algorithm allows the storing oMA&Cryp
AUs without re-encryption. The AES_128 BYTE_CTRa@ithm corresponds to the encryption algorithm used
ISMACryp. The two AES counter mode algorithms axplained in more detail in Section 12.3.1.

Section 12.3.2 makes the adaptations needed taldfgat the AES_128 BYTE_CTR algorithm is usedsTikidone by
adding a new possible value for the EncryptionMdtfield in the OMADRMCommonheaders box.

Section 12.3.3 handles the adaptations needetidarde of a Salt. In the AES_128 BYTE_CTR algorittite Salt contains
the 64 most significant bits of an Initializatiore®tor (1V) and is transmitted only once per trathke salt omits the need to
send all the bits of the IV in each AU and thereferduces the overhead in the AU Header.

13.4.1 Description of AES counter modes

In both AES counter mode algorithms, a block ofrkxt is encrypted to a block of ciphertext byirgrit with a generated
pseudorandorieyBlock based on AES encryption, which is defined as fadlo

KeyBlock = AES-128-ENCRYPTK}(i),

whereK is the key used to encrypt the content aisch 128-bit integer. Each KeyBlock has a lendth@bytes and uses a
new value of. Themth byte in a KeyBlockis denoted by KeyBloglm], wherem=0 corresponds to the first byte. Similarly
thenth byte of the ciphertext (in an AU) is denoted@jyn] andnth byte of the associated plaintext by wheren=0
corresponds to the first byte.

The encrypter/decrypter has an internal variabl® Clhis variable is used to calculaia KeyBlock. The exact calculation
of i depends on the counter mode. To calculate thevfitae of CTR, the cipher algorithms needmitialization Vector.
There is one Initialization Vector per AU.

The basic difference between the two AES countaderadgorithms lies in the fact that for AES_128 ROhe CTR is
increased by 1 for each (16 byte) KeyBlock, wHitstAES_ 128 BYTE_CTR the CTR is increased by l€ach byte.
Furthermore, AES_128 BYTE_CTR uses a Salt, whe#& 128 CTR does not.
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13.4.1.1  AES_128 CTR

The AES_128 CTR algorithm is defined in [DRMCF-VEing this algorithm, the initial value of CTRegual to the value
of the Initialization VectotV. CTR is increased by one for each KeyBlock. Th& fiyte of plaintext is encrypted using the
first byte in KeyBlockCTR, with CTRE/.

The plaintext on byte positiam P[n], is encrypted to the ciphertext on byte positipiC[n], as follows:
CIn] = P[n] xor KeyBlocky.eorn1e[N Mod 16]. The decryption is similarly done as faio
P[n] = C[n] xor KeyBlocky.oorn1e[N Mod 16].

If this mode is used, it should be avoided to epictywo different AUs using the same KeyBlock. THere encryption in
this mode should always start with a fresh CTR @dbr each AU. This means that possibly unusedsbiyten the last
KeyBlock used to encrypt the previous AU are didedr The following figure illustrates this:

. AU with Initial VectorlV Next AU with Initial Vector
Plaintext (B bytes) IV' =1V+ ceil(B/16) e
XOR l ; '.
Key Block Key Block Key Block with Key Block with
KeyBlocks with with | CTR=IV+m CTR=IV = e
CTR =IV CTR =IV+1 IV+m+1

13.4.1.2  AES_128 BYTE_CTR

In the case of AES_128 BYTE_CTR, the IV derivatadgorithm is technically identical to ISMACryp, iwat the initial
value of CTR is also equal to the value of thedfization vectodV. CTR is increased by one for each byte of
ciphertext/plaintext. CTR is used together withdabit integerSalt to calculate the KeyBlock. The Salt is storedhie t
OMADRMSalt box in the ExtendedHeaders of the OMADBMNmonHeaders box. The 4 least significant bit€ DR
contain the byte offset in the KeyBlagkg) With i(CTR) = ((Salt << 64) xor (CTR >> 4)). Notice thgCTR) is a function
depending on CTR.

The plaintext on byte positiam P[n], is associated with a CTR value CTR = I\h+P[n] is encrypted to the ciphertext on
byte positiom, C[n], as follows: Cfi] = P[n] xor KeyBlockcrr) [CTR & OxF]. The decryption is similarly done asléws:
P[n] = C[n] xor KeyBlockctr))CTR & OxF].

For encryption in this mode, itis RECOMMENDED twrease the Initialization Vector continuously otrex borders of
AUs: when the Initialization Vector associated dd Aas a valuév and the AU containB bytes of ciphertext, then the
Initialization Vector of the next AU has the vallye+B. This allows possibly unused bytes of the lastBlegk of one AU to
be used for the encryption of the first bytes @f tlext AU. The following figure illustrates thissea

) AU with Initialization VectorlV Next AU with Initialization
Plaintext (B bytes) VectorlV' = IV+ B i
XOR i i
KeyBlock with |  KeyBlock with ey Vs
KeyBlocks i(1v) i(IV+16) e KeyBlock with Keiy(?\lﬁfrev)vnh ree
i(1v)
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If there are no unused KeyBlock bytes left, thetdy starts with a fresh KeyBlock, as is illustrdt@ the following figure:

) AU with Initialization VectorlV Next AU with Initialization
Plaintext (B bytes) VectorlV' = IV+ B ’
XOR i :
KeyBlock with KeyBlock with KeyBlock with KeyBlock with KeyBlock with
KeyBlocks iav) i(IV+16) U i(v+16m) i(1v) i(1V'+16)

The bitsize of CTR is the same as the bitsize efitlitialization Vector, IVLength. To ensure thhetCTR does not
overflow, the IV MUST be reset in due time. Thisidee avoided by choosing the IVLength big enough.

13.4.2 The EncryptionMethod field

Because of the addition of the AES_128 BYTE_CTR&tgm, the possible values in the EncryptionMetfieltl in the

OMADRMCommonHeaders box are extended with the vak@8. This value signals the use of the AES_128TBYCTR

algorithm.Table 48 summarizes the possible values for the Encryptiethid field.

Table 48: Possible values for the EncryptionMethodield

Algorithm-id

Value Semantics

NULL

0x00 No encryption for this object. NULL engted Content
Objects may be used without acquiring a Rights Qbje
Value of thePaddingScheme field MUST be 0.

AES_128 CBC

0x01 AES symmetric encryption as defimg NIST [AES].
128 bit keys.
Cipher block chaining mode (CBC).

128 bit initialization vector prefixing the ciphext (for
non-streamable PDCEF files this is included in the
OMADRMBCASTHeader).

Padding according to RFC 2630.

AES_128 CTR

0x02 AES symmetric encryption as defimg NIST [AES].
128 bit keys.
Counter mode (CTR).

128 bit initialization vector prefixes the ciphedtéfor non-
streamable PDCEF files this is included in the
OMABCASTAUHeads.

For eacltipherblock the counter is incremented by 1
(modulo 2%).

No padding.

AES_128 BYTE_CTR

0x03 AES symmetric encryption efrekd by NIST [AES].
128 bit keys.
Counter mode (CTR).

An initialization vector of minimal 8 bits and maxal 64
bits prefixes the ciphertext (for non-streamabledFDiles
this is included in th©VABCASTAUHeads.
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For eachbyte of ciphertext the counter is incremented by|1.
No padding.

13.4.3 The OMADRMSalt Box

Using the AES_128 BYTE_CTR encryption method, tkeeBdedHeaders field in the OMADRMCommonHeaders box
MUST include one instance of the OMADRMSalt box:

aligned (8) class OMADRMSalt extends Box(‘oslt’) {
unsigned int(8) SaltLength; /I Length of the Salt field in bits. MUST be 64
unsigned int(SaltLength) Salt; /I Salt needed for AES_128 BYTE_CTR

}

The OMADRMSalt box contains the fiefhlt, which is needed for AES_128 BYTE_CTR encryptiogtinod.
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Appendix A. Change History

(Informative)

A.1 Approved Version History

Reference Date Description
n/a n/a No prior version
A.2 Draft/Candidate Version V1_0 History
Document Date Sections Description
Identifier
Draft Versions 21 Feb 2005 n/a First draft outline based on input to the joinedhaaittees (BAC-DLDRM and BAC-
OMA-DRM-XBS-V1_0 BCAST):
OMA-BCAST-2005-0048-Joint-BCAST-DRM-Task-Workplan
as well as discussions and contributions to theleefector (prioritisation of work items).
15 Mar 2005 6.3 OMA-BCAST-2005-0100R01-token-basetering
(approved at the Chicago BCAST/DLDRM joint meeting)
17 Mar 2005 6.1&6.2 | OMA-DLDRM-2005-0064-Broadcast-Rights-Object
(approved in conference call 17 mar 2005)
7 OMA-DLDRM-2005-0071R01-subscriber-group-addressing
(approved in conference call 17 mar 2005)
8 Apr 2005 5.1 OMA-DLDRM-2005-0085R01-offline-notification-of-deilad-device-data
(approved in conference call 6 apr 2005)
51 OMA-DLDRM-2005-0086-Push-binary-Device-Registratidata
(approved in conference call 6 apr 2005)
51 OMA-DLDRM-2005-0087R01-offline-notification-of-shbdevice-data
(approved in conference call 6 apr 2005)
11 May 2005 | 5.1.4,7.2.3,| OMA-DLDRM-2005-0100R01-Broadcast-Extensions-DeviRegistration
;gg & (approved in Singapore BCAST/DLDRM joint meeting)
21 Jun 2005 10 OMA-BCAST-2005-0094R04-PDCF-adaptation-for-Trafiacryption-Key-stream
6.3,7 OMA-BCAST-2005-0100R03-token-based-metering-speatfon-text
9 OMA-DLDRM-2005-0098R03-Broadcast-Extensions-Keye@m-Handling
6.3 OMA-DLDRM-2005-0114R01-Broadcast-Extension-Key-@treAuthentication-Key-
Transfer
8.3 OMA-DLDRM-2005-0169-Broadcast-encryption-key-detiea-functions
11 Aug 2005 Many OMA-DLDRM-2005-0213-offline-notification-of-shortelice-data
sections OMA-DLDRM-2005-0214R01-update-ri-certificate
changed. | o\1A-DLDRM-2005-0215R01-update-DRM-time-via-broadtas
OMA-DLDRM-2005-0216-update-contact-numbers-for-ofihand-notification
gﬂeir;% ns OMA-DLDRM-2005-0217-force-broadcast-reregistration
moved to OMA-DLDRM-2005-0220-domains-for-broadcast
appendix OMA-DLDRM-2005-0221-Token-handling-using-broadcek&nnel
A OMA-DLDRM-2005-0224-RI-Services-for-broadcast
OMA-DLDRM-2005-0229-authentication-for-broadcast
OMA-DLDRM-2005-0232-BCRO_update
OMA-DLDRM-2005-0243-BCRO-message-tag
10 Sep 2005 6.1.1 OMA-DLDRM-2005-0211R02-offline-notification-of-deilad-device-data
A2
6.1.3 OMA-DLDRM-2005-0212R02-push-device-registrationatab-device-during-broadcast-
A4 registration
A.13 OMA-DLDRM-2005-0223R02-OCSP-grace_-broadcast-
721 OMA-DLDRM-2005-0254-BCRO-optimisations
7.2.2
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Document Date Sections Description
Identifier

26 Sep 2005 | 7.2.2 + new| OMA-DLDRM-2005-0286R01-BCRO-permissions-categorpjsort
Section
10.1.5
722 OMA-DLDRM-2005-0297-delete-old-table-in-sec7-2-2XBS

6 Oct 2005 Chapter 6 | OMA-DLDRM-2005-0306-PDF-version-of-OMA-DLDRM-20053D0R01-fix-broken-
11.8 crosslinks-and-other-stuff
Al.2
A8
A9.1
Al11.1.2

21 Nov 2005 | 7.24 OMA-DLDRM-2005-0298R03-CR-XBS-REL-Save-Permission
7.4 (new)

9 Dec 2005 721 OMA-DLDRM-2005-0254-BCRO-optimisations
1222 & (one aspect of that CR forgotten in the Septem@exdits).
12.3 OMA-BCAST-2005-0470R01-BCast-PDCF-alignment

23 Jan 2006 | Many OMA-DLDRM-2005-0433-xRO-terminology-in XBS
sections
changed
Zg‘;‘ 1 OMA-DLDRM-2005-0399R02-transport-of-ksm-authentioatseed-in-icros

20 Mar 2006 | A.12.4 OMA-BCAST-2005-0617R04-GKM-BCRO-Delivery
(new)
A.7.4 (new) | OMA-BCAST-2005-0620R03-gkm-member-keynode-id
Al OMA-BCAST-2006-0048-Security-Analysis-BCAST-ContdPriotection
(inserted)
721 OMA-BCAST-2006-0055R01-efficient-BCRO-addressingstdscriber-groups
722
(inserted)
12.2.1.3 OMA-BCAST-2006-0144R01-PDCF-key-track-type
721 OMA-BCAST-2006-0168R06-Sign-BCROS-revisited
7.4
3.2 OMA-BCAST-2006-0223-CR-device-class-definitions
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Document Date Sections Description
Identifier
22 Dec 2006 Incorporated the folloxing CR:
OMA-BCAST-2007-0331
26 Apr 2007 9.1.7 OMA-BCAST-2005-0121R03-CR_New_permission_called_ASS

6.1.2.1.6 OMA-BCAST-2006-0283-20060326-DRM-XBS_Logical_BugxFi
33 OMA-BCAST-2006-0284-20060326-XBS_Missing_NotatioBsig_Fix
72223 OMA-BCAST-2006-0285-20060326-DRM-XBS_Protection_gely Bug_Fix
8.2.7.7 OMA-BCAST-2006-0286R01-DRM-XBS_System_Constraints€xétor
7.4.1.6 OMA-BCAST-2006-0287-DRM-XBS_Token_request_Section
3.3,6.1, OMA-BCAST-2006-0297R03-CR-XBS-wording-and-clericilanges
6.2,6.3,
64,71, OMA-BCAST-2006-0320R03-CR_Logical_Bug_fix
72,73,
9.3

OMA-BCAST-2006-0411-Missing_abreviations
8.4.3.1,
8.4.4 OMA-BCAST-2006-0471-Missing-broadcast-registratiterns
3.3 OMA-BCAST-2006-0551-XBS-bug-fix-authentication-seied
72221 OMA-BCAST-2006-0582-metering-comments-resolution
Cl4.21

OMA-BCAST-2006-0592R04-CR-DVB-H-compatible-flexiliy-in-XBS
9.1,9.2,
9.3 OMA-BCAST-2006-0639-XBS_Tag_Length_Format_Bug_Fix
7.22.2,
8.2, OMA-BCAST-2006-0643R01-XBS-Message-Protocol-Version
8.2.3.2,
10.3.3, OMA-BCAST-2006-0644-XBS-Encryptec-Keyset-Block-Igtéy
c11

OMA-BCAST-2006-0645R01-
Cii1, CR_ReviewComment_DX108_tokenrequest_metering
0

OMA-BCAST-2006-0646R02-CR_DRM_XBS_5_|_Auth_Key_Hiethy
7.12,C.13

OMA-BCAST-2006-0647R03-CR_DRM_XBS_5_II_Key Hieraych
C.13
72223
3.3,5,6
5
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7.6.4.1

,7.2,7.7,
13,C.17

3.3,8.2,
10.3.3.2,
C.11.1,
8.2.35
Many
74.1

2.2,
72,7743,
C.12
75.2.1.2,
75.4.1.2,
755.1.2,
7.7.7.1
7.751
C.15.24

13

10.3.2,
10.34

3.2,7.7.2,
Many

8.2.4,
1111

7417
8.4.3.3

Appendix
B

7.6.4
8.1.1
2.2,

C.13

8.4,13

OMA-BCAST-2006-0656-CR_Cleanup_of token_delivergp@nse_message
OMA-BCAST-2006-0666R01-CR_XBS_Missing_References
OMA-BCAST-2006-0682-CR_Signalling_of OFT
OMA-BCAST-2006-0683-CR_XBS_Optimisation_of ECT
OMA-BCAST-2006-0700-CR-Rename_Keytrack_STKMtrack
OMA-BCAST-2006-0706R01-CR_Removing_Purchase
OMA-BCAST-2006-0715R03-CR_Session_key_length_cotprt
OMA-BCAST-2006-0716R01-CR_SignatureFlag_must_be_bito
OMA-BCAST-2006-0746R01-CR_Removal_of_Domain_Keyset
OMA-BCAST-2006-0759-CR_Domain_Generation_Clarifioat
OMA-BCAST-2006-0760-CR_XBS_comment_DX023
OMA-BCAST-2006-0761-CR_Clarification_for_subscribgroup_addressing

OMA-BCAST-2006-0762R02-CR_Mixed_mode_definitions

OMA-BCAST-2006-0768R01-CR_BCI_definitions_DX144

OMA-BCAST-2006-0774R01-CR_Notify_Time_Drift_DX110
OMA-BCAST-2006-0782-CR_XBS_Encryption_Clarification

OMA-BCAST-2006-0784R03-CR_XBS_SCR_Tables

OMA-BCAST-2006-0786R04-CR_sign_token_delivery_resm
OMA-BCAST-2006-0787-CR_sign_or_mac_bcros
OMA-BCAST-2006-0788R01-CR_Relation_XBS_18Crypt
OMA-BCAST-2006-0792-CR_Missing_message_tag_value

OMA-BCAST-2006-0802-CR_Recording_using_adapted_PDCF
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10.3.4.4, OMA-BCAST-2006-0844R01-CR_Comment_DX184_Remove_4A.8.

C.11.1,

C.17 OMA-BCAST-2006-0859-
CR_Comment_DX155_Timed_Count_Tokens_for_BCRO

8.2.6,

8.2.7 OMA-BCAST-2006-0874-CR_Comment_DX052

8.1.2 OMA-BCAST-2006-0889-CR_Comment_DX055

10.1 OMA OMA-BCAST-2006-0892-CR_DX081_one_coding_style XBS

Many OMA-BCAST-2006-0899R02-CR_Comment_DX123_ExplanatiGontact_Types

75513 OMA-BCAST-2006-0905R01-CR_18Crypt DRM_Profile_diaces

22,8,

C.11 OMA-BCAST-2006-0954R04-CR_DRMv2.x_DCF_KeylD_box

13.11 OMA-BCAST-2006-0959-CR_Comment_DX074_Make_A10_Ndiuea
Cc.14 OMA-BCAST-2006-0967R01-CR_Domain_Concept

7.7.1 OMA-BCAST-2006-0975-CR_ROAP_XML_schema_for_XBS

7.3,

10.2.2,

C4 OMA-BCAST-2006-1001-CR_XBS_Bug_fix_in_OMA_DRM_RO_&mple

C.14.21 OMA-BCAST-2006-1002R02

-CR_XBS_Introduction_for_Broadcast_Device_and_Domklanagement
7,C.13
OMA-BCAST-2006-1004R01-CR_Purchase_ltem_ID_DX143

8.2.1,
8.2.4 OMA-BCAST-2006-1011R01-CR_Comment_DX074_Add_Missingrmative_text

7.1.2, OMA-BCAST-2006-1012R02-CR_CR_Comment_DX045_RelatiéBS_SPCP
7.21.2,
7.4.1, OMA-BCAST-2006-1036-CR_PDCF_byte_counter_mode_aaitl_s
7.7.4.3,
8.4.3,

C.6.1,C.9, | OMA-BCAST-2006-1102-CR_Comment_DX074_Annex_A.5
C.10

1,45,5

3.3,
13

Ccs8
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All

OMA-BCAST-2007-0043-CR_XBS_Correction_of_examples
OMA-BCAST-2007-0071-CR_XBS_RI_Service_Clarification

OMA-BCAST-2007-0078R01-CR_Clarification_non_Stredtea PDCFOMA-BCAST-
2007-0079R01-CR_STKM_Retrieval

OMA-BCAST-2007-0119R01-CR_XBS_Device_Data_Inform ddage
OMA-BCAST-2007-0120R01-

CR_XBS_Local Domain_Key_and_Local_Domain_Filter
OMA-BCAST-2007-0146R03-CR_XBS_consistent_use_of_D&id_IEK
OMA-BCAST-2007-0150R01-CR_XBS_KeylInfoBox
OMA-BCAST-2007-0165R04-CR_Announcement_of RI_Sesvrielated_data

OMA-BCAST-2007-0171-CR_MIME_type_for_RightsissuenieeData

OMA-BCAST-2007-0278R01-
CR_TS_XBS_Clarification_of_Impulse_Pay_ Per_View

OMA-BCAST-2007-0284-CR_Remove_smartcard_profileerefices
OMA-BCAST-2007-0285R02-CR_SCR_table_entries_for s8tiber_Groups

OMA-BCAST-2007-0286-
CR_Signalling_of_subscriber_group_parameters_in_XML

OMA-BCAST-2007-0288R01-CR_Specification_of OFT

OMA-BCAST-2007-0291-CR_Figures_for_the_token_delverotocol

OMA-BCAST-2007-0296-CR_Order_Figures_4_layer_kegrdmichy

OMA-BCAST-2007-0298R01-CR_Use_of ISO_Metadata_trémk STKM_track

OMA-BCAST-2007-0350R02-
CR_Adapted_PDCF_Substitute_copied_text_by refesence

OMA-BCAST-2007-0382R01-CR_CR_CID_and_BCI_to_URIXBS

OMA-BCAST-2007-0388-CR_remove_bsdalD_in_XBS

All

OMA-BCAST-2007-0410
OMA-BCAST-2007-0434
OMA-BCAST-2007-0445R01
OMA-BCAST-2007-0501
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Many

Comment DX003
Comment DX017
Comment DX018
Comment DX019
Comment DX021
Comment DX024
Comment DX026
Comment DX027
Comment DX049
Comment DX058
Comment DX059
Comment DX066
Comment DX067
Comment DX070
Comment DX071
Comment DX073
Comment DX076
Comment DX079
Comment DX080
Comment DX087
Comment DX098
Comment DX100
Comment DX101
Comment DX102
Comment DX104
Comment DX106

All

Comment DX107
Comment DX109
Comment DX112
Comment DX113
Comment DX114
Comment DX116
Comment DX117
Comment DX122
Comment DX124
Comment DX127
Comment DX130
Comment DX140
Comment DX145
Comment DX147
Comment DX156
Comment DX159
Comment DX161
Comment DX163
Comment DX165
Comment DX166
Comment DX167
Comment DX168
Comment DX170
Comment DX171
Comment DX173
Comment DX177
Comment DX180
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All

Comment XBS001
Comment XBS002
Comment XBS004
Comment XBS005
Comment XBS006
Comment XBS013
Comment XBS014
Comment XBS017
Comment XBS024
Comment XBS027
Comment XBS028
Comment XBS034
Comment XBS036
Comment XBS037
Comment XBS039
Comment XBS040
Comment XBS041
Comment XBS043
Comment XBS045
Comment XBS052
Comment XBS054
Comment XBS055

04 May 2007

All

Cleanup in preparation for Approeal Candidate

Candidate Version
OMA-DRM-XBS-V1_0

29 May 2007

n/a

Status changed to Candidate by TP
TP ref# OMA-TP-2007-0129R01-INP_BCAST_V1_0_ERP_feandidate_approval

11 Jul 2007

C.19.1,
10.3.3.2

Incorporated the following agreed CRs:
OMA-BCAST-2007-0561
OMA-BCAST-2007-0615

05 Sep 2007

c.18

Incorporated the following ag@Rd
OMA-BCAST-2007-0702

07 Sep 2007

8.2.7.7,
13.34

Incorporated the following agreed CRs:
OMA-BCAST-2007-0677
OMA-BCAST-2007-0662R01

19 Dec 2007

All

Updated with the latest template
Incorporated the following CR:
OMA-BCAST-2007-0893R01

Candidate Version
OMA-DRM-XBS-V1_0

26 Feb 2008

n/a

Status changed to Candidate by TP
TP ref#t OMA-TP-2008-0042-INP_BCAST_V1_0_ERP_for_@idiate_Re_approval

Draft Version
OMA-DRM-XBS-V1_0

06 Mar 2008

All

Updated with agreed CRs:
OMA-BCAST-2007-0766R01
OMA-BCAST-2007-0900

24 Apr 2008

All

Updated with agreed CRs:
OMA-BCAST-2007-0750
OMA-BCAST-2007-0752

22 May 2008

All

Updated with agreed CRs:
OMA-BCAST-2007-0828
OMA-BCAST-2008-0128R02
OMA-BCAST-2008-0145

Candidate Version
OMA-DRM-XBS-V1_0

09 Jun 2008

n/a

Status changed to Candidate by TP
TP ref# OMA-TP-2008-0236R01-INP_BCAST_ERP_V1_0_Rdstification

Draft Version
OMA-DRM-XBS-V1_0

22 Jul 2008

All

Updated with agreed CRs
OMA-BCAST-2008-0134R01
OMA-BCAST-2008-0239
OMA-BCAST-2008-0242

23 Jul 2008

Appendix
B

Updated with agreed CR
OMA-BCAST-2008-0241

01 Aug 2008

All

Corrected cross references
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Candidate Version
OMA-DRM-XBS-V1_0

07 Aug 2008

n/a

Status changed to Candidate by TP
TP ref# OMA-TP-2008-0294R03-INP_BCAST_ERP_V1_0_féotification
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Appendix B.  Static Conformance Requirements (Normative)

The notation used in this appendix is specified@PPROC].

B.1 SCR for XBS Clients

Note: Section numbers in the Reference column dehnly those sub-sections that are not speciiceferenced in other
ltems.

Note: BCAST adaptation specifications, in which it is specified how the BCAST 1.0 enabler is implemented over a
specific BDS (Broadcast Distribution System), may overrule or adapt requirements from this SCR or provide
additional requirements.

Item Function Reference Status Requirement

DRM-XBS-C-001 XBS client 1 M DRM-XBS-C-002 OR
DRM-XBS-C-003 OR
DRM-XBS-C-004

DRM-XBS-C-002 Interactive Device 3.2 (0] DRM-XBS-C-023 AND
DRM-XBS-C-044
DRM-XBS-C-003 Broadcast Device 3.2 0] DRM-XBS-C-005 AND

DRM-XBS-C-006 AND
DRM-XBS-C-007 AND
DRM-XBS-C-008 AND
DRM-XBS-C-013 AND
DRM-XBS-C-018 AND
DRM-XBS-C-019 AND
DRM-XBS-C-022 AND
DRM-XBS-C-035 AND
DRM-XBS-C-036 AND
DRM-XBS-C-045 AND
DRM-XBS-C-046 AND
DRM-XBS-C-047 AND
DRM-XBS-C-048 AND
DRM-XBS-C-049 AND
DRM-XBS-C-050 AND
DRM-XBS-C-051 AND
DRM-XBS-C-052 AND
DRM-XBS-C-053 AND
DRM-XBS-C-054

DRM-XBS-C-004 Mixed-Mode Device 3.2 0] DRM-XBS-C-002 AND
DRM-XBS-C-003

DRM-XBS-C-005 Authentication on traffic layer, | 6 (0]
key stream layer and rights
management layer

DRM-XBS-C-006 Broadcast Device and Domain| 7 0]
Management
DRM-XBS-C-007 Common fields for binary 7.1.2 0
messages
DRM-XBS-C-008 Device Registration 7.2 o] DRM-XBS-C-009 AND
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Item Function Reference Status Requirement
DRM-XBS-C-010 AND
DRM-XBS-C-011
DRM-XBS-C-009 Offline notification of detailed | 7.2.1 0]
device data
DRM-XBS-C-010 Offline notification of short 7.4.1 0]
device data
DRM-XBS-C-011 Broadcast registration 7.2.2 0
DRM-XBS-C-012 On-line Registration for 7.3 (0]
broadcast devices
DRM-XBS-C-013 Inform Registered Device 7.5 0] DRM-XBS-C-014 AND
Protocol DRM-XBS-C-015 AND
DRM-XBS-C-016 AND
DRM-XBS-C-017
DRM-XBS-C-014 Update RI certificate 7.5.3 (0]
DRM-XBS-C-015 Update DRM time 7.5.4 (0]
DRM-XBS-C-016 Update contact number 7.5.5 0]
DRM-XBS-C-017 Force re-registration 7.5.2 (0]
DRM-XBS-C-018 Binary messages for token 7.6.4 0
handling
DRM-XBS-C-019 Domain Management 7.7 0] DRM-XBS-C-020 AND
DRM-XBS-C-021
DRM-XBS-C-020 Domain joining and leaving 7.7.2 0]
DRM-XBS-C-021 Binary Domain messages 774,776
7.7.6,7.7.7
DRM-XBS-C-022 Format of the Broadcast Rightg 8.2 O
Object
DRM-XBS-C-023 Acquisition of Rights Objects | 8.3 0
over an Interaction Channel
DRM-XBS-C-024 Save Permission 8.4 0]
DRM-XBS-C-025 Token Management 9 (0]
DRM-XBS-C-029 Subscriber Groups 10 (0] DRM-XBS-C-030 OR
DRM-XBS-C-031
DRM-XBS-C-030 Fixed Subscriber Groups 10.33.1| 0 DRM-XBS-C-032 AND
DRM-XBS-C-033
DRM-XBS-C-031 Flexible Subscriber Groups 10.3.3.2| O DRM-XBS-C-032
DRM-XBS-C-032 Key derivation for domains, 10.3.4.1, 0
unique devices and whole 10.3.4.2,
Subscriber Groups 10.3.4.3
DRM-XBS-C-033 Zero-Message Broadcast 10.3.4.4 0]
Encryption
DRM-XBS-C-034 Broadcast Support 11 M
DRM-XBS-C-035 Rl Stream Packet Format 1252 | O
DRM-XBS-C-036 Rights Issuer services reception 12.11 0
by Devices
DRM-XBS-C-037 PDCF Adapted File Format 13 (0] DRM-XBS-C-039 AND
DRM-XBS-C-040
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Item Function Reference Status Requirement
DRM-XBS-C-038 Key Info Box 13.3.1 (0]
DRM-XBS-C-039 PDCF adaptation for key stream13.3.2 O
inclusion
DRM-XBS-C-040 AES counter encryption in byte| 13.4 0] DRM-XBS-C-041 AND
mode and salt DRM-XBS-C-042
DRM-XBS-C-041 AES_128 BYTE_CTR 13412 | O
DRM-XBS-C-042 OMADRMSalt Box 13.4.3 (0]
DRM-XBS-C-043 Security Considerations C.2 M
DRM-XBS-C-044 XML schema C4 (0]
DRM-XBS-C-045 Checksum on ARC C.6.1 0]
DRM-XBS-C-046 Checksum on UDN C.6.2 (0]
DRM-XBS-C-047 Status and Error Message C.7 0]
Handling
DRM-XBS-C-048 Time and Date Conventions c.8 (0]
DRM-XBS-C-049 RSA Signatures under PKCS#1 c.9 @)
DRM-XBS-C-050 Tag Length Format for c.11 0
keyset_block
DRM-XBS-C-051 Message tags C.13 0]
DRM-XBS-C-052 Authentication C.14 (0]
DRM-XBS-C-053 Authentication of the C.15 0]
tokens_consumed field in the
token consumption data
DRM-XBS-C-054 Token management by deviceg C.16.2 | O
DRM-XBS-C-056 One-Way Function Trees C173 | O

B.2 SCR for XBS Servers

Note: Section numbers in the Reference column dechnly those sub-sections that are not specyicaferenced in other

Iltems.

Note: BCAST adaptation specifications, in which it is specified how the BCAST 1.0 enabler is implemented over a
specific BDS (Broadcast Distribution System), may overrule or adapt requirements from this SCR or provide

additional requirements.

Item Function Reference Status Requirement
DRM-XBS-S-001 XBS Server 1 M DRM-XBS-S-002 OR
DRM-XBS-S-003
DRM-XBS-S-002 XBS Server for Interactive 3.2 (e} DRM-XBS-S-023 AND
device DRM-XBS-S-027 AND
DRM-XBS-S-028 AND
DRM-XBS-S-044
DRM-XBS-S-003 XBS Server for Broadcast device 3.2 (0] DRM-XBS-S-005 AND

DRM-XBS-S-006 AND
DRM-XBS-S-008 AND
DRM-XBS-S-013 AND
DRM-XBS-S-018 AND
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Item Function Reference Status Requirement
DRM-XBS-S-019 AND
DRM-XBS-S-022 AND
DRM-XBS-S-034 AND
DRM-XBS-S-036 AND
DRM-XBS-S-047 AND
DRM-XBS-S-050 AND
DRM-XBS-S-051 AND
DRM-XBS-S-053
DRM-XBS-S-005 Authentication on traffic layer, | 6 o
key stream layer and rights
management layer
DRM-XBS-S-006 Broadcast Device and Domain| 7 (0]
Management
DRM-XBS-S-007 Common fields for binary 7.1.2 (0]
messages
DRM-XBS-S-008 Device Registration 7.2 (0] DRM-XBS-S-009 AND
DRM-XBS-S-010 AND
DRM-XBS-S-011
DRM-XBS-S-009 Offline notification of detailed | 7.2.1 0]
device data
DRM-XBS-S-010 Offline notification of short 7.4.1 (0]
device data
DRM-XBS-S-011 Push Device Registration 7.2.2 (0]
DRM-XBS-S-012 On-line Registration for 7.3 0]
broadcast devices
DRM-XBS-S-013 Inform Registered Device 7.5 0] DRM-XBS-S-014 AND
Protocol DRM-XBS-S-015 AND
DRM-XBS-S-016 AND
DRM-XBS-S-017
DRM-XBS-S-014 Update RI certificate 7.5.3 (0]
DRM-XBS-S-015 Update DRM time 754 (0]
DRM-XBS-S-016 Update contact number 7.5.5 O
DRM-XBS-S-017 Force re-registration 7.5.2 0
DRM-XBS-S-018 Binary messages for token 7.6.4 O
handling
DRM-XBS-S-019 Domain Management 7.7 0] DRM-XBS-S-020 AND
DRM-XBS-S-021
DRM-XBS-S-020 Domain joining and leaving 7.7.2 (@)
DRM-XBS-S-021 Binary Domain messages 774,775,
7.7.6,7.7.7
DRM-XBS-S-022 Format of the Broadcast Rightg 8.2 0
Object
DRM-XBS-S-023 Acquisition of Rights Objects | 8.3 0]
over an Interaction Channel
DRM-XBS-S-024 Save Permission 8.4 M
DRM-XBS-S-026 Additions to the OMA DRM 2.0| 9.1 M

REL for Token Management
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Item Function Reference Status Requirement
DRM-XBS-S-027 Extensions to ROAP to Issue | 9.2 (0]
Tokens
DRM-XBS-S-028 Extensions for ROAP for 9.3 (0]
Reporting
DRM-XBS-S-029 Subscriber Groups 10 (0] DRM-XBS-S-030 OR
DRM-XBS-S-031
DRM-XBS-S-030 Fixed Subscriber Groups 10.3.31| 0
DRM-XBS-S-031 Flexible Subscriber Groups 10.3.3.2| O
DRM-XBS-S-032 Key derivation for domains, 10.3.4.1, 0
unique devices and whole 10.3.4.2,
subscriber groups 10.3.4.3
DRM-XBS-S-033 Zero-Message Broadcast 10.3.4.4 0]
Encryption
DRM-XBS-S-034 Broadcast Support 11 0]
DRM-XBS-S-036 Rights Issuer Services 12 0]
DRM-XBS-S-043 Security Considerations Cc.2 M
DRM-XBS-C-044 XML schema C4 (0]
DRM-XBS-S-047 Status and Error Message C.7 (0]
Handling
DRM-XBS-S-050 Tag Length Format for C.11 0]
keyset_block
DRM-XBS-S-051 Message tags C.13 0]
DRM-XBS-S-053 Authentication of the C.15 (0]
tokens_consumed field in the
token consumption data
DRM-XBS-S-055 Token management by Rls C.16.1 | O
DRM-XBS-S-056 One-Way Function Trees Cl173 |0
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Appendix C.

C.1 Security Considerations (Informative)
C.1.1 Background

BCAST DRM solutions in general need to meet a number of security requirements. In particular, three
requirements any BCAST DRM solution must fulfill are:

» to offer the same or equivalent cryptographic protection on BCROs as is available for ROs obtained via
the standard ROAP protocol. This includes authentication, integrity checking and confidentiality of
encryption keys.

» Protected Content must only be accessed by properly authenticated and authorized DRM Agents
» Permissions on Protected Content must be honored by all DRM Agents

This specification along with its accompanying document [BCAST10-ServContProt] establishes the OMA BCAST
DRM system. The OMA BCAST DRM system provides the means for the secure distribution and management of
Protected Content in the OMA BCAST environment, and meets the requirements specified above.

C.1.2 Confidentiality

Confidentiality ensures that data is not accessible by an unauthorized party. As stated above, protected content
must only be accessible by properly authenticated and authorized BCAST DRM Agents. To achieve this goal,
protected content is encrypted with content encryption keys. BCROs contain OMADRMasset objects, which in
turn contain Program or Service Encryption and Authentication keys (Long Term Keys) or Content encryption
keys (Short Term Keys).

C.1.3 Authentication

Authentication is the process by which a party identifies itself to another party. In case of broadcast,
authentication of BCROs can be classified into two categories, namely, source authentication and group
authentication. In source authentication, the Rl sending the BCROs would digitally sign to unequivocally establish
the origin to the BCROs to the DRM agents on the BCAST clients. However, this is not supported, as digital
sighing BCROs is considered expensive. Instead, BCROs are integrity protected using a symmetric key. This
provides group authentication; in other words members also have access to the symmetric key and thus can
modify the contents of the BCROs. However, it is considered very difficult to send traffic in some broadcast
environments.

In summary, the authentication of BCROs is dependent on the implausibility of BCAST clients being able to send
traffic and on symmetric keys. Note that this is in contrast to DRM v2.0 where ROs are digitally signed. BCROs
afford weaker protection than ROs.

C.1.4 Integrity Protection

Data integrity protection ensures the ability to detect unauthorized modification of data. In the OMA DRM, data
integrity protection, when applicable, is achieved through digital signatures on ROAP messages and Rights
Objects. In case BCAST DRM, integrity protection is via symmetric keys and as described earlier, BCRO integrity
protection is weaker compared to that of ROs.

C.1.5 Threat Analysis
C.151 Threat Model

Any DRM system must protect against the threat of compromise of a DRM entity (Rights Issuer, DRM Agent,
Content Issuer, CA, or OCSP responder), leading to unauthorized behavior. In particular, since it may be in the
interest of the user of the DRM agent to bypass the security, the DRM Agent must be robust against the
"reversed" threat model. Besides protecting against the threat of a DRM entity compromise, the DRM system
must protect against passive as well as active attacks.
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In the following, it is assumed that an attacker is able to:
< Listen to the communication channel between a DRM Agent and a Rights Issuer, and
« Read, modify, remove, generate and inject messages in this channel.

When applicable, the case of a compromised DRM entity is also discussed.
C.15.2 Active Attacks

C.15.21 Message Removal

An attacker may remove any message sent between a DRM Agent and an RI. In general, this constitutes a Denial
of Service attack. BCROs are repeatedly sent to protect against this type of attack and also to cover cases of a
mobile device being offline, out of coverage, and finally to cover the case of packet losses.

C.1.5.2.2 Message Modification

An attacker may modify any message sent between a DRM agent and an RI.

« BCROs are integrity protected using a symmetric key. Thus, if an outside entity modifies messages, the
DRM agent can easily detect message modification.

* Aninsider attack is plausible since the symmetric key is available to DRM agents. Considering the case of
the compromised DRM entity, such entities may be able to modify BCROs and send to other
uncompromised DRM agents. However, broadcasting by BCAST Devices is considered very difficult in
some broadcast distribution systems, e.g., DVB. BCRO security relies on assumptions on transmission
capabilities as opposed to cryptographic techniques as in case of DRMv2.0 ROs.

C.1.5.23 Message Insertion

An attacker may at any point insert messages into the communication channel between an Rl and a DRM Agent.
The attacker may also record messages and try to replay them at a later point in time.

* BCROs contain timestamps for replay protection.
C.15.24 Entity Compromise

An attacker may attempt to, physically or otherwise, compromise an entity of the DRM system.
« A compromised DRM Agent may result in the disclosure of any of the following:

i The DRM agent's private key
ii. Domain keys for any Domain the DRM Agent is a mendie
iii. Rights Object Encryption Keys
iv. Content Encryption Keys
V. Protected Content

It may also result in loss of integrity protection of the DRM Agent's replay cache and/or loss of protection
of Rights stored internally in the DRM Agent. Further it may result in loss of DRM Time, potentially
allowing permissions to be overridden or compromised RIs to pose as uncompromised.

Failure of DRM Agent implementations to protect the above assets may seriously compromise the
security of the OMA DRM system and their protection is therefore critical.

In addition, a compromised rendering application in the DRM Agent may also result in the loss of
Protected Content. The DRM Agent implementation must therefore be robust and ensure that it only
provides unprotected Protected Content to trusted rendering applications.

« A compromised Rights Issuer may result in the dimate of any of the following:

i The Rights Issuer's private key
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ii. Domain keys for any Domain administered by the RI
iii. Rights Object Encryption Keys
iv. Content Encryption Keys
V. Protected Content
Again, the protection of these assets in Rl impletat#ons is crucial to the correct functioning loé tOMA DRM.
* The effects on a PKI of a compromised CA or OCSBpRrder is discussed, e.g., in [RFC3280] and [RBGRS

The OMA DRM system relies on certificate revocation for minimizing the damages of a compromised entity. DRM
Agents and Rls must always verify that the entity they are communicating with has not been compromised by
checking the entity's certificate status. Further, in Domain settings, RIs may protect against undetected DRM
agent compromise by regularly upgrading Domain Generations as described in Section 8 of [DRM-v2].

C.1.5.25 Additional Impact of Entity Compromise du e to Subgroup Key
Management

Compromise of BCAST 1.0 DRM agent results in the compromise of services beyond services subscribed to by
the DRM agent. This is due to the collusion vulnerability in the group key management system used in this
specification. Specifically, two compromised DRM agents can recover the keys corresponding to the keys of all
the DRM agents within a BCAST subgroup. More TBD.

C.2 Security Considerations

C.2.1 Handling Weak Keys

When applying a cryptographic algoritm, the usaveék keys SHOULD be avoided. At the time of thigiwg there are no
specified weak keys for use in AES. This does mgly that weak keys do not exist. If, at some parget of weak keys for
AES is identified, the use of these weak keys SHAklLavoided and rejected within the network.

C.2.2 Handling OCSP Grace Period

If a device without a return channel inspects &éfeesate, because the user wants to consume cextaitent for which he/she
has acquired the GRO, and the device finds outttiee® CSP response of the certificate chain hasezkghen the device is
still allowed to use it for a short period of tirdering which the user has time to set the proaessation through which the
device will receive a new OCSP response. This mireaighe user can enjoy the content he/she wittedrtb consume
straight away, at the expense of a slightly incedasecurity risk of being able to use possibly campsed certificates for a
somewhat longer time.

A device in broadcast-only mode SHALL implement tinace period mechanism.
* The device checks periodically a particular oRdlcontext for expiration.

1) If a Rl context is expired, the device displaysC®SP response expiry reminder for the associatediext. The
reminder notifies the user that the user needeta gew OCSP response (of course in terms thegracan
understand like "Call this number with this messplgase")

2) Until this OCSPresponse expiry reminder is invokezldevice will be rendered inoperable, but onlyeilation with
the associated RI (context) as described below:

a. Accessing an OMA BCAST Service Guide for purchasstiil allowed.

b. The device SHALL be rendered inoperable for anygpase protocol or playback of future content. The
device MAY use stored BCROs to play old contentvibich the device obtained GROs, but SHALL NOT
use these BCROs for new content received afteretiegistration request until the device receivégksh
OCSP response or is re-registered with the RI.
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3) A device SHALL be allowed to use an expired OCSP response for a pre-defined grace period. The grace
period SHALL NOT be more than the OCSP response’s lifetime (the difference between the nextUpdate
and thisUpdate fields in the OCSP response), and MUST NOT exceed 48 hours.. During the grace
period, the device can use the expired OCSP response.

a. The grace period is for a one-time use only.
b. The Device SHALL support secure DRM time.
c. Rulesin GROs SHALL have precedence over the O@Sponse grace period usage.

4) If the secure timer (i.e. grace period) expires afficcssh OCSP response has not been receivedetieedvill be
rendered inoperable, but only in relation with #ssociated RI (context) as described below:

a. Accessing an OMA BCAST Service Guide for purchasstiil allowed.

b. The device SHALL be rendered inoperable for anygpase protocol or playback of future content. The
device MAY use stored BCROs to play old contentWibich the device obtained GROs, but SHALL NOT
use these BCROs for new content received aftarethegistration request until the device receivéesh
certificate chain or is re-registered with the RI.

A device in broadcast mode MAY implement a mechartis automatically schedule the certificate chgidates.

1) An update (powerup/powerdown) timeslot is programmewhich the RI will transmit the certificate éghaThe
timeslot may be obtained from the OMA BCAST Servi@de. The device SHOULD parse the received OMA
BCAST Service Guide data to find a time at whicba receive a certificate chain update. Noteitiraty be the
case that certificate chain updates are broadoasinciously. See Sectid®.8 for more details.

2) Upon power down before update the device may displaarning message that the device needs to ujidate
device chain. An example might look like: "Do natwer off device. Device will perform update durixgyy h".

The device will be powered up and down in timesboyy h to pick up the message to update the Rifimate chain
(notably the OCSP response).

C.3 ROAP XML schema extensibility (normative)

This appendix defines extension hooks on top ofXR& 2.0 ROAP XML schema which are in line with theensibility
mechanism proposed by DRM 2.1 for forward compliybiThe extensions in the XBS XML schema [DRM2@eBdcast-
Extensions-ROAP-XSD] are based on these hooks.

In the sections below, additions to the DRM 2.0 Xktthema are denoted tBd text in italics.

C.3.1 The Response Type

The abstract Response type is defined in [DRM-v2] Section 5.3.5 as a basis to derive ROAP responses by
extension from this type. All responses contain a status attribute that indicates whether the preceding request
was successful or not. To enable future extension, the XML schema below changes the data type of the status
attribute to “string”. The currently specified status messages are defined in the Status type defined listed in
Section 5.3.6 of [DRM-v2].

<complexType name="Response" abstract="true">
<attribute name="status" type= "string" use="required"/>
<attribute name="errorMessage” type="string"/>
<attribute name="errorRedirectURL" type="anyURI ">
</complexType >

C.3.2 The ExtensionContainer type

The ExtensionContainer type inherits from the Extension type defined in [DRM-v2] Section 5.3.7 may be sent
as an extension with any ROAP message, potentially next to other extensions (including other
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ExtensionContainers). An ExtensionContainer may contain as child elements any currently optional or currently
unknown (because defined in a subsequent versions of OMA DRM) ROAP features supported by a Device or an
RI.

The extensions inside an <ExtensionContainer> may be a mixture of supported, unsupported and unknown
extensions to the receiving party. If the <ExtensionContainer> is marked as non-critical , then the receiving
party MUST disregard any unsupported or unknown children. Extensions inside a non-critical ExtensionContainer
that are supported by the receiving party MUST be handled as specified in this document.

If the ExtensionContainer is marked as critical and it contains an unknown or unsupported child element, then:
» areceiving RI MUST respond with an UnknownCriticalExtension-status to the Device
* areceiving Device MUST discard the ROAP PDU

<complexType name="ExtensionContainer">
<complexContent>
<extension base="roap:Extension">
<sequence>
<any namespace="##any" processContents="lax " maxOccurs="unbounded"/>
</sequence>
</extension>
</complexContent>
</complexType>

C.3.3 Extending the Rights Object Payload type

The ROPayload type defined in [DRM-v2] Section 5.3.7 is extended as given below.

Further elements MAY be included into the ROPayload after the <encKey> element. Devices MUST disregard
any unknown elements.

<!-- Rights Object Definitions -->
<complexType name="ROPayload">
<sequence>
<element name="riID" type="roap:Identifier"/>
<element name="rights" type="o0-ex:rightsType"/>
<element name="signature" type="ds:SignatureTyp e" minOccurs="0"/>
<element name="timeStamp" type="dateTime" minOc  curs="0"/>
<element name="encKey" type="xenc:EncryptedKeyT  ype"/>
<any processContents="lax" minOccurs="0" maxOcc urs="unbounded"/>
</sequence>
<attribute name="version" type="roap:Version" use ="required" />
<attribute name="id" type="ID" use="required" />
<attribute name="stateful" type="boolean"/>
<attribute name="domainRO" type="boolean"/>
<attribute name="riURL" type="anyURI"/>
</complexType>

C.3.4 Extending the ROAP Trigger type

The ROAPTrigger type has been defined in [DRM-v2] Section 5.2.1. In this section, the ROAP Trigger types are
reformulated keeping the same semantics as the original schema but allowing for easier integration of future
extensions. Based on the reformulation, an extensible trigger is added to this definition.

<complexType name="BasicRoapTrigger">
<sequence>
<element name="rilD" type="roap:ldentifier"/>
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<element name="riAlias" type="string" minOccu rs="0"/>
<element name="nonce" type="roap:Nonce" minOc  curs="0"/>
<element name="roapURL" type="anyURI"/>
</sequence>
<attribute name="id" type="ID"/>
</complexType>

<complexType name="DomainTrigger">
<complexContent>
<extension base="roap:BasicRoapTrigger">
<sequence>
<element name="domainID" type="roap:Domainl  dentifier" minOccurs="0"/>
<element name="domainAlias" type="string" m inOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="ROAcquisitionTrigger">
<complexContent>
<extension base="roap:DomainTrigger">
<sequence>
<sequence maxOccurs="unbounded">
<element name="rolD" type="ID"/>
<element name="roAlias" type="string" min Occurs="0"/>
<element name="contentID" type="anyURI" m  inOccurs="0" maxOccurs="unbounded"/>
</sequence>
</sequence>
</extension>
</complexContent>
</complexType>

<complexType name="ExtendedRoapTrigger">
<complexContent>
<extension base="roap:BasicRoapTrigger">
<sequence>
<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>
</sequence>
<attribute name="type" type="string" use="r equired”/>
</extension>
</complexContent>
</complexType>

<!-- ROAP trigger -->
<element name="roapTrigger" type="roap:RoapTrigger" />
<complexType name="RoapTrigger">
<annotation>
<documentation xml:lang="en">
Message used to trigger the device to initiat e a Rights Object Acquisition Protocol.
</documentation>
</annotation>
<sequence>
<choice>
<element name="registrationRequest" type="roa  p:RegistrationRequestTrigger"/>
<element name="roAcquisition" type="roap:ROAc quisitionTrigger"/>
<element name="joinDomain" type="roap:DomainT  rigger'/>
<element name="leaveDomain" type="roap:Domain  Trigger"/>
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<element name="extendedTrigger" type="roap:Ex  tendedRoapTrigger"/>

</choice>
<element name="signature" type="ds:SignatureTyp e" minOccurs="0"/>
<element name="encKey" type="xenc:EncryptedKeyT  ype" minOccurs="0"/>

</sequence>

<attribute name="version" type="roap:Version"/>

<attribute name="proxy” type="boolean’/>

</complexType>

Future versions of OMA DRM MAY define additional ROAP triggers that can be received by implementations of
this version of OMA DRM. In this case the <roapTrigger> element carries an <extendedTrigger> element,
containing details of the requested protocol. The <extendedTrigger> element SHALL validate against the
ExtendedRoapTrigger type defined in this specification. It SHALL contain a type attribute signalling the protocol
that is triggerred by the <extendedTrigger> element. The type attribute is used to determine whether or not this
trigger is known. Unknown triggers MUST be disregarded.

The ExtendedRoapTrigger type provides a forward-compatible structure forhe ExtendedRoapTrigger type
defines the structure all future ROAP triggers SHALL be valid against in order to support forward compatibility.
The <any> wildcard in this structure defines the location for all future extensions by additional elements. To signal
the initiation of a new protocol, future specifications may introduce new extended ROAP triggers. For such future
triggers, either the existing ExtendedRoapTrigger type contains all the needed information, or some additional
elements are needed to be included. In the former case, the currently defined ExtendedRoapTrigger type can be
re-used by defining a new fixed value for the type attribute to signal the triggered protocol. In the latter case, it is
advised to derive a new type (e.g. by extending the BasicRoapTrigger type), adding the needed elements and
defining a type attribute with a fixed value to signal the triggered protocol.

The definition of the BroadcastRegistrationTrigger type in Section 7.3.1provides an example of how to define
extended triggers with additional elements.

C.4 XML schema (normative)

This specification reuses and extends the OMA DRM v2.0 ROAP protocol suite defined in [DRM-v2]. Extensions
are compliant with the extensibility mechanism defined in Appendix C.3 of this specification.

ROAP PDUs used by or defined in this specification:

»  SHALL conform to XML schema [DRM20-Broadcast-Extensions-ROAP-XSD].

»  SHOULD include in top-level element the “xsi:schemalocation” attribute associating
"urn:oma:bac:dldrm:roap-1.0" namespace with a valid URL pointing to schema location of [DRM20-
Broadcast-Extensions-ROAP-XSD] in OMNA repository

All ROAP messages conforming to this specification SHALL set the version attribute to “1.0”".
The ROPayload version attribute SHALL be set to “1.0".
The REL messages SHALL have version “2.0".

Note that [DRM20-Broadcast-Extensions-ROAP-XSD] imports from (and depends on) [DRM20-Broadcast-
Extensions-OMADD-XSD], which holds the extensions to DRM REL v2.0.

C.5 Forward Compatibility (Informative)

It is expected that OMA will continue to develop its DRM enabler to enable new features on new devices and
services. At the same time implementations of this version of the OMA DRM enabler will be used in the market.
This means that users will own and use Devices that implement different versions of OMA DRM with the same
services and/or in the same domain. For this purpose, this enabler specifies where the protocols and datatypes
may be extended and the behaviour of the DRMAgent in case it encounters unknown extensions.
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The XML schema defined in Appendix C.3 explicitly enables forward compatibility using wildcards at selected
locations. Future version of OMA DRM and also of other enablers that use OMA DRM are advised to specify their
extensions to OMA DRM ONLY at the location of these wildcards, using the types provided in the schema. In this
way a message or data structure that is valid in the future version of OMA DRM or the other enabler, will also
validate against the XML schema defined in Appendix C.3. Every conformant implementation will be able to parse
the message or data structure and correctly deal with its content. The behavior of a DRM Agent that receives a
message or data structure that does NOT validate against the XML schema specified in Appendix C.3 is
undefined. It is possible that the message or data structure is discarded completely.

This appendix contains a number of examples of how the wildcards can be used for future extensions that are
correctly handled by OMA DRM implementations. This appendix does not contain examples on how such future
extensions may be specified in future versions by using XML-schema and/or specification text. The extensions to
OMA DRM 2.0 defined in this specification (TokenAcquisitionTrigger, broadcastRegistration,
broadcastRegistrationRequest) may serve as examples.

C.5.1 ROPayload with future extensions

This is an example of a possible future ROPayload. The future modifications are marked in a bold typeface. In
this example, the ROPayload:

1. is of version 2.3

2. contains in addition to a play-permission (alreddfine in OMA DRM 2.0) a “NewKindOfPermission”-peission
(unknown in OMA DRM 2.0)

3. some additional elements in the ROPayload, appeafiedall elements known from OMA DRM 2.0.

Implementations of OMA DRM 2.0 are expected to disregard the unknown permission and additional elements
but to correctly handle the ROPayload and thus potentially grant the known play permission.

<roap:protectedRO
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<roap:ro id="n8yu98hy0e2109eu09ewf09u" domainRO="true" version="2.3" riURL="http://www.ROs-r-us.com">
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</keyldentifier>
</riID>
<rights o-ex:id="REL1">
<o-ex:context>
<o-dd:version>2.3</o0-dd:version>
<0-dd:uid>RightsObjectiD</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:asset>
<o-ex:context>
<0-dd:uid>ContentID</o-dd:uid>
</o-ex:context>
<o-ex:digest>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>bLLLc+Um/5/NvmYKiHDLaErKOfk=</ds:DigestValue>
</o-ex:digest>
<ds:Keylnfo>
<xenc:EncryptedKey>
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<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>EncryptedCEK</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:Keylnfo>
</o-ex:asset>
<0-ex:permission>
<o-dd:play/>
</o-ex:permission>
<o-ex:permission>
<NewKindOfPermission />
</o-ex:permission>
</o-ex:agreement>
</rights>
<signature>
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www. rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default"/>
<ds:Reference URI="#REL1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>slo5hb+id8JtuOMNKs12=drf5+3df= </ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>j6lwx3rvEPOOvKtMup4NbeVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
</signature>
<encKey Id="K_MAC_and_K_REK">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<roap:domainiD>Domain-XYZ-001</roap:domainID>
</ds:Keylnfo>
<xenc:CipherData>

<xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urewOuderty5346wq</xenc:CipherValue>

</xenc:CipherData>
</encKey>
<NewUnknownFeatureDefined in 2.1/>
<NewUnknownFeatureDefined in 2.3/>
</roap:ro>
<mac>
<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#hmac-shal"/>
<ds:Reference URI="#n8yu98hy0e2109eu09ewf09u">
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<ds:Transforms>
<ds:Transform Algorithm=http://www.w3.0rg/2001/10/xml-exc-c14n#/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>slo5hb+id8JtuOMNKs12=drf5+3df=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4NbeVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>
</ds:Keylnfo>
</mac>
</roap:protectedRO>

C.5.2 ROAP-PDU with future extensions

This is an example of a possible future joinDomainResponse. The modifications are marked in a bold typeface. In
this example, the ROAP-PDU contains two new extensions, unknown in OMA DRM 2.0. Implementations of OMA
DRM 2.0 are expected to recognize these extensions as extensions of an unknown type. Since one of the
extensions is marked as critical, OMA DRM 2.0 implementation must discard the ROAP PDU.

<roap:joinDomainResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
status="Success">
<devicelD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</hash>
</keyldentifier>
</devicelD>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
<hash>aXENc+Um/9/NvmY KiHDLaErKOfk=</hash>
</keyldentifier>
</riiD>
<nonce>32efd34de39sdwefqwer</nonce>
<domaininfo>
<notAfter>2004-12-22T03:02:00Z</notAfter>
<roap:domainKey>
<encKey ld="Domain-XYZ-001">
<xenc:EncryptionMethod
Algorithm="http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128"/>
<ds:Keylnfo>
<roap:X509SPKIHash>
<hash>vXENc+Um/9/NvmYKiHDLaErKOgk=</hash>
</roap:X509SPKIHash>
</ds:Keylnfo>
<xenc:CipherData>

<xenc:CipherValue>231jks231dkdwkj3jk321kj321j321kj423j342h213j321jh321jh2134jhk3211fdslfdsopfespjoefwo
pjsfdpojvctdw925342a</xenc:CipherValue>
</xenc:CipherData>
</encKey>
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHash">
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<hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>
</keyldentifier>
</riID>
<mac>ewqrewoewfewohffohr3209832r3</mac>
</roap:/domainKey>
</domaininfo>
<certificateChain>
<certificate>MIIB223121234567</certificate>
<certificate>MIIB834124312431</certificate>
</certificateChain>
<ocspResponse>miibewqoidpoidsa</ocspResponse>
<extensions>
<extension xsi:type="ExtensionContainer " critical="true”>
<newCriticalUnknownExtensionElement/>
</extension>
<extension xsi:type="ExtensionContainer " critical="false”/>
<newNonCriticalUnknownTypeofExtension>
</extension>
</extensions>
<signature>d93e5fue3uel0ue2109uelueoidwoijdwe309u09ueqijdwgijdwg09uwqwqi009</signature>
</roap:joinDomainResponse>

C.5.3 ROAP Response with future status code

This is an example of a possible future leaveDomainResponse. The modifications are marked in a bold typeface.
In this example, the leaveDomainResponse is unsuccesful, for a reason not specified by OMA DRM 2.0. RI
implementations of this specification are expected to treat this as an “Abort” error code.

<roap:leaveDomainResponse
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
status="NoSuccessForFutureReason ">
</roap:leaveDomainResponse>

C.5.4 New type of ROAP Trigger

This is an example of a possible future ROAP Trigger. The modifications are marked in a bold typeface.
Implementations of OMA DRM 2.0 are expected to disregard unknown triggers.

<roap:roapTrigger
xmins:roap="urn:oma:bac:dldrm:roap-1.0"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
version="1.0">
<extendedTrigger type="someTriggerName">
<rilD>
<keyldentifier xsi:type="roap:X509SPKIHas h">
<hash>aXENc+Um/9/NvmYKiHDLaErKOfk=</h ash>
</keyldentifier>
</riiD>
<roapURL>http://ri.example.com/ro.cgi?tid=qw68  3hgew7d</roapURL>
<FirstAdditionalElement/>
<SecondAdditionalElement/>
</extendedTrigger>
<signature>
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<ds:Signedinfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#hmac-shal"/>
<ds:Reference URI="#de32r23r4">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>/slo5hb+id8JtuOMNKs12=drf5+3df=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>j6lwx3rvEPOOVKtMup4NbeVu8nk=</ds:SignatureValue>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC"/>
</ds:Keylnfo>
</signature>
<encKey ld="K_MAC">
<xenc:EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<roap:domainID>Domain-XYZ-001</roap:domainID>
</ds:Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>32fdsorew9ufdsoi09ufdskrew9urewOuderty5346wqg</xenc:CipherValue>
</xenc:CipherData>
</encKey>
</roap:roapTrigger>

C.6 Checksum Algorithms

According to empirical research by [VERHOEF_196% tikelihood of errors is expressed as:

nr error representation relative likelihood in
%

1 | single substitution a=>b 60 to 95

2 | single adjacent transpositions ab =>ba 10to 20

3 | twin errors aa =>bb 0,5t0 1,5

4 | jump transpositions acb =>bca 0,5t01,5
(Longer jumps are even rarer)

5 | phonetic errors (phonetic, because in some |layeguthe two have | a0 => la 0,5t01,5
similar pronunciation, e.qg., thirty and thirteen) where a={2,..,9}

6 | adding or omitting digits 10to 20

Key:

a <> b, while ¢ can be any decimal digit.

The most common errors are therefore errors 1d%akrror 6 is easily detected. Following sectierplain a method to
detect other errors.

C.6.1 Checksum on ARC
Definition :

The checksum on the ARC is calculatedbyrc
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Taken=12,r=2 andp=11. We consider the code defined byth2 following check equations:

8*cl + 8*c2 + 6*c3 +...+ 1*c11 = 0 (modulo 11)
3*cl + 6*c2 + 4*c3 +...+ 1*¢12 = 0 (modulo 11)

In other words, a string,c2,...,c12) with elements from#is a codeword if and only if it has inner produet@(modulo
11) with both rows of the following matrix1:
nl n2 n3 n4d n5 n6 n7 n8 n9 nl0 nll nl2

8 | 8|6 | 5|10/ 5]|]6|4]1 4 1 0
3| 6|42 |6 |8]2 1] 2 4 0 1

H1

Error detection simply takes place by checkindné teceived word r = (r1,r2,...,r12) satisfies the parity check equations.
Encoding can for example be done as follows: cho@se?,...,c10 in any way. If we define

c11 =- (8*cl + 8*c2 + 6*c3 +...+ 4*c10) modulo 11
cl2 =- (3*cl + 6*c2 + 4*c3 +...+ 4*c10) modulo 11

then (c1,c2,...,c12) is a codeword. We can viewarid c12 as parity check digits. Note that we neayrict c1,c2,...,c10 to
be any of the numbers 0,1,2. .. ,9. Any of the padty check digits can be '10’. This '10’ can tepresented by an
alphanumerical character different from 0,1, 9, for example X or Z.

Decoding is done by:

cll=(8*cl + 8*c2 + 6*c3 +...+ 1*c11) modulo 11
cl12 = (3*cl + 6*c2 + 4*c3 +...+ 1*c12) modulo 11

From this table, we draw the following conclusions.
» All single and double substitution errors are dietéc
» All single and double transposition errors are ceie.

* Any combination of a substitution error in positib®, and transposition error in positions not inifg position 12
is detected.

» A substitution error not in position 12 "matchegaetly one transposition error. About 1% not detdct

where a transposition is ab => ba and a substitigia => b.

Example :

Note: following example illustrates the use of #ghgorithm on valid ARC as input number :
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position (n) 1 2 3 4 5 6 7 8 9 10 11 12

input number | 1 | 6 | 6 | 0 | 8 | 7 | 3 | 1 | 0 | 1 | choose a digit (0..9)

matrix H1 8|8|6|5[10{5|6]|4]|1]4]|1]0 line for C11 & S11
2|6|8]2]1]2]4]0]1 line for C12 & S12

coding checkdigit = -sum(n1..n10) mod 11

c11 6 |48|36] 0 [80/35(18] 4 |0 | 4 9

C%33624048566104 9

codeword |1|6|6|0|8|7|3|1|0|1|9|9|

decoding checkdigit = +sum(n1..n11 or n12) mod 11

S11 8 |48|36| 0 (80(35(18/4]|0[4]9]|0 0

S12 3136/24)1 0 |48|56(6|1]0]4]0]9 0

C.6.2 Checksum on UDN

Definition

The checksum on the UDN is calculatesthybpn

We use codes over Zp, the integers modulo p,where p=11. That is to say, codewords are strings with entries from
for {O,l,....p —1} . We consider codes of length n defined by r parity equitions: a string (CZL CZ...,Cn) with
elements from Zp is a codeword if and only if it satisfies the following equations:

for | = lZ,..r,Zn:aj(i)cj = 0(modp)

j=1

We now describe a [20,17] code, that is defined @@esymbols from Z1 using the three following check equations as
described in the matrix H3 below:

Taken=17,r=3 andp=11. We consider the code defined byrthe following check equations:

10*cl + 1*c2 + 9*c3...+ 8*c17 = 0 (modulo 11)
0*cl + 1*c2 + 0*c3...+ 7*c17 = 0 (modulo 11)
1*cl + 0*c2 + 1*c3...+ 8*c17 = 0 (modulo 11)

In other words, a string,c2,...,c20) with elements from#is a codeword if and only if it has inner produet@(modulo
11) with the rows of the following matri{3:

nl n2 n3 nd n5 n6 n7 n8 n9 nl0 nll nl2 nl3 nl4 nl5 nl6 nl7 nl8 nl9 n20
1 0 1 0 1 0 1 0 1 0 1 2 3 4 5 7 8 1 0 0
H3 0 1 0 1 0 1 0 1 0 1 0 1 2 3 4 6 7 0 1 0
10 | 1 9 2 8 3 7 4 6 5 4 5 7 10 3 2 8 0 0 1

Error detection simply takes place by checkindnéf teceived word r = (r1,r2,...,r20) satisfies tiree¢ parity check
equations. Encoding can for example be done asasl|

Choose c1,c2,...,c17 in any way. If we define
c18 =- (10*cl + 1*c2 + 9*c3 +...+ 8*c17) modulo 11
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€19 =- (0*cl + 1*c2 + 0*c3 +...+ 7*c17) modulo 11
c20 =- (1*cl + 0*c2 + 1*c3 +...+ 8*c17) modulo 11

then (c1,c2,...,c20) is a codeword. We can view ¢18 and c20 as parity check digits. Note thahves restrict
cl,c2,...,c17 to be any of the numbers 0,1,2..Any of the three parity check digits can be Ihis 10’ can be
represented by an alphanumerical character différem 0,1,. . . ,9, for example X or Z.

Decoding is done by:
c18 = (10*cl + 1*c2 + 9*c3 +...+ 1*c20) modulo 11

¢c19 = (0*cl + 1*c2 + 0*c3 +...+ 1*c19) modulo 11
€20 = (1*cl + 0*c2 + 1*c3 +...+ 1*c18) modulo 11

Summarizing, the code defined with H3 detects afirerof any of the following types:
» Single and double substitution errors.
» Single and double transposition errors.
* Any combination of a single substitution error ansingle transposition error.

» All three consecutive substitution errors.

where a transposition is ab => ba and a substitigia => b.

Example :

N.b.: following example illustrates the use of #igorithm on valid UDN as input number :

position (n) 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20
lel2]s[7]oflal2lals]s[2]o]s]6]7]

(&)}

inputnumber | 8 |

matrix H3 1/0f(1]j]O0]1]j]O0f1]O0|l1]|]O0|1|2|3|4|5|]7|8|]1]0]0O line for C20 & S20
3|14|6|7|0([1]O0 line for C19 & S19
10/1/9|2|8|3|7|4|]6|5|4|5]|]7]|10]3|2]|]8|0]0]1 line for C18 & S18
coding checkdigit = -sum(n1..n17) mod 11
c18 0 6 8 0 2 5 6 6 36 25 42 56 9
C19 0O 5 0 2 0 7 O 1 O 1 O 3 4 27 20 36 49 10
C20 80 5 54 4 64 21 0 4 12 5 20 15 14 90 15 12 56 2
codeword | 8|5 |6|2|8|7]ol1]l2][1]s]3]2]ols]e]l7]0]10]2]
decoding checkdigit = +sum(n1..n18 or n19 or n20) mod 11
S18 80 5 54 4 64 21 0 4 12 5 20 15 14 90 15 12 56 O O 2 0
S19 0O 5 0 2 0 7 0O 1 0 3 4 27 20 36 49 0 10 O 0
S20 8 0 6 0 8 0 O O 2 0O 5 6 6 36 25 42 5 9 0 O 0

C.7 Status and Error Message Handling

This section describes the status and error vétasse in the 1-pass protocols for broadcast @svic
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The Status field is a binary value. Upon receip ofiessage for which Status is not "Success",efeutl behaviour, unless
explicitly stated otherwise below, is that both Bieand the Device SHALL immediately close the cection and terminate
the protocol. Rl systems and Devices are requoatbtete any session-identifiers, nonces, keygoasécrets associated
with a failed run of the protocol.

When possible, the Device SHOULD present an apatgperror message to the userb.

The service cannot continue due to an error.
Please contact customer service at:
XXXX-XXX-XXXXXXX

and notify the short UDN:
XXXX XXXX
with following errorcode
XXX

An example dialogue showing an error
Figure 36: Sample notification display
Note: The error codes should be displayed as e ttiggt decimal number. Refer to Table 49 for arrgiew of possible
error codes.

Table 49: Status/Error codes

Status / Error valueg, comment

Success 0x00

NotSupported 0x03

DeviceTimeError 0x0B

InvalidDomain 0x0D

DomainFull Ox0E

ForcelnteractiveChannel 0Ox11

ForceOobChannel 0x12

Reserved for future use 0x11-OxFF

NotSupported: indicates the Device made a request for a featumently not supported by the RI.

DeviceTimeError: indicates that Rights Issuer request a DevicetttheeDevice DRM Time with a new value and report
the time drift to the Rights Issuer.

InvalidDomain: indicates that the request was invalid due to araognized Domain Identifier.
DomainFull: indicates that no more Devices are allowed to flesnDomain.

ForcelnteractiveChannel: indicates that the RI forces a Mixed-mode Devizexclusively use its interaction channel and
not its OOB channel.

ForceOobChannel:indicates that the RI forces a Mixed-mode Devizexclusively use its OOB channel and not its
interaction channel.

® Note: It is the sequence of the defined valuesithgpecified. The use of dashes as the delingtehown with an example placement to
be consistent with the examples used elsewhehgsrspecification. The text portion of this scréeshown as an example only; there is
no implied requirement to duplicate the exact wogddr formatting shown. The numeric fields SHALLibeluded as defined above
(please note: the short UDN will only be displagdigr the first registration, when that data isilabée for display).
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C.8 Time and Date Conventions

C.8.1 Specification of the mjdutc format
The mjdutc format is a 40-bit field that represedage and time.
The first (left) 16 bits SHALL contain the 16 leasgnificant bits of ‘MJD’ from Annex C of [ETSI EIS00 468] V1.7.1.

If the first (left) 16 bits of the mjdutc field atess than 15079, these 16 bits SHALL represeiaievfor MID of 65536 +
the value of the first (left) bits of the mjduteli.

NOTE The first (left) 16 bits of the mjdutc fieldpresent the inclusive dates 1900 March 1 to 20&1l 25.

The last (right) 24 bits of the mjdutc field repeastime. They SHALL be coded as 6 digits in 4Biitary Coded Decimal
(BCD).

EXAMPLE 93/10/13 12:45:00 is coded as "0xC07912450

C.8.2 Local Time Offset

This 16-bit field contains the current offset tifn@m UTC in the range between —12 hours and +13shauthe area which is
indicated by the combination of country_code angnty_region_id in advance. These 16 bits are cedefl digits in 4-bit
BCD in the order hour tens, hour, minute tens, raimites.

The positive or negative offset from the UTC isigaded with the 1 bit local_time_offset_polaritfthis bit is set to "0" the
polarity is positive and the local time is advanted TC. (Usually east direction from Greenwictihis bit is set to "1" the
polarity is negative and the local time is behintidJ Please note that the local_time_offset_polasitgpresented by the
first bit of the first nibble representing the haens field. The first nibble of the local_time_s#f is therefore encoded as
follows:

Table 50: Local time offset coding

local_time_offset_polarity offset hour tens first ibble
0(.e "+" 0 0000
0 (i.e. "+" 1 0001
1(.e."" 0 1000
1@G.e."" 1 1001

C.9 RSA Signatures under PKCS#1

RSA signatures SHALL be made as described by tipdeimentation guidelines of [PKCS #1] v2.1: RSA GQography
Standard, RSA Laboratories, June 14, 2002.

The scheme SHALL be RSA + SHAL. There are two awibescribed in the [PKCS#1] as they are RSASSA&ES
RSASSA-PKCS1-V1_5

Since OMA DRM 2.0 is used for interactive mode pémtion and uses RSASSA-PSS, this specificatioAl&Hlso use
RSASSA-PSS to sign the binary messages for broaduade of operation.

C.10 C-Style Types

Following abbreviated types are used in the documen

type name description remark
bslbf bit serial leftmost bit first
mjdutc modified julian date UTC Refer to Appendix8CGor the
specification of this type.
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uimsbf unsigned integer most significant bit first |

All fields marked as reserved for future use SHAl4 set to the value 0, when not used.

All fields marked as reserved SHALL be set to va@lyand never to any other value.

C.11 Tag Length Format for keyset block

C.11.1 Syntax Definition

A Tag Length Format (TLF) is defined to identifyetheyset_items in the keyset_block. A keyset_iteidéntified by
following syntax:

<tag> [optional <clarifier>] <length> <keyset_item>

Following values are defined and SHALL be used:

tag values:

This is a 4 bit field (bslbf) indicating the tagatruniquely identifies the keyset item.

Table 51: Defined tag values

Keyset_item Tagy remark

UGK 0000

SGK 0001

UDK 0010

UDF 0011

BDK 0100

SBDF 0101 shortform_domain_id

LBDF 0110

RIAK 0111

TDK 1000

flexible_device_data() 1001

FSGK block 1010

reserved for future use 1011-1101 not used invikision of the spec

TAA_descriptor 1110 For the specification of
TAA_decscriptor, see C.11.3.
If present in a keyset block, the
TAA_descriptor shall be the first
keyset item

reserved for future use 1111 not used in this varef the spec

NOTE:
* The keyset items SHALL be included in the ordethef table above.

* The keyset SHALL include only one instance of tbikofving keys: UGK, UDK, UDF, RIAK and TDK.

* Ifincluded the SGKs (8 or 9) SHALL follow in fagin SGK1..n.

e The keyset MAY include zero or more domain setsKBBBDF, LBDF). If included the SBDF SHALL follovhe
BDK it belongs to, followed by the optional LBDFathbelongs to the aforementioned SBDF.

clarifier (optional):

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DRM_XBS-V1_0-20080807-C Page 183 (205)

This is a 10 bit field (bslbf) can be used to imdécthe following possible values:

* in case the preceding <tag> value indicates a Std&field represents the position of a SGK in Hie Naor tree.
* in case the preceding <tag> value indicates a LBiX¥-field represents the length on the LBDF inelsyt

» in case the preceding <tag> value indicates flexitevice data this field represents the lengthef t
flexible_device_data in bytes.

* in case the preceding <tag> value indicates an FBIG&K, this field represents the length of the KSsfock in
bytes. The <length> field indicates the type of B&5Ks as shown in Table 52.

o Ifthe zero-message broadcast encryption scheoeeid, the FSGKs are stored in the FSGK block in
descending order from root to leaf (the root itself included). The maximum size of the keyset_itdm
1023 bytes is sufficient to hold a maximum of 3¥skef length 256 bits each. This definition is défibr
zero-message broadcast encryption method.

o If the One-Way Function Tree (OFT) scheme is useé @ppendix C.17.3), the FSGK block contains the
blinded keys and the device key. No blinded keysHe root level and the first level under the raw
transmitted. The other blinded keys follow in thrder from root to leaf, after which the device key
follows.

0 When Flexible Subscriber Groups are used withdarbadcast encryption scheme, the FGSK block
contains only one FSGK, which is used as DEK wineeessary.

If keyset_item == 0001 (i.e. SGK) then the optiofigld "clarifier" SHALL indicate the position oht SGK as a node in the
[FIAT NAOR] tree. Wherm = groupsize, then = log m, wheren is number of SGKs that have to be transmittedh¢o t
Device by the registration process. Possible mositior these SGKs in the tree af&-2 (the root cannot contain an SGK).
Therefore parameter "position" is expressed witlil®to express 1023 nodes in a tree. The MSBheillised as binary
indicator to indicate if the SGK position is andmal node (MSB = 0) or a leaf (MSB = 1). Bit pasis 2..10 (from left to
right LSB) are used in binary format as an indmatbf the node and leaf position. Internal nodatlaafs SHALL be
numbered according to Appendix C.17.1. The leaGkae numbered from left to right, starting atbheary value
1000000000.

describing the use of the clarifier for length of IBDF:

If LBDF is included the optional field "clarifietiescribes the variable length of the LBDF in kits described in C.11.2.

length values:

This is a 3 bit field (bslbf) indicating the lengtifia keyset item. This field SHALL be present &irkeyset items except for
the LBDF keyset item and the flexible_device dtgeni

Table 52: Defined length values

(key)length prescriber Length, remark

128 hit AES 000

192 hit AES 001

256 bit AES 010

5 byte Eurocrypt 011

6 byte 100 SBDF

reserved for future use 101-111 not used in thisior of the

specification

Note: In case of the LBDF there is no extra lerfgghil, since the length value is indicated by traitier.
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format of flexible_device_data

If a Device is assigned to a Flexible Subscribeyupr the flexible _device_data() structure is ineldidit contains
information about the Flexible Subscriber Group had the following format:

Table 53: Format of flexible_device_data()

Field Length Type
flexible_device_data() {
flexible_group_address variable OMADRMGroupAddresg)
flexible_position_in_group variable OMADRMPositioninGroup()
flexible_group_size_indicator 5 uimsbf
broadcast_encryption_scheme 2 uimsbf

flexible_group_size_indicator:when the device is assigned to a Flexible Subscfroup, this 5-bit field indicates the size
of that Subscriber Group. When flexible_group_simdicator contains a value the Subscriber Group has a size of 2
Devices.

broadcast_encryption_schemeindicates which broadcast encryption scheme id bygehe RI. The number of Flexible
Subscriber Group Keys (FSGKSs) depends on the $iteed-lexible Subscriber Group and the used brastdencryption
scheme. Table 54 explains this in more detail.

Table 54: The meaning of broadcast_encryption_schemn

value of broadcast_ name of the broadcast number of FSGKs by a value of value of nodenumber_
encryption_ encryption scheme used  Flexible Subscriber flexible_bitmask_ present
scheme Group of size ® present

00 no broadcast 1 TRUE FALSE
encryption scheme
used
(DEK equal to the
sole FSGK)
01 zero-message k TRUE FALSE
broadcast encryption
(DEK calculated by
the method of
Section 10.3.4.4)
10 one-way function k FALSE TRUE
tree
(DEK calculated by
the method of
Appendix C.17.3)
11 reserved for future - - -
use

TLF examples

E.g.1: A 5 byte Eurocrypt address implementingUié- is coded as:
<0011> <011> <UDF>
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E.g.2: A 48 bits SBDF address is coded as:
<0101> <100> <SBDF>

E.g.3: A LBDF address of 105 bytes is coded as:
<0110> <1101001000> <LBDF>

E.g.4: A 128 but AES key implementing the UGK isled as:
<0000> <000> <UGK>

NK7 NK8 NK9 NK10 NK11 NK12 NK13 NK14

Figure 37: Sample tree with correct node and deviceumbering

E.g.5: A 128 bit AES key implementing the SGK oragosition NK5 in Figure 37 is coded as:
<0001> <0000000101> <000> <SGK>

E.g.6: A 128 bit AES key implementing the SGK omegosition NK7 (i.e. DO) in Figure 37 is coded as:
<0001> <1000000000> <000> <SGK>

E.g.7: A 128 bit AES key implementing the SGK oaflposition D300 in a Fixed Subscriber Group 0&€$42 is coded as
<0001> <1100101100> <000> <SGK>

C.11.2 LBDF Syntax
In OMA DRM 2.0 the domain ID can be 1 to 17 chaeest(any) followed by 3 digit characters.

The string that forms the identifier is encodedmalty in ROAP messages using UTF-8 [RFC 3629]. BT¢haracter
encoding for ASCII characters is 'efficient’ witlbfte per character. On the other hand, therelaeacters that are encoded
using 6 bytes (Asian languages).

The 17 XML UTF-8 characters are translated int@bws follows:
Longest OMA DRM 2.0 domain identifier encoded atebyis 6*17+3 bytes = 105 bytes.

Shortest domain identifier is 4 bytes.
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C.11.3 TAA descriptor Syntax

The syntax of the Trust Authority Algorithm desedp(TAA_descriptor) is specified in Table 55

Table 55 — TAA_descriptor syntax

Field Length Value Type
TAA_descriptor() {
tag 4 1110, bslbf
clarifier 10 uimsbf
length 3 111, bslbf
ROT_ID 10 uimsbf
parameter 8*clarifier - 10 — n bslbf
padding n 0p (n times) bslbf
}

tag —This is the tag for TAA_descriptor, see Table 55

clarifier — This is the clarifier for TAA_descriptor. It shakpresent the length of the keyset_item in bytes
(excluding the tag, clarifier and length fields).

length —This has the nil (111) value, as the actual leigtpecified by the clarifier
ROT_ID — This field contains, in binary format, the idergifi(allocated by DVB in [DVB-ROT]) of the
Trust Authority that defined the algorithms for xencryption of the keyset block in which this dgsor is

located.

parameter —This field contains Trust Authority specific paraer€s).

padding — This field is an n-bit zero-valued padding field.

C.12 session_key length and surplus_block length co mputation
(Informative)

The session_key is used in two registration mess@pvice_registration_response, domain_registrate@sponse). The
surplus_block is used in the device_registratiospoase message. This section provides detailseototimputation of their
lengths during message generation and consumption.

The following are definitions of parameters that ased in these computations.

SKlen = length of session_key in bits (128, 18@%6 bit)

SKBlen = length of encrypted sessionkey_blochkiia (1024, 2048 or 4096 bit)
SKBPLIlen = length of payload of sessionkey_blockiis (= length of unencrypted sessionkey_block)
SPBlen = length of encrypted surplus_block in bits
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UKSBIen = length of unencrypted keyset_block its bi

KSBlen = length of encrypted keyset_block usingNkey-wrap in bits

Computation of surplus_block length during messgaygeration
Using AES key wrap, encryption of n 64-bit plairttblocks yields n+1 64-bit ciphertext blocks. THere:
KSBlen = (UKSBIlen / 64) * 64 + 64 bit

The sessionkey_block uses PKCS#1 encryption, dem&RSAES-OAEP algorithm and the SHA-1 hash. Theams that a
sessionkey_block with length SKBIlen bits has a paglof:

SKBPLIen = SKBIlen — 2*80 — 2*8 hit = SKBlen — 1b&

Therefore, the length of the surplus_block in kits

SPBlen =0 if
(SKlen + KSBlenx SKBlen — 176

SPBlen = SKlen + KSBlen — (SKBlen — 176)  if (SKlerKSBlen) > SKBlen — 176

Computation of the session_key length during récept

The presence or absence of the surplus_blockrisisigl by the flag surplus_block_flag in the deviegistration_response
message. The following two paragraphs specify tmeputation of the length of the session key in loatbes.

Surplus_block not present (SPBlen equal to 0)

PKCSH#1 using the RSAES-OAEP algorithm accepts @ $ying as input. If the number of bytes is Iéssitthe payload,
byte padding occurs during the encryption proc€ls.decryption process removes this byte paddmthes length in bytes
of the input for encryption is known after decodiSince SKBlen + KSBlen is always a multiple oft@is, this means that
the exact value of SKBlen + KSBlen is known aft&idS#1 decryption. The registration message contams
key_set_block parameter, which is equal to KSBWith a simple subtraction, the length of the ses&iey (Sklen) can be
retrieved.

Surplus_block is present (SPBlen unequal to 0)

The total length of the registration message caretieved from the RI stream that carried the Bjpemessage, see Section
12.5.2. From the total length, the length of theokis_block can be retrieved (SPBlen). The redisinamessage contains
the key_set_block parameter, which is equal to K8BThe length of the session_key can be compustéallaws:

Sklen = SKBPLIen + SPBlen — KSBlen = SKBlen — #78PBlen — KSBlen

See also the following figure.
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keyset_block

tag | length item tag | length item tag | length item tag | length | item | padding

< UKSBlen >
««—keyset_block = E aes-wrap {SK}(concatenated keyset || paddingy—————

KSBIlen (keysetblock_length)

sessionkey_block
surplus_block
PKCS#1 SK
overhead (session
(176 bit) Key) tag | length | item | tag | length | item | tag Iength‘ item | tag | length | item | padding
< SKBlen (sessionkey_block lengthy————————>»«SPBIlen (surplus_block length)»!
SK
length

SK length = sessionkey_block length — 176 — (keysetblock_length - surplus_block length) bit

Figure 38: Diagram of keyset_block, session_key_ldk and surplus_block

C.13 Message Tag and Protocol Version Overview

The messages that are defined in this specification SHALL use following message_tag and protocol version
values:

Table 56: message_tag and protocol_version overview

Message message_tag protocol_version Section
device_registration_response() 0x01 0 7.2.2.2.2
domain_registration_response() 0x02 0 7.74.1.1
domain_update_response() 0x03 0 7.75.2
re_register_msg() 0x11 0 7.5.2.1.2
update_ri_certificate_msg() 0x12 0 75.3.1
update_drmtime_msg() 0x13 0 75.4.1.2
update_contact_number_msg() 0x14 0 7.55.1.2
join_domain_msg() 0x15 0 7.7.6
leave_domain_msg() 0x17 0 7.7.7
OMADRMBroadcastRightsObject 0x20 0 8.2.1
OMADRMBroadcastRightsObjectSigned 0x21 0 8.2.1
token_delivery_response() 0x30 0 7.6.4.2

C.14 Authentication
C.14.1 Authentication for IPsec

IPsec authentication is specified in [BCAST10-SemtProt]. It shares much functionality with thetertication specified
for different purposes in this document.
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C.14.2 Authentication for STKMs

STKM authentication is specified in [BCAST10-Serviflrot]. It shares much functionality with the aaritication specified
for different purposes in this document.

C.14.2.1  Transport of SEAK and PEAK in OMA DRM 2.0 Rights Objects

The encryption keys and authentication keys (SEAH REAK), encrypted with AES-wrap [AES_WRAP], SHAe
transported in a RO as separate ds:KeyInfo elenietie <asset> fragment of the Rights Object. fghevant fragment of
the <asset> element of a service RO is illustratade following figure:

<o-ex:asset o-ex:id="asset ID">

<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>encrypted_service_encryption_key </xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
<ds:Keylnfo Id="service_authentication_seed_id ">
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and_K_REC"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>encrypted_service_authentication_seed </xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>

</o-ex:asset>

Figure 39: <asset> fragment for a RO carrying SBEH 8AS.

encrypted_service_encryption_key =
E{ REK}( SEK) = AES _ wrap{ REK}( SEK)
encrypted_service_authentication_seed =

E{ REK}( SAS) = AES_ wrap{ REK}( SAS)
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where SEK and SAS are both an AES key of 128 bitkszrvice_authentication_seed_id is a unique ifitatton of the
authentication seed Keylnfo element within the RBich SHALL be constructed as follows:

service_authentication_seed_id = asset_idD + " Smeb"

Similarly, the <asset> element of a program RO SHAbntain:

<o-ex:asset o-ex:id="asset ID">

<ds:Keylnfo>
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<ds:RetrievalMethod URI="#K_MAC_and_K_REK"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>encrypted_program_encryption_key </xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>
<ds:Keylnfo Id="program_authentication_seed_id " >
<xenc:EncryptedKey>
<xenc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#kw-aes128"/>
<ds:Keylnfo>
<ds:RetrievalMethod Uri="#K_MAC_and_K_REK"/>
</ds:KeyInfo>
<xenc:CipherData>
<xenc:CipherValue>encrypted_program_authentication_seed </xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedKey>
</ds:KeyInfo>

</o-ex:asset>

Figure 40: <asset> fragment for an RO carrying REEH PAS.

encrypted_program_encryption_key =

E{ REK}( SEK) = AES_ wrap{ REK}( PEK)
encrypted_program_authentication_seed =

E{ REK}( SAS) = AES_ wrap{ REK}( PAS)

where PEK and PAS are both an AES key of 128 bitspgrogram_authentication_seed_id is a uniqueifitatton of the
authentication seed Keylnfo element within the R@ich SHALL be constructed as follows:

program_authentication_seed_id = asset_id +"_aati'S
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C.14.2.2  Transport of SEAK and PEAK in BCROs

The encryption keys and authentication keys (SEAH REAK) SHALL be transported in a BCRO by concatamg the
encryption key and the authentication seed and phetecting the resulting field with AES CBC.

encrypted_service_encryption_authentication_key =

E{DEK}( SEAK) = AES_ CBC{DEK}( SEK <<128)||SAS)

where SEK and SAS are both an AES key of 128 bits.
and encrypted_program_encryption_authentication =key

E{ DEK}( PEAK) = AES_CBC{ DEK}( PEK <<128)|| PAS)
where PEK and PAS are both an AES key of 128 bits.
C.14.3 Authentication of BCROs

BCROs MAY contain one MAC field which is used talanticate the message and to protect the integfritye message.

The authentication key SHALL be generated fromRih&K:

BAK = f_.{RIAK}( CONSTANT _ BCRO)
where:
CONSTANT_BCRO = 0x030303030303030303030303030320 fit)

Note: To obtain the RIAK the device needs to haserbequipped with a valid keyset. Refer to Secti@2.2.3 for details.
Refer to C.14.5 for details on f-auth.

The BAK SHALL be used in the MAC generation / vierdition of the BCRO if the BCRO s integrity protegd with a
MAC. The algorithm used to calculate the MAC fiGSHALL be HMAC-SHA1-96 according to [FIPS 198] arkRHC2104],
using a authentication key of 160 bit.

C.14.4 Authentication of Token Delivery Response Me  ssages

Token delivery response messages contain one MAE ithich is used to authenticate the messagecapibtect the
integrity of the message.

The authentication key SHALL be generated fromRIihK:
TDRMAK = f_.{ RIAK}(CONSTANT _TDRM)

where:

CONSTANT_TDRM = 0x0505050505050505050505050505@9 (dit)

Note: To obtain the RIAK the device needs have l@epripped with a valid keyset. Refer to O for dstai
Refer to C.14.5 for details on f-auth.

The TDRMAK SHALL be used in the MAC generation tifieation of the token delivery response messdge algorithm
used to calculate the MAC field SHALL be HMAC-SHAB-according to [FIPS 198] and [RFC2104], using a
authentication key of 160 bit.
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C.14.5 General Authentication Mechanism
The function F-auth SHALL consist of the followisteps:

1. Denote by PRF{key}(text) as the AES-XCBC-MAC-PRRhvoutput blocksize 128 bits as defined by IPsec WG
IETF. Please note:

» Refer to [RFC 3566] for the AES-XCBC-MAC-PRF basey generation function.
» Refer to [RFC 3664] for the requirement NOT to tate the generated key material.

2. Apply the generated input key according to idealiK&v2 to generate authentication key. Define a gegerator
function f-kg{key}(constant). Keying material willways be derived as the output of the negotiateld P
algorithm.. PRF describes the function that outputs a pseudo-rarstceam of n blocks based on the inputs to a
PRF as follows:

T1= AES_XCBC_MAC _PRF{ AS}( CONSTANT ||0x01)
T2=AES_ XCBC_MAC _PRF{ASK T 1|| CONSTANT ||0x02)

Tn= AES_ XCBC _MAC _ PRF{ AS}(T 1|| CONSTANT || n)

whereASis the appropriate authentication seed (be it TASS, SAS or RIAK) an€CONSTANT is the appropriate
constant as described in preceding sections. Theainof blocks to derive is defined by the amourkey material
needed, i.e. n is the amount of needed key biigetivby 128 and rounded up.

This means that if 160 bits were needed then PRF3()Id be computed as:
T1|T2=PRF{K}S)

3. The 160 bit authentication key is taken from theegated key material as follows:
AK =MSB,(T1|T2)

The generated authentication key SHALL be appledescribed in preceding sections.

C.15 Authentication of the tokens_consumed Field in the Token
Consumption Data

Devices SHALL authenticate the tokens_consumed fied the message_seq_number of the token consummppiort, see
Section 7.4, in the way specified in this sectibne hash function used here is one of the fourredrash functions from
[SCHNEIER], page 449 (the upper left one in figliB9).

The maximum amount of tokens that can be repotembasumed is 9999. The amount of tokens, witlb#fere mentioned
restriction, is represented with a 14 bit uimshintner and called tokens_consumed. The value of gessaq_number can
be in value between 0 and 9 and is represented dostaimsbf number. The 14 bit number tokens_oomed is right
concatenated with the 4 bit number message_seq_aruiftiie resulting 18 bit number is right paddedviix1 and right
padded again with 109 binary zeroes (so 2109).réflting 128 bit number is used as the input fsingle AES block. The
Report Authentication Key, as obtained with thestoklelivery response message, see Section 7.6.gkdsas the key input
for the AES block. The 128-bit output of the AE®dK is EXOR-ed with the 128-bit input of the AES K. The left-most
43 hits of the result of this EXOR operation afeetaas the report_authentication_code. The 13 dégitmal representation
of these 43 bits, including any leading zeroessisduas the report_authentication_code in the tokeesumption report. See
also the next figure.
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tokens_consumed || device_nonce || 2100

128

128
report_authentication_key ﬁ@] AES 128

report_authentication_code discard

Figure 41: Computation of the report_authentication code

C.16 Management of Tokens by RIs and Devices
C.16.1 Token Management by Rls

There are two business models for the use of tokens

The first business model is that all tokens orddxethe user are paid for by the user. These toemgre-paid tokens. The
second business model is that a user orders tokahenly wants to pay for the ones he/she actealhsumes. These tokens
are post-paid tokens.

The tools to support these two business modelthartoken delivery response message, see Sec@idhand the token
reporting protocol, see Section 7.6.3. The nextiees describe how these tools can be used by an Ripport the above
two business models and how one can switch frombasiess model to the other.

C.16.1.1 Pre-Paid Token Business Model

Setting the token_reporting_flag in the token datjwresponse message to 0x0 will signal to theodetfiat it does not now
nor in the future have to report anymore on thesaamption of any of the tokens received so far fthia RI.

Therefore in the pre-paid token business modelravtiee user has agreed to be billed for the dsfigéthe tokens and their
consumption need not be reported, the RI will Bettbken_reporting_flag to 0xO0.

Tokens that are delivered from an RI to a devidd witoken delivery response message which tokportieg_flag has
been set to 0x0 can be called pre-paid tokens.
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C.16.1.2 Post-Paid Token Business Model

Setting the token_reporting_flag in the token datjiwresponse message to 0x1 will signal to thecdetfiat it SHALL report
on the consumption of these tokens6.

Therefore in the post-paid token business modetravthe user has to be billed for the actual copsiom of the tokens and
their actual consumption SHALL be reported by tkeegide, the RI will set the token_reporting_flagitdl.

Tokens that are delivered from an RI to a devidl witoken delivery response message which tokportieg_flag has
been set to 0x1 can be called post-paid tokens.

In the post-paid token business model, the RI irat its risk, by making sure that a device attiamies only contains post-
paid tokens up to a certain maximum, the so caltedit-limit. Furthermore, the RI can set a datedilimit in the device
after which the device is not allowed to consumstypaid tokens any more. This can be done as fellow

1. The RI sends in the first token delivery resgomessage a number of tokens equal to the credit-Furthermore,
the RI sets the token_reporting flag in the tokeelivdry response message to Ox1 and sets the
latest_consumption_time to a suitable date/time.

The RI waits for the reception of a token congtiom message.

3. If the RI receives a token consumption messa@HALL check the authenticity of the tokens_comsd field. If the
authentication fails, go to step 2, otherwise qurgiwith step 4.

4. For reasons explained in Section C.16.1.3,afréported number of consumed tokens is higher ttarcredit-limit,
the RI SHALL assume that only a nhumber of post-fgalkkns equal to the credit-limit have been consiliimethe
device.

5. The RI bills the user for the amount of postagakens consumed with a maximum equal to the tlieaik.

The RI sends a token delivery response messagarder of tokens equal to the amount of post-gaiens
consumed with a maximum equal to the credit-lifaitrthermore, the Rl sets the token_reporting_ftathe token
delivery response message to 0x1 and sets thé led@esumption_time to a suitable date/time.

7. Go to step 2.

Note that in the above, the use of the responsg_rftessage _seq_number, earliest_reporting_tinestlaeporting_time and
other fields has not been included.

Note further that the RI can force the creatioa tdken consumption message by sending a tokevedgliesponse message
with its status field set to "TokenConsumptionMegtzrror” or to "NoTokenConsumptionMessage".

C.16.1.3  Switching from the Pre-Paid Token Business = Model to the Post-Paid Token
Business Model

When at a certain point of time, the user askRthi® switch from the use of pre-paid tokens toubke of post-paid tokens
and the RI agrees, the Rl starts at step 1 inténdqus section. The device will report the acaisumption of tokens that
will delivered to it in step 1 and in all stepsHobwever, at the time of executing step 1, the deMAY still have some pre-
paid tokens. Based on the implementation of thécgethese pre-paid tokens MAY also be reportecoasumed by the
device, see C.16.2. Because the RI knows thatiaelaever holds more post-paid tokens than thetdrett, the Rl

SHALL assume that at most an amount of tokens daquadedit_limit have been consumed by the dewitEnce step 4 in
Section C.16.2.

C.16.1.4  Switching from the Post-Paid Token Busines s Model to the Pre-Paid Token
Business Model

When at a certain point of time, the user askRthi® switch from the use of post-paid tokens @ tise of pre-paid tokens,
and the RI agrees, the RI has a few options

6 Note that although a broadcast device can oslgidy the token consumption message to the user and

must rely on the user to report this message t&ththe wording in this section is as if the devioes the reporting.
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One option is that the RI bills the user for theoamt of post-paid tokens that were left in the de\at the time of the last
token consumption message. These tokens haveeict &fen become pre-paid tokens. The RI will set th
token_reporting_flag in the next token deliverypasse message to 0x0 and set the value of tokentityu® zero or to the
amount of tokens that the user wished to purchrasédition to the amount of post-paid tokens lefthie device (encrypting
token_quantity yields the encrypted_token_quarfitd).

Another option, useful e.g. when the previous aptions out to be expensive, is that the RI perfotine actions described
in Section C.16.1.5 for clearing the post-paid takkeft in the device. After clearing the post-piiklens, the RI can start
sending pre-paid tokens to the device if the usehes to purchase these.

C.16.1.5 Stopping the Post-Paid Token Business Mode |

When at a certain point of time, the user inforhms RI that he/she does no longer wish to use midttpkens, not even the
ones that are still in his/her device, the RI carite following. The RI sends the device a tokdivdey response message
with:

» the value of token_quantity set to zero (encryptoigen_quantity yields the encrypted_token_quarfityl), or set
the token_quantity_flag to Ox0,

» the token_reporting_flag field set to Ox1,
« the latest_token_consumption_time set to a dateftinthe past,
» the status field to "NoTokenConsumptionMessage".

This forces the device to generate a token condampport. Using this, the Rl determines how mpagt-paid tokens are
still in the device. The RI sends the device atottelivery response message with:

« the value of token_quantity set to minus the amaofipiost-paid tokens left in the device (encryptiogen_quantity
yields the encrypted_token_quantity field),

» the token_reporting_flag field set to 0x1,
» the latest_token_consumption_time set to a dateftinthe past,
» the status field to "Success".

The above message MAY be repeated several timésr. w&fception of this token delivery message, thaat will have no
post-paid tokens left. Any remaining pre-paid takean still be consumed by the device.

C.16.2 Token Management by Devices
Each RI context in a device SHALL at a minimum @omt

» atoken purse, which is incremented with the tokewsived from the Rl and which is decremented wighamount
of tokens required for each requested consumpfiometered protected content from the corresponBihdf a
decrement would yield an accumulator value of thas zero, the device SHALL deny the requestedwapsion
of metered protected content from the corresponRing

* atoken consumption accumulator, which initiallgrst at zero.
» the token purse initially starts at zero.

Whenever a device receives from an Rl a token dglivesponse message that has its token_repottaggsdt to 0x0, the
device sets the token consumption accumulator egedawith the RI to zero and SHALL consider akeas in the token
purse associated with the Rl as pre-paid tokens.

In case of the reception of a (series of) tokeivegf response message with the token_reporting sftd to 0x1, there are 2
possible implementations of token consumption teggisn.

A device with a simple implementation of token aamption registration would do the following:
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1. Whenever tokens are required and available dmsemption, then in addition to decrementing thieeto purse
associated with the RI, the device also increm#rggoken consumption accumulator associated WwihRl with the
same amount.

2. When a device receives a token delivery respomsssage with status "Success" and a token_regoféig set to
0x1, the device SHALL schedule the creation of keetoconsumption report at a suitable time, keepingind the
value in the field latest_consumption_time and fibgsthe values in the fields earliest _reportingndi and
latest_reporting_time.

If the response_flag was set to 0x1, the devicAl3Hlecrement the token consumption accumulatoocaged with
the RI with the amount of tokens reported in tHeetoconsumption report that this token deliverypoese message
was a response to. The device MAY delete that tak@msumption report and all others sent before tblatn
consumption report was sent

The device SHALL increment the token purse assediavith the Rl with the number of tokens indicaiadthe
encrypted_token_quantity field of this token deliveesponse message.

3 When a device receives a token delivery respomsgsage with status "TokenConsumptionMessageEorowlith
status "NoTokenConsumptionMessage", the device SHAImediately create a token consumption report.

4. When a device creates a token consumption repanses a message_seq_number which is one htgharthe
previously used message_seq_number. If the prdyiosged message seq_number was 9, the device umethe
next message_seq_number.

5. When a device creates a token consumption repoges the value of the token consumption acdatmuassociated
with the RI as the amount of tokens to report asumed.

6. Token consumption reports SHALL be stored by desice, at least until the device receives a to#telivery
response message indicating that they have beeessfally been processed by the RI or indicatirag ldter created
token delivery messages have been successfullygyeeassed by the RI

7. The device SHALL stop with the execution of thigove actions stop when it receives a token delivesponse
message with the token_reporting_flag set to Oxte d@evice SHALL then set the token consumption exedator
associated with the RI to zero and MAY delete edbated token consumption reports.

The device actions above imply that the RI will sigier the first credit_limit tokens reported assuomed to be post-paid
tokens, even though the device might still have pradpaid tokens. Furthermore, if the current diate/ is past the date/time
set in the latest_token_consumption_time fieldegak is not allowed to use tokens any more. Sindevice according to
the above rules does not keep track separatehegbrte-paid tokens, it cannot use tokens anymare though the device
might still have had pre-paid tokens.

With a slightly more complex implementation, theved two disadvantages can be solved. The devicéhearfirst consume
all pre-paid tokens before consuming any post-pEkdns. To this end, the device would implement teken purses per Rl,
a pre-paid token purse and a post-paid token gargekens that have been delivered to the devitle token delivery
response messages with the token_reporting_flaig €atl. The device can first consume all tokenthépre-paid token
purse. Consumption of tokens from the pre-paidrigkerse will not influence the value of the tokemsumption
accumulator and this consumption will therefore b@teported by the device. Whenever the devicewues tokens from
the other token purse, the token consumption aclatorlSHALL be incremented with the same amountlegice

according to this implementation, upon the receptiba token delivery response message with thertoteporting_flag set
to 0x0, SHALL increment the pre-paid token pursthwtine tokens in the post-paid token purse, SHAgL tke post-paid
token purse as well as the token consumption aclataruo zero.

C.17 Confidentiality in the Subscriber Group Concep t
In this specification, there are 2 ways specified¢liver BCROs (see Section 10.3):

» Using fixed subscriber groups

» Using flexible subscriber groups
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In order to deliver the BCROs efficiently and sextyr2 broadcast encryption schemes are used:

e Zero message broadcast encryption by fixed anébfeesubscriber groups, see Section C.17.2.

e OFT by flexible subscriber groups only, see Sec@ah7.3.

Both broadcast encryption schemes use the samenmuoalgering, see Section C.17.1.

The above mentioned broadcast encryption schenvestha following differences:
» the device interpretation of the delivered keysrdythe registration process;
» the derivation of the node keys in the subscrilveug key derivation tree;
» the derivation of the Deduced Encryption Key areldbmplexity of the needed calculations (see Sedtin3.4.4);
« the number of BCROs instances that are neededit@ssla subset of a subscriber group.

Some of these differences are described in Se€tibn.2 and C.17.3.

C.17.1 Node numbering

The nodes from the subscriber group key derivatiea are sequentially numbered per “level” front tefright starting from
the root node (i.e. in a breadth-first manner). fidw node has number 0. For a node with numlkeifirst child has a
number 2i+1, and the second child a number 2iH2eWwise, the parent of a child with number j hasrtbhmber (j-1)>>1 (see
also Figure 41).

Parent
node
i
Left Right
child child
node node
2i+1 2i+2

Figure 42: Subscriber group node numbering

The node number of a leaf can be calculated frardaf number by adding 2k-1 to it, where k ishiegght of the tree.

For example, in Figure 43 the height of the tre®, itherefore leaf D4 has number 4+23-1 = 11.
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AR d% St

Figure 43: Example of a subscriber group key derivon tree of height 3.

C.17.2 BCRO delivery using zero message broadcaste ncryption scheme
This section provides some background informatiozero-message broadcasting and key delivery.

C.17.2.1  Exponential Scheme

As there are 2n subsets of a group of n deviceenainefficient way of implementing the scheméedgenerate 2n distinct
keys. Each device would be provided with the kessoaiated with all the subsets that include theicge

Group size | Number of subset§ Number of keys per diee
1 2 1

2 4 2

4 16 8

8 256 128

16 65536 32768

32 4294967296 2147483648

This is for all practical purposes completely urnisa

C.17.2.2 Linear Scheme

An easy optimisation of the grossly impracticalextie is to generate an exclusion key unique pecdeart of the group.
Each device is given all exclusion keys, excepbits exclusion key. For any subset of the groupith be allowed to
access content, one can define the complementtsifosiéthe exclusion keys of the devices in ttemplement subset are
used in a key derivation function, then only thdegices in the complement subset cannot computbeakey material
required: they lack the key associated with thevesel
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do dl d2 d3 d4 d5 d6

O O i? %} O %} %} Device exclusion keys

Key derivation function

v

Encryption key for subset {d0,d1,d5} O

Figure 44: Derivation of an encryption key associa&d with a subset of the group

The figure shows the derivation of an encryptioy fa the addressed subset {dO, d1, d5}. The dédmefunction used is
HMAC-SHA1-128 over the concatenation of the exauskeys of the non-addressed devices. Each ofahieas from the
complement subset {d2, d3, d4, d6, d7} will finctlits key is used in this derivation. Consequendiher of the devices
from the complement subset can compute the enoryjigy. For example, device d4 cannot computedfeired Deduced
Encryption Key:

DEK = HMAC-SHA1-128{ DK2 || DK3 || DK4 || DK6 ||{7 } ( BCI)
because it only knows DKO, DK1, DK2, DK4, DK5, Dk#d DK7.

Note that BCI is the Binary Content Identifier inded in the BCRO and DKi is the exclusion key cgpanding to device
di.

The size of the key material to be distributed rsoales linear with the size of the group. This lisgaimprovement over the
exponential scaling of the naive approach.

Group size | Number of subset§ Number of keys per diee
1 2 0

2 4 1

4 16 3

8 256 7

16 65536 15
32 4294967296 31
64 1.84 x 1& 63
128 3.40 x 18 127
256 1.16 x 10 255
512 1.34 x 18* 511
1024 1.80 x 14® 1023

This is a great improvement, and can make the seledi@ady practical for modest group sizes.

C.17.2.3  Logarithmic Scheme

In [FIAT_NAOR] the authors provide a scheme of hrehical key derivations. Under this scheme, easlicé is provided
key material that allows on-demand computing ofkégs associated with all other devices in the grexcept itself. The
following picture shows schematically how this cgges:
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do di dz2 d3 d4 d5 dé d7

» Key derivation function ‘Left’
~a Key derivation function ‘Right’

Figure 45: Fiat-Naor key derivation scheme

The figure shows the application of two similart Hifferent, key derivation functions. From a siadfey, two child keys can

be derived using these two distinct functions. @ethierarchy of keys can thus be formed. The camplee is determined
completely by the two key derivation functions dhe single root key.

This scheme allows an efficient version of thedinecheme. Instead of distributing all keys (exdespdwn) to a device, how
only a few keys from the tree need to be distributeeach device. It can be shown that instead of
n-1 keys, now it is sufficient to distribute logReys to each device.

Group size Total number of keys in the group Number of keys per device
DEV(INCES)
Linear scheme Logarithmic scheme Linear scheme Logarithmic scheme
n (n-1) n logn (n-1) logyn
1 0 0 0 0
2 2 2 1 1
4 12 8 3 2
8 56 24 7 3
16 240 64 15 4
32 992 160 31 5
64 4032 384 63 6
128 16256 896 127 7
256 65280 2048 255 8
512 261632 4608 511 9
1024 1047552 10240 1023 10
1048576 1.10 x 16 20971520 1048575 20

A practical limit to the subscriber group size igeg by the need to communicate which subset ofthap is selected to
access particular content. This is typically dori & bitvector, indicating which devices are irdgd in the subset. For each

communication to a specific subset, such a bitvaafto bits length must be added in order for theicks to determine the
used encryption key.
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It must be noted that if the subset of devicesnadlbto access content is the whole group, thedehigation of the content
encryption key fails, because there is no devigeatall to include in the key derivation algorithfro address this issue,
devices are provided with one additional specigl ke be used when the whole group is addressed.

C.17.3 BCRO delivery using OFT

The OFT scheme is an optional broadcast encrygtibeme that MAY only be used in Flexible SubscriBssups. The
OFT support is optional for both server and clidfite size of a Flexible Subscriber Group can vesgnf2 to 2%, but is
fixed after registration.

The OFT scheme is based o®r@e-Way Function tree (OFT) [OFT]. This key derivation tree is similarthe zero-message
broadcast encryption key derivation tree. The nuglebering in the OFT scheme is equal to the nodebeuing in the zero-
message broadcast encryption scheme, see SectiariC.

A node in the OFT contains two entries: one 128hile key and one 128-biblinded node key. Each node key can be used
to create a Deduced Encryption Key:

DEK := HMAC-SHA1-128{node key }(BCI)

The node keys and blinded node keys in thBe OF Tamgputed with the aid of @ne way function and amixing function. In
this specification, these adefined as:

one_way_functiofia) := AES-128-ENCRYPT4}( ( i+LEFT_CONSTANT) mod %)
mixing_function(a, b) :=a XOR Db

wherea andb are the parameters to the functiaris,the node number of the node where the one wagtibn is used and
LEFT_CONSTANT is defined in Section 10.3.4.4. Netibat the one way function is chosen equal toodtiee one way
functions used in the zero-message broadcast armamgcheme.

The keys in the OFT are constructed recursivelynftbe leaves to the root:
* The node keys of the leaves are generated randomly.
* When the nodéhas a node kelK; , it has a blinded node k&NK; =one_way_functig(NK;).

» The parent’s node keyK, of two children nodes that have respectively dithdode keyBNK; andBNK; is
derived adNK,, = mixing_functionBNK;, BNK;).

Figure 46 illustrates the keys of a parent nodeitntavo children nodes.

(NK,, BNK,)

Parent node p

Child node / Child node
(NK;, BNK) (NK;, BNK)

Figure 46: Keys in the OFT
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To address a subset of the Flexible Subscriber gSbgwsing the OFT encryption scheme, each desiessigned to a leaf
of the OFT. The devices get the node key of thesigmed leafs. In addition, each device is givébladded node keys of the
sibling nodes on the path from its leaf to the made. With this information, a device can calazitdte node keys of all
nodes on this path, see Figure 47.

Notice that a device can calculate the appropriatie keys on the path from its leaf to the rootendwlit none of the other
node keys.

do dl d2 d3 d4 d5 dé d7

Figure 47: OFT for 8 devices with known keys of d3narked.Black color means that d3 knows the node kegrey
color that it knows the blinded key of the node.

To address a Flexible Subscriber Group subseRitet Issuer creates a set of BCROs. The numbBC&Os and which
node keys are used for the associated DEKs demeniliee subset: The RI constructs a minimal setibfrees of which all
leaves are addressed [NAORO2]. With each of thelees one BCRO is associated, whose DEK is defieen the node
key in the root of the subtree. Notice that allides in a subtree are able to compute the assddi#& and therewith can
decrypt the PEK/SEK/CEK in the BCRO. In contrastoa-subscribed device will not be able to calaukaty of the DEKSs.

Example:

In the Flexible Subscriber Group from Figure 47 ’ievants to address {d0, d1, d2, d3, d4}. Therefovo BCROs are
needed. In the first one the PEK/SEK/CEK is en@agiptith the DEK derived from the node key of nod&ldtice that {dO,
d1, d2, d3} can calculate this key and decryptRE&/SEK/CEK since they know the node key of nod€&He second
BCRO uses the DEK derived from the node key of nbdas encryption key. Only {d4} can compute thiSKD Notice that
although the non-subscribed devices might knowbtimeled key of node 1 or 11, they cannot calcullageappropriate hode
key, since it is infeasible to calculate the ineeo$ the one way function.

In most cases, more than one BCRO is needed tes&lthe subscribed devices. The worst case oeces, n/2 members
are subscribed, one from each of the subtreesipaste the leaf-level. The RI can try to minimize ttumber of BCROs by
assigning the subscribers strategically to the sidaléhe OFT. The minimum is achieved, if as masipassible subscribed
devices share a common ancestor.

Note that neither the blinded key of the root @ blinded keys of the two children of the rootchémbe transmitted. The
blinded keys of the two children would only be negdo calculate the key of the root, which wouldlydre needed for the
addressing of the whole group. However, when addrgghe whole group the UGK is used rather thardiot key from
this tree.
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C.18 PDCF box structure example (Informative)

This informative section presents a non-exhaustkample of the PDCF box structure, including thedsodefined by ISO
in [1ISO14496-12] and the OMA boxes defined in [DRM2] and in this specification.

In both Tables below additional boxes may be neugs3he nesting order of the boxes is as follawsthe left is the parent
and on the right, the child.

Table 57 shows an example of the ‘ftyp’ and ‘mopart of the PDCF box structure when a protectedoanidvideo track is
defined. Note, that the OMA information is spedifiper track. The file format structure correspot@©MA DRM v2.0
[DRMCF-v2] and is not modified in this specificatidlt is fully ISO compliant.

Table 57: Partial box structure of a PDCF file witha single protected track

Data Field purpose
typel/value

‘ftyp’ ISO File header ( fixed
File Type box)

‘moov’ ISO movie box

‘mvhd’ ISO movie header box

‘trak’ ISO track box

‘tkhd’ ISO track header

‘tref’ ISO track reference

‘mdia’ ISO media information
box

‘mdhd’ ISO media header

‘hdlr’ ISO handler

‘minf’ ISO media information
container

‘stbl’ ISO sample table box,
container for the
time/space map

‘stsd’ ISO sample descriptions
‘soun’ for audio tracks
‘vide’ for video tracks

‘encv ISO protected sample
or entry
‘enca’

‘sinf’ ISO protection scheme
information box (always
present)

‘frma’ ISO original format
(always present)

‘schm’ ISO SchemeTypeBox
(when used to apply to
single track)

'schi’ ISO
SchemelnformationBox
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(if applies to this ‘trak’
only)

‘odkm’

OMA DRM KMS box

‘ohdr’

OMA DRM Common
Headers box (when used
to apply to single track)

‘odaf'

OMA DRM AU Format
Box (when used to apply

to single track)

Table 58 below shows an example of the OMA STKMKrstructure inside a PDCF file.

Table 58: Part of the box structure of a PDCF fileshowing OMA STKM track

Data
type/value

Field purpose

‘trak’

ISO track box

‘tkhd’

ISO track header

‘tref’

ISO track reference

‘mdia’

ISO media information box

‘mdhd’

ISO media header

‘hdlr’

ISO handler

‘minf’

ISO media information
container

‘stbl’

ISO sample table box,
container for the time/space
map

‘stsd’

ISO sample descriptions

'meta’ for OMA STKM track
(Metadata track)

‘oksd’

OMA key sample description
box

C.19 MIME media types

C.19.1 Media-Type Registration Request for

application/vnd.oma.drm.risd+xml

This section provides the registration requespeaigRFC 2048], to be submitted to IANA.

Type name:
Subtype name:
Required parameters:

Optional parameters:

application

vnd.oma.drm.risd+xml

none

none
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Encoding considerations: binary

Security considerations:

Rights Issuer services carry Rights Objects, Rejish data and Certificate Chain Updates in me=sager broadcast
channels. BCAST Rights Issuer Service Data shafidssive, and do not generally represent a unigunew security threat.
Some messages contain confidential and securttgarfields. These are encrypted using AES-128-C&l are
authenticated using HMAC-SHA-1-96 as describechin®MA BCAST specification referenced below. Thatams, the
security of such critical fields is provided by tiype itself and does not have to be provided esifr. Furthermore, in
sharing any kind of data, there is some risk timattentional information may be exposed, and tisit applies to
unencrypted fields contained in Rights Issuer Serata as well.

Interoperability considerations:

This content type carries BCAST Rights Issuer Service Data within the scope of the
OVA BCAST enabl er. The OVA BCAST enabl er specification includes static confornmance
requirements and interoperability test cases for this content.

Published specification:

OMA BCAST 1.0 Enabler Specification — OMA DRM vZExtensions for Broadcast Support, especially Sectix7.1.
Available from http://www.openmobilealliance.org

Applications, which use this media type:

OMA BCAST Services

Additional information:
Magic number(s): none
File extension(s): none

Macintosh File Type Code(s): none

Person & email address to contact for further imfation:
Uwe Rauschenbach

Uwe.Rauschenbach@nsn.com

Intended usage: Limited use.

Only for usage with OMA DRM v2.0 Extensions for MigbBroadcast Services, which meet the semantiengin the
mentioned specification.
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