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1. Scope (Informative)

The scope of the Mobile Broadcast Services (BCASThitecture document is to define the architectoréhe Mobile
Broadcast services enabler. This architecturased on the requirements listed for in the BCAS@URements Document
[BCAST11-Requirements].
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URL: http://www.openmobilealliance.org/

"File and Stream Distribution for Mobile Broadc&grvices ", Open Mobile Alliance™, OMA-TS-
BCAST Distribution-V1_1,
URL: http://www.openmobilealliance.org/

"BCAST Distribution System Adaptation — IPDC ove¥B-H", Open Mobile Alliance™, OMA-TS-
BCAST_DVB_Adaptation-V1_1,
URL: http://www.openmobilealliance.org/

"Service Guide for Mobile Broadcast Services", Optabile Alliance™, OMA-TS-
BCAST_ServiceGuic-V1_1,
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[BCAST11-MBMS-
Adaptation]

[BCAST10-

Requirements]

[BCAST11-
Requirements]

[BCAST11-
ServContProt]
[BCAST11-Services]

[DRM20-Broadcast-
Extensions]

[DRMCF-v2.0]

[DRMDRM-v2.0]

[ETSI EN 300 468]

[FIPS197]

[FIPS198]

[IOPPROC]

[OMA DM]

[OSE]

[RFC2104]

[RFC2119]

[RFC2234]

[RFC2327]

[RFC2401]

[RFC2404]

[RFC2406]

URL: http://www.openmobilealliance.org/

"BCAST Distribution System Adaptation — 3GPP/MBM®&pen Mobile Alliance™, OMA-TS-
BCAST_MBMS_Adaptation-V1_1,
URL: http://www.openmobilealliance.org/

"Mobile Broadcast Services Requirements", Open Maobiliance™, OMA-RD-BCAST-V1_0,
URL: http://www.openmobilealliance.org/

"Mobile Broadcast Services Requirements", Open Maobiliance™, OMA-RD-BCAST-V1_1,
URL: http://www.openmobilealliance.org/

"Service and Content Protection for Mobile Broad&esvices", Open Mobile Alliance™, OMA-TS-
BCAST_SvcCntProtection-V1 1,
URL: http://www.openmobilealliance.org/

"Mobile Broadcast Services", Open Mobile Alliance®DMA-TS-BCAST_Services-V1_1,
URL: http://www.openmobilealliance.org/

"OMA DRM v2.0 Extensions for Broadcast Support".@pviobile Alliance™, OMA-TS-DRM-XBS-
V1 1,
URL: http://www.openmobilealliance.org/

“DRM Content Format V2.0”, Open Mobile Alliance™ MA-DRM-DCF-V2_0,
URL: http://www.openmobilealliance.org/

“DRM Specification V2.0”, Open Mobile Alliance™, OMDRM-DRM-V2_0,
URL: http://www.openmobilealliance.org/

Digital Video Broadcasting (DVB); Specification f8ervice Information (Sl) in DVB systems, ETSI EN
300 468 V1.x.x,

URL: http://www.etsi.org/
ADVANCED ENCRYPTION STANDARD (AES), Federal Inforrtian Processing Standards

Publication 197,
URL: http://csrc.nist.gov/publications/fips/

The Keyed-Hash Message Authentication Code (HMA@}eral Information Processing Standards
Publication 198,
URL: http://csrc.nist.gov/publications/fips/

“OMA Interoperability Policy and Process”, Versiarl, Open Mobile Alliance™, OMA-IOP-Process-
V1 1,
URL: http://www.openmobilealliance.org/

“Enabler Release Definition for OMA Device Managemel.2”, OMA-ERELD-DM-V1_2_ 0,
URL: http://www.openmobilealliance.org/

“OMA Service Environment”
URL: http://www.openmobilealliance.org/

“HMAC: Keyed-Hashing for Message Authentication”, ikkawczyk, M. Bellare, R. Canetti, February
1997,
URL: http://www.ietf.org/rfc/rfc2104.txt

“Key words for use in RFCs to Indicate Requiremegxels”, S. Bradner, March 1997,
URL: http://www.ietf.org/rfc/rfc2119.txt

“Augmented BNF for Syntax Specifications: ABNF”. Drocker, Ed., P. Overell. November 1997,
URL: http://www.ietf.org/rfc/rfc2234.txt

"SDP: Session Description Protocol", M. Handley Jscobson, April 1998,
URL: http://www.ietf.org/rfc/rfc2327.txt

“Security Architecture for the Internet ProtocdB, Kent, R. Atkinson, November 1998,
URL: http://www.ietf.org/rfc/rfc2401.txt

“The Use of HMAC-SHA-1-96 within ESP and AH”, C. Mson, R. Glenn, November 1998,
URL: http://www.ietf.org/rfc/rfc2404.txt

“IP Encapsulating Security Payload (ESP)”, S. K&tAtkinson, November 1998,
URL: http://www.ietf.org/rfc/rfc2406.txt
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[RFC2451]

[RFC3394]

[RFC3566]

[RFC3602]

[RFC3664]

[RFC3711]

[SRM11-Architecture]

“The ESP CBC-Mode Cipher Algorithms”, R. PereiraAglams, November 1998,
URL: http://www.ietf.org/rfc/rfc2451 .txt

“Advanced Encryption Standard (AES) Key Wrap Algom”, J. Schaad, R. Housley, September 2002,
URL: http://www.ietf.org/rfc/rfc3394.txt

“The AES-XCBC-MAC-96 Algorithm and Its Use With 1B&’, S. Frankel, H. Herbert, September 2003,
URL: http://www.ietf.org/rfc/rfc3566.txt

“The AES-CBC Cipher Algorithm and Its Use with IRS€S. Frankel, R. Glenn, S. Kelly, September
2003,
URL: http://www.ietf.org/rfc/rfc3602.txt

“The AES-XCBC-PRF-128 Algorithm for the Internet KExchange Protocol (IKE)", P. Hoffman,
January 2004,
URL: http://www.ietf.org/rfc/rfc3664.txt

“The Secure Real-time Transport Protocol (SRTP)’Bdugher, D. McGrew, M. Naslund, E. Carrara, K.
Norrman, March 2004,
URL: http://www.ietf.org/rfc/rfc3711.txt

“OMA Secure Removable Media Architecture”, Open Me®&lliance™, OMA-AD-SRM-V1_1,
URL: http://www.openmobilealliance.org/

2.2 Informative References

[OMADICT]

“OMA Dictionary”, OMA-Dictionary-V2_1-20040914-A,
URL: http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as describeddngr! Reference

source not found].

All sections and appendixes, except “Scope” antrébfuction”, are normative, unless they are exghiéndicated to be

informative.

This is an informative document, which is not irded to provide testable requirements to implememsit

3.2

Audience Measurement

Audience Measurement
Campaign

Audience Measurement
Function

(U)SIM

BCAST Distribution
System

BCAST Service
Application

BCAST Service
Distribution/Adaptation

BCAST Subscription
Management
BDS Service Distribution

Broadcast Channel

Broadcast Roaming

Definitions

Audience Measurement is the method of measuringeustatistics in relation to consumption of BCAST
Content and Service.

Audience Measurement Campaign is an Audience meamsunt session during a specific time period on a
specific group of users

The global function ensuring the Audience Measurgrteludes the BCAST enabler entities that
participate to the Audience Measurement collect/gssing.

The foreseen BCAST enablers related entitiesh®CAST Audience Measurement functions on the
Client side and the BCAST Audience Measurementtfanon the Network side.

A SIM or a USIM application residing in the memafythe UICC.

A system typically but not necessarily containihg &bility to transmit the same IP flow to multiple
Terminal devices simultaneously. A BCAST DistrilmtiSystem (BDS) typically uses techniques that
achieve efficient use of radio resources. A BDSsexia of Network functionality up to the IP layerda
optional Service Distribution/Adaptation functioitplabove the IP layer. Most BDSs support
broadcast/multicast distribution in the networknf®oBCAST Distribution Systems have the capabibty t
deliver the IP flows in the network via unicast.

Represents the service application of the BCASTiersuch as streaming audio/video or movie
download.

Responsible for the aggregation and delivery of BC/AServices, and performs the adaptation of the
BCAST Enabler to underlying BCAST Distribution Sgsts.

Responsible for service provisioning such as sugsamn and payment related functions, the provisibn
information used for BCAST Service reception, ar@AB T device management.

Responsible for the coordination and delivery afdoicast services to the BDS for delivery to the
terminal, including file and streaming distributi@nd Service Guide distribution.

The logical channel (usually uni-directional) tpadvides Broadcast Transport which the Broadcast
Enabler uses for broadcast distribution of datslabile Terminals.

Typically, the Broadcast Channel supports highalés. It is inherently used for downlink purposed &
particularly useful for conveying information thattargeted to all or many Mobile Terminals.

The Broadcast Channel is implemented by a BCASTribigion System that can efficiently distribute IP
based services to Mobile Terminals. Typically, thisans that a broadcast-capable bearer is ushd as t
underlying network technology.

Broadcast transport mechanisms allow simultanewmfistilition of content to many recipients. This
requires that all receivers can “receive” the samgsical resource (link or radio frequency) and can
simultaneously connect to the same transport pobtd8roadcast transport can be accomplished using
both broadcast and multicast mechanisms in therlyiig BCAST Distribution System.

Broadcast Roaming is the ability of a user to neediroadcast services from a Mobile Broadcast Servi
Provider different from the Home Mobile Broadcast\ice Provider with which the user has a
contractual relationship.
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Broadcast Service

Component

Content Encryption

Content Protection

CSIM

Device Management

Digital Rights Management

DRM Profile

File Distribution Function

Function

Interaction network

Interface
ISIM

A Broadcast Service is a “content package” suitédnlsimultaneous distribution to many recipients
(potentially) without knowing the recipient. Eitheach receiver has similar receiving devices er th
content package includes information, which allélesclient to process the content according to his
current conditions.

Examples of Broadcast Services are:

pure Broadcast Services:

- mobile TV

- mobile newspaper

- mobile file downloading (clips, games, SW upgadether applications, applications)

combined broadcast/interactive Broadcast Services:
- mobile TV for file downloading with voting

- betting Broadcast Services

- auction Broadcast Services

- trading Broadcast Services

A Function is further decomposed into Componentsn@onents are used to separate logically separate
parts within the Function. This decomposition iphd in architecture and specification work.

The cipher algorithms applied on data before pasdabn for transport or encapsulations in a fiteur.

This involves the protection of content (files tieams) during the complete lifetime of the coniemtit
is NOT an access control mechanism only as it ime&post-acquisition rules. Content protection is
enabled for encrypted content through the use pfogpiate rules or rights, e.g. using OMA DRM v2.0
for files and OMA DRM Broadcast extensions for atred content. Content remains protected in the
Terminal.

Usage rules are enforced at "consumption time'i¢ally, based on DRM). In addition to subscription
and pay-per-view, typically associate with SenkReetection, Content Protection enables also moe fi
grained usage rules, such as for displaying, savingencrypted form, printing, processing, re-
distributing, etc. [DRM v2.0].

Acronym for ‘cdma2000 Subscriber Identify Modulegrresponding to an application defined in [3GPP2
C.S0065] residing on the UICC to register servimewided by 3GPP2 mobile networks with the
appropriate security.

Management of the Device configuration and othemagad objects of Devices from the point of view of
the various Management Authorities.

The means to control the usage of media object iz been downloaded. DRM enables content
providers to define rights for media objects. Ip&ssible to associate different rights with a Engedia
object. The rights are required in order to usentiedia object.

The DRM profile uses the Service & Content Protetgolution for BCAST receivers in which the long
term key management and registration of devicbased on OMA DRM and the broadcast extensions
[XBS DRM extensions-v1.0].

For further details, see [BCAST11-ServContProt].

The File Distribution Function distributes a fileabundle of files having any type or any encoding
scheme to Terminals.

The Mobile Broadcast Service Enabler consists wéis# Functions. Functions provide finer granuiarit
than Enabler. Function covers a particular endrig{fanctionality within the Enabler. For example,
Service Guide is a Function that belongs to MoBileadcast Service Enabler.

A system containing the ability to transmit, fomexple IP flow, SMS, MMS, through Interaction Channe
to a Terminal device and transmitting user’s respsrthrough Interaction Channel to a BCAST Service
Application. A system containing the ability tamsmit IP flow through Interaction Channel to a
Terminal device

The common boundary between two associated sygsace: GSM 01.04, ITU-T 1.112).

An IP Multimedia Services Identity Module is an &pgtion defined in [3GPP TS 31.103 v6] and [3GPP2
C.S0069-0] residing in the memory of the UICC, pding IP service identification, authentication and
ability to set up Multimedia IP Services.
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Measures (or metrics)

Network

Notification Function

OCSP

Opt-In

Panel (of users)
Programme
R-UIM

Reference Point

RI (Rights Issuer)
Rich-Media Solution

RO (Rights Object)

Service Guide Fragment

Service Guide Function

Service Interaction
Function

Service Protection

Service Protection and
Content Protection
Function

Service Provisioning
Function

Set of parameters and procedures that quantitatarel qualitatively measure the usage of a BCAST
service/content.

Broadcast /Interactive Network for distribution anteraction BCAST services.

The Notification Function is responsible for infarng a terminal or a group of terminals of the upaon
event about Broadcast Service.

Online Certificate Status Protocol, RFC 25htp://www.ietf.org/rfc/rfc2560.txt
Also,

OMA Online Certificate Status Protocol (profile[@CSP]) V 1.0,
http://www.openmobilealliance.org/

Action to agree to participate in Audience MeasweehCampaigns
Group of users targeted for an Audience Measure@antpaign according to some specific criteria
A logical portion of a service with a distinct gtand end

A Removable User Identity Module corresponds toa-bICC platform based module as defined in
[B3GPP2 C.S0023] to register services provided b BBmobile networks with the appropriate security.

A conceptual point at the conjunction of two noredapping functional groups (source: ITU-T [.11).
consists of none or any number of interfaces oflang.

An entity that issues Rights Objects to OMA DRM @&wmant Devices.

A rich media solution is usually composed of afRidedia Format, Rich Media Packaging, and Rich
Media Delivery components to ensure an end-to-dvi& Ramework for consumption of Rich Media
Content by the end-user.

- Rich Media Content is a static or animated mediasumed and displayed in a time interval. The medi
may take advantage but is not constraint to andimaed to enhanced features such as audio, vidigi,
text, images, and interaction and are composedhegan regards to the terminal capabilities toegio

the end-user a rich multimedia experience

- Rich Media Format is a language describing tles@mtation composition and timing model of rich
media content

- Rich Media Packaging is a packaging schema usegpresent Rich Media Content in a single
packaging format (e.g. 3gp file)

- Rich Media Delivery refers to a delivery mechamissed for Rich Media Content including file (e.g.
Unicast or Broadcast download) and stream (e.gcddhor Broadcast streaming) delivery

This is a Rights Object used by DRM profile of ®ervice and Content Protection. RO is delivered ove
Interactivity Channel. Encoding of the RO is spiecifin [DRMDRM-v2.0].

An atomic information component of the Service @uigthich can be compressed, encapsulated and
transported in the absence of other parts of tihd@eGuide.

The Service Guide Function provides the broadcsestsuwith information on the various broadcast
contents available in their region

The Service Interaction Function provides the piapoint communication between a BCAST Service
Application in the network and the terminal.

This involves protection of content (files or stmes) during its delivery, i.e., it is an access ooint
mechanism only. Content is freely available (thosncrypted) once securely delivered.

For the benefit of allowing Content Protection togyovided for the same service, Service Protectian
be limited to immediate consumption / renderingypallowing recording of encrypted content for figu
acquisition of post-acquisition rights (see Conterdtection).

The Service and Content Protection function pravi@d@DS-agnostic way of protecting both content and
services delivered within Mobile Broadcast services

The Service Provisioning Function is responsibleaftyser subscription to a BCAST service and the
payment for a User about his or her subscribedcrv
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SIM

Smartcard

Smartcard Broadcast
Provisioning Function

Smartcard Profile

Smartcard-Centric
Audience Measurement

Stream Distribution
Function

Terminal

Terminal-Centric Audience
Measurement

Terminal Provisioning
Function

Transport Encryption

uiCC

UM

USIM

A Subscriber Identity Module is a standalone modigéned in [3GPP TS 51.011] to register services
provided by 2G mobile networks with the approprisgeurity.

A non-UICC secure function platform which may conténe SIM or R-UIM module, or a UICC-based
secure function platform which may contain one orenof the following applications: a 3GPP USIM,
3GPP2 CSIM or 3GPP/3GPP2 ISIM.

Note that the set of applications/modules residinghe Smartcard are typically governed by the
affiliation of the Smartcard to 3GPP or 3GPP2 djetions, as indicated by the definition for “Srtard
Profile”.

The Smartcard Broadcast Provisioning Function mes&nartcard configuration parameters, e.g. data,
parameters and applications and distributes thematoy Smartcards over Broadcast Channel.

Alias for a set of Smartcard-based technologiesmaechanisms, which provides key establishment and
key management, as well as permission and tokedilihgrfor the Service and Content Protection
solution for BCAST Terminals. In particular, Subber Key establishment and both Short and Long
Term Key Management may be based either (i) on @G&&hanisms and a Smartcard with (U)SIM/ ISIM
as defined by 3GPP, or (ii) on a pre-provisioneatst secret key and a Smartcard with R-UIM/CSIM/
ISIM or a UIM as defined by 3GPP2.

The Smartcard-Centric Audience Measurement implésrtiie Audience Measurement Client part on the
Smartcard

The Stream Distribution Function distributes stredmTerminals.

The mobile device with which an End-User received @onsumes a Broadcast Service.

The Terminal-Centric Audience Measurement impleméme Audience Measurement Client part on the
Terminal

The Terminal Provisioning Function manages termuaalfiguration parameters, e.g. data, parametets an
applications with the help of OMA DM and distribatihem to many terminals over Broadcast Channel.

The cipher algorithm is applied on data that heaenbpacketised for transport on a network. Thisatsm
be referred as Service Encryption but for the sdldarity, only Transport Encryption term is used.

A Universal Integrated Circuit Card is a physicaklynovable secured device as defined in [3GPP TS
31.101] for communication purposes not restrictethbbile convenience only. It is a platform totak
resident applications (e.g., USIM, CSIM or ISIM).

A User Identity Module representstandardievice orfunctionality, which provides secure procedures
in support ofregistrationauthenticationandprivacyfunctions in mobile telecommunications. In the
context of BCAST, the UIM refers specifically tcethon-removable version of this standard device or
functionality that is employed by (some) mobilentarals, which operate according to 3GPP2
specifications. In addition, Smartcard ProfiledzhService and Content Protection functionality lsan
provided on UIM-equipped BCAST Terminals.

A Universal Subscriber Identity Module is an apalion defined in [3GPP TS 31.102] residing in the
memory of the UICC to register services provideB®PP mobile networks with the appropriate
security.

3.3 Abbreviations

(U)SIM
BCMCS
BDS
BDS-SD
BDS-SD/A
BSA
BSD/A
BSI-C

SIM or USIM

Broadcast/Multicast Services

BCAST Distribution System

BDS Service Distribution

BDS Service Distribution/Adaptation
BCAST Service Application

BCAST Service Distribution and Adaptation

BCAST Service Interaction - Client Component
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BSI-G
BSM
BSP
BSP-C
BSP-M
CcC
CellID
CID
CODEC
CP
CSIM
DCF
DRM RO
DT
DVB-H
DVB-T

IPSec

ISIM
ISMACryp
LTKM
MBMS
MMS
MPEG2-TS
MPEG-4
MSISDN
NT

NTC

NTDA

NTE

NTG

OCSP
OMA

OMA BCAST

BCAST Service Interaction - Generic Component
BCAST Subscription Management

Broadcast Service Provisioning

BCAST Service Provisioning - Client Component
BCAST Service Provisioning - Management Component
Content Creation

Mobile network cell identification

Content Identification
Compressor/Decompressor

Content Protection

cdma2000 Subscriber Identify Module

DRM Content Format

Digital Rights Management Rights Object

Date Time

Digital Video Broadcasting — Handhelds

Digital Video Broadcasting — Terrestrial

File Application Component

File Delivery Component

File Delivery - Client Component

File Delivery over Unidirectional Transport

IP Multimedia Subsystem

Interaction Network

Internet Protocol

IP Security

IP Multimedia Services Identity Module

ISMA Encryption and Authentication specification
Long Term Key Message

Multimedia Broadcast/Multicast Service
Multi-media Messaging

Motion Pictures Expert Group 2 — Transport Stream
Motion Pictures Expert Group 4

Mobile Subscriber ISDN number

Notification Function

Notification Client Component

Notification Distribution/Adaptation

Notification Event Component

Notification Generation Component

Online Certificate Status Protocol

Open Mobile Alliance

OMA Digital Mobile Broadcast enabler
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OMA DM
OMA DRM
OMA LOC
PDCF
PEAK
PEK

RI

RO
ROAP
RTCP
RTP
R-UIM
SA

SD
SD-C
SDP
SEAK
SEK

SG

SGA
SGAS
SG-C
SGCCS
SGD
SG-G
SG-G/D/A
SGSS

SI

SIM
SMS

SP
SRTP
STKM
TP-C
TP-M
UbDP
uicC
UM

URI
USIM

OMA Device Management enabler

OMA Digital Rights Management enabler
OMA Location enabler

Packetised DRM Content Format
Programme Encryption/Authentication Key
Programme Encryption Key

Rights Issuer

Rights Object

Rights Object Acquisition Protocol

RTP Control Protocol

Real-time Transport Protocol

Removable User Identity Module

Stream Application Component

Stream Delivery Component

Stream Delivery Client Component
Session Description Protocol

Service Encryption/Authentication Key
Service Encryption Key

Service Guide

Service Guide Adaptation

Service Guide Application Source
Service Guide Client Component

Service Guide Content Creation Source
Service Guide Distribution

Service Guide Generation

The entity of Service Guide Generation, Distribntand Adaptation components
Service Guide Subscription Source
Service Interaction

Subscriber Identity Module

Short Message Service

Service Protection

Secure Real-time Transport Protocol
Short Term Key Message

Terminal Provisioning Client component
Terminal Provisioning Management component
User Datagram Protocol

Universal Integrated Circuit Card

User Identity Module

Universal Resource Identified

Universal Subscriber Identity Module
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VLR Visitor Location Register
XML Extensible Markup Language
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4. Introduction (Informative)

The term "Mobile Broadcast" refers to a broad rasigBroadcast Services, which jointly leverage tih&irectional one-to-
many broadcast paradigm and the bi-directionalastiparadigm in a mobile environment, and coveestormany services
ranging from classical broadcast to mobile multicas

Building on mobile network systems, which providellvectional links, and digital broadcast systemkich provide uni-
directional broadcast, Mobile Broadcast Servicdsamiable distribution of rich, interactive, andnolavidth consuming
media content to large mobile audiences.

4.1 Version 1.0

The Mobile Broadcast Services Enabler 1.0 addrdasetional areas which are generic enough to lencon to many
Broadcast Services, and which can be defined apteimented in a bearer-independent way. Theseiturattareas (or for
short: ‘functions’) are the following: Service @i, File Distribution, Stream Distribution, Servieeotection, Content
Protection, Service Interaction, Service ProvigigniTerminal Provisioning and Notification. Requirents for the above
functional areas along with the requirements ferEmabler as whole are given in [BCAST10-RequiresjerProposed
technologies upon which this enabler is specified.(for Service and Content Protection) are baseapen standards, or
will become part of an open standard; no propryeparts or extensions are required. Thus, thetimme described in this
document fully comply with the ‘Open’ of the Operoblle Alliance initiative.

This document first defines, in Section 5.2, theralt BCAST Architecture, its logical entities areference points,
respectively. The purpose of the top-level BCASGhdecture is two-fold.

Firstly, it puts the BCAST Enabler in the contektiaderlying BCAST Distribution Systems (BDS), see/operation and
content provisioning. BDSs mainly considered ia tlurrent version of BCAST architecture include PFGMBMS, 3GPP2
BCMCS and DVB IPDC, not excluding any other BDSs.

Secondly, it defines the logical entities and thelations. Following the top-level definition BEAST architecture, in
section 5.3, the document individually specifies #énchitecture for each of the BCAST functionsétadl, including the
definition of functional entities and the corresding interfaces. These interfaces in turn wilthe basis of further
specification as the functions are realized in BCA®chnical Specifications. Last, in Section 5t¥ document illustrates
the operational side of the functions through ftall diagrams for each of the above-mentioned fiomst

4.2 \Version1.1

The Mobile Broadcast Services Enabler 1.1 aimsamtain backward compatibility while fulfilling theequirements and
features stated in the BCAST requirements docufilBBDAST11-Requirements].

4.3 Security Considerations

The Mobile Broadcast Services Enabler 1.0 has twatfons related to Security. The first functiorBesrvice Protection
Function and the second is Content Protection foncFunctional Architectures of SP and CP are rilesd in .section 5.3.4
and the corresponding flows are described in se&id.4 and 5.4.5 respectively.

BCAST SP and CP are based on OMA DRM [DRMDRM-v2MRM20-Broadcast-Extensions] and 3G smartcard [3GPP
TS 33.246] [3GPP2 S.S0083].

BCAST SP and CP are based on 4 Layer key managerdtitecture, which is explained in detail [BCAST1
ServContProt]

The Mobile Broadcast Service Enabler 1.1 has Sdeamovable Media as new entity for BCAST 1.1 Serdnd Content
Protection and the required changes for suppoB@4ST were done by DRM WG in [SRM11-Architecture].

BCAST Audience Measurement function provides atibation/authorization of client/server communioatiand
unauthorized access for measured data is hind€hede were described in [BCAST11-ServContProt], ABT11-Services],
and [BCAST11-ESG].
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In addition to these, BCAST 1.1 has the solutianp@arental control for a service ordering in [BCASTServContProt] and
[BCAST11-Services],

Note: SP and CP of BCAST 1.0 have been revieweSdayrity WG.
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5. Architectural Model

The architectural model contains a broadcast chapreided by a BCAST Distribution System, andiateraction channel,
provided by an Interaction Network, such as a talloetwork (e.g., CDOMA/GSM/GPRS/UMTS). In genetak

availability of both broadcast channel and intécacthannel are assumed. However, both broadbasinel and interaction
channel may be temporarily unavailable, for exandpie to lack of radio coverage. Further, devic#ébBout access to an
interaction channel are possible within the BCA$dhiecture and specifications. However, such a&vimay have limited
functionality. Optimizations for devices withouttéractive channel are optional to implement inicey with interactive
channel, and are optional to use (for details BeeSCR tables of the enabler specification docusjent

5.1 BCAST Enabler Functions and Dependencies

OMA OMA OMA

LOC DM DRM

OMA

BCAST Enabler

Figure 1 - Relation between BCAST Enabler and Othe©MA Enablers

OMA BCAST Enabler combines a set of intrinsic fuans that jointly enable the Mobile Broadcast Segsi These
functions are Service Guide, Stream Distributidfe Bistribution, Service Protection, Content Potien, Service
Provisioning, Terminal Provisioning, Interactiondaotification functions.

The BCAST Enabler partly builds on other OMA Enab]gartly enhances the existing OMA Enablers artlypdefines
the BCAST intrinsic functionality. Thus, as illuated in Figure 1, the other OMA entities proviagm#ntrinsic functions to
the BCAST Enabler. Non-intrinsic functions of atlmelevant OMA Entities are used as they are, oy beawith extensions,
according to the required functions by OMA BCASTabler.

The typical examples of other OMA BCAST Enablers lpcation, Device Management and Digital Right sigement.

In BCAST 1.1 the presentation features of BCAST loarenhanced through the use of Rich Media Solsisoich as OMA
RME, MPEG LASeR, 3GPP DIMS and W3C SVG Tiny.

OMA BCAST Enabler Functions are shown on the ligfé ©f the Figure below. These functions may biendd within
OMA BCAST, or by making use of (referring to) oth@MA Enablers or other existing standards.
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OMA BCAST
Functions Protocol Stack
. Stream Distribution File Format:
e File Distribution mp4,3GP,etc.
Stream - |XML, SDP, etc.

. Service Protection

Files, Objects
Interaction

Channel

Tredoy o1

. Content Protection

e Service Provisioning RTP,RTCP,etc. FLUTE/ALC, ALC

. Terminal Provisioning

. Service Discovery and 1P
Service Guide

*  Notification Multiplex(MEPG-2 TS, - é oy g
etc. s =X
. Interaction Function ) gz = E 8 = =
o Z S a =
5 &5 2 = Z | e :
. a & w s 5 Interaction Bearer
e Audience Measurement =2l lge g | 2&E §
7
DVB-H/DVB-SH 2 e =5 | g0
e  Rich Media Solutions e 5 & wn S
= <
Protocols in the scope of OMA BCAST Protocols out of the scope of OMA BCAST

Protocols referred by OMA BCAST

Figure 2 - BCAST Functions and Protocol Stack

The right side of the diagram shows the protocatisof OMA BCAST. OMA BCAST Functions might makseuof,
interact with, enhance on, or define some protot@sare related to OMA BCAST; such protocols rmeyude: 3GPP2
BCMCS, or 3GPP MBMS protocols.

The lower layers include one-way and two-way ditew@! bearers; hence the BCAST enabler functiorghtidehave
differently with different types of bearers.

For example, Service and/or Content Protection treglst in IP layer (IPSec), or UDP/RTP layer (IS&#&p, SRTP,
MBMS Download Protection), etc.

Stream Distribution might be over RTP/ SRTP.

5.2 BCAST Architectural Diagram

The BCAST enabler architecture involves a collettiblogical entities over a set of reference minthe BCAST
functions are: Service Guide, Streaming Distributigile Distribution, Service Protection, Contenbtéction, Service
Provisioning, Terminal Provisioning, Interactiondadotification functions. These functions are lchin the different
BCAST logical entities. The following functionaldmitectural diagram shows the relationships ambegBCAST logical
entities. Subsequent sections provide additiorfatimation for these entities.
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Figure 3: BCAST Functional Architecture Diagram

5.2.1  Logical Entities for BCAST Enabler

The BCAST enabler involves a collection of logieatities that work together to realize the needgghbilities. The
following table presents these logical entitiefie Table includes entities that will be driven bg functionality defined in
the BCAST enabler and other logical entities tirat/jgle services but whose definitions are definsdwhere.

Logical Entity Major Functionality
Entities in-scope of OMA BCAST

BCAST Service Application Represents the servigdieation of the BCAST Service, such as, streaming
audio/video or movie file download. It encompagsesfunctionality of media
encoding and interaction related to BCAST Servikalso provides the BCAST
service attributes to the BCAST Service Distribntidaptation and BCAST
Subscription Management.

It may generate charging information, for examplgording to the user charging
information that it obtains from the BCAST substiop management and the
content creator. Legacy mechanisms may be useathéwging information
generation and delivery.

BCAST Service Responsible for the aggregation and delivery of BT/Services, and performs the
Distribution/Adaptation adaptation of the BCAST Enabler to underlying BCAS$tribution Systems. It
provides the functionality of File and Stream Disfition, Service Aggregation,
Service and Content Protection (i.e., data enaygp{l EK generation, and protectio

=
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key message distribution), Service Guide generatiahdelivery, Notification
Delivery, and the adaptation to the underlying BO®we functionality of adaptation
to each BDS may vary depending on the underlyin&BD

BCAST Subscription
Management

Responsible for service provisioning such as siftszn and payment related
functions, the provision of information used for BET Service reception, and
BCAST Terminal management.

It provides the functionality of Notification, Séce Protection management, Content
Protection management, Service Guide generatiopostjlerminal Provisioning
and interaction with the BDS Service Distributiodéfptation to
communicate/manage subscription information with Terminal.

It may send the user charging information to theABT service application.

Terminal

The user device that receives broadcageobas well as the BCAST service related
information, such as, service guide, content ptaedénformation. The user device
may support the interactive channel in which caseould be able to directly
communicate to the network regarding the availablices.

Entities out-of-scope of OMA BCAST

Content Creation

Source of content, may providgetdor delivery paradigms (e.g., streaming
servers); provides base material for content desons.

BDS Service
Distribution/Adaptation

Responsible for the coordination and delivery afdaicast services to the BDS for
delivery to the terminal, including file and strealmstribution, and Service Guide
distribution. It may also include key distributidiroadcast subscription
management, and accounting functionalities. BDSi8eDistribution/Adaptation
may not exist in certain BDSs. In that case it Midae considered a “Null Functionf.
It works with the interactive network to perforrmgee discovery, BDS-specific
service protection and handles other interactiowtions. It also works with the
BDS for content delivery to the terminal.

Broadcast Network

Specific support for the disttidw of content over the broadcast channel. Thag m
involve the same or different radio network froratthised by the interactive chann

[

Interaction Network

Specific support for the inetfan channel. This may involve the same or défer
radio network from that used by the broadcast calann

Table 1 - Descriptions of Logical Entities

5.2.2 Reference Points for BCAST Enabler

The logical entities of the BCAST enabler are caea to permit them to provide the functions needBgese points of
connection establish the reference points docurdéntthis section. As with the logical entitiegrtain of these reference
points will be fully defined as part of the BCASmabler. The following table describes these refegepoints.

to the program such as description, rating andegenr

Reference Point Usage
Reference Points within BCAST Scope
BCAST-1 Content, Content attributes, Notificatiorert, etc.
BCAST-2 Content-unprotected BCAST Service, BCASTv®e attributes and content attributes pertaining

BCAST-3 BCAST Service attributes and content atitels pertaining to service provisioning, such as,
targeted user profile and location information.etJsreference and subscription information,
User request, User reporting, notification evert araybe user charging information.

BCAST-4 Notification, Service Guide, fragments &teld to provisioning, purchasing, subscription,
terminal provisioning, etc.), Long Term Key Messagghort Term Key Messages, Terminal
Provisioning object, Terminal Provisioning messaggrminal management message, etc.
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BCAST-5

This reference point provides the distribnitof unprotected and/or protected BCAST Service
content-unprotected and/or content-protected BCA8ivice, BCAST Service attributes and
content attributes Notification, Service Guide, &wturity material, over the BCAST
Distribution System, which may include traversihg BDS Service Distribution/Adaptation.

BCAST-6

Unprotected and/or protected BCAST Serviomtent-unprotected and/or content-protected
BCAST Service, BCAST Service attributes and conétmibutes, Notification, Service Guide,
Security material, terminal reports related toatneand file delivery, all distributed over the
Interaction Network.

BCAST-7

This reference point provides the delivefbervice provisioning, Subscription information,
Terminal provisioning, Security material, and deviegistration, over the Interaction Network.
For security material delivery, it is also applitato implementations whereby the BCAST
Subscription Management contains the equivalent BBiSice Distribution/Adaptation
functionality pertaining to the transmission of lsucaterial over the Interaction Network.

BCAST-8

User interaction, reporting, and user pegfee.

BCAST-9

This reference point is for communicati@ivkeen a Terminal and a Smartcard including
delivery of Security material, Audit informationigBalling information, etc.

BDS Specific Refe

rence Points

BDS-1

Unprotected and/or protected BCAST Servioatent-unprotected and/or content-protected
BCAST Service, BCAST Service attributes and Congtiibutes, BCAST Service/Content
priority**, Notification, Notification priority, Sevice Guide and Security material. This
reference point is only applicable when the undiegBDS technology is MBMS or BCMCS,
and furthermore, whereby the portion of the BDSvBerDistribution/Adaptation pertaining to
service distribution and adaptation is not funcaibnintegrated in the BCAST Service
Distribution/Adaptation.

Note: Service protection or Content Protection ®PRstreams may be employed by the BDS
itself, if available.

BDS-2

Service provisioning, Subscription informati®@evice management, Security material. This
reference point is applicable when the underlyimSBechnology is MBMS or BCMCS, and
furthermore, whereby the portion of the BDS Senbxgtribution/Adaptation pertaining to
subscription management is not functionally intégplan the BCAST Subscription Manageme

nt.

Reference Points out of BCAST Scope

X-1 Reference Point between BDS Service Distribu#alaptation and BDS.

X-2 Reference Point between BDS Service Distribu#ialaptation and Interaction Network.

X-3 Reference Point between BDS and Terminal.

X-4 Reference Point between BDS Service Distrinidalaptation and Terminal over Broadcast
Channel.

X-5 Reference Point between BDS Service Distribu#alaptation and Terminal over Interaction
Channel.

X-6 Reference Point between Interaction Network &edninal.

** Note: Higher priori
safety/public service,

Table 2 - Descriptions of Reference Points

ty in delivery of broadcaservice/content shall be given to service/contetarided for public
or emergency information.

5.3 Functional Components and Interfaces/reference points
definition

This section describe
covered in detalil, in s

s details of all BCAST Funwiand Components. The architecture for each BCia8ation is
eparate sections individyaticluding the definition of functional entitiespmponents and the

corresponding interfaces.
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531 Service Guide Function

The Service Guide Function provides the broadcsstsuwith information on the various broadcast eotst available in
their region. Depending on the capabilities ofduheerlying BCAST Distribution System (BDS), thevhdcast content
information is transmitted to the terminal eitheram IP-based Service Guide, or as BDS-specificagisg, or both. The
service guide may be modified according to the BioSexample by adding BDS specific informationhiSmay either be
done in the Service Guide Generation/ Adaptaticstfibiution in BCAST Service Distribution/Adaptatioor in the BDS.
The format of the Service Guide information is defi for various interfaces in the following subget.

The Service Guide Function may also provide theettfor Rich Media Solution based Service Guidespntation.

Content | Service . gl:‘l’tll? BCAST
Creation Ukl “| source Service
Source SG1 Application
-+ SG-2
| Service Guide SG4 :
BCAST Generation < Serche
Service = Guide
Distribiution/ gotlice ECA_ST
Adaptation — Subscription
o | Seuﬁéﬁ"b'l Management
Legend
| BCAST Logical Entities | SG-5 | eps-1* BDS-2*
e .= 4 b= =g — = _..\
- Service Distributibn |
BCAST Reference Points | H
: x1 i : Fx=2 !
BCAST-BDS Reference Points Broadcast E E Interaction |
! Netork  § : Network i
Other Reference Points \ = : : N
.......................... [P S PR PR S (RSP
o B - Air Interface
BCAST Service Guide X-3: iX-4 H R
: b S i X-5 - X-6
BCAST Service Guide Interfaces H H H H
v A 4 Smartcard Filtering
Internal Interfaces : . . ; SG-9 parameters source
A=) (up to implementation) Service Guide Client I< Terminal
Note: Interface over (*) reference points to be defined
in Adaptation Specification
Figure 3 - Service Guide Functional Architecture
The BCAST Service Guide Functional Architectureimes the following interfaces:
Interfaces Reference Point Description
SG-1 BCAST-1 Server-to-server communications fdivdeng content attributes

such as description information, location inforroatitarget Termina
capabilities, target user profile, etc., from omenmre SGCCS, eithef
in the form of BCAST service guide fragments; omiproprietary
format.

SG-2 BCAST-2 Server-to-server communications fdivdeng BCAST
content/service attributes, such as, service/contescription
information, scheduling information, location infieation, target
Terminal capabilities, target user profile, ets.the form of BCAST
service guide fragments.

SG-B1 BDS-1 Server-to-server communications fdregitelivering BDS specific
attributes from BDS to BCAST Service Guide Adatati
component, to assist Service Guide adaptationeoifsp BDS, or to
deliver BCAST Service Guide attributes to BDS f@®specific
adaptation and distribution. This interface islegble to
implementations whereby the underlying BDS techggle MBMS
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or BCMCS, and furthermore, whereby that portiothef BDS
Service Distribution/Adaptation pertaining to SGtdbution is not
functionally integrated in the BCAST Service.
Distribution/Adaptation.

SG-4 BCAST-4 Server-to-server communications fdivdeng service/Terminal
provisioning information, purchase information, satption
information, promotional information, etc., in therm of BCAST
service guide fragments.

SG-5 BCAST-5 This interface provides the delivelB&€AST Service Guide over
the BCAST Distribution System, which may includaversing the
BDS Service Distribution/Adaptation.

SG-6 BCAST-6 Delivery of BCAST Service Guide thrbugteraction Channel.
Interactive access to retrieve Service Guide oitiatiadl information
related to Service Guide, for example, by HTTP, SBISVMS.

SG-9 N/A This interface provides Smartcard paramseteat may be used by the
Terminal to filter Service Guide information for &ncard Broadcas
Provisioning. This could be for example, latesereed version of
file for Smartcard Broadcast Provisioning.

5.3.1.1 Service Guide Source

Service Guide Source in the network exists in warifunctional entities.

In Content Creation, Service Guide Content Creafounrce (SGCCS) may provide contents attributes aaacontent
description information, target terminal capal®ij target user profile, content timing informatifile metadata, version of
Smartcard Broadcast Provisioning file, etc, andise¢hem over SG1 in the form of standardized BC/&8ivice Guide
fragments, or in a proprietary format.

In BCAST Service Application, Service Guide Applica Source (SGAS) provides service/content deSoripnformation,
scheduling information, location information, targerminal capabilities, target user profile, fitetadata, etc., and sends
them over SG2 in the form of standardized BCASvigerGuide fragments. In case of multiple SGC(@8suding
exclusive SGCCSs arranged by the service provi@&&AS acts as an interception point of all receismutent information
and is responsible for combining such content mition in a manner that can be managed by SG-G.

In BCAST Subscription Management, Service Guides8ription Source (SGSS) provides service/Terminavigioning
information, purchase information, subscriptioroimiation, promotional information, etc., and setiasn over SG4 in the
form of standardised BCAST Service Guide fragments.

BDS Service Distribution/Adaptation can providedfie information about BCAST service, such as,reedP address,
transport session identifier, and delivery schedpinformation over SG-B1. How BDS Service Digtition/Adaptation
generates such information is out of the scope@AST.

5.3.1.2 Service Guide Generation/Adaptation/Distrib  ution Component

The Service Guide Generation Component (SG-G)emttwork is responsible for receiving Service @Uidgments from
various sources, such as, SGAS, SGSS over SG-3@ntlinterfaces. SG-G assembles the fragmentls,asjservices and
content access information, according to a stameddschema, and generates a Service Guide whggnido Service
Guide Distribution (SG-D) for transmission. Befdransmission, it is optionally adapted in the 8snGuide Adaptation
Component (SG-A) to suit a specific BDS.

SG-D distributes the Service Guide in one or mdithe following ways:

=  SG-D generates an IP flow to transmit Service Goider the SG5 interface and the broadcast chamtetly may
include traversing the BDS Service Distribution/ftigion) to the SG-C. Before transmission, theG&ay send
Service Guide to Service Guide Adaptation (SG-Addapt the Service Guide to suit specific BDS, &tiog to the
BDS attributes sent by BDS Service Distribution/pt#dion over SG-B1. The adaptation might result in
modification of Service Guide. Note that, for at#iopn purpose, the SG-A may also send the BCASViGe
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Guide attributes or BCAST Service Guide fragmener &G-B1 to BDS Service Distribution/Adaptatiom fo
adaptation, this adaptation within BDS Service filistion/Adaptation is out of the scope of BCAST

= SG-D may also receive a request for Service Guifternation, and send the requested Service Guidenration
to the terminal directly through the interactioranhel. SG-D also may filter Service Guide inforimafrom SG-G
based on End User’s pre-specified profile.

= SG-D may also send the Service Guide to the BD&hwinodifies the Service Guide (e.g., by adding Bip8cific
information), and further distributes the Serviagide to the SG-C in a BDS specific manner.

5.3.1.3 Service Guide Client Component

The Service Guide Client Component (SG-C) in thbeal is responsible for receiving the Service dauiinformation from
the underlying BDS or the interaction network, amaking the Service Guide available to the mobiteteal. The SG-C
obtains specific Service Guide information. TheG@ay further filter the Service Guide informati@nmatch the
Terminal or Smartcard specified criteria, e.g. targ user profile, Terminal capabilities, latesteived version of file for
Smartcard Broadcast Provisioning. The Smartcagdiipd criteria are available to the Terminal thgh the SG-9 interface.
The file information included in the Service Guitiay be forwarded to other relevant functions intdreninal. Commonly,
the user may view the Service Guide informatioa imenu, list or tabular format.

SG-C may send a request to the network through &fsebtain specific Service Guide information, loe tomplete Service
Guide.

5.3.14 Smartcard Filtering Parameters Source Compo  nent

The Smartcard Filtering Parameters Source compdB8&RPS) in the Smartcard may provide filteringapaeters such as
user profile or latest received version of file 8martcard Broadcast Provisioning, to be usedearStrvice Guide Client
(SG-C) to filter the Service Guide information tatth with Smartcard specified criteria. SG-C maydsa request to the
Smartcard through SG-9 to obtain such filteringapagters. The protocol used over SG-9 should be kkambpo the relevant
specifications in 3GPP (U)SIM [3GPP TS 31.101] 8@&PP2 (R)-UIM [3GPP2 C.S0023-C] and 3GPP2 CSIM [B&P
C.S0068].

5.3.2 File Distribution Function

The File Distribution Function distributes a fileabundle of files having any type or any encodiolgeme to Terminals.
The File Distribution Function mainly distributesile or a bundle of files over Broadcast Chanbel, it also can transmit a
file or a bundle of files to Terminals over thedraction Channel.

In addition to the distribution functionality, tiéle Distribution Function may use other functidtias provided by other
OMA BCAST Functions. The File Distribution Funatican protect a file or a bundle of files with camitprotection
capability provided by the Content Protection Fiorcand service protection capability provided by Service Protection
Function. The File Distribution Function provides error resilience by different methods includingoand broadcast-
based methods such as forward error correctioroaneetition as well as post-delivery methods safile repair over
interactive sessions.

The File Distribution Function may also provide gupport for the delivery of Rich Media Solutiorsbd files.
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Figure 4 - File Distribution Functional Architectur e
The BCAST File Distribution Functional Architectudefines the following interfaces:
Interfaces Reference Point Description
FD-1 BCAST-1 Delivery of a file, whose type and eding scheme may be
agnostic to BCAST Standard.
FD-2 BCAST-2 Delivery of a file (or files) or a cmt protected file (or
files) to FD.
Delivery of an attribute of a file (or files) to FD
FD-5 BCAST-5 Unidirectional delivery of a file ortaundle of files some of

which may be content protected.

Unidirectional delivery of a content and servicetpcted
file or a bundle of files.

Unidirectional delivery of in-band signalling foil&
Distribution (e.qg., signalling used for file recipt either in
SG or in-band signalling).

FD-6 BCAST-6 Point-to-point delivery of file pant®eded in order to
reconstruct a complete file or file bundle on tregrinal
side following reception of file parts over the adzast
channel.

Point-to-Point delivery of a file or a bundle dis.
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Delivery of request from Terminal, e.g., requestfiie
repair or request for the delivery of a file orunble of files.
Delivery of report about file reception from Temal.
FD-B1 BDS-1 Delivery of a file or a bundle of filés BDS.

Delivery of a service and/or content protected dilea
bundle of files to BDS.

Delivery of signalling information to a file or bdte of files
distribution.

Delivery of bearer information used for a file amulle of
files distribution.

Signalling of file content priority** to the undegthg BDS.
This interface is applicable to implementations ety the
underlying BDS technology is MBMS or BCMCS, and
furthermore, whereby that portion of the BDS Sesvic
Distribution/Adaptation pertaining to file and fiteetadata
distribution is not functionally integrated in tBE€AST
Service Distribution/Adaptation.

Note: If BDS Service Distribution/Adaptation doest exist,
then the interface defined for FD-B1 is appliedet
and/or x-2.

FD-9 N/A This is the interface between the Termigrad the
Smartcard. This interface is not present for Teatsimot
having a Smartcard.

This interface is used by the FD-C to transmit Sozad
dedicated files received by the FD-C when the Scasdlt
Broadcast Provisioning is used.

This interface should correspond to the relevant
specifications in 3GPP (U)SIM [3GPP TS 31.101] and
3GPP2 (R)-UIM [3GPP2 C.S0023-B].

** Note: Higher priority in delivery of broadcaservice/content shall be given to service/contetarided for public
safety/public service, or emergency information.

5.3.21 File Application Component

The File Application Component (FA) in the netwdskesponsible for receiving a file or a bundidilels to be broadcast
from the Content Creation and sending the file al as file attributes (e.qg., the type of file aralid period of file) and
additional information (e.qg., location informatiand attributes relevant to user profile and prefees version of file or pre-
requisite version when the file is used for Smaddroadcast Provisioning) to BCAST Service Disttibn/Adaptation.

FA is agnostic to the type and encoding schemé#eofiélivered over the FD-1 interface.

If the content protection is done by BCAST, the lRAy cooperate with the Content Protection functmancrypt the file.

5.3.2.2 File Delivery Component

The File Delivery Component (FD) in the networkesponsible for the delivery, aggregation, and tedagm of a file or a
bundle of files.

FD receives a file, a bundle of files, some of ilhicay be content protected. FD receives theseWilth attributes from FA
through the FD-2.

File delivery may take place in one of the follogiimodes:

a) BDS Transparent mode: Using configured attebwaind attributes received from FA, FD negotidiedearers to be used
for file distribution in cooperation with BDS Secei Distribution/Adaptation through the interface-BD. If BDS Service
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Distribution/Adaptation does not exist, then X-DGR can be used in place of FD-B1 (X-1 and X-2waithin the scope of
adaptation specification). FD normally deliversfliivs (containing a file or bundle of files) to fieinals via FD-5. If FD
receives a request for retransmission or errorrteygpform Terminal, FD may transmit parts of &fdr parts of a bundle of
files over Interaction Channel via FD-6 or broadadsnnel via FD-5.

b) BDS Assisted mode 1: In this mode, the BDS Serfdistribution/Adaptation manipulates the file tnt received from
the FD over FD-B1, at the application data levefpbe it distributes the content to the terminBhese operations are out of
scope of OMA BCAST.

c) BDS Assisted mode 2: In this mode, the BDS iSeristribution/Adaptation does not manipulate fiteecontent
received from the FD over FD-B1, at the applicatiamta level, before it distributes the contenti®terminal. However, the
BDS Service Distribution/Adaptation may perform Ewayer processing such as application layer Ric@aing, transport
protocol conversion, and unicast-to-multicast |Erads translation. These operations are out esobOMA BCAST.

FD can aggregate files transmitted from differefs leccording to provisioning information and adagfile or a bundle of
files for BDS.

In the BDS transparent mode, the FD takes respititysibr error efficient and error resilient fildelivery. Consequently,
FD may employ different schemes for improving filglivery success, such as, repetition and forwaxt eorrection. The
FD may support file-repair components allowing reigewhich could not fully receive a file or file hdle through broadcast
channels to ask for missing file parts in orderetonstruct the file.

If the service protection is done by BCAST, the lRBy cooperate with the Service Protection functiancrypt the bearer
to be used for file delivery.

5.3.2.3 File Delivery Client Component

The File Delivery Client Component (FD-C) in therifénal is responsible for receiving a file or buadif files over
Broadcast Channel or Interaction Channel throutiteethe FD-5 or FD-6 interfaces or via the BDSd@se of BDS-
assisted file delivery).

If the service protection is done by BCAST, the EDnay cooperate with the Service Protection fumctiodecrypt the
bearer containing the file. If the content pratatis done by BCAST, the FD-C may cooperate with €ontent Protection
function to decrypt the file.

If BDS-transparent mode is used, FD-C should be tibteceive the FD transmission as it is codeeffimr resilience

FD-C forwards the information about file receivedm either in-band or from SG to a relevant functil the file is for
Smartcard Broadcast Provisioning function, the FE@ards the information about file to the Smartcthrough FD-9
interface.

For post error recovery the terminal may be abletpiest missing parts of encoded files in ordéulty reconstruct the
delivered files.

FD-C may send a report about the reception stdtadile or a bundle of files, if the Terminal héd interaction ability.

5.3.24 File Delivery Smartcard Component

The File Delivery Smartcard Component (FD-SC) ia 8martcard is responsible for receiving and psingsnformation
targeted for the Smartcard sent by FD-C over FD-9.

5.3.3 Stream Distribution Function

The Stream Distribution Function distributes stredraving CODEC used by BDS to Terminals. The &trBéstribution
Function mainly distributes stream over Broadcdsdr@el; but it can also transmit stream to Termavalr Interaction
Channel.

In addition to the distribution functionality, ti8tream Distribution Function may perform the Sexvirotection / Content
Protection encryption capability provided by thevze Protection / Content Protection Function.e Btream Distribution
Function may provide for error resilience by difet methods such as forward error correction coding
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The Stream Distribution Function has CODECs, whidhused by BDS.

The Stream Distribution Function may also provide support for the delivery of Rich Media Solutlmsed streams.
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Figure 5 - Stream Distribution Functional Architecture

The BCAST Stream Distribution Functional Architeetwalefines the following interfaces:

Air Interface

Interfaces Reference Point Description

SD-1 BCAST-1 Delivery of an unprocessed streanBGAST streaming
Service.
Delivery of stream with media type and CODEC sujgmbr
by BCAST.

SD-2 BCAST-2 Delivery of a stream having BCAST staird media type
and CODEC.
Delivery of stream attributes to Stream Distribatio
Function in BCAST Service Distribution/Adaptation.

SD-5 BCAST-5 This interface provides the delivefystieams over the
BCAST Distribution System, which may include trasiag
the BDS Service Distribution/Adaptation.

SD-6 BCAST-6 Delivery of a stream to terminal.
Delivery of report about a stream reception.
Delivery of request from terminal, e.g., requesttfee
retransmission of a whole stream.

SD-B1 BDS-1 Delivery of a stream to BDS.
Delivery of a protected stream to BDS.
Delivery of a stream attribute to determine beansed for
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stream distribution.

Delivery of bearer information used for a stream
distribution.

Delivery of a BDS specific profile for the adaptatiof
Stream to BDS.

Signalling of stream content priority** to the untiéng
BDS.

This interface is applicable to implementations wely the
underlying BDS technology is MBMS or BCMCS, and
furthermore, whereby that portion of the BDS Sezvic
Distribution/Adaptation pertaining to stream distriion is
not functionally integrated in the BCAST Service
Distribution/Adaptation.

Note: If BDS Service Distribution/Adaptation dosst
exist, then the interface defined for FD-B1 is émpbfor x-1
and/or x-2.

** Note: Higher priority in delivery of stream ctant shall be given to service/content intendedfdslic safety/public
service, or emergency information.

5.3.3.1 Stream Application Component

The Stream Application Component (SA) in the netwisrresponsible for transmission of a stream pBARAST standard
media type and CODEC, as defined by BDS, to Strieatmibution Function in BCAST Service Distributidaptation.

SA receives an unprocessed stream, to be encod€®B¥EC supported by OMA BCAST, from Content Creatita SD-1.
In this case, SA translates unprocessed streanB&ST standardized stream.

SA may receive a stream encoded by CODEC suppbyt€&MA-BCAST.

SA provides the attributes of stream (e.g., a mégpa of stream and required data rate) and additimformation (e.g.,
location information and attributes relevant toryz®file and preferences) used for BCAST service.

5.3.3.2 Stream Delivery Component

The Stream Delivery Component (SD) in the netwsrkesponsible for the delivery of a media stredwa determination of
bearers used for stream transmission and the diepptd a stream to a specific BDS.

SD receives a stream with attributes of a stream f8A via SD-2. Stream delivery may take placeria of the following
modes:

a) BDS Transparent mode: Using configured attribated attributes received from SA, SD negotiatedhtarers to be used
for stream distribution in cooperation with BDS Bee Distribution/Adaptation through the interfa&8B-B1. If BDS

Service Distribution/Adaptation does not existtbel1 or X-2 can be used in place of SD-B1. SDmalty transmits IP
flows (containing a stream) to Terminals via SD-5.

b) BDS Assisted mode 1: In this mode, the BDS Serfdistribution/Adaptation manipulates the file tmnt received from
the SD over SD-B1 at the application data levelptgeit distributes the content to the terminahe$e operations are out of
scope of OMA BCAST.

c) BDS Assisted mode 2: In this mode, the BDS Seridistribution/Adaptation does not manipulategtream content
received from the SD over SD-B1 at the applicatlata level, before it distributes the content ®tédrminal. However, the
BDS Service Distribution/Adaptation may perform Ewayer processing such as the application offle®DS service
protection, and unicast-to-multicast IP addresssietion. These operations are out of scope of BITAST.

SD may transcode the OMA BCAST stream into BDS ijgestream according to BDS request over the fater SD-B1.
SD also can adapt the data rate of stream accotalirgporting of BDS network condition over thedriace SD-B1. If SD-
B1 does not exist, then X-1 or X-2 can be used.
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If the Service or Content Protection is done by BBTAthe SD may cooperate with the Service or CarRestection
function to encrypt the bearer to be used for strdalivery.

SD transmits in-band signalling used for the streaception and Service or Content Protection (otext protection of
RTP streams) through the interface SD-5 and previde method for media synchronization.

SD can provide the method for adaptive receptiahaam imply techniques for error resilience basethe characteristics
specific to a Broadcast service and a Broadcashi@a

5.3.3.3 Stream Delivery Client Component

The Stream Delivery Client Component (SD-C) intia@ninal is responsible for receiving a stream @®mradcast Channel
or Interaction Channel through either the SD-5rfiatee or via the BDS (in case of BDS-assisted sirdalivery)

If the Service or Content Protection is done by BBTAthe SD-C may cooperate with the Service or @urProtection
function to decrypt the bearer containing the stredhe SD-C does the operation for error resikkemethod if error
resilience method is applied by SD.

SD-C has the capability for media synchronizatiod enay have the method for adaptive reception.
SD-C forwards the information about a stream telavant function.
For post error recovery, SD-C may send the refdaatstream reception if the interaction networkvsilable.

Service and Content Protection Functions
5.3.4 Service Protection and Content Protection Fun ctions
5.34.1 Overview

The Service and Content Protection functions pm@dBDS-agnostic way of protecting both contentsemices delivered
within Mobile Broadcast services. The Figure belthustrates the difference between Service Praiaand Content

Protection.
s : oy
% Broadcast Delivery éﬂ
& Co
\ Service /

Protection

Figure 6 - Roles of Service and Content Protection

Service protection has the purpose of allowing s€te a service, i.e., for a defined set of (awitoral) data for a specified
amount of time. Service protection assumes noorespility for content after have been releasethéouser terminal; it does
not provide any technical means to protect cortatgide of the bit-pipe that is implementing acczssrol.

Content protection has the purpose of securingnidigidual pieces of content. Content may or may/mave post-delivery
usage rights associated with it.

Service Protection, independent from Content Ptiatecis intended for subscription managementthénabsence of content
protection, usage rights to content in general b&free, or subject to applicable legislation, bass model or other
requirements; however such considerations are lgetfenscope of these definitions. Content Pratadatieals with post-
delivery usage rights, which specify how conteris be used according to permissions and constraints
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Secure Removable Media (SRM) Enabler version 1tdnele BCAST Service and Content Protection funetianchitecture
by enabling usage rights and tokens portabilitySiRM (for DRM Profile only). For more details s&&RM11-Architecture].

5.3.4.2 Key Hierarchy

The figure below presents the key hierarchy foviserprotection and content protection.

yer 1: Regi i . . . . .
Layer 1: Registration Registration over interaction channel incl.

offline registration

Registration

Regi i .
Derived key from d aetgls";rsat!sn data' Derived key from
registration Issuing decryption registration
Rights Encryption Rights Decryption
Key/ Subscriber Key/ Subscriber
Layer 2: Long-Term Management Key Management Key

Key message Delivery Service/Program Key Distributio

Service/ Service/
Program Ke _over - ProgramKey
Service/Program Generation | broadcast or interactive channel Decoding
Encryption Key
Service/Program
Layer 3: Short-Term Decryption Key

Traffic Key Distribution over
broadcast channel or interactive channel

Key message Delive

Traffic Key
generation

Traffic Key
decoding

Traffic
Encryption Key

Traffic
Decryption Key

Layer 4: Traffic v
encryption

Traffic-Key-Encrypted Data
over broadcast channel or interactive channel

Encryption Decryption

Unprotected Data Unprotected Data

Figure 7 - Key Hierarchy for Service Protection andContent Protection of RTP streams

Layer 1 implements registration step. The key material meta-data acquired during the subscriber ide(Styor device
registration phase will enable the subscriber eiateto be authenticated. They are securely startin a secure storage
entity. The key material obtained in Layer 1, aisdd to protect the Long Term Key delivery in Lageis referred to as the
Subscriber Management Key or Rights Encryption Hegending on the key management profile.

Layer 2 implements Long-Term Key Message key (LTKM) deliverer the broadcast or interactive channel. Tyer
delivers a service encryption key (SEK) or prograarencryption key (PEK). The SEK or PEK is an intediate key, i.e.,
it does not directly encrypt the content but indtpeotects the delivery of traffic encryption kéf€Ks). For management
and protection of service subscriptions the SERBK will be updated with normally longer crypto-jget than the TEK
traffic key.

Layer 3 implements Short-Term Key Message (STKM) delivergrahe broadcast. The traffic encryption key (TEK
encrypted by a SEK or PEK, or necessary data #rabe used for deriving the traffic key, is semgether with the
identifiers that allow the traffic key to be linkedth the encrypted content.

Layer 4 implements broadcast content encryption with th#fierencryption key (TEK). The encryption canperformed
on network layer (i.e., IP), transport layer (elWQP), session layer (e.g., RTP) or content lap&f €ncryption) for the
service protection.

Cryptographic keys introduced by the key hieraritnyservice and content protection shall be stevighin a secure storage
entity to guarantee the access control, the comtiial¢y and the integrity of sensitive data.
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Cryptographic keys, except for the TEK upon reqfresh authorized applications, shall never be ergasutside the secure
storage entity.

5.3.4.3 Functional Architecture for Service Protect ion

The following diagram describes Service Protect@rfile and stream and interfaces among BCASTdalentities.
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Content P
Creation SP-2 1
BCAST Service Distribution/ BCAST Subscription
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. SP Key SP-4 SPM t
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Legend (SP[EF)’ Distribution | (SP-M)
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Figure 8 - Service Protection Functional Architectue

Note: The Smartcard can be USIM/(R-)UIM.

It is presumed that the entire service protectiorcfionality can be performed by either the BCASiaHEer or the
underlying BDS technology which contains the BDS4DIn the service protection architecture as sawis presumed
that the service protection functionality is ertineerformed by the BCAST Enabler. Therefore, &mservice protection
capability in the BDS-SD/A is disabled or consiagkeenull function.

The following table explains the interfaces and sidgem to BCAST reference points:

Interface Reference Point Definition
SP-2 BCAST-2 Delivery of file or stream to SP-EB8D/A, where encryption is
performed.
SP-4 BCAST-4 Exchange of the information relate@1&KM generation by BSD/A
or BSM.
Delivery of STKM generated by BSM (for STKM deliyeover
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Broadcast Channel).

Delivery of LTKM generated by BSM (for LTKM delivgrover
Broadcast channel to Terminal supporting only Boaad channel
capability).

This interface delivers Long Term Key material fréme SP-M to
SP-KD, for use in subsequent encryption of Shortiléeys. These|
Long Term Key materials are SEAK/PEAK for the DRIbfle, and
SEK/PEK for the Smartcard Profile.

Delivery of registration key materials from the BRo SP-KD for
the DRM profile (for registration key materials idery over
Broadcast channel to terminal supporting only Boaetl Channel
capability).

SP-5-1 BCAST-5 This interface implements layer Bréffic encryption”) of the 4-
layer model.

The content delivered across SP-5-1 may also becoygted in the
case of free-to-air services.

The service protected file and stream is distridtitethe terminal
over Broadcast Channel (SP-5-1a) or Interactiom@ab(SP-5-1h)
which may include traversing the BDS Service
Distribution/Adaptation

Note: This interface is identical to FD-5 and SD-5.

SP-5-2 BCAST-5 Delivery of STKM to terminal overdadcast channel to SP-C in
Terminal (SP 5-2a) or SP-C in Smartcard (SP 5-2b).

Delivery of LTKM to terminal which only support Badcast
Channelwhich may include traversing the BDS Service
Distribution/Adaptation.

Delivery of the information related to registratiand authentication
over Broadcast Channe&thich may include traversing the BDS
Service Distribution/Adaptation to Broadcast-ordyrminal.

Note: Key materials are stored within a securesgf@rentity in the
SP-C on the terminal or the smartcard dependinkegmnmanagement
implementation.

SP-6-1a BCAST-6 Delivery of STKM by BSD/A over Inaetion channel, for the DRM
Profile.

SP-6-1b BCAST-6 Delivery of STKM by BSD/A over Inéetion channel, for the
Smartcard Profile.

SP-7 BCAST-7 The signalling exchange for registratiayer 1 of 4 layer model)

and delivery of LTKM over Interaction channel to-SRn Terminal
(SP-7-1) or SP-C in Smartcard (SP-7-2).

Note: Related key materials are stored within aisestorage entity
in the SP-C on the terminal or the smartcard deipgnah key
management implementation.

SP-9 BCAST-9 This is the interface between the irgahand the smartcard. This
interface is not present for terminals not havirggreartcard.

The secure authenticated channel between termidadmartcard
should correspond to [3GPP TS 33.110], [ETSI TS484].

SP-10 N/A Transmission of traffic encryption key&Ks) from the terminal to
the SP-D to decrypt the enciphered content.

Note : SP-10 is Terminal internal interface andasstandardized
within OMA BCAST.
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5.3.4.3.1 File Application/Stream Application Compo  nent

The File Application/Stream Application ComponeRA(SA) in the BSA is responsible for receiving filand stream from
Content Creation and sending the file and streattn attributes and additional information to BCAS@r8ce
Distribution/Adaptation.

5.3.4.3.2 SP Management Component

The Service Protection Management Component (Siithe BSM is responsible for the registration efinal and the
authentication/authorization of User. SP-M is akssponsible for the LTKM generation and the LTK®lidery over
Interaction Channel. LTKM contains SEK and PEK #rnisl delivered to SP-C in Terminal (via SP 5-2&6®-7-1) or SP-C
in Smartcard (via SP 5-2b or SP-7-2).

SP-M may generate the STKM and, for this, it exgesrthe STKM generation related information witiDB&. In this
case, the STKM is sent by SP-M to SP-KD, and in forwarded by SP-KD to the terminal over Broad€isannel or
interaction channel.

To support Broadcast-only terminal, SP-M can prewadt of band registration and delivery of LTKMS®&-KD in BSD/A.
Such out-of-band communications is outside the s@dBCAST specifications.

The SP-M also supports handling of the secure gnoaipagement. The secure group management scharbe cazed for
efficient broadcasting of the long-term key messawge revocation procedure. The SP-M is in chafgbeodomain
management. The terminal can join a domain or leaemain using the SP-M.

5.3.4.3.3 SP Key Distribution Component

The Service Protection Key Distribution Componé&®{KD) in the BSD/A is responsible for the disttibn over the
broadcast channel of the LTKM and STKM, generatbMEK and the optional generation of STKM. The K§P-also
delivers STKM to Terminal over interaction channel.

When the STKM is natively generated, the SP-KDeponsible for the generation of the TEK and ogleevice protection
protocol parameters, which are related to servaresmission. In the case that STKM is generateithé&ysP-M in the BSM,
the SP-KD transfers the TEK, and other servicegqutain protocol parameters which are related teisetransmission, to
the SP-M. If STKM is generated by SP-KD itself-8B exchanges the STKM generation related messéijeBSM.

Upon STKM generation by either the SP-M in the B&Mhe SP-KD itself, it is delivered by the SP-Kizeothe broadcast
channel or interaction channel to Terminals.

For Broadcast only Terminal, SP-KD receives LTKNMnfr SP-M in BSM and delivers it over broadcast clehnin addition
to this, SP-KD can transmits registration key materare sent from the SP-M to broadcast-only teatsi

5.3.4.3.4 SP Encryption Component

The Service Protection Encryption Component (SirE)e BSD/A is responsible for encrypting filestream for delivery
over the broadcast channel or the interaction ablanfhe TEK is delivered from the SP-KD and isduf® encrypting file

or stream (note: this internal interface in BSDéAbt further specified). The format of the encegofile or stream depends
on the specific service protection system. SP- b&aa null function in the transmission of freeafoservices or the
Service Guide.

5.3.4.3.5 SP Decryption Component

The Service Protection Decryption Component (SPaDhe Terminal is responsible for decrypting tinergpted file or
stream using the TEK extracted from the STKM. SRe€eives TEK from SP-C in Terminal, or SP-C in 8wed. SP-D
may be a null function in the reception of freeafpbservices or the Service Guide.

5.3.4.3.6 SP Client Component

The Service Protection Client Component (SP-CHesseither in the Terminal, for the DRM Profile imboth the Terminal
and the Smartcard for the Smartcard Profile. TReCSs responsible for terminal registration, user
authentication/authorization, and acquisition & HTKM and the STKM. After the registration, thE-€ may acquire the
REK or SMK/GMK which is derived from the registmati, depending on the security profile. The LTKM t@ins the SEK
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or PEK which is used for encrypting the STKM. | ttase of the DRM Profile, the SP-C in the Termatauires the TEK
by decrypting STKM using SEK. In the case of tiea®card Profile, SP-C in the Smartcard sends i€, Via the SP-C in
the Terminal, to the SP-D for decryption of thergpted file or stream.

5.3.4.3.7 Creation of STKMs

There are two options for STKM generation. Thstfis STKM generation by BSM, and the second is Bd€neration by
BSD/A, as illustrated in the figure below. STKMtigically generated by the BSM because BSM igatfirmary entity for
Service Protection. However, depending on thenassi model, the STKM can also be generated by $ixB

To support both STKM generation options, the BSIveisponsible for generating the SEAK/PEAK (for DRavbfile) or
SEK/PEK (for Smartcard Profile), and access cateescriptors. The BSD/A is responsible for getiregahe TEKs and
other service protection parameters.

TEK generation, SEAKI/PEAK or
STKM broadcast STKM generation SEK/PEK
distribution generation
BSD/A Transfer TEK, BSM

transfer STKM back
SP Key Distribution '
(SPKD) T_ STKM Generator | SP Management (SP-M)

Transfer

BSD/A SEAK/PEAK BSM
or SEK/PEK

SP Key Distribution (SP-KD) | STKM Generator Sl 'Vg;a_%mem

Figure 9 - Options for STKM Creation

5.3.4.4 Functional Architecture for Content Protect ion

The following diagram describes Content Protecf@rfile and stream and interfaces among BCASTdalgentities.

The architecture is agnostic to content protedled:fDCF, PDCF files can be distributed just ag ather file. For streams,
the content protection is determined by the indicadf CP-M that post acquisition usage rightsraguired for the stream.
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Figure 10 - Content Protection Functional Architectire
The figure above depicts the architecture of thé BT Content Protection function for files.

It is presumed that the entire content protectiorcfionality can be performed by either the BCAS®&HRer or the
underlying BDS technology which contains the BDS4DIn the content protection architecture as statis presumed
that the content protection functionality is erineerformed by the BCAST Enabler. Therefore, &m¢ontent protection
capability in the BDS-SD/A is disabled or consiagkeenull function.

The following table explains the interfaces and sndgem to BCAST reference points:

Interface Reference Point Definition
CP-2 BCAST-2 Delivery of file or stream to CP-EBSD/A, where encryption is
performed.
CP-4 BCAST-4 Exchange of the information relate&TdKM generation by BSD/A
or BSM.

Delivery of STKM generated by BSM (for STKM deliyeover
Broadcast Channel).

Delivery of LTKM generated by BSM (for LTKM delivgrover
Broadcast channel to Terminal supporting only Boaad channel
capability).

This interface delivers Long Term Key material frdme CP-M to
CP-KD, for use in subsequent encryption of ShortTKeys. These
Long Term Key materials are SEAK/PEAK for the DRI¥bfle, and
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SEK/PEK for the Smartcard Profile.

Delivery of registration key materials from the @Pto CP-KD for
the DRM profile (for registration key materials idery over
Broadcast channel to terminal supporting only Boaatl Channel
capability).

CP-5-1 BCAST-5 This interface implements layer #iréffic encryption”) of the 4-
layer model.

The content delivered across CP-5-1 may also beanpgted in the
case of free-to-air services.

The content protected file and stream is distrithtitethe terminal
over Broadcast Channel (CP-5-1a) or Interactionn@bb(CP-5-1b)
which may include traversing the BDS Service
Distribution/Adaptation.

Note: This interface is identical to FD-5 and SD-5.

CP-5-2 BCAST-5 Delivery of STKM to terminal overddcast channel to CP-C in
Terminal (CP 5-2a) or CP-C in Smartcard (CP 5-2b).

Delivery of LTKM to terminal which only support Badcast
Channel which may include traversing the BDS Servic
Distribution/Adaptation.

Delivery of the information related to registratiand authentication
over Broadcast Channehich may include traversing the BDS
Service Distribution/Adaptatioto Broadcast only terminal.

Note: Key materials are stored within a securesgf@rentity in the
CP-C on the terminal or the smartcard dependinigegn
management implementation.

CP-6-1a BCAST-6 Delivery of STKM by BSD/A over Inéetion channel, for the DRM
Profile.

CP-6-1b BCAST-6 Delivery of STKM by BSD/A over Imgetion channel, for the
Smartcard Profile.

CP-7 BCAST-7 The signalling exchange for registrafilayer 1 of 4 layer model)

and delivery of LTKM over Interaction channel to-CHn Terminal
(CP-7-1 or CP-C in Smartcard (CP -7-2).

Note: Related key materials are stored within aisestorage entity
in the CP-C on the terminal or the smartcard dejpgnoh key
management implementation.

CP-9 BCAST-9 This is the interface between the teairand the smartcard. This
interface is not present for terminals not havirsgreartcard.

This interface should correspond to the relevaatiigations in
The secure authenticated channel between termidemartcard
should correspond to [3GPP TS 33.110], [ETSI TS484,.

CP-10 N/A Transmission of traffic encryption keJEKs) from the terminal to
the CP-D to decrypt the enciphered content.

Note : CP-10 is Terminal internal interface andas$ standardized
within OMA BCAST.

5.3.4.4.1 File Application/Stream Application Compo  nent

The File Application/Stream Application ComponeRA(SA) in the BSA is responsible for receiving filand stream from
Content Creation and sending the file and streattn attributes and additional information to BCAS@r8ce
Distribution/Adaptation.
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5.3.4.4.2 CP Management Component

The Content Protection Management Component (Ciftt¥je BSM is responsible for the registration efffinal and the
authentication/authorization of User. CP-M is alssponsible for the LTKM generation and the LTK®lidery over
Interaction Channel. LTKM contains SEK and PEK #rid delivered to CP-C in Terminal (via CP 5-2a0#-7-1) or CP-C
in Smartcard (via CP 5-2b or CP-7-2).

CP-M may generate the STKM and, for this, it exgemithe STKM generation related information witHOB&. In this
case, the STKM is sent by CP-M to CP-KD, and im tiarwarded by CP-KD to the terminal over Broadd2isannel or
interaction channel.

To support broadcast-only terminal, CP-M can prevadt of band registration and delivery of LTKMG®-KD in BSD/A.
Such out-of-band communications is outside the s@dBCAST specifications.

The CP-M also supports handling of the secure gmapagement. The secure group management scherbe caed for
efficient broadcasting of the long-term key messawge revocation procedure. The CP-M is in chafghedomain
management. The terminal can join a domain ordeastomain using the CP-M.

5.3.4.4.3 CP Key Distribution Component

The Content Protection Key Distribution ComponeZiP{KD) in the BSD/A is responsible for the distfilom over the
broadcast channel of the LTKM and STKM, generatdbMEK and the optional generation of STKM. The-KB also
delivers STKM to Terminal over interaction channel.

When the STKM is natively generated, the CP-KDeigponsible for the generation of the TEK and otleevice protection
protocol parameters, which are related to servargsiission. In the case that STKM is generateith&yCP-M in the BSM,
the CP-KD transfers the TEK, and other serviceqmtitn protocol parameters which are related teisetransmission, to
the CP-M. If STKM is generated by CP-KD itself, B exchanges the STKM generation related messatjeBEM.

Upon STKM generation by either the CP-M in the B8Mhe CP-KD itself, it is delivered by the CP-KDes the broadcast
channel or interaction channel to Terminals.

For broadcast only Terminal, CP-KD receives LTKMrfr CP-M in BSM and delivers it over Broadcast Clenrin
addition to this, CP-KD can transmit registratiayknaterials that are sent from the CP-M to brostdoaly terminals.

5.3.4.4.4 CP Encryption Component

The Content Protection Encryption Component (CiiEhe BSD/A is responsible for encrypting filestream for delivery
over the broadcast channel or the interaction ablanfhe TEK is delivered from the CP-KD and isdif& encrypting file
or stream (note: this internal interface in BSDéAbt further specified). The format of the encegofile or stream depends
on the specific service protection system.

5.3.4.4.5 CP Decryption Component

The Content Protection Decryption Component (CRaRhe Terminal is responsible for decrypting tinergpted file or
stream using the TEK extracted from the STKM. CreBeives TEK from CP-C in Terminal, or CP-C in Stoard.

5.3.4.4.6 CP Client Component

The Content Protection Client Component (CP-Clesskither in the Terminal, for the DRM Profile jmboth the
Terminal and the Smartcard for the Smartcard Rrofilhe CP-C is responsible for terminal registratuser
authentication/authorization, and acquisition & KM and the STKM. After the registration, th&®« may acquire the
REK or SMK/GMK which is derived from the registiai, depending on the security profile. The LTKMtans the SEK
or PEK which is used for encrypting the STKM. le ttase of the DRM Profile, the CP-C in the Termamjuires the TEK
by decrypting STKM using SEK. In the case of timea®tcard Profile, CP-C in the Smartcard sends t&i€, Via the CP-C
in the Terminal, to the CP-D for decryption of #mecrypted file or stream.

5.3.4.4.7 Creation of STKMs

There are two options for STKM generation. Thet fissSTKM generation by BSM, and the second is ST¢@eration by
BSDI/A, as illustrated iferror! Reference source not found. STKM is typically generated by the BSM becau$VBis
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the primary entity for Content Protection. Howewdpending on the business model, the STKM canl@generated by
the BSDA.

To support both STKM generation options, the BSIveisponsible for generating the SEK and PEK, acdssccriteria
descriptors. The BSD/A is responsible for genagathe TEKs and other service protection parameters

5.35 Service Interaction Function

The Service Interaction Function provides the ptaapoint communication between a BCAST Service ligapion in the
network and the terminal.

The Broadcast Service Interaction Client Compomess the interaction function if BCAST service pdes the
supplementary service, which requires user intemast(e.g., real-time voting, real-time bettingjuests of additional
services, etc.).

The Service Interaction Function is supported layltiteraction Network, such as, a cellular mobéenork or a messaging
system (e.g., SMS or MMS). The Interaction Funtsapports various types of interaction, such adl;ie, SMS, MMS,
Sending of screenshots, Downloads, Email, linkadditional sites (e.g., Chat rooms, WWW, WAP, HTarel operator
portals).

The Service Interaction Function may also provitegupport for Rich Media Solution based interacpeesentation.

BCAST Service Application

((::onte_:nt Broadcast Service Interaction
reation Generic Function (BSI - G) \
BCAST BCAST
_Service Subscription
Distribution/ Management
Adaptation
BDS-1* BDS-2* 1 g8
Legend i - L e <
‘ BCAST Logical Entities ‘ / "]
: BDS .
! Service Distributi i
‘ Mandatory Non-BCAST EnTiTies‘ | ervice Distribution I
| Optional Non-BCAST Entities | i x-14 B X224 !
: O O . |
BCAST Reference Points | Broadcast 5 5 Interaction :
i Network @ i Network |
BCAST-BDS Reference Points 3 n . /
_— N HEN - S i 4 -—. -
Other Reference Points E H H : Air Interface
.............. A ,E/X-B = X-4 X5 % X-6
BCAST Service Interaction H E E E
Functional Entities o = H i
BCAST SI Interace . .
) Terminal Broadcast _Serwce Interaction
Client (BSI - C)

Note: Interface over (*) reference points to
be defined in Adaptation Specification

Figure 11 - Service Interaction Functionl Architecture

5.35.1 BCAST Interaction Function Interfaces

The Service Interaction Functional architecturardef the following interface:

Interface Reference Point Usage
SI-8 BCAST-8 Delivery of End user request or reg@on
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| | | Delivery of response corresponding to End userasqqu |

5.3.5.2 BCAST Service Interaction Generic Component

The Broadcast Service Interaction Generic Compof&8I-G) is responsible for serving the supplemensarvice, which
requires End user interaction.

The Content Creation provides contents, which megutnd user interaction and additional informatimbe used for the
Generation of BCAST service having a supplemergaryice to the BSI-G. BSI-G generates BCAST serwith the
contents and information from Content Creation.

BSI-G receives End user request or End User regpmorsesponding to the supplementary service. @8lay do the
operation about End User request or End User ragsoor BSI-C may send End User request or Endrdsponse to a
related application.

5.3.5.3 BCAST Service Interaction Client Component

The Broadcast Service Interaction Client CompofiB8i-C) is responsible for serving the supplemensarvice, which
requires End user interaction.

BSI-C sends End User request or End user respanssponding to the supplementary service to B8k the interaction
channel and receives the response to the End epeest or End user response. BSI-C may do thatipembout this
response or sends this response to a related afpqtic

5.3.6  Service Provisioning Function
The Service Provisioning Function is responsibleufser subscription to a BCAST service and paymeated functions

The Service Provisioning Function is primarily @ppble to systems and terminals with interactioiwoek capabilities; key
functionalities include: subscription (i.e., intiian, changes, and cancellation) of BCAST servicestent bundle selection
and impulse ordering of pay-per-view content

The Service Provisioning Function may also provfgeadditional information about payment (sucheaspunt status)
information.
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Figure 12 - Service Provisioning Functional Architeture
5.3.6.1 Broadcast Service Provisioning Function Int  erfaces

The Broadcast Service Provisioning Functional dectire defines the following interfaces:

Interface Reference Point Usage

SPR-7 BCAST-7 Delivery of messages used for a sigtigr such as subscription request
of user and response from BCAST Subscription Mamesg.

Delivery of payment information

SPR-8 Out of band The End User subscribes and asestthe services through the out-of
band interfaces. It's out of scope of OMA BCAST.

5.3.6.2 Broadcast Service Provisioning Management C  omponent

The Broadcast Service Provisioning Management Compio(BSP-M) is responsible for providing the sulggion and the
additional purchase information of Broadcast SexviBased on the End User’s subscription infornrmatBSP-M provides
charging information of the End Users to the erttif§ing responsibility for charging. BSP-M alsgports billing of mobile
broadcast services and may support parental casftsarvice ordering, i.e., parental control ofvie subscription and
service purchase.

BSP-M gets the subscription requests, reportingfi@rging and personalized requests from the Emrd (BSP-C) over the
interaction channel through the SPR-7 or out-ofdodimough the SPR-8.

BSP-M sends the confirmation of End user’s subsionpand may send the additional provisioning infation if an End
User requests it.
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5.3.6.3 Broadcast Service Provisioning Client Compo  nent

The Broadcast Service Provisioning Client ComporBS8tP-C) is responsible for the subscription of EBJAservice and the
reporting about the consumption of BCAST service.

BSP-C abstracts provisioning information from SeevGuide and may filter the received provisionimgpimation for the
End User if necessary.

BSP-C may send the End user request to get thé@adiinformation about provisioning.

BSP-C sends End User subscription request ovantdiaction channel and receives the confirmatimoua End User
subscription. BPR-C may report the information ukedharging to BPR-M.

5.3.7 Notification Function

The Notification Function is responsible for infamg a terminal or a group of terminals of the upauarevent about
Broadcast Service. The classification of upcon@mngnt can be determined by the Broadcast Servimader. For this
purpose, Notification Function generates a notiftctamessage and sends a notification messageetmaal or a group of
terminals. Examples of such upcoming event incthhdechange of the Service Guide, the notice obthd of the user’s (or
a group of users’) preferred service, a promotiba specific Broadcast Service, Auxiliary Data déead or insertion
trigger or other Service related notifications (egpal scores of a broadcast sports match). theteService Guide function
is the mandatory and primary means for Service &delivery and update; Notification function is thetional and
secondary means.

For efficient delivery of a notification messageesoBroadcast channel or Interaction Channel, thifiblation Function uses
the functionality provided by BCAST Service Distitibn/Adaptation.

The Notification Function collaborates with Prowising Function and Service Guide Function to geteesanotification
message.

The Notification Function may forward a notificationessage to BDS or Interaction Network in ordat BDS or
Interaction Network can send a notification mesdagtheir native method.

The Notification Function may also provide the soqpfor Rich Media Solution based Notification peagation.
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Figure 13 - Notification Functional Architecture
The BCAST Notification Functional Architecture dedis the following interfaces:
Interfaces Reference Point Description
NT-1 BCAST-1 A notice of notification event from @®nt Provider.
Delivery of notification attributes from Contentd®ider.
NT-3 BCAST-3 Delivery of attributes related to theneration of a Service

Guide specific notification message.

Delivery of a notice of natification event from Gent
Provider.

NT-4 BCAST-4 Delivery of a notification messageNotification
Distribution/Adaptation Component.

Delivery of A notice of notification event from BDS
Delivery of A notice of notification event from Séce
Guide Generation Component in BSD/A.

Delivery of Service Guide Attributes to be usedtfo
generation of a notification message.

The exchange of Service Guide information over BTAIS
for notification message generation is covered by
Notification Functional Architecture.

NT-5 BCAST-5 This interface provides the delivefyaanotification
message to a terminal or a group of terminals theer
BCAST Distribution System, which may include trasiag
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the BDS Service Distribution/Adaptation.

NT-6 BCAST-6 Delivery of a notification messagestterminal over
interaction channel.

It may be possible that multiple interaction chdsrmee
used via NT-6 for the delivery of the same notiiica.
message to multiple terminals.

NT-B1 BDS-1 Delivery of a notice of notification ent.

Delivery of a notification message to BDS or Intgian
Network.

Signalling of notification message priority to thederlying
BDS.

This interface is applicable when the underlying®BD
technology is MBMS or BCMCS, and furthermore, whre
that portion of the BDS Service Distribution/Adatixa
pertaining to service distribution and adaptat®not
functionally integrated in the BCAST Service
Distribution/Adaptation.

5.3.7.1 Notification Event Component

The Notification Event Component (NTE) in the netkwis responsible for forwarding a notice of nat#fion event from
Content Creation to Notification Generation Compurie BCAST Subscription Management via NT-1 andBITNTE
also provides the Service Guide Attributes to bedufer the generation of a notification messagdatification Generation
Component through NT-3.

5.3.7.2 Notification Generation Component

The Notification Generation Component (NTG) in tregwork is responsible for the generation of afiwatiion message
when a notification event occurs. Notification evean be initiated by Content Creation, BCAST Supsion Management
and BCAST Service Distribution and Adaptation, &i2iS.

NTG generates a notification message based ori@radtnotification event. Generally, a notificatievent happens in
BSM. For this case, a notice of notification evisrthe internal operation of BSM. For other natifion event, NTG
receives a notice of notification event from Cont€reation through NT-1 and NT-3 and receives &eaif notification
event from BSD/A through NT-4, and receives a re@t€notification event from BDS through NT-B1 aNd-4.

When NTG generates a notification, it cooperatdah wiher BCAST functions.
The examples for cooperation with other BCAST fiord are:

*  When NTG generates a notification to a specifia ug® sets his or her preference on a specifidsgNTG
refers the user profile in Provisioning functionB8M.

 When NTG generates a notification to a specifiad gseup, NTG refers the user profiles in ProvisianFunction
in BSM.

* When NTG generates a notification about Servicel&update, NTG receives the related informatiomf&ervice
Guide Generation Component in BSD/A.

5.3.7.3 Notification Distribution/Adaptation Compon ent

The Notification Distribution Adaptation CompondMTDA) in the network is responsible for deliverfaonotification
message to a terminal or a group of terminals @iegito a notification event. NTDA determines whattannel is used for
the delivery of notification message accordingh® availability of channel and the number of temgnwhich will receive a
notification message. NTDA sends a notificatiorseage to a terminal or a group of terminal overaBoast Channel via
NT-5 and sends a notification message to a ternowad Interaction Channel via NT-6.
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NTDA may forward a notification message to BDSmtetaction Network through NT-B1. Based on a nem@inotification
message BDS or Interaction Network can generatdification message and delivers it to a termirreh group of terminals.
How BDS or Interaction Network generates a nottfamamessage and sends a notification message of QMA BCAST
Scope.

If BDS Service Distribution/Adaptation does not®#xiNTDA can receive a notice of notification evéom BDS through x-
1 and NTDA can forward a notification message tdSB® Interaction Network through x-1 and x-2 resjyety.

5.3.7.4 Notification Client Component

The Notification Client Component (NTC) in the ténal is responsible for receiving a notificationseage over the
Broadcast Channel or Interaction Channel. NTCrimfothe relevant BCAST function of the impendingucence of an
event as indicated by the received notificationsage from the NTDA. For example, if NTC receivesrdgs about a
change of Service Guide of Broadcast Service, ith&nds the event to the Service Guide Client Gorept.

NTC may directly receive a notification messageulam event of Broadcast Service from BDS or Irdgoa Network.

5.3.8  Terminal Provisioning Function

The Terminal Provisioning Function manages termaaaifiguration parameters (e.g. data, parametetspplications)
through support from OMA DM. It also performs otlienctions such as firmware download (FUMO.).

The operation of Terminal Provisioning Function okgeraction Channel is defined in [OMA-DM] whitee operation of
Terminal Provisioning Function over Broadcast Cl@ms defined in [BCAST11-Services].
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Application
BCAST Service BCAST Subscription
Distribution/Adaptation Management
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Bcg?;rli’g:;’ig;‘gzg’:'"g < = BCAST Terminal Provisioning
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Figure 14 - Terminal Provisioning Functional Architecture

The above BCAST Terminal Provisioning Functionatiitecture defines the following interfaces:

Interface Reference Point Description

TP-4-1 BCAST-4-1 Delivery of Terminal provisioning message infornoatifiles) to be
sent over the broadcast channel only (this patt@fnterface is
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substantially similar to FD-2 in Section 5.3.2.hiFinterface also
transports content fragments and service fragnfentbe service
guide to be sent over the broadcast channel (#risigpsimilar to SG+
2 in Section 5.3.1.) This interface also carrietifitation messages
to be sent over the broadcast channel only (asuhigar to NT-4 in
Section 5.3.7.)

TP-4-2 BCAST-4-2 This is the reverse channel feeriiace TP-4-1 (and is substantially similal
to SG-2 and NT-4.)
TP-5 BCAST-5 Delivery of Terminal provisioning messages overdfcast Channel. This

interface is substantially similar to FD-5, NT-BidaSG-5, as defined in other
parts of this specification.

TP-7-1 BCAST-7 Delivery and confirmation of Terminal preioning messages over
TP-7-2 Interaction Channel. Can also be used for broad@rshinal
provisioning confirmations.

Note: The operations on TP-7-1 and TP-7-2 are ddfin [OMA-
DM].

5.3.8.1 Terminal Provisioning Management Component

The Terminal Provisioning Management Component ()RR the network is responsible for managing terahi
provisioning.

TP-M generates terminal provisioning messages guntpa parameter or a command to be used for Ternfrovisioning.
Terminal provisioning messages are transmitted theetnteraction Channel according to mechanisrfigetkin [OMA-
DM]. TP-M can receive from BCAST the address of Bi@AST Service Guide Server for the interactive myaghd can also
receive roaming specific BCAST parameters relet@athe terminal. It can also receive BDS-specificgmeters relevant to
the terminal. The TP-M component takes these paemand generates messages to set the values BEWST Managed
Object in the OMA DM management tree. These messagedelivered over the Unicast network.

TP-M additionally can broadcast messages to the BC#&rminal. For example, TP-M may receive a niemfare
package from a handset maker (on a private inteyféabeled with manufacturer, model, hardwareigarsand firmware
version. TP-M uses the TP-4-1 and TP-4-2 inteddoegenerate broadcast file delivery content toydhis firmware and
update command as a package, along with associatede guide fragments. TP-M adds fields to #mwise guide
fragments to represent the parameters of a TP-Magesbroadcast. Alternately, TP-M may generatatification message
with additional fields to be sent via a specialificdtion message. It then passes these fragnaeli®r notifications and/or
content item(s) over the TP-4-1 and/or TP-4-2 faieg(s).

5.3.8.2 Terminal Provisioning Distribution/Adaptati on

The Terminal Provisioning Distribution/Adaptatiom@ponent (TP-D/A) in the network is responsiblelfovadcast
delivery of Terminal provisioning messages to tied. The TP-D/A receives the pre-created Termina/ipioning
messages and the information needed to deliveFdhminal provisioning messages to the relevantiteats from the TP-M.
The TP-D/A creates information in the Service Gumeterminals to use for filtering so that onlyeeant Terminal
provisioning messages are received by the TP-C.

5.3.8.3 Terminal Provisioning Client Component

The Terminal Provisioning Client Component (TPkC)he terminal is responsible for receiving TeratiRrovisioning
messages over Interaction Channel through the Taterface or over the Broadcast Channel via tAeldl and TP-4-2
interface(s). In order for the TP-C to receive Tie@hprovisioning messages over the Broadcast Gilatire TP-C uses the
information provided in the Service Guide to filtart relevant Terminal provisioning messages.

TP-C does any relevant action which is defineddMA-DM] after it receives terminal provisioning nege. The
delivered terminal provisioning messages may bedoded to other relevant functions in the terminal.
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539 Audience Measurement Function

The Audience Measurement Function provides to ¢neéce provider measures on the user consumpti@CHST contents
and services. The measures are processed onghegitie and collected by a collection functiortlemserver side. The
measures are then analyzed to produce statistitteeam

The Audience Measurement Function allows a remotéiguration of the Audience measurement partsherctient side to
activate/deactivate the metering and the reportmgetup the parameters used for the audienceunesasnt process (e.g.
the list of metrics, the report delivery frequengy,

The Audience Measurement Function provides alsosfa the user to opt-in to the measuring anchblided in a panel
of users for a given Audience Measurement Campaign.

The Client Audience Measurement Function couldniy@émented in the Terminal in case of Terminal-@emtudience
Measurement implementation or in the Smartcarchge ®f Smartcard-Centric Audience Measurement img@htation.

The following diagrams describe Audience Measurdraad interfaces between BCAST logical entitiesTferminal-
Centric and Smartcard-Centric implementations.

Content ggx:‘z BCAST AM Application
Creation - (AM- A)
Application
AM-3-1 AM-3-2
BCAST BCAST
Service ' Subscription
Distribution/Adaptation AM-4-1 Management
B BCAST AM
BCAST Logical Entities BCAST AM Distribution -
AM-D Management
(AM-D) ﬁ (AM- M)
| Mandatory Non-BCAST Entities AM-4-2 A
. AM-5 {BDS—P T BDS-2
Optional Non-BCAST Eniies RE Auttuttt sttt et et b PR 1 I <
Boeoesssssssssssssssssssssssss :/ ] BDS Serv|ce ..\
BCAST Reference Points L Distribution/Adaptation L AM-7-1 AM-7-2
. H R R Boeresosasnnans feeeees geoeen
BCAST-BDS Reference Points I )" X-1 : : )" X-2 i
| R T EPRIERTRE e e [RESERTEPRRSY (RN EERERRRPRRRS
Other Reference Points ' 3 Broadcast | : 1 Interaction I
------ Fooooooo - I Network : 3 : 1 Network ;
e [T RS I St A ) S
BCAST Audience Measurement Interface| : : : : Air Interface
| | | |
Note: Interface over(*) reference /:/X-S ’(X-4 ,(X-5 /:/X-G
points to be defined in Adaptation ! !
Specification v Terminal v
BCAST AM Client Smartcard
(AM- C)

Figure 15 - Terminal-Centric Audience Measurement Enctional Architecture

Note: The BCAST AM Application (AM-A) may be outsidhe scope of BCAST (e.g .in Content Creationtfgnti
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Content ST BCAST AM Application
Creation Service (AM-A)
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BCAST BCAST
Service Subscription
Distribution/Adaptation AMA ' Management
D - AST AM
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(AM-D) v
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Figure 16 - Smartcard-Centric Audience MeasuremenEunctional Architecture

Note: The BCAST AM Application (AM-A) may be outsidhe scope of BCAST (e.g. in Content Creationtfgnti

The BCAST Audience Measurement Functional Architexdefines the following interfaces:

Interface

Reference Point

Definition

AM-3-1
AM-3-2

BCAST-3

Exchange of information related to the parfi@isers concerned by
the Audience Measurement Campaign for the anabfgissults.
Exchange of results of the Audience Measurementpgaam

Note: may be out of scope of BCAST if the BCAST Adplication
is a Non-BCAST Entity

AM-4-1
AM-4-2

BCAST-4

Exchange of Audience Measurement operdtiof@mation for
unidirectional delivery: Activation/deactivation Audience
Measurement function on the BCAST AM-Client,

Configuration of parameters used for Audience Mezrsent (list of
metrics, report delivery frequency, ...),

Registration information, Opt-in information, Calteon request from
the BCAST AM Management function to the BCAST AMiCit.

AM-5

BCAST-5

Unidirectional delivery of Audience Msurement operational
information such as policies or commands: Activafileactivation of
Audience Measurement function on the BCAST AM-QOljen
Configuration of parameters used for Audience Measent (list of
metrics, report delivery frequency, ...), Registratinformation,
Opt-in information, Collection request from the BEA AM
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Management function to the BCAST AM-Client..

AM-7-1 BCAST-7 Activation/deactivation of Audience Measment function on the
AM-7-2 BCAST AM-Client.

Configuration of parameters used for Audience Mezrsent (list of
metrics, report delivery frequency, ...)

Registration of the user to the Audience Measuréugrction.
Delivery by the BCAST AM-Client of a proof of Optttto the
BCAST AM-Management component as a subscriber aggaeto
be audited by the AM function.

Collection request from the BCAST AM Managementction to the
BCAST AM-Client and transmission of Audience Measuent
reports from the BCAST AM-Client to the BCAST AM Magement

function
AM-9-1 BCAST-9 This is the interface between the Termaral the Smartcard.
AM-9-2 This interface should correspond to the relevaatiigations in
3GPP (U)SIM [3GPP TS 31.101] and 3GPP2 (R)-UIM [BGP
C.S0023-B].

The secure authenticated channel between Termmdabmartcard
should correspond to [3GPP TS 33.110], [ETSI TS484,.

5.3.9.1 BCAST Audience Measurement Management Compo  nent

The BCAST Audience Measurement Management CompdAdmM) in the network is responsible for
» The management of registration of clients to théiénce Measurement function (through AM-7 interjeered the
selection of users in the users data base to caegii@up of users for a given Audience Measureramipaign.

*  The remote activation and deactivation of the A#nde Measurement function on the BCAST AM Clientit&)
(through AM-7 interface or AM-4 and AM-5 interfages

e Setting parameters for the measure and reponeskttmeasures (e.g. list of metrics, report dslifrequency...)
on the BCAST AM Client (AM-C) (through AM-7 interfe or AM-4 and AM-5 interfaces).

» Requesting and receiving Audience Measurement tefram the BCAST AM Client (through AM-7 interface

* The aggregation of all measures coming from the BCAM Client of users included in a panel, andistpthese
measures.

¢ The anonymity of measures.
5.3.9.2 BCAST Audience Measurement Distribution Com  ponent

The BCAST Audience Measurement Distribution (AM-Bgmponent resides on the network and is respon$il¢he
broadcast delivery of configuration informationth® BCAST AM Client on behalf of the BCAST AM-M.

5.3.93 BCAST Audience Measurement Application Comp  onent

The BCAST Audience Measurement Application Compoiaim-A) is responsible for the exploitation of tiheidience
Measurement Campaign and provides statisticaltsestiiis component uses the results and informatiothe panel of
users provided by the BCAST Audience Measurememtdgament Component (AM-M) through the AM-3 integac

Note: The BCAST AM-A can be outside the scope oRABT

5.3.94 BCAST Audience Measurement Client Component

The BCAST Audience Measurement Client Component {8Mparticipates in the registration of the cliemthe Audience
Measurement function.
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The BCAST AM-C is responsible for

« The activation and deactivation according to thipiest and/or configuration received from AM-M arnat-n
status on the client side of the Audience metepirngess and reporting process.

* The process of configuration requests coming floenBCAST Audience Measurement Management Component
in the network and applies the parameters updagel{g of metrics, report delivery frequencygconcerned by the
request.

* The tracking of services consumption by the useomting to a list of metrics needed for the Audeenc
measurement campaign and storing these measures.

* The delivery of a report to the BCAST Audience Meament Management Component on the network sile av
given periodicity (that could be configured remgtiey the BCAST Audience Measurement Management
Component on the network side), or upon request tiee BCAST Audience Measurement Management
Component on the network side.

* The request of an agreement (Opt-In) by the subecto be included in the set of users for whialvises
consumption can be tracked, and which guaranteg¢stte subscriber is the owner of the contract ththservice
provider.

e The delivery, to the BCAST AM Management Compormnthe network side, of a proof of acceptance by th
subscriber of the above mentioned request.

5.3.10 Smartcard Broadcast Provisioning Function

The Smartcard Broadcast Provisioning Function mesiéarge scale Smartcard management operationslétag
parameters and applications) over Broadcast Channel

The architecture of the Smartcard Broadcast Prawisg Function is the same as the File Distribuftanction depicted in
Figure 4 and uses also the Service Guide Functpitted in Figure 3.

The Smartcard Broadcast Provisioning Function fikssthat are generated by a remote card managequteform and
containing Global Platform compliant scripts. Thékes are delivered by the remote card managemlatform which acts
as a Content Creation Component in the figure theéd-ile Application Component. Content protectidthese files are
handled by the remote card management platfornttenBCAST File Delivery Function doesn't use theteat protection
provided by the BCAST Content Protection Function..

The remote card management platform delivers @swesnformation on file (e.g. the version of thegBtoard provisioning
file and the pre-requisite version to use it) asise guide source as depicted in the Figure 3s iriformation is introduced
in the service guide before its delivery to theniaal.

At the reception of the file by the FD-C, and afpessible filtering by the Service Guide Client Gament using service
guide information on the file and filtering paramet delivered by the Smartcard, the Global Platfoompliant scripts are
sent to the smartcard via standard Smartcard consn&PDU commands over either the APDU or HSP fater. These
commands are then processed by the File Delivergr®ard Component.

5.4 Flows
54.1 Service Guide Related Flows

54.1.1 Service Guide Generation and Delivery over  Broadcast channel

Figures 16 and 17 below illustrate examples forSbevice Guide Generation and its delivery overBheadcast Channel.
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BDS Service
SGCCS SGAS SGSS SG-G/D/A Distribution SG-C | | sCFPS

1. BCAST Service
Information and
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3. Query on BCAST
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¢ ---and-Attrbutes. ... .

4. BCAST Service
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5. Query on BDS
specific info
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SG Generation

7. Notify on theljllart
of SG deliye

8. Response to notify
on the start of SG
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Do R 10. Smartcafd
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reading

Figure 17 - Service Guide Generation and its delivg over Broadcast channel without traversing the B[3-SD/A

1. SGCCS sends BCAST content information and attrfjigech as content description, broadcast areidocparental
rating, content genre, user rating, associated@redata and target user profiles, to SGAS. SGC&tsend BCAST
content information and attributes as BCAST Ser@ciéde Fragments or non-BCAST standard form (SG1).

2. SGAS sends BCAST service information and attribugash as, service URI, service description, brastarea
location, parental rating, service genre, usengat@ssociated preview data and target user pgpfideSG-G/D/A in
BSD/A. If BCAST service information and attributesve a non-BCAST Standard form, SGAS changes roAS
standard form into BCAST Service Guide FragmentJ5G

3. The SG-G/D/A in BSD/A may send a request about BCAS&rvice information and attributes to SGSS.(SGé)e
BCAST service information and attributes can beisefcontent protection description informationrghase channel
information, service bundling information, pricilmformation and promotional information, etc.

4. Inthe response to step 3, the SGSS sends BCASiEsanformation and attributes, such as, servimaient protection
description information, purchase channel inforgratiservice bundling information, pricing infornaiand
promotional information to SG-G/D/A (SG4). If stBloes not exist, SGSS sends BCAST service infasmand
attributes when the information and attributes ataoservice or bundle of services are changederAéiceiving
BCAST service information and attributes, SG-G/fgnerates BCAST Service Guide. If the BDS speuific is
necessary for Service Guide Generation, the foligvgiteps 5 and 6 are performed.

5. The SG-G/D/A may query BDS Service Distribution/ftition about the BDS specific information aboutART
service or a bundle of BCAST service (SG-B1).

6. BDS Service Distribution/Adaptation sends the BIp8cific information such as source IP addresssprart session
identifier, and delivery scheduling information (83).

7. The SG-G/D/A may notify BDS Service Distribution/&gtation of the start of SG delivery. After theeption of
notification, BDS Service Distribution/Adaptationrdfigures the bearers to be used for SG deliveB+83). The

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-BCAST-V1_1-20091013-C Page 56 (130)

10.

negotiation between SG-G/D/A and BDS Service Distion/Adaptation may be needed to set the propearpeters
(such as data rate) about SG delivery.

BDS Service Distribution/Adaptation may respondgh notification of the start of SG delivery. (B3)

SG-G/D/A transmits Service Guide over Broadcastmblh SG-C in terminal receives Service Guide B@AST
channel and it may filter Service Guide based a@r psofile and user preference before it shows&&user. ( SG-5)

SG-C reads Smartcard Filtering Parameters in SQieR8e filtering Service Guide. SG-C may filter @ee Guide
based on user profile and user preference, indudémameters read from the smartcard, before WsI8G to a user.

SGCCS SGAS SGSS SG-G/DIA BDS Service sc-c | | scres
Distribution

1. BCAST Servicq
Information and
Attributes 2. BCAST Service
information and
Attributes

g
3. Query on BCAST
Service information

» and Attributes

4. BCAST Service
Information and

Attributes )

SG Generation

5. Notify on the start

_______ of SGdelivry |

6. Response to notify
on the start of SG

7. SG delivery
8. SG delivery | 9. Smartcgrd

> Hiltering pararpeters

reading|

Figure 18 - Service Guide Generation and its delivg over Broadcast channel, via the BDS-SD/A

SGCCS sends BCAST content information and attrigugech as, content description, broadcast araetidoc parental
rating, content genre, user rating, associated@sedlata and target user profiles, to SGAS. SGC&tsend BCAST
content information and attributes as BCAST SerGegde Fragments or non-BCAST standard form (SG1).

SGAS sends BCAST service information and attrinugash as service URI, service description, brostdzeea location,
parental rating, service genre, user rating, aasettipreview data and target user profiles, to 3GHsin BSD/A. If
BCAST service information and attributes have a-B@AST Standard form, SGAS changes non-BCAST stahda
form into BCAST Service Guide Fragment (SG2).

The SG-G/D/A in BSD/A may send a request about BCAS&rvice information and attributes to SGSS.(SGé)e
BCAST service information and attributes can be&isefcontent protection description informationrghase channel
information, service bundling information, pricimformation and promotional information, etc

In the response to step 3, the SGSS sends BCASiEs@nformation and attributes, such as, servimatent protection
description information, purchase channel inforomatiservice bundling information, pricing inforneatiand
promotional information to SG-G/D/A (SG4). If st8mloes not exist, SGSS sends BCAST service infimmand
attributes when the information and attributes afaoservice or bundle of services are changederA#iceiving BCAST
service information and attributes, SG-G/D/A getes®BCAST Service Guide.
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5. The SG-G/D/A may notify BDS Service Distribution/&gtation of the start of SG delivery. After theeption of
notification, BDS Service Distribution/Adaptationrdfigures the bearers to be used for SG delive®+83). The
negotiation between SG-G/D/A and BDS Service Oistibn/Adaptation may be needed to set the proaermeters
(such as data rate) about SG delivery.

6. BDS Service Distribution/Adaptation may respondth notification of the start of SG delivery. (83)
SG-G/D/A transmits Service Guide over SG-B1 toBRS Service Distribution/Adaptation.

8. The BDS Service Distribution/Adaptation subsequetmtinsmits the SG over the Broadcast Channel (X$63-C in
terminal receives Service Guide over BCAST channel.

9. SG-C reads Smartcard Filtering Parameters in SQeRBe filtering Service Guide. SG-C may filter @ee Guide
based on user profile and user preference, inadugimameters read from the smartcard, before wsI®G to a user.

54.1.2 Service Guide Generation and Delivery over  Interaction channel

The figure below shows an example for the Servia@l&Generation and its delivery over Interactigratnel

BDS Service Interaction SCFPS

- SG-C
SGces SGAS SGSS SG-G/DIA Distribution Network

1. BCAST Servid
Information and|
Attributes 2. BCAST Service
information and
Attributes

w

L

3.Query on BCAST
service information
and Attributes

4. BCAST Service
Information and
Attributes
5. Query on BDS
specific info

SR S
7.SG reques|
< ................................................................
SG Generation
8. SG delivery _ p: Smartcard
Filtgring parametqrs
- reading
-—P

Figure 19 - Service Guide Generation and its delivg over Interaction Channel

1-6 The operation of Step 1 to Step 6 is identicaht bf Step 1 to Step 6 in Section 5.4.1.1.

7. SG-Cin Terminal may request SG-D to transmit thimplete Service Guide or subset of the Service &aietr the
Interaction Channel (SG-6), or other remote devisash as, Personal Computer) having SG-C capabhikity request
SG-D to transmit the Service Guide over the Inteamel then forward the Service Guide onto the ighéehTerminal.
This step is optional. Without step 7, Serviced&uilso can be delivered over Interaction Chanitebwt prior explicit
request.

There are many possible scenarios for SG transsnissier Interaction Channel:
- SG-C may request SG when a Terminal is locatemlit-of- Broadcast service area.

- SG-C may request retransmission of all SG/or p#Hr&G because it failed to receive SG over Broaddzasnnel.

- SG-C may request the further information on a $@eBICAST service.
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- SG-C may request SG when Terminal moves into ardifit Broadcast Network, e.g. Terminal realizes tha
BDSType or/and BDSCelllD is different from the aggponding parameters it has stored.

Based on SG-C request, SG-G/D/A may regeneratefemnat SG based on SG-C request.

SG-C receives SG through Interaction Channel (SG-6)

9. SG-C reads Smartcard Filtering Parameters in SQIERSe filtering Service Guide. SG-C may filter $&sed on user
preference and user profile, including parameteas from the smartcard, before it shows SG to a use

54.1.3 Service Guide Generation and Deliveryina  Hybrid Broadcast/Unicast
Environment

In a hybrid Broadcast/Unicast environment, SG-G/D&h generate the Service Guide considering theacteaistics of
services available on broadcast channel, unicastre, or both and use both channels for delivethiegService Guide to
SG-C in the Terminal. The entire Service Guideloamelivered over both channels, or it can be éiviohto one part
delivered over the Broadcast Channel and one péivtedled over the Interaction Channel.

The figure below shows an example for the Servia@l&Generation and its delivery in a hybrid braedfunicast
environment. Note that this figure show the spe@fiample when the SG-C in the Terminal first reegiService Guide
fragments delivered over the Broadcast Channetlzem requests additional fragments over the Intera€hannel. A
second example could be that the SG-C first retseservice Guide fragments over the Interactiom@élband when the
Terminal later on re-acquires the Broadcast ChatinelSG-C starts to receive fragments over thadrast Channel. A
third example could be that the SG-C receives $er@uide fragments over the Broadcast Channelrapdrallel retrieves
Service Guide fragments over the Interaction Chianne
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Figure 20 - Service Guide Generation and its delivg in a hybrid broadcast/unicast environment

1-3. The operation of Step 1 to Step 3 is identicahtd bf Step 1 to Step 3 Bection 5.4.1.1

4.

In the response to step 3, the SGSS sends BCASiEas@nformation and attributes, such as, servimatent protection
description information, purchase channel inforomatiservice bundling information, pricing infornaatiand
promotional information to SG-G/D/A (SG-4). If pt8 does not exist, SGSS sends BCAST service irgtiom and
attributes when the information and attributes afaoservice or bundle of services are changederAgiceiving BCAST
service information and attributes, SG-G/D/A getes8CAST Service Guide. In a hybrid environm&a&-G/D/A

can generate different Service Guides considehiagérvices availability on Broadcast Channel ratton Channel, or
both. If the BDS specific info is necessary forviez Guide Generation, the following steps 5 aratéperformed.

5-9. The operation of Step 5 to Step 9 is identicahti bf Step 5 to Step 9 Bection 5.4.1.1
10. SG-C in Terminal may request SG-D to transmit @ glete Service Guide, a subset of the Service &widadditional

fragments of the Service Guide over the InteracdGbannel (SG-6), or other remote devices (sucRasonal
Computer) having SG-C capability may request S@Bansmit the Service Guide over the Internetthed forward
the Service Guide onto the intended terminal.

There are many possible cases for step 10, for pleam

- SG-C may request Service Guide over Interactiom@élawhen the Terminal is located out-of-Broadcasvice area
after first having received Service Guide over Bigsst Channel.
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- SG-C may request retransmission of entire Servigeéor parts of Service Guide because it failegtt®ive Service
Guide over Broadcast Channel.

- SG-C may request the further information on a $fEeBICAST Service.
- SG-C may request information about BCAST Sewviaealy available over the Interaction Channel.

- SG-C may request user specific Service Guidedas user preference.

- SG-C may request SG when Terminal moves into ardifit Broadcast Network, e.g. Terminal realizes tha
BDSType or/and BDSCelllD is different from the cegponding parameters it has stored

- SG-C receives Service Guide through Interactionn@bb(SG-6). SG-C may filter the Service Guidedobsn user
preference and user profile before it shows theiSeiGuide to a user.

5414 Service Guide Delivery to BDS Service Distr  ibution/Adaptation

The figure below shows an example for the Servia@&Delivery to BDS Service Distribution/Adaptatio

SGCCS SGAS SGSS SG-G/D/A BDS Service BDS specific SG-C
Ditribution

1. BCAST Service
Information and

‘ Attributes ) 2. BCAST Service
information and

Attributes

3.Query on BCAST
Service Information
and Attributes
4. BCAST Service
Information and
Attributes

5.BCAST Service Guide or
BCAST SG attributes for
BDS specific Service Guide

BDS specific SG
Generation or
Adaptation

6.BDS specific SG Delivery

>

Figure 21 - Delivery of Service Guide or Service Gde Attributes to BDS Service Distribution/Adaptation

1.to 4. The operation of Steps 1, 2, 3 and 4 is identiw#hat of Steps 1, 2, 3, and 4 in Section 5.4.3Q1, SG2 and
SG4).

5. SG-G/D/A generates BCAST Service Guide and trarssitiio BDS Service Distribution/Adaptation in ordeat BDS
Service Distribution/Adaptation generates BDS dpe8ervice Guide. SG-G/D/A may transmit BCAST Bee Guide
attributes to BDS Service Distribution/Adaptationarder that BDS Service Distribution/Adaptatiom ggenerate
Service Guide with the BCAST Service Guide attidsu{SG-B1). BDS Service Distribution/Adaptationaiees
BCAST Service Guide or BCAST Service Guide attrdsuand generates BDS specific Service Guide. dpgsation is
out of OMA BCAST Scope.

6. BDS Service Distribution/Adaptation generates Bpe@fic SG and delivers it to BDS Specific Servigeide Client
in a terminal. The generation, delivery, and réioepof BDS-specific Service Guide are out of OMEBST scope.
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5.4.2
5421

File Distribution over Broadcast channel

File Distribution Function Related Flows

The figure below shows an example for File Disttitw over Broadcast Channel.

CcC
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BDS Service
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6a. Notify on the start of
file delivery

LS >

7. Response to notify on
the start of file delivery

8. File Delivery

6b. Notify on the startfof file

delivery

Figure 22 - File Distribution over Broadcast channé
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6a.

The CC sends a file (or files) and its (or thettjilutes such as file type to FA in BSA (FD-1).

The FA in BSA sends a file (or files) to FD in BD{FD-2). FA also sends the attribute of a file fites) to FD in
BSD/A in order that FD can negotiate bearers tase for file (or files) distribution with BDS Sece
Distribution/Adaptation. The FD in BSD/A may doceyption for Service or Content Protection with the
functionality provided by Service or Content Prdit@e Function.

Before FD in BSD/A requests bearers to be useélléodistribution, FD may aggregate files from avfEAs in
order to make a bundle of files. The configuraiigiormation of a bundle of files is provided byr@ee
Provisioning Function in BSM. After the aggregatie over, the FD requests the assignment of betwdre used
for file distribution to BDS Service Distributionffaptation with the file (or a bundle of files) #itrtes (FD-B1).

To the response to step 3, BDS Service Distribikidaptation responds to the request (FD-B1). NolynBIDS
Service Distribution/Adaptation assigns the beansed for file distribution. If BDS Service
Distribution/Adaptation does not have a resourcdile distribution, it may reject that requesthéldescription
about reject case is out of scope of this examiIBDS Service Distribution/Adaptation does novaanough
resource, then it may assign bearers which haewglata rate than the requested data rate.

If Service Protection is required, then FD perfosasvice protection for the file (or bundle of §)e After that, FD
may notify BDS Service Distribution/Adaptation tietstart of file distribution (FD-B1).

FD may notify FD-C in Terminal of the startfibé distribution with in-band notification (ovétD-5) or out-of-band
notification (over FD-6).

6b. BDS Service Distribution/Adaptation may notifip-C in Terminal of the start of file distributiohpw this operates

9.

5.4.2.2

is out of OMA BCAST scope (X4 or X5).

If Step 5 exists, BDS Service Distribution/Adaptatimay respond to the notification of the starfilefdistribution
(FD-B1).

FD in BSD/A distributes the file (or bundle of filpover Broadcast Channel (FD-6). Before the ratd d
transmission, some in-band signaling message cdistsibuted over the same Broadcast Channel (FD-6)

FD-C in the Terminal delivers the file to FD-SC,dase the file is for Smartcard Broadcast Provisgapplication.

File Distribution in a Hybrid Broadcast/Uni  cast Environment

In a hybrid Broadcast/Unicast environment, BCASTvi®es are available over Broadcast Channel oMgr énteraction
Channel only, or over both channels. In case theedBCAST Service is available over both the Broati€hannel and
Interaction Channel, the Interaction Channel candsal as a fallback delivery method in case thenife goes out of
coverage of the Broadcast Channel. In case the BC2evice is available over Interaction Channelptile Interaction
Channel provides an additional service.

The figure below shows an example for File Disttitw in a hybrid broadcast/unicast environment wttenTerminal goes
out of coverage of the Broadcast Channel and sestth the Interaction Channel.
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CcC

FA
in BSA

1. afile (or files )

and its attribute

Figure 23 - File Distribution in a hybrid broadcast/unicast environment

1-8 The operation of Step 1 to Step 8 is identicahtd bf Step 1 to Step 8 Bection 5.4.2.1

FD BDS Service Interaction FD-C
in BSD/A Distribution Network In Terminal
s IR ,
Service / Content |
Protection H
2.afile (orfiles) ora
content protected file
(orfiles ) and
attributes
File Aggregation
3. Request for an
assignment of Bearers
used for file delivery
4. Response to request for
an assignment of Bearers
used for file delivery
5. Notify on the start of file
delivery
-------------------------------- >
6a. Notify on the start of
file delive!
...-....-....-....-..f.y ....................................................... | =
6b. Notify on the
start of file delivery
7. Response to notify on =~ fe-==sseeeemememececaeheoecccaaaaaeaane >
the start of file delivery
8. Broadcast File Delivery
P
Broadcast coverage
lost
9. Request file
delivery over
Interaction Channel
-
10. Unicast File Delivery
g
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9. After the Terminal has detected loss of broadcagérage it checks the Service Guide and identifias
corresponding file (or bundle of files) is delivdrever the Interaction Channel. FD-C in Termina&rtisends a
request to FD in BSD/A (SD-6) to have the corresiog file (or bundle of files) delivered over thaéraction
Channel.

10. FD in BSD/A distributes the file (or bundle of filpover Interaction Channel (FD-6).

5.4.2.3 File Repair over Broadcast Channel when Int  eraction Channel exists

The figure below shows an example for the file hépg over Broadcast Channel. This example candeal if there are
many terminals requires the retransmission ofea(bt bundle of files) or the retransmission obatien of a file (or a bundle
of files)

FD BDS Service FD-C
In BSD/A Distribution In Terminals

1. Request for file or portion
of file retransmission

-
2. Response to Request for file
or portion of file retransmission

File reconfiguration
And Transmission
Area selection

3. Request for an assignment of Bearers used for file
delivery

4. Response to request for an assignment of Bearers
used for file delivery

5. File Delivery

\

Figure 24 - File Repairing over Broadcast Channel Wen Interaction Channel exists

1. The FD-C in the terminal sends the request abautegtransmission of a file (or a bundle of files}tee retransmission
of a portion of a file (or a bundle of files) to RDBDS/A (FD-6).

The FD in BSD/A may respond to the request frormieals (FD-8).

3. Before FD in BSD/A requests bearers to be useflléodistribution (FD-B1), FD may do file reconfigation (such as,
select the missing file or bundle of missing filesprder to avoid transmission of any unnecespartion of the file or
bundle of files. FD may also select transmissi@adased on terminal request. For this, ternsihatld include the
location information about terminal (e.g., Cell liDjo the terminal request. After the reconfigisatand transmission
area selection are over, the FD requests the assigrof bearers to be used for the reconfigured it bundle of files)
to BDS Service Distribution/Adaptation with the oefigured file (or a bundle of files) attributes.
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4. To the response to step 3, BDS Service Distribi#idaptation responds to the request (FD-B1). NdynBDS
Service Distribution/Adaptation assigns the beansexd for file distribution. If BDS Service Diditition/Adaptation
does not have a resource for file distributioméy reject that request. The description aboetteajase is out of scope
of this example. If BDS Service Distribution/Adapon does not have enough resource, then it nagrabearers
which having low data rate than the requested i@ata

5. If FD transmits the missing file (or bundle of f)eto terminal, then FD transmits the reconfiguikd(or bundle of
files) to FD-C in Terminal (FD-5). The FD in BSDHay do encryption for Service or Content Protectidgth the
functionality provided by Service or Content Prai@t Function before it transmits the missing fibeterminal.

5.4.2.4 File transmission or repairing over Interac  tion Channel when BDS Service
Distribution/Adaptation exists

The figure below shows an example for File transmois or repairing over Interaction Channel when BRfvice
Distribution exists.

In technical point of view, the file retransmissiover Interaction Channel is almost identical te file transmission over
Interaction channel. Therefore, even though theré below focuses on the file retransmission dagefigure can also
cover the file transmission over Interaction chdnne

The figure also depicts the file transmission byiRIBSD/A as well as Interaction Channel.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-BCAST-V1_1-20091013-C

Page 66 (130)

FD BDS Service Interaction FD-C
In BSD/A Distribution Network In Terminal
1. Request for file or portion
of file retransmission
|
2. Response to Request for
file or portion of file
retransmission o
File configuration
3. Request for an
assignment of Bearers
used for file delivery
4. Request for an
assignment of Bearers
used for file delivery
5. Response to request for
an assignment of Bearers
i used for file delivery
6. Response to request for
an assignment of Bearers
- used for file delivery
Service / Content |
Protection :
7. Notify on the start of file
delivery
>
7a. Notify on the start of
file delivery
>
7b. Notify on the start of file delivery
| 2
7¢. Notify on the start of file delivery
>
8. Response to notify on
the start of file delivery
9. Response to notify on
the start of file delivery
10. file Delivery
»t
11. file Delivery
12. File Delivery >
>

Figure 25 - File transmission or repairing over Ineraction Channel when BSD Service Distribution exts
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N o o &

7a.
7b.
7c.

10.

11.

12.

The FD-C in terminals sends the request aboutdtiarrsmission of a file (or a bundle of files) loe retransmission of
a portion of a file (or a bundle of files) to FDBDS/A (FD-6).

The FD in BSD/A may respond to the request frormteals (FD-6).

Before FD in BSD/A requests bearers to be usefliéodistribution, FD may reconfigure the file (bundle of files) in
order not to the unnecessary portion of file ordiarof files is transmitted. After the reconfigtioa is over, the FD
requests the assignment of bearers to be uselddaetonfigured file (or bundle of files) to BDSr@ee
Distribution/Adaptation with the reconfigured filer a bundle of files) attributes (FD-B1).

BDS Service Distribution/Adaptation requests tharbes used for the file transmission to Interactiatwork (X-2).
Interaction Network responds to the request fronSEErvice Distribution/Adaptation (X-2).
To the response to step 3, BDS Service Distribi#idaptation responds to the request from FD in BS(/D-B1).

FD may do encryption for Service or Content Pravecbefore it notifies BDS Service Distribution/Agtation of the
start of File transmission. After the encryption Service or Content Protection is over, FD nesifBDS Service
Distribution/Adaptation of the start of file transsion (FD-B1).

BDS Service Distribution/Adaptation notifies Intetian Network of the start of file transmission 2X-
Interaction Network may notify FD-C in Terminal thfe start of File transmission (X-6).

If step 7b does not exist, BDS Service Distributiataptation notifies FD-C in Terminal of the staftfile transmission
(X-5).

To the response to step 7a, Interaction Network seagl the response to BDS Service Distribution/Aatagm (X-2).
If step 7 exists, BDS Service Distribution/Adaptatimay send the response to FD (FD-B1)

If Interaction Channel transmits the reconfiguriéel for bundle of files) to Terminal, then FD dedig the file (or
bundle of files) to Interaction Network (FD-B1 aKeR).

As Interaction Network transmits the reconfigurie for bundle of files), the reconfigured file (loundle of files) is
transmitted to FD-C in the Terminal (X-6).

If FD transmits the reconfigured file (or bundlefids) to terminal, then FD transmits the recouafigd file (or bundle
of files) to FD-C in Terminal (FD-8).

5.4.2.5 File Delivery to BDS Service Distribution/A  daptation

The figure below shows an example for the filexdsly to BDS Service Distribution/Adaptation
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CC

FA
in BSA

FD
in BSD/A

1. afile (orfiles)
and its attribute

2.afile (orfiles)ora
content protected file
(orfiles ) and
attributes

BDS Service
Distribution

Service / Content
Protection

...... >
4. Response to Notify on file
delivery
B GEETTTTLEEEETeS
5. File Delivery

FD-C
In Terminal

i Service / Content
! Protection and BDS
| Specific work

6. Notify on the start of file

delivery

Figure 26 - File Delivery to BDS Service Distributbn/Adaptation

1. The CC sends afile (or files) and its (or thettjilbute such as file type to FA in BSA.

2. The FA in BSA sends a file (or files) to FD in BSD(FD-2). FA also sends the attribute of a file fites) to FD in
BSD/A in order that BDS Service Distribution/Adajba can determine bearers to be used for fildilgs) distribution.
The FD in BSD/A may do encryption for Service om@mt Protection with the functionality provided 8grvice or
Content Protection Function in BSD/A.

3. Before FD in BSD/A sends a file (or files), FD megygregate files from a few FAs in order to makeiadbe of files.
The configuration information of a bundle of filissprovided by Service Provisioning Function in BSKfter the
aggregation is over, the FD may notify BDS Seniigtribution/Adaptation of the start of the filer(oundle of files)

delivery (FD-B1).
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If step 3 exists, BDS Service Distribution/Adaptatimay respond about the start of file (or a bundli#es) delivery to
FD (FD-B1).
FD delivers the file (or a bundle of files) to B[3®rvice Distribution/Adaptation (FD-B1). BDS Seamwi

Distribution/Adaptation may do encryption for Sexior Content Protection and BDS Specific work befo
distributes the file (or a bundle of files) to Tenals.

BDS Service Distribution/Adaptation may notify FDHCTerminal of the start of the file (or bundlefdés) distribution
(X-4). The detail operation is out of BCAST scope.

BDS Service Distribution/Adaptation distributes file (or bundle of files) to Terminal (X-1, X-3)The detailed
operation is out of BCAST scope.

5.4.2.6 Terminal report about the file reception to FD in BSD/A

The figure below shows an example for Terminal repbout the file reception to FD in BSD/A

FD BDS service Interaction FD-C
In BSD/A Distribution Network In Terminal

1. Report for file reception

¢

2. Response to report to file reception

4. Response to report for file
reception

Figure 27 - Terminal report about the file reception to FD in BSD/A

1. The FD-C in Terminal sends the report about tree(fr a bundle of files) reception to FD in BSD/D-6). The
reports may contain the received quality of file ddundle of files) and others.

2. The FD in BSD/A may respond to the terminal refbR-6). After FD analyzes the terminal report, Flay do some
works such as change of Forward Error Correctidre8B® in order to improve file reception quality.

3. FD may send the report about file reception to EE28vice Distribution/Adaptation in order that BD&@3ce
Distribution/Adaptation improves file reception djta(FD-B1).

4. BDS Service Distribution/Adaptation may send thepmnse about the report of file reception to FD-@&D.

5.4.2.7 Terminal report about the file reception to BDS Service

Distribution/Adaptation

The figure below shows an example for Terminal repbout the file reception to BDS Service Disttibo/Adaptation.
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FD BDS service Interaction FD-C
In BSD/A Distribution Network In Terminal

1. Report for file reception

2. Response to report to file
reception

4. Response to report for file
reception

Figure 28 - Terminal reports about the file recepton to BDS Service Distribution/Adaptation

1. The FD-C in Terminal sends the report about the(br a bundle of files) reception to BDS Service
Distribution/Adaptation. The reports may contdie teceived quality of file (or a bundle of files)d others (X-5).

2. The BDS Service Distribution/Adaptation may resptmthe terminal report (X-5). After BDS Service
Distribution/Adaptation analyzes the terminal répBDS Service Distribution/Adaptation may do sowmrks such as
the change of Forward Error Correction Scheme angh of transmission power of file (or bundle &fd) in order to
improve file reception quality.

3. BDS Service Distribution/Adaptation may send thgoré about file reception to FD in BSD/A in ordaat FD
improves file reception quality such as the chavfgeorward Error Collection scheme (FD-B1).

4. FD may send the response about the report ofdiléndle of files) reception to BDS Service Distition/Adaptation
(FD-B1).

543 Stream Distribution Function Related Flows

5431 Stream Distribution over Broadcast channel

The figure below shows an example for Stream igtion over Broadcast Channel.
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CC

SA
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in BSD/A

SD

1. Stream and its
attribute

2. Stream and its

attribute

BDS Service
Distribution

3. Request for an
assignment of Bearers
used for stream distribution

4. Response to request for
an assignment of Bearers
used for stream distribution

SD-C

In Terminal

Service / Content
Protection

5. Notify on the start of
stream distribution

6a. Notify on the start of
stream distribution

7. Response to the
notification of the start of

6b. Notify on the start of
stream distribution

< stream distribution

8. Stream Delivery

Figure 29 - Stream Distribution over Broadcast chanel

1. The CC sends stream and its attribute such as mgmieand CODEC information to SA in BSA. If a net/pe
and CODEC of that stream are different from thds®@MA BCAST Standard, then SA translates a stream t
BCAST Standard Stream. (SD-1)

2. The SA in BSA sends a stream having BCAST Standwedia type and CODEC to SD in BSD/A (SD-2). SAoals
sends the attribute of a stream to SD in BSD/Ardeothat SD can negotiate bearers to be usedréarmn
distribution with BDS Service Distribution/Adaptati.

3. The SD in BSD/A requests the assignment of beandve used for stream distribution to BDS Service
Distribution/Adaptation with the stream attribu{&9-B1).
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4.

6a.
6b.

5.4.3.2

To the response to step 3, BDS Service Distribi#idaptation responds to the request (SD-B1). NdynBDS
Service Distribution/Adaptation assigns the beansed for stream distribution. If BDS Service
Distribution/Adaptation does not have a resourcesfaeam distribution, it may reject that requeBhe description
about reject case is out of scope of this examBIBS Service Distribution/Adaptation also may resfube
adaptation of a stream in case that the requirtairdée for stream delivery is too high or some BEpfgcific media
type or CODEC should be used for a stream.

If BDS specific request exists, SD in BSD/A may@dBCAST Standard stream for BDS specific streabrB3).
If Service or Content Protection is required, tis&h provides encryption for service protection antemt protection
for the stream. After that, SD may notify BDS SeevDistribution/Adaptation of the start of stredmtribution.

SD may notify SD-C in Terminal of the start of sime distribution via SD-5.

BDS Service Distribution/Adaptation may notify SDHCTerminal of the start of stream distribution-4X How
BDS Service Distribution/Adaptation notifies SD+«€Terminal of the start of stream distribution évered by
OMA-TS-BDS- Adaptation Specifications.

If Step 5 exists, BDS Service Distribution/Adappatimay respond to the notification of the starstofam
distribution (SD-B1).

SD in BSD/A distributes the stream over Broadcdsir®el (SD-6). Before the real data transmissome in-
band signaling message can be distributed ovesaime Broadcast Channel.

Stream Delivery to BDS Service Distribution  /Adaptation

The figure below shows an example for the streamety to BDS Service Distribution/Adaptation
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SA SD BDS Service SD-C

cC in BSA in BSD/A Distribution In Terminal

1. a stream and its
attribute

2. Stream and its
attribute

3. Notify on Stream delivery

------ >

4. Response to Notify on
Stream delivery

R

—

Service/Content |
Protection :

R ——

6. Notify on the start
of stream delivery

Figure 30 - Stream Delivery to BDS Service Distribtion/Adaptation

1. The CC sends stream and its attribute such as mguiaand CODEC information to SA in BSA. If a netype and
CODEC of that stream are different from those of OBICAST Standard, then SA translates a stream tASBIC
Standard Stream. (SD-1)

2. The SA in BSA sends a stream having BCAST Standwdia type and CODEC to SD in BSD/A (SD-2). SAoals
sends the attribute of a stream to SD in BSD/Arideothat SD can inform BDS Service Distribution&fdiation of the
attributes of stream. Before SD delivers a str&mBDS Service Distribution/Adaptation, SD may ad&GAST
Standard Stream to BDS Specific Stream on conditiahBDS Specific Codec and media type are kn@mvdD.

SD may notify BDS Service Distribution/Adaptatiohte start of stream delivery (SD-B1).
4. BDS Service Distribution/Adaptation may send thepanse about the start of stream delivery to SDB3ID

SD delivers the stream to BDS Service Distribudatd@ptation (SD-B1). BDS Service Distribution/Adafion may do
Stream Adaptation and encryption for Service ort€anProtection (or Content Protection of RTP stregbefore it
distributes the stream to Terminals.
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6. BDS Service Distribution/Adaptation may notify SDHCTerminal of the start of stream distribution4X The

detailed operation is covered by OMA-TS-BDS- AdéiptaSpecifications.

7. BDS Service Distribution/Adaptation distributes $teeam to Terminal (X-1, X-3). The detailed opierais covered

by OMA-TS-BDS- Adaptation Specifications.

The figure below shows an example of stream defliwdrereby adaptation is performed by the BSD/A aative BDS

service protection is performed by the BDS Seridcsribution/Adaptation.

cC

Figure 31 - Stream Distribution with Stream Adaptaion Performed by BSD/A and Service Protection by BB-SD/A

1. The CC sends stream and its attribute such as mgmicand CODEC information to SA in BSA. If a metype and
CODEC of that stream are different from those of ©OBICAST Standard, then SA translates a stream tASC

SA SD BDS Service
in BSA in BSD/A Distribution
1. Stream and its
attribute
>
Translation

Standard Stream (SD-1).

2. The SA in BSA sends a stream having BCAST Standwedia type and CODEC to SD in BSD/A (SD-2). SAoals
sends the attribute of a stream to SD in BSD/Ardeothat SD can negotiate bearers to be usedréars distribution

2. Stream and its

attribute

3. Request for an
assignment of Bearers
used for stream distribution

4. Response to request for
an assignment of Bearers
used for stream distribution

with BDS Service Distribution/Adaptation.

5. Notify on the start of
stream distribution

>

6. Response to notify on
start of stream distribution

-

7. Stream Delivery

SD-C
In Terminal

Service

Protection

8. Notify on the start of
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3. The SD in BSD/A requests the assignment of beandve used for stream distribution to BDS Service
Distribution/Adaptation with the stream attribu{&-B1).

4. To the response to step 3, BDS Service Distribigidaptation responds to the request (SD-B1). NdynBDS
Service Distribution/Adaptation assigns the beawnsed for stream distribution. If BDS Service Dimition/Adaptation
does not have a resource for stream distributtanaly reject that request. The description abejeict case is out of
scope of this example. BDS Service Distributiorspthtion also may request the adaptation of arstieaase that the
required data rate for stream delivery is too ligBome BDS Specific media type or CODEC shouldds for a
stream.

5. SD notifies BDS Service Distribution/Adaptationtb€ start of stream delivery (SD-B1).
BDS Service Distribution/Adaptation may send thepomse about the start of stream delivery to SDB3P

SD delivers the stream to BDS Service Distributhatdptation (SD-B1). BDS Service Distribution/Adafon
performs native BDS Service Protection of RTP stré&fore it distributes the stream to Terminals.

8. BDS Service Distribution/Adaptation may notify SDHCTerminal of the start of stream distribution4X The
detailed operation is BDS-dependent and describéukei corresponding BDS adaptation specifications.

9. BDS Service Distribution/Adaptation distributes steeam to Terminal (X-1, X-3). The detailed opi@mis BDS-
dependent and described in the corresponding BRBtation specifications.

5.4.3.3 Stream Distribution in a Hybrid Broadcast/U  nicast Environment

In a hybrid Broadcast/Unicast environment, BCASTvi®es are available over Broadcast Channel oMgr tnteraction
Channel only, or over both channels. In case theedsBCAST Service is available over both the Broati€nannel and
Interaction Channel, the Interaction Channel candsal as a fallback delivery method in case thenife goes out of
coverage of the Broadcast Channel. In case the BC2evice is available over Interaction Channelptile Interaction
Channel provides an additional service.

The figure below shows an example for Stream igtion in a hybrid broadcast/unicast environmengmthe Terminal
goes out of coverage of the Broadcast Channelaitdhes to the Interaction Channel. After the Terahis once again

within coverage of the Broadcast Channel, it magcdwback to the Broadcast Channel and halt/stegstream delivery
over the Interaction Channel.
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Figure 32 - Stream Distribution in a hybrid broadcast/unicast environment

1-8 The operation of Step 1 to Step 8 is identicahti bf Step 1 to Step 8 Bection 5.4.3.1

9. After the Terminal has detected loss of broadcagtérage it checks the Service Guide and identifiasa
corresponding stream is delivered over the Intevacthannel. SD-C in Terminal then sends a reqoeSD in BSD/A
(SD-6) to have a stream corresponding to the biastdd stream delivered over the Interaction Chaivein though
not illustrated in the figure, it would also be pitde for the SD-C to have the Interaction Charsiedam initialized
before the Terminal looses Broadcast Channel cgeeBy initializing the Interaction Channel streemadvance, the
switching time from Broadcast access to Interactiocess can be decreased when broadcast covetage is

10. SD in BSD/A distributes the stream over Interact@rannel (SD-6).

11. After the Terminal has detected that it once agamithin coverage of the Broadcast Channel, SD&y malt/stop
stream delivery over the Interaction Channel andicévback to receive the stream over the BroadChahnel. The
Terminal may also choose to stay on the Interad@ibannel to avoid decreasing the user experienceaking one
more access switch. Instead, it may choose to niekaccess switch at a later, more suitable, poititne.

5.4.34 Terminal report about the stream reception  to SD in BSD/A

The figure below shows an example for Terminal repbout the stream reception to SD in BSD/A.

SD BDS Service Interaction SD-C
In BSD/A Distribution Network In Terminal

1. Report for stream reception

»

2. Response to report to stream receptign

4. Response to report for stream
reception

Figure 33 - Terminal report about the stream recepbn to SD in BSD/A

1. The SD-C in Terminal sends the report about theastrreception to SD in BSD/A. The reports may aiorthe
received quality of stream and others (SD-6).

2. The SD in BSD/A may respond to the terminal re8R-6). After SD analyzes the terminal report, 8By do
some works, such as, change of Forward Error Coore§cheme in order to improve stream recepticaligu

3. SD may send the report about stream reception 18 Bérvice Distribution/Adaptation in order that BB&rvice
Distribution/Adaptation improves stream receptiarliy (SD-B1).
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4. BDS Service Distribution/Adaptation may send thgpmse about the report of stream reception toSEDE1).

5.4.35 Terminal report about the stream reception  to BDS Service
Distribution/Adaptation

The figure below shows an example for Terminal repbout the stream reception to SD in BSD/A.

SD BDS service Interaction SD-C
In BSD/A Distribution Network In Terminal

1. Report for stream reception

2. Response to report to stream repeption

4. Response to report for stream
reception

Figure 34 - Terminal report about the stream recepbn to BDS Service Distribution/Adaptation

1. The SD-C in Terminal sends the report about theastrreception to BDS Service Distribution/Adaptatidhe
reports may contain the received quality of streauth others (SD-6).

2. The BDS Service Distribution/Adaptation may resptmthe terminal report (SD-6). After BDS Service
Distribution/Adaptation analyzes the terminal reépBDS Service Distribution/Adaptation may do sowaks
such as the change of Forward Error Correction ehar change of transmission power of stream ierol
improve stream reception quality.

3. BDS Service Distribution/Adaptation may send thgoré about stream reception to SD in BSD/A in orithet SD
improves stream reception quality, such as, thegdaf Forward Error Collection scheme (SD-B1).

4. SD may send the response about the report of stregeption to BDS Service Distribution/Adaptati®@D(B1).
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544 Service Protection Function Related Flows

54.4.1 Service Protection Function Flows for DRM P rofile
544.1.1 The Overall Flow for Terminal with Intera  ction Channel Capability Supporting
DRM Profile

The figure shows an example for the general sepiiotection flow for Terminals with an interactiochannel in the case the
BSM generates the STKM.

FA/SA in SP-Ein SP-KD in SP-Min

cC BSA BSD/A BSD/A BSM Terminal

1. Registration

2. LTKM delivery

A
\4

TEK generation

3. TEK and other
parameters

4. STKM

A

5. TEK delivery

A

6. Content

h 4

7. Service

-
-

Encryption

8. STKM delivery

9. Protected service/content delivery

Figure 35 - Service Protection Function Flow for Iteraction Terminal supporting DRM Profile

1. The Terminal initiates the registration procedulofving OMA DRM 4-pass Registration Protocol.
The SP-M in BSM delivers a LTKM to the SP-C usingdss Rights Object Acquisition Protocol.

3. The BSD/A generates a TEK for encryption of filestneam and delivers it with other parameters ¢€0SR-M in
BSM for STKM generation

4. The SP-M in BSM generates a STKM and delivers thtoBSD/A. STKM can also be generated by the BSOMRA
this case, the BSD/A acquires SEAK or PEAK from B&M for encryption of STKM.

The SP-KD in BSD/A delivers TEK to the SP-E in B80br encryption.

The CC delivers contents to the FA/SA in BSA.

The FA/SA in BSA generates a service from contentdelivers service to the SP-E in BSD/A.
The SP-KD in BSD/A broadcasts STKM to Terminals.

The SP-E in BSD/A sends encrypted file or streatih¢éoT erminal over the broadcast channel or intemachannel.

© ® N o o

5.4.4.1.1.1 Registration
The registration procedure for interaction ternsrialsame as 4-pass Registration Protocol from QNRM v2.0.
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5.4.4.1.1.2 LTKM Delivery

The LTKM delivery procedure for interaction termlisiés same as 2-pass Rights Object Acquisitiondeatfrom OMA
DRM v2.0.

5.4.4.1.1.3 STKM Delivery over Broadcast Channel dinteraction Channel
The figure shows an example for STKM delivery pdg® over broadcast channel or interaction channel.

SPKD In SP-Cin
cc BSA BSD/A BSM Terminal

1. STKM

Figure 36 - STKM Delivery Flow for Broadcast-only Terminal

1. STKM from the BSD/A is delivered over the broadaasinnel or interaction channel to the Terminal.

5.4.4.1.1.4 Re-Keying

The figure shows an example of the Terminal acngian updated SEAK/PEAK by 2-pass Rights Objectufgition
Protocol with ROAP Trigger.

SP-Min SP-Cin

cc BSA BSD/A BSM Terminal

1. ROAP Trigger

2. 2-pass ROAP

Figure 37 - Re-Keying Flow for DRM Profile with Interaction Channel

1. When itis required to change a SEAK or PEAK, tlfgMBsends a ROAP Trigger message to Terminal.

2. After receiving a ROAP Trigger message from the B#M Terminal starts 2-pass Rights Object Acqoisit
Protocol with the BSM to acquire a new SEAK or PEAK

5.4.4.1.2 The Overall Flow for Broadcast-only Termi  nal Supporting DRM Profile

The figure shows an example of service protectioction flow for broadcast-only terminal.
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SP-
BSD/A

KD in

SP-Min
BSM

1. Registration
|

Terminal

2. LTKM delivery

TEK generation

5. TEK delivery

3. TEK and other
parameters

4. STKM

cc FA/SA in SP-Ein
BSA BSD/A
6. Content -
7. Service
Encryption

8. STKM delivery

|

9. Protected service/content delivery

|

oy
L

Figure 38 - Service Protection Function Flow for Boadcast-only Terminal with DRM Profile

1. The Terminal sends Registration request to the SRBEM using out-of-band channel. The Terminakiges

Registration message using broadcast channel.

The Terminal also receives LTKM over broadcast clehn

3. The BSD/A generates a TEK for encryption of filestneam and delivers it with other parameters ¢0SR-M in
BSM for STKM generation

4. The SP-M in BSM generates a STKM and delivers thioBSD/A. STKM can also be generated by the BSDI

this case, the BSD/A acquires SEAK or PEAK from B&M for encryption of STKM.
The SP-KD in BSD/A delivers TEK to the SP-E in B80br encryption.
The CC delivers contents to the FA/SA in BSA.

The FA/SA in BSA generates a service from contedtdelivers service to the SP-E in BSD/A.
The SP-KD in BSD/A broadcasts STKM to Terminals.
The SP-E in BSD/A broadcasts encrypted file orastréo the Terminal.

© ® N o O»

5.4.4.1.2.1 Registration
The figure shows an example for the broadcast-mntpinal to have a registration procedure.

SP-KD in SP-Min
ce BSA BSD/A BSM
1. notify device data
4. __________________________
2. 1-pass PDR/device_registration_response()

SP-Cin
Terminal

Figure 39 - Registration Flow for Broadcast-only Teminal

\i
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1. The SP-C in Terminal delivers device data to th&RBSing out-of-band channel. There can be mangipkes
ways to deliver device data to BSM using out ofcbehannel.

2. The SP-KD in BSD/A broadcasts device_registratieaponse message() to the Terminal.

5.4.4.1.2.2 LTKM Delivery
The figure shows an example for a Terminal to aeqaiL.TKM(BCRO) using the broadcast channel.

SP-KD in BSM SP-Cin

cC BSA BSD/A Terminal

1. LTKM

\i

Figure 40 - LTKM Delivery Flow for Broadcast-only Terminal

1. The SP-KD in BSD/A delivers a LTKM(BCRO) to the T@nal.

5.4.4.1.2.3 STKM Delivery over Broadcast Channel
This section is identical to the Sect.5.4.4.1.1.3.

5.4.4.1.2.4 Re-Keying Flow
The figure shows an example for re-keying procedaréroadcast-only terminal.

SP-KD in BSM SP-Cin

cc BSA BSD/A Terminal

1. device_registration_response()

\

2.BCRO

Y

Figure 41 - Re-Keying Flow for Broadcast-only Termial

1. The SP-KD in BSD/A sends device_registration_respnto the SP-C in Terminal. The Terminal acquasew
registration material.

2. The Terminal acquires BCRO from the SP-KD in BSD/Phe Terminal can decrypt BCRO using the registnat
material acquired from the step 1.

5442 Service Protection Function Flows for Smart  card Profile

54421 The Overall Flow for Smartcard Profile wi  th Interaction Channel

The following figure shows an example of overalivéee protection function flow for terminal withéSmartcard Profile in
the case the BSM generates the STKM.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-BCAST-V1_1-20091013-C Page 83 (130)

cc

FA/SAin SP-E in SP-KD in SP-Min

BSA BSD/A BSD/A BSM Terminal Smartcard

1. Subscriber Key estaLIishment via either GBA
or pre-proyisioned RK

- -

2. Service provisioning

A
A

3. LTKM delivery

TEK generation

4. TEK and other
parameters

5. STKM

'y

6. TEK delivery

7. File or Stream

-
-

8. File or Stream

Encryption

9. STKM delivery

10. STKM delivery

11. TEK

12. Encrypted File or Stream

| |

Figure 42 - Service Protection Function Flow for Teminal with Smartcard Profile

The Smartcard executes Subscriber Key establishpneaédure via either GBA or pre-provisioned RKhathe
SP-M in BSM.

Service Provisioning messages are exchanged im trdebscribe to services or purchase tokens.
The Smartcard receives LTKM from the SP-M in BSM.

The BSD/A generates a TEK for encryption of filestneam and delivers it with other parameters ¢0SR-M in
BSM for STKM generation

The SP-M in BSM generates a STKM and delivers tiheoBSD/A for distribution. STKM can also be geated by
the BSD/A. In this case, the BSD/A acquires SERBK from the BSM for encryption of STKM.

The SP-KD in BSD/A delivers TEK to the SP-E in B80br encryption.

The CC delivers contents to the FA/SA in BSA.

The FA/SA in BSA generates a service from contedtdelivers service to the SP-E in BSD/A.
The SP-KD in BSD/A broadcasts STKM to the Smartcard

. The Terminal sends STKM to the Smartcard.
. The Smartcard extracts TEK from STKM and delivéts ithe Terminal.
. The SP-E in BSD/A sends encrypted file or strémthe Terminal over the broadcast channel ommtesaction

channel. The Terminal can decrypt encrypted filsteeam using TEK received from the Smartcard.

544211 Subscriber Key Establishment

The following figure shows an example of the sulimarkey establishment procedure for the SmartPaofile with Service
Protection.
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SP-Min K SP-Cin
| BSA | | BSD/A | BSM |Term|naI|

1. SMK and SRK establishment via either GBA or pre-provisioned RK

-

Figure 43 - Subscriber Key Establishment Flow for Sartcard Profile with Service Protection

1. The SP-C in Smartcard acquires SMK and SRK viaei@BA or pre-provisioned RK. SMK is used to prot@c
SEK or PEK.

For (U)SIM Smartcard Profile, the SMK and SRK astablished via the GBA bootstrapping and bootstisgmye procedures
as described in [3GPP TS 33.246] Section 6.1.(RgUJIM/CSIM Smartcard Profile, the SMK and SRK alerived from
the pre-provisioned Registration Key (RK) in the&8toard, as described in [3GPP2 S.S0083-A].

54.4.21.2 Push LTKM Delivery

The figure shows an example of LTKM delivery floar Smartcard Profile with Service Protection.

| | | SP-M in | | SP-Cin | | SP-Cin |
ccC | BSA | | BSD/A | BSM Terminal Smartcard

1. LTKM delivery

2. LTKM delivery

Figure 44 - Push LTKM Delivery Flow

1. The SP-M in BSM pushes LTKMs to the Terminal ovéyRJ
2. The Terminal with Smartcard acquires the LTKM frdm BSM and delivers the LTKM to the Smartcard.

3. The SP-C in Smartcard acquires the LTKM fromTeeminal.
5.4.4.2.1.3 STKM Delivery over Broadcast Channel or InteractionChannel

The following figure shows an example of STKM deliy over broadcast channel or interaction charorehie Smartcard

Profile.
| | SP-Min | SP-C in | | SP-Cin |
cc | BSA | | BSDIA | BSM Terminal Smartcard

1. STKM

2. STKM

Figure 45 - STKM Delivery Flow over Broadcast Chanel or Interaction Channel

1. The SP-C in Terminal receives the STKM over broatichannel or interaction channel from the BSD/A.

2. The Terminal forwards the STKM to the Smartcard.
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544214 LTKM Request Procedure
The following figure shows an example of the LTKkfuest procedure for the Smartcard Profile witlviSerProtection.

| | | SP-M in | SP-Cin | SP-Cin |
ce | BSA | | BSDIA | BSM Smartcard

1. LTKM Request
|

- ‘

2. LTKM Response
I

3. LTKM delivery
}

|

Figure 46 - LTKM Request Procedure Flow

1. The SP-C in Smartcard runs the LTKM Request proeetiurequest a missed LTKM.

2. The BSM sends the LTKM Response to the Terminal.

3. The Terminal receives the LTKM from the BSM. Themal delivers the LTKM to the Smartcard.
5.4.4.3 Backend Interface Function Flows
This backend interface functions flows apply torbDRM Profile and Smartcard Profile.
5.4.43.1 Registration Key Material Delivery

The following figure shows an example of the ragison key material delivery flow from the BSM toet BSD/A. After
that, the BSD/A can deliver the registration keytenial to the Terminal over broadcast channel.

cC BSA SP-KD in SP-Min Terminal
BSD/A BSM

1. Registration Material

Figure 47 - Registration Key Material Delivery Flow

10. Registration material is delivered from the BSMhe BSD/A for broadcast delivery to Terminals.

5.4.4.3.2 LTKM Delivery

The following figure shows an example of the LTKMligery flow from the BSM to the BSD/A. After thahe BSD/A can
deliver the LTKM to the Terminal over broadcast mwhel.

SP-KD in SP-Min

BSD/A BSM Terminal

cC BSA

1. LTKM

A

Figure 48 - LTKM Delivery Flow

1. The LTKM is delivered from the BSM to the BSD/A fbroadcast delivery to Terminals.
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54433 STKM Generation

There are two ways for STKM generation. One wa§Ti&M generation by BSD/A and the other way is STi§bheration
by BSM.

5.4.43.3.1 STKM Generation by BSM

The figure shows an example flow of the STKM getiereprocedure by the BSM.

SP-KD in SP-Min
BSD/A BSM

TEK generation

1. TEK and other information
for STKM generation

cC BSA

Terminal

-

encrypt TEK

MAC

Figure 49 - Flow of STKM Generation by BSM

1. The BSD/A delivers the TEK and other informatiorttie BSM for STKM generation. The BSM encrypts TEK
using SEK or PEK and MACs a STKM using SAK or PABRM Profile) or derived authentication key
(Smartcard Profile).

The BSM can deliver the STKM to the BSD/A for deliy over broadcast channel or interaction charm#iié Terminal.

5.4.43.3.2 STKM Generation by BSD/A
The figure shows an example flow of the STKM getiereprocedure by the BSD/A.

SP-KD in SP-Min T inal
BSD/A BSM ermina

TEK generation

CcC BSA

1. SEAK/PEAK or SEK/
PEK

generate STKM

Figure 50 - Flow for STKM Generation by BSD/A

1. The BSM delivers SEAK/PEAK (DRM Profile) or SEK/PHEmartcard Profile) to the BSD/A for generatioraof
STKM. The BSD/A encrypts and MACs a STKM using SEREAK or SEK/PEK. The BSD/A delivers STKM
over broadcasts broadcast channel or interactianra the STKM to the Terminal.

5.4.4.3.4 STKM Delivery from BSM to BSD/A

The STKM generated by the BSM can be delivereti¢cd®SD/A for delivery to Terminals using broadaasannel or
interaction channel.
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cC

BSA

SP-KD in
BSD/A

SP-M in
BSM

Terminal

1. STKM

A

Figure 51 - Flow for STKM Delivery from BSM to BSD/A

1. The STKM generated by BSM is delivered from$fM in BSM to the SP-KD in BSD/A for delivery over
broadcast channel or interaction channel to Termina

545 Content Protection Function Related Flows

In this section, descriptions on function flows @wntent Protection are provided. Section 5.4s6dws function flows for
DRM Profile and Section 5.4.5.2 shows function fofor Smartcard Profile.

5451 Content Protection Function Flows for DRM P rofile

54511 The Overall flow for Terminal with Intera

Profile

ction Channel Capability supporting DRM

The following figure shows an example of the oMecahtent protection flow for a Terminal with arténaction channel in
the case the BSM generates the STKM.

cc FA/SAin CP-Ein CP-KD in CP-Min Terminal
BSA BSD/A BSD/A BSM ermina
1. Registration
2. LTKM delivery
TEK generation
3. TEK and other
parameters
4. STKM
5. TEK delivery
6. Content ‘
7. Content
Encryption
8. STKM delivery
|

9. Protected service/content delivery

Figure 52 - Content Protection Flow for DRM Profile

1. The Terminal initiates the registration procedulofving OMA DRM 4-pass Registration Protocol.
2. The CP-KD in BSD/A delivers a LTKM to the Terminading 2-pass ROAP Rights Object Acquisition Proktoco
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3. The BSD/A generates a TEK for encryption of contard delivers it with other parameters to the CIMSM for
STKM generation

4. The CP-M in BSM generates a STKM and delivers theoBSD/A. STKM can also be generated by the BSDY
this case, the BSD/A acquires SEAK or PEAK from B&M for encryption of STKM.

The CP-KD in BSD/A delivers TEK to the CP-E in B&0Obr encryption.
The CC delivers contents to the FA/SA in BSA.

The FA/SA in BSA delivers content to the CP-E in(BS.

The CP-KD in BSD/A broadcasts STKM to Terminals.

The CP-E in BSD/A sends encrypted content to theniral over the broadcast channel or the interaatimannel.

© ® N o u

5.4.5.1.1.1 Registration
This procedure is the same as 4-pass Registratand®l from OMA DRM v2.0.

5.4.5.1.1.2 LTKM delivery
This procedure is the same as 2-pass Rights Obgeptisition Protocol from OMA DRM v2.0.

5.4.5.1.1.3 STKM delivery over Broadcast Channel dnteraction Channel
The figure shows an example for STKM delivery pda® over broadcast channel or interaction channel.

CP-KD in CP-Cin
cC BSA BSD/A BSM Terminal

1. STKM

Figure 53 - STKM Delivery Flow for DRM Profile

1. The STKM is delivered from the CP-KD in BSD/A tcet&P-C in Terminal over the broadcast channel or
interaction channel.

5.45.1.1.4 Re-Keying
The Terminal can acquire an updated SEAK/PEAK Ipags Rights Object Acquisition Protocol with ROARgger.

CP-Min CP-Cin

BSA
cc S BSD/A BSM Terminal

1. ROAP Trigger

1. 2-pass ROAP

Figure 54 - Re-Keying Flow for DRM Profile

1. The CP-M in BSM sends a ROAP Trigger to the CP-Tarminal.

2. The CP-Cin Terminal runs a 2-pass Rights Objecfuigition Protocol with the CP-M in BSM to acquaaew
SEAK/PEAK.
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5.45.1.2 The Overall Flow for Broadcast-only Termi  nal supporting DRM Profile

The figure shows an example of content protectimetion flow for broadcast-only terminal.

cc FA/SA in CP-Ein CP-KD in CP-Min
BSA BSD/A BSD/A BSM

Terminal

1. Registration
|

2. LTKM delivery

TEK generation

3. TEK and other
parameters

4. STKM

A

5. TEK delivery

6. Content -

7. Content

-
-

Encryption

8. STKM delivery
|

9. Protected service/content delivery

\i

Figure 55 - Content Protection Flow for DRM Profilewith Broadcast-only Terminal

1. The Terminal sends Registration request to the GR-BBEM using out-of-band channel. The Terminakiees

Registration message using broadcast channel.

2. The Terminal also receives LTKM over broadcast dehn

3. The BSD/A generates a TEK for encryption of contard delivers it with other parameters to the CIMSM for

STKM generation

4. The CP-M in BSM generates a STKM and delivers thmBSD/A. STKM can also be generated by the BSD/

In this case, the BSD/A acquires SEAK or PEAK frtora BSM for encryption of STKM.
The CP-KD in BSD/A delivers TEK to the CP-E in B&Dbr encryption.

The CC delivers contents to the FA/SA in BSA.

The FA/SA in BSA delivers content to the CP-E in(BA.

The CP-KD in BSD/A broadcasts STKM to Terminals.

The CP-E in BSD/A broadcasts encrypted file orastréo the Terminal.

© ©®© N o »

5.4.5.1.2.1 Registration
The figure shows an example of registration flowD&M profile with broadcast-only terminals.
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CP-KD in CP-Min CP-Cin

cc BSA BSD/A BSM Terminal

1. notify_device_data()

A

2. 1-pass PDR/device_registration_response()
),

Figure 56 - Registration Flow

1. The CP-C in Terminal delivers device data to théB&ing out-of-band channel.

2. The CP-KD in BSD/A broadcasts device_registratiesppnse message to the Terminal.

5.4.5.1.2.2 LTKM delivery
The figure shows an example of LTKM delivery floar DRM Profile with Broadcast-only terminals.

CP-KD in CP-Min CP-Cin
cC BSA BSD/A BSM Terminal

1. RO Request

2.BCRO

3.BCRO
|

i >

Figure 57 - LTKM Delivery Flow

1. The CP-Cin Terminal makes a request to the BShktiver a LTKM(BCRO).
2. The BSM generates a LTKM(BCRO) and delivers itite €P-KD in BSD/A.
3. The CP-KD in BSD/A sends a LTKM(BCRO) to the CP+CTierminal.

5.4.5.1.2.3 STKM Delivery over Broadcast Channel
This procedure is identical to Sect.5.4.5.1.1.3.

5.4.5.1.2.4 Re-Keying
The figure shows an example of re-keying flow fdRNd Profile with Broadcast-only terminals.

CP-KD in CP-Min CP-Cin
ce BSA BSD/A BSM Terminal
1. BCRO

Figure 58 - Re-Keying Flow

1. The Terminal acquires BCRO from the CP-KD in BS2Ver the broadcast channel.
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5.4.5.2
54521

Content Protection Function Flows for Smart

The Overall Flow for Interaction Terminal

card Profile

supporting Smartcard Profile

The following figure shows an overall content pobien function flow for the Smartcard Profile iretisase where the BSM
generates the STKM.

CC

FA/SAin
BSA

7. File or Stream

-

-

8. File or Stream

Terminal

1. Subscriber Key establishment

Smartcard

2. Service provisioning

3. LTKM delivery

Figure 59 - Content Protection Function Flow for Smartcard Profile

The Smartcard executes SMK and SRK establishmenegure via either GBA or pre-provisioned RK witle t

CP-M in BSM.

-
-

Encryption

CP-Ein CP-KD in CP-Min
BSD/A BSD/A BSM
TEK generation
4. TEK and other
parameters
5. STKM
6. TEK delivery

9. STKM delivery

I12. Encrypted File or Stream .

\

10. STKM delivery

\i

11. TEK

-

\i

Service Provisioning messages are exchanged im trédebscribe to services or purchase tokens.
The Smartcard receives LTKM from the CP-M in BSM.

The BSD/A generates a TEK for encryption of contamd delivers it with other parameters to the CISM for

STKM generation.

The CP-M in BSM generates a STKM and delivers thewBSD/A for distribution. STKM can also be geated
by the BSD/A. In this case, the BSD/A acquires SEREK from the BSM for encryption of STKM.

The CP-KD in BSD/A delivers TEK to the CP-E in B@br encryption.
The CC delivers contents to the FA/SA in BSA.
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The FA/SA in BSA delivers content to the CP-E in(BS.
9. The CP-KD in BSD/A broadcasts STKM to the Smartcard
10. The Terminal sends STKM to the Smartcard.
11. The Smartcard extracts TEK from STKM and delivéts ithe Terminal.

12. The CP-E in BSD/A sends encrypted file or streanié&Terminal over the broadcast channel or treraation
channel. The Terminal can decrypt encrypted filsteeam using TEK received from the Smartcard.

The following figure shows an example of rights mgement with Smartcard Profile.

CP-Min CP-Cin CP-Cin
BSM Terminal Smartcard

Identify PI URI, Key
1D

cC BSA BSD/A

1. Mutual Authentication

- -

2. Mutual Authentication

3. secure authenticated
channel

4. Request SEK or PEK

Figure 60 - Content Protection Flow for Rights Mangement with Smartcard Profile

Identify the Permissions Issuer URI and Key ID.
Initiate mutual terminal-server authentication.
Initiate mutual smartcard-server authentication.

Establish/enable the secure authenticated chaeheebn the smartcard and terminal.

o~ 0D E

Request the appropriate SEK or PEK.
5.4.5.2.1.1 Subscriber Key Establishment

The figure shows an example of the subscriber kéghdishment flow for Smartcard Profile with Cortt@mnotection.

CP-Min ) | CP-Cin |
| ce | | BSA | | BSD/A | Smartcard

1. SMK and SRK establishment
I

A

Figure 61 - Subscriber Key establishment Flow for ®artcard Profile

1. The CP-C in Smartcard acquires SMK and SRK ieeeGBA or pre-provisioned RK. SMK is used to fec a
SEK or PEK.
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For (U)SIM Smartcard Profile, the SMK and SRK astablished via the GBA bootstrapping and bootstisgme procedures
as described in [3GPP TS 33.246] Section 6.1.(RgJIM/CSIM Smartcard Profile, the SMK and SRK aterived from
the pre-provisioned Registration Key (RK) in the&8toard, as described in [3GPP2 S.S0083-A].

5.4.5.2.1.2 Push LTKM delivery

The figure shows an example of LTKM delivery floar fSmartcard Profile with Content Protection.

| CP-Min | | CP-Cin | | CP-Cin |
| ce | | BSA | | BSDIA | BSM Terminal Smartcard

1. LTKM delivery

2. LTKM delivery

Figure 62 - Push LTKM Delivery Flow

1. The SP-M in BSM pushes LTKMs to the Terminal o&P.
2. The Terminal with Smartcard acquires the LTKM frtme BSM and delivers the LTKM to the Terminal.
3. The SP-C in Smartcard acquires the LTKM from theTieal.

5.4.5.2.1.3 STKM Delivery over Broadcast Channel or InteractionChannel

The following figure shows an example of STKM deliy over broadcast channel or interaction for theScard Profile.

| | | CP-M in | | CP-Cin | | CP-Cin |
ceC | BSA | | BSDIA | BSM Terminal Smartcard

1. STKM

2. STKM

Figure 63 - STKM Delivery Flow over Broadcast Chanel or Interaction Channel

1. The CP-C in Terminal receives the STKM over broatichannel or interaction channel from the BSD/A.

2. The Terminal transmits STKMs to CP-C in the Smardca

5.4.5.2.1.4 LTKM Request Procedure
The figure shows an example of the LTKM requestedure for the Smartcard Profile with Content Rribba.
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CP-Cin
Terminal

1. LTKM

Request

CP-Cin
Smartcard

2. LTKM

Response

3.LTK

delivery

Figure 64 - LTKM Request Procedure Flow for Smartcad Profile

1. The CP-C in Smartcard the runs LTKM Request prometiurequest a missed LTKM.
2. The BSM sends the LTKM Response to the Terminal.
3. The Terminal receives the LTKM from the BSM. Tham@al delivers the LTKM to the Smartcard.

5.4.5.3

This backend interface functions flows apply totbDRM Profile and Smartcard Profile.

Backend Interface Function Flows

5.453.1 Registration Key Material Delivery

The following figure shows an example of the reagison key material delivery flow from the BSM toet BSD/A. After this,
the BSD/A can deliver the registration key matetdaihe Terminal over broadcast channel.

cC BSA CP-KD in CP-Min

BSD/A BSM

Terminal

1. Registration Material

Figure 65 - Registration Key Material Delivery Flow

1. The Registration Material is delivered from the B&Mhe BSD/A for broadcast delivery to Terminals.

5.4.5.3.2

The following figure shows an example of the LTKMliglery flow from the BSM to the BSD/A. After thithe BSD/A can
deliver the LTKM to the Terminal over broadcastmwhel.

CP-KD in CP-Min
BSD/A BSM

1. LTKM

LTKM Delivery

| Terminal |

A

Figure 66 - LTKM Delivery Flow

1. The LTKM is delivered from the BSM to the BSD/A fbroadcast delivery to Terminals.
5.45.3.3 STKM Generation

There are two ways for STKM generation. One is [&jBand the other is by BSD/A.
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5.4.5.3.3.1 STKM Generation by BSM
The figure shows an example flow of the STKM getiereprocedure by the BSM.

ce BSA CBPéKD?An Cg;sl\lhlﬂm Terminal
TEK generation

1. TEK and other information
for STKM generation

-

STKM Generation

Figure 67 - Function Flow for STKM Generation by B

1. The CP-KD in BSD/A delivers the TEK and other infation to the BSM for the generation of STKM.

5.4.5.3.3.2 STKM Generation by BSD/A
The figure shows an example flow of the STKM getiereprocedure by the BSD/A.

| | | | CP-KD in CP-Min i
cC BSA BSD/A BSM | Terminal

TEK generation

1. SEAK/PEAK or SEK/
PEK

STKM generation

Figure 68 - Function Flow for STKM Generation by BD/A

1. The BSM sends the SEAK/PEAK (DRM Profile) or SEKKREmartcard Profile) containing the SEAK/PEAK or
SEK/PEK to the BSD/A for generation of STKM.

5.45.3.4 STKM Delivery from BSM to BSD/A

The STKM generated by the BSM can be delivereti¢cd®SD/A for delivery to Terminals using broadcaasannel or
interaction channel.

CP-KD in CP-Min

CcC BSA BSD/A BSM Terminal

1. STKM

A

Figure 69 - Function Flow for STKM Delivery from BSM to BSD/A

1. The STKM generated by BSM is delivered from the @i BSM to the CP-KD in BSD/A for delivery over
broadcast channel or interaction channel to Termnina
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5.4.6 Interaction Channel Function Related Flows
54.6.1 General Interaction Flow

This chapter presents the flow message types fanamicating over the Interaction Channel.

BCAST service interaction BCAST service interaction
generic function (BSI-G) client function (BSI-C)

1. Interaction pointer

A 4

2. Client processing*

3. Interaction Request

A

4. Interaction Response

A 4

Figure 70 - Message Types for Interaction ChannellBw

*Not in the scope of OMA BCAST.

1. BSI-G sends an interaction pointer to BSI-C ovénezi Broadcast Channel or Interaction Channeludiobband
(in which case, this is optional step). This peirtontains one or several URIs to the servicaedfever
Interaction Channel.

2. BSI-C processes the interaction pointer. The @®¢enot in the scope of the specification in OBIBAST. For
example, the user makes decision whether the ttterais wanted or not.

3. BSI-C sends an Interaction Request to the Ser/bis request contains parameters for the servicegedae.g.
voting or browsing. It may or may not contain thRIlcquired by the interaction pointer. For examfhe User
decides to initiate the interaction.

4. BSI-G sends an Interaction Response to BSI-C coininformation on the service requested. IfB®-C sends
the Interaction Request (step 3) it may be followgdhe Interaction Response.

5.4.6.2 Interactive Service example Flow — Casel

This case represents that the End User participatie® one-round services such as real-time lgettioting, usage
monitoring, etc. After participating at the centaiervices, the response from BSI-G is not needtedtty.
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Content BSI-G BDS-SD BSI-C
Creation in BSA BSM BSD/A or BIDNS in Terminal
or

1. Interactive
BCAST Contents
and attributes

2. Interactive Clontents delivery

- —_—_t—ee—eee— e, e, e | _, e, e e e — - »
3. Response at the specific servicels
4. Notify the| participation
-’ —_—_—ee,eee, e, e, e, e e e e e |, e, e, e, e, e e e e ——— — »
5. Informs the pssembled results
+t—_———— - - —_—_——————————_— e |— —_——_ e —_ M —_  ——_—— >

Figure 71 - Interaction Channel Flow: Client’s participation of specific service

1. CC sends the interactive contents to the BSI-GS@ Bwhich requires the End User’s participatiomhat certain
part of services such as real-time voting, bettirsgge monitoring, etc.

2. BSI-G receives the interactive contents from CC larmdidcasts interactive content to the subscribedts.

The detail process of interactive contents deliveould be handled by Stream Distribution Functiorribe
Distribution Function.

3. According to the contents, BSI-C in the Terminapenses to the specific services. The receivetentnhave the
interaction pointer that linked to the BSI-G in BSAhese would be individual end-to-end interacgioimter that
were connected with each client or the public extéon pointer that requires the End User’s infdiaraat each
time. This interaction pointer would refer to irikze SI-8.

BSI-G receives the End User’s participation infotiora from the BSI-C and modifies this informatiantie fit for
purpose. For example, in the statistical resedhehreceived information would be assembled atalitzded.

4. After participating at the specific interactive \sees, the BSI-G in BSA could send the BSI-C inrteral
notification which the End User participated susfeity.

5. The results would be broadcasted to the particibBted Users show interests through interface SI-8.
5.4.6.3 Interactive Service example Flow — Case2
This case represents that the End User participati® interactive services such as requestsdifiadal or supplementary

information. After requesting additional serviegghe related certain services, the End Usertbetdirect response from
BSI-G or CC or third parties.
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Content BSI-G BDS-SD BSI-C
Creation in BSA BSM BSD/A or BDS in Terminal
or IN
1. Interactive
BCAST Contents
and attributes
————————— >
2. Interactive Contents delivery
__________________________________ >
3. Request the|additional service
4. Interaction
with CC or
third party
- ——————— -
5. Requested services
6. Additional communjcation
- — — — — — — —| »>-.——————tr——————— | ——————————————— | o

Figure 72 - Interaction Channel Flow: Client’'s addtional information requests

CC sends the contents that support the interasémgces to the BSI-G in BSA.

2. BSI-G gets the interactive contents from CC andbicasts interactive content to the subscribedtsliehhese
contents have the interaction pointer which the Bedr can request additional information and supplgary
services to the BSI-G in BSA or third party.

The detail process of interactive contents deliveould be handled by Stream Distribution Functiorrite
Distribution Function.

3. After receiving services that supports the intévactervices, BSI-C requests the additional or krmpntary
information such as items’ purchase informatiotlireeshop, etc. This would be the individual etodend service
that means interactive contents support individicakess.

4. According to the services, the additional or supmatary information would be supported in the BS:GCC or
third parties. If the CC provides whole additiomdbrmation to the BSI-G at the beginning, theredjuests of
BSI-C would be handled all at the BSI-G. Exceptttithe additional requests of clients would bedteahby CC or
third parities that have additional information.

5. BSI-G or CC or third parties provides the requesigditional information to the BSI-C.

6. Above simple interaction, BSI-C could want to, regumore additional information additionally, etkt this time,
the BSI-C interacts with BSI-G or external chargerdities
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5.4.7  Provisioning Function Related Flows

54.7.1 General Service Provisioning Messages
54.7.1.1 Pricing Information Request

The figure below describes the flow for requesfinige information of a particular Purchaseltem.

BSD/A BSP'.C i BSP-M in BSM
Terminal

| Service Guide Reception |

1. Pricing Information Request

Authentication

2. Pricing Information Response

A

Figure 73 - Flow for requesting Price information & a particular Purchaseltem

1. After receiving the Service Guide the terminal mapd a request for pricing information of Purchizselor a
group of Purchaseltems shown in the Service Guidbe BSM. After receiving a pricing informatioequest the
BSM initiates the related operation. Before BSKitst generating the pricing information, BSM maitiate
terminal (or user) authentication.

2. The BSM sends the pricing information of the reqe@$urchaseltems and may optionally send ServiceeG
fragments related to the requested PurchaseltEan drror occurs during the generation of theipgiéinformation,
then BSM sends the response message containingbal®&tatus Code and an Item-wise Status Codeeto th
terminal.

5.4.7.1.2 Service Request

The figure below describes the flow for serviceearialg.
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BSP-C in
Terminal

| Service Guide Reception |

BSD/A BSP-M in BSM

1. Service Request

Authentication |
I Evaluation of :
: Price or |
| TermsofUse
T
2-1. Service Response
(Rt i
2-2. Pricing Response
<¢ 7777777777777777777777777777

Long-term Key Retrieval

3. Service Completion

Figure 74 - Service Ordering Flow

1. After receiving the Service Guide the termiraids a service ordering request to purchase seriddbe BSM.
After receiving a service ordering request the BiBitlates the related operation. Before BSM stHresoperation
for service ordering, BSM may initiate terminal (aer) authentication and shall evaluate:

—  price information in the service request messagdézk whether it differs from the price calculabsdBSM
or if the request message doesn’t contain the prfoemation.

- Terms of Use status (if supported) in the servizpiest message to check whether the user has edoaid
answer for the Terms of Use notice, in the cash answer is required.

2-1 If the price information has no difference aftgaluation and the user answered the Terms ohoee (in case this
was required), the Service Response message s&®8Mymay contain some triggering message in otusrthe
terminal can get the appropriate security matéoiatervice reception. For example, in BCAST DRiMfjle, the
BSM sends the ROAP RO acquisition trigger to tlimbeal if the request was processed successfytiyonally, a
registration trigger may be sent for unregistesxthtnals. If an error occurs on service orderingepdure, then
BSM sends the response message containing a GBtditaks Code and an Item-wise Status Code to therak.

2-2. If the price information has difference agegluation or if the request message does not icotthita price
information, or the user has not answered the Tefrbse as required, the BSM stops the operatiosdrvice
ordering

— inthe first two cases, sends a pricing responseifipd in Section 5.4.7.1.1 containing the pricfimation.
If User accepts the price, then Terminal sendsaa“Service Request” with the price in the pricirggponse as
agreed by the User.

— inthe third case, sends a pricing response spddifi Section 5.4.7.1.1 containing the Terms of ttsgends a
service response containing the error code thaigbe must agree the Terms of Use. The terminattem
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sends a new “Service Request” containing the useissver to the Terms of Use, possibly after having
retrieved the Terms of Use via a pricing informatiequest.

3. After Terminal receives “Service Response” egtdeves Long Term Key, Terminal may send a Servic
Completion message to the BSM after it confirnis gubscribed to the service that it requested,canfirms that
it received all security material required for gegvice reception.

5.4.7.1.3 Renewal Request

Subscription Renewal Request can be done in magg.wBhe figure below shows one example that casooe by
Terminal supporting DRM profile.

BSP-C in
Terminal

|

| Service Guide Reception |

BSD/A BSP-M in BSM

1. Long-term Key Renewal Request

Authentication

2. Long-term Key Renweal Response

<

Long-term Key Retrieval

3. Long-term Key Renewal Completion

Figure 75 - Flow for Subscription Renewal Request

1. If a user wants to renew a certain Purchaseltegnaup of Purchaseltems, the terminal sends aflist o
Purchaseltems to be renewed to the BSM. Before B&kis the operation for subscription renewal, B8& re-
authenticate the terminal or an User

2. The BSM sends the ROAP RO acquisition trigger &otdrminal to renew the Long-term Key if the redwess
processed successfully. If an error occurs ongigi®n renewal procedure, then BSM sends thearesp
message containing a Global Status Code and arvteenStatus Code to the terminal. The BSM maylsen
registration trigger may be sent for unregistesgthinals.

3. After acquiring the Long-term Key from the infioation given in the ROAP RO acquisition triggee terminal
may send a Long-term Key Renewal Completion mestatiee BSM.
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5.4.7.1.4 Unsubscription

The figure below describes the flow for an Unsuitecrequest.

BSD/A BSP-Cin

Terminal BSP-M in BSM

| Service Guide Reception |

1. Unsubscribe Request

Authentication

2. Unsubscribe Response

A

Figure 76 - Flow for Unsubscribe Request

1. The terminal sends a request unsubscribe a Puttdrasar a group of Purchaseltems to the BSM.

2. After receiving a request the BSM initiates thetretl operation. Before BSM starts the operatioséovice
unsubscription, BSM may initiate terminal (or usguthentication. The BSM sends the unsubscribeestiqesult
to the terminal. If an error occurs on serviceenirty procedure, then BSM sends the response neeseatpining

a Global Status Code and an Iltem-wise Status Gotletterminal.
54.7.15 Token Purchase

The figure below describes the flow for a TokendPase request.
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BSP-C in )
BSD/A Terminal BSP-M in BSM

| Service Guide Reception |

1. Token Purchase Request

Authentication

2. Token Purchase Response

Figure 77 - Flow for Token Purchase Request

1. The terminal may send a request to purchase tdkethe BSM. Before BSM starts the operation fokdio
Purchase, BSM may authenticate the terminal orea.Us

2. The BSM sends the Token purchase request redié tierminal. If an error occurs on service omigiprocedure,
then BSM sends the response message containingbal@tatus Code and an Item-wise Status Codeto th
terminal.

5.4.7.1.6 Account Inquiry

The figure below describes the flow for an Accolngjuiry request.
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BSD/A

BSP-C in
Terminal

BSP-M in BSM

Service Guide Reception

1. Account Inquiry Request

Authentication

A

2. Account Inquiry Response

Figure 78 - Flow for Account Inquiry Request

1. The terminal may send a request to receive acdnfartnation to the BSM. Information, such as, sulized

Purchaseltems or billing information may be reqeestBefore BSM starts the operation for an Accanqtiry
request, BSM may initiate terminal (or user) authoation.

2. The BSM sends the account information to the teaitf an error occurs on service ordering procegdthen
BSM sends the response message containing a Gtditak Code and an Item-wise Status Code to thertal:
5.4.7.1.7 Pause and Resume of Subscription Period

The figure below describes the flow for Pause aedufe of Subscription Period.
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BSP-C BSP-M
In BSM In BSM

——1. Pause of Subscription Status—

-4——2. Response w/ Trigger

LTK Deletion

3. Confirmation————p»

——4. Resume of Subscription Status—m

-4—5. Response w/ Trigger

LTK Acquisition

6. Confirmation————p»

Figure 79 - Flow for Pause and Resume of Subscripti Period

1. The terminal may send a request for temporang@af subscription status to the BSM. BeforeBBM starts the
operation for this request, the BSM will authertiéicte terminal and the User.

2. The BSM sends the terminal the response mesg#gehe result of request. After successful reguesminal will
proceed to key deletion so that the user cann&wuoe any items requested after the pause meSdageesponse message
may contain trigger for terminal to operate thevaht procedure.

3. The terminal may send a confirmation to the B®Monfirm the deletion of the LTK. This step MA¥ lomitted if the
LTK Deletion supports confirmations.

4. In some point of time, the terminal may sendguest for resuming subscription status to the BB&fore the BSM starts
the operation for this request, the BSM will autiieate the terminal and the User.

5. The BSM sends the terminal the response mesg#gthe result of the request. After successfquest, the terminal will
proceed to key retrieval for the user to consumdt requested by resume message. The responsgenessacontain
trigger for terminal to operate the relevant pragedand possible period for consumption or remagimirice on user’'s
account.

6. The terminal may send a confirmation to the BSMonfirm the acquisition of the LTK. This step MAe omitted if the
LTK Acquisition supports confirmations.

5.4.7.1.8 User Defined Bundle Request Related Flows

The figure below describes the flow for User Defirgundles.
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BSP-C in BSP-M in
Terminal BSDA BSM

‘ Service Guide Reception

User Defined
Bundle

Selection 1. User Defined Bundle Request

User Defined
D Bundle
2. Price Offering Request Assessment

) ‘

3. Price Offering Response
|

‘ L

4. User Defined Bundle Response

Service Request Procedure

Figure 80 - Flow for User Defined Bundles Request

1. The BSP-C in the Terminal sends the User DefineddBuRequest to the BSP-M in the BSM. The User rizafi
Bundle Request contains the user selected lisbrents and services to be bundled together.

2. The BSP-M in the BSM sends the Price Offering Retjteethe BSP-C in the Terminal after processimgligt of
contents and services in the User Defined BundbpBst. The Price Offering Request contains theepftering
by the Service Provider for the User Defined Bundllee Price Offering Request is only sent if thevide
Provider allows the User Defined Bundle.

3. The BSP-C in the Terminal responds to the BSP-khénBSM with the user decision based on the Priteridg
Request.

4. |If the user agreed to the price offering, the BSilaNhe BSM sends a User Defined Bundle Respon#eet8SP-C
in the Terminal with the information required ftwetTerminal to subscribe to the User Defined Bundle
Alternatively, if the Service Provider disallowsthiser Defined Bundle steps 2 and 3 will be skipgad this step
will be sent to the BSP-C in the Terminal notifyithge User that the request for User Defined Bum@le denied.

5.4.7.1.9 Related Contents Request Related Flows

The Figure below describes the flow for Related t€pis Request.
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%%‘PC gr.‘r‘]j SG- G/B/A in BSP- M in
ool BSDA BSM
Terminal

Service Guide Reception

1. Related Contents Request

2. BCAST service information
and attributes

3. Related Contents Response

4. Request Service Guide

5. Service Guide

Service Request Procedure

Figure 81 - Flow for Related Contents Request

Prerequisite step: A user wishes to consume cantetdted to a content of interest. (e.g. diffefémts of the same
director) .

1. The BSP-C in Terminal sends Related Contents Retmuése BSP-M in the BSM. The Related ContentsuRsty
contains information of the content of interestteAfreceiving a Related Contents Request, BSM agges all
contents related to the content of interest (dlgnavies directed by same director) into a burafl®elated
Contents. Note that whether two contents are rttateach other is determined by Service Provider.

2. The BSP-M in the BSM sends BCAST service/contefarination and attributes, such as, service/content
protection description information, purchase ch&imfermation, service bundling information, prigiinformation
and promotional information of the bundle of retht®ntents to the BSD/A. The BSD/A generates BC/&8ilvice
Guide using the information received from the BSRaNthe BSM.

3. The BSP-M in BSM sends Related Contents Resportbe tBSP-C in the Terminal. The Related Contents
Response contains status of user’s request andjmaal information regarding the contents, suchprasng
information.

4. The BSP-C in terminal, using the information gifesm BSP-M, may request Service Guide fragmentsteel to
the request if Terminal does not have necessamicgeGuide fragments. This step is optional. Withstep 4,
Service Guide also can be delivered over Interadfibannel without prior explicit request.

5. The BSD/A transmits Service Guide fragments tofteeminal.

5.4.7.2 Service Provisioning Function Related Flows for Smartcard Profile

For the Smartcard Profile, all Service Provisioningssages and Registration procedures betweersfheCBand BSP-M
SHALL be secured using HTTP digest. The key mateised for the HTTP digest based access authgatiand integrity
protection, namely, the Smartcard Profile SubscriRexjuest Key (SRK), is either established throogbtstrapping
procedures (as described in Section 5.4.7.2.Theo(W)SIM Smartcard Profile), or derived from a-previsioned shared
secret between the BSP-C and BSP-M (as describ®ddtion 5.4.7.2.2 for the (R-)UIM/CSIM Smartcambfite). Note
that the Smartcard Profile Subscriber Managemegt(B&K), which is used to protect SEK/PEK delivevithin LTKMs
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(with SEK/PEK subsequently protecting the TEK detivwithin STKM) is established as part of the sgraedure that
establishes SRK.

54.7.2.1 Key Bootstrapping and Bootstrap Usage Pro  cedures

For (U)SIM Smartcard Profile, the SMK and SRK astablished via the GBA bootstrapping and bootstisgge procedures
as described in [3GPP TS 33.246] Section 6.1. &pescedures establish two keys; the MBMS User fllyK) and

MBMS Request Key (MRK), which correspond to the Skiid SRK, respectively. It should be noted thatwhay in which
SMK and SRK are derived is dependent on whether GBAr GBA_ME is used (see [3GPP TS 33.246] foritgtaThe
BSP-M can control whether or not GBA_ME and/or GRAcan be used for a particular service.

In addition to establishing the keys SMK and SRi€ GBA bootstrapping procedure also establishesasBapping
Transaction Identifier (B-TID), which is used tadithe subscriber identity to the keying materidha BSP-M.
5.4.7.2.2 Key Derivation from Pre-Provisioned Secre t Key

For (R-)UIM/CSIM Smartcard Profile, the SMK and SRke derived from the pre-provisioned Registraery (RK) in the
Smartcard, as described in [3GPP2 S.S0083]. Twse &ee derived from the RK: the Temporary Key (B
Authentication Key (Auth-Key), which correspondthe SMK and SRK, respectively.

5.4.7.2.3 Use of HTTP Digest to Secure Service Prov isioning Messages

After SMK and SRK have been established betweeB8i-C and the BSP-M, the BSP-C MAY send the BSRAM of the
following types of Service Provisioning messages:

- Service Request

- Subscription Renewal
- Unsubscribe Request
- Token Request

- LTKM Request

The Service Provisioning messages SHALL use HTTgeslifor access authentication and integrity ptmtec The use of
HTTP digest SHALL be as defined in [BCAST11-Serv@ot].
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BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: Service Provisioning Request (Msg Type*, parameters)

A

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)
4, HTTP 200 OK POST Authentication-Info: Service
Provisioning Response (Status Code) >

*Message Type may be any one of the following: Service Request, Subscription Renewal, Unsubscribe Request,
or Token Request

Figure 82 - Generic Call Flow for Smartcard Profilés Service Provisioning Message Exchange using HT TiBigest

It is assumed that SMK and SRK have been establigisedescribed in Section 5.4.7.2 prior to the sfahe service
provisioning message exchange described below.

1. The BSP-C sends the service provisioning requessage using the HTTP POST message to the BSP-M. . A
described in [BCAST11-ServContProt], if the BSP-43 lthe required authentication credentials it idetuthe
Authorization header line in the HTTP POST request.

2. An acceptable Authorization header is not incluitethe request message received by the BSP-M, &8
responds with a “401 Unauthorized” status codey@lweith a WWW-Authenticate header containing thgedt
challenge. If an Authorization header was inclutethe request message but the BSP-M determinedahee
value used to be stale, the BSP-M sets the stadetilie of the digest challenge to “true”.

3. If the BSP-C receives a digest challenge from t8& 8/, the BSP-C retries the request including et TP
POST the Authorization header line which contalresdigest response using the SRK as the passwatd-d1D
or NAI (Network Access Identifier) as the usernaifoe the (U)SIM Smartcard Profile or (R-)UIM/CSIM
Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computiegligest response. If authentication is succksbIBSP-M
sends the 200 OK along with the appropriate stedde for the message type.

NOTE: In figure 75 the dashed box contains thetamtdil messages between the BSP-M and BSP-C thaequired when
the initial HTTP post message from the BSP-C datsntlude an acceptable.
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5.47.2.4 Service Request/

BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: Service Request ( parameters)

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)
4. HTTP 200 OK POST Authentication-Info: Service Response
(Status Code) >

5. LTKM delivery

Figure 83 - Call Flow for Smartcard Profile’s Service Request/Response Message Exchange

It is assumed that SMK and SRK have been establiabe&lescribed in Section 5.4.7.2.1 prior to thé sif the service
provisioning message exchange described below.

1.

The BSP-C sends the Service Request messageB&SE. The Service Request message is an HTTPagess
The format of the Service Request message is speaif [BCAST11-Services].

As the request is for an access-protected objedtttee appropriate Authorization header is notudet in the
request message received by the BSP-M, the BSPspbnels with a “401 Unauthorized” status code, alwity
WWW-Authenticate header containing the digest emagle.

The BSP-C retries the request, this time includmtpe HTTP POST the Authorization header line wthiontains
the digest response using the SRK as the passandB-TID or NAI (Network Access Identifier) as theername,
for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Swtcard Profile, respectively.

The BSP-M authenticates the BSP-C by computinglipest response. If authentication is succestfalBSP-M
sends the 200 OK along with the appropriate stedde for the message type. This message is tve8er
Response message defined in [BCAST11-ServiceshelService Request is unsuccessful, the statiesiocthe
HTTP status line shall indicate the appropriatererr

The LTKM is delivered to the BSP-C from the BSP-Me BSP-M SHOULD push LTKMs to the terminal over
UDP following a successful Service Request/Resppreeedure. However, if the BSP-C does not recttige
LTKM related to the successful Service Request/Besg procedure, the BSP-C SHOULD request the neleva
LTKM from the BSP-M by sending it an HTTP messagateining a list of one or more SEK/PEK ID(s), as
explained in section 5.4.4.2.1.4" LTKM Request rchae".

Note that the BSM SHALL register the terminal te dorresponding service if the Service Requestsunasessful, i.e. the
Service Provisioning procedure includes an implegistration with the BSP-M.
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5.4.7.2.5 Token Purchase Request/

BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: Token Purchase Request ( parameters)

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)

A

4. HTTP 200 OK POST Authentication-Info: Token Purchase
Response (Status Code) -

5. LTKM delivery

Figure 84 - Call Flow for Smartcard Profile’s TokenPurchase Request/Response Message Exchange

It is assumed that SMK and SRK have been establiabe&lescribed in Section 5.4.7.2.1 prior to thé sif the service
provisioning message exchange described below.

1. The BSP-C sends Token Purchase Request messigeB8P-M. The Token Purchase Request message is an
HTTP message. The format of the Token Purchased®¢message is specified in [BCAST11-Services].

2. Asthe request is for an access-protected objedtilee appropriate Authorization header is notudet in the
request message received by the BSP-M, the BSPspbnels with a “401 Unauthorized” status code, aloitly
WWW-Authenticate header containing the digest emagjé.

3. The BSP-C retries the request, this time includmthpe HTTP POST the Authorization header line \atgontains
the digest response using the SRK as the passamidB-TID or NAI (Network Access Identifier) as the
username, for the (U)SIM Smartcard Profile or (RMUCSIM Smartcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computinglifpest response. If authentication is succestfalBSP-M
sends the 200 OK along with the appropriate stedde for the message type. This message is thenT®lrchase
Response message defined in [BCAST11-Services].

5. The LTKM is delivered to the BSP-C from the BSP-Me BSP-M SHOULD push LTKMs to the terminal over
UDP following a successful Token Purchase RequesfiBnse procedure. However, if the BSP-C does not
receive the LTKM related to the successful TokercRase Request/Response procedure, the BSP-C SHOULD
request the relevant LTKM from the BSP-M by sendtran HTTP message containing a list of one oremor
SEK/PEK ID(s), as explained in [BCAST11-Servicestton 5.1.6.8 "LTKM Request Procedure”. Note that
some tokens are not associated with a SEK/PEKnBhich case the LTKM request procedure can NOTidzal.

In order to avoid this situation, if LTKMs with teks not associated with a SEK/PEK ID are deliveaed,
acknowledgment from the terminal SHOULD be requiste
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Note that the BSM SHALL register the terminal te dorresponding service if the Token Purchase Retquees successful,
i.e. the Service Provisioning procedure includegmlicit registration.

5.4.7.2.6 Registration Request/Response Message Flo w

The Registration message is sent by the BSP-Get88P-M to indicate to the BSP-M that the BSP-8viailable to receive
from the BSP-M any LTKM updates related to the m&wto which the BSP-C is subscribed. The Regjistt message is
sent when the terminal re-establishes connectivitly the interactive communication channel, e.fierebeing switched on
or coming back into coverage, or as defined irfliings within this section.

The Registration message is not a BCAST serviceigioming message i.e., it is not related to suption or a token
purchase. The message format and message excharmgdohed in [3GPP TS 33.246] Section 6.3.2.1#BMS User
Service Registration procedure”.

BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: Registration Request (parameters)

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)

A

4. HTTP 200 OK POST Authentication-Info: Registration
Response (Status Code) -

Figure 85 - Call Flow for Smartcard Profile’s Regi¢ration Request/Response Message Exchange

It is assumed that SMK and SRK have been establiabe&lescribed in Section 5.4.7.2.1 prior to thé sif the service
provisioning message exchange described below.

1. The BSP-C sends the Registration message to theMBSFhe Registration message is an HTTP mess@be.
format of the Registration message is specifid@@PP TS 33.246].

2. As the request is for an access-protected objedtttee appropriate Authorization header is notudel in the
request message received by the BSP-M, the BSPspbnels with a “401 Unauthorized” status code, alwitly
WWW-Authenticate header containing the digest emaglée.

3. The BSP-C retries the request, this time includintdpe HTTP POST the Authorization header line,ckhiontains
the digest response using the SRK as the passadd3-TID or NAI (Network Access Identifier) as theername,
for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Sicard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computinglipest response. If authentication is successIBSP-M
sends the 200 OK along with the appropriate stedde for the message type.

Once the above steps have been completed, thentdnsii'registered” at the BSP-M.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-BCAST-V1_1-20091013-C Page 113 (130)

5.4.7.2.7 De-registration Request/Response Message  Flow

The De-registration message is sent by the BSPtet8SP-M to indicate that the BSP-C is no loregeilable to receive
from the BSP-M any LTKM updates related to the m@&wto which the it is subscribed. The De-regtgin message is
sent when the terminal looses connectivity withitlieractive communication channel.

The De-registration message is not a BCAST sepiogisioning message, i.e., it is not related tossuiption or a token
purchase. The message format and message exchamgdiohed in [3GPP TS 33.246] Section 6.3.2.1"(BBMS User
Service De-registration procedure”.

BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: Deregistration Request (parameters)

A

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)

4. HTTP 200 OK POST Authentication-Info: Deregistration
Response (Status Code)

Figure 86 - Call Flow for Smartcard Profile’s De-reggistration Request/Response Message Exchange

It is assumed that SMK and SRK have been establiabelescribed in Section 5.4.7.2.1 prior to the sif the message
exchange described below.

1. The BSP-C sends the De-registration message ®83ReM. The De-registration message is an HTTP agess
The format of the De-registration message is sigeti [3GPP TS 33.246].

2. As the request is for an access-protected objedtttee appropriate Authorization header is notudel in the
request message received by the BSP-M, the BSPspbnels with a “401 Unauthorized” status code, alwitly
WWW-Authenticate header containing the digest emagle.

3. The BSP-C retries the request, this time includimthe HTTP POST the Authorization header line wtiontains
the digest response using the SRK as the passaddB-TID or NAI (Network Access Identifier) as theername,
for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Swtcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computinglifest response. If authentication is success&BSP-M
sends the 200 OK along with the appropriate stedde for the message type.

Once the above steps have been completed, thentnsi'deregistered” at the BSP-M. After the BSRas successfully
deregistered the BSP-M SHOULD stop sending LTKMatpd to the terminal as it is no longer contactable

5.4.7.2.8 LTKM Request Procedure Messages

The messages exchanged between the BSP-C and B@#ieivithe terminal requests LTKMs it has not reagiaee those
defined by 3GPP MBMS. The LTKM Request messagmwisa BCAST service provisioning message, i.és, fitot related
to subscription or a token purchase. The messageaf and message exchanged is defined in [3GP$B46] in section
6.3.2.2 "MSK request procedures".
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BSP-M BSP-C

SMK and SRK establishment via either GBA or pre-provisioned RK

1. HTTP POST: LTKM Request (parameters)

A

2. HTTP 401 Unauthorized WWW-Authenticate: Digest-Challenge
(AUTN params)

3. HTTP POST Authorization Request: Digest-Response
(AUTN params)

4. HTTP 200 OK POST Authentication-Info: LTKM Response
(Status Code)

A

5. LTKM delivery

Figure 87 - Call Flow for Smartcard Profile’'s LTKM Request Procedure

It is assumed that SMK and SRK have been establiabelescribed in Section 5.4.7.2.1 prior to the sif the message
exchange described below.

1. The BSP-C sends the LTKM request message to theNBSPhe LTKM request message is an HTTP message.
This corresponds to the "MSK request" messagessifipd in [3GPP TS 33.246]. The MSK ID(s) corresg to
the SEK / PEK ID(s).

2. As the request is for an access-protected objedtitee appropriate Authorization header is notudel in the
request message received by the BSP-M, the BSPspbnels with a “401 Unauthorized” status code, alwitly
WWW-Authenticate header containing the digest emagle.

3. The BSP-C retries the request, this time includimthe HTTP POST the Authorization header line,ahhgontains
the digest response using the SRK as the passadd3-TID or NAI (Network Access Identifier) as theername,
for the (U)SIM Smartcard Profile or (R-)UIM/CSIM Swtcard Profile, respectively.

4. The BSP-M authenticates the BSP-C by computinglifest response. If authentication is success@BSP-M
sends the 200 OK along with the appropriate stedde for the message type.

5. The LTKM is delivered to the BSP-C from the BSP-Me BSP-M SHOULD push LTKMs to the terminal over
UDP following a successful Service Request/Resppreeedure. However, if the BSP-C does not recttige
LTKM related to the successful LTKM request proagdihe BSP-C SHOULD repeat the "LTKM Request
Procedure”.

5.4.7.2.9 Other Service Provisioning Messages

Similar to Section 5.4.7.2.1, after the establishihod SMK and SRK between the BSP-C and BSP-MB8&P-C can now
send to the BSP-M either of the following typesSefvice Provisioning messages:

e Pricing Information Request

» Account Inquiry Request
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Figure 55 shows the call flow for such service Bimning message exchange. Prior to the messafmege, the BSP-C
and BSP-M are mutually authenticated, and the cositaf the message may be encrypted by a secrethieggd between
these entities.

BSP-M BSP-C

1. Mutual authentication, along with optional establishment of secret key to encrypt the
contents of the ensuing service provisioning message exchange

2. Service Provisioning Request (Msg Type**, parameters)

3. Service Provisioning Response (Msg Type**, parameters)

**Message Type may be either Pricing Information Request(Response) or Account Inquiry Request(Response)

Figure 88 - Call Flow for Smartcard Profile’s Pricing Information and Account Information Message Exclange

1. The BSP-M and BSP-C mutually authenticates eacbro#md may establish a shared secret key to protec
subsequent communications between them.

2. The BSP-C sends the service provisioning requessage to the BSP-M.

3. The BSP-M provides the response to the serviceigioming message.

5.4.7.3 Web Service Provisioning Flows (Informative )

Service Provisioning can be achieved by webshopfweetal. This section shows the subscription flamvior both DRM
Profile and Smartcard Profile. It should be noteat this section is informative considering varipassibilities of
implementation to support web portal based sempiogisioning.
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5.4.7.3.1 Subscription procedure in case that termi  nal supports DRM profile

BSM Web Portal BSD/A Terminal

1. Service Guide Reception

2. HTTP(S) ROST request

_ M 4 M

-
4. HTTP(S) response.
5. Web-shop communicates
information about successful
| purchase to BSM.
-
6. Provisioning Trigger mesgage
[t
7. Long Term|Key Renewal Request ,oma-bchst-newservices"”
-
8. Lgng Term Key Renewal Responde

9. LTKM delivery following procedure defined in DRM profile

Figure 89 - Subscription flows in case of DRM profe

1. The Terminal receives the Service Guide and presetd the User. The user proceeds to a web-pmrsiibscribe
to or purchase one or more purchase item(s). ftrg point to web-portal is given by the ‘PortalURh
Purchase Channel fragment of the Service GuidébaBRurchaseltemID(s) and PurchaseDatalDs may litbasse
request parameters if the user has selected anererspecific purchase items ([BCAST11-Servicesjtion
5.1.8).

2. The Terminal sends a HTTP(s) POST to the web peithRL, constructed as described in step 1, andisiee is
presented with a page from which the navigatiorirtseg

3. The user browses the web-portal to get informatiated to Purchase Item(s) provided by ServiceiBeo. The
Service Provider may offer user specific purchggeas.

4. After the user has subscribed to or purchased onece purchase item(s), the web portal senda20
message to the Terminal to indicate success. . tMglmessage, that usually also delivers an HTegep the
interaction with the web portal is finished and thechase is considered completed.
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5. The web portal communicates the results of thelmage transaction to the BSM via means that arefadope of
this specification.

6. The BSM sends the terminal a Provisioning Triggessage via SMS.

7. Reacting on this trigger, the terminal sends a Lbegn Key Renewal Request to the BSM, requestiyg kar
purchase items for which the terminal has not getived information how to acquire the rights.

8. The BSM sends a Long Term Key Renewal Respongettetminal which lists all newly subscribed pussa
items and contains a ROAP trigger allowing to argthie rights for all these items.

9. On reception of the Trigger message the Termirqulests the relevant LTKM(s) following the proceddsadined
for the DRM profile.

5.4.7.3.2 Subscription procedure in case that termi  nal supports Smartcard profile

BSM Web Portal BSD/A Terminal

1. Service Guide Reception

2. HTTP(S) ROST request

L
4. HTTP(S) 20Pp OK response
5. Web-shop communicates
information about successful
| purchase to BSM.
L
6. BSM solicited pull message
[
7. Registration Request, "oma-bcast-allservices"
— -
8. Registration Response [, LTKMs]

9. LTKM delivery following procedure defined in Smartcard profile

Figure 90 - Subscription flows in case of Smartcargrofile

1. The Terminal receives the Service Guide and presett the user. The user proceeds to web-partslibscribe to
or purchase one or more purchase item(s). Thg paint to web-portal is given by the ‘PortalURID Purchase
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Channel fragment of the Service Guide. GlobalPwehamID(s) and PurchaseDatalDs may be used assequ
parameters if the user has selected one or moo#fisgmirchase items ([BCAST11-Services], sectich &).

2. The Terminal sends a HTTP(s) POST to the web peithRL, constructed as described in step 1, andisiee is
presented with a page from which the navigatiorirtseg

3. The user browses the web-portal to get informatgated to Purchase Item(s) provided by the Se®iceider.
The Service Provider may offer user specific pusehaptions.

4. After the user has subscribed to or purchased pnece purchase items, the web portal sends a 20th€ssage
to the Terminal to indicate success. With this ragesthat usually also delivers an HTML page, tirelpase is
considered completed.

5. The web portal communicates the results of thehmasge transaction to the BSM via means that arefadope of
this specification.

6. If the terminal is in a registered state in the B$i& BSM sends the terminal a BSM solicited pukssage via
one of the LTKM trigger bearers (UDP or SMS) neajetil in last registration procedure.

7. Reacting on this trigger, the Terminal sends a &egion Request for “oma-bcast-allservices” to B$Mhe NAF
determines from the registration procedure thatéhminal is not authenticated, it will also pronapGBA run.

8. The BSM sends to the terminal a Registration Respavrhich lists all subscribed purchase items, liolyithe
newly subscribed purchase items. If HTTP is pathefnegotiated LTKM delivery mechanisms, the BSklym
also include in the response all the LTKMs neededie terminal, including the LTKMs associatedre newly
subscribed purchase items.

9. After Registration, and if no LTKMs were includedthe Registration Response, the Terminal will inezeslevant
LTKM(s) over UDP in accordance to the procedureéndef in Smartcard profile.

5.4.8 Notification Function Related Flows

The Notification Function is responsible for infang a terminal or a group of terminals about br@stiservice events, like
for example a change in the service guide, or neilability of service and programs. The classifion of events is done
by the Broadcast Service Provider. For this puept®e Notification Function generates a notifisatmessage and sends it
to a terminal or a group of terminals, either diracvia the notification function in the BDS (ifailable), which further
distributes the notification via broadcast or iatgive channel.

A notification is a one-way (push) signaling towatte terminal. It may or may not trigger subsedgaetion, for example
interactive download of service guide or fragmehéseof.

The examples in this section illustrate notificatielivery flows for certain events. Notificatienents for other purposes
are also possible, but are not listed here exhaalgti

5.4.8.1 Notification Generation and Delivery over B roadcast Channel by OMA
BCAST

The figure below shows the message flow for natfan delivery over Broadcast Channel:

lato 1c. A notification event is triggered either by the NTNETG, NTDA, BDS or NTG. If the notification event
occurs in CC or BSA, then NTE in BSA send the Evestice to NTG in BSM over interface NT-3. If the
notification event occurs in BDS, BDS sends therEvmtice to NTG in BSM via NTDA over interface NBt and
NT-4. If the notification event occurs in BSD/Agn NTDA in BSD/A sends the Event notice to NT@IDS over
interface NT-4. If some service guide attributesraquired for notification message generatioantNTE or
NTDA may send them. If the notification eventriggered by the NTE, it sends a trigger for a mcaifion
message, notification attributes, and possiblyiserguide attributes to the NTG, over interface BITNotification
event can also occur by BSM itself. After notifioa notice is received, NTG in BSM generates insifon
message and also set the list of receiver whorggkive this notification message.
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2. The NTG generates the notification message. Théaation message generated by NTG is transmitedTD/A
in BSM over interface NT-4. NTDA may adapt theewe message then, it sends it to BDS for the dgliof
notification message. The NTG sends the generaigfication message to the NTDA for adaptation and
distribution. A description of the receivers tBhtll receive the notification must be includethé point.

3. The notification message, which is possibly adaptetITD/A is sent to a terminal or a group of temals through
BDS. After receiving notification message, a terahior a User may take corresponding actions.

NTE in NTGin NTDA in .
BCAST service BCAST Subscription BCAST service BDS NTC_ in
Application Management Distribution/Adaptation Terminal

1a. Event notice

\

1b. Event notice

A

1c. Event notice

-

Notification Event happens
( Service is upcoming,
Service Guide is changed or
Emergency occurs )

Notification Message
Generation

2.Notification message is transmitted

-

3.Notification message is
transmitted over Broadcast
Channel

\

Notification Message
Reception

Figure 91 - Delivery of Notifications over BroadcasChannel by OMA BCAST

5.4.8.2 Notification Delivery over Broadcast channe | by BDS

The figure below shows the message flow for nattfan delivery over Broadcast Channel:

lato 1c. The operation of these flows is identical to thoé&a, 1b and 1c in section 5.4.8.1.
2. The operation of this flow is identical to thatdin section 5.4.8.1.

3. The notification message, which is possibly adaptetITD/A is sent to BDS (via NT-B1). BDS havirtg own
notification distribution component may transforri@® BCAST notification message to its own notifiaati
message form.
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4. BDS sends a notification message to a terminalgyrpap of terminal. After receiving notificationessage, a
terminal or a User may take corresponding actions.

NTE in
BCAST service
Application

NTG in
BCAST Subscription
Management

1a. Event notice

5.4.8.3

\

NTDA in
BCAST service
Distribution/Adaptation

BDS

1c. Event notice

1b. Event notice

A

-

Notification Event happens
( Service is upcoming,
Service Guide is changed or
Emergency occurs )

Notification Message
Generation

2.Notification message is transmitted

-

3. Notification message is

transmitted

\/

NTC in
Terminal

Notification Message
Reception

Figure 92 - Delivery of Notification over BroadcastChannel by BDS

Notification Delivery over Interaction Chan

nel by OMA BCAST

The figure below shows the message flow for naitfin delivery over Interaction Channel:

lato 1c.

The operation of these flows is identical to thok&a, 1b and 1c in section 5.4.7.1.

2. The operation of this flow is identical to thatdin section 5.4.7.1.

3. The notification message, which is possible adabteMTD/A is sent to a terminal via Interaction Wetk. After
receiving notification message, a terminal or arusay take corresponding actions.
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Figure 93 - Delivery of Notification over Interaction Network by OMA BCAST
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Notification Message
Reception

nel by Interaction Network

The figure below shows the message flow for natfan delivery over Interaction Channel:

lato 1c.

The operation of these flows is identical to thok&a, 1b and 1c in section 5.4.7.1.

2. The operation of this flow is identical to thatdin section 5.4.7.1.

3. The notification message, which is possibly adapteITD/A is sent to Interaction Network via BDSr@ee
Distribution/Adaptation (through NT-B1). Interamti Network may transform OMA BCAST notification nsege
to is own notification message form.

4. Interaction Network sends a notification message tierminal over Interaction Channel. After reasjv

notification message, a terminal or a User may takeesponding actions.
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There are only two possible scenarios for BCASThiog:

\/

NTC in
Terminal

4 Notification message is
transmitted
over Interaction Channel

o

-

Reception

Notification Message

Figure 94 - Delivery of Notification over Interaction Channel by Interaction Network

a) Roamer receives content provided by the Home N&BQAST Service Provider (SP); or

b) Roamer receives content provided by the Visitedwdet BCAST SP, but with usage captured and charging

information reported back to the Home Network BCASH.

Scenario (b) Roaming allows a user to receive BrasidServices from a Broadcast Service Providéereifit from his
Home Broadcast Service Provider. The change d¥fiblsile Broadcast Service Provider allows the useeceive

Broadcast Services from another Broadcast Serviweid®er independent of the underlying BCAST Distitibn System.

This section provides flows for scenario (b) roagnin
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549.1 Broadcast services in the Visited Network

Home Visited
BDS-SD BDS-SD )
BSA BSM BSDA or BDS BSA BSM BSDA or BDS Terminal
or IN or IN

0 Roaming

Servige Guide
delivery

2 N

L

Y
1
LT

Request of access to BCAST

e I:]< service [:I

i Tt Service Authgrization Request r

Service Authorization Responsé |

Long-Term Key|(Message
delivery

1
| -
Y
1
L

Servige delivery

L
Y
1
L |

Charging

o Information

generation

BCAST Service Application = BSA

BCAST Service Distribution/Adaptatation = BSDA

BCAST Subscribtion Management = BSM

BCAST Distribution System-Service Distribution = BDS-SD
Interaction Network = IN

Figure 95 - BCAST Services in Visited Network

Visited Network. The exact mechanism to roam ftbmmHome Network to the Visited Network is out obpe of
BCAST services. The End User has to register cetular network (e.g., VLR or IMS) mechanismslte Visited
Network. The details of registration are out ofmeof BCAST.
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2. The terminal of the roaming user receives the 8er@uide from the Visited Network without any caritto the
Home Network.

3. After reviewing the Service Guide, the End Useuesis Long-Term Key Messages for the access tttiayar
BCAST service from the BCAST Subscription Managet{B$M) of the Visited Network.

The BSM of the Visited Network obtains authorizatfoom the BSM of the Home Network.
The requested Long-Term Key Messages are deliverttte End User by the BSM of the Visited Network.

The terminal of the End User starts receiving #mwise broadcast by the BSDA, decrypts and conslitmes

N g s

The BSM of the Visited Network generates charginfgimation. The details of how this charging imf@tion is
generated and how it is sent to the Home Netwaloat of scope of BCAST Services.

Note: In case of Free-to-Air services, Steps In@ &are applicable; Steps 3, 4, 5 and 7 may obmaypt applicable.
5.4.10 Terminal Provisioning Function Related Flows

5.4.10.1 Terminal Provisioning over Interaction Cha  nnel
The figure below shows an example for the TermRralisioning over Interaction Channel.

Note: The operation of Terminal Provisioning owgeraction channel follows [OMA-DM].

Interaction TP-C

TP-Min BSM Network In Terminal

1. delivery of Terminal management object, Terminal
Provisioning message or Terminal management message

.
>

2. Confirmation of the action according to the reception
of Terminal management object, Terminal Provisioning
message, or Terminal Management message

Figure 96 - Terminal Provisioning over Interaction Channel

1. TP-Min BSM generates Terminal Provisioning messdgcluding BDS-specific parameters or roaminggjoe
parameters or Service Guide Server Address andedglihem to TP-C through Interaction Network (FR-@nd TP-7-
2). They contain parameters and/or command tcsbd for Terminal Provisioning to TP-C in Terminal.

Note: The operation on TP-7-1 and TP-7-2 is defimg@®MA-DM].

2. TP-Cin Terminal confirms the action accordinghe teception of Terminal Provisioning Message, Whiontains
parameters and/or command to be used for Termnoaidfoning to TP-M in BSM through Interaction Nedxk (TP-7-
1 and TP-7-2).
Note: The operation on TP-7-1 and TP-7-2 is defind@®MA-DM].

5.4.10.2  Terminal Provisioning over Broadcast Chann el

The figure below shows an example for the Termiralisioning over Broadcast Channel using the Ser@uide.
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TP-Cin TP-D/A

Terminal in BSD/A U 2

1. TP Content
—— Fragment
generation request

«4——2. TP Package delivery

#——3. Updated SG distribution

5. Retrieve TP
Package (

6. TP execution (

7. Confjrmation--------------=-------omm »

Figure 97 - Terminal Provisioning over Broadcast Chnnel using Service Guide

As a precondition, the Terminal is subscribed Teeminal Provisioning Service, either manually Bguchoice, or via an
autosubscribe fragment sent from the BSM accorttirggrvice provider policy. So as a precondittbe, Terminal has
retrieved the relevant decryption keys, if any, ethaire needed to access the service.

The TP-M in the BSM provides information to the DPA to create a Terminal Provisioning content fragm

2. The TP-M in the BSM provides the Terminal ProvisignPackage to the TP-D/A in the BSDA which corssst
the Terminal Provisioning Command and optionallgtexd files.

3. The TP-D/A in the BSDA distributes the updated 8sr\Guide with the Terminal Provisioning contemtgment
via the Service Guide function

4. The TP-D/A in the BSDA distributes the Terminal #isioning Package via the File Delivery function.

The TP-C in the terminal retrieves the TerminaM&ioning Package from the file carousel via thie Bielivery
Client based on the information in the Service Guid

6. The TP-C in the terminal executes the Terminal Bioming Command in the Terminal Provisioning Payeka
7. The TP-C in the terminal may send a confirmatiotheoTP-M in the BSM.

5.4.10.3  Terminal Provisioning over Broadcast Chann el using Notification

The figure below shows an example for the TermBralisioning over Broadcast Channel using Notifarat
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TP-Cin TP-D/A

Terminal in BSDA TRl

1. TP Content
—— Fragment
generation request

««—2. TP Package delivery

««—>5. TP Notification delivery

l4—6. TP Notification distribution——
7. Retrieve TP (
Package

8. TP execution (

9. Confirmation »

Figure 98 - Terminal Provisioning over Broadcast Chnnel using Notification

As a precondition, the Terminal is subscribed Teeminal Provisioning Service, either manually Bguchoice, or via an
autosubscribe fragment sent from the BSM accorttirgervice provider policy. So as a preconditibe, Terminal has
retrieved the relevant decryption keys, if any, ebhaire needed to access the service.

1.
2.

The TP-M in the BSM provides information to thetle BSDA to create a Terminal Provisioning confesgment.

The TP-M in the BSM provides the Terminal Provisi@mnPackage to the TP-D/A in the BSDA which maysien
of the Terminal Provisioning Command and relatéskfi

The TP-D/A in the BSDA distributes the updated 8srGuide with the Terminal Provisioning contemtgiment
via the Service Guide function

The TP-D/A in the BSDA distributes the Terminal #isioning Package via the File Delivery function.

The TP-M in the BSM creates a Notification whichyngantain the Terminal Provisioning Command andlitiie
to the link to related files or a pointer to the@al Provisioning Package.

The TP-D/A in the BSDA distributes the Notification

The TP-C in the terminal retrieves the TerminaMi&ioning Package from the file carousel basedgisie File
Delivery Client based on the Natification.

The TP-C in the terminal executes either the Teahftrovisioning Command in the Notification or therminal
Provisioning Command in the Terminal Provisioniragkage.

The TP-C in the terminal may send a confirmatioth®oTP-M in the BSM.
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5.4.11 Audience Measurement Function Related Flows

54.11.1 The Overall Flow for Audience Measurement

The following figure shows an overall Audience Ma@snent function flow. The messages from AM-M to Alcan be
over broadcast or interaction channel. Communipadiietween AM-C and AM-M may be authenticated.

BCAST AM Application BCAST AM Management BCAST AM Client
AM-A AM-M AM-C
1. Registration
P 3. Opt-In |
2. Panel management i

and Campaign
definition

4. Configuration

\

5. activation

6 Metering
(7. Explicit data collection request) process

8. Report delivery

8.1 Report response

9. Query of group of users
for Analysis

A
\i

10. Query of measures for
Analysis

A
\

Figure 99 - The overall Flow for Audience Measuremat

1. The BCAST AM Client component may register to tHeAST AM Management component to signal AM
capability. The Registration process is used torkmdnich clients support the AM function and identifiem. This
is used to build the pool of users from which theg will be set-up in step 2. During this registmna process, an
authentication process is performed and crederdial®€xchanged for further communication betweerBGAST
AM-M and the BCAST AM-C

2. Selection of a group of users to make a panel gpezific campaign. The group may be a subseteofigiers in the
pool, or some other subset of all the users. Di&imiand launch of the campaign.

3. The Opt-In phase is used to obtain a contractumlibg between the BCAST AM-M and the BCAST AM-C to
ensure that the user agrees to participate in Agdi®leasurement.

4. The BCAST AM-M configures the BCAST AM-C with thegameters specific to the campaign (e.g. thefist o
metrics, the report delivery frequency,).

5. The BCAST AM-M may send the activation requesti® AM function on the client side.
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6.

10.

Audience Measurement process on the BCAST AM-Cnugattivation request and depending on the Optdtest
the BCAST AM-C launches the metering process. BCASI-C can also launch the metering process basdten
configuration parameters.

Optionally, an explicit request for data collectifon reporting is sent from the BCAST AM-M componhem the
server side to the BCAST AM-C on the client sideribg the reporting process, measures may be etectyyy the
credentials generated in step 1. After the repgpirocess, AM-C should delete the measures that begn
reported.

The BCAST AM-C launches the reporting process. BEBAST AM-C aggregates the measures in the apptepria
report. The BCAST AM-C sends the report to the BTA®V-M on a periodic basis depending of the report
delivery frequency that has been configured in dtep on specific request from the BCAST AM-M regsd in step
7. The BCAST AM-M stores the measures in a daseba

8-1.AM-M response to the report could take place.

The BCAST AM-A retrieves the group of users for #pecific campaign from the BCAST AM-M to setup the
analysis.

The BCAST AM-A retrieves, from the BCAST AM-M, threeasures related to a panel of users for analgsis a
produces statistics on them. The result of theyaiamay be used for example to setup the timetaftdervices or
for other purposes.

54.11.1.1 Audience Measurement Deactivation flow

BCAST AM Application BCAST AM Management BCAST AM Client
AM-A AM-M AM-C

1.
2.

1. Deactivation

-t »

.

2. Metering process
| disabling

Figure 100 - Audience Measurement Deactivation flow

The BCAST AM-M sends a request for deactivatiothef Audience Measurement function to the BCAST AM-C
The BCAST AM-C deactivates the metering and repgrfirocesses.

5.4.12 Other Cross-Function Flows

Nil.
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