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1. Scope (Informative)

This Requirement Document (RD) contains use casgslefines the requirements for the Converged Ratddetwork
Service-CPNS.

The CPNS Enabler enables CPNS entities in a pdreehaork (PN) to consume services within that B&tyices from and
to other PNs, and services provided by serviceigess outside the PN.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this documat are to be interpreted as described in [RFC2119].

All sections and appendixes, except “release dasmni’, “Scope” and “Introduction”, are normativenless they are
explicitly indicated to be informative.

The definitions from OMA CPNS partly overlap thdidiions in other standards bodies, in particutee 3SGPP PNM work
(as defined in 3GPP TS 22.259, TS 23.259, TS 24.Z5Mapping of the OMA definitions to the defimitis in 3GPP can be

found in Appendix C.

3.2

CPNS Device

CPNS Server

CPNS User

External Entity

Interactive Service
Mode

Overlay Network

Peer-to-Peer Network

Personal Network (PN)

Personal Network
Element (PNE)

Personal Network
Gateway (PN GW)

PN Inventory

Definitions

A Device [OMADICT] which embeds CPNS Entity(ies)PNS Devices are assumed to have capabilities
to process, store and/or render content, as wéll have communication interfaces that enable tteem
perform in different Modes in Personal Networks.

Is a functional entity that provides resources RNS entities either in response to requests oFinsh
mode. In addition, it interacts with other exteraatities, such as Content Provider Server etcthf®
purpose of service provisioning.

The CPNS User is the person who uses CPNS Sersiicg BNE(S)

An entity not specified by the CPNS Enabler

Interactive Service is the Service in which thersmtinuously interacts by providing inputs in erdo
change the content in real time

There are three identified Modes for CPNS Devi€®é:GW, PNE and BOTH. The Modes that CPNS
Devices can operate in depend on their capabijlifigsr’'s configuration, or Operator’s policies.

A virtual network which is built on top of an exisg underlying network. Nodes in an Overlay Network
can reach each other through multiple physicabgichl links in the underlying network.

A network of connected PNE(s) where:
* The PNE(s) form an Overlay Network, and

« The process of establishing and maintaining coimvigcbetween PNE(s) is handled mainly by the
PNE(s) themselves, and

e The PNE(s) can both offer and receive Services.

A collection of devices available to a CPNS Usecdasume and produce Services. All devices within a
PN can be linked to a PN GW. A PN is a non-statitection and will vary over time. A PN consistsaat
minimum of a device acting in PN GW mode and anotlezice acting in PNE mode.

A functional entity making up a Personal Netwdtknay be used either to consume or provide content
and/or Services (simultaneously or separately).

A functional entity which by interconnecting erg#ithat reside in personal networks and wide area
networks, instantiates a converged network thatides CPNS services. A PN GW at the device level
enables a PNE to connect to a CPNS Server as svethar PNE in a same or another PN. This implies
using a global network, such as a mobile netwotkhA service level, the PN GW manages the service
access to and from PNEs, and the communicatioapdhilities information and statistics to the CPNS
Server.

List of PN(s) and devices belonging to a PN or ipldtPNs

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Service

Service Group

See [OMA-DICT]
A selection from the portfolio of offerings madeadlable by a Service Provider.

A set of PNEs and/or PNGW(s) that share the samvizegdata and applications between themselves and
which can stretch over multiple Personal Networks

Zone Specific geographic area
Zone based service The certain CPNS service to be provided in a sjpenifne where the zone PN GW covers
Zone PN GW The PN GW which provides a unique service/contert zone

3.3 Abbreviations

CPNS
ME
MT
OMA
PLMN
PNE
PNM
TE
UE
USIM
PAN

Converged Personal Network Service
Mobile Equipment

Mobile Termination

Open Mobile Alliance

Public Land Mobile Network

Personal Network Element

Personal Network Management
Terminal Equipment

User Equipment

Universal Subscriber Identity Module

Personal Area Network

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction (Informative)

Users are increasingly connecting their deviceshtiit-range Personal Networks (PNs) such as hotmeries, in-car
networks and body area networks. Connecting thlset® other networks can greatly extend the ado#isgiof the devices,
or Personal Network Elements (PNE(s)), in the PNs, enabling a number of conmpglBervices, including access by PNE(s)
to Services outside the PN (e.g. a Bluetooth-camaeleersonal Media Player (PMP) uses your cell pisoWAN

connection to receive a video streamed from thermet).

The goal of the OMA Converged Personal Network Bes/(CPNS) enabler is to provide application-lasigsport for
ubiquitous access to Services inaaver ged network, which is a collection of individual networks that interconnected by
means oPN Gateway (PN GW) devices (in the example above, the calihghassumes the role of a PN GW that converges
the Bluetooth and cellular networks to enable vittebe streamed to the PMP from a network server).

The CPNS Enabler facilitates access by devicedPiN & application or content Services that arélalvie either locally in
one or more other PNE(s), or residing in other ek, including other PNs or network elements asegvia a cellular or
other WAN technology. The main objective of thelgeais to allow the PNE(s) that are part of thetBMccess Services
outside of the PN and for those PNE(s) to offevtges to PNE(S) in other networks. The CPNS Engllevides a wide
range of functionality to support converged-netwSgkvices, including (but not limited to) end-todemanagement of
Service sessions, Service publication and discovteiigring of Service characteristics based on REgabilities, remote
management of PNE configuration data and firmwafeisre, collection of CPNS usage statistics, secand charging.

This enabler considers the interfaces and intenastbetween the key entities of the CPNS Enabler.
The main CPNS Enabler entities are:

* CPNS Server

e PNGW

+ PNE

CPNS Serveris an entity of CPNS Enabler that replies to retmé&om PN GW and ensures that the appropriatiécagpn
is selected and appropriate content is provideded®NE(s)

PN GWserves as an intermediary entity between the PNia other networks that forwards the requests tite PNE(S)
to the other networks and the other way around

PNE(s)are connected to the PN GW and are used for rieigdie content received from the PN GW or frorotreather.
PNE(s) can also offer content and other Servic&NE(s) in the same PN and to entities in othewvoes.

The CPNS Enabler will support both the PN-to-celltWAN model and the Peer-to-Peer model.

Note: It is relevant to emphasise that the CPNSEnantities are described here more in the comtefunctionality than
as physical network elements. For example, the C8&t8ice discovery functionality could reside ie tBPNS Server in
PN-to-WAN/Cellular implementations, and in the PM/@n Peer-to-Peer implementations

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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4.1 Relevant Actors in the context of CPNS

Service Provide -

isel

Cellufar Networic A -~ |
B _7\:\ ‘f-:b — 4

1 -
Content Frovider . f"‘ I ) -
- Aaplications

Figure 1 CPNS Enabler- Actors diagram

The _Content Providgsrovides content to CPNS Users via the CPNS Enable

The Service Providgrrovides the CPNS Service to CPNS Users. Servicader manages the CPNS Enabler User Profile
data, based on different information, such as redated, device related and Service related inftionaService Provider
configures and maintains the CPNS Enabler and raag bome other roles such as providing billing Berwsubscription

etc.

The Applicationswvhich may reside on the device and on the netywaokide functions to support the CPNS.

The CPNS Useconsumes the content provided by the Content Beovirhe CPNS User exposes, modifies his’lher CPNS
User information, device information, context amdfprences.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Release description (Informative)
5.1 Version 1.0

This first version specifies the CPNS requiremamd describes some Use Cases.

The CPNS Enabler facilitates access by PNE(s)ridcgs/contents that are available either locatlyesiding in other
networks, including those offered by other devioesetwork elements accessible via a cellular beloWAN technology.

This first version introduces the CPNS Enablercijgs the definitions of each actor and speciffesmain Requirements
(High-Level Functional requirements, Security, Gjiag, Administration, Configuration, Usability, Eroperability and
Privacy).

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Requirements

(Normative)

D

6.1 High-Level Functional Requirements
Label Description Release

CPNS-HLF-001 The CPNS Enabler SHALL be able to msthat multiple delivery of services are CPNS 1.0
supported by CPNS entities in parallel.

The CPNS Enabler SHALL enable the CPNS User to gmttzese different multiple | CPNS 1.0

CPNS-HLF-002 : ; ;
services, i.e. to stop, start and switch betweemth

CPNS-HLF-003 The CPNS Enabler SHALL enable a CPNS entity to gibeethe Services it offers, andCPNS 1.0
discover and access the Services that are offgrethler CPNS entities which belong o
the same or different PNs.

CPNS-HLF-004 The CPNS Enabler SHOULD allow CPNS Devices for ¢iragn Modes (e.g. in case | Future
that they are behaving as PNE(s) or PN Gateway)taely in terms of performing Release
functions for the efficient use of device resources
Informational Note: In the context of this requirement, a CPNS Devgceonsidered
capable of changing Modes.

CPNS-HLF-005 It SHOULD be possible for the CPNS Enabler to Hermed about the current CPNS 1.0
operational Mode of the CPNS Devices (e.g. behasd?NE or PN Gateway) so that
the network resources can be utilized more effibyen
The CPNS Enabler SHALL support the functionality fieanaging the Service history| CPNS 1.0

CPNS-HLF-006 . . . L )
of the PNE(s) (e.g. used for charging, resuming, gathering statistics of Services).

CPNS-HLE-007 'Ip'rllleEEZSI)DNS Enabler SHALL find out the device cap#bsiof the PN GW(s) and CPNS 1.0

CPNS-HLF-008 The CPNS Enabler SHALL be able to provision thedaiteway and the PNE(S). Future

Release

CPNS-HLF-009 The CPNS Enabler SHALL be able to request applicattontent and Services from | CPNS 1.0
the content provider or Service provider basedapabilities of PN GWs and PNE(S).

The CPNS Enabler SHALL be able to specify the dasitin of Services when using | CPNS 1.0

CPNS-HLF-010 . . o
CPNS Service (e.g., requesting, transmitting).

CPNS-HLF-011 The CPNS Enabler SHALL be able to create a Se@icip for the PNE(S). CPNS 1.Q

CPNS-HLF-012 The CPNS Enabler SHALL be able totmthe PNE(s) for a Service Group. CPNS 1

CPNS-HLF-013 The _CPNS Enabler SHALL enable PNE(s) to providadiafring the Interactive Future
Service. Release

CPNS-HLE-014 The .CPNS Enabler SHALL support aggregation andidigion of message(s) for CPNS 1.0
multiple PNE(S).

CPNS-HLF-015 The CPNS Enabler MAY use the worktbieo standards organisations when relevantCPNS 1.0
for CPNS, as appropriate.

CPNS-HLF-016 The CPNS Enabler SHALL support thet@ihake its status (including willingness, | CPNS 1.0
reachability etc) available to other interested GRtities.

CPNS-HLF-017 The CPNS Enabler SHOULD have thetstiii utilize the capabilities of a Presence | Future
Enabler for status information (including willingsg reachability etc). Release

CPNS-HLF-018 The CPNS Enabler SHOULD support supten to the status (including willingness, CPNS 1.0
reachability, etc) of other users’ PNs and be restihbout status changes of those PNls.

CPNS-HLE-019 The CPNS Enabler SHALL be able to support simubbaisedelivery to different PNEs CPNS 1.

CPNS-HLF-020 CPNS Enabler SHOULD enable seamleitsting of PNE(s) while providing or Future
consuming Services. The switching can be triggeseevents like (not limited to) Release
battery exhaustion, user willingness.
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CPNS-HLF-021 CPNS Enabler SHOULD enable seamlegsting of PN-Gateways. The switching | Future
can be triggered by events like (not limited toltéxy exhaustion, user willingness. Release

CPNS-HLF-022 The CPNS Enabler SHALL support deplegtrof applications relevant to CPNS. CPNS 1

CPNS-HLF-023 The CPNS Enabler SHALL support thesteation of PN and devices and Services in CPNS 1.0
the PN.

CPNS- HLF-024 The CPNS Enabler SHALL support sgand maintaining the information of ServiceCPNS 1.0
and PN Inventory.

CPNS- HLF-025 The CPNS Enabler SHALL support deina the information of devices and PN CPNS 1.0
Inventory, when requested.

CPNS- HLF-026 The CPNS Enabler SHALL support theezbased Service. CPNS 1.

CPNS- HLF-027

if the CPNS User has opted in to be discovereddneZ’?N GW.

The CPNS Enabler SHALL support theqokc search to discover the PNE(s) in a zanePNS 1.0

CPNS- HLF-028 The CPNS Enabler SHALL enable theeZeN GW to advertise its existence and CPNS 1.0
Service to PNE(s), when entering the zone.

CPNS- HLF-029 The CPNS Enabler SHALL enable to geservice(s) through the zone PN GW CPNS 1.0
without request from the PNE.

CPNS- HLF-030 The CPNS Enabler SHALL provide med$ras to share Services, data and CPNS 1.0
applications only among members of the Service @rou

CPNS- HLF-031 The CPNS Enabler SHALL be able toaeena PNE from a Service Group. CPNS 1

CPNS- HLF-032 The CPNS Enabler SHALL be able toaeema Service Group. CPNS 1.
The CPNS Enabler SHALL be able to support forwagadificontent from one PNE to | CPNS 1.0

CPNS-HLF-033

another or to multiple PNE(S).

CPNS-HLF-034

The CPNS Enabler SHALL support device managementtionalities for PNE and PN

| Future

GW by interacting with device management servecgitaboration with CPNS Server| Release
CPNS-HLF-035 The device management for PNE(s) SHB&lperformed through PN GW. Future
Release
CPNS-HLF-036 The CPNS Enabler SHALL be able toiifigPNS entities, PN(s) and Service CPNS 1.0
Group(s).
CPNS-HLF-037 The CPNS Enabler SHOULD support dejivd copyright-protected contents to CPNS 1.0
PNE(S).
CPNS-HLF-038 The CPNS Enabler SHALL provide datthtospecified PNE(S) in the same Service| CPNS 1.0
Group.
Table 1: High-Level Functional Requirements
6.1.1  Security
Label Description Release

CPNS-SEC-001

The CPNS Enabler SHALL support sedeligery of application and/or content ServiceCPNS 1.0

data to the PNE(s).

CPNS-SEC-002

The CPNS Enabler SHALL support varsmggirity mechanisms for each PNE and for
each Service.

CPNS 1.0

CPNS-SEC-003 The CPNS Enabler SHALL be able tdkage needed to support confidentiality, CPNS 1.0
integrity protection, and authenticity.

CPNS-SEC-004 The CPNS Enabler SHALL support sestarage of data (e.g., validated user Future
properties). Release
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Table 2: High-Level Functional Requirements — Sectity Items

6.1.1.1 Authentication
Label Description Release
CPNS-AUC-001 | The CPNS Enabler MUST be able to support the atittaion of CPNS Users, CPNS | CPNS 1.0
entities and/or External Entities which requesieasdto CPNS related information and/or
Services.
CPNS-AUC-002 | The CPNS Enabler MAY support validatid certificates for certain use cases, such asFuture
the attestation of personal user information. Release
Table 3: High-Level Functional Requirements — Authatication Items
6.1.1.2 Authorization
Label Description Release
CPNS-AUZ-001 The CPNS enabler SHALL be able to anitle the CPNS Users and CPNS Entities, eJgCPNS 1.0
PN gateways, PNEs etc, when requesting accessN& Gervices.
CPNS-AUZ-002 The CPNS enabler SHALL be able to anitle the CPNS Users and CPNS Entities, eJgCPNS 1.0
PN gateways, PNEs etc, when requesting accessN& GErvices
Table 4: High-Level Functional Requirements — Authoization Items
6.1.1.3 Data Integrity
Label Description Release
CPNS-DIT-001 The CPNS Enabler SHALL support intggoif data. CPNS 1.0
CPNS-DIT-002 The CPNS Enabler SHALL support datagrity in protecting against accidental or CPNS 1.0
intentional changes to CPNS-related data transamsbly ensuring that changes to the
data are detectable.
Table 5: High-Level Functional Requirements — Datdntegrity ltems
6.1.1.4 Confidentiality
Label Description Release
CPNS-CON-001 The CPNS Enabler SHALL support en@oypof messages. CPNS 1.4
CPNS-CON-002 The CPNS Enabler SHALL support de@oypof messages. CPNS 1.
CPNS-CON-003 The CPNS Enabler SHALL support datdidentiality that ensures transmitted CPNS 1.0

information is not made available to unauthorisethiiduals or entities.

6.1.2

Table 6: High-Level Functional Requirements — Confilentiality Items

Charging
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Label Description Release
CPNS-CHG-001 | The CPNS Enabler SHALL support meamharge differently for Service usage (with{nFuture
the same Service Group or individually; this alpplies for simultaneous Service Release
delivery), based on, for example, user identitg, tisers Service subscriptions, device
type or capability, provided Service quality, ahd type of the consumed Services; and
for acting in different roles, such as PN Gatewap?NE.
CPNS-CHG-002 | The charging MUST use standardizecharésms. Future
Release
CPNS-CHG-003 | The CPNS Enabler SHALL enable the charging forveli of information to third Future
parties. Release
Table 7: High-Level Functional Requirements — Chargng Items
6.1.3  Administration and Configuration
Label Description Release
CPNS- ADM-001| The CPNS Users SHALL have the poBsitof multiple subscriptions with different Future
Service providers. For example, a CPNS User mayawiobile phone subscription with Release
Service provider A, while the in-car communicatigrit has been supplied as part of an
agreement of the car manufacturer with operat@m,the family’s broadband access
Services are delivered by operator C.
CPNS-ADM-002 | The CPNS Enabler SHALL be able to respond to gaddeinformation about CPNS 1.0
capabilities and usage statistics of PN(s) and BNfEgm a Content Provider.
CPNS-ADM-003 | The CPNS Enabler SHOULD support coitecof usage data from the CPNS Users andCPNS 1.0
specific devices for the purpose of creating diatis
CPNS-ADM-004 | The matching of PNE and PN capabdifed required capabilities MAY be automated, Future
to facilitate the delivery of Services. Release
Table 8: High-Level Functional Requirements — Admilistration and Configuration Items
6.1.4  Quality of Service
Label Description Release
CPNS- Qo0S-001 | The CPNS Enabler SHOULD provide mechanisms to erthat the quality of the user | Future
experience is maintained. Release
Table 9: High-Level Functional Requirements — Quaty of Service Items
6.1.5 Interoperability
Label Description Release
CPNS- INT-001 The CPNS Enabler SHALL allow CPNS 1dde access any suitable Service (i.e. usef-CPNS 1.0

managed or operator-managed Services as well gm8gServices) on any suitable
device (i.e. a device matching the capabilitiesiiregl to consume the Service) and with
any network island (e.g. home, car, hotspot, hiielyd’'s place or office).

n
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CPNS- INT-002 | The CPNS Enabler SHALL be able to interoperate withsumer electronics devices,

in the CPNS Enabler for device discovery, deviadila, and multimedia Service
delivery; and deliver multimedia Services to arahirthem.

Informational Note: This requirement will be further detailed as ifiteroperability
functionality is defined during the technical sfieeation phase.

CPNS 1.0

which are using well-established and widely deptbstandards other than those specified

Table 10: High-Level Functional Requirements — Inteoperability Items

6.1.6  Privacy

Label Description Release
CPNS-PRIV-001 The CPNS Enabler SHALL ensure useapy. CPNS 1.0
CPNS-PRIV-002 | The privacy requirements in [OMA-Privacy] SHALL beplied to the CPNS Enabler. CPNS 1
CPNS-PRIV-003 The CPNS User SHALL be able to configure privacligies for the management of | CPNS 1.0

data pertaining to user’s Personal Network.
CPNS-PRIV-004 | The CPNS Enabler SHALL support the CPNS Users tifywhether they accept the | CPNS 1.0
collection of their usage data.
CPNS-PRIV-005 The CPNS Enabler SHALL support the CPNS Users taa@lahe collection of their CPNS 1.0
usage data.
CPNS-PRIV-006 The CPNS Enabler SHALL be able to protect persasat information when CPNS 1.0
transmitting and performing a test on it.
Table 11: High-Level Functional Requirements — Priacy Items
6.2 Overall System Requirements
Label Description Release
CPNS-SYS-001 It SHALL be possible for CPNS Enabdene deployed in Peer-to-Peer Networks. Future
Release
CPNS-SYS-002 | The CPNS Enabler SHOULD support aggregation anortieyy of the CPNS Users' Future
usage data into anonymized usage statistics aefimed intervals and/or asynchronous|yRelease
CPNS-SYS-003 | The CPNS Enabler SHOULD support reporting of sia8so authorized receiving Future
parties. Release

Table 12: Overall System Requirements
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
Approved Version 23 Oct 2012 Status changed to Approved by TP:
OMA-RD-CPNS-V1_0 TP ref#: OMA-TP-2012-0390-INP_CPNS_1_0_ERP_for fiuatiion.zip
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Appendix B. Use Cases (Informative)

B.1 Multiple delivery content channels from a PN GW (Mobile
Handset) to a PN Device

B.1.1 Short Description

A PN GW (Mobile Device) can serve as a hub thatreggtes different types of content, such as dadapy audio etc as
shown in the figure below and delivers via diffdrBrelivery Channels to a PN Device which supportserthan one
rendering application. An example would be, a PNib®in a car that can be used as a navigatioesysin MP3 player,
digital frame etc.

Cellular Network
| o A :

Traffic I-nformation J‘L'.

Server 5 — PN Device
{Car Navigation, MP3
Music Contents Mobile Phone Player, Dig frame
Server

Figure 2: High level diagram showing the flow betwen cellular network and WPAN using multiple channe$

Normal flow:

1. Jane is driving and suddenly hits the traffitze 8as a navigation system, which is quite rickeatures, thus supporting
GPS, MP3 player, digital frame etc, but Jane de¢$ave the traffic data Service as part of the GPS

2. She contacts the CPNS Server from her mobidetaohe traffic data onto the PN Device (NavigatBystem in this case)
3. She got the traffic data, but congestion isa that she will be stuck in the traffic for a vehil

3. At the same time she wants to listen to somaammvnloaded on the same PN Device

4. While she is stuck in the traffic and can’t daah she also wants to use the same PN Deviceig#al ttame to render
some photos from her last holiday that she hagirMobile Device. Please note that MP3 and Digdttalme can run both in
parallel, or the PN Device can also split the digph half, to have one half for photo display #iné other half for maps as
part of the navigation system.

Actors:
* CPNS User
e CPNS Service Provider/Mobile Operator
* PN Device
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* PN GW/Mobile Device
» CPNS Server

B.1.2 Market benefits

Devices today are very rich-featured devices apgpat a number of applications and different remigcapabilities. Given
this it is very important for the CPNS to supporiltiple content channels from a PN GW (Mobile De&yito a PN Device.
Supporting this capability would enable the CPN&rd®f a Personal Network to make use of the Seascd PN Device
more efficiently and seamlessly. In addition, thisuld also improve the user experience and theneyeange for the
Service provider/mobile operator as well as forP&Vice vendors.

B.2 Extended Personal Area Networks

This use case demonstrates the ability to netwag&ther a number of personal devices and allowoaiatd CPNS Users
anytime, anywhere access to these devices.

B.2.1 Short Description

A CPNS User owns a humber of devices such as aenplimone, a PC, a music player, and an IP-enaleketbg box. These
devices may be able to communicate among themseftiesut relying on a centralized infrastructure éwchestrating
communications. The CPNS User can create a PerBlatabrk of all his devices, add and remove devicas this
network, securely access and control these defrieesanywhere, and allow other CPNS Users accebistoetwork.
Communications among the devices can happen atnadéiple radio interfaces, multiple IP subnets, amaltiple Service
providers.

For instance, the CPNS User should be able toeceeaetwork consisting of his mobile phone, homeriBvorked set-top
box, and networked media player. He should be tabd¢ream music from his media player to his mopfiene, and from all
locations where the phone is connected to theriateHe should be able to control his set-top womfhis mobile phone.
He should be able to view photos that reside omrfakile phone from his PC. All this may happen iteaentralized
fashion.

B.2.2 Market benefits

The main benefit of an extended personal area mktiwdhat CPNS Users now have access to all fjegonal devices,
regardless of their location. As CPNS Users inéngiys own multiple, Internet-enabled devices, thisctionality can
significantly enhance user experience. It is des#réo realize this in a decentralized fashionetuce infrastructure and
bandwidth costs that centralized architectureschipyi incur. By giving CPNS Users more control oliexv to connect their
devices together, we encourage experimentatiorghndan be expected to lead to greater innovation

B.3 Content Delivery to a PN device
B.3.1 Short Description

A PN GW (mobile phone) which is located betweendékular network and WPAN receives a request foerain Service
from a PN device and conveys it to the CPNS SefBNS Server asks for the appropriate contentd@piplication server
considering the device information of PN device pligation server sends the content to the PN gatémabile phone) and
it is delivered to the PN device.
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— Cellular Network Wireless Personal Area Network

—_—
—
—
—

CPNS -
Server

Portable Multimedia Player

. (PN Device)
Music-Streaming Server Mobile Phone

(Application Server) (PN Gateway)

Figure 3: High level diagram showing the flow for ontents delivery between cellular network and WPAN

Normal flow:

1. John wants to download high-quality music frommsio streaming server to enjoy. He has a PMP (Blertdedia Player)
which can not connect to the streaming server tjres it has no cellular communicating functiotiaf. And he has a
mobile phone which can connect to the music sdsuewith low-quality environments (ex. codec, spgaknd memory..) to
enjoy the music with.

2. The PMP sends a request for the music to a mphibne and the mobile phone receives and checsgailability of the
Service.

3. The mobile phone transfers a request to the CB&@er. The CPNS Server asks music streamingrsefrtiee proper
content considering the capabilities of the PMP.

4. The music streaming server sends the musietatibile phone and the mobile phone transfersthied®MP.

Actors:

* CPNS User

* CPNS Service Provider/Mobile Operator
* PN Device

* PN GW/Mobile Phone

* CPNS Server

B.3.2 Market benefits

» The CPNS User can extend the kind of Servicesjmyarven if his personal device can't directly cennto the
cellular network (WAN).

» The operator can improve the quality/quantity ofvi®® as well as increase the revenue from datei .
» The content/Service provider can enlarge the tatgdevices and Services.

» The vendor can increase the volume of sales takitlye CPNS functionalities which can add new fesgu
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B.4 Providing Multiple Services Simultaneously for Multiple PN
devices

B.4.1 Short Description

A PN GW (mobile phone) which is located betweendékular network and the WPAN is connecting to ningltiple PN
devices at the same time. The PN gateway receiffesamt kinds of Service requests from multiple B&Vices and sends it
to the CPNS Server. The CPNS Server distinguidiesdurce between the data received and provideg&s/contents
connecting appropriate application servers. ThegRfdway delivers the received data to the diffedestinations (PN
devices).

——

\_——:; Cellular Network
CPNS

Server
<1
! ; A
Traffic Information '\ f ,&
= -

Server

WPAN Network

PMP, MP3 Player
(with WPAN Module)

N

Ny Car Navigation
Music Contents Mobile Phone (with WPAN Module)
Server

Figure 4: High level diagram showing the flow for 8nultaneous multiple Services between cellular netark and
WPAN
Normal flow:

1. Steve’s PN device (Car Navigation System) sendsgjuest for the traffic information to the PNeyeay (mobile phone)
and Jane’s PN device (MP3) sends a request fanttsic download to the same PN gateway (mobile phone

2. The PN gateway checks received requests ansferarit to the CPNS Server.

3. The CPNS Server finds out the appropriate agfidio servers and requests proper contents/Sermvaresdering the
capabilities/specifications of targeted PN devices.

4. The respective application servers send theeatsito the PN gateway. The PN gateway delivergfiéc information to
the Steve’s PN device and delivers the music t@#me’s PN device simultaneously.

Actors:
* CPNS User
e CPNS Service Provider/Mobile Operator
* PN Device 1
* PN Device 2 (for different Service from PN devige 1
* PN GWI/Mobile Phone
* CPNS Server
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B.4.2 Market benefits

* The CPNS User can enjoy various Services in tHerdifit devices at the same time with only one Pisvgay
(mobile phone).

» The operator can improve the quality/quantity ofV@e provided as well as increase the revenue fiwse data
Services. This scenario can decrease the amotwafidé in the network.

» The content/Service provider can enlarge the tatgdevices and Services.

» The vendor can increase the volume of sales takitlye CPNS functionalities which can add new fesgu

B.5 Service Group
B.5.1 Short Description

A PN GW (mobile phone) which is located betweendkular network and the WPAN receives a requassafcertain
Service Group from a PN device. The centred maifilene requests for the Service Group to the CPM&BEwhile the two
devices (PN gateway and PN device) constructinggapy The CPNS Server asks for the Service Gronpexting to the
application server considering the device infororatf those two devices. Application server wilbyide the proper
Service Group/contents to the PN gateway (mobitephand it will be delivered to the PN device whi€ in a same
Service Group.

WPAN Network

Cellular Network

Mobile Phone Game Device
= (PN Gateway) (PN Device)
Game/ Payment Server

Figure 5: High level diagram showing the flow for he Service Group between cellular network and WPAN

Normal flow:

1. John and Steve want to play the same mobilearktgame as a team using their own device respgti®o John creates
a game and using his mobile as a PN GW.

2. It sends messages to invite the Steve’s gamealednd Steve executes the same game connectthg N gateway
using WPAN techniques.

3. PN gateway connects to the CPNS Server to maleeguoup to start. The CPNS Server connects tgahe server to
provide proper group game Service.

4. The PN device transmits its game data to thg&sway. And the PN gateway adds on its own dagther and transmits
to the CPNS Server at the same time.

5. The PN gateway receives the game data of a groopthe CPNS Server, and takes the data desdjtaieself and
forwards the data designated to the PN devicestdastination.

6. During the game, Steve and John can use sel@ajing options with the help of the CPNS Server.
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Actors:

B.5.2

CPNS User

CPNS Service Provider/Mobile Operator
PN Device

PN GW/Maobile Phone

CPNS Server

Market benefits

Two CPNS Users seating beside can enjoy the samiE&&roup forming PAN, only using a one mobile
connected to the cellular network.

The operator can implement the effective way fer $tervice Group which can reduce the amount didriafthe
network. Also this will increase the revenue takem data Services.

The content/Service provider can enlarge the tachdevices and Services.

The vendor can increase the volume of sales takitige CPNS functionalities which can add new fesdu

B.6 Local-Area Peer-to-Peer Networks

This use case demonstrates the ability to conneatreber of devices that can communicate with edlobraver a short
range using a Peer-to-Peer Network. The use casal®a be extended so that the Peer-to-Peer Neig/éokmed over a
wide-area network.

B.6.1

Short Description

A number of CPNS Users come together at a partitotation. They own devices that are equipped with or more local-
area networking technologies (e.g., 802.11 or Bloit). The devices form a Peer-to-Peer Networkgudiese technologies
so they can talk to one another. Even if all théaks are connected to the Internet, it is posstdéthey may be unable to
reach each other over the Internet. Also, evelnelj tan reach each other over the Internet, itlmedyeneficial to “offload”
traffic to the local networks.

A Service or an application running on a device diaoover and access Services running on othece®vi-or instance, all
the devices should be able to run a ToDo list apfibin that lets users share and modify a distidbdioDo list. Or, a CPNS
User should be able to discover another CPNS Usiléns and stream the videos over the Peer-tofet@rork that is
composed of local-area network technologies, witlgming over the Internet.

B.6.2

Market benefits

The benefits of Peer-to-Peer Networks are:

Peer-to-Peer Networks enhance user experienchomyiray CPNS Users to offer and access CPNS Sesvita
quick, easy-to-use fashion.

Peer-to-Peer Networks increase the capabilitiésaafl-network technologies. Because both thesenteohies are
now very much widespread, enabling richer applicetiand Services over them is beneficial to the ERNer and
thus to the device manufacturer and applicatiorelbgper.

Peer-to-Peer Networks can offload traffic from a@evarea network to local-area networks, reducirggatponal
costs for an operator, and helping bring downfwfdr CPNS Users.
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» Peer-to-Peer Networks do not require centralizéiies) and therefore incur lower infrastructure d/mndwidth
costs.

* Local-area Peer-to-Peer Networks enable useful aamuations between devices and CPNS Users wheméite
access is unavailable or is insufficient.

B.7 User Statistics
B.7.1 Short Description

+
I Statistics
S Customer

| ‘-"’/ [ : Personal Network
Chargir| : = J Celluiar Network - -

Server CPNS \
Server =
oy A »
Content
Server y |

PN GW

Figure 6 User Statistics

» Alice has signed up to provide statistics aboutrhedia usage in her PMP. She explicitly has to@tdtet statistics are
collected, and can determine when it should beitexted herself, through a simple operation in tNeGRN.

*  When she uses the PMP to access media, the PN @%ters her usage.

 The PN GW only registers the usage of her PMPotiwr devices.

 The PN GW reports the statistics once a month¢dANS Server.

* The CPNS Server anonymizes the data and aggragaiigis all other statistics from other CPNS Users

* Aninterested party wants to get information altbetPMP usage.

» The interested party (Statistics Customer) is autbated and authorized by the CPNS Server whegtédives the
request for information.

» The CPNS Server provides the statistics to thasHtat Customer when it has been authenticatechatitbrized.

» The Statistics Customer is charged for receivirgstatistics

* The Statistics Customer uses the information ttdtaubetter PMP which Santa Claus gives to Alicet i@hristmas, if
she has been a nice girl during the year.

B.7.2 Market benefits

Collecting and disseminating statistics in a seeuag leads to a new sales object for operatorsebability for consumer
electronics providers to create more appropriatécds, and CPNS Users to get greater satisfaatitimeir media
consumption.
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B.8 Attestation of Personal User Properties

B.8.1 Short Description

A CPNS Enabled Personal Network equipped with WRégtnology, cellular technology, and short rangenetivity is
ideally suited to deliver a common platform forestation purposes (e.g. in a shop or towards aivgmdachine).

Attestation, in the context of CPNS, provides ahmétto selectively disclose personal user propeftiesecure submission
from one PNE to another PNE and a mechanism tdatalithe personal user properties in the receRMB. The personal
user properties are attested by an Attestationi@eRrovider. The messages exchanged between tBéspPale digitally
signed by an Attestation Service Provider.

Attestation functionality may be required by law &ertain types of purchases or for public admiatgin in some countries.
In the following an example is given in which a plawner can easily check if the customer in frdrtio who is carrying a
CPNS equipped cell phone with attestation cap#slis at least 21 years of age.

Actors (depending on use case):

= Shop Owner (herdBob) / Vending Machine,

= Citizen/ CPNS User / Cell Phone Owner (hédéce),

= Attestation Service Provider (ASP) / Mobile Netw@kerator (MNO),
= Personal Network Gateway (PN GW)

Attestation

Service PN GW Shop
Provider

Cellular Radio Short Range
Interface Interface

Configuration : Phase

»

N ~~
Attestation i Phase

v

, © k

Maintenance ;| Phase

Figure 7 Example Message Transaction Flow

Step A - Configuration Phase:

The Attestation Service Provider stores validateekr properties securely in oneAfce's Personal Network Elements.
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Step B - Attestation Phase:

CustomerAlice enters a shop with the intention to buy some altiolbeverages that are sold under age restricliba.
Personal Network ElemeAfice is carrying (e.g., her cell phone) is supportif¢he CPNS attestation capability. Shop
ownerBob uses a cash desk that also has CPNS attestafiahilithes. Both devicesAice's Personal Network Element and
Bob's point-of-sale (POS) terminal) advertise theilSattestation capabilities in the PN. At check{alh specifies ‘age
21’ asAlice's property he requests to be validatakice is prompted on her cell phone whether she wanasitioorize the
response to this specific attestation requiste agrees and types in her PIN into her cell phorerder to authenticate
herself. Calculations are initiated in (e.g. atedsexecution environment of) oneAlfce’s Personal Network Elements (e.g.
her cell phone) and a reply is send bacBdb via Alice's Personal Network Gateway indicating either atdity signed

‘yes’ or ‘no’; no further personal details Afice are disclosedBob can proceed with the check-out procedure basdbdeon
reliable age attestation he has received fAdite’'s Personal Network Gateway.

Step C - Maintenance Phase:

The CPNS User’s properties, keys or certificatesest in a Personal Network Element may be updatisd. changes to
protocols and algorithms used during the attestgirocess may be made by the Attestation Servioeidar via the
Personal Network Gateway.

B.8.2 Market benefits

The CPNS User has control over the informationgsties away and the Attestation Service Provider ofepose to charge
his customers (i.e. consumer and/or shop) for pingithis special CPNS Service.

Example 1: A shop owner may perform checks (assisted by almaobtwork operator) if someone who wants to hgydr
at a shop is old enough to do so (“local age \aifon”).

Example 2: A web site owner may perform checks (assisted myhile network operator) if someone who wantsto an
online community with access rights restrictedittsgs indeed a girl (“remote gender verificatiyn”

Example 3: A citizen may proof her gender, marital status, sgmotely via the Internet towards municipal avties when
applying for a new passport.

B.9 Remote PNE connection
B.9.1 Short Description

A CPNS User may have multiple Personal Networksama a PNE in a Personal Network and another PNfffierent
Personal Network. These devices belonging to diffeNetworks respectively may need to be conndmédeen
themselves using centralized device list informrasitored in CPNS Server for the delivery of corgebpon initiation
CPNS, a PN GW should register with the PNE inforarato the CPNS Server. The PN GW receives deviftgration
which the CPNS Server maintains and which is altbteethe CPNS User. Provided the device informatioea CPNS User
can create connection between the PNE(S).
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Figure 8: High level diagram showing Remote PNE carection

Pre-condition
1. Alice’s laptop discovers and connects to a STBngctis PN Gateway.
The STB starts to use CPNS with registering to CB&er with laptop information.
CPNS Server stores the registration informatiothenSTB with laptop information.
Alice buys a new PMP in the circuit city. The PM&ed not have any music file or video clip.
Alice’s PMP discovers and connects to a mobile ghacting as PN GW.
The mobile phone starts to use CPNS with regiggjeonCPNS Server with PMP information.

CPNS Server stores the registration informatiothenmobile phone with PMP information.

© N o 0 M W N

CPNS Server manipulates the registration infornmadio the PN GWs with PNE(s) information.

Normal flow:

1. Alice wants to download video clips from her laptopated in Home Network to the new PMP which sbegtt
just before.

2. The PMP requests the device list to the CPNS Séhveungh the mobile phone acting as a PN GW, iriord see
which devices are available to communicate with.

3. The PMP receives the device list.

4. Alice selects her laptop, if available.

5. The PMP establish connection to Alice’s laptop.

6. The PMP downloads some video clips.

7. Alice enjoys the video clips in the new PMP.
Actors:

* CPNS User
* CPNS Service Provider/Mobile Operator
* PN Device
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* PN GW/Mobile Phone, STB
¢ CPNS Server

B.9.2 Market benefits

» The CPNS User can connect a device to other delacated in different Personal Network in ordedtavnload
contents or request Services.

» The operator can improve the quality/quantity ofv@® as well as increase the revenue from data s

* The vendor can increase the volume of sales takitige CPNS functionalities which can add new fesgu

B.10 Zone Based Service
B.10.1 Short Description

A PN GW searches its zone regularly to find owtoifne PNE which had been located outside of PN ®imieAfter entering
into the coverage of that PN GW, the connectioh lpélinitiated by the PN GW to provide a certaim&m/content selected
from contents provider or Service provider.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-CPNS-V1_0-20121023-A Page 29 (32)

MOVE IN !!

CPNS ;g Cellular / Wired Network WRAN Hetwodk PNE (Mobile)

Server ||
| D
Contents Source | PNE
PN Gateway (Media Player)
= WPAN Network

CPNS \:_—_ Cellular / Wired Network PNE (Mobile)

Server

L)
4__

e N~

Contents Source!l |

I

PN Gateway

&

Contents Source Il

= WPAN Network
CPNS | |= Cellular / Wired Network e PNE (Mobile)
Server
- & _ PN No.1
f | \ - A
I g
Contents Source | 1":11
PN Gateway

PN No.2

Contents Source Il

Figure 9 High level diagram showing the flow for Zme Based Service

Normal flow:

1. There is a PN gateway in a restaurant. The R&gg has its own zone determined by its signakibijties (e.qg.
10~100m for Bluetooth) and searches it regularlfjrtd a new customer enters.

2. When a new PNE is detected, PN GW and PNE makarection and authenticate each other for a CRIRBIS Server
also gets information about the CPNS User and dedithe new PNE through the PN GW.
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3. The CPNS Server and PN GW will check if the iME be available to be provided a new Service. &ajus of the
device — on/off, being served other Services, nesoavailabilities, S/W dependencies..).

4. When it is available, the CPNS Server sends|aest to the source of Service/content to sendtddtee PN GW which
will be delivered to the PNE. (e.g. English/Koregménish menu of the restaurant for a specific pgrso

Actors:
* CPNS User
e CPNS Service Provider/Mobile Operator
*  PNE
* PNGW
* CPNS Server
B.10.2 Market benefits

» The content/Service provider can enlarge the tatgdévices and Services. Also they can providetathService
focusing only on a certain areas/zones/placessieeand cheaper ways.

 The CPNS User can extend the kind of Servicesjtmyemthout connecting to the WAN or paying for it.
» The operator can improve the quality/quantity ofvi®® as well as increase the revenue form datei s

* The vendor can increase the volume of sales takitige CPNS functionalities which can add new fesgu

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-CPNS-V1_0-20121023-A

Page 31 (32)

Appendix C.

Mapping of definitions

In 3GPP PNM, similar terms to those used in CPNSuaed. The terms used in TS 22.259 map to the CRKNStions as

follows.

Definition

OMA CPNS

3GPP PNM

Scope overlap

Personal Network

Personal Network (PN):
A collection of devices
available to a CPNS Use
to consume and produce
Services. All devices
within a PN can be linked
to an individual. A PN is g
non static collection and
will vary over time.

There are two levels of a
PN:

1. The device level,
meaning all devices to
which one person has
access on a certain given
time.

2. The Services level,
meaning all Services that
can successfully be
delivered to a certain PN
consisting of owned
devices.

A PN can be queried for
available devices and the
capabilities at a given
moment.

Personal Network: A Person
Network (PN), in the context
of Personal Network
Management, consists of
more than one Personal
Network Element under the
control of one PN-User
providing access to the
serving PLMNs. There shall
be at least one Personal
Network Element with a
USIM subscription in a PN.
Authentication of the user fo
each PLMN access is based
on the USIM(s) of the PN.
The Personal Network
Elements are managed in a
way that the user perceives 4
continuous secure connectio
regardless of their relative
locations. The Personal
Network Elements belonging
to the PN-User's PN maybe

registered to different PLMNs

at a time. The PN-User
rcontrols the PN using
facilities provided by the
Personal Network
Management (PNM).

alConcepts overlap, but the
CPNS Personal Network is
wider in scope.

=

]

Personal Network Element

Personal Network
Element: A Personal
Network Element (PNE)
is the basic component
making up a Personal
Network. A Personal
Network Element can be
handled as a single entity
but physically it may be
either a single device or 3
group of devices.

Personal Network Element: A
Personal Network Element
(PNE) is the basic componen
making up a PN-User’s
Personal Network. A Person
Network Element is handled
as a single entity in PNM but
physically it may be either a
single device or a group of
devices. The Personal
Network Element may be a
TE, MT, ME or even a
complete UE.

A Concepts overlap, but OMA
definition does not contain
t3GPP terminology.

al

Personal Network Gateway

Personal Network
Gateway (PN GW): A
Personal Network
Gateway at the device
level connects a PN to
another PN. This may

imply using a global

N/A

The UE in 3GPP correspond
to the PN GW in CPNS,
although the UE does not
have the interaction with the
PN that the PN GW has.
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network, such as a mobile
network. At the Service
level, the PN GW
manages the Service
access to and from
PNE(s), and the
communication of
capabilities information
and statistics to Service
Providers.

CPNS User

CPNS User:The CPNS
User is the person who
uses the CPNS Service
using PNE(s).

PN-User: For the purpose of
Personal Network
Management the PN-User is
the person who owns the
Personal Network Elements
with respective subscriptions
at one Service provider.

Concepts overlap

Personal Area Network

N/A

Personal Area Network: A
Personal Area Network
(PAN) is a local network of
the PN-User. In the context @
Personal Network
Management, the PAN
consists of at least one UE
and may additionally
comprise a number of
MEs/MTs, with own radio
access means that allow the
to directly access the PLMN
of the UE. The UE and locall
connected additional
MEs/MTs are the PNE(s) of
the PAN. Alternatively the
UE components, i.e TEs and
MT, may be handled as
separate PNE(s). The UE
contains the single active

The 3GPP PAN represents
one aspect of the PN as
defined in OMA (the Device
fLevel).

=]

USIM of the PAN.
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