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1. Scope

This document specifies the functions, interfaces lzehaviour of CPNS entities, then protocols aRtNE System concept
together with syntax and semantics of CPNS messages
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgiiéghdicated to be
informative.

3.2 Definitions

CPNS Device
CPNS Entity

External Entity

Group Key
Encryption Key
(GKEK)

Group Key
Decryption Key
(GKDK)

Operator Policy
Remote PNE

SG Owner

Mode
PN Inventory
Secure PAN

Secure Storage

SG Inventory

Temporary Key (TK)

See [CPNS-RD]

There are three identified logical entities: PNE, W and CPNS Server. In the CPNS v1.0, the CPNS
Server entity resides in the core network and tE Bnd/or PN GW entity resides in the CPNS device.

See [CPNS-RD]

Key used by PN GW to encrypt Group Key when usiraaticast based Group Key delivery from PN GW
to PNE.

Key used by PNE to decrypt Group Key when usin@tcast based Group Key delivery from PN GW to
PNE.

Policy provided by Network Operator or CPNS SenReevider.

A PNE which does not belong to the same PN asettpgasting PNE does and communicates with that
requesting PNE through the CPNS Server

A PNE which requests creation of the Service Graig granted ownership of the Service Group by
CPNS Server or former SG Owner. It is authorizeexpel member PNE from a Service Group, delete a
Service Group and pass the ownership to another Pals ‘SG’ and ‘Service Group’ are used
interchangeably in this specification. They repnesxactly the same concept.

See [CPNS-RD]
See [CPNS-RD]

PAN which has security mechanism to protect autbigntconfidentiality and integrity of CPNS
message. That is, if PNE/PN GW uses security méstmaof Secure PAN, it is guaranteed that source ID
of CPNS message is not falsified (i.e. authentigigtection), payload of CPNS message can notdxk re
by CPNS Entity other than receiver CPNS Entity gieated by destination ID of the message (i.e.,
confidentiality protection), and CPNS message ischanged during transmission (i.e., integrity
protection).

A storage that stores the key material (e.g., Ehtter Key (EUKey), Group Key, protected Passworqd,...
to protect against unauthorized access

A list of Service Group(s) and the information @r@ice Group which includes information of group
members.

Key used by CPNS Entity to encrypt and decrypt EWitben EUKey is delivered from PN GW to PNE
in case that PNE does not have enough Ul capabitind the PAN between PN GW and PNE is not
secure.

3.3 Abbreviations

GBA_U Generic Bootstrapping Architecture with UICC-bagathancements
OMA Open Mobile Alliance
PSK Pre-Shared Key
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SG Service Group
SHA-1 Secure Hash Algorithm 1
ul User Interface
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4. Introduction

This document defines signalling procedure of CRN&ies and syntax and semantics of CPNS messagesl on CPNS
requirement document [CPNS-RD] and CPNS architeaiocument [CPNS-AD].

Section 5 describes the CPNS system concept

Section 6 describes the high level procedure

Section 7 describes the signalling procedures M EBntities with CPNS messages.
Section 8 describes syntax and semantics of CPNSages.

Section 9 describes CPNS Transport Protocol bingipegification.

4.1 Version 1.0

This specification release covers all the requirgsmé&om [CPNS-RD] assigned for this Release 1.0.
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5. CPNS System Description

51 Identification

The following identifiers are used in the CPNS Heab

* The UserlD allows to uniquely identify a CPNS User

The PNID allows to uniquely identify a PN

The EntitylD allows to uniquely identify an CPNStHn
» ServicelD, which identifies uniquely the CPNS seed

e The SGID allows to uniquely identify a Service Gpou

5.1.1 UserlD

A CPNS User is identified by his/her CPNS UserID.

A CPNS UserID can be used for authentication, aightion and charging, etc.

A CPNS UserlD is in the form of:
A MSISDN which is uniquely and globally identifyirgmobile service subscription; or,
* An Email Address, in the case that a CPNS User doeswn his/her MSISDN; or,
* An operator SHALL assign a UserID, if any of abdwe UserlDs is not appropriate.

An example of a MSISDN is “82212345678"” and alseaample of an Email Address is jeonghoon@mailrco.k

5.1.2 PNID

A PN in the CPNS Enabler is identified by its PNID.
A PNID is composed of 2 parts:

» The first part is the EntitylD of the PN GW pertiaig to the PN

» The second part is number. This part allows totilewhich PN it is if the PN GW manages severals?N
For example:

* APN GW has the ID: 00-17-C4-E1-A0-Q2.PNGW.

The ID of the first PN is:

00-17-C4-E1-A0-Q2.PNGW.1

* Ifthe PN GW has a second PN:

00-17-C4-E1-A0-Q2.PNGW.2
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5.1.3  EntitylD

The EntitylD of CPNS Server is identified by thekisting ID such as domain name, etc.

For the PN GW and PNE, the EntitylD is composetivaf parts: the first part is a device ID for idéyitig a physical device
and the second part is a type of Entity.

» A device ID may have the following formats:

o a physical address given by the manufacturer, asdlac addresses for Ethernet, Bluetooth, Wi-KjB2e,
etc ; and/or

o adevice name combined with a UserID : a devicemisnallocated by a user and the allocated de\dceeris
unigue among devices owned by the user. Since dJseglobally unique, the combination of a deviane
and a UserID is an identifier of a device.

NOTE: The device ID expressed with physical addiegersistent, whereas a device name combinedanitberlD
is not always persistent. If there are two or npargsical addresses in the device, the CPNS en8blAL L choose
one. How to choose and when to choose is up tortheementation matter.

» Atype of Entity can be either of
o PNGW
o PNE

For example, if a CPNS Device has two capable MdaRsGW and PNE, then the CPNS Device has two DSt one for
PN GW and the other for PNE such as “00-17-C4-E1QOPNGW” and “00-17-C4-E1-A0-Q2.PNE".

514 ServicelD

ServicelD is an identifier used to identify a sfiecservice over the CPNS Enabler.
ServicelD is a unique identifier for active sengce

It is important that the format of the ServicelDassociated with an EntitylD and/or domain namthefservice provider and
a number to differentiate from other services m$hme category. This makes it easier to distihghis service and also
associate it with the provider e.g. BBC sport cteufbbc.co.uk/sport/snooker_1).

A ServicelD is made of 2 parts:

» Source ID: In the case of an External Entity oild be URL or other forms, while in the case &fNE, it should be
the PNEID

* Service name
For example:
* URL (PNEID)_service name

ServicelD can be created by PNE or the CPNS Sevlien providing a service and is included in theiserdescription.
ServicelD is also used when populating a Servicau@inventory, to manage the service or a servioapy and also is used
for service discovery functionality.

5.1.5 SGID

A SG in the CPNS Enabler is identified by its SGID.
A SGID is used in SG management.

A SGID is composed of 3 parts:
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e Thefirst part is a prefix “SG”.
» The second part is the EntitylD of PNE or PN GW athiequests SG creation.
* The third part is number. This part allows to idignivhich SG it is if the PNE or PN GW creates saVe&Gs.
For example:
* A PNE has the ID: 00-17-C4-E1-B0-Q2.PNE.
The ID of the first SG is:
SG.00-17-C4-E1-B0-Q2.PNE.1
» If the PNE creates a second SG:

SG.00-17-C4-E1-B0-Q2.PNE.2

5.2 CPNS Entity Mode

In the CPNS Enabler v1.0, CPNS Device can suppoettidentified Modes, PN GW, PNE and BOTH. The ®lodn be
detected by CPNS Entity Discovery function, amoijNS Devices. Because a PN consists at a minimuardefice acting
in PN GW Mode and another or same device actiNE Mode, devices should know the mode of the alkeices to
create or join PN. The PN GW SHALL be able to ratng the PNE(S) in order to make it as a memb&MfPNE SHALL
be able to recognize the PN GW to request to joicreate PN.

If a device supports the only PNE functionalitiegg( MP3 player, Smart meter), the device ope@tgson PNE mode. If a
device supports only PN GW functionalities (e.gntéoNetwork Router), the device operates only oM mode.

If a device supports both of PN GW and PNE fundlities (e.g. mobile phone), the Mode of devicewtide set initially
and can be changed according to user’s preferanOperator Policy. For example, when the CPNS imggates to create or
joins a Personal Network the user can set the Maaleually or the Operator Policy can be applied matically for the
Mode. (e.g. depending on the Operator Policy camisid the device capabilities, network capabiljties

5.3 Security Consideration

5.3.1 EUKey Management

CPNS Server assigns EUKey to PNE and PN GW aftéeaticating CPNS User based on UserID and passwasigned
EUKey is stored securely in CPNS Server togethér #ntitylD, UserlD and password.

Before assigning EUKey to PNE or PN GW, UserID aadsword of the CPNS User who owns PNE or PN GW ISH#e
registered with CPNS Server.

EUKey assignment to PNE SHALL be performed after®NE discovers PN GW by Entity Discovery and befeNE
attempts to connect to PN (i.e., before establggRiN, joining PN or being invited to PN)

EUKey assignment to PN GW SHALL be performed befatgual authentication between PN GW and CPNS &erve
If there is EUKey in the PNE or PN GW already assiy EUKey assignment SHALL NOT happen.

Section 7.4 describes the different approachedJéfdy assignment depending on Ul capability and Ps&Nurity

5.3.2 Group Key Management

Group Key is a security key which all member eetitin the same Service Group share and is usettweesecurity (e.g.,

confidentiality and integrity etc.) of messagestitesl to Service Group. For Group Key managemeBRNE supports the
following operations:
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* create Group Key

When Service Group is created, CPNS Server cr&atmasp Key.

» delete Group Key

When Service Group is deleted, CPNS Server and 8@har PNEs delete Group Key.

e update Group Key

Update of Group Key is performed in two ways;
o When SG member PNE leaves or is expelled from 8e@roup, CPNS Server updates Group Key.
0 CPNS Server itself can update Group Key. (e.gpériodic updates).

» deliver Group Key

When Group Key is created or updated, CPNS Seeleratls a Group Key to PN GW(s). Then, each PN Qlivdrs a
Group Key to Service Group member PNE(s) pertaitintpe same PN of the PN GW.

Delivery of Group Key from PN GW to PNE can be penfed in three different ways: unicast based Gieyp
delivery, broadcast based Group Key delivery orriaybf the two (Section 7.8.5). PN GW and PNE SHAdupport
unicast based Group Key delivery. If a device inokHiPN GW/PNE is deployed supports underlying nekwiroadcast
mechanism, PN GW/PNE SHOULD support broadcast b&@edp Key delivery

5.3.3 Authentication, Confidentiality and Integrity
5.3.3.1 CPNS messages to CPNS Entity

Authenticity, confidentiality and integrity of CPNB8essages to CPNS Entity are ensured by the ssess®n established
between CPNS Server and PNE, CPNS Server and PMr@aVPN GW and PNE.

Regarding message protection between PN GW and @eN&r, if fixed or removable module keeping idtgrinformation

and credential (e.g., a SIM/USIM/ISIM) is installed PN GW, PN GW and CPNS Server can utilize thedential (e.g., a
SIM/USIM/ISIM) for security

Regarding message protection between PN GW and PRE,GW and PNE connect to Secure PAN, PN GWRN& can
utilize security mechanism of Secure PAN to prossdurity of CPNS message.

Otherwise, secure session needs to be establigtwddn PN GW and PNE.
Secure session used to protect CPNS message endbased on its SourcelD and DestID.
* For CPNS message whose SourcelD and DestID are GeN@r/PNE and PNE/CPNS Server respectively
0 Secure session is achieved between CPNS ServétNiad
» For CPNS message whose SourcelD and DestID are @eN@r/PN GW and PN GW/CPNS Server respectively
0 Secure session is achieved between CPNS ServérNu@iv
» For CPNS message whose SourcelD and DestID areWIRISE and PNE/PN GW respectively
0 Secure session is achieved between PN GW and PNE
5.3.3.1.1 Secure Session in CPNS Enabler
*  Secure session establishment

Secure session between CPNS Entities is establishB&K-based approach.
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As for session establishment between CPNS SeneePhifce/PN GW, EUKey is used as PSK.

As for session establishment between PNE and PNd&idther key is used as PSK, since EUKey is natssxily
shared between PNE and PN GW. The key (hereinafbeglEUKey) is created in CPNS Server and se®N& and
PN GW after encrypted by EUKey of each entity. Befassigning LocalEUKey, EUKey is assigned to PN& BN
GW.

By using EUKey or LocalEUKey as PSK, secure sessi@stablished by the two operations: mutual anitbation and
session key sharing

0 Mutual authentication
Two CPNS Entities authenticate each other by uBig based authentication outlined in section 7.5.
0 Session key sharing

Session key sharing is also performed by using ASK. CPNS Entities create session key by calcuddtesh value
from random number and PSK (i.e., EUKey or LocallElyK Since both sides use the same random numbehan
same PSK, the same session keys are created aitdesh Same random numbers exchanged during mutual
authentication are used here.

Message protection by secure session
0 Authenticity and integrity

Message sender calculates hash value of messags&ipn key, and adds the hash value to the measagacC
(message authentication code). Message recipianteréfy message authenticity and integrity by fyénig MAC
using session key.

o Confidentiality

Message is encrypted by session key. For some gessencryption can be skipped. CPNS Entities MAVYeh
predefined policy on which message they can skgoygtion. How to set the policy is out of scopeGH#NS Enabler
1.0.

Note: Whether or not to skip encryption can be ehasn a message by message basis. That is, ifaénceressage is
chosen to be encrypted, all the elements and aisbexcept for common parameter (8.1.1) of thasamge should
be encrypted.

5.3.3.2 CPNS messages to Service Group

When sending out a message to Service Group, CPiitteE SHALL use Group Key to guarantee securftgnessage
delivery to member PNEs. However, to those membdtdwhich satisfy both of the following two conditis, CPNS
Entities can send the message without protectiamsibyg Group Key.

1.
2.

PNE connects to its PN GW via Secure PAN which smessage authenticity, integrity and confidétytia

its PN GW has fixed or removable module keepingtidginformation and credential (e.g., a SIM/USIBIM) and
uses the module for secure communication with CBBiSer

When using Group Key, security of CPNS messagpsotected as follows:

Authenticity and integrity

Message sender calculates hash value of messagmbyp Key, and adds the hash value to the messagd\&
(message authentication code). By verifying MAGhgsGroup key, message recipient can verify message
authenticity (i.e., can verify if the message ist§eom SG member PNE or CPNS Server). Also, messagjpient
can verify message integrity.

Confidentiality
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CPNS message destined to Service Group is encriggt€toup Key.

5.3.4 Authorization

Since CPNS Server stores EUKey with EntitylD of PNEPN GW and UserID of CPNS User who owns PNENIGRW,
CPNS Server can know correct EntitylD and Userleraduthenticating PNE or PN GW. Thus, CPNS Seraarperform
authorization using EntitylD and UserID.

5.4 PN Management and SG Management
541 PN Management

PN Management covers PN Establishment, PN Updaeaesult of PNE joining/invitation/leaving/expusi and PN
Release.

PN SHALL be established with only one PN GW and onmore PNE(s) in PAN and the PN create requesbealone by
both PNE and PNGW. After creating PN, PN Invent@se section 5.8) is created in PNE, PNGW and CB&t®er. CPNS
User can allow sharing of PNE information among rhenPNEs. The PN Inventory SHALL be kept in PNE, BW and
CPNS Server even though member PNEs are disconneittePN GW temporary because CPNS Enabler supgtable
information related with PN, which is sustained @\y. PN Inventory, continuous Content/Service Bglj per Service in
PN, and Usage statistic history per PNID). Howe@®NS User can configure the temporary PN so thatéleased
immediately and removed from PN Inventory aftergibgl disconnection of PAN, which means PNE isaisected from
PN GW (e.g. PN for Zone based service).

In zone based service scenario, PN consists oPditeand one PN GW which can belong to differentsise

Member PNE Update can be requested by PNE and PNRBIE can invite or request to expel the other RN& PNE can
join or leave itself. PN GW also can invite or exipee other PNE. If the User wants to share thermftion of member
PNE’s each other, the member PNE get the notiioaabout member update.

PN Release can be requested by PNE, PN GW or CeN8rS

5.4.2 SG Management

SG Management covers SG Establishment, SG Updateessilt of PNE joining/invitation/leaving/expusi and SG
Release.

SG SHALL be established with one or more PNE(d)e $GCreateRequest can be initiated either by ANy BNGW.
After SG creation, the output is SG Inventory inEEPNGW and CPNS Server (see section 5.8). If iBRE&User wants to
share the information of member PNEs each otherCfANS User can set member sharing.

The SG Inventory SHALL be kept in PNE, PN GW and\NSPServer even in the case when member PNEs arendiscted
from PN GW. SG member Update can be requested lgydd PN GW. Any PNE SHALL be able to send requiesfsin,
and member PNE shall be able to leave and inviterdNEs to join an SG, but only the SG owner o#iate expulsion of
other PNEs. SG Owner can invite or expel the oftidE. If the User wants to share the informatiomefber PNE’s each
other, the member PNE get the notification aboutiver update.

SG Release can be requested by SG Owner or CPN&rSer

5.5 Service / Content Delivery

551 General

The Service/Content delivery procedure providegtion to deliver Services and Content between:

» Different PNEs
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* PNEs and External Entity;
The Service/Content Delivery can be performed &fNS Entity Discovery, PN Management and PN Reagienh.
The PNE invoke service or content of another PNExdernal Entity via CPNS Server.
Each operation is application specific and outoofpe of CPNS Enabler. As example, the operatioseifice are;
*  “Play”: the service requester of e.g., mediasstrimg service initiates the consumption of the ested service
» “Stop”: the service requester of e.g., media stingraervice stops the consumption of the requestedce.
» “Pause”: the service requester of e.g., mediamsiir@aservice stops for a while the consumptiorhefdervice.
* “Resume”: the service requester of e.g., mediasiieg service reactivates the consumption of théace
5511 PNE and external entities
PNE SHALL be able to invoke the Service / Conteatizery.
PNE can send and receive Content to and from Ext&mtity.
PNE can send and receive Content to and from PNE.
5.5.1.2 CPNS Server

CPNS Server sends and/or forwards messages andrntémt Service/Content Delivery to and from PN @GWd external
entities.

The CPNS Server controls the Service / ContentvBsli
* Initialization
* Management of the services
 Management of the Content
55.1.3 PN GW
PN GW forwards:
* messages needed for Service / Content Delivery,
» contents to and from PNE,

* contents to and from CPNS Server.

5.6 Device Capability

Based on Devices capabilities, CPNS Server SHALRMie to determine resources allocation and utitina

5.7 Non CPNS Device Proxy

The PN GW supports Non CPNS Device Proxy functwmich translates CPNS message to the corresponuitigod of
external Personal Networks, not implementing CPtd8dards, e.g., UPNP, DLNA and Bluetooth and vieesa. The Non
CPNS Device Proxy forwards the translated messatyeden CPNS Entity and Non CPNS Device. The Non £€PBNvice
Proxy acts on behalf of non CPNS Device as PNE.Nde CPNS Device Proxy can manage the informatfaxternal
Personal Networks.

The Non CPNS Device Proxy supports;
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* Non CPNS Device registration
e Service Advertisement and Discovery
» Service / Content Delivery

NOTE: Detailed implementation guidance will be dimé¢he future release.

5.8 PN Inventory

PN Inventory contains the information about PN(s).

PN Inventory SHALL be created or updated when adPéstablished or when a PN is changed. PN Invei@BrALL be
deleted when a PN is released.

CPNS Server SHALL store PN Inventory registere@BRNS Server. PN GW SHALL store PN Inventory upanribceipt of
of successful PN registration notification fromMN® Server.

PNE SHALL store PN Inventory upon the receipt afcssful PN setup notification from PN GW.

PN Inventory SHALL be used when a CPNS Entity masafe PN, or when device capability needs to keawedged, or
in case that PNE asks about PN information of o@feNS Users or PN information in a remote PN of GRiNer via
service discovery.

PN Inventory

PNInfo #1 PNInfo #2 PNInfo #N
\ PNGWiInfo \ \ PNGWInfo \ """ \ PNGWiInfo \
\ PNEInfo #1 \ \ PNEInfo #1 \ \ PNEInfo #1 \
\ PNEIn.fo #N \ \ PNEIn.fo #N \ \ PNEIn.fo #N \

Figure 1 PN Inventory Diagram

T: Type, S: CPNS Server, G: PN GW, P: PNE.

Element Cardinality | T Data Description S| G| P
Type

PNInfo 1..n E PN Information. M|M|M

Its sub attributes are

* PNID

» Description
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e TempPN
* Active
» Sharing

» Disclosure

»  OwnershipEntitylD

Its sub elements are

*  PNGWInfo

* PNElInfo
PNID 1 A | String PN Identification. M M
Description 0.1 Al String PN Description. D D
TempPN 0.1 Al Boolean If this PN is temporary PhNs fs “TRUE”". If | O | O

the physical connection between PNGW and
all of PNEs is broken, this PN should be
released automatically.

If this PN is sustained PN, this TempPN
attribute is empty or “FALSE".

Active 1 A | Boolean| The active status of PN. M[IM|M

TRUE - This PN is active because at least gne
more member PNEs are physically connected.
FALSE — This PN is not active because all of
member PNEs are disconnected.

Sharing 1 A| Integer| The level of PN Inventory shgrin PNE side| M | M | M

1 — Shared, both PNGWInfo and PNEInfo in
PNiInfo are shared in PNE

2 — Protected, only PNGWInfo in PNInfo is
shared in PNE.

Disclosure 1 A| Integer| The willingness of openness of PN M|M|M
Information, in case Service Discovery is
requested after PN Setup

1 - Blocked; PN information should not be
unveiled.

2 - Open; PN information will be unveiled,
when other CPNS Entities asks service
discovery.

3 - Selective: PN can be unveiled, only wher
the authorized CPNS entity allows in case
Sservice dDiscovery request contains PNID
PNEID or UserIlD

OwnershipEntitylD 0.1 A String | The ID of authorized CPNS Entity which hag O
authorization to allow PN Information open, |n
case Service Discovery is requested.

PNGWInfo 1 E PN GW Information M|M|M
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Its sub attributes are

e PNGWID

*  PNGWName

* Mode

e Zonebasedservicesupport

» Broadcastgroupkeydeliverysupport

PNGWID 1 A| String PN GW Identification. M M
PNGWName 0.1 A String PN GW Name (e.g. assignekiniame) O
Mode 1 A| Integer | The mode of current device M| M

2 — PNGW, If the mode of device is PN GW,
the value should be “PN GW".

3 — BOTH, If the mode of device is both of
PNE and PN GW, the value should be
“BOTH” ( e.g. mobile phone)

Zonebasedservicesupport 0.1 A Boolean If this CBNS8y is a capable PN GW of O|O
Zone Based Service, this value should be
“TRUE".

Broadcastgroupkeydeliverysuppart  0..1 A Boolean HRBN GW supports broadcast Group Keyp | M | M
delivery

FALSE: PN GW does not support broadcast
Group Key delivery.

PNEInfo 1..n E PNE Information M|M]|C

Its sub attributes are

e PNEID

* PNEName
* Active

* Mode

Its sub elements are

e Userlinfo
» DeviceCapa

» ServiceProfile

PNEID 1 A| String PNE Identification. M M
Name 0.1 A| String PNE Name (e.g. mp3 player) O |0
Active 1 A | Boolean| The active status of PNE. M|M|C

TRUE — This PNE is active because PNE is
physically connected.

FALSE — This PNE is not active because PNE
is physically disconnected.

Mode 1 A| Integer | The mode of current device M| C
1 — PNE, If the mode of device is PNE, the
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value should be “PNE”.

3 — BOTH, If the mode of device is both of
PNE and PN GW, the value should be
“BOTH" ( e.g. mobile phone)

UserInfo 0..1 E| - Its attributes are O|0O0| O
e UserlD

e UserName

UserlD 1 A| String CPNS UserIlD o O

UserName 0.1 A String CPNS User Name O |O

DeviceCapa 0.1 B Capability information of deverebedding | O | O | O
PNE

Its sub attributes are

« UlCapa

Its sub element is

» ExternalCapa

UlCapa 0.1 A| Boolean If this device doesn’t suppdr O|0|O
functionalities, this value SHALL be set with
“TRUE".

TRUE: PN GW needs to support confirmatio
and/or Key assignment functionalities instea
of PNE.

[N

ExternalCapa 0.1 E - XML fragment contains information suchas| O | O | O
DeviceType, VideoCodec, etc. CPNS V1.0 gan
make use of the format of device capabilities
from DPE Enabler specification.

ServiceProfile 0.1 B CPNS enabled applicationrimfation to O|0|O
support certain service and status.

Its sub elements are

* Service (See section 5.10.2)

» ContentInfo (See section 5.10.2)

Table 1 Information elements in PN Inventory

5.9 SG Inventory

SG Inventory contains the information about Ser@ceup(s). SG Inventory SHALL be created or modifiehen a Service
Group is established or when a Service Group iagdad SG Inventory SHALL be deleted when Serviceu@ris released.
CPNS Server SHALL store the SG Inventory of Sergeceups registered with the CPNS Server. PN GW SHstore the
SG Inventory of Service Groups to which PNE(s)haf same PN belong to. PNE SHALL store the SG lrorgraf Service
Groups to which the PNE belongs to

This is the format of SG Inventory in CPNS SenrX, GW and PNE.
| Element | Cardinalit | T | Data Type | Description |
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y
SGinfo 1..n E Service Group Information.
Its sub attributes are
» SGID
» SGDescription
» Sharing
» MaxPNE
* MaxUser
»  SGOwner
Its sub elements are
* ServicelD
*  Memberinfo
SGID 1 A | String Service Group ldentification.
SGDescripti | 0..1 A | String Service Group description. This is mfam readable
on description and helpful to understand or searchviGe
Group.
Sharing 1 A | Integer The level of SG Inventory shagri

1- Open, every PNE can have access to SG Inventgry

2- Selective, open to SG member PNEs only

3- Closed, no PNE will have access to SG Inventory.
In this case only the SG owner can have access (o
the SG Inventory

MaxPNE 0.1 A | Integer The maximum number of men®I¥E in Service Group.

If this value is empty, it follows the policies Gfperator

and/or Service Provider.

MaxUser 0.1 A | Integer The maximum number of useBérvice Group.

If this value is empty, it follows the policies Operator
and/or Service Provider.

SGOwner 1 A | String EntitylDentification of SGOwner.
ServicelD 0..n E| String Service ldentifications.
Memberinfo | 1..n E The Service Group member PNEBrmftion.

Its sub attributes are

« PNEID
«  PNGWID
¢ Name

Its sub elements are
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e Userlnfo
» DeviceCapa

» ServiceProfile

PNEID 1 A | String PNE Identification.

PNGWID 1 A | String PNGW Identification. The PN GWIldegs to the same PN
as PNE.

Name 0.1 A | String PNE Name (e.g. mp3 player, asgiqnickname)

UserInfo 0.1 E| - User Information.

Its attributes are

* UserlD
* Name
UserlD 0.1 A | String UserlDentification
Name 0.1 A | String User Name
DeviceCapa| 0..1 E Capability information of devirebedding PNE

Its sub attribute is

* Ulcapa

Its sub element is

» ExternalCapa

UlCapa 0.1 A | Boolean If this device doesn’t suppdirfunctionalities, this value
SHALL be set with “TRUE".

TRUE: PN GW needs to support confirmation and/oy Ke
assignment functionalities instead of PNE.

ExternalCap | 0..1 E | - XML fragment contains information such as Device&yp

a VideoCodec, etc. CPNS V1.0 can make use of thedbof
device capabilities from DPE Enabler specification.

ServiceProfil| 0..1 E CPNS enabled application information topgupcertain

e service and status.Its sub-elements are

» Service (See section 5.10.2)

» ContentInfo (See section 5.10.2)

Table 2 Information elements in SG Inventory

5.10 CPNS metadata
5.10.1 CPNS profile

Following shows the conceptual image of CPNS peofil
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CPInfo

Devicelnfo

Userinfo

DeviceCapa

ServiceProfile

Figure 2 Conceptual image of CPNS profile

CPNS profile is metadata for the CPNS Device, aedeixternal entities. The CPNS Server contains CPigfles of
external entitiesWhen creating CPNS messages, CPNS Entity utilifesmation in CPNS profile, such as user
information and device information.

CPNS profile may be pre-configured (e.g., shipp&ti WNE or PN GW software) or configured dynamigaihen PNE or
PN GW boots up or with user interaction. When aow to create and update CPNS profile is out of e@fflCPNS
Enabler. The CPNS profile of external entities NS Server is created based on information puldislyeexternal entities
and can be updated through Service Discovery fancti

Following is the brief description related to CPp8file.

The CPNS profile contains several subsets suckesinformation, device information, applicatiofiormation,
device capability, status information, and serviwtadata.

CPNS Entity SHOULD know the Service part of CPNSfite supplied by CPNS enabled application. Theickev
metadata of CPNS profile is preconfigured or withng other means known to CPNS Entity. Hence PN&axct
local proxy for CPNS enabled application. For CARbler V1.0, how the CPNS enabled applicatioeaized
by CPNS entity and configuration interaction of @eNS enabled application is out of scope.

The namespace definition for CPNS profile is impdeation matter for CPNS Enabler V1.0.

Following is the overview description of CPNS ermabépplication profile elements.

CPInfo is the information of external content provideclsias CPID, the name of external content provider.
Devicelnfo contains the information of CPNS Device such agogelD, the name of PNE or PN GW.
Userlinfo is the UserID and additional information for udepending on the Operator Policy.

DeviceCapais the device capability of the device.

ServiceProfileis the common description for the CPNS enablediegpdn. This has the sub service or content
information.

o0 Service Elementis the metadata that describes services providied) CPNS enabled application

o Contentinfo Elementis the metadata that describes Information of utrdivailable to the CPNS enabled
application
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5.10.2 CPNS Profile Format

Element

Cardinality

Data type

Description

Profile

1

Its sub-elements are

* CPInfo

» Devicelnfo

« UserInfo

« DeviceCapa

*  ServiceProfile

CPInfo

0.1

External Content Provider informatio

Its sub attributes are

« CPID

e CPName

CPID

0.1

String

Identifier of external contembpider.

CPName

0.1

String

Name of external content prewi

Devicelnfo

0.1

Device information

Its attributes are

» DevicelD

« PNEName

«  PNGWName
* Mode

* InactiveMode

DevicelD

String

Device identifier, e.g. devieaker / model / serial number,
UuID.

PNEName

0.1

A

String

Assigned nickname for PNEerElN the PNE is not active, this
name should be set in profile in case device has PN
functionalities. This name is used in Entity Disepwprocedure
and Service Discovery procedure.

PNGWName

0.1

A

String

Assigned nickname for PN@&xXen if the PN GW is not active
this name should be set in profile in case devaePN GW
functionalities. This name is used in Entity Diseowprocedure
and Service Discovery procedure.

Mode

0.1

Integer

The acting mode of device.

If the active mode is PNE, the value should be PNE). If the
active mode is PN GW, the value should be “2"(PN)GW

If the active mode is both of PNE and PN GW, thieeahould
be “3"(BOTH) ( e.g. mobile phone )

1 — PNE, If the mode of device is PNE, the valususth be
“PNE".

2 — PNGW, If the mode of device is PN GW, the valbeuld be
“PN GW".
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3 — BOTH, If the mode of device is both of PNE & GW, the
value should be “BOTH” ( e.g. mobile phone)

InactiveMode

0.1

Integer

If the current valueMdde is “1”"(PNE) or “2"(PN GW) in a
device and there are functionalities of PNE and@M in a
device, the other function is inactive.

(e.g. If the value of Mode is “PNE” and its functiities are
PNE and PN GW in a mobile phone, InactiveMode 1SRN
GW?” and this means inactive mode is “PN GW".

e.g. If the value of Mode is “PN GW” and its furastalities are
PNE and PN GW in a mobile phone, InactiveMode iSBBE”
and this means inactive mode is “PNE”.)

1-PNE

2 —PNGW

UserInfo

0.1

User Information for device.
Its attributes are

e UserlD

¢ UserName

Its element is

* ExtraUserInfo

UserlD

0.1

String

CPNS UserlD (See section$.1.

UserName

String

CPNS User Name

This value MAY be filled with input from user and/application.
If there is no specific input, it SHOULD be as saasdUserID.

ExtraUserInfo

0.1

ExtraUselnfo element corgaiser information(e.g. Age to
check this PNE’s User is the allowed person fotabercontent.).
For CPNS V1.0 additional format definition is oditscope and
implementation matter.

DeviceCapa

0.1

Capability information of devembedding PNE

Its sub attributes are

« UlCapa

Its sub element is

« ExternalCapa

UlCapa

0.1

Boolean

If this device doesn’t suppdirfunctionalities, this value
SHALL be set with “TRUE".

TRUE: PN GW needs to support confirmation and/oy Ke
assignment functionalities instead of PNE.

ExternalCapa

0.1

XML fragment contains information such as Devicedyp
VideoCodec, etc. CPNS V1.0 can make use of thedbah
device capabilities from DPE Enabler specification.

ServiceProfile

0.1

CPNS enabled applicatidarimation to support certain service
and status in device or from external content mleni

Its sub-elements are

* Service
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* ContentInfo

Service

Service metadata is the metadegerithes service of CPNS
enabled application, which Service Discovery ansisgay
Service/Content Delivery function uses for operatio

Its attributes are

* ServicelD

« Name

Its sub-elements are
e Operation

e StatusVariable

ServicelD

String

Service identification.

Namespace for the service, which is implementatiatter for
CPNS V1.0

Name

String

User-friendly representation ofvgas e.g., application specific
service name

Operation

Its attribute is

« Name

Its sub-elements are

¢ InputParameterList

e OutputParameterList

Name

String

User-friendly representation olvga e.g., application specific
operation name

InputParamete
rList

0.1

The input parameter (argument) for the service

Its sub-elements are

e Parameter (See Table 4)

OutputParame
terList

0.1

The output parameter (returned paramédethe service

Its sub-elements are

e Parameter (See Table 4)

StatusVariabl
e

0..n

Status variable the application supports.

Its sub attributes are

e StatusName
 DataType

* SendEvents

Its sub element is
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e AllowedValuelList (see Table 5)

StatusName 1 A| String Name of status parameter
DataType 1 A | String Variable data type
SendEvents 1 A| Boolean TRUE means “yes”
FALSE means “no”
When “yes” and the value associated to StatusViarieltanges,
StatusPublicationRequest message SHALL be generated
DefaultvValue | 0..1 A| String Initial value
Contentinfo 0..n E|l - Description of content infotina.

XML fragment which structure is out of scope of CBIFO.

Table 3 CPNS Profile metadata

Following table shows the Parameter metadata format

Element Cardinality T Data type Description
Parameter 1l.n E |- Its attributes are
« Name
e« DataType
¢ RelatedStateVariable
» DefaultValue
Its sub-element is
« AllowedValueList (see Table 5)
Name 1 A | String Name of the parameter
DataType 0.1 A| String Parameter valuable data tReguired if RelatedStateVariable
not set.
RelatedStateVf 0..1 A | String Related state valuable name. Requfr®dtaType is not defined
ariable and referenced for parameter valuable.
DefaultvValue | 0..1 A| String Not required if Relatedt®Variable is set

Table 4 CPNS Profile-Parameter

Following table shows the AllowedValueList metadfatanat.

Element Cardinality T Data type Description
AllowedValue | 0..n E | - List of allowed value
List
Its sub-elements are
« AllowedValueRange
* AllowedValue
AllowedValue | 0..1 E | String Allowed value for the certain parelgment

Range
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Its sub attributes are
¢ Minimum

¢ Maximum

Minimum 1 A | Integer/ Float /| Minimum value of the range
Double

Maximum 1 A | Integer/ Float /| Maximum value of the range
Double

AllowedValue| 1..n E | String Allowed Value

Table 5 CPNS Profile-AllowedValueList

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-CPNS_Core-V1_0-20121023-A Page 36 (244)

6. High level procedures (informative)

The information flow in the following subsectionestribes flow of information between CPNS entitied include the
abstract messages or information elements but tinetessarily fully conform to all the messagemfarmation element.
Normative specifications are found in section 8.

6.1 CPNS Typical Flow

The CPNS typical flow shows general sequences dfERinctions to perform CPNS Service as generas fitw includes
CPNS Entity Discovery & PN Registration, Servicokeation & Discovery, Service/Content Delivery WwiDevice
Capability and Usage Statistics Collecting & Rejoayt

Service Content

PNE PNGW CPNS Server Provider | Application

0. Possible Service / Content Publication

|
1. PN GW Authentication

|
2. CPNS Entity Discovery
| |
3. PN Establishment & Registration
| | |
4. Service Advertisement & Discovery
| | |
5. Service / Content Invoke
| | | |
6. Device Capability
| | | |
7. Service / Content Delivery
| | | |
8. Usage Statistics Collection & Reporting
| | |

9. PN Disconnection & De-Registration
| | |
Figure 3 CPNS typical flow

A physical connection (pairing) with PAN technolegibetween the PNE and the PN GW should be establiisefore
CPNS message is sent. It assumes that the PNE abthve diagram and text below is the first PNEcWIgiarticipates in the
PN.

0. The Service/Content Provider or application puldisthe Service Description to the CPNS Server wieartbe service
and content is available.

1. The PN GW is authenticated by the CPNS Server. fitisess can be done before or after the pairihgdsn PN GW
and PNE.
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2. The PNE or the PN GW initiates CPNS Entity Discgvéihis enables discovery of the current operati@RNS Mode
(PNE or PN GW) in a CPNS device.

3. PNE and PN GW connect toeach other through a PBIPMGW creates the information about the corredipgrPN
that is sent to the CPNS Server and stored inNténWentory.. Part of this PN information is segt®@PNS Server to the
associated PN GW

4. The CPNS Server advertises Service Descriptiohdd®NE or the PNE queries Service Description@cQRNS Server.
5. The PNE invokes service based on the Service OQmgeriprovided by the CPNS Server.

6. The information of device capability of the PNE,ielhconsumes service or content, may be sharedthétiCPNS
Server and/or Service/Content Provider for delivadrgervice and content.

7. The service or content is delivered to the PNEfthe Service/Content Provider.

8. The PNE reports all the information on the servisage from the CPNS device based on user prefecer@perator
Policy. The CPNS Server collects the report fromPINE(s) with the related user information.

9. The PNE or the PN GW requests disconnection wighN. Then, the PN GW de-registers to the CPNSegernv
behalf of the PNE.

6.2 Zone Based Service Flow

This section describes general flows for Zone B&sdice, which is mainly provided through the puBIN GW
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PNE

PN GW

CPNS Server

1. Periodical search

applied for PN GW

used for Zone based
senvice

2. CPNS Entity Discovery

3. PN Establishment

4. Service Description
Advertisement

A

5. Store Service Description

6. Check

if the PNH is available for the
seryice

7. Service Description
Advertisement

-
.

available service

8. PNE is aware of

Figure 4

Flow of Zone Based Service

0. The CPNS Server delivers the ServiceDescriptionAtseemessage to the PN GW. This is a presumedatepe Zone
Based Service, and can be happed again duringltbeiing steps.

P w0 D PF

Periodical search performed.by PN GW for Zone b&ssdice is executed.

PN establishment is executed between the newlyef®ME, PN GW, and CPNS Server.

message was made, the CPNS Sever sends the SersicgiflonAdvertise message to the PN GW

o

6. The PN GW checks if the PNE is available for thevise based on PN Inventory.

7. The PN GW delivers the ServiceDescriptionAdvertisessage to the PNE

After receiving the ServiceDescriptionAdvertise sege, the PN GW stores the Service Description.

CPNS entity discovery is executed between PNE &h@&W® when there is a newly found PNE entering itsez

If there’s no Service Description Advertise sepnhirCPNS Server beforehand or the new ServiceDéiaridvertise
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8. Based on ServiceDescriptionAdvertise message, BNlare of available services to consume in theeZbnring the
period above, the PN GW shall continuously perfperiodic search to find another new PNE(S) entetisgone.

6.3 EUKey Assignment
6.3.1 EUKey Assignment for PNE with Ul capabilities

Figure 5 shows high level flow of EUKey assignmfemta PNE running on a CPNS Device which providesugh Ul for
CPNS User to insert UserID and password.

:. 0. mutual authentication between PN GW and CPNS Server (e.g., using USIM credential) l
1A. User requests 1B. User requests
regsitration of User regsitration of User
ID and Password N D and Password

2.1D_PWD Registration Request Message
3. Register User ID and Password
5.Userinserts his/her 4.1D_PWD Registration Response Message

own|Dand Password

6.Userrequests

E_L! Key assignment |
7. EUKeyAssignmentRequest
8.EUKeyAssignmentRequest
: 9. Verification of User ID and Password 1
L (e.g., digest authentication) 1

10. Create and Store EUKey

11. EUKeyAssignmentResponse

12. EUKeyAssignmentResponse

| 13. Store EUKey I

Figure 5 Flow of EUKey Assignment for PNE with Ul

0. PNGW and CPNS Server authenticate each other aiibus ways (e.g., using USIM-creadentials)

1. CPNS User requests to register his/her own UsemtDpassword with CPNS Server. CPNS User can retfuest
registration from PN GW (1A.). CPNS User can aklsguest the registration directly to CPNS Server)iBa way
provided outside of the CPNS enabler, such as ¢irauwebsite. If the user has registered the IDpasdword via the
external way (1B), steps from 2 to 4 are not nergss

2. If CPNS User requests the UserID and passwordtratim from the PN GW, PN GW sends
ID_PWDRegistrationRequest Message to the CPNS Bgrike case where PN GW and CPNS Server autlaatic
each other beforehand (e.g., using USIM-credeitials

3. CPNS Server registers UserID and password witlf itse
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4. |If registration of UserID and password is triggebsdD_PWDRegistrationRequest message, CPNS Seevels
ID_PWDRegistrationResponse message to the PN GW.

If the ID and password of CPNS User are alreadisteiggd with the CPNS Server before, steps fromDwill be
skipped.

CPNS User turns on a CPNS Device which runs in Ri¢He, and inserts UserlD and password
CPNS User triggers PNE to request EUKey assignment.

The PNE sends EUKeyAssignmentRequest Message oGP

The PN GW relays EUKeyAssignmentRequest Messa@didS Server.

© © N o O

Upon receiving the EUKeyAssignmentRequest MessageCPNS Server verifies the UserlD and passwedy.,
using digest authentication)

10. If authentication succeeds, CPNS Server createseylUBPNS Server also stores EUKey with the PNE'§i kD,
EntitylD) and UserID of CPNS User who owns the PNE.

11. CPNS Server encrypts EUKey by a secure materialtzied from password (e.g., hashed password)samds the
encrypted EUKey via EUKeyAssignmentResponse Mesgatie PN GW.

12. The PN GW forwards EUKeyAssignmentResponse Meskathe PNE.

13. Upon receiving EUKeyAssignmentResponse Message RNBW, PNE decrypts and stores EUKey.
6.3.2 EUKey Assignment for PNE without Ul capabilities
This section describes general EUKey assignmewsffor PNE without UI.

6.3.2.1 EUKey Assignment when PAN is secure

The following procedure will happen when the PNEsiaot have Ul capabilities and the underlying ogkvbetween the
PNGW and PNE is the Secure PAN and PNE and PN @&&waned by the same CPNS User.
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PNE PN GW CPNS Server

0. Mutual Authentication & Key Exchange

0. Mutual Authentication & Key Exchange

1. ID_PWDRegistrationRequest

-

2. Store user-id &
Hash(user-password)

3. ID_PWDRegistrationResponse

A

4. ID/Password Installation Request

-
]

5. Store user—id &
Hash(user-password)

6. ID/Password Installation Response

Y

7. EUKeyAssignmentTrigger

A

8. EUKeyAssignmentRequest

» 9. EUKeyAssignmentRequest

T0. Verify
EUKeyAssignmentRequ
e‘st
11. Generate KEK and
EUKey

12. EUKeyAssignmentResponse

13. EUKeyAssignmentResponse

-

14. Generate KEK and
decrypt and store EUKey

Figure 6 Key Assignment for PNE without Ul

0. Before EUKey assignment for PNE without Ul, a CP8Ever and a PNGW perform the mutual authenticaidey
exchange using the existing mechanism (e.g., 3GB&R) R\lso the PNGW and a PNE perform the mutual
authentication & key exchange using the existindgNRéchnologies.

1. The PN GW sends the ID_PWD Registration_Requessagesto the CPNS Server. The message includesD)serl
encrypted user-password and subscription informatio

2. Upon receiving the ID_PWD Registration Request mgssthe CPNS Server stores the received Userlastd of
user-password to the Secure Storage in the CPN&ISer

3. The CPNS Server sends the ID_PWD Registration Resgpmessage to the PN GW. The message includes sfat
handling the Subscription & Registration Requestsage.

4. The PN GW sends the ID & Password Installation Retjmessage to the PNE. The message includes UsedlD
encrypted user-password.
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10.

11.

12.

13.
14.

Upon receiving the ID & Password Installation Rexjuaessage, the PNE stores the received Userlbastdof user-
password to the Secure Storage in the PNE.

The PNE sends the ID & Password Installation Respaonessage to the PN GW. The message includes sfatu
handling of the ID & Password Installation Requasssage.

The PN GW sends the EUKeyAssignmentTrigger mestatie PNE.

Upon receiving the EUKeyAssignmentTrigger mess#uePNE verify the trigger is sent by the usehef PNE. If the
verification is success, the PNE sends the EUKeighssentRequest message to the PN GW. The messzdgden
UserlD and security material for EUKeyAssignmentest.

The PN GW relays the EUKeyAssignmentRequest medsate CPNS Server.

Upon receiving the EUKeyAssignmentRequest messhgeZPNS Server verifies the request using therggcu
material for EUKey assignment.

If the verification of the request is success,@RNS Server generates the KEK (i.e. Key Encrypiey) based on the
user-password, the received security material fteerPNE and the CPNS Server generated securityialatdso the
CPNS Server randomly generates the PNE EUKey.

The CPNS Server sends the EUKeyAssignmentRespoessage to the PN GW. The message includes status of
handling the EUKeyAssignmentRequest message, tihSGGerver generated security material and the ptexty
EUKey with the KEK.

The PN GW relays the EUKeyAssignmentResponse megsafe CPNS Server.

The PNE generates the KEK based on the user-padstherreceived security material from the CPNS/&eand the
PNE generated security material. After generatimgEK, the PNE decrypts the PNE EUKey with the KEtores the
EUKey in the Secure Storage of the PNE.

6.3.2.2 EUKey Assignment when PAN is not secure

The following procedure will happen, if the PN&ed not have Ul and the underlying network betwbherPNGW and
PNE is not the Secure PAN
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PNE

PN GW

CPNS Server

0. Mutual Authentication & Key Exchange

1.EUKeyAssignmentRequest
(Entity|Dpne, User 1D, PWD,
RANDenew)

A

\ 4

PNE EUKeys

2 Verify EntitWDpNE, D, PWD, RANDPNGW
3.Generate and store a EUKey or a set of

- Seedpne=H(RANDpnaw ,RANDserver )
- Generate PNE Hash chain [EUKeypne]
EUKey,=H(Seedpne)

EUKey,-1=H(EUKey,)
EUKey,-o=H(EUKey-1)

EUKey»,=H(EUKeys)
EUKey;=H(EUKey>)

5.EUKeyAssignmentResponse
(TKene, [EUKeypng) ] or EUKey)

4. TKpne

A

5. Store TKpne,

[EUKeypne] or

EUKey

<
|

6.EUKeyAssignmentNotification
E_TKPNE(EU Key)

7.Store EUKey

[EUKeypnel: a set of EUKeys
E_TK( EUKey): EUKey
Encrypted by TK

Figure 7 EUKey Assignment for PNE without Ul capabiities

In the description below, PNGW and PNE are ownethbysame CPNS User. In addition, PNE has secssppaase,
“Temporary Key”, which is preconfigured by manufaer. Temporary Key is stored inside of PNE.

0. Before EUKey assignment for PNE without Ul, a CP8Ever and a PNGW perform the mutual authenticaiikey
exchange using the existing mechanism (e.g., 3GBR) G
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1. The PN GW sends the EUKeyAssignmentRequest messdlge CPNS Server upon CPNS User request. Theageess
includes the CPNS UserID and PNE EntitylD. In &ddi to enable CPNS Server to verify CPNS UserEhie
message, the message includes hashed user password.

2. Upon receiving the EUKeyAssignmentRequest messhge,PNS Server authenticates CPNS User of PNE by
verifying hashed user password. .

3. The CPNS Server generates and stores a PNE EUKaegairof PNE’'s EUKeys together with CPNS UserlD BNE
EntitylD to Secure Storage.

4. The CPNS Server receives the Temporary Key correpg to the received EntityID.

5. The CPNS Server sends the EUKeyAssignmentRespoessage to the PN GW. The message includes the Targpo
Key and a PNE EUKey or a set of PNE's EUKeys. Upameiving the EUKeyAssignmentResponse messag®Nhe
GW stores the received Temporary Key and a PNE Bldfe set of PNE's EUKeys in the Secure StoragherPN
GW.

6. The PN GW sends EUKeyAssignmentNotification messadbe PNE. The message includes PNE’'s EUKey gbtedy
by PNE’s Temporary Key.

7. Upon receiving the EUKeyAssignmentNotification meggs, the PNE decrypts the PNE’s EUKey with the Temagy
Key and stores the PNE’s EUKey securely.

6.3.3 Flow of EUKey Assignment for PN GW

6.3.3.1 Flow of EUKey Assignment for PN GW with Ul

Figure 8 shows high level flow of EUKey assignmfemta PN GW running on a CPNS Device which providesugh Ul
for CPNS User to insert UserlD and password. Kdixor removable module keeping identity informationl credential (i.e.
a SIM/USIM/ISIM) is installed and used for secumgrenunication on PN GW, following procedure is netfprmed..
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PNGW CPNSServer

1 Userinserts his/her
own 1D and Password

2. User requests EUKey
assignment

____________________ >

3. EUKeyAssignimentRequest

4. PNGW authentication using UseriD and |
password (e.g., digestauthentication) |

l___________.l._

5. Create and Store EUKey

6.EUKevAssignimentRespons

S
T

7.Store EUKey

Figure 8 Flow of EUKey Assignment for PN GW with Ul

CPNS User turns on a CPNS Device which runs in BNdB PNE+PN GW mode, and inserts UserlD and passwor
Previous step for Inserting User ID and passwagdiérs PN GW to request EUKey assignment.

The PN GW sends EUKeyAssignmentRequest MessagERNS Server.

P W N PF

Upon receiving the EUKeyAssignmentRequest MesshageCPNS Server authenticates the PN GW using Dserd
password of CPNS User who owns the PN GW. For elgrdgest authentication mechanism is appliedHisr
authentication.

Note: CPNS Enabler does not specify flow of digeghentication, since existing standard covers it.

5. If authentication succeeds, CPNS Server createseglUBPNS Server also stores EUKey with the PN G\Y'6.e.,
EntitylD) and UserID of CPNS User who owns the PW.G

6. CPNS Server encrypts EUKey by a secure materiatzkbd from password (e.g., hashed password)samds the
encrypted EUKey by EUKeyAssignmentResponse Meskatiee PN GW.

7. Upon receiving EUKeyAssignmentResponseMessage 8BNS Server, PN GW decrypts and stores EUKey slgcure

6.4 CPNS Entity Discovery

This section describes the flow of CPNS Entity Digery.
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CPNS Device A CPNS Device B

1. Entity Discovery Request

2. Entity Discovery Response

Figure 9 CPNS Entity Discovery

Note 1: when the device detects the other devibgsigally, it has no information about Entity invilee.
Note 2: If the CPNS device is a Zone based PN GW,GPNS device should inform of this zone basggpatt information

1. CPNS Device A sends Entity Discovery Request to SEPMvice B. This EntityDiscoveryRequest messagkldes
the information such as;

* The mode of CPNS Device A
* The CPNS Entity ID (PNEID, PNGWID)

2. CPNS Device B sends Entity Discovery Response td&Bevice A. This Entity Discovery Response message
includes the information such as;

* The mode of CPNS Device B

«  The CPNS EntitylD (PNEID, PNGWID)

6.5 PN GW Authentication

Figure 10 shows the high level flow of PN GW Auttieation. In the flow, PN GW and CPNS Server parfenutual
authentication and session key sharing. If fixedeonovable module keeping identity information anedential (i.e., a
SIM/USIM/ISIM) is installed and used for secure gommication on PN GW, following flow is not perforche

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-CPNS_Core-V1_0-20121023-A Page 47 (244)

PN GW GCPNS Server

1. Connect Request
(PN GW ID, random_PN GW)

>
* Parenthesis shows mah ekments
nclided n messages

2. Authenticate Request

<
(random_server)
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Figure 10 PN GW Authentication

1. PN GW sends ConnectRequest message to CPNS SEmeamessage includes CPNS EntitylD of the PN GW and
random number created by PN GW (random_PN GW).

2. CPNS Server sends AuthenticateRequest message RNtIGW. The message includes random number crbgted
CPNS Server (random_server).

3. PN GW calculates hash value from message 1 & Smguits own EUKey (hash_PN GW).
4. PN GW creates session key from random_PN GW, randeraer and its own EUKey.

5. PN GW sends AuthenticateResponse message to CAN& .Skhe message includes CPNS EntitylD of theG3™M
and hash_PN GW calculated in step 3.

6. CPNS Server creates session key from random_PNr&wom_server and EUKey of the PN GW.

7. CPNS Server authenticates PN GW. That is, CPNSeBeerifies hash_PN GW by checking if the same hashe can
be calculated by itself.

8. CPNS Server calculates hash value (hash_servem)rfressage 1, 2 & 5 by using EUKey of the PN GW.
9. CPNS Server sends ConnectResponse message to tB&/PINhe message includes hash_server

10. PN GW authenticates CPNS Server. That is, the PNv@Nfles hash_server by checking if the same vasie can be
calculated by itself.
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6.6 PN Management

This section provides a flow of PN Establishmentotenables PNE to connect to CPNS Server throdgs®/ for
consuming/providing services or contents. PN E&hfilent can be initiated by PNE or PN GW, basedi@mumstances or
some user preferences.

6.6.1 PN Establishment

This section differentiates PNE initiated and PN @GWiated PN Establishment for easy understandimg) readability.
6.6.1.1 PNE initiated

This flow shows the PNE initiated procedure of Pdablishment. In the flow, it is assumed that PNE and PN GW have
physical pairing among themselves with PAN techgias.

The PN may consist of one PN GW and one PNE oriphelPNESs. This section covers both cases in Figtrand
description.

PNE #1 PNE #2 PN GW CPNS Server

0. CPNS Entity Discovery

1. PNSetupRequest

2. PNSetupRequest

[
3. PNSetupResponse

A\ 4

4. PNSetupReqguest

5. AuthenticateRequest

6. AuthenticateRequest [

-l
-

7. AuthenticateReqgliest

A

8. AuthenticateResponse

9. AuthenticateResponse

Yy

10. AuthenticateResponse

[y
|

11. Register PN with
PN Inventory

12. PNSetupResponse

-
%

13. Store
PN Inventory

14. PNSetupResponse

-t

|-
15. PNEstablishmentNotify

A

Figure 11 Flow of PN Establishment initiated by PNE
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Figure 11 shows a flow of PN Establishment. Thevftepicts the scenario where PNE initiates PN é&stahent.

0. Before PN Establishment, the PNE 1, 2 and PN GibparCPNS Entity Discovery among themselves resypelgt
Detailed flow is shown in section 6.4

1. The PNE 2 sends a PNSetupRequest message to PNGW.

The PNSetupRequest message contains;

» Device Capabilities of device the PNE belongs to

*  Optionally Content(s) information which the devitas

* Type of PN Setup
A ‘1-1’ case which enable the PNE to establish a N the PN GW only; or
B ‘All' case which enable the PNE to establish a Pithwall CPNS devices connected to the PN GW; or
C PNEIDs to be invited

 Random number created by PNE2 (hereinafter, ran&2Ph be used for mutual authentication betweeEZahd
CPNS Server

* Indication to request LocalEUKey assignment if botlthe following two conditions are met. Otherwitige
indication is not included in the message:

o PNE2 has enough Ul

o PAN between PNE2 and PN GW does not provide sefficsecurity mechanism to protect authenticity,
confidentiality and integrity of CPNS message,

NOTE: In case of 1-1, the only procedure relateBNE 2 with PN GW and CPNS Server should be peddrin Figure 11.
2. The PN GW sends the PNSetupRequest messageROEE.

The PNSetupRequest message contains;

» The initiator of PN Setup

+ PNID

3. The PNE 1 sends the PNSetupResponse to the PN @Wlénto confirm participation in PN. The PNSetegponse
message contains;

* Random number created by PNEL1 (hereinafter, ran&1Pb be used for mutual authentication betweekPahd
CPNS Server

» Indication to request LocalEUKey assignment if botlhe following two conditions are met. Otherwitige
indication is not included in the message:

o PNE1 has enough Ul

o PAN between PNE1 and PN GW does not provide sefficsecurity mechanism to protect authenticity,
confidentiality and integrity of CPNS message

4. When receiving a PNSetupRequest message, the PNré&atés the information for PN Inventory for theresponding
Personal Network, creates and maintains routinig &l the routing of inside Personal Network, whis made out of
PN Inventory.

PN GW sends PNSetupRequest message to CPNS Server.

The PNSetupRequest message may contain the informat
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PN GW Info.
o Capability information of device which PN GW is dieyed

0 Subscription information

PNE Info.
0 Capability information of device which PNE is deydal
0 Optionally Contents information which the devicesha
o PNEID
* PNID
* rand_PNE1 and rand_PNE2

5. The CPNS Server creates two LocalEUKeys to be dhizeveen PNE1 and PN GW (hereinafter, LocalEUK&ED),
and between PNE2 and PN GW (hereinafter, LocalEUR&E?), if there is indication to request LocalElYyKe
assignment. For each LocalEUKey, two copies aratece one for PNE and the other for PN GW, and eaply is
encrypted by PNE’'s EUKey and PN GW'’s EUKey.

Then, the CPNS Server sends AuthenticationRequessage for the PNEs to the PN GW.

The AuthenticateRequest message contains;

» Random number created by CPNS Server (hereingdiadl, server) to be used for mutual authenticateiween
CPNS Server and PNE1 and PNE2

» Encrypted LocalEUKey PNE1 and encrypted LocalEUKBYE?2 (two encrypted copies for each LocalEUKey,
one encrypted by PNE’s EUKey and the other encdyptePN GW'’s EUKey)

* PNID

6. Upon receiving AuthenticateRequest message, PN &ygts LocalEUKey PNE1 and LocalEUKey PNEZ2 by its
own EUKey, and stores the LocalEUKey PNE1 and LiEd&ley PNE2 Then, the PN GW relays the
AuthenticateRequest message to the PNE 2 basexuiting table identified with PNID.

The AuthenticateRequest message contains;
* Encrypted LocalEUKey PNE2 (copy of LocalEUKey_PNgtrypted by PNE2's EUKey)
e rand_server
Upon receiving AuthenticateRequest message, PNE¥puls LocalEUKey PNEZ2 and stores the LocalEUKeyEPN

Then, if PAN between PNE2 and PN GW does not pmsidficient security mechanism to protect auttodmti
confidentiality and integrity of CPNS message, PNE2 PN GW perform mutual authentication and sedséy sharing by
using LocalEUKey PNE2 in the same way as desciiin@db.5 “PN GW Authentication”

7. The PN GW also relays the AuthenticateRequest rgessathe PNE 1 based on routing table identifigtd ®NID.
The AuthenticateRequest message contains;
» Encrypted LocalEUKey PNE1 (copy of LocalEUKey PNéfcrypted by PNE1's EUKey)
e rand_server

Upon receiving AuthenticateRequest message, PNEYuls LocalEUKey PNE1 and stores the LocalEUKeyEPN
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Then, if PAN between PNE1 and PN GW does not pmsidficient security mechanism to protect auttodmti
confidentiality and integrity of CPNS message,PNEll PN GW perform mutual authentication and sedstgrsharing by
using LocalEUKey PNEL1 in the same way as desciin@db.5 “PN GW Authentication”

8. The PNEZ2 calculates hash value for authenticatierefnafter, hash_PNEZ2) and session key to bedatie CPNS
Server (hereinafter, SK_PNE2). SK_PNE2 is calcdl&tem rand_PNEZ2, rand_server and EUKey of PNE2.
hash_PNE?2 is calculated from rand_PNEZ2, rand_seBi#iKey of PNE2 and SK_PNE2. Then, the PNE 2 sémels
AuthenticateResponse message to the PN GW.

The AuthenticateResponse message contains;
 hash_PNE 2

9. The PNEZ1 calculates hash value for authenticatierefnafter, hash_PNE1) and session key to bedatie CPNS
Server (hereinafter, SK_PNE1). The calculationgégfgrmed in the same way as in the above step.,TherPNE 1
sends the AuthenticateResponse message to the PN GW

The Authentication response contains;
e hash_PNE1
10. The PN GW relays the AuthenticateResponse messdfje CPNS Server.
The AuthenticateResponse message contains;
* hash_PNE 1 and hash_PNE 2

11. Upon receiving the AuthenticateResponse messagé&RINS Server authenticates PNE1 and PNE2 by iegify
hash_PNE1 and hash_PNEZ2, respectively. The CPN&1Segisters the PN with PN Inventory, when astieme of
the PNEs is authenticated.

12. CPNS Server calculates session key and hash vaaeithentication for each PNE (hereinafter hastvesePNE1 and
hash_server_PNE2).

Session keys are calculated in the same way aeistép 8 and 9 (Thus, the same session key, SK1 Bhd
SK_PNE2 are calculated, if CPNS Server and PNE tteveame EUKey).

hash_server_PNEL1 and hash_server_PNE2 are alstatettin the similar way as in the step 8 andu® ddlditionally
use another value, hash_PNEL1 for hash_server_RN&Ehash PNE2 for hash_server_ PNE2, respectively.

Then, CPNS Server sends PN Registration Responssageto PN GW.
The PNSetupRequest message contains;
* hash_server_PNE 1 and hash_server_PNE 2
13. PN GW stores the PN Inventory locally.
14. PN GW sends PNSetupResponse message to PNE 2.
The PNSetupResponse message contains;
* PN Inventory
* hash_server_PNE2

Upon receiving PNSetupResponse message, PNE2 tHiogdtes CPNS Server by verifying hash_server_PNielcacate PN
Inventory.

15. The PN GW sends the PNEstablishmentNotify to th& RN

The PNEstablishmentNotify message contains;
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* PN Inventory
* hash_server_PNE1

Upon receivingPNEstablishmentNotify message, PNE1 authentica®®SCServer by verifying hash_server_PNE1 and
create PN Inventory

If PNE1 and PNEZ2 fail to verify hash_server_PNE@ bash_server_PNEZ2, they do not store PN informatia give up to
connect to the PN.

6.6.1.2 PN GW initiated

This flow shows the PN GW initiated procedure of BMablishment, in case PN GW establishes a PNomighPNE or
multiple PNEs. In the flow, it is assumed that PN and PN GW among themselves have physicahgaivith PAN
technologies.

PNE 1 PNE 2 PN GW CPNS Server

0. CPNS Entity Discovery

1. PNSetupRequest

Rl

2. PNSetupRequest

A

3. PNSetupResponse

[

4. PNSetupResponse . 5. PNSetupRequest

7. AuthenticateRequest 6. AuthenticateRequest

8. AuthentiqateRequest

I
9. AuthenticateResponse

A

10. AuthenticateResponse

> 11. AuthenticateResponse

|

12. Register PN
with PN Inventory

. 13. PNSetupResponse

14. Store
PN Inventory

15.
. PNEstablishmentNotify

16. PN Establ‘ishmentNotify

Figure 12 PN GW initiated PN Establishment

Before PN Establishment, PNEs and PN GW perform €ENtity Discovery as described in section 6.4
The PN GW sends a PNSetupRequest message to PNE 2.
The PN GW sends a PNSetupRequest message to PNE 1.

w N PO

Upon receiving the PNSetupRequest message froNh&W, the PNE 2 sends PNSetupResponse messagafitonc
whether it participates in the PN or not.

The PNSetupResponse message contains;
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» Device Capabilities of device the PNE belonging to
» Optionally, Contents information which the deviash
* PNEID

 Random number created by PNE2 (hereinafter, ran&2Ph be used for mutual authentication betweeEZahd
CPNS Server

» Indication to request LocalEUKey assignment if botlhe following two conditions are met. Otherwitiee
indication is not included in the message:

o PNE2 has enough Ul
o PAN between PNE2 and PN GW is not Secure PAN,

4. Upon receiving the PNSetupRequest message frofaNh@W, the PNE 1 sends PNSetupResponse messaggironc
whether it participates in the PN or not.

The PNSetupResponse message contains;

e Capability information of device which PNE is deyptol
e Optionally, Contents information which the deviash
+ PNEID

 Random number created by PNEL1 (hereinafter, ran&1Ph be used for mutual authentication betweekPahd
CPNS Server

» Indication to request LocalEUKey assignment if botlhe following two conditions are met. Otherwitige
indication is not included in the message:

o PNE1 has enough Ul
o PAN between PNE1 and PN GW is not Secure PAN.

5.  When receiving a PNSetupResponse message witlottiiencation of participation in the PN, the PN G\Wates the
information for PN Inventory for the correspondiRgrsonal Network, creates and maintains the rotgibig for the
routing of inside the Personal Network.

The PN GW sends PNSetupRequest message to CPNS.Serv
The PNSetupRequest message contains;
* PN WG Info.
o Capability information of device which PN GW is dieyed
0 Subscription information
* PNE Info.
o Capability information of device which PNE is deydal
o Optionally Contents which the device has
o Optionally, PNEID which is embedded in factory be tuser creates
* PNID

 rand_PNE1 and rand_PNE2
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6. The CPNS Server creates two LocalEUKeys to be dhizeveen PNE1 and PN GW (hereinafter, LocalEUK&ED),
and between PNE2 and PN GW (hereinafter, LocalEURE?2). For each LocalEUKey, two copies are creaied
for PNE and the other for PN GW, and each copynsypted by PNE’s EUKey and PN GW'’s EUKey.

Then, the CPNS Server sends AuthenticationRequessage for the PNEs to the PN GW.

The AuthenticationRequest message contains;

» Random number created by CPNS Server (hereingdiad, server) to be used for mutual authenticateiwéen
CPNS Server and PNE1 and PNE2

e Encrypted LocalEUKey PNE1 and encrypted LocalEUKBYE?2 (two encrypted copies for each LocalEUKey,
one encrypted by PNE’s EUKey and the other encdyptePN GW'’s EUKey)

* PNID

7. Upon receiving AuthenticationRequest message, PNdeevypts LocalEUKey PNEL and LocalEUKey PNE2 by it
own EUKey, and stores the LocalEUKey PNE1 and LIEd#ley PNEZ2. Then, the PN GW relays the
AuthenticationRequest message to the PNE 2 basealting table identified with PNID.

The AuthenticationRequest message contains;
» Encrypted LocalEUKey PNE2 (copy of LocalEUKey PN&ferypted by PNE2's EUKey)
e rand_server
Upon receiving AuthenticationRequest message, PiERypts LocalEUKey PNEZ2 and stores the LocalEURNE2.

Then, if PAN between PNE2 and PN GW is not Secédd,PNE2 and PN GW perform mutual authentication seskion
key sharing by using LocalEUKey PNE2 in the samg asdescribed in 7.5.5 “PN GW Authentication”

8. The PN GW also relays the AuthenticationRequessagesto the PNE 1 based on routing table identifigidl PNID.
The AuthenticationRequest message contains;
* Encrypted LocalEUKey PNEL1 (copy of LocalEUKey_PNégticrypted by PNE1's EUKey)
* rand_server

Upon receiving AuthenticationRequest message, PidERypts LocalEUKey PNE1 and stores the LocalEURNEL.

Then, if PAN between PNE1 and PN GW is not Secédd,PNE1 and PN GW perform mutual authentication sesision
key sharing by using LocalEUKey_PNEL1 in the samg asdescribed in 7.5.5 “PN GW Authentication”

9. The PNEZ2 calculates hash value for authenticatierefnafter, hash_PNEZ2) and session key to bedatie CPNS
Server (hereinafter, SK_PNE2). SK_PNE2 is calcdlftem rand_PNEZ2, rand_server and EUKey of PNE2.
hash_PNEZ2 is calculated from rand_PNEZ2, rand_sdBi#Key of PNE2 and SK_PNE2. Then, the PNE 2 s¢mels
AuthenticationResponse message to the PN GW.

The AuthenticationResponse message contains;
* hash_PNE 2

10. The PNEL1 calculates hash value for authenticatienefnafter, hash_PNE1) and session key to be¢hatle CPNS
Server (hereinafter, SK_PNE1). The calculationgégfgrmed in the same way as in the above step.,TherPNE 1
sends the Authentication response to the PN GW.

The AuthenticationResponse message contains;
e hash_PNE1

11. The PN GW relays the AuthenticationResponses medsatpe CPNS Server.
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The AuthenticationResponse message contains;
 hash_PNE 1 and hash_PNE 2

12. Upon receiving the AuthenticationResponses messhage&;PNS Server authenticates PNE1 and PNE2 lifyingr
hash_PNE1 and hash_PNEZ2, respectively. The CPN&1Segisters the PN with PN Inventory, when astieme of
the PNEs is authenticated.

13. The CPNS Server calculates session key and hasb i@l authentication for each PNE (hereinaftehhasrver PNE1
and hash_server_PNE2).

Session keys are calculated in the same way agistép 8 and 9 (Thus, the same session key, SK1 BhNd
SK_PNE2 are calculated, if CPNS Server and PNE tteveame EUKey).

hash_server_PNEL1 and hash_server_PNE2 are alstataitin the similar way as in the step 8 andu® ddlditionally
use another value, hash_PNEL1 for hash_server_RN&Ehash_PNE2 for hash_server PNE2, respectively.

Then, CPNS Server sends PNSetupResponse messhgetd GW.
The PN Registration Response message contains;
* hash_server_PNE 1 and hash_server_PNE 2
14. The PN GW stores the PN Inventory locally.
15. The PN GW sends PNEstablishmentNotify message © 2N
The PNEstablishmentNotify message contains;
e PNID
* hash_server_ PNE2

Upon receiving PNEstablishmentNotify message, PHiERenticates CPNS Server by verifying hash_seRME2 and
create PN Inventory.

16. The PN GW sends PNEstablishmentNotify message t© PN
The PNEstablishmentNotify message contains;
e PNID
* hash_server_PNE1

Upon receiving PNEstablishmentNotify message, PHiEhenticates CPNS Server by verifying hash_seRME1 and
create PN Inventory.

If PNE1 and PNEZ2 fail to verify hash_server_PNE@ hash_server_PNEZ2, they do not store PN informatia give up to
connect to the PN.

6.6.2 PNE Management

6.6.2.1 PN GW Inviting

This section describes general PN GW invite flow iAN. Basic assumption is that the PNE1 is a mepftfeN and PN
GW wants to invite PNE2 as a member of PN.
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PNE1 PNE2 PN GW CPNS Server

1. PNActionRequest

2:  PNActionResponse

3: PNUpdateRequest

4: AuthenticateRequest

5: AuthenticateRequest

6: AuthenticateResponse

7: AuthenticateResponse

8. PNUpdateResponse
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Figure 13 PNE Invite initiated by PN GW

1. PN GW sends PNActionRequest message with Comméinel 2 - Invite, the PNE or PN GW wants to invit&er
PNE(s)) to PNE2, which means PN GW invites PNEBe¢@ member of PN.

PNE2 sends PNActionResponse message to PN GW.
PN GW sends PNActionRequest message to CPNS Server.
CPNS Server sends AuthenticateRequest message &Pt authenticate invited PNE, PNE2.

PN GW forwards AuthenticateRequest message to PNE2.

o o M w N

PNE2 generates authentication data using its EUGelysend it by AuthenticateResponse message to GBNSr via
PN GW

N

PN GW forwards AuthenticateResponse message to (GeN&r.
8. After authenticating PNE2, CPNS Server updatesidrtory and sends PNUpdateResponse message t&\PN G

9. Ifthe PN GW shares the member information withrtiember of PN, PN GW sends PNUpdateNotificationgags to
the PNEL including PNE2 information.

10. PN GW sends PNUpdateNotification message to theZRNHEet PNE2 know it successfully connects to PN.
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6.6.2.2 PNE inviting

N o o M w DN

©

10.
11.

12.

1. PHActionRe gquest

H ; : H '

2. PMactionRequest o

3 PrAactbnResponse

4 PRI prdabe Be muest

L 5 AuthertiGate Re quas:
H 6 _AuthenticateReguest »
| .

T Authe mticate fespo nse
8 AuthenticateRespones -

9 PhUpdate Responss

10 PREActionResmonse

11 PR pndate P rificatinn

12 PMUdsteNotTication ]

Figure 14 PNE Invite Initiated by PNE

PNE2 sends PNActionRequest message with Commainel 2 ¢ Invite, the PNE or PN GW wants to invitber
PNE(s)), which means PNE2 invites PNE3 to be a neerobPN.

PN GW sends PNActionRequest message to PNE3.

PNE3 sends PNActionResponse message to PN GW.

PN GW sends PNUpdateRequest message to CPNS Server.

CPNS Server sends AuthenticateRequest message &Pt authenticate invited PNE, PNE3.
PN GW forwards AuthenticateRequest message to PNE3.

PNE3 generates authentication data using its EUGelysend it by AuthenticateResponse message to GBNSr via
PN GW

PN GW forwards AuthenticateResponse message to (GeN&r
After authenticating PNE3, CPNS Server updatesidrtory and sends PNUpdateResponse message t&\PN G
PN GW sends PNActionResponse message to PNE2.

If the PN GW shares the member information withrtlember of PN, PN GW sends PNUpdateNotificationgags to
the PNEL including PNES information.

The PN GW sends PNUpdateNotification message t&@ME3 to let PNE3 know it successfully connectBhb.

6.6.2.3 PNE Joining
Figure 15 shows a flow of PNE joins a PN whichisiated by PNE.
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PNE

PN GW

0. CPNS Entity Discovery & get the list of PN(s)

1.PNActionRequest

v

2. PNUpdateRequest

CPNS Server

3. AuthenticateRequest

4. AuthenticateRequest

5. AuthenticateResponse

\

6. AuthenticateResponse

\J

7. PN Inventory Update

8. PNUpdateResponse

9. PN Inventory Update

10. PNActionResponse

o r W D P O

PN GW

© © N o

Figure 15 Flow of PNE Joins a PN Initiated by PNE

The PN GW sends PNUpdateRequest message to the SENS'.
CPNS Server sends AuthenticateRequest message ®WPto authenticate PNE.

PN GW forwards AuthenticateRequest message to PNE.

PN GW forwards AuthenticateResponse message to (GeiN&r
After authenticating PNE, The CPNS Server upddte$N Inventory.
The CPNS Server sends PNUpdateResponse messagelt GW.

The PN GW updates PN Inventory locally.

10. The PN GW sends PNActionResponse message to the PNE

PNE and PN GW discover each other, and PNE getsstrad PN(s) this PN GW belongs to.

The PNE sends PNActionRequest message with Comtiaiidioin) to PN GW to join one of PN(s) in thetlis

PNE generates authentication data using its EUKKeysand it by AuthenticateResponse message to (FeN&r via
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6.6.2.4

PNE Leaving
Figure 16 shows a flow of PNE leaves a PN whidhitgated by PNE.

PNE

a 0 @ NpoPF

1. PNActionRequest

PN GW

6. PNActionResponse

2. PNUpdateRequest

CPNS Server

A

3. PN Inventory Update

4.2. PNUpdateResponse

5. PN Inventory Update

Figure 16 Flow of PNE Leaves a PN Initiated by PNE

The PN GW updates PN Inventory locally.

The CPNS Server updates the PN Inventory.

6. The PN GW sends PNActionResponse message to the PNE

6.6.2.5

PNE Expulsion

The PN GW sends PNUpdateRequest message to the SEMNS.

The CPNS Server sends PNUpdateResponse mesghgePid GW.

Figure 17 shows a flow of PNE leaves a PN whidhitsated by PN GW.

The PNE sends PNActionRequest message with ComiBaiideave) to PN GW for leaving the PN.
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2
3
4.
5

PNE PN GW

CPNS Server

1. PNActionNotification

2. PNUpdateRequest

3. PN Inventory Update

4. PNUpdateResponse

5. PN Inventory Update

Figure 17 Flow of PNE Leaves a PN Initiated by PN &

The PN GW sends PNActionNotification message witm@and “1” to PNE, indicate the PNE will be removesim

the PN.

The PN GW sends PNUpdateRequest message to the S&MNS.
The CPNS Server updates the PN Inventory.

The CPNS Server sends PNUpdateResponse messhgdli GW.

The PN GW updates PN Inventory locally.

6.6.3 PN Release

This section describes PN Release flow. The PNeRelean be done by PNE or PN GW.

Basic assumption is the PNE1 and PNE2 are memb&N and PN GW decides to remove PN.

6.6.3.1 Initiated by PN GW
Figure 19 shows a flow of PN Release which isatétid by PNE.
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Figure 18 PN Release initiated by PN GW

PN GW sends PN Release Request to CPNS Server.

CPNS Server removes local PN Inventory and thedssBiN Release Response to PN GW.

w N

PN GW sends PN Release Notification to the PNE2.
4. PN GW sends PN Release Notification to the PNE1.

6.6.3.2 Initiated by PNE
Figure 19 shows a flow of PN Release which isatétid by PNE.
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belong to this PN

6. PN Release Notification

o g > w N Bk

6.7 Service Publication & Discovery

6.7.1  ServiceDescriptionRegistration flow

Following figure shows high level ServiceDescripfRegistration flow.

PNE PN GW CPNS Server
1. PN Release Request
2. PN Release Request
B
3. PN Inventory Deleting
4. PN Release Response
-t
5. PN Release Response
-t
Other PNE(s)

Figure 19 Flow of PN Release Initiated by PNE

The PNE sends PNReleaseRequest message to the PN GW
The PN GW sends PNReleaseRequest message to & &fver.

The PN GW sends the PNReleaseResponse messagePiuh
The PN GW notifies PN is released to other PNEé®)g to this PN.

The CPNS Server deletes the PN Inventory whichPtResW requests.
The CPNS Server sends the PNReleaseResponse mestag®N GW.
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CPNS Server

ServiceDescrptionRegistrationRequest

Content Provider
(PNE interfaced / External)

ServiceDescriptionRegistrationResponse

B

Figure 20 ServiceDescriptionRegistration flow

to publish the Service Description.

6.7.2

ServiceDiscoveryRequest/Response flow

Following figure presents high level ServiceDisagiRequest / Response flow.

PNE A

PNGW A

1. ServiceDiscoveryRequest

>

9. ServiceDiscoveryResponsg

>

CPNS Server

PNGW B

2. ServiceDiscoveryRequest

<
<

>

3. Checking
Disclose Rule

8. ServiceDiscoveryRespon

4. ServiceDiscoveryConfirmationRequest

<
<

The Content Provider sends ServiceDescriptionRegishRequest message with Service DescriptiorRNE Server

The CPNS Server stores the received Service Déserignd sends back the ServiceDescriptionRegisti@esponse
to the content provider with result (e.g., sucags&ilure).

PNE B

5. ServiceDiscoveryConfirmationRequest

»
>

6. ServiceDiscoveryConfirmationResponse

7. ServiceDiscoveryConfirmgtionResponse

(]

I I
Figure 21 ServiceDiscoveryRequest/Response flow
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The PNE A sends a ServiceDiscoveryRequest to th&¥RNA with or without searching condition, Keywood
PNEID.

The PN GW A relays the ServiceDiscoveryRequesh¢oQPNS Server.

The CPNS Server checks the configuration of williegs to open Service / Conten Info in of PN Invento
corresponding to the PNEID. If the configuratiotssgpen to deliver Service/Content information k IRventory, the
CPNS Server may send ServiceDiscoveryResponse teNhGW A.

When the ServiceDiscoveryRequest contains seardundition and there are no Operator PoliciesQR&IS Server
performs searching based on the request and compeaech results and sends the ServiceDiscovergRespvith
composed Service Description to the PN GW. If naamés found, then the CPNS Server sends the
ServiceDiscoveryResponse with no Service Descrigtiche PN GW.

When the ServiceDiscoveryRequest contains seardundition and there are Operator Policies, the EBNrver
finds the Service Description based on the seandioa policies (e.g., Operator Policy) and sends th
ServiceDiscoveryResponse to the PN GW with theiSeescription

When the ServiceDiscoveryRequest contains no segrclondition, but there are Operator Policies,@IfRNS Server
finds the Service Description based on policieg.(®perator Policy) and sends the ServiceDiscdesponse to the
PN GW with the Service Description.

Note: The definition and procedure of managing.(eagistering, updating, and so on) the Operadlicis out of
scope of CPNS Enabler.

When the ServiceDiscoveryRequest contains no searclbndition and there are no Operator Policies tie request
is for all available services, the CPNS Serveriifies all the available Service Descriptions ardds them through
the ServiceDiscoveryResponse to the PN GW.

In all other cases, the CPNS Server sends SengcelxryResponse with no Service Description. Ia thise, the step
4 — 7 will be skipped. In addition, if the sourded@scovered service/content is an external Sef@iostent Provider,
the step 4-7 will be skipped.

If the configuration sets block to deliver Servicentent information in PN Inventory, the CPNS Sesends
ServiceDiscoveryResponse with no Service Descrigtiche PN GW.

If the configuration sets necessity of confirmatittren CPNS Server sends the ServiceDiscoveryQoafionRequest
to the authorized CPNS Entity, which the CPNS Wsarfigured.

The CPNS Server sends ServiceDiscoveryConfirmatouoRBst to the PN GW B.

If the OwnershipEntitylD is PN GW B, then step @lahare skipped. Otherwise, PN GW B relays Service
DiscoveryConfirmationRequest to the PNE B.

The PNE B sends ServiceDiscoveryConfirmationResptmshe PN GW B.

The PN GW B sends ServiceDiscoveryConfirmationRespdo the CPNS Server.

The CPNS Server sends the ServiceDiscoveryRespotise Service Discovery request to PN GW A.
The PN GW A relays the ServiceDiscoveryResponskedadNE A.

6.7.3  ServiceDescriptionAdvertise flow

Following figure presents high level ServiceDestimipAdvertise flow.
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Server

Content provider
(i.e., External)

* SewviceDescripticnAdvenise

+

2. SerwviceDescrptionAdrertize
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Figure 22 ServiceDescriptionAdvertise flow

1. The CPNS Server sends ServiceDescriptionAdventisiee PNE via PN GW.

2. The PN GW relays the ServiceDescriptionAdvertisthtoPNE.
6.8 Service Group Management

6.8.1 Create Service Group

This section describes general flows of ServiceuBnmanagement.

PNE creating a Service Group initially becomes aG@er.
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Figure 23 Flow of Service Group creation

Figure 23 shows a flow of Service Group (SG) coeati
In this figure, PNE A-1 initiates to create a negngce Group.

In order to create Service Group, the PNE A-1 needfoose a specific service among list of ses/foem received Service
Group Advertisement.

1. PNE A-1 sends a SG Create Request message to PN @ information of PNE A-1's PNEID, SG descripti and
PNE B-1's PNEID(s) as invitee PNE. PN GW A forwatls request to CPNS Server.

The SG Creation Request message contains;

e Service indication to be shared with other sergicaip members

*  Optionally, PNEID(s)

NOTE: If the SG Creation Request does NOT incluN&EP(s), then steps from 3 to 9 are skipped.
2. CPNS Server assigns SGID.
3. CPNS Server sends SG invite request to PN GW Biwfoisvards the request to PNE B-1.

The SG Invite Request message contains;

» Service indication to be shared with other sergimap members
4. PNE B-1 sends SG invite response to PN GW B wiochdirds the response to CPNS Server.

5. CPNS Server creates and stores SG Inventory whighimelude SGID, SG description, Service indicatiom
PNEID(s) registered in Step.1 etc. If steps 3 aadedperformed, CPNS Server adds information of BNEin SG
Inventory. Then, CPNS Server creates Group Keydatislers the Group Key to PNE A-1 and PNE B-1 ().8.

6. The CPNS Server verifies Service indication, retpifge service and notifies to Service Providdreéa@hosen based on
the Service indicationand shared, that a Serviocamis created.

SG Creation NotificationService Invoke message &iost

» Service Group Member information
7. The CPNS Server receives the response from 3rg Barvice Provider.
8. CPNS Server sends a SG Change Notification to PNBGW

9. PN GW B stores a list of PNEs, which join the SeeviGroup and managed by this PN GW in PN, accortdir®8G
Inventory (i.e., in this case PNE B-1).

10. PN GW B forwards the SG Change Notification to PBIE.
11. PNE B-1 stores SG Inventory locally
12. CPNS Server sends a SG Create Response messadé&id/ .

13. PN GW A stores a list of PNEs, which join the SeevGroup and managed by this PN GW in PN, accorii®G
Inventory.

14. PN GW A forwards the SG Create Response messdgjdEoA-1.
15. PNE A-1 stores SG Inventory locally.

16. PNE B-1 receives the service or content provisidne8ervice Provider.
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17. PNE A-1 receives the service or content provisidmg&ervice Provider.

6.8.2

Invite Service Group member by PNE

PNEA-1

PNGW A

CPNS
Server

PNGWB PNEB-1

1. SG Invite Request

1. SG Invite Request

>

2. Check if
PNEB-1
canjoin

3.SG Invite Request | 3.SG Invite Request

>

< <

4. SG Invite Response| 4.SG Invite Response

< <

5. Add to the SG
and update SG
Inventory

6.SG Change Notification

10. SG Invite Responsg

11. SG Invite Response

12.Update SG
Inventory

7.StoreSG
Inventory

8.SG Change Notification

9. Store SG
Inventory

13. SG Change Notification

Figure 24 Flow of member invite by PNE

Figure 24 shows a flow of member invite. In thiguiie, PNE A-1 invites PNE B-1 to an exisiting SeeviGroup.

1.

2.
creation.

to PNE B-1.

PNE A-1 sends a SG invite request to PN GW A wiiictvards the request to CPNS Server.

CPNS Server checks if PNE B-1 can join the SG afingrto PNEID of PNE B-1 under PNEID(s) registenre®G

If PNE B-1 is permitted to join SG, CPNS Serverdsethe SG invite request to PN GW B which forwatdsrequest
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10.
11.
12.
13.

PNE B-1 sends a SG invite response to PN GW B wigickard the response to CPNS Server.

CPNS Server adds information of PNE B-1 in SG Inegn Then, CPNS Server delivers Group Key to PNE B
(7.8.5).

CPNS Server sends a SG Change Notification to PNBSW

PN GW B stores a list of PNEs, which join the Seevisroup and managed by this PN GW in PN, accortdir8G
Inventory (i.e., in this case PNE B-1).

PN GW B forwards the SG Change Notification to PBHE.
PNE B-1 stores SG Inventory locally.

CPNS Server sends the SG invite response to PN GW A
PN GW A forwards the SG invite response to PNE A-1.
PNE A-1 updates SG Inventory locally.

CPNS Server delivers the SG Change Notificatiomémber PNEs. This flow is provided as another flow.
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6.8.3  Expel Service Group Member

PNEA-1 PNGW A CPNS PNGW B PNEB-1
Server

1. SG Action Request | 1.SG Action Request
(Expel) (Expel)

>
>

2. Check if PNE A-1 can request
member expulsion and if yes,
expel fromthe SG

3. SG Action Notificgtion

4.Remove SG
Inventory

5.SG Action Notificatjon

6. Remove SG
Inventory

7.Update SG
Inventory

8. SG Action Response|

9. SG Action Response

10. Update SG
Inventory

11. SG Change Notification

Figure 25 Flow of member expulsion

Figure 25 shows a flow of member expulsion. In flyare, if PNE A-1 is a SG Owner of Service Groifman request
expulsion of PNE B-1 from the Service Group.

1. PNE A-1 sends a SG Action Request (Expel) for PNEtB PN GW A which forwards the request to CPN8/8e
2. CPNS Server checks if PNE A-1 (e.g. SG Owner) hasatithority to request member expulsion of SG

3. Ifthe PNE A-1 is permitted to expel the PNE B-BNS Server sends the SG Action Notification to PN 8. Then,
CPNS Server updates Group Key and delivers theiKay to PNE A-1 (7.8.2)
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4. PN GW B removes a list of PNEs which join the Seevisroup and managed by this PN GW in PN since BNE
which is only one member of Service Group in PNgXpelled from Service Group.

PN GW B forwards the SG Action Noatification to PMEL.
PNE B-1 removes SG Inventory and deletes Group(Ke3¢3) locally.
After step 3, CPNS Server deletes information oEEBN1 from SG Inventory.

CPNS Server sends the SG Action Response to PN GW A

© ® N o O

PN GW A forwards the SG Action Response to PNE A-1.
10. PNE A-1 updates SG Inventory locally.

11. CPNS Server delivers the SG Change Notificatioméonber PNEs. This flow is provided as another flow.

6.8.4  Join Service Group

PNEA-1 PNGW A CPNS PNGWB PNEB-1
Server

1.SG Action Request | 1.SG Action Request
(Join) (Join)

<

2. Check if PNE B-1 can
joinand if yes, add to
the SG

3. Update SG Inventory

4. SG Action Response

5.StoreSG
Inventory

6. SG Action Responsg

7.StoreSG
Inventory

8. SG Change Notification

Figure 26 Flow of member join

Figure 26 shows a flow of member join. In this figuPNE B-1 joins Service Group to which PNE A-lobegs.
1. PNE B-1 sends a SG Action Request (Join) to PN GWhEBh forwards the request to CPNS Server.
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2. CPNS Server checks if PNE B-1 can join the SG alingrto PNEID of PNE B-1 under PNEID(S) registene&G

creation.

3. If PNE B-1 is permitted to join SG, CPNS Serversddormation of PNE B-1 in SG Inventory. Then, CPRerver
delivers Group Key to PNE B-1 (7.8.5).

4. CPNS Server sends a SG Action Response to PN GW B.

5. PN GW B stores a list of PNEs, which join the SeevGroup and managed by this PN GW in PN, accori8G

Inventory.

6. PN GW B forwards the SG Action Response to PNE B-1.

7. PNE B-1 stores SG Inventory locally.

8. CPNS Server delivers the SG Change Notificatiomémber PNESs in this case PNE A-1. This flow is jmled as

another flow.

6.8.5 Leave Service Group

PNEA-1

PNGW A

CPNS

PNGW B PNE B-1
Server

1. SG Action Request | 1.SG Action Request
(Leave) (Leave)

< D

2.Remove PNE B-1 and
update SG Inventory

3. SG Action Responsg

4.Remove SG
Inventory

5.SG Action Response|

>
>

6. Remove SG
Inventory

7.SG Change Notification

Figure 27 Flow of member leave

Figure 27 shows a flow of member leave. In thisifegg PNE B-1 leaves Service Group to which PNE@ad PNE B-1

belongs.

1. PNE B-1 sends a SG Action Request (Leave) to PNE3Which forwards the request to CPNS Server.
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CPNS Server deletes information of PNE B-1 fromI8&ntory. Then, CPNS Server updates Group Keydatigders
the Group Key to PNE A-1 (7.8.2).

CPNS Server sends a SG Action Response to PN GW B

PN GW B removes a list of PNEs which join the SeevGroup and managed by this PN GW in PN.
PN GW B forwards the SG Action Response to PNE B-1.

PNE B-1 removes SG Inventory and deletes Group(K&33) locally.

CPNS Server delivers the SG Change Notificatiomémnber PNEs in this case PNE A-1. This flow is pied as
another flow.

6.8.6  Delete Service Group

PNE A-1 PN GWA CPNS Server PN GWB PNE B-1

1. SG Release Request 1. SG Release Request

>

2. Check if PNE A-1 can request SG
Deletion and if yes, delete the SG

3. SG Release Notification

4. Remove SG Inventory \

5. SG Release Notification

>

\ 6. Remove SG Inventory

‘ 7. Remove SG Inventory

8. SG Release Response

\ 9. Remove SG Inventory \

10. SG Release Response

11. Remove SG Inventory ‘

Figure 28 Flow of Service Group delete

Figure 28 shows a flow of Service Group deletionthis figure, if PNE A-1 is a SG Owner of Servigeoup, it can delete
the Service Group to which PNE A-1 and PNE B-1 bglo

1.
2.

A

PNE A-1 sends a SG Release Request to PN GW A \ithialards the request to CPNS Server.
CPNS Server checks if PNE A-1 (e.g. SG Owner) hasatithority to request Service Group deletion

If PNE A-1 is permitted to delete SG, CPNS Sererds a SG Release Notification to PN GW B. Thiw fitnould be
done all PN GWs which connect to member PNEs inT8@n, CPNS Server deletes Group Key (7.8.3).

PN GW B removes a list of PNEs which join the SegvGroup and managed by this PN GW in PN.
PN GW B forwards the SG Release Notification to FBNE.

PNE B-1 removes SG Inventory and deletes Group(Ke3¢3) locally.

After step 3, CPNS Server deletes SG Inventory.
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8. CPNS Server sends a SG Release Response to PN GW A.
9. PN GW A removes a list of PNEs which join the SeeviGroup and managed by this PN GW in PN.
10. PN GW A forwards the SG Release Response to PNE A-1

11. PNE A-1 removes SG Inventory and deletes Group (Re3,3) locally

6.8.7 Notify membership change to member PNE(S)

When membership of SG changes, CPNS Server ndatifiesnember PNE(s). This flow may be performethatevents of
member invite/expel and member join/leave.

PNE A-1 PN GW A CPNS Server

1. SG Change Notification

-
-4

2. Update SG Inventory
3. SG Change Notification

4. Update SG Inventory

Figure 29 Flow of SG member change notification

Figure 29 shows a flow of SG member change notiioaln this figure, CPNS Server notifies SG memtigange
notification to PNE A-1.

1. When membership of SG changes, CPNS Server sé®@sGhange Notification to PN GW A.

2. PN GW A updates a list of PNEs which join the SegvGroup and managed by this PN GW in PN if theng&&nber
change notification indicates that PNE residin@hh join or leaves the Service Group.

3. PN GW A delivers the SG Change Notification to memBNEs connected to PN GW A in this case PNE A-1.

4. PNE A-1 updates SG Inventory locally.
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6.8.8 Transfer of Service SG Owner

PNE - A PN GW A CPNS Server PN GW B PNE-B

1. SG owner Transfer
R st
eques >

1. SG owner Transfer
Request >

2. Check if PNE-A can transfer SG

3. 8G Owner Selection Procedure

4. 8G owner Transfer

Request . .
i 4. SG owner Transfer

Request

5. PNE-B decides to accept or reject
SG owner transfer request

0. SG owner Transfer
Response

7. Update SG Inventory

8. SG owner Transfer
Response
-

9. Update SG Inventory

10, SG owner Transfer
Response

-

1. Update SG Inventory

12. 8G owner Transfer
Response

13, Update 5G Inventory

14, Serviee Group Owner change notification

Figure 30 Flow of Service SG Owner Transfer

Figure 30 shows a flow of SG Owner Transfer. Is figure, if PNE A-1 is a SG Owner of SG, it caansfer SG Owner to
PNE B-1 from the SG.
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PNE A-1 sends a SG Owner Transfer request to PNAGMiich forwards the request to CPNS Server.
CPNS Server checks if PNE A-1 has the authorityansfer SG Owner (e.g. SG Owner).If Yes, thentioae to step 3.

Based on device capabilities, service descript@perator Policy of CPNS Server or the requestifggsstion) of the
original SG owner (PNE A-1), PNE-BL1 is selectedhesnew SG Owner, and the ownership is transfdroed PNEA-
1 to PNE B-1.

CPNS Server sends the SG Owner Transfer RequB$t t8W B and forwards SG Owner Transfer RequeBNE
B-1

PNE B-1 can decide to accept or reject the SG Owrersfer Request.

If PNE B-1 accepts it, PNE B-1 sends SG Owner TfearResponse with positive confirmation to PN- GWHBPNE
B-1 rejects it, PNE B-1 sends SG Owner TransfepBese with negative confirmation to PN- GW B

NOTE: In step5 if PNE-B rejects to be a SG ownkitha following steps 7, 9, 11 and 13 of "Updaté Biventory” will not
be performed. And PNE-A will remain as a SG owner.

7.

8.
9.

10.
11.
12.
13.
14.

With the SG Owner Transfer Response with positgficmation from step6, PN GW B updates SG Inventocally
to indicate new Owner is PNE-B1 instead of PNE A-1.

PN GW B forwards the SG Owner Transfer Respon&PfS Server.

CPNS Server updates SG Inventory to indicate newedve PNE-B1 instead of PNE A-1.
CPNS Server forwards the SG Owner Transfer resptmnBBIE GW A.

PNE GW A updates SG Inventory locally to indicagswOwner is PNE-B1 instead of PNE A-1.
PN GW A sends the SG Owner Transfer response toARNE

PNE A-1 updates SG Inventory to indicate new Owa&NE-B1 instead of PNE A-1.

CPNS Server delivers the SG Owner change notifinagtt member PNEs.

6.8.9  Service Group Query

This section describes general flows of ServiceuBrQuery. Service Group List Query procedure iceted to avoid
certain circumstances of redundant SG creatioratsucan be applied when PNE tries to join other SG

NOTE: If the PNE doesn’t know the existence of otB&s, there will be a lot of redundant SGs createdn there are
existing SGs available to provide the service BIYdE wants to consume.
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PNE A-1

1. SG Discovery Request

PN GW A

3. SG Discovery Response

CPNS Server

1. SG Discovery Request

2. Collect SG list from SG
Inventory about
existing SG.

3. SG Discovery Response

Figure 31 Flow of Service Group List Query

Figure 31 shows a flow of Service Group (SG) Lise€y procedure.

1. PNE A-1 queries information of current SGs store@N-GW or CPNS Server with certain query constsaémd
parameters, such as specific services, or UserlDo @riteria.

2.  CPNS Sever collects SG list from SG Inventory infation about existing SG. If there are some pri&Eeand some
related information invisible to other PNEs, priyaoncern needs to be considered at CPNS Server.
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3. CPNS Server responds with the current SG and PNf@Wards this to the PNE.

6.8.10 Service Group Owner Change Notification

CPNS Server

PN GW

PNE

SG Owner Change Notification

Figure 32 Flow of SG Owner Change Notification

1. CPNS Server sends SG Owner Change Notificatiomt&W inside the service group to update

SG Owner Change Notification

»

2. PN GW sends SG Owner Change Notification to all BMSide the service group to update the latesb\B@er.

6.9 Group Key Management
6.9.1 GKDK request

Figure 33 shows a flow of GKDK request, in whicRId GW assighs GKDK to a PNE in the same PN.

This flow is initiated by PNE when the PNE wantsteate Service Group or join Service Group onétéd to Service
Group. This flow is not performed if GKDK has besready assigned from the PN GW. This flow is penfed when PNE
detects PN GW supports broadcast group key delivery
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1
2.
3

4.

PNE A-1 PN GW A

1. GKDKRequest
-

2. Create GKDK for PNE

3. GKDKResponse

4. Store GKDK

Figure 33 Flow of GKDK request

PNE A-1 sends a GKDKRequest message to PN GW A.
Upon receiving the GKDKRequest message, PN GW AteeeGKDK for PNE A-1.
PN GW A sends a GKDKResponse message to PNE AHlthét created GKDK and stores PNEID of PNE A-1.

Upon receiving GKDKResponse message, PNE A-1 stakd3K.

6.9.2 Group Key delivery

Figure 34 shows a flow of Group Key delivery iniéid by update of Group Key. In this figure, Servi@®up consists of
three SG member PNEs which are connected to the BANGW.
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PNE
T PN GW A CPNS Server
[

‘ 1. Update Group Key ‘

2. GroupKeyDeliveryRequest

A

3. GroupKeyDeliveryResponse

Y

- ide Unicast, Br
hybrid delivt
Unicast Broadcast
or hybrid delivery or hybrid delivery

GroupKeyDeliveryRequest (Unicast)

5.

)
<
-}

‘ 6. Store Group Key ‘

7. GroupKeyDeliveryResponse

§ wy

Y

-
‘ 8. Encrypt Group Key using GKEK ‘

N

9. GroupKeyDeliveryRequest
< (Broadcast in PN)

10. Decrypt Group Key
using GKDK
[ T ]

11. Store Group Key

12. GroupKeyDeliveryResponse

vy

Note that if PN GW selects hybrid delivery in Step 4, Group Key is delivered by Unicast to some PNEs (from
Step 6 to 7) and is delivered by Broadcast to other PNEs (from Step 8 to 12).

Figure 34 Flow of Group Key delivery

1. CPNS Server updates a Group Key.
2. After updating a Group Key, CPNS Server sends aiifeyDeliveryRequest message to PN GW A with Gridap.

3. Upon receiving the GroupKeyDeliveryRequest mess$amge CPNS Server, PN GW A sends a
GroupKeyDeliveryResponse message to CPNS Server.

4. PN GW A chooses a transmission method to deliveu@Key to SG member PNE(s) (i.e., Unicast, Broatioa
hybrid delivery).

PN GW A chooses Unicast, Broadcast or hybrid defiased on certain criteria such as used mediaderlying
PN, the number of SG member PNE(s) in PN and chtyadii SG member PNE(s) in PN. In the hybrid deliy,
Group Key is delivered to some SG member PNE(d)digast and is delivered to other SG member PNE(s)
Broadcast.
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5. If PN GW A chooses Unicast or hybrid delivery ire#, PN GW A sends a GroupKeyDeliveryRequest ngesadéth
Group Key to each SG member PNE by Unicast.

Upon receiving the GroupKeyDeliveryRequest messageh PNE stores Group Key.
Each PNE sends a GroupKeyDeliveryReponse messdgjé GW A.
If PN GW A chooses Broadcast or hybrid deliverysiep 4, PN GW A encrypts Group Key using the GKEK.

© ® N ©

PN GW A broadcasts a GroupKeyDeliveryRequest messaBN with the encrypted Group Key.
10. Upon receiving the GroupKeyDeliveryRequest messageh PNE decrypts Group Key using pre-assigned KaKD
11. Each PNE stores Group Key.

12. Each PNE sends a GroupKeyDeliveryResponse messd&je GW A.

6.10 Service/Content Delivery

6.10.1 Service/Content Delivery
Following Service/Content Delivery scenarios ammniified.

» Service/Content Delivery when content providerxsenal Entity

» Service/Content Delivery when content providerEP known as Remote PNE connection use-case
6.10.2 Service/Content Delivery flow

Following figure presents high level Service/Conterlivery flow for the scenario where content pgdzr is External Entity.

PNE PN Gy CPNS Server Application/Content Server

1. Senice Invocation regquest

Lt

2. Service Invocation regquest

»
>

3 Sewice Invocation requzst

4. Service Invocationrespange

o b

5. Service Invocation respans

&+
+

b Sarvice Invacationrespansg
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a r N PE

6.

Figure 35 Flow of Service/Content delivery

The PNE sends the service invocation request te&W#1 to invoke the service.
The PN GWH#1 relays the request to the CPNS Server.

The CPNS Server relays the request to the ApplioAfiontent Server
Application/Content Server relays back the respaasbe CPNS Server

The CPNS Server relays back the response to the\RK1.

The PN GWH#1 relays the response to the PNE.

6.10.3 Service/Content Delivery flow-Remote PNE connection

Following figure presents high level Service/Conmteglivery flow through CPNS Server for the sceaavhere content
provider is PNE. PN GW#1 is the gateway for sergiesumer PNE and both reside in same PN. PN G¥/#igateway
for content provider PNE and both reside in samebBINifferent from the one PN GW#1 resides in.

o > w0 DN

PNE#

PHE®# PN G CPNS Server PN GW#2
(Content provider)

1. Service nvocation regques

2 Serice Invocation reques|

3. Serice Irwocation reqlest]

4. Sewice Invocation ragquest

5. Serice Invocation response

6. Serrice lrwocation respon

o

7. Service Invocation resporise

3 Sewice Ivocation resaonsp

Figure 36 Service/Content Delivery flow-Remote PNEonnection through CPNS Server

The PNE#1 sends the service invocation requesiet®N GW#1 to invoke the service. The request amhiaformation
element such as ID of entity hosting service angtraton.

The PN GW#1 relays the request to the CPNS Server.
The CPNS Server relays the request to the PN GW#2.
The PN GWH#2 relays the request to PNE#2.

The PNE#2 sends the response with result of theest@nd reason of the result (e.g., successlordhif available to
the PN GW#2.

The PN GW#2 relays the response to the CPNS Server.
The CPNS Server relays the response to the PN GW#1.
The PN GW#1 relays the response to the PNE#1.
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6.11 Device Capabilities Request and Response

This section describes general flows of Device Gditi@s query when applied.

PNE-A PN GW-A

CPNS Serve

‘l Device Capabilities Query Request

1 Device Capabilities Query Request

2 Device Capabiliies Query Responﬁ

2 Device Capabilities Query Response]

Figure 37 Flow of Device Capabilities Query of PNEA

Figure 37 shows a flow of Device Capabilities Quiergcedure

1. When CPNS Server wants to know the Device Capigsildf PNE-A, Device Capabilities Query Requesteist from
CPNS Server to PNE-A through PN GW-A. PN GW-A fordsathis message to PNE-A.

2. Device Capabilities Query Response is sent from-{AN& CPNS Server through PN GW-A. PN GW-A forwatlis
message to CPNS Server.

In Figure 37, dotted box means PN GW only forwardklys the message received and sent. It doesicegs the message.
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PN GW-A

CPNS Serwve

1 Device Capabilities Query Request

<

Figure 38 Flow of Device Capabilities Query Procede of PN GW -A

Figure 38 shows a flow of Device Capabilities QuefryPN GW-A.

2 Device Capabilities Query Responf

1. When CPNS Server wants to know the Device Capisilaif PN GW —A, Device Capabilities Query Requgsent
from CPNS Server to PN GW-A.

2. PN GW-A responds with Device Capabilities Querypese

6.12 Device Capabilities Change Notification

This function is used for delivering and managing information of CPNS device capabilities, e.gdinare and software
characteristics of each device in the PN.

NOTE: A Service Provider and/or CPNS User can detiidopt in and opt out for this service. An entign decide to

retrieve the device capabilities information and aytt for automatic/dynamic device capability nicttion.

6.12.1 Device Capabilities Change Notification

This section describes general flows of Device Gditi@s Change Notification.
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FNE PN GW CPNS Server

1. Device Capabalities Change Matification

2. Drevice Capabilities Change Wotification

3 Dievice Capabilities Change Notification Confiirm

4 Device Capabilities Change Nonfication Confirm

Figure 39 Flow of Device Capabilities Change Notifation of PNE

Figure 39 shows a flow of Device Capabilities Notfion Procedure

1.

When a PNE is connected to a PN GW in a PN, desapability information of the PNE is sent to PN Gihy
subsequent change of these device capabilitiesisil be notified to the PN GW and CPNS Server

PN GW forwards this information to CPNS Server.
Device Capabilities Change Notification Confirmsent from CPNS Server to PN GW
PN GW forwards this message to PNE

In Figure 39, PN GW only forwards/ relays the rgedimessage and sent. It doesn’t process the neessag
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PN G CPNS Server

1. Dewice Capabilities Change MNotification

2. Dewice Capalilities Change Motitication Contirm

Figure 40 Flow of Device Capabilities Change Notifation Procedure of PN GW

Figure 40 shows a flow of Device Capabilities Creahptification of PN GW.

1. When there is an update of Device Capabilities NrG®V, Device Capabilities Change Notification issom PN
GW to CPNS Server.

2. CPNS Server responds with Device Capabilities Caahgtification Confirm.
6.12.2 Device Capabilities Request and Response

This section describes general flows of Device Gditi@s query and response when applicable.
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FNE PN GW C'PNS Server

1. Dievice Capabilities Query Eequest

2 Device Capabilities Query Fequest

3. Device Capabilities Query Eesponse

4 Device Capabilities Query Response

Figure 41 Flow of Device Capabilities Query of PNE

Figure 41 shows a flow of Device Capabilities Quergcedure

1. When CPNS Server wants to know the Device Capigsildf a PNE, Device Capabilities Query Requeserg from
CPNS Server to the PN GW

2. PN GW forwards this message to PNE.
Device Capabilities Query Response is sent from RNEN GW.
PN GW forwards this message to CPNS Server.

In Figure 41, PN GW only forwards/ relays the mgssaceived and sent. It doesn’t process the messag
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PN GW ("PNS Server

1. Device Capabilities Query Bequest

2 Device Capabalizies Query Response

Figure 42 Flow of Device Capabilities Query Procede of PN GW

Figure 42 shows a flow of Device Capabilities Queii N GW.

1. When CPNS Server wants to know the Device Capisilaf PN GW, Device Capabilities Query Requeskist from
CPNS Server to PN GW

2. PN GW responds with Device Capabilities Query Respo
6.13 Status Management

6.13.1 Introduction

The Status Management provides a mechanism toghloibllect, subscribe and notify the status of RINE&E PN GW.

Each message in Status Management is formatte®HS ®Messages. The format of each message can i ifogection
8.11.

Following status management procedures are idedtifi
*  Publishing status information

» Subscribe and notify
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6.13.2 Publishing status information

CPNS Server PNE/PN GW

1. Status publication

A

2 Status publication
response

I — —
Figure 43 Publishing status information

1. When status changes, the PNE/PNGW publishes thesstdormation to CPNS Server. In case PNE puligskhe
status information, the PNE publishes the statfggrimation via adjacent PNGW.

2. Receiving the status information, the CPNS Serigres the status information and sends back tipnse with result
(e.g., success or failure), reason of the resultsanon.

6.13.3 Subscribe and Notify

Following figure presents high level flow of suliberand notify.
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PNE PN GW CPNS Server

1. Subscribe Request

v

2. Subscribe Request

v

3. Subscribe Response
4. Subscribe Response

A

A

Status
information

5. Status notification changes

A

6. Status notification

<
<

In case of renewing subscription
7. Subscribe Request

v

8. Subscribe Request

v

9. Subscribe Response

A

10. Subscribe Response

<
<

In case of unsubscribing

11. Un-subscribe request (Subsciibe message with subscription duratiop zero)

»

12. Un-subscribe request

»

13. Un-subscribe response

A

14. Un-subscribe response

A

I I I
Figure 44 Subscribe and notify flow

1. The PNE sends Subscribe Request with ID of theyembisting the service and duration of subscriptthe CPNS
Server via PN GW. Since the request is initial stpsion, subscription ID is not included.

2. The PN GW relays the request to the CPNS Server.

3. The CPNS Server registers the event in accorddrte oequest and allocates unique subscriptioari®send the
Subscribe Response with result of subscription,(&sgccess” or “failure”) and reason of the resiuétny to the PNE
via PN GW.

4. The PN GW relays the request to the PNE.

5. In accordance of registered event, the CPNS Seems a status notification with subscription IRite PNE via PN
GW. The flow for status information change, pulilghstatus information can be found in section 8.11
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10.
11.

12.
13.

14.

The PN GW relays the request to the PNE.

Before subscription duration expires, the PNE MAds Subscribe Request to the PN GW with subsanipb to
renew the subscription and extend the subscrigtioation.

The PN GW relays the request to the CPNS Server.

The CPNS Server updates the event registrationdardance of the request and sends a responseesith of
subscription (e.g., “success” or “failure”) andsen of the result if any to the PNE via PN GW.

The PN GW relays the request to the PNE.

The PNE MAY unsubscribe from the event explicitlysending Subscribe Request with subscription turatero to
the CPNS Server with subscription ID via PN GW.

The PN GW relays the request to the CPNS Server.

The CPNS Server releases the event registration waweiving such request and sends the responiseesitlt of un-
subscription (e.g., “success” or “failure”) andsen of the result if any to the PNE via PN GW.

The PN GW relays the request to the PNE.

6.14 Flows for Usage Statistics

6.14.1 Flow for Usage Statistics Collection and Reporting on the PNE side

\ Application/
i-content

: 0.Usage stats |
i___collected __ |
L}
WL Usage stats report
' oy
r
]
) 2. Usage stats
]
' recorded
) 5. Usagze otats repart
]
]
]
) 4. Usage stats
) recorded
]
' S Usage stats report
:
' 6. Usage stats
, recorded
)
— . ] ]

Figure 45 Flow for usage statistics from PNE to CPS Server

This flow is initiated by the application on the BNide, which collects the usage statistics infdimneand sends to the
PNE.

0.

Usage statistics are collected by the applicatfter the content is delivered to the PNE. Any usshaviour following
the reception of the content, e.g. opening of trgent, rendering it, deleting, do nothing, delet#hout opening etc.
Will be captured by this functionality.

Application sends the usage statistics informat@mthne PNE
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PNE records the usage statistics information reckftom the application to be reused again if nesgli
PNE forwards the usage statistics information ®RIN GW
PN GW records the usage statistics informationivedefrom the PNE to be reused again if required

PN GW forwards the usage statistics informatiothoCPNS Server

2 T

CPNS Server records the usage statistics informaticeived from the PN GW to be reused again ifiired or to be
aggregated in a report document together withssizgi collected from other sources. The informatiothis report can
also be analysed when deciding what content to aémate should be sent, which could be decideddbasaiser
behaviour and preference.

6.14.2 Flow for Usage Statistics Collection and Reporting on the Server

side

CPNS ¢ Application/ !
Server \_Content______.

|
i 0.Usage stats |
-_Collected___

;

/l Usage stats repart E

:

2. Usage stats '

recorded :

L]

]

]

]

:

1

]
] —

Figure 46 Flow for usage statistics from applicatio to the CPNS Server

This flow is initiated by the application on the I€® Server side, which collects the usage statistficsmation and sends to
the CPNS Server.

0. Usage statistics are collected by the applicatiomfdifferent content providers or different sowrce
1. Application sends the usage statistics informatiotihe CPNS Server

2. CPNS Server records the usage statistics informagioeived from the application to be reused ajagquired or to
be aggregated in a report document together watissts collected from other sources.
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7. Signalling procedure

7.1 Overview

This section describes the core functionalitie€BNS enabler and the procedures required to suppdracilitate these
functions.

Before any communication or exchange of messagegseba the CPNS Entities a physical connection ifpgirusing PAN
technologies SHOULD be established. Following tBIBNS Entities can discover each other and itsatgg modes and
services.

If a CPNS Device supports both PNE and PN GW fonetlities, the Mode of CPNS Device (i.e. PNE, PN GMBOTH) is
set by the User or certain policies configured pgrators upon the start up of CPNS Enabler. Sulesteuiode changes of
CPNS Devices SHALL be able to be done accordiridger’'s request or provider’s policies.

Other core CPNS functionalities are PN Managent®&@tManagement, Status Management, Service Discevety
Publication, usage statistics collection and repgrtService and Content Delivery, Device CapahiBecurity of messages
sent between the entities etc.

In the case of security of messages, underlyingn@alogies that can provide secure channels arewked applicable,
otherwise additional security is supported.

7.2 CPNS Entity Discovery

This Entity Discovery procedure is only executecbagmCPNS Devices.

Each CPNS Entity needs to find out the other detedevice’'s Mode and additional information likeremt PN Information
during entity discovery procedure after physicaireection. The requesting CPNS Entity and requeSRNS Entity
recognize the Mode of CPNS Device they residend,the CPNS Device acting as PNE finds out cufe®hinformation
which CPNS Device stores, in case the requestedSdEttity is PN GW. If the bearer among CPNS erstitian support
broadcasting feature for discovery, this messag@\3tD be delivered via broadcasting.

7.2.1  Entity Discovery
7.2.1.1 Requesting CPNS Entity

When connecting a network, the CPNS Entity doesknotv the detected device’s mode. If two or mordNSHEntities send
the discovery message at a same time, the sub @lémh@mation of that messages are duplicatedaBse of this, the
CPNS Device having PN GW Mode SHOULD send EntitgDieeryRequest message immediately after physi¢ahga
between two CPNS Devices. If the PN GW sends thiefetlement including member PNEs in PN, thenedsieed to
send additional Entity Discovery message to PN&(&how PNE’'s Mode when the CPNS Device detecteraflevice.For
the CPNS Entity Discovery, the CPNS Entity SHALleate the EntityDiscoveryRequest message including

» Entitylnfo element SHALL be inserted as the infotima of requesting CPNS Entity.
0 UserInfo element SHALL be inserted as the inforomatf requesting CPNS Entity
= UserlD attribute SHOULD be inserted from CPNS Apation Profile in device.
= UserName attribute SHALL be inserted.
o PNEID attribute of active PNE in the requestingide\SHALL be inserted.
o PNGWID attribute of active PN GW in the requestitayice SHALL be inserted.
o PNEName and/or PNGWName attribute SHOULD be inddftdevice supports.
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0 Mode attribute, InactiveMode attribute SHALL beeén®d in case the requesting CPNS Device has lioth o
PNE and PN GW functionalities. The CPNS Entity SHAhsert active mode into Mode attribute and
inactive mode into InactiveMode attribute. If PNdldPNGW are active, the value of Mode attribute
SHALL be “3"(BOTH). If PNE is active but PN GW igsactive, the value of Mode attribute SHALL be
“1"(PNE) and InactiveMode attribute SHALL be “2"(PEW). If PN GW is active but PNE is inactive, the
value of Mode attribute SHALL be “2"(PN GW) and bteweMode attribute SHALL be “2"(PNE).

o PNiInfoReq attribute SHALL be inserted as “TRUE”" dase the requesting CPNS Entity wants to know the
PN information stored by requested CPNS Entityngctis PN GW. In case the requesting CPNS Entity
does not want to know the PN Information of reqe@sTPNS Entity acting as PN GW, PNInforReq
attribute SHALL be “FALSE” or skipped.

0 UlCapa attribute SHALL be inserted with “TRUE” b\E, in case the PN GW stands in for PNE's behalf
in specific environment for this PNE. For examples PN GW needs to decide to accept to PN setup
request or service group management request daekof User Interface. The CPNS Entity acting PN
GW needs to insert text like UserID or passwordkiad of this device at EUKey assignment step after
entity discovery procedure.

0 Zonebasedservicesupport attribute SHALL be insestitil“TRUE” in case CPNS entity acting PN GW is
capable of Zone Based Service.

o0 Broadcastgroupkeysupport attribute SHALL be ingbrtben PN GW sends EntityDiscoveryRequest
message. If the PN GW supports broadcast Groupdékyery, the value is “TRUE”. Otherwise, the value
is “FALSE".

o PNiInfo element SHALL be inserted, in case the reting CPNS Entity is acting as PN GW and stores PN
Inventory and Disclosure attribute is ‘2'(Open)PIN GW does not expose its PN Information to
unauthenticated PNE, which means Disclosure at&ibfiPN is ‘1’(Blocked) or ‘3'(Selective), PN GW
SHALL NOT include PN Information in the EntityDiseeryRequest message

= PNID attribute SHALL be inserted.
= Description attribute SHOULD be inserted.

= TempPN attribute SHOULD be applied if requestingitigrhas PN Inventory with TempPN
attribute. Based on preference setting (e.g. UssfeRence, Operator Policy), this TempPN
attribute MAY be skipped. How to configure the Upeeference is out of scope in CPNS 1.0.

= Sharing attribute SHOULD be inserted. Based onepegice setting (e.g. User Preference,
Operator Policy), this Sharing attribute MAY begbed.

=  PNEInfo element as the member of PN SHALL be imskrSub attributes PNEID and Active
SHALL be inserted, but PNEName attribute SHOULDiriserted only in case PN Inventory
stores name of PNE.

After creating the EntityDiscoveryRequest mess#ge CPNS Entity SHALL send the EntityDiscoveryResfuaessage to
detected devices. The EntityDiscoveryRequest mesSaipULD be sent by broadcast in PAN ,e.g., wherBthernet or
WiFi is used as PANAfter receiving the EntityDiseoyResponse message, the CPNS Entity SHALL retignieh CPNS
Device have what mode and additionally PN inforomatif any. If PNE finds out the PNGW with PNEInftements and its
sub element PNEID, PNE does not need to send additrequest to find another PNE in PNEInfo elem@fitPNGW.
Based on this, the CPNS Entity acting PNE can asé&ttPNE to join the PN if PN GW has the PN, octeate PN if PN
GW has no PN or proper PN. The CPNS Entity actiNg®V can make the PN including detected PNE(s)ilavite PNE to
be a member of its PN.

7.2.1.2 Requested CPNS Entity

When receiving the EntityDisocveryRequest messidigeCPNS Entity recognizes the mode and IDs inftionaf
requesting CPNS Entity through Entitylnfo element.
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When receiving the EntityDiscoveryRequest messtigeCPNS Entity SHALL send the EntityDiscoveryResp®mmessage
including

» Entitylnfo element SHALL be inserted as the infotima of requested CPNS Entity.
o UserInfo element SHALL be inserted as the infororatf requesting CPNS Entity
= UserlD attribute SHOULD be inserted from CPNS Apation Profile in device.
= UserName attribute SHALL be inserted
o PNEID attribute SHALL be inserted if the requestiedice has active PNE.
o PNGWID attribute SHALL be inserted if the requestiice has active PN GW.
o PNEName and/or PNGWName attribute SHOULD be inddftdevice supports.

0 Mode attribute, InactiveMode attribute SHALL beéntgd in case the requested CPNS Device has both of
PNE and PN GW functionalities. The CPNS Entity SHAhsert active mode into Mode attribute and
inactive mode into InactiveMode attribute. If PNEJaPNGW are active, the value of Mode attribute
SHALL be “3"(BOTH). If PNE is active but PN GW isactive, the value of Mode attribute SHALL be
“1"(PNE) and InactiveMode attribute SHALL be “2"(PEW). If PN GW is active but PNE is inactive, the
value of Mode attribute SHALL be “2"(PN GW) and bteweMode attribute SHALL be “1"(PNE).

0 UlCapa attribute SHALL be inserted with “TRUE” bNE in case the PN GW stands in for PNE’s behalf
in specific environment for this PNE. For examples PN GW needs to decide to accept to PN setup
request or service group management request daekof User Interface.The CPNS Entity acting PN GW
needs to insert text like UserID or password indiafahis device at EUKey assignment step afteityent
discovery procedure.

0 Zonebasedservicesupport attribute SHALL be insesi¢il“TRUE” in case CPNS entity acting PN GW
PN GW is capable of Zone Based Service.

0 Broadcastgroupkeysupport attribute SHALL be ingbrttben PN GW sends EntityDiscoveryResponse
message. If the PN GW supports broadcast Groupd€kyery, the value is “TRUE”. Otherwise, the value
is “FALSE".

o PNinfo element SHALL be inserted, in case the PbIR€(q in the EntityDiscoveryRequest message is
“TRUE”, the requested CPNS Entity acting PN GW asoPN Inventory and Disclosure attribute is
‘2'(Open). If PN GW does not expose its PN Inforioatto unauthenticated PNE, which means Disclosure
attribute of PN is ‘1’(Blocked) or ‘3'(Selective’N GW SHALL NOT include PN Information in the
EntityDiscoveryResponse message

=  PNID attribute SHALL be inserted.
= Description attribute SHOULD be inserted, when Riehtory contains.

= TempPN attribute SHOULD be inserted if requestimgjtiz has PN Inventory with TempPN
attribute. Based on preference setting (e.g. UssfeRence, Operator Policy), this TempPN
attribute MAY be skipped. How to configure the Upeeference is out of scope in CPNS 1.0.

= Sharing attribute SHOULD be inserted. Based onepegice setting (e.g. User Preference,
Operator Policy), this Sharing attribute MAY begied.

= PNEInfo element as the member of PN SHALL be imgkrBub attribute PNEID SHALL be
inserted, but PNEName attribute SHOULD be inseotdgt in case PN Inventory stores name of
PNE.

After sending the EntityDiscoveryResponse messageCPNS Entity SHALL retrieve which CPNS Devicevdavhat
mode and additionally PN information.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-CPNS_Core-V1_0-20121023-A Page 96 (244)

7.2.2 PN Discovery
7.2.2.1 PNE

When necessary to discover the current PN from B BNE SHALL send the EntityDiscoveryRequest messad®N
GW including PNInfoReq sub attribute as “TRUE” @&sdribed in section 7.2.1.1.

When PNE receives the PNDiscoveryResponse messagePN GW, it can recognize PNInfo element in the
PNDiscoveryResponse message.

71.2.2.2 PN GW

When receiving the EntityDiscoveryRequest messega PNE, the PN GW SHALL send the EntityDiscovergpense
message to PNE. If there is PNInfo available inRhelnventory, then the sub attributes and elemefnisat PNInfo element
SHALL be included in the message.

7.3 Registration of UserlID and password

Before assigning EUKey to PNE/PN GW, CPNS User eivas PNE/PN GW SHALL register his/her own Userl@lan
password with CPNS Server.

Note: How to encrypt the password between PN GWGIPNS Server is out of scope of CPNS Enabler 1.0.

7.3.1 Registration of UserID and password via CPNS Interfaces

CPNS Server and CPNS Device which runs in PN GWenHALL authenticate each other using a mechaniderral to
CPNS Enabler (e.g., using USIM-credential) befoagting the registration procedure.

When requested by CPNS User, PN GW SHALL send IDDFRégistration Request message to CPNS Server.
Before sending the ID_PWD Registration Request aggssthe PN GW SHALL perform the following procegtur
1. Receive the UserID, Password and User Descriptam the User.

2. Generate the ID_PWD Registration Request messdgemessage SHALL contain the UserlD, the Passwuddtze
User Info.

When receiving ID_PWD Registration Request messaB&S Server SHALL register UserlD and passwordth wielf, and
send ID_PWD Registration Response message to PN GW.

Upon receiving the ID_PWD Registration Request mgssthe CPNS Sever SHALL store the UserID, Pasband User
Info in the Secure Storage of the CPNS Server. CB&I8er MAY store hash value of Password, instéadioning
Password itself.

The CPNS Server SHALL send the ID_PWD RegistraResponse message to carry the result of the prozedu

7.3.2 Registration of UserID and password not via CPNS Interfaces.

CPNS Server MAY allow CPNS User to register Useaiidl password not via CPNS interfaces (e.g., prewkb interface
for CPNS User to register UserID and password).

7.4 EUKey Assignment

7.4.1 EUKey Assignment for PNEs with Ul capabilities

74.1.1 EUKey Assignment Request
+ PNE

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-CPNS_Core-V1_0-20121023-A Page 97 (244)

EUKey request procedures in PNE differ dependinthercapability of CPNS Device in which the PNEoidbe
deployed.

If PNE runs in the CPNS Device which provides eroUg for CPNS User to insert UserID and passwdrd,RNE
SHALL support UserID and password insertion by CR)®r.

Upon requested by CPNS User for EUKey assignmetiE, BHALL:
1. Generate and store a RANR. RANDp\e is a random number generated by the PNE.

2. Generate hash value for user authentication datsh lAuthData ) where AuthData = Hash( Passwérd )
RANDpye | Time

3. KeyType SHALL be inserted with “1” (Ul functionaiéts supported, with secure PAN),

4. Generate the EUKeyAssignmentRequest message. T¢ésageSHALL contain the PNEID, UserlD, RANR
Time, KeyType and the user authentication data.

After the above procedure, the PNE SHALL send EUXssyjgnmentRequest message to the PN GW.
 PNGW

When receiving EUKeyAssignmentRequest message BB, PN GW SHALL forward the
EUKeyAssignmentRequest message to CPNS Server.

» CPNS Server

When receiving EUKeyAssignmentRequest message BNNGW, CPNS Server SHALL authenticate the CPNS User
who owns PNE.

The authentication of CPNS User by CPNS Server SHi¢ performed using UserID and password of CPN& Us
who owns the PNE. Upon receiving the EUKeyAssigntRequest message, the CPNS Server SHALL:

1. Generate hash value for user authentication. HasthData ) where AuthData = Hash( Password ) | RA |
Time

2. Verify the user authentication data using the CFé8/er generated hash value for user authenticatitire
verification is fail, send the EUKeyAssignmentResgp® message to the PN GW with fail status code.

7.4.1.2 EUKey Assignment Response
* CPNS Server
If the user authentication succeeds, CPNS Serval &H
1. Generate and store a RAMR. RANDsyr is a random number generated by the CPNS Server.

2. Generate and store a KEK(i.e. Key Encryption Kelere KEK = Hash ( Hash( Password ) | RANE|
RANDsvr )

3. Generate and store a EUKey for PNE. The EUKey NI s a random number generated by the CPNS Server.

4. Generate the EUKeyAssignmentResponse message. ddsage SHALL contain the Status, RANR and
EUKey for PNE that is encrypted with the KEK.

After the above procedure, the CPNS Sever SHALId $8dKeyAssignmentResponse message to the PN GW.
 PNGW

Upon receiving EUKey by EUKeyAssignmentResponsesags sent from CPNS Server, PN GW SHALL forward the
EUKey by sending EUKeyAssignmentResponse messaghl o
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* PNE

When receiving EUKey by EUKeyAssignmentResponsesamgs forwarded from PN GW, PNE SHALL securely store
EUKey after the decryption.

7.4.2 EUKey Assignment for PNE without Ul capabilities

7.4.2.1 EUKey Assignment when PAN is secure

A EUKey for PNE is securely delivered from a CPNSv&r to a PNE. It is assumed that PNE and PN G3baned by the
same CPNS User. This procedure is comprised of thaets: ID & Password Registration, ID & Passwiastallation, and
Key Assignment.

Before starting the Key Assignment procedure foERMthout enough Ul capabilities for inserting IBdaPassword, a
CPNS Server and a PNGW SHALL perform the mutuahenitication & key exchange using the existing maism (e.g.,
3GPP GBA). Also the PNGW and a PNE SHALL perform thutual authentication & key exchange using th&lPA
technologies.

7.4.2.1.1 ID & Password Registration

After the mutual authentication & key exchange legwthe CPNS Server and the PN GW, the PN GW eairtisé ID &
Password Registration to the CPNS Server. ID & WassRegistration procedure is described in théieed.3.1.

7.4.2.1.2 ID and Password Installation

After the mutual authentication & key exchange lestwthe PN GW and the PNE, the PN GW can staibtl8&ePassword
Installation to the PNE.

7.4.2.1.2.11D and Password Installation Request
Before sending the ID & Password Installation Restjmeessage, the PN GW SHALL perform the followimggedure:
1. Receive the ID, Password and subscription inforomafiiom the User.

2. Generate the ID & Password Installation Requessages The message SHALL contain the ID and theyptext
Password.

After the above procedure, the PN GW SHALL sen&lBassword Installation Request message to the ChRiM&er.
7.4.2.1.2.21D and Password Installation Response
Upon receiving the ID & Password Installation Rexjuaessage, the PNE SHALL perform the followinggedure:
1. Generate the hash value of the Password using Shisfi algorithm.
2. Store the ID and hash value of the Password.
The PNE SHALL send the ID & Password Installaticesponse message to carry the result of the progedur
7.4.2.1.3 EUKey Assignment
7.4.2.1.3.1EUKey Assignment Trigger
Before sending the EUKeyAssignmentTrigger messagdleet PNE, the PN GW SHALL perform the followingopedure:
1. Receive the ID and Password from the User.
2. Generate a RANRcw. RANDpngw IS @ random number generated by the PN GW.

3. Generate hash value for user authentication datstamnting the EUKey Assignment procedure. HashthBRata )
where AuthData = Hash( Password ) | RANBy | Time
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4. KeyType SHOULD be inserted with “2” (Ul functiontiis not supported, with secure PAN)

5. Generate the EUKeyAssignmentTrigger message. Tissage SHALL contain the ID, RANRew, Time, KeyType
and the user authentication data.

After the above procedure, the PN GW SHALL send EyKssignmentTrigger message to the PNE.
7.4.2.1.3.2EUKey Assignment Request
Upon receiving the EUKey Assignment Trigger messtge PNE SHALL perform the following procedure:

1. Generate hash value for user authentication dataexify the hash value of the user authenticatiata. Hash
( AuthData ) where AuthData = Hash( Password ) NRAwew | Time

2. Generate and store a RANE. RANDp\e is a random number generated by the PNE.

3. Generate hash value for user authentication datsh i AuthData ) where AuthData = Hash( PasswRIAN Dpye |
Time

4. KeyType SHOULD be inserted with “2” (Ul functiontiis not supported with secure PAN)

5. Generate the EUKey Assignment Request messagenéssage SHALL contain the ID, RANR, Time, KeyType
and the user authentication data.

After the above procedure, the PNE SHALL send EUKegignment Request message to the PN GW.

Upon receiving the EUKey Assignment Request messhgedPN GW SHALL relay the EUKey Assignment Reques
message to the CPNS Server.

7.4.2.1.3.3EUKey Assignment Response
Upon receiving the EUKey Assignment Request messhgeCPNS Server SHALL perform the following prdoee:
1. Generate hash value for user authentication. HashhData ) where AuthData = Hash( Password ) | RAM | Time

2. Verify the user authentication data using the CFe8/er generated hash value for user authenticatitire
verification is fail, send the EUKeyAssignmentReasp® message to the PN GW with fail status code.

Generate and store a RAMNR. RANDsyr is a random number generated by the CPNS Server.
Generate and store a KEK where KEK = Hash ( HaakéWord ) | RANB\g | RANDsyr )

Generate and store a EUKey. The EUKey is a randamber generated by the CPNS Server.

o o~ W

Generate the EUKeyAssignmentResponse message. 83sage SHALL contain the Status, RANR and encrypted
PNE Key that is encrypted with the KEK.

After the above procedure, the CPNS Sever SHALId $8dKeyAssignmentResponse message to the PN GW.

Upon receiving the EUKeyAssignmentResponse messa@®N GW SHALL relay the EUKeyAssignmentResponse
message to the PNE.

Upon receiving the EUKeyAssignmentResponse mesmagji¢he Status is Success, the PNE SHALL perfoaridtiowing
procedure:

1. Generate and store a KEK where KEK = Hash ( HaakéWord ) | RANB\e | RANDsyr )
2. Decrypt the EUKewith the KEK.
7.4.2.2 EUKey Assignment when PAN is not secure

To perform procedure described in this subsecfamlgwing conditions need to be satisfied:
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« PNE and PN GW are owned by same user

* PNE has secret passphrase, “Temporary Key(TK)"clvis preconfigured by manufacturer and storedlasi the
PNE

» TKis available to CPNS Server (e.g., stored in GE¥¢rver, can be retrieved from external datalrase CPNS
Server)

An EUKey for PNE is securely delivered from a CP8iSver to a PNE as illustrated in Figure X of sat$.2.2.1.

Before starting the EUKey Assignment procedurePiNE without enough Ul, a CPNS Server and a PNGW ISHA
perform the mutual authentication & key exchangagithe existing mechanism (e.g., 3GPP GBA). Affier step, the PSK1
is shared between the CPNS Server and the PN GW.

7.4.2.2.1 EUKey Assignment
7.4.2.2.1.1EUKey Assignment Request

Before sending the EUKeyAssignmentRequest messdte ICPNS Server, the PN GW SHALL perform thedieihg
procedure:

1. Receive the PNE EntitylD, CPNS UserID and User Wass from the User.

2. Generate and store a RANRRw. RANDpycw is @ random number generated by the PNGW.

3. Generate hash value for user authentication datsh lAuthData ) where AuthData = Hash( PasswpRIAN Denew |
Time

4. KeyType SHOULD be inserted with “3” (Ul functiontiéis not supported, without secure PAN)

5. Generate the EUKeyAssignmentRequest message. T¢sageSHALL contain the PNE EntitylD, CPNS UserID,
Time, KeyType and the user authentication data.

After the above procedure, the PN GW SHALL send EykssignmentRequest message to the CPNS Server
7.4.2.2.1.2EUKey Assignment Response

Upon receiving the EUKeyAssignmentRequest messhgeZPNS Server SHALL perform the following procesiu

1. Generate hash value for user authentication. HashhData ) where AuthData = Hash( Password ) | RAMw |
Time

2. Verify the received user authentication data usirtgCPNS Server generated hash value for userraigigon (i.e.,

hash value generated in stepl). If the verificafals, send the EUKeyAssignmentResponse messape BN GW
with fail status code.

3. Generate and store a RANR.RANDs\r is @ random number generated by the CPNS Server

4. Generate Seed value for generating a PNE EUKeWN& PUKey sets where [Sega@=Hash(RAND;,r, RANDpnew )]
to avoid receiving frequent EUKeyAssignmentRequesssage from PN GW . The update of EUKey is pergorm
during mutual authentication process. A set of EUK8HOULD be generated as follows:

EUKey,=Hash(Seeghg)
EUKey,,=Hash(EUKe})
EUKey,.,=Hash(EUKe}.,)
EUKey,=Hash(EUKey)
EUKey,;=Hash(EUKey)
5. Store it with PNE EntitylD and CPNS UserlID.
6. Find the Temporary Key, Ti{g corresponding to the EntitylD.

Note: Temporary Key can be obtained from the PNBWMacturer. How to acquire the temporary key cqoesling to
the EntitylD is out of scope of CPNS specification

7. Generate the EUKeyAssignmentResponse message. 8ssage SHALL contain the Status, a EUKey or EUKaty s
(i.e [EUKeyng) and Temporary Key.
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After the above procedure, the CPNS Server SHAldd4eUKeyAssignmentResponse message to the PN GW.
7.4.2.2.1.3EUKey Assignment Notification

Upon receiving the EUKeyAssignmentResponse medsagethe CPNS Server, the PN GW SHALL perform tbkofving
procedure:

1. The PN GW SHALL store the Temporary Key and a EUKeget of EUKeys (i.e.[EUKeyd).

2. If the set of EUKeys are delivered, the PN GW SHAddlect the EUKey among EUKey sets, otherwisePtResW
use the EUKey.

3. Generate the EUKeyAssignment Notification message.message SHALL contain the EUKey that is eneyptith
the Temporary Key.

Upon receiving the EUKeyAssignmentNotification megps and the Status is Success, the PNE SHALL peitioe
following procedure:

1. Decrypt the PNE's EUKewith the Temporary Key and stores PNE’s EUKey.

7.4.3 EUKey Assignment for PN GW

If fixed or removable module keeping identity infuation and credentials (i.e. a USIM/ISIM/CSIM) iisfalled and used for
secure communication on PN GW, GBA_U procedure sipgly as specified in [3GPP-GBA]:

- PN GW EUKey is assigned to the device via GBA_Ucptlure as specified in [3GPP-GBA]
- CPNS server shall retrieve the EUKey as specifid@ GPP-GBA].

7.4.3.1 EUKey Request and Creation
« PNGW

Key request procedures in PN GW differ dependinghencapability of CPNS Device in which the PN G8\ld be
deployed.

If PN GW runs in the CPNS Device which providesugtoUl for CPNS User to insert UserID and passwibre PN
GW SHALL support UserlD and password insertion B3NS User.

Upon requested by CPNS User for EUKey assignméhiG® SHALL send EUKeyAssignmentRequest message to
CPNS Server.

* CPNS Server
When receiving EUKeyAssignmentRequest message RNNGW, CPNS Server SHALL authenticate the PN GW.

The authentication of PN GW by CPNS Server (ilentauthentication) SHALL be performed using UBeand
password of CPNS User who owns the PN GW.

If authentication succeeds, CPNS Server SHALL er&aiKey and store it with the PN GW'’s ID (i.e., EyiD) and
UserID of CPNS User who owns the PN GW.

7.4.3.2 EUKey Delivery
e CPNS Server

After creating EUKey, CPNS Server SHALL encrypt ldKey and send encrypted EUKey to PN GW by
EUKeyAssignmentResponse message.

The EUKey SHOULD be encrypted by a secure mateiiéth is calculated from password of CPNS User wivos
the PN GW (e.g., hashed password of the CPNS User).

* PNGW
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When receiving Key Delivery message from CPNS SeRN GW SHALL securely store EUKey included in
EUKeyAssignmentResponse message after decryption.

7.5 Mutual Authentication
75.1 PNE Authentication

During PN Establishment, PNE Inviting and PNE Jognprocedures, the mutual authentication and se&sip sharing are
performed between PNE and CPNS Server and betwdEraRd PN GW, respectively.. This section expléiow the
mutual authentication and session key sharing arfemned

7.5.1.1 PNE

To start mutual authentication with CPNS ServerEFBYHALL generate a random number, and includeDitand the
random number as AuthPNEID and rand_PNE into thiéhlhiData sub element of the following messagdsetsent to PN
GW. Also, if PNE has enough Ul, PNE SHALL indic@itat it needs LocalEUKey assignment by setting
LocalEUKeyAssignment “TRUE” in the AuthiniData setement of the following messages.

* During PN Establishment procedure
0 PNSetupRequest message from originating PNE
0 PNSetupResponse message from invited PNE

» During PNE Management (PNE Inviting)
0 PNActionResponse (Invite) from invited PNE

*  During PNE Management (PNE Joining)

0 PNActionRequest (Join) from joining PNE

Upon receiving AuthenticateRequest message fron6PN PNE SHALL calculate hash value, “hash_PNE”, aession
key to be shared with CPNS Server. The calculé8idALL be performed as follows:

» hash_PNE SHALL be calculated from rand_PNE, randes€a hash value calculated by CPNS Server and
included in the received message), PNE's EUKeythadession key

» the session key SHALL be calculated from rand_PidE¢_server and PNE’s EUKey.

PNE SHALL include its EntitylD and hash_PNE as &) and HASH into AuthResData sub element of
AuthenticateResponse message and send AuthentisggeRse message to PN GW.

In addition, if AuthenticateRequest includes Lodadkeey, PNE SHALL decrypt LocalEUKey included in theceived
AuthenticateRequest message by its own EUKey and #te LocalEUKey.

Afterwards, if PAN between PNE and PN GW is nokeawBe PAN, PNE SHALL perform mutual authenticatzom session
key sharing by using LocalEUKey (when PNE has ehdulj or Temporary Key (when PNE does not have ghdul) in
the same way as described in 7.5.2 “PN GW Authatitin” (i.e., PNE SHALL perform the same signallimgpcedure of PN
GW described in the section 7.5.2).

Note: mechanism to check if PAN is a Secure PAbuisof scope of CPNS1.0

Upon receiving the following messages from PN GVéach procedure, PNE SHALL authenticate CPNS Sdxywer
verifying hash_server (i.e., checks if the sameeals hash_server can be calculated from rand_IRN#&, server, PNE’s
EUKey, the session key and hash_PNE)

*  During PN Establishment procedure
0 PNSetupResponse (received by originating PNE)

o0 PNEstablishmentNotify (received by invited PNE)
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*  During PNE Management (PNE Inviting)
o0 PNUpdateNoatification (received by invited PNE)
» During PNE Management (PNE Joining)
o0 PNActionResponse (Join) (received by joining PNE)

7.5.1.2 PN GW
Upon receiving the following messages from PNE,
* During PN Establishment procedure
0 PNSetupRequest message from originating PNE
0 PNSetupResponse message from invited PNE

» During PNE Management (PNE Inviting)

0 PNActionResponse (Invite) from invited PNE
*  During PNE Management (PNE Joining)

o0 PNActionRequest (Join) from joining PNE

PN GW SHALL include AuthPNEID(s) and rand_PNE(s)luded in the received message(s) into the Autrdtal3ub
element of the following messages and send theageds the CPNS Server. If there are multiple PtéHse connected to
PN during the single procedure (e.g., If one oreriovited PNEs are to be connected to PN in addttiooriginating PNE in
the single PN Establishment procedure), PN GW SH#idlude all AuthPNEIDs and rand_PNEs sent fromRMES into
the following messages.

» During PN Establishment procedure
0 PNSetupResponse

» During PNE Management (PNE Inviting)
0 PNUpdateRequest

*  During PNE Management (PNE Joining)
o0 PNUpdateRequest

Upon receiving AuthenticateRequest message fromSCBé&tver, PN GW SHALL deliver AuthenticateRequestssage(s)
to PNE(s) to be authenticated. When there are ptellRNEs to be authenticated, PN GW SHALL distebut
AuthenticateRequest messages to those PNEs.

Note: Whether or not to use new message headdrdaonessage distributed to PNE(Ss) is out of sco@PiNS 1.0

In addition, for mutual authentication between PW @nd PNE, if AuthenticateRequest message includealEUKey(s),
PN GW SHALL decrypt LocalEUKey(s) included in theceived AuthenticateRequest message by its own EldKé store
the LocalEUKey(s). PN GW SHALL include copy of LdEBKey encrypted by PNE’s EUKey into Authenticatefdest
message.

Afterwards, if PAN between PNE and PN GW is nokeaBe PAN, PN GW SHALL perform mutual authenticatand
session key sharing by using LocalEUKey (when Pi&dnough Ul) or Temporary Key (when PNE does agélenough
Ul) in the same way as described in 7.5.2 “PN GWhaatication” (i.e., PN GW SHALL perform the sanigralling
procedure of CPNS Server described in section)?.5.2

Note: mechanism to check if PAN is a Secure PAbuisof scope of CPNS1.0

Upon receiving AuthenticateResponse message(s)PiHE(s) to be authenticated, PN GW SHALL deliver an
AuthenticateResponse message to CPNS Server. \Waendre multiple PNEs to be authenticated, PN GIALL deliver
an aggregated AuthenticateResponse message witmassage header to the CPNS Server.
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Upon receiving the following message from CPNS 8erv
* During PN Establishment procedure
0 PNSetupResponse

*  During PNE Management (PNE Inviting)
0 PNUpdateResponse

*  During PNE Management (PNE Joining)
0 PNUpdateResponse

PN GW SHALL include hash_server included in thesreed message into the AuthFinData sub elemertteofdliowing
messages and send the message to the PNE(s)elfatigemultiple PNEs to be connected to PN dutiegsingle procedure
(e.g., If one or more invite PNEs are to be corgrbtd PN in addition to originating PN in the $®@N Establishment
procedure), PN GW SHALL send the following messtgeach PNE.

» During PN Establishment procedure
0 PNSetupResponse message to originating PNE
0 PNEstablishmentNotify to the invited PNE(S)

*  During PNE Management (PNE Inviting)
0 PNUpdateNoatification to invited PNE
*  During PNE Management (PNE Joining)
0 PNActionResponse (Join) to joining PNE

7.5.1.3 CPNS Server

Upon receiving rand_PNE(s) from PN GW, CPNS SeBHALL generate a random number, rand_server, aidde
PNEID and rand_server as TargetlD and RAND intoAbhthReqgData sub element of AuthenticateRequessages If there
are multiple PNEs to be connected to PN duringsthgle procedure (e.g., If one or more invite PMEsto be connected to
PN in addition to originating PN in the single BNtablishment procedure), CPNS Server include3N#IDs into the
AuthenticateRequest message.

In addition, for mutual authentication between PYEnNd PN GW, if PNE requests LocalEUKey assignp@RNS Server
SHALL generate LocalEUKey(s) to be shared betwedE(R) and PN GW.

For each LocalEUKey, CPNS Server SHALL create tapies, one for PNE and the other for PN GW, andygn@ach

copy by PNE’s EUKey and PN GW'’s EUKey, respectiv€lf?NS Server SHALL include the copies of LocalEy{® as
LocalEUKey PNE and LocalEUKey PN GW into the AutiRata sub element of AuthenticateRequest messdgetent
to PNE(s) via PN GW. If there are multiple PNE$#&oconnected to PN during the single procedure, (é.gne or more
invite PNEs are to be connected to PN in additioartginating PN in the single PN Establishmemtgedure), CPNS Server
creates different LocalEUKeys for each PNE anduides all encrypted LocalEUKey into the Authenti®aquest message.

Upon receiving AuthenticateResponse message frorlBRNCPNS Server SHALL calculate session key framdr PNE,
rand_server and PNE’'s EUKey. CPNS Server SHALL entibate PNE(s) by verifying hash_PNE(s) (i.e.,oilsaf the
same hash value can be calculated from rand_seavet, PNE, PNE's EUKey and the session key).

In addition, CPNS Server SHALL calculate anothesthaalue(s) from rand_PNE, rand_server, PNE's EUIt&y session
key and hash_PNE. CPNS Server SHALL include theutatled hash value(s) as HASH into AuthFinDatéheffollowing
messages and send them to PNE via PN GW

* During PN Establishment procedure

0 PNSetupResponse
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*  During PNE Management (PNE Inviting)
0 PNUpdateResponse

» During PNE Management (PNE Joining)
0 PNUpdateResponse

7.5.2 PN GW Authentication

The session key will be expired after certain an@ditime. When there is no session key or sedsiyris expired, PN GW
Authentication described below is performed.

Before starting message forwarding between PNECENS Server, PN GW SHALL perform mutual authentizatvith
CPNS Server.

* PNGW

Before starting message forwarding between PNECENS Server, PN GW SHALL send ConnectRequest megsag
CPNS Server to trigger mutual authentication. CotiRRequest message SHALL include CPNS Entity IChefPN GW
and random number created by PN GW (in RAND attépu

When receiving AuthenticateRequest message, PN GALE create session key from random_PN GW,
random_server (random number included in the AdibateRequest message) and its own EUKey.

In addition, PN GW SHALL send AuthenticateRespomessage to the CPNS Server. The message SHALLdimclu
hash value (in HASH attribute of AuthResData swdmeint) calculated from ConnectRequest message,
AuthenticateRequest message and the PN GW’s EUKey.

When receiving ConnectResponse message, PN GW Shalily hash_server (random number included in the
ConnectResponse message) included in the messafetking if the same value can be calculated from
ConnectRequest message, AuthenticateRequest messatlpenticateResponse message and the PN GW'sEUK

» CPNS Server

When receiving ConnectRequest message from PN GMSCServer SHALL send AuthenticateRequest message t
the PN GW. AuthenticateRequest message SHALL irctaddom number created by CPNS Server (in RAND
attribute of AuthReqgData sub element).

When receiving AuthenticateResponse message, CRN@rSSHALL create session key from random_PN GW,
random_server and EUKey of the PN GW which is senflthe message.

In addition, CPNS Server SHALL verify HASH includadthe message by checking if the same value ean b
calculated from ConnectRequest message, AuthesiRegjiest message and the PN GW'’s EUKey.

If verification succeeds, CPNS Server SHALL send@xtResponse message to the PN GW. The messadd SHA
include hash value (in HASH attribute) calculatesiri ConnectRequest message, AuthenticateRequesagees
AuthenticateResponse message and the PN GW's EUKey.

7.6 PN Management

7.6.1 PN Establishment
7.6.1.1 PNE

[Procedure in originating PNE]

The PNE SHALL generate a PNSetupRequest messagedaagto format of CPNS Message in section 8hin t
PNSetupRequest message, the PNE
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SHALL include the PNEID as part of OriginEntitylDRtabute.
2. SHALL choose one of three options and include yipe bf PN setup in PNSetupType attribute

A. 1for ‘1-1’ case which enables the PNE to estaldi$N with the PN GW only, or

B. 2 for ‘All' case which enables the PNE to estabbsRN with all CPNS devices connected to the PN GiW,

C. 3for ‘Specific’ case which enables the PNE to lgith a PN with PNESs to be invited.

MAY include PNEIDs to be invited to the PN in Ire@PNEID attribute.

SHALL include PNInfo element.

The PNiInfo element contains attributes below.

A. PNE SHALL choose one of three options and inclugslBsure attribute
i. 1 for preventing PN Information to be deliveredcase Service Discovery is requested after PN setup
ii. 2 for allowing PN Information to be delivered, iase Service Discovery is requested after PN setup.

iii. 3 for asking confirmation to OwnershipEntity whatloe not PN Information is delivered, in case Seevi
Discovery is requested after PN setup.

B. OwnershipEntitylD attribute MAY be included. OwnbisEntityID is the ID of authorized CPNS entity
which has authorization to allow PN Information opi case Service Discovery is requested aftes&tNp.

C. PNE SHALL choose one of two options and include pEiN.

i. True, indicating that broken physical connectideases PN after PN setup.

ii. False, indicating that PN Information remains inNSPServer, even if physical connection is broken.
D. PNE SHALL choose one of two options and includerBigaattribute

i 1 for sharing the PNE Info and PN GW Info with otRdNE member(s) of PN

ii. 2 for preventing the PNE Info to be shared witheotANE member(s) of PN, but delivering PN GW Info
to PNE member(s) of PN

5. SHALL include PNEInfo element.
The PNEInfo element contains attributes below.
A. PNEID attribute SHALL be PNEID, which establish thN.
B. PNEName attribute MAY include a nickname assigne@€BNS User.
C. Mode attribute SHALL set the value ‘1’ (PNE) or (BOTH) according to the its local active Mode.
D. Description attribute MAY include the descriptiohRN (e.g. Home, Office)
6. MAY include DeviceCapa element.

NOTE: DeviceCapa fragment contains information sagieviceType, VideoCodec, etc. For CPNS V1.0 &rm
definition is out of scope (e.g. DPE Enabler) anglementation matter.

7. MAY include ServiceProfile element containing Aggaltion or Content information as described in sech.5
CPNS Metadata.

8. SHALL include AuthlniData element as describedéot®on 7.5.1.1.

9. SHALL send PNSetupRequest message towards the PM@@@ding to the rules and procedures of undeglyin
PAN technology.

Upon receiving the PNSetupResponse message froRNI@W, the PNE

1. SHALL check the answer to PNSetupRequest messagetirn attribute.

2. SHALL store, if the value of Return is ‘1’, the dexd PN information in sub attributes under PNIafement in the
PN Inventory from the PNSetupResponse message.
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[Procedure in invited PNE]
Upon receiving the PNSetupRequest message frofiNh8W, the PNE

1. SHALL check the OriginEntitylD in order to know wliaitiate to make the PN.
2. SHALL derive MsgID and PNID from PNSetupRequest sag®.

The PNE SHALL generate the PNSetup Response aogpralithe format of CPNS Message in section 8. ANE

1. SHALL include the answer to PNSetupRequest messageturn attribute.
A. 1lfor OK

B. 2 for Failure, indicating that PNE is not capabiéandling the request, e.g., internal error preceurs in
the device embedding PNE or CPNS User does notteagdrticipated in

2. SHALL include the received Message ID in MsglDiatite in order to indentify the transaction.

If the value of answer to PNSetupRequest messdgie(ie., OK), the following sequences performh@rwise, the
following sequences are skipped till step 14.

3. SHALL include PNInfo element.
The PNInfo element contains attributes below.

A. PNID attribute SHALL set the PNID, which is to barficipated in and derived from PNSetupRequest
message.

B. TempPN attribute SHALL be included if PNSetupRequesssage includes.

i True, indicating that broken physical connectideaeses PN after PN setup.

ii. False, indicating that PN Information remains inNSPServer, even if physical connection is broken.
C. Sharing attribute SHALL be included if PNSetupRexjueessage includes.

i 1 for sharing the PNE Info and PN GW Info with otFdNE member(s) of PN

ii. 2 for preventing the PNE Info to be shared witheotANE member(s) of PN, but delivering PN GW Info
to PNE member(s) of PN

4. SHALL include PNEInfo element.
The PNEInfo element contains attributes below.
A. PNEID attribute SHALL set own PNEID to be invitegd ©riginating CPNS Entity.
B. PNEName attribute MAY include a nickname assigne@BNS User.
C. Mode attribute SHALL set the value ‘1’'(PNE) or ‘@0TH) according to the its local active Mode.
D. Description attribute MAY include the descriptiohRN (e.g. Home, Office)
5. MAY include DeviceCapa element.

NOTE: DeviceCapa fragment contains information sageviceType, VideoCodec, etc. For CPNS V1.0 &rm
definition is out of scope (e.g. DPE Enabler) anglementation matter.

6. MAY include ServiceProfile element containing Aggaltion or Content information as described in sech.5
CPNS Metadata.

SHALL include AuthlniData element as describedént®n 7.5.1.1

8. SHALL send PNSetupResponse message towards the/PoGording to the rules and procedures of undeglyi
PAN technology.

Upon receiving the PNEstablishmentNotify messagsmfPN GW, the PNE
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1. SHALL store the derived PN information in sub dtiiies under PNInfo element from the PNEstablishMetifty
message.

7.6.1.2 PN GW
[PNE Initiated]
Upon receiving the PNSetupRequest message frofNiie the PNGW

1. SHALL check the type of PN setup in PNSetupTgfigbute. If the value of PNSetupType is;

A. 1for 1-1' case or empty case which enables thE RN\establish a PN with the PN GW only, the PNGW
SHALL send the PNSetupRequest message towardsRNS Gerver.

B. 2 for ‘All' case which enables the PNE to establisBN with all CPNS devices connected to the PN G/,

PNGW SHALL send the PNSetupRequest message towhittie PNES connected to the PNGW except the

requesting PNE.

C. 3for ‘Specific’ case which enables the PNE told&th a PN with PNEs to be invited, the PNGW SHALL
send the PNSetupRequest message towards the PNEIDs invited during PN Establishment.

SHALL create the PN information for PN Inventory tbe corresponding Personal Network.

3. SHALL create and maintains routing table for thetirmy of inside Personal Network, which is made afu®N
Information.

After checking the type of PN setup, if the valliédlSetupType is 2 or 3, the PN GW SHALL generhte t
PNSetupRequest message according to the forma@@BS0Message in section 8. The PN GW

1. SHALL include the PNEID as part of OriginEntitylDtabute.

2. MAY include PNEID(s) to be invited to the PN in itledPNEID attribute in order to acknowledge whidkBEgs)
is(are) invited to the PN.

3. SHALL include PNInfo element.

The PNiInfo element contains attributes below.

A. PNID attribute

B. Description attribute MAY be created by the origing PNE and include texts which explain the PN.
4. SHALL include PNGW!Info element.

The PNGWiInfo element contains attributes below.

A. PNGWID attribute SHALL set the PNGWID.

B. PNGWName attribute MAY include the nickname of PW@ssigned by CPNS User or device type.
5. SHALL include AuthiniData element as described i5.7.2
6. SHALL send PNSetupRequest message towards the PiHE(s invited.

Upon receiving the PNSetupResponse message froRNEBethe PN GW SHALL check the answer to PNSetgjpiest
message in Return attribute in order to confirnmtipi@ation in PN. If the value of Return attribugel, the PN GW SHALL
create the information for PN Inventory for theresponding PN, create and maintain routing tabtk thie derived from
PANTech and Address attributes from PNSetupRespimngbe routing of inside PN.

When checking if the value of PNSetupType attribsite after receiving the PNSetupRequest messagetfre originating
PNE or if the value of Return attribute is 1 afteceiving the PNSetupResponse from the invited RNMEPNGW SHALL
genenrate PNSetupRequest message according torthat fof CPNS Message in Section 8.

If the value of PNSetupType attribute is 2 or afeceiving the PNSetupRequest message from idieating PNE, the
PN GW SHALL wait the response from all the CPNSides connected to the PN GW if PNSetupType atteilgi? or
PNEs to be invited if PNSetupType attribute is §oextively. After receiving the responses, the PNGWALL generate
PNSetupRequest message according to the forma@BS0Vessage in Section 8.
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The PN GW

1.
2.

SHALL include the PNEID as part of OriginEntitylDRtabute.
SHALL include PNInfo element.

The PNInfo element contains attributes below.

5.
6.

A. PNID attribute SHALL set the PNID, which is creaiad®N GW..
B. Description attribute SHALL include texts which é¢xip the PN.

C. Disclosure attribute SHALL be included from PNSd&Reguest message from PNE or PN GW SHALL
choose one of three options and include.

i. 1 for preventing PN Information to be deliveredcase Service Discovery is requested after PN setup
ii. 2 for allowing PN Information to be delivered, iase Service Discovery is requested after PN setup.

iii. 3 for asking confirmation to OwnershipEntity whatloe not PN Information is delivered, in case Sesvi
Discovery is requested after PN setup.

D. OwnershipEntity attribute MAY be EntitylD which hasthorization to allow PN Information delivery, in
case Service Discovery is requested after PN setup.

E. TempPN attribute SHALL be included from PNSetupResjunessage from PNE or PN GW SHALL choose
one of two options and include.

i. True, indicating that broken physical connectideases PN after PN setup.

ii. False, indicating that PN Information remains inNSPServer, even if physical connection is brokén. |
PN GW decides False, TempPN attribute MAY be skippe

F. Sharing attribute MAY be included.

i. 1 for sharing the PNE Info and PN GW Info with atR&NE member(s) of PN. If PN GW decides ‘1’
(Shared), Sharing attribute MAY be skipped

ii. 2 for preventing the PNE Info to be shared witheotANE member(s) of PN, but delivering PN GW Info
to PNE member(s) of PN

SHALL include the PNGWiInfo element.

The PNGWiInfo element contains attributes below.

A. PNGWID attribute SHALL set PNGWID.

B. PNGWName attribute MAY include the nickname of PW/@ssigned by CPNS User or device type.

SHALL include PNEInfo element which contains all B(¥) information including DeviceCapa and ServiodiRr
from originating PNE and invited PNE(s).

SHALL include AuthiniData element as described i5.7.2
SHALL send the PNSetupRequest message to the CBNSrS

Upon receiving the AuthenticateRequest from the SErver, the PN GW SHALL deliver Authenticateresjue the
PNEs as described in 7.5.1.2. Upon receiving thiaéaticateResponse from the requested PNEs, tHe\WNSHALL
deliver the Authenticateresponse to the CPNS $elescribed in 7.5.1.2.

Upon receiving the PNSetupResponse message fro®RNS Server, the PN GW

1.
2.

SHALL store the PN Information in local PN Inventamder PNInfo element.

SHALL include AuthFinData as described in 7.5.1n#2l aend the PNSetupResponse message to the ariginat
PNE. If the value in sharing attribute is,

A. 1 - Shared, the PN GW SHALL include PN GW Info &ME Info, which are derived in PNSetupResponse
message from the CPNS Server, in the PNSetupRespoessage to the originating PNE.
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B. 2 - Protected, the PN GW SHALL include only PN GHfol, which is derived in PNSetupResponse message
from the CPNS Server, in the PNSetupResponse nmessaige originating PNE.

3. SHALL include AuthFinData as described in 7.5.1n2 asend the PNEstablishmentNotify to the invitedaPd. If
the value in sharing attribute is,

A. 1 - Shared, the PN GW SHALL include PN GW Info &ME Info, which are derived in PNSetupResponse
from the CPNS Server, in the PNEestablishmentNotify

B. 2 - Protected, the PN GW SHALL include only PN GHffol, which is derived in PNSetupResponse from the
CPNS Server, in the PNEstablishmentNofity.

[PN GW Initiated]

The PN GW SHALL generate and send PNSetupRequesstage to the PNE(s) according to format of CPN Ssistges in
section 8.

Upon receiving the PNSetupResponse message froRNEBethe PN GW SHALL check the answer to PNSetugjpiest
message in Return attribute in order to confirntipi@ation in PN. If the value of Return attribugel, the PN GW SHALL
create the information for PN Inventory for theresponding PN, create and maintain routing tabtk thie derived from
PANTech and Address attributes from PNSetupRespfongbe routing of inside PN.

After receiving the responses, the PNGW SHALL gatePNSetupRequest message according to the fofrGRNS
Message in Section 8. The PN GW

1. SHALL include the PNGWID as part of OriginEntityl@itribute.
2. SHALL include PNInfo element.

The PNInfo element contains attributes below.

A. PNID attribute SHALL set the PNID, which is creaiadPN GW..
B. Description attribute SHALL include texts which ¢ip the PN.

C. Disclosure attribute SHALL be included from PNS&Repguest message from PNE or PN GW SHALL
choose one of three options and include.

iv. 1 for preventing PN Information to be deliveredcase Service Discovery is requested after PN setup
v. 2 for allowing PN Information to be delivered, iase Service Discovery is requested after PN setup.

vi. 3 for asking confirmation to OwnershipEntity whatloe not PN Information is delivered, in case Sesvi
Discovery is requested after PN setup.

D. OwnershipEntity attribute MAY be EntitylD which hasthorization to allow PN Information delivery, in
case Service Discovery is requested after PN setup.

E. TempPN attribute SHALL be included from PNSetupResjumessage from PNE or PN GW SHALL choose
one of two options and include.

iii. True, indicating that broken physical connectideases PN after PN setup.

iv. False, indicating that PN Information remains inN&PServer, even if physical connection is brokén. |
PN GW decides False, TempPN attribute MAY be skibpe

F. Sharing attribute MAY be included.

iii. 1 for sharing the PNE Info and PN GW Info with atRNE member(s) of PN. If PN GW decides ‘1’
(Shared), Sharing attribute MAY be skipped

iv. 2 for preventing the PNE Info to be shared witheotANE member(s) of PN, but delivering PN GW Info
to PNE member(s) of PN

3. SHALL include the PNGWInfo element.

The PNGWInfo element contains attributes below.
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A. PNGWID attribute SHALL set PNGWID.
B. PNGWName attribute MAY include the nickname of PW/@ssigned by CPNS User or device type.

4. SHALL include PNEInfo element which contains all B(¥) information including DeviceCapa and ServiodiRr
from originating PNE and invited PNE(s).

5. SHALL include AuthiniData element as described i5.7.2
6. SHALL send the PNSetupRequest message to the CBNSrS

Upon receiving the AuthenticateRequest from the SEérver, the PN GW SHALL deliver the Authenticatprest to the
PNEs as described in 7.5.1.2Upon receiving the éntibateResponse from the requested PNEs, the PNSBMLL deliver
the Authenticateresponse to the CPNS Server asiloegdn 7.5.1.2.

Upon receiving the PNSetupResponse message fro®RNS Server, the PN GW

SHALL store the PN Information in local PN Inventamder PNInfo element.

2. SHALL include AuthFinData and send the PNEstablishtNotify to the invited PNE(s). If the value inasing
attribute is,

A. 1-Shared, the PN GW SHALL include PN GW Info &NE Info, which are derived in PNSetupResponse
from the CPNS Server, in the PNEestablishmentNotify

B. 2 - Protected, the PN GW SHALL include only PN GHfol, which is derived in PNSetupResponse from the
CPNS Server, in the PNEstablishmentNofity.

7.6.1.3 CPNS Server

Upon receiving the PNSetupRequest message from\RINtkle CPNS Server SAHLL generate the AuthentiBaquest
according to format of CPNS Message in section @&assribed in 7.5.1.3. The CPNS Server

1. SHALL include AuthRegData element as described tl173
2. SHALL send AuthenticateRequest towards the PN Gtk ®NID.

If the authentication is successful, the CPNS Se8WALL register and store the PN information whistderived from
PNSetupRequest message in the PN inventory.

After storing the PN Information in the PN Inventpothe CPNS Server SHALL generate the PNSetupRegpaccording to
the format of CPNS Message in section 8. The CP&'8eB

SHALL include the answer to PNSetupRequest messageturn attribute.

SHALL include the stored PN information in the PiN‘éntory under PNInfo element.
SHALL include AuthFinData element as described. ;1 7.3

SHALL send the PNSetupResponse message to the PN GW

NOTE : Based on the specific criteria, the CPNS/&ecan decide whether to allow the PN setup orFiog criteria set by
such as operator’s decision, capacity of CPNS sewnger’'s configuration, and so forth is out ofpe@f CPNS v1.0

7.6.2 PNE Management

This section describes managing members of PN, hwdrie PNEs, after PN Establishment procedure. ABIRE inviting
and PNE joining, invited PNE and joining PNE SHAperform mutual authentication with PN GW and CPNS/8r
before connecting to PN. The procedure for mututiientication in each entity is described in 7.5ubdii Authentication

7.6.2.1 PNE Inviting
7.6.2.1.1 PNE

A w DD PR

[Procedure in inviting PNE]
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After a PN is established, PNE can invite additid?dE to join the PN. To realize this, PNE SHALleate the
PNActionRequest message including below sub atethand elements. PNE SHOULD find out the infororatf invited
PNE in entity discovery procedure.

e Command attribute SHALL be inserted with “2” (Ingjtvalue.
»  OriginEntitylD attribute SHALL be inserted for irtei requesting PNE’'s PNEID.
* PNEInfo element SHALL be inserted for PNE to beitie.
o PNEID attribute SHALL be inserted
* PNiInfo element SHALL be inserted
0 PNID attribute SHALL be inserted from PN Inventory.
o Description attribute SHOULD be inserted if PN Int@y contains
o TempPN attribute SHALL be applied if requestingifnitas PN Inventory with TempPN attribute.
0 Sharing attribute SHALL be inserted from PN Invegto
0 PNGWInfo element SHALL be inserted from PN Invegtor
=  PNGWID attribute SHALL be inserted.
=  PNGWName attribute SHOULD be inserted if PN Inveytmontains.
= Zonebasedservicesupport attribute SHALL be inseaftedll Inventory contains.
= Mode attribute SHALL be inserted from PN Inventory.
After creating the PNActionRequest message, PNEISH#end the PNActionRequest message to PN GW.

When PNE receives the PNActionResponse messagdredtlt attribute “1” (Success) from PN GW, PNE SHD store
invited PNE’s PNEInfo including below attributeslotal PN Inventory if the PN GW shares the membfarmation with
the member of PN, which means Sharing attributé”is

* PNEID attribute SHALL be inserted.
» PNEName attribute SHOULD be inserted if it is founentity discovery procedure.
» Active attribute SHALL be inserted with “TRUE” vadu

[Procedure in invited PNE]

When the invited PNE receives the PNUpdateNotificatnessage from PNGW, PNE SHALL create PN Invgnamd store
PNInfo elements in local PN Inventory and then stmedPNActionResponse message including Resuilhatir“1”
(Success) to PN GW

PNE's procedure for PNE authentication during PN¥ting is described in 7.5.1.1.
7.6.2.1.2 PN GW
[PN GW initiated invitation request]

After a PN is established, PN GW can invite addiildPNE to join the PN after entity discovery prdaee. To realize this,
PN GW SHALL create the PNActionRequest messagenfared PNE including below sub attribute and elatse

» Command attribute SHALL be inserted with “2” (Irejtvalue.

* PNEInfo element SHALL be inserted for PNE to beitied.
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o PNEID attribute SHALL be inserted
*  PNInfo element SHALL be inserted
0 PNID attribute SHALL be inserted from PN Inventory.
o Description attribute SHOULD be inserted if PN Int@y contains
o TempPN attribute SHALL be applied if requestingifnitas PN Inventory with TempPN attribute.
0 Sharing attribute SHALL be inserted from PN Invegto
0 PNGWInfo element SHALL be inserted from PN Invegtor
=  PNGWID attribute SHALL be inserted.
= Name attribute SHOULD be inserted if PN Inventooptins.
= Zonebasedservicesupport attribute SHALL be insaftedll Inventory contains.
= Mode attribute SHALL be inserted from PN Inventory.

0o PNEInfo element SHOULD be inserted for current merdd PN if Sharing attribute is set “1” to shahne t
member information from PN Inventory.

= PNEID attribute SHALL be inserted.

= PNEName attribute SHOULD be inserted if PN Inveptmontains.

= Mode attribute SHALL be inserted from PN Inventory.
After creating the PNActionRequest message, PN GIALE send the PNActionRequest message to eached\RNE.
[PNE initiated invitation request]

When PN GW receives the PNActionRequest messageGuinmand attribute “2” (Invite) from PNE, PN GW AH.
check that invited PNE is in detected devices by@M through entity discovery procedure.

If PNGW does not have information of invited PNHjigh means PN GW can’'t connect with invited PNEgibally or
can't find invited PNE through entity discovery, BW SHALL send the PNActionResponse message wittuRattribute
“3” (Fail, not connected) to requesting PNE.

If the invited PNE is detected by PN GW, PN GW SHAbrward the PNActionRequest message to PNE tioieed.
[PN GW procedure common to PNE initiated and PN GWinitiated invitation cases]

When PN GW receives the PNActionResponse messdbeResult attribute “1” (Success) from PNE, PN GWARL send
the PNUpdateRequest message to CPNS Server inglbdlow sub attribute and element.

*  PNInfo element SHALL be inserted
o PNID attribute SHALL be inserted
0 PNEInfo element SHALL be inserted for successfilkited PNE.
= PNEID attribute SHALL be inserted
= PNEName attribute SHOULD be inserted if it was neee in entity discovery procedure.
= Active attribute SHALL be “TRUE”.
= Update attribute SHALL be inserted with “1” (Newglue.
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= Mode attribute SHALL be inserted during entityatigery procedure.

e AuthiniData element SHALL be inserted as descrilpedl.5.1.2, which describes PN GW'’s procedure fdEP
authentication.

When PN GW receives the PNUpdateResponse messageefPNS Server, PN GW SHALL update PNEInfo in |desll
Inventory from the PNUpdateRequest message

After storing PNEInfo in local PN Inventory, if tieN GW shares the member information with the memb®&N (Sharing
attribute is “1"), PN GW SHALL send the PNUpdateNoation message to newly invited member PNE. Betoe
attributes and elements included in the message, AN GW SHOULD send the PNUpdateNotification ragesto existed
member PNE(s) including below sub attribute andhelat.

*  PNinfo element SHALL be inserted from PN Inventory.

0 PNID attribute SHALL be inserted from PN Inventory.

0 PNEInfo element SHALL be inserted for the newlyited PNE(S).
= PNEID attribute SHALL be inserted
= PNEName attribute SHOULD be inserted if it was neee in entity discovery procedure.
= Active attribute SHALL be “TRUE”.
= Update attribute SHALL be inserted with “1” (Newglue.
= Mode attribute SHALL be inserted.

* AuthFinData element SHALL be inserted as describefi5.1.2, which describes PN GW's procedure fdEP
authentication.

If the original request was initiated by PNE, PN GBNALL send PNEActionResponse message includingliRatribute
“1” (Success) to PNE referring OriginEntitylD in EXctionRequest message.

Additional PN GW'’s procedure for PNE authenticatohuring PNE inviting is described in 7.5.1.2.
7.6.2.1.3 CPNS Server

When CPNS Server receives the PNUpdateRequest geesean PN GW, CPNS Server SHALL update PN Inventeith
PNEInfo element in PNInfo element, and then CPNSe&SeSHALL send the PNUpdateResponse message wihlR
attribute to PN GW.

CPNS Server’s procedure for PNE authenticationnduFINE inviting is described in 7.5.1.3.
7.6.2.2 PNE Joining

7.6.2.2.1 PNE

After a PN is established, PNE can join PN as a begnTo realize this, PNE SHALL send the PNActiogRest message to
PNGW in a target PN including below attribute ateheents.

e Command attribute SHALL be inserted with “1” (Jouglue.

* PNEInfo element SHALL be inserted for joining PNERNGW in a target PN.
o PNEID attribute SHALL be inserted
o PNEName attribute SHOULD be inserted

* PNInfo element SHALL be inserted to notify which PN
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o0 PNID attribute SHALL be inserted regarding PNGW tlias several PNs. And this PNID was obtained
when PNE went through entity discovery processmd éut proper PN GW or its PN.

» AuthlniData element SHALL be inserted as descrilmetl5.1.1, which describes PNE's procedure for PNE
authentication.

When PNE receives the PNActionResponse messagdRettit attribute “1” (Success) from PN GW, PNE StiAreate
PN Inventory and then store PNInfo element in Iétdlinventory PN Inventory).

Additional PNE’s procedure for PNE authenticatiamidg PNE joining is described in 7.5.1.1.
7.6.2.2.2 PN GW

When PN GW receives the PNActionRequest messagieGuinmand attribute “1” (Join) from PNE, PN GW SHA&end
the PNUpdateRequest message to CPNS Server inglbdiow attribute and element.

* PNiInfo element SHALL be inserted
o PNID attribute SHALL be inserted
o0 PNEInfo element SHALL be inserted for joining PNE
= PNEID attribute SHALL be inserted

= PNEName attribute SHOULD be inserted if it was neee in the PNActionRequest message or
entity discovery procedure.

= Active attribute SHALL be “TRUE”".
= Update attribute SHALL be inserted with “1” (Newglue.
= Mode attribute SHALL be inserted.

e AuthiniData element SHALL be inserted as descrilpedl.5.1.2, which describes PN GW'’s procedure fJEP
authentication.

When PN GW receives the PNUpdateResponse messageefPNS Server, PN GW SHALL store PNEInfo in loeal
Inventory and then PN GW SHALL send the PNActioniese message to newly joined PNE including beltribate and
element.

* Result attribute SHALL be inserted with “1”"(Succegalue.
* PNiInfo element SHALL be inserted
0 PNID attribute SHALL be inserted from PN Inventory.
o Description attribute SHOULD be inserted if PN Int@y contains
o TempPN attribute SHALL be applied if requestingifnhas PN Inventory with TempPN attribute.
0 Sharing attribute SHALL be inserted from PN Invegto
0 PNGWInfo element SHALL be inserted from PN Invegtor
=  PNGWID attribute SHALL be inserted.
=  PNGWName attribute SHOULD be inserted if PN Inveptmontains.
= Zonebasedservicesupport attribute SHALL be insaftetll Inventory contains.

= Mode attribute SHALL be inserted.
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o PNEInfo element SHOULD be inserted for current memrdd PN if Sharing attribute is set “1” to shahne t
member information from PN Inventory.

= PNEID attribute SHALL be inserted.

= PNEName attribute SHOULD be inserted if PN Invepimontains.
= Active attribute SHALL be inserted.

= Mode attribute SHALL be inserted.

* AuthFinData element SHALL be inserted as describedl5.1.2, which describes PN GW's procedure fdEP
authentication.

After sending the PNActionResponse message, iPt&W shares the member information with the merob&N
(Sharing attribute is “1"), PN GW SHOULD create fARUpdateNoatification message for existed membegBNinclude

*  PNinfo element SHALL be inserted from PN Inventory.

0 PNID attribute SHALL be inserted from PN Inventory.

o0 PNEInfo element for the newly joined PNE.
= PNEID attribute SHALL be inserted
= PNEName attribute SHOULD be inserted if it was neee in entity discovery procedure.
= Active attribute SHALL be “TRUE”.
= Update attribute SHALL be inserted with “1” (Newdlue.
= Mode attribute SHALL be inserted.

After creating PNUpdateNotification messages, PN SMOULD send PNUpdateNotification messages to tember
PNEs in the PN.

Additional PN GW'’s procedure for PNE authenticatturing PNE joining is described in 7.5.1.2.

7.6.2.2.3 CPNS Server

When CPNS Server receives the PNUpdateRequest gessean PN GW, CPNS Server SHALL update PN Inventeith
PNEInfo element in PNInfo element, and then CPNSe&SeSHALL send the PNUpdateResponse message wihIR
attribute to PN GW.

CPNS Server’s procedure for PNE authenticationnduINE joining is described in 7.5.1.3.

7.6.2.3 PNE Expulsion

If all of member PNEs in a PN are owned by same ERMNer, any member PNE can request expulsion aftties member
PNE.

7.6.2.3.1 PNE
[Procedure in expelling PNE]

When PNE wants to expel the other PNE, PNE SHALidghe PNActionRequest message to PN GW includahgvb
attribute and element.

+ Command attribute SHALL be inserted with “4”(Expe§lue.
»  OriginEntitylD attribute SHALL be inserted for PN&hich wants to expel other PNE.

* PNEInfo element SHALL be inserted for expelled PNE
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o PNEID attribute SHALL be inserted
* PNinfo element SHALL be inserted to notify that Pstould be expelled from which PN.
o PNID attribute SHALL be inserted.

When PNE receives the PNActionResponse messagdRegtlt “1”"(Success) from PN GW, PNE SHALL remoke t
PNEInfo element of PNInfo from PN Inventory.

[Procedure in expelled PNE]

When PNE receives the PNActionNotification messaije Command attribute “1” (Expel) from PN GW, eXped PNE
SHALL remove PNInfo element in local PN InventondaSHALL remove available SGInfo element in loc@l Biventory
for the SG related with this PN.

7.6.2.3.2 PN GW

When PN GW receives the PNActionRequest messageGuiinmand “4”(Expel) from PNE or if PN GW wantsexpel a
certain member PNE of PN, PN GW SHALL check if thguesting PNE can expel the target PNE, if thaeesting PNE
can do this, then PN GW SHALL check the expelledER®lconnected with PN GW currently. If expelledEPId not
connected with PN GW and the expulsion requestimtated by PNE, PN GW SHALL send the PNActionResge
message with Result attribute “3” (Fail, not corted} to the requester PNE.

After sending the PNActionResponse message, PN GALE check member PNEs in this PN.
If the expelled PNE is the last member PNE in PNLGW SHALL initiate PN release procedure (Sectioh.3.2 PN GW).

If there are member PNEs of this PN, PN GW SHALhdsthe PNUpdateRequest message to CPNS Servedimglioelow
attribute and element

» PNInfo element SHALL be inserted to notify which PN
o PNID attribute SHALL be inserted.
o0 PNEInfo element SHALL be inserted for expelled PNE.
= PNEID attribute SHALL be inserted.
= Update attribute SHALL be inserted with “3” (Remdyealue.

When PN GW receives the PNUpdateResponse messagefPNS Server, PN GW SHALL check Sharing attritnftthis
PN. If the PN GW shares the member information wWithmember of PN (Sharing attribute is “1"”), PN GMOULD send
the PNUpdateNotification messages to existed mefb&s including below attribute and element.

* PNInfo element SHALL be inserted from PN Inventory.
0 PNID attribute SHALL be inserted from PN Inventory.
o PNEInfo element for the expelled PNE.
= PNEID attribute SHALL be inserted
= Update attribute SHALL be inserted with “3” (Remdyealue.

After checking Sharing attribute for sending PNUgdiéotification messages, PN GW SHALL send the
PNActionNotification message to expelled PNE inahgdbelow attribute and element.

» Command attribute SHALL be inserted with “1"(Expe§lue.
* PNEID attribute SHALL be inserted with expelled PBIED

* PNID attribute SHALL be inserted to notify that PNERould be expelled from which PN.
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After sending the PNActionNotification message, BW SHALL remove PNEInfo element of PNInfo elementacal PN
Inventory. If the expulsion request was initiatgd?NE, PN GW SHALL send the PNActionResponse messath Result
attribute with “1” (Success) to requester PNE.

7.6.2.3.3 CPNS Server

When CPNS Server receives the PNUpdateRequest gessean PN GW, CPNS Server SHALL update PN Inventor
removing PNEInfo element in PNInfo element.

After updating PNInfo element in local PN InventoBPNS Server SHALL send the PNUpdateResponse gessdth
Status attribute to PN GW.

7.6.2.4 PNE Leaving
7.6.2.4.1 PNE

When PNE wants to leave a PN, PNE SHALL send thad®inRequest message to PN GW including belovibatte and
element.

+ Command attribute SHALL be inserted with “3” (Leawalue.

* PNEInfo element SHALL be inserted for PNE to leave
o PNEID attribute SHALL be inserted

* PNInfo element SHALL be inserted to notify that PBtould leave from which PN.
o PNID attribute SHALL be inserted.

If PNE is physically disconnected with PN GW formitemporary PN, PNE SHALL remove the PNInfo elenmerbcal PN
Inventory.

7.6.24.2 PN GW

When PN GW receives the PNActionRequest messageGuimmand “3”(Leave) from PNE, PN GW SHALL send the
PNUpdateRequest message to CPNS Server includiog béribute and element

* PNInfo element SHALL be inserted to notify which PN
o PNID attribute SHALL be inserted.
o0 PNEInfo element SHALL be inserted for left PNE.
= PNEID attribute SHALL be inserted.
= Update attribute SHALL be inserted with “3” (Remdyealue.

When PN GW receives the PNUpdateResponse messageCiPNS Server, PN GW SHALL check Sharing attrilmftthis
PN and SHALL send the PNActionResponse messagdeysiqally connected PNE to be left including belattvibute and
element.

* Result attribute SHALL be inserted with
“1"(Success)

After sending the PNUpdateResponse message, PN I@Al/ISremove PNEInfo element of PNInfo element icéb PN
Inventory.

If the PN GW shares the member information withriiramber of PN (Sharing attribute is “1”), PN GW SHID send the
PNUpdateNotification messages to existed membersHittuding below attribute and element.

* PNInfo element SHALL be inserted from PN Inventory.
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0 PNID attribute SHALL be inserted from PN Inventory.
o0 PNEInfo element for the expelled PNE.
= PNEID attribute SHALL be inserted
= Update attribute SHALL be inserted with “3” (Remdyealue.
If the leaving PNE is the last member in PN, PN GWALL initiate PN release procedure.

7.6.2.4.3 CPNS Server

When CPNS Server receives the PNUpdateRequest geessam PN GW, CPNS Server SHALL update PN Invento
removing PNEInfo element in PNInfo element.

After updating PNInfo element in local PN InventoBPNS Server SHALL send the PNUpdateResponse gessdth
Result attribute “1” (Success) to PN GW.

7.6.3 PN Release

When PNE or PN GW wants to release PN which ithgdao, PNE or PN GW can send release request geessa

If the type of PN is temporary PN, the PN shouldddeased when all of the physical connection betwgateway and
devices are broken, which means PN GW should seledse message to CPNS Server and PNE and PN G\ semove
the PNInfo element in local PN Inventory each other

7.6.3.1 PNE

When PNE wants to remove a PN which it belong®ME SHALL send the PNReleaseRequest message RiNi&WV
including below attributes.

*  PNID attribute SHALL be inserted
* PNEID attribute SHALL be inserted for requestingPN

If PNE receives the PNReleaseResponse messagé oW, PNE SHALL remove the PNInfo element of PNdntory
related with this PNID.

If PNE receives the PNReleaseNotification messem@a PN GW, PNE SHALL remove the PNInfo element bf P
Inventory related with this PNID.

If the PNE in the temporary PN is unintentionallymbnnected without PN Release, that PNE SHALL negrtbe PNInfo
element in local PN Inventory.

7.6.3.2 PN GW

When PN GW receives the PNReleaseRequest messag®fME, PN GW wants to remove a PN which PN GWrgEdo,
or PN GW is disconnected with all of PNEs formiegiporary PN, PN GW SHALL send the PNReleaseRedunessage to
CPNS Server including below attributes.

*  PNID attribute SHALL be inserted
» PNEID attribute for requesting PNE SHALL be insdrifthis release request was initiated by PNE.

When PN GW receives the PNReleaseResponse mesihdeeasult attribute “1” (Success) from CPNS SerigM GW
SHALL check there are connected PNEs forming thlisased PN. If there are connected member PNE§\WNSHALL
send the PNReleaseNotification messages includii® Rttribute to the PNEs, which are members in PIRNE requested
release PN originally, PN GW SHALL NOT send the RINRseNotifcation message to the requesting PNERN
SHALL remove PNInfo element in local PN Inventogfated with this PNID of PN to be released.
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When PN GW receives the PNReleaseNotification ngesfam CPNS Server, PN GW SHOULD display Reastiibate
to the User if this message contains Reason attribu

PN GW SHALL check there are connected PNEs forrthigyreleased PN. If there are connected memb&sPRN GW
SHALL send the PNReleaseNotification messages diatpuPNID attribute to the PNEs, which are memlieiBN. After

notification to the member PNE, PN GW SHALL send BNReleaseReponse message including Result tetvitin “1”

(Success) to CPNS Server. PN GW SHALL remove PNétémnent in local PN Inventory related with thisIPNf PN to
be released.

If the PN GW is disconnected with member PNE foigritN to be release, PN GW SHALL send the PNReleasdhse
message to the CPNS Server including.

* Result attribute SHALL be “3” (Fail, PNE disconned}
* PNEInfo element SHALL be included for the discortedd®NE
o PNEID attribute SHALL be included for PNE ID.

7.6.3.3 CPNS Server

When CPNS Server receives the PNReleaseRequesigeedssm PN GW, CPNS Server SHALL create the
PNReleaseResponse message including

* Result attribute SHALL be inserted with “1”(Success

After creating the message, CPNS Server SHALL skadPNReleaseResponse message to PN GW and CPMéS$ Ser
SHALL remove the PNInfo element related with thMIB in local PN Inventory if there is no Servicedap for member
PNEs.

If PN release is requested by Operator Policy, CBNISer SHALL send the PNReleaseNotification messaguding
PNID attribute and Reason attribute to the PN GWINS Server SHALL remove PNInfo element in local IRientory.

7.7 Service Group Management

7.7.1  Service Group Creation

7.7.1.1 PNE

When PNE is requested to create Service Group €8S User and PNE wants to be SG Owner of cer&ivice Group,
PNE SHALL send the SGCreateRequest message to PM@uding below. If there is no SG Inventory iretRNE, PNE
SHALL create SG Inventory first.

»  OriginEntitylD attribute SHALL be inserted for cté&an requesting PNE.
* SGinfo element SHALL be inserted
0 SGDescription attribute SHOULD be inserted to diéscthe Service Group.
o Sharing attribute SHALL be inserted based on th#iegible access level to the SG information .

= |f a member PNE wants to share the SG informatiith ether SG members only, the value of the
Sharing attribute will be ‘2’ for Selective accésgel.

= If a member PNE wants to restrict access to SQrmmdition for any PNE, regardless of whether
being of SG member or not, the value of the Shaattripute will be ‘3’ for Closed access level

0 MaxPNE attribute SHALL be inserted if PNE wantsrsert its maximum number of members. CPNS
Server SHALL check this MaxPNE whenever the addald®NE joins.
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0 MaxUser attribute SHALL be inserted if PNE wantsrsert its maximum number of CPNS User(s).
CPNS Server SHALL check this MaxUser whenever tditeonal PNE joins using CPNS User
information of that PNE.

o0 ServicelD elements SHALL be inserted if this PNEBEWs ServicelDs through service discovery procedure
or the other procedure, and wants to get that aervi

* PNEInfo element SHALL be inserted for invited PNE(Ecreation requesting PNE wants to invite thiees PNES.
o PNEID attribute SHALL be inserted to specify PNEbwinvited.

When PNE receives the SGCreateResponse messagPft@wW, PNE SHALL store following information ingtSG
Inventory.

*  SGinfo element SHALL be stored from the SGCreatpBese message.

*  Memberinfo element SHALL be stored from PNEInfoneént in the SGCreateResponse message, which PNEInfo
element has Result attribute with “1” (Success).

7.7.1.2 PN GW

When PN GW receives the SGCreateRequest messagé & or PN GW creates the SGCreateRequest meissagding
attribute and elements except OriginEntitylD atitdbat CPNS User request, PN GW SHALL send the 8&€Request
message to CPNS Server. When PN GW creates theea@Request message, PN GW SHALL insert SG Owiirgg us
member PNE in PN handled by this PN GW.

When PN GW receives the SGCreateResponse messag€RNS Server, PN GW SHALL create new SGInfo elgrire
local SG Inventory based on following informatiorcluded in the SGCreateResponse message.

* SGinfo element SHALL be stored from the SGCreatpBese message.

*  Memberinfo element SHALL be stored from PNEInfoneént with only PNEID and PNGWID attributes (without
any elements and Name attribute because theyaesh local PN Inventory) in the SGCreateResponsssage
if Result attribute is “1” (Success), and valuePfGWID is part of its PN for this PNGW, which medhis PNE is
forming same PN with this PN GW.

And then PN GW SHALL send the SGCreateResponseagedo the requesting PNE for Service Group ae#ftiSG
creation request was initiated by PNE.

7.7.1.3 CPNS Server
When CPNS Server receives the SGCreateRequestgee€f2NS Server SHALL assign SGID.

If invited PNE’s PNEID(s) is inserted in the SGQeRequest message, CPNS Server SHALL create SERwajiest
messages per PN GW forming same PN with invited PiINEluding

* SGinfo element SHALL be inserted.
0 SGID attribute SHALL be inserted which is assighgdCPNS Server.

0 SGDescription attribute SHOULD be inserted if tisigvailable in the SGCreateRequest message from PN
GW..

o0 Servicelnfo element SHALL be inserted if the SG@eR2quest message has Servicelnfo element.
= ServicelD attribute SHALL be inserted if the SGQefequest message has this.

= Keyword attribute SHALL be inserted if CPNS Serfiads out appropriate Keyword for this
ServicelD in the registered service list.
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0 Memberinfo element SHALL be inserted with only s element for the SG Owner if Sharing attribute
is “2"(Selective).

=  PNEID attribute SHALL be inserted.

= Name attribute SHOULD be inserted for the name®fGvner PNE if the SGCreateRequest
message contains.

* PNEInfo element SHALL be inserted for invited PNE&s PN GW forming same PN.
o PNEID attribute SHALL be inserted for invited PNE

0o PNGWID attribute SHALL be inserted with proper Pdt the invited PNE. If the invited PNE joins
multiple PNs, CPNS Server should select proper Bd¢t on certain criteria such as the number of PNEs
in PN and capabilities of PN GW (e.g. network calités, device capabilities, charging, location).

CPNS Server SHALL send SGInviteRequest messages@éoted PN GW(s) forming same PN with invited P$yEfter
CPNS Server finds out appropriate PN in local Pixeitory.

When CPNS Server receives the SGInviteResponseagesfrom all PN GW(s), which are forming the PNwiitvited
PNE(s), CPNS Server SHALL request the serviceedSrvice Provider based on ServicelD attributeariJgeceiving the
success response from Service Provider, CPNS S8H&LL create new SGInfo element in SG Inventory atore the
SGInfo element from the SGCreatRequest messagstarealMemberinfo element from PNEInfo element hg\wesult
attribute “1” (Success) in the SGInviteResponsesags.

CPNS Server SHALL send the SGCreateResponse messtigePN GW, which sent the SGCreateRequest medsa
CPNS Server originally,. If CPNS Server changesvtiae of sub attribute in SGInfo element, it SHAb& applied in
SGCreateResponse message. (e.g. requester waetsltdfor MaxPNE, but CPNS Server allows only 5)

After sending the SGCreateResponse message, CARM& SEIALL initiate Service Group Member Update ggdure
when the Shairing attribute is “1” or “2”.

NOTE: The member update procedure can be doneebsémding the SGCreateResponse message to PN GNipHate is
possible when CPNS Server sends the SGChangetdtitiih message for the member update procedurecbsdading the
SGCreateResponse message.

7.7.2 Management of SG Controlling Entities
This section describes managing members of Se@&ioap after Service Group Creation procedure.

7.7.2.1 PNE Invite in Service Group
7.7.21.1 PNE
[Procedure in inviter PNE]

When CPNS User requests PNE to invite the other(BNENE SHALL send the SGInviteRequest messagiNtGW
including below.

e OriginEntitylD attribute SHALL be inserted which EntitylD of the requesting PNE
* SGinfo element SHALL be inserted to provide infotioa of the Service Group to invited PNE
0 SGID attribute SHALL be inserted for Service Grdlp

0 SGDescription attribute MAY be inserted. This ditiie can be skipped because this is stored in SG
Inventory of CPNS Server.

* PNEInfo element SHALL be inserted for PNE(s) taéted.
0 PNEID attribute SHALL be inserted for PNE to beited.
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When PNE receives the SGlnviteResponse messagePikb@W, PNE SHALL update local SG Inventory usingeMmhfo
element for the successfully invited PNE, which neethe value of Result attribute is “1” (Successhie SGInviteResponse
message.

[Procedure in invited PNE]

When PNE receives the SGInviteRequest messageRMNBW in the same PN, PNE SHALL create the SGlResponse
message including PNEInfo element with below twadlaites.

 PNEID attribute SHALL be inserted.

* Result attribute SHALL be inserted with “1” (Sucsp CPNS User accepts SG Invite Request or PNites
configured to automatically accept SG Invite Regyuas5” (fail) if CPNS User rejects SG Invite Reept.

And PNE includes additionally below attributes @helments for the PNE in case of Result “1”.
*  PNGWID attribute SHALL be inserted from the SGleRiequest message
» Name attribute SHALL be inserted if device supports
» UserInfo element SHOULD be inserted from CPNS Rrafi device

» DeviceCapa and ServiceProfile element MAY be irgkeftom CPNS Profile in device if the CPNS User tsdn
share its information with the other members. Tais be inserted depending on its local privacyhariag policy
about CPNS Profile in device.

After creating the SGInviteResponse message, PNE_EKend the SGInviteResponse message to the PN GW.
7.7.2.1.2 PN GW

When PNGW receives the SGInviteRequest messageRidEor create SGInviteRequest message includamesits and
attributes except OriginEntitylD attribute for rexpier PNE (see section 7.7.2.1.1) at CPNS UseesegaN GW SHALL
send the SGInviteRequest message to CPNS Server.

When PN GW receives the SGInviteRequest message@®NS Server,

PN GW SHALL send the SGInviteResponse message MSCFerver including Result attribute “4” (fail, $iPNE
is disconnected) if physical connections to alinvited PNEs are disconnected, or there is onlyinmiged PNE in
the SGlInviteRequest message and the PNE is disctatheith PN GW physically.

PN GW SHALL send SGInviteRequest messages with oné/PNEInfo element to each invited PNE

*  When PN GW receives all of SGInviteResponse messiage PNEs to which the PN GW sent SGinviteRequest
messages, PN GW SHALL send the SGInviteResponssagedso CPNS Server including all of PNEInfo elemen
in the SGInviteResponse messages which were sentPNEs. The Result attribute value is

0 “1"(Success) for the successfully invited PNE
o “4” (Fail) for the disconnected PNE with PN GW
o “b” (Fail) for the rejecting PNE from CPNS User.

When PN GW receives the SGInviteResponse messaigeGPNS Server, PN GW SHALL send the SGInviteRespon
message to the requester PNE if the SGInviteReaqouessage is issued by PNE. PN GW SHALL updateuheessfully
invited PNEInfo (Result attribute is “1” (Succesajjh only PNEID and PNGWID attributes (without aefements and
Name attribute because they are stored in locdnRéhtory) in local SG Inventory if invited PNEseathe member of PN
handed by this PN GW.
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7.7.2.1.3 CPNS Server

When CPNS Server receives the SGInviteRequest geésan PN GW, CPNS Server checks that PNEID aiteifis in the
SGInviteRequest message.

» If there is OriginEntitylD, the CPNS Server SHALhack whether it is the ID of member PNE. . If thisreo
OriginEntitylD attribute, the CPNS Server SHALL ckewvhether the sender of this message (PN GWEIG a
Owner. CPNS Server can allow the invite requesitioér PNEs following the Operator Policy. If comalits above
are not satisfied, CPNS Server SHALL send the SiBiResponse message to the PN GW including Result
attribute as fail “2”.

* The CPNS Server SHALL check that invited PNEs cam fhe Service Group. If sum of the number of i
PNEs and the number of current member PNEs ex¢bedsaximum number of SG member PNEs, CPNS Server
SHALL send the SGInviteResponse message to the WNn@Gluding Result attribute as fail “3”.

If above two examinations are successful, CPNS&S&WALL create the SGInviteRequest message inotudi
* SGinfo element SHALL be inserted
0 SGID attribute SHALL be inserted for Service Grdlp
0 SGDescription attribute SHALL be inserted if itkispt in the SG Inventory.
0 Sharing attribute SHALL be inserted from SG Invepto
» Servicelnfo element SHALL be inserted if SG Invegtoontains.
o ServicelD attribute SHALL be inserted if it is kaptthe SG Inventory.

o Keyword attribute SHALL be inserted after findingtdeyword in the registered service list if SG
Inventory contains ServicelD.

* Memberinfo element SHALL be inserted if Sharingihtite is “2"(Selective).
o0 PNEID attribute SHALL be inserted.
o Name attribute SHOULD be inserted if it is keptlie SG Inventory.

* PNEInfo element SHALL be inserted per the relatBld@Ns forming same PN with invited PNEs.
o PNEID attribute SHALL be inserted for invited PNE.

0 PNGWID attribute SHOULD be inserted with proper faKthe invited PNE. If the invited PNE joins
multiple PNs, CPNS Server should select proper Bd¢d on certain criteria such as the number of PNEs
in PN and capabilities of PN GW (e.g. network caliizs, device capabilities, charging, location).

And CPNS Server SHALL send SGlInviteRequest messagbe related PN GWs with invited PNEs to relaig imessages
after CPNS Server finds out appropriate PN GWsedall PN Inventory.

When CPNS Server receives the SGInviteResponseagef®m the PN GW which is forming the PN withited PNEs,
CPNS Server SHALL update SG Inventory with PNElafement having Result attribute “1” (Success).

After getting all of SGInviteResponse messages fRMnGWSs to which CPNS Server had sent SGInviteRequessages,
CPNS Server SHALL send the SGInviteResponse messdfge requesting PN GW, which had sent the S@&Request
message to CPNS Server at the first step, . Thiavli@Response SHALL include PNEInfo element frasneaived
SGInviteResponse messages.

Finally, the Service Group Member Update proce@HALL be performed. (see Section 0)
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7.7.2.2 PNE Expulsion in Service Group
7.7.2.2.1 PNE
[Procedure in PNE when PNE expels other PNE(s)]

When a certain PNE requests to expel other PNE)e SG, the PNE SHALL send the SGActionRequessage to PN
GW including below.

e OriginEntitylD attribute SHALL be inserted.
» SGinfo element SHALL be inserted with only SGIDriattite to inform the Service Group
* PNEInfo element SHALL be inserted for expelled P§)Ecluding

o PNEID of target PNE and Action attribute with “IExXpel)

When PNE receives the SGActionResponse messagePiko@W, PNE SHALL remove PNE information in Membdad
element of local SG Inventory using the succesgiibelled PNE, which means the value of ResuRNfInfo is “1”
(Success) and Action attribute is “1"(Expel).

[Procedure in PNE when PNE is expelled from Servic&roup]

When PNE receives the SGActionNotification messaigle Action attribute “1"(Expel), PNE SHALL remov@Glinfo
element in SG Inventory according to the Serviceuprwhich is designated by the SGActionNotificatinassage.

7.7.2.2.2 PN GW

When PN GW receives the SGActionRequest messageRIdE or create the SGActionRequest message imgjudi
elements (see section 7.7.2.2.1) without Origirtigidi attribute at CPNS User request, PN GW SHALhd&¢he
SGActionRequest message to CPNS Server.

When PN GW receives the SGActionRequest message@®NS Server, PN GW SHALL send the SGActionRespons
message to CPNS Server including Result attribbitéfail, this PNE is disconnected) if all of tatgeNEs are disconnected,
or there is only one PNE in the SGActionRequestsags and PNE is disconnected with the PN GW.

After checking connection between PN GW and expgdAREs, PN GW SHALL create SGActionNotification reeges
with SGID and PNEInfo (PNEID attribute and Actiottrilbute “1”(Expel)) and then send SGActionNotifiizan messages to
each target PNEs if one or more of target PNE€@naected with this PN GW pertaining to the same PN

And then, PN GW SHALL send the SGActionResponsesags to CPNS Server including Result attributes Result
attribute value is

e "1"(Success) for the successfully expelled PNE
e “4” (Fail) for the disconnected PNE with PN GW.

When PN GW gets the SGActionResponse message fRMEServer, PN GW SHALL remove successfully expelle
PNEInfo with Action attribute “1” (Expel) and ResW” (Success) from local SG Inventory. And then BW SHALL send
the SGActionResponse message to the requestingfRINESGActionRequest message is issued by PNE.

7.7.2.2.3 CPNS Server

When CPNS Server receives the SGActionRequest gedsam PN GW, CPNS Server checks Action attritiitgub
element of PNEInfo element.

» Ifthe value is “1” (Expel), the CPNS Server SHAtheck that OriginEntitylD is SG Owner in the Seevigroup.

* Ifthe value is “1” (Expel), the CPNS Server SHAtheck that this target PNE is the member of Ser@icmuip.
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If either or both of above examinations are faildf of sub elements of PNEInfo, CPNS Server SHAend the
SGActionResponse message to the PN GW includinglRatsribute as “2” (Fail, requesting PNE is natleorized for
member expulsion) or “3” (Fail, expelled PNE ig ttte SG member).

If above two examinations are successful for onmore sub elements of PNEInfo, CPNS Server SHAlrdse
SGActionRequest messages to the PN GW(s), whichxpelled PNE(s) pertains to, using the PNGWID tbimthe SG
Inventory.

When CPNS Server receives all of SGActionResporessages from PN GWs, to which CPNS Server sent
SGActionRequest message, CPNS Server SHALL u@fatmventory using PNEInfo element having Actiotmiltite “1”
(Expel) in SGActionRequest messages and send thetBBResponse message to the PN GW in the samasRiith
requesting PNE including PNEInfo with PNEID and &eattribute

» "1”if the expel is success
« “3"if requesting PNE does not match with SG Owme€PNS Server examination

» “4”if the Result value is “4” in the SGActionRegpse message from the related PN GW

After sending the SGActionResponse message, CPN@ISRHALL initiate Service Group Member Update gdure. (see
Section 0)

7.7.2.3 PNE Joining, Leaving Service Group
7.7.2.3.1 PNE

When CPNS User wants PNE to join a Service Group teave a Service Group, PNE SHALL create the 8®@ARequest
message including

»  OriginEntitylD attribute SHALL be inserted for regsting PNE.
» SGinfo element SHALL be inserted with only SGIDriattite to inform the Service Group
* PNEInfo element SHALL be inserted including

0 PNEID attribute SHALL be inserted for requestingPN

o PNGWID attribute SHOULD be inserted in case ofijeinafter selecting appropriate PN GW from PN
Inventory. If there are several PN GWs in PN IneeptPNE can select proper PN based on certaieriait
such as the considering bigger number of member &Narly established PN.

0 Action attribute SHALL be inserted with “2” (Joif)r joining or “3” (Leave) for leaving
And PNE SHALL send the SGActionRequest messageetae¢lected PN GW.
When PNE receives the SGActionResponse messagePikb@W, PNE SHALL

» store SGInfo element to local SG Inventory in cafsining (Action attribute is “2”(Join) and Resuttribute is
“1” (Success) in PNEInfo element) .

* remove local SG Inventory in case of leaving (Actatribute is “3”(Leave) in PNEInfo element)

7.7.2.3.2 PN GW

When PN GW receives the SGActionRequest messageRdE or PN GW wants connected member PNE to joieave,
PN GW SHALL send the SGActionRequest message toSCB&ver (see section 7.7.2.3.1).

When PN GW receives the SGActionResponse messaigeGPNS Server, PN GW SHALL,
* in case of joining, add following information ofcessful joining of PNE (Result attribute “1”) ils3nventory.

If PN GW stores SGinfo related with SGID contaimethe SGActionResponse message in local SG Inwgnto
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o PNEID attribute and PNGWID attribute in PNEInforalent SHALL be added in local SG Inventory.

If PN GW does not store SGInfo related with SGIDtained in the SGActionResponse message in locah@htory, PNE
GW SHALL create one SGinfo element in local SG meey and

0 SGID attribute, SGDescription attribute SHALL belad into SGInfo element
0 ServicelD attribute of Servicelnfo element SHALL ddded.

o PNEID attribute and PNGWID attribute of Memberldfiement SHALL be added from PNEInfo element
and Memberinfo element in the SGActionResponse agess

» in case of leaving, remove Memberinfo element éfir PNE from SG Inventory. If the left PNE is I&5 member
PNE of a Service Group in PN GW, PN GW SHALL rem&Info element from SG Inventory for the Service
Group.

And then PN GW SHALL send the SGActionResponse ags$o the requesting PNE in case the SGActionRque
message was initiated by PNE.

7.7.2.3.3 CPNS Server

When CPNS Server receives the SGActionRequest gedsam PN GW, CPNS Server checks Action attritiitgub
element of PNEInfo element.

e If the value is “2” (Join), the CPNS Server SHALherk maximum number of PNEs (i.e, MaxPNE) or maximu
number of CPNS Users (i.e, MaxUser) for the SG

» Ifthe value is “3” (Leave), the CPNS Server SHAtheck that this target PNE is the member of Ser@iaaip.

If above examination is fail, CPNS Server SHALL d¢he SGActionResponse message to the PN GW imgjRigsult
attribute “5” in case of join and “3” as fail in @& of leave.

If above two examinations are successful, CPNS&S&SWHALL update Memberinfo element of SG Inventosjng
PNEInfo element in the SGActionRequest messageSatil L create the SGActionResponse message incluaktawy.

* PNEInfo element SHALL be inserted from the SGAcReguest message
o PNEID attribute SHALL be inserted
o0 Action attribute SHALL be inserted
0 Result attribute SHALL be inserted with “1” (Sucsks

» SGinfo element SHALL be inserted from local SG Imtegy in case of join.

And then CPNS Server SHALL send the SGActionRespomsssage to the PN GW in the same PN with requeBtNE
after finding PNGWID in local SG Inventory.

After sending the SGActionResponse message, CPN@rSBHALL initiate Service Group Member Update gedure. (see
Section 7.7.2.4)

7.7.2.4 Service Group Member Update

After SG Creation, SG Update, PNE Invitation, PNgp&sion, PNE Joining and PNE Leaving procedulepfahe
members of Service Group should get the membertepdification.

7.7.24.1 PNE
When PNE get the SGChangeNotification message RbiNGW, PNE SHALL store or update in local SG Ineent
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7.7.24.2 PN GW

When the PN GW receives the SGChangeNotificatiogsage from CPNS Server, the following attribute@\BlHbe stored
or updated in the local SG Inventory of PN GW.

* SGlInfo element
0 SGID attribute is to find out SG in local SG Invent
*  Memberinfo element

o If PNEID attribute in Memberinfo element is the nteen PNE managed by this PN GW in PN, PNEID and
PNGWID attribute SHALL be updated in local SG Intey of PN GW.

After updating, PN GW SHALL forward SGChangeNotifiion messages to its PNEs pertaining to the sanand its
PNEs are members of this Service Group.

7.7.2.4.3 CPNS Server

CPNS Server SHALL send SGChangeNotification messpgerelated PN GWs forming same PN with membdE$N
including below element. CPNS Server SHALL set S@iDestination ID in common header since the
SGChangeNotification message is delivered to alh®eEnber PNEs.

* SGInfo element SHALL be inserted
0 SGID attribute SHALL be inserted

o Memberinfo element SHALL be inserted if Sharingd% (Selective) and CPNS Server gets the
SGActionRequest message including PNEInfo element.

= the information of modified member SHALL be insertgith a proper Result attribute for all of
existed members if there is modified member PNg (ein, invite, expel, leave)

= all of the sub elements of PNEInfo with Result {Current) attribute SHALL be inserted for
only the newly joined or invited members after dognprocedure.

NOTE: In Join, Leave, Expel procedure, the joirleft,and expelled PNE that received the messadedimg SG Inventory
from CPNS Server does not need to get addition&t@@geNotification message. The only Invite procegdthe invited
PNE needs to receive the SGChangeNoatification agess

7.7.3 Service Group Update

7.7.3.1 PNE

When PNE acting as SG Owner wants to update SGRM& SHALL send the SGActionRequest message to RN G
including below

»  OriginEntitylD attribute SHALL be filled with EntyiD of requesting PNE.
* SGInfo element SHALL be inserted.
0 SGID attribute SHALL be inserted.
0 SGDescription SHALL be inserted if PNE wants torue
o Servicelnfo element SHALL be inserted if PNE waatshange.
= ServicelD attribute SHALL be inserted if PNE watdschange.

=  ServiceStatusattribute SHALL be inserted with “fLPNE wants to insert, “2” if PNE wants to
remove.
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When PNE receives the SGActionResponse messageSPIMEL update SG Inventory.

7.7.3.2 PN GW

When PN GW receives the SGActionRequest messageRidE, PN GW SHALL forward the SGActionRequest ragss
to CPNS Server.

When PN GW wants to update SGInfo in case PN GWgsl to the same User of the SG Owner as a membP&, PN
GW SHALL send the SGActionRequest message at ésgresst to CPNS Server including below.

* SGInfo element SHALL be inserted.
0 SGID attribute SHALL be inserted.
0 SGDescription SHALL be inserted if PN GW wants kange.
o Servicelnfo element SHALL be inserted if PN GW vttt change.
= ServicelD attribute SHALL be inserted if PN GW waib change.

=  ServiceResult attribute SHALL be inserted with PN GW wants to insert, “2” if PN GW
wants to remove.

When PN GW receives the SGActionResponse messhigW SHALL update SG Inventory. If the SGActionRegt
message was initiated by PNE, PN GW SHALL forwdrel 8GActionResponse message to PNE.

7.7.3.3 CPNS Server

When PN GW receives the SGActionRequest messageRid GW, CPNS Server SHALL check whether the
OriginEntityID is equal to EntitylD of SG Owner lgferring local SG Inventory. If there is no OriBintitylD in the
SGActionRequest message, CPNS Server SHALL checketated PN GW belongs to the same User of SG Ownriecal
PN Inventory.

If there is a request for the Service Group upétata External entities or from the operator’s damis the CPNS Server
SHALL be able to execute the process as same gsdhess initiated by SG member. In this procdes(PNS Server
SHALL update in local SG Inventory according to B@ActionRequest message. CPNS Server SHALL send th
SGActionResponse message to PN GW.

After sending the SGActionResponse message, CPN@rSBHALL initiate Service Group Member Update gedure.
7.7.4  Service Group Discovery

7.74.1 PNE

When CPNS User wants to find out the existed Ser@mup list, PNE SHALL create the SGDiscoveryRefueessage
with SGInfo including ServicelD and/or Keyword #itrtes according to User’s request. If the CPNSrUsmts to receive
the member information of found Service Group(§yEFSHALL set MemberReq with “TRUE”.

After creating the SGDiscoveryRequest message, B L send the SGDiscoveryRequest message to PN GW.

When PNE receives the SGDiscoveryResponse messagd”N GW, PNE can join a certain Service Grouthexmessage
(see section 7.7.2.3), or PNE can create new Se6ioup if there is no matched Service Group (setta 7.7.1.1).

7.7.4.2 PN GW

When PN GW receives the SGDiscoveryRequest messagePNE or create the SGDiscoveryRequest messidge w
SGinfo including ServicelD and/or Keyword attribsit@t CPNS User request, PN GW SHALL send the
SGDiscoveryRequest message to CPNS Server.

When PN GW receives the SGDiscoveryResponse mefsagePNS Server and its original request wasaitgtl by PNE,
PN GW SHALL send the SGDiscoveryResponse messathe teNE. If the discovery request was originatgtP GW,
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PN GW can join a certain Service Group in the mgsgaee section 0), or PN GW can create new Se@iicap if there is
no matched Service Group (see section 7.7.1.1).

7.7.4.3 CPNS Server

When CPNS Server receives the SGDiscoveryRequesstage from PN GW, CPNS Server SHALL find the prdpevice
Group, which has Sharing “1”"(Public), based on &eiD and/or Keyword attributes in SG Inventory. 8ilKeyword is set
in SGDiscoveryRequest message,, CPNS Server ¢rifgsit out Service Group with proper Service, SGidigtion, member
identifier related with Keyword.

After finding the proper Service Group, CPNS SelSEALL create the SGDiscoveryResponse messageS@ihfo
element from local SG Inventory. If the MemberRedTIRUE", CPNS Server SHALL insert the Memberinferaent in the
SGDiscoveryResponse message. After creating thes8GryResponse message, CPNS Server SHALL send th
SGDiscoveryResponse message to PN GW.

7.7.5 Service Group Release

7.7.5.1 PNE

When PNE acting as SG Owner wants to release ttvic8ésroup, PNE SHALL create the SGReleaseRequessage
including below. PNE SHALL check whether the PNES{S Owner by referring local SGinventory.

* SGID attribute SHALL be inserted.
e OriginEntitylD attribute SHALL be inserted.
After creating the SGReleaseRequest Message, tReIMMLL send the SGReleaseRequest message to PN GW.

When PNE receives the SGReleaseResponse messaSHALL remove SGInfo element in SG Inventory rethtvith
this SGID.

When the PNE receives the SGReleaseNotificatiorsages PNE SHALL remove SGinfo element in SG Inventelated
with this SGID.

7.7.5.2 PN GW

When PN GW receives the SGReleaseRequest messag®NE or create SGReleaseRequest message with &taltidite,
PN GW SHALL send the SGReleaseRequest messageN8 GBrver. If PN GW belongs to same User with SG@vas
member PNE in PN, PN GW can request SG Release.

When PN GW receives the SGReleaseResponse messagEPNS Server, the PN GW SHALL forwards the
SGReleaseResponse message to the PNE. After bh&@WPSHALL remove SGinfo element in local SG Invamytrelated
with this SGID. If the release request is initialgdthe PNE which belongs to same PN. the PN GWdads the
SGReleaseResponse message to the PNE.

When PN GW receives the SGReleaseNotification ngesBam CPNS Server, PN GW SHALL send
SGReleaseNotification messages to member PNEsrat8d&sroup except PNE which requests SG releafier that, PN
GW SHALL remove SGInfo element in local SG Invegtoglated with this SGID.

7.7.5.3 CPNS Server
When CPNS Server receives the SGReleaseRequesigadsam PN GW, CPNS Server SHALL check that

»  OriginEntitylD is equal to EntitylD of SG Owner the Service Group if there is OriginEntitylD, OR,
PN GW belongs to same user with SG Owner as meRErin PN Inventory.

* SGID is registered in SG Inventory
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If at least one of above examinations fail, CPN8/&eSHALL send the SGReleaseResponse message FiNIGW
including Result attribute as “2” in case that @QrigntitylD is not equal to EntitylD of SG Owner BN GW does not have
SG Owner as a member of PN, or “3” in case that’5i&8Inot registered in SG Inventory.

If above all of examinations are successful, CPH&& SHALL send SGReleaseNotification messagds 8@ID attribute
to the related PN GWs forming same PN with PNEsrdinding PNGWID in local SG Inventory. CPNS SarHALL set
SGID in Destination ID in common header since tkR8leaseNotification message is delivered to alh®®nber PNEs.

And then, CPNS Server SHALL remove SGIinfo elemer&G Inventory related with this SGID and CPNS 8eSHALL
send the SGReleaseResponse message to the PN @Wseght the SGReleaseRequest message to CPNS. Server

If the Service Group is released due to the OpeRatticy, CPNS Server SHALL send the SGReleaseMatibn message
including SGID attribute to the related PN GWs fargnsame PN with PNEs after finding PNGWID in lo&b Inventory.
Then, CPNS Server SHALL remove SGInfo element gal&G Inventory.

7.7.6  Service Group Owner Transfer

7.7.6.1 PNE

When SG Owner wants to transfer its ownership bewotandidate PNE inside the service group, th®©®%@er SHALL
create SGOwnerTransferRequest message includirgGiie of the original SG owner, and SHOULD inclutie PNEID
of the candidate of next SG Owner recommended éytlginal SG Owner and the reason to transfeossible.

After creating the SGOwnerTransferRequest messge, SHALL send the SGOwnerTransferRequest messagl IGW.

If the new PNE accepts the group ownership , thig Bhall create the SGOwnerTransferResponse messtigaAccept
equal to TRUE indicating the owner transfer is &ssful and should also include with PNEID of thev &5 Owner and
SGID of the new SG Owner.

When the original PNE receives the SGOwnerTrangepRnse message from PN GW with positive confilmnatidicating
the ownership transfer is successful, PNE SHALLaipdts SG Inventory.

When PNE receives SGOwnerChangeNotification mesagePN GW , PNE SHALL update its SG Inventory.

7.7.6.2 PN GW

When PN GW receives the SGOwnerTransferRequestagesscluding the SGID of the former SG Owner freME, PN
GW SHALL send the SGOwnerTransferRequest messaGe S Server.

When PN GW receives the SGOwnerTransferResponssagesrom CPNS Server, PN GW SHALL send the
SGOwnerTransferResponse message to the PNE.

When PN GW receives the SGOwnerTransferResponssagesvith positive confirmation indicating the owsteép transfer
is successful, PN GW SHALL update its SG Inventory.

When PN GW receives SGOwnerChangeNotification ngesf@am CPNS server, it delivers SG Owner Changgfibiation
to member PNEs in the SG, PN GW SHALL update itsli8@ntory.

7.7.6.3 CPNS Server

When CPNS Server receives the SGOwnerTransferReoessage from PN GW, CPNS Server SHALL forward the
SGOwnerTransferRequest message to the candida@®@r based on device capabilities, service detsmnipOperator
Policy of CPNS Server or the recommendation froendtiginal SG Owner. .

When CPNS Server receives the SGOwnerTransferRespnassage with positive confirmation, CPNS SeB¥dhLL
update its SG Inventory and forward the SGOwnerdfieaResponse message to the original SG Owner.

CPNS Server SHALL deliver the SG Owner change iwatibon to member PNEs in the SG.
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When CPNS Server receives the SGOwnerTransferRespnassage with negative confirmation, CPNS S&il L
forward the SGOwnerTransferRequest message to@nmdhdidate SG Owner or forward the SGOwnerTraRsf&ponse
message to the original SG Owner.

7.8 Group Key Management

7.8.1  Group Key creation
 CPNS Server

When CPNS Server receives a SGCreateRequest me€Rd8 Server SHALL create a Group Key and stage th
Group Key.

After CPNS Server creates Group Key, CPNS ServexLlSHeliver a Group Key to all member PNEs in Seevi
Group according to procedures in Section 7.8.5.

7.8.2 Group Key update
 CPNS Server

When CPNS Server receives a SGActionRequest messtigaction = “3” (i.e, SG leave request) from a&mber
PNE or SGActionRequest message with Action ="18.(iSG expel request) from SG Owner, CPNS Servéy_.&H
update a Group Key and store the Group Key.

CPNS Server SHOULD update a Group Key periodicatigt store the Group Key.

After CPNS Server updates Group Key, CPNS Servekl&Hieliver a Group Key to all member PNEs in Seevi
Group according to procedures in Section 7.8.5.

7.8.3  Group Key deletion
* CPNS Server
When CPNS Server receives a SGReleaseRequest mészadSG Owner, CPNS Server SHALL delete a Groap.K
*  PNE
When PNE receives a response message of SGActioeRemessage with Action = “3” (i.e, SG leave rexje

SGActionRequest message with Action ="1" (i.e., &®el request), or a SGReleaseNotification messhgd?NE
SHALL delete a Group Key.

7.8.4 GKDK/GKEK management

If PNE or PN GW supports broadcast based Groupdédiyery, GKDK/GKEK management procedure descrilmeithis sub
section SHALL be supported in PNE or PN GW, respebt.

* PNE

When PNE wants to create or join Service Grougs amvited to Service Group, PNE SHALL send a GKDKRest
message to PN GW in the same PN except in thenfmlipcases.

0 GKDK has been already assigned from the PN GW or

0 PNE detects that the PN GW supports broadcast deeyidelivery
When PNE receives a GKDKResponse message from PNtI@&WPNE SHALL store GKDK.
* PNGW
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When PN GW receives a GKDKRequest message from BiEPN GW SHALL create GKDK for the PNE and store
EntitylD of that PNE.

After the GKDK creation, PN GW SHALL send a GKDKResise message with created GKDK to PNE which sends
the GKDK request.

When SG member PNEs in PN change, PN GW SHALL @pGHKEK.

7.8.5 Group Key delivery
e CPNS Server

To deliver Group Key to SG member PNE(s) in Ser@Geceup, CPNS Server SHALL send a
GroupKeyDeliveryRequest message to PN GW with Gidey

* PNGW

When PN GW receives a GroupKeyDeliveryRequest ngestam CPNS Server, PN GW SHALL send a
GroupKeyDeliveryResponse message to CPNS Server.

After sending a GroupKeyDeliveryResponse messa@PtdS Server, PN GW SHALL choose a transmissiomatet
to deliver Group Key to SG member PNE(s) in PN ,(Unicast, Broadcast or hybrid delivery). If PN Giypports
broadcast based Group Key delivery, PN GW SHALLodeoeither of Unicast, Broadcast or hybrid delivétgw to
select either of Unicast, Broadcast or hybrid delnis out of scope.

In the hybrid delivery, Group Key is delivered tmse SG member PNE(s) by Unicast and is deliveredher SG
member PNE(s) by Broadcast.

If PN GW chooses Unicast or hybrid delivery, PN ®NALL sends a GroupKeyDeliveryRequest message @ithup
Key to each SG member PNE by Unicast. If PAN betweld GW and PNE is not Secure PAN,
GroupKeyDeliveryRequest message is sent via saaasion between PN GW and PNE. Otherwise, the
GroupKeyDeliveryRequest message is sent via SdtAiNe

If PN GW chooses Broadcast or hybrid delivery, PW GHALL encrypt Group Key using the GKEK. After t&oup
Key encryption, PN GW SHALL broadcast a GroupKeyiizalyRequest message in PN with the encrypted GKayp

* PNE

When PNE receives a GroupKeyDeliveryRequest medsagePN GW, the PNE SHALL store Group Key and sand
GroupKeyDeliveryResponse message to the PN GW.

If PNE receives GroupKeyDeliveryRequest messagéroadcast, PNE SHALL decrypt Group Key using ssigned
GKDK before storing Group Key.

7.9 Service/ Content Publication & Discovery

791 General

79.1.1 Service Discovery
ServiceDiscoveryRequest is activated whenever mkede

* immediately after the PN Registration; or

» when the Service Discovery is initiated explici#ly., CPNS user activation and periodical activatio
ServiceDiscoveryRequest/Response provides a meshdaidiscover service and information of Remot&PN

To execute service, CPNS Entity SHALL be able taeee Service Description (i.e., ServiceProfiledr this purpose, the
Service Discovery provides a mechanism to discegerices with or without employing searching coiodit The searching
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condition could be at least one of these attribufasgetID (i.e., PNEID or CPID), UserID, UserNaared/or any arbitrary
text keyword to find out service. Additionally, t&&rvice Discovery provides a mechanism to discegerice based on
Operator Policy combined or not combined with tearshing condition

To create Service Group including Remote PNE antite Remote PNE to be member of Service Group GRNS Entity
SHALL be able to retrieve the information of remé&tetity from CPNS Server using Service Discoverygaedure. The
remote Entity is the PNE which isn’t physically c&tted with requesting PNE and is the member obtemN. For this
purpose, the Service Discovery provides a mechatositiscover Remote PNE related information withptaying
searching condition. The searching condition cdigct least one of these attributes, TargetID, (¢EID or CPID),
UserlD, UserName, PNID and/or any arbitrary texikerd. In this case, CPNS Entity Discovery procedcain be omitted,
as the Service Discovery can cover CPNS Entity ®iscty procedure.

7.9.1.2 ServiceDescriptionAdvertise

ServiceDescriptionAdvertise provides a mechanisnttfe CPNS Server advertises the Service Desaniptiche PNE via
PN GW. ServiceDescriptionAdvertise message is @hiceessage. To prevent spam of Service DescrifgfiBNS Server
advertises the Service Description to appropridtE$according to the criteria (e.g. status and eiséafistics).

7.9.1.3 ServiceDescriptionRegistration

ServiceDescriptionRegistration provides a mecharfigsnthe PNE as content provider and external adrgeovider to
publish its Service Description to the CPNS Sewighh ServiceDescriptionRegistrationRequest/Respomsssage.

7.9.2 Service Discovery
7.9.2.1 PNE

To find out service, the PNE SHALL send a ServiceDiveryRequest message with following parametdnsePNS Server
via PN GW.

» As searching condition(s), DiscoveryDestinatiometat SHALL be included with at least one of followi
parameters.

o TargetID attribute (i.e., PNEID or CPID)
o UserInfo element with UserID attribute or UserNaattgibute or both
o Keyword element

» ContentinfoRequest attribute SHOULD be includeththicate if content related information is requedste not.

Note: The definition of content related informatidepends on content/service provider and out gfesod CPNS
Enabler.

0 Set the value equals to TRUE to indicate that admidated information is requested

0 Set the value equals to FALSE to indicate that INES not want to receive any content related
information

To find Remote PNE related information, PNE SHAIldnd the ServiceDiscoveryRequest message to CPNS8rSea PN
GW including below.

» As searching condition(s), DiscoveryDestinatiomeat SHALL be included with at least one of follogs
parameters.

0 UserInfo element with UserlD attribute or UserNaatigibute or both
o0 PNID attribute

o Keyword element
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Upon receiving the ServiceDiscoveryConfirmationResfifrom PN GW, the PNE SHALL send the
ServiceDiscoveryConfirmationResponse with Resutlhée allowing or denying to access to PN Informajito the CPNS
Server via PN GW.

When PNE receives the ServiceDiscoveryResponseagessom PN GW, the PNE can invoke service as ddfin
Service/Content delivery signaling procedure or stamt to create Service Group including Remote AhVte the Remote
PNE to Service Group considering proper PN or Rihfrom public PN GW.

7.9.2.2 PN GW
Upon receiving the ServiceDiscoveryRequest mesgagePNE, the PN GW SHALL forward the message tiNGFServer.

To find Remote PNE related information, PN GW SHA4énd the ServiceDiscoveryRequest message to CBNSrS
including below.

» As searching condition(s), DiscoveryDestinatiomeat SHALL be included with at least one of follogs
parameters.

o UserInfo element with UserID attribute or UserNaattgibute or both
o PNID attribute
o Keyword element

Upon receiving the ServiceDiscoveryConfirmationResjfrom CPNS Server ,

« If the final destination of the message is the AN,&e PN GW SHALL send back the
ServiceDiscoveryConfirmationResponse message vésulR(either allowing or denying to access to PN
Information).

» If the final destination of the message is PNE,RhNeGW SHALL forward ServiceDiscoveryConfirmationiResst
message to the PNE.

Upon receiving the ServiceDiscoveryResponse medsageCPNS Server, the PN GW SHALL forward the naggsto
PNE in case PNE initiates ServiceDiscoveryRequest.

7.9.2.3 CPNS Server

7.9.23.1 Overall procedure

Upon receiving the ServiceDiscoveryRequest with EN& PNID or UserID in DiscoveryDestination elenethe CPNS
Server SHALL perform PN Inventory access contra@dshon Disclosure and OwnershipEntity attribute.

If the value of Disclosure attribute is

» 1: the CPNS Server SHALL send back the ServicalVisyResponse with Result set to FALSE and Reasgn (
Access Denied) to the PNE via PN GW.

» 2:the CPNS Server SHALL send back the ServiceDsgdResponse with matched information (See section
7.9.2.3.2) in PN Inventory to the PNE via PN GW.

e 3:the CPNS Server SHALL forwards ServiceDiscovamyfrmationRequest message with UserID or PNID or
PNEID to the CPNS Entity which is indicated by OwsiepEntitylD attribute.

Upon receiving ServiceDiscoveryConfirmationRespamessage from the PN GW,

» If Result in the message is FALSE, the CPNS Se8#ALL send back the ServiceDiscoveryResponse withuR
set to FALSE and Reason (e.g., Access Deniedet®MNE via PN GW.

« If Result in the message is TRUE, the CPNS Serkil$ send back the ServiceDiscoveryResponse witkchead
information (See section 7.9.2.3.2) in PN Inventmryhe PNE via PN GW.
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7.9.2.3.2 Searching relevant information and assembling response message
To find service or Remote PNE related informatiGRNS Server SHALL perform following.
In case the ServiceDiscoveryRequest message cemaigearching condition,

* And there are Operator’s policies, the CPNS SeBkALL find the Service Description based on polfeyy.,
Operator Policy).

* And there are no Operator’s policies, the CPNS &e®HALL send the ServiceDiscoveryResponse witlhall
available Service Descriptions to the PNE via PN.GW

Note: The definition and procedure of managing.(eapistering, updating, and so on) the Operattici?is out of scope of
CPNS Enabler.

In case the ServiceDiscoveryRequest message cemstaamching condition,

» And there are Operator’s policies, the CPNS Se®¢phLL perform searching based on the searchingitiondand
on the policies and composes search result andsahkdthe ServiceDiscoveryResponse with the Service
Description to the PNE via PN GW.

* And there are no Operator’s policies, the CPNS&e8HALL perform searching based on the searcbimglition
and composes search result and send back the &eistoveryResponse with the Service DescriptichhécPNE
via PN GW.

When the searching condition is an arbitrary téheé, CPNS Server SHALL finds the Service Descriptigth the text for
partial match. Partial match refers to matchingeyfword value with values in Service Descriptiorfital the match that
begins with, contains or ends with the keyword ealu

In case the ServiceDiscoveryRequest message cer@aimentinfoRequest with value of TRUE, then CF¢8/er SHALL
respond with content related information from tleev&e Description to the PNE via PN GW.

Note: The definition of content related informatidepends on content/service provider and out gfesod CPNS Enabler.
In result, the mechanism for the CPNS Server terfibnly content related information from ServicesPription is also out
of scope of CPNS Enabler.

The ServiceDiscoveryResponse SHALL contain follayyrarameter sets.
* Result attribute SHALL be set as “TRUE”".

» Targetinfo element(s) SHALL be included with follmgs if CPNS Server finds out matched Target supmpr
services

o TargetlD SHALL be included. If the Target is PNEr@etID is PNEID. If the target is external content
provider, TargetID is CPID.

o TargetName attribute SHOULD be included. Namelaitg indicate Name of PNE or external content
Provider hosting the service with the matched Seriiiescription.

0 Active attribute SHALL be included if the Targeti®PNEID.

o UserInfo element SHOULD be included if Disclosuteilute is ‘2’'(Open) or with the confirmation (i,e
ServiceDiscoveryConfirmationResponse) from CPNStdesignated by OwnershipEntitylD.

0o PNID element SHOULD be included if Disclosure dititie is ‘2’(Open) or with the confirmation (i.e.,
ServiceDiscoveryConfirmationResponse) from CPNStEmtith OwnershipEntitylD.

0 ServiceProfile element SHALL be included if Targfetis PNE ID and Disclosure attribute is ‘2’(Opeor)
with the confirmation (i.e., ServiceDiscoveryConfationResponse) from CPNS Entity designated by
OwnershipEntitylD. If the TargetID is CPID then SeeProfile SHALL be included, composed from
CPNS Profile stored in CPNS Server.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-CPNS_Core-V1_0-20121023-A Page 137 (244)

*  PNinfo element(s) SHALL be included if CPNS Serfirds out Remote PNE information and if Disclosure
attribute is ‘2'(Open) or with the confirmationdi, ServiceDiscoveryConfirmationResponse) from CENXfty
designated by OwnershipEntityID.

When no match with searching condition is founéntthe CPNS Server SHALL send the ServiceDiscovespBnse with
no Targetinfo element and Result attribute “FALS&the PNE via PN GW.

The detail searching process is out of scope of €EMabler, but to only describe the CPNS Enablecifip searching
framework.

» In Remote PNE case where PNE is the content prouite Service Description as ServiceProfile iduded in PN
inventory stored in CPNS Server.

» In external content provider case where the Extdentty is interfaced with CPNS Server, the Seevizescription
of the provider is stored in the form of CPNS Hmoiin CPNS Server.

To search for matched text, CPNS Server SHOULDgs®both Service Description forms (i.e., ServioéRrin PN
Inventory and CPNS Profile).

To assemble the ServiceDiscoveryResponse with @eBescription, following MAY need to be taken irtmnsideration.

* In Remote PNE case where PNE is the content prowuide ServiceProfile is included in PN InventoFje
consideration is for such case where single PNE, @Gontent provider) registered in multiple PMg CPNS Server
SHOULD make sure of no duplicated ServiceProfilsted by the same PNE be returned.

7.9.3 Service Discovery Advertise

7.9.3.1 CPNS Server

When CPNS Server receives Service Description #atarnal content provider through ServiceDescripiieigstration, the
CPNS Server MAY send ServiceDescriptionAdvertisssage including relevant Service Description to REPN GW.

The ServiceDescriptionAdvertise message SHALL darftalowing parameter sets.

» ZoneBasedServiceSupport attribute MAY be includetT&® UE” if the purpose of this service is for zdmesed
service.

¢ CPInfo element SHALL be included.

0 CPID attribute SHALL be included. CPID attributelicates ID of external content provider hosting the
service.

o0 CPName attribute MAY be included for name of exé¢éontent provider.

»  ServiceProfile element SHALL be included.

For Zone Based Service, the CPNS Server SHALL dem&erviceDescriptionAdvertiseService messagedd®N GW
which supports Zone Based Service with followingapaeter retrieved from PN Inventory. PN GW SHALLvadise the
Service Description to the PNE. If the ServiceDggitmAdvertisemessage from CPNS Server indicaiesdre the Service
Description, the PN GW SHALL store the Service Dgsion.

e ZoneBasedServiceSupport attribute MAY be includeT&RUE” to indicate if PN GW need to store theewed
Service Description.

7.9.3.2 PN GW
When PN GW receives the ServiceDescriptionAdverigssage, the PN GW SHALL forward the messageet® ME.

For Zone Based Service, PN GW SHALL advertise thwiSe Description to the relevant PNE. If the
ServiceDescriptionAdvertisemessage from CPNS Sémdérates to store the Service Description, theGA SHALL store
the Service Description. In case the ServiceDeoripdvertise message includes an indication, Zase8ServiceSupport
and the value is “TRUE” then the PN GW SHALL sttine received Service Description.
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7.9.3.3 PNE

By receiving the ServiceDescriptionAdvertise, tidEcan invoke service as defined in Service/Condelivery signaling
procedure.

7.9.4  Service Description Registration

The Service Description Registration provides almasm where PNE acting as content provider oreateontent
provider hosting the service publishes the Seriiescription to the CPNS Server.

PN Management procedure is responsible for regjstraf Service Description in case of PNE actisgcantent provider
publishes the Service Description. The detail dpon can be found in section 8.6.

In addition, after initial registration, to publi§ervice Description (i.e., ServiceProfile), PNE=g as content provider
MAY publish the Service Description using ServicebPeptionRegistrationRequest message. For theafasdernal content
provider publishing the Service Description (i®erviceProfile information set for the CPNS Seteecreate CPNS Profile),
the ServiceDescriptionRegistrationRequest can itizadt.

7.9.4.1 PNE

The case where PNE acting as content provider pulhes Service Description after PN establishment

To publish Service Description (i.e., ServicePm)filo the CPNS Server, PNE SHALL send the
ServiceDescriptionRegistrationRequest messagefallhwing parameter sets.

» PNID attribute to designate the target PN Inven®iHALL be included.

* PNEID attribute to designate the target PNEInfo $HAe included.

» ServiceProfile element SHALL be included.

» Disclosure attribute SHALL be included.

e OwnershipEntityID SHALL be included if the value Bfsclosure is “3” (i.e. selective)

By receiving the ServiceDescriptionRegistrationRerse message from PN GW, the PNE acknowledge st iff service
description registration.

7.9.4.2 PN GW

The case where PNE acting as content provider redgss Service Description

When PN GW receives the ServiceDescriptionRegistiRequest message from PNE, the PN GW SHALL foivihe
message to the CPNS Server.

When PN GW receives the ServiceDescriptionRegistiResponse message from CPNS Server, the PN GW.ISHA
forward the message to the PNE.

7.9.4.3 CPNS Server

The case where PNE acting as content provider puklies Service Description

Upon receiving the ServiceDescriptionRegistratiomirest message from PN GW, the CPNS Server reptlaees
ServiceProfile of target PNE Info in relevant PNéntory.

After updating the PN Inventory, the CPNS Serveidsethe ServiceDescriptionRegistrationResponseageds the PNE
via PN GW.

The case where external content provider publisheService Description
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Upon receiving the ServiceDescriptionRegistratiomirest message from external content provider, BldSServer creates
and stores the CPNS Profile. The ServiceDescriRgistrationRequest message SHALL have CPID at&iand
ServiceProfile element and MAY have CPName attebut

If the CPNS Profile of the requesting external eanfprovider is already stored, identified by CPilte CPNS Server update
or replaces the existing CPNS Profile with receietvice Description.

* CPNS Server SHALL send the ServiceDescriptionReggisnResponse message to the external contentprov
including Result attribute.

7.10 Service / Content Delivery

The Service/Content Delivery procedure facilitadtes delivery of service/content.
Service/Content Delivery is activated when the Be/Content Delivery is initiated explicitly e.gvjth user interaction.

Based on specific policies pre-configured in theNSRserver by Operators, content providers or uleesdelivery which
violates any of these specific policies SHOULD bhetdelivered. These specific policies SHOULD beatidetween CPNS
Entities. How to set and share this policy is dugampe.

By performing the Service Discovery procedure,RINE receives the Service Description, which cost&arviceProfile,
CPNS EntitylD or CPID hosting application, and $o o

7.10.1 PNE

To execute a specific operation, the PNE SHALL stredinvokeRequest message to the CPNS ServelviaW with
following parameter sets.

» SGID attribute MAY be included to identify the gmof services for specific service. This attribigeised only if
the specific service is part of a service group.

» ServicelD element SHALL be included to identify\gee.

o0 Operation attribute SHALL be included. Operatiotmilatite is for the operation name specific to each
service.

* InputParameterList element SHALL be included. IifarameterList contains the argument for the service
invocation.

o Parameter element(s) MAY be included, which canmgyargument value.
= Name attribute SHALL be included to indicate theneaof argument for the service invocation.
= DataType SHALL be included to indicate the dataetgp argument value.

In case of Remote PNE connection where PNE is@etina content provider, upon receiving the Invaakst from PN
GW, the PNE sends back the InvokeResponse to th@\WNvith following parameter sets.

* Result element SHALL be included to indicate resiilinvokeRequest. The value TRUE indicate succtsgfrvice
invocation and the value FALSE indicate for somasom the service invocation is failed.

» Reason element MAY be included. The element isushell when the Result is FALSE.

» OutputParameterList element MAY be included. Tharant contains the return value for the servicegation if
available.

o Parameter element(s) SHALL be included, which ctreyreturned value.

= Name attribute SHALL be included to indicate thenezof returned value for the service
invocation.

By receiving the InvokeResponse, the requesting RMNEPNE request the service invocation) acknogéetie result of
InvokeRequest. The requesting PNE can performhanaiervice invocation utilizing the operation @ehich is the Applinfo,
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carried in ServiceDiscoveryResponse) and applinaecific value (which is the OutputParameterldatried in
InvokeResponse).

7.10.2 PN GW

Upon receiving the InvokeRequest from PNE, the RM f8rwards the message to the CPNS Server.

Upon receiving the InvokeRequest from CPNS SeitherPN GW forwards the message to the PNE actigm@tent
provider.

Upon receiving the InvokeResponse from PNE actsgaatent provider, the PN GW forwards the messagiee CPNS
Server.

Upon receiving the InvokeResponse from CPNS SethierPN GW forwards the message to the requestitig(fhe PNE
requesting the service invocation).

7.10.3 CPNS Server

Upon receiving the InvokeRequest, the CPNS SerM&L% forwards the message to the external conteowiger based on
the received CPID (i.e., ID of external contentyider).

In case of Remote PNE case where PNE is actingraemt provider, upon receiving the InvokeRequikst, CPNS Server
SHALL forwards the message to the PN GW based emdbeived CPNS EntitylD (i.e., PNEID of contermider).

Upon receiving the InvokeResponse, the CPNS S&Mél_L forwards the message to the relevant PN GW.

7.11 Zone Based Service

7.11.1 General

The Zone Based Service facilitates the content pastice with CPNS enabler.

When the PNE comes to the Zone, by performing tAB € Entity Discovery & PN Registration functionetBNE is
discovered by the PN GW and registered in the Riritory of the CPNS server without the initial regufrom PNE or
input from the user.

7.11.2 PNE

Only by setting to reply on the PN GW'’s periodiassh, a PNE can be pushed the contents or thecsatescription
information.

When the PNE comes to the Zone, the PNE will baddoy PN GW by using periodic search describedppehdix C.

After receiving the EntityDiscoveryRequest message the PN GW, the PNE SHALL send EntityDiscoveegRonse
message to the PN GW as described in section 7.2.

After receiving the PNSetupeRequest from the PN @& PNE SHALL send PNSetupeResponse message RNIGN as
described in section 7.6.

» The Return attribute SHALL be set
o 1for OK.

o 2 for Failure, indicating that PNE is not capabi@andling the request.

7.11.3 PN GW

If the PN GW acts as Zone PN GW, the PN GW SHALqren periodic search described in Appendix C.
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After finding a PNE by periodic search, the PN GWARL send EntityDiscoveryRequest message to the BblHescribed
in section 7.2.

After receiving the EntityDiscoveryResponse mesdega the PNE, the PN GW SHALL send PNSetupRegmestsage to
the PNE as described in section 7.6.

After receiving the PNSetupeRsponse from the PNEthe value of Return attribute is “1”, the PN G\WA_L send
PNSetupRequest message to the CPNS Server ashdédscrisection 7.6, and the Zonebasedservicesuatiobute SHALL
be set as “1”.

After receiving the ServiceDescriptionAdvertise sage from CPNS Server, PN GW SHALL store that $eridescription
if the ZoneBasedServiceSupport attribute is “1'teAthat, PN GW SHALL check if the target PNE isigable for the
service based on PN Inventory. If the PNE is atgldor the service, the PN GW SHALL send that 8rDescription to
the PNE by using ServiceDescriptionAdvertise messeggdescribed in section 8.8.

In the case that the PN GW already has a storedcBdpescription, which had been delivered from@rRNS Server
beforehand, the PN GW SHALL send the Service Dp8ori Advertise to the PNE without receiving thegee
Description Advertise from the CPNS Server again.

7.11.4 CPNS Server

Upon receiving the PNSetupRequest message from\RINtkie CPNS Server SHALL send PNSetupResponse gessa
PN GW as described in section 7.6.

The CPNS Server SHALL generate the ServiceDesoripiivertise message according to format of CPNSskligs in
section 8 when the CPNS Server wants to advertiséce to a Zone. The CPNS Server

SHALL include CPNS EntitylD or CPID (see the Prejihosting the discovered service in Name attrute

2. SHALL set ZoneBasedServiceSupport attribute agf‘ttie PN GW need to store the Service Descriptitich is
received from this message, otherwise the ZoneEssseiteSupport attribute SHALL be set as “0”.

3. SHALL include the target CPNS metadata (See seétibd) in element ServiceProfile

7.12 Device Capability

7.12.1 Device capabilities Query

A CPNS Server SHOULD send Device capabilities Qureguest to PNE and PN GW to retrieve informatibdavice
capabilities of PNE, and PN GW, respectively. Deviapabilities Query Response is accordingly respdmand sent from
PNE and PN GW back to CPNS Server.

The procedure SHALL be applied when the deviceslidifies information is required.

Subsequent Device Capabilities Change Notifica8BfOULD be triggered by a device capability charmmye;scheduled or
requested from CPNS Servers from PNE and PN GWy ¢éinee when there is a device capability changBNE and PN
GWs.

7.12.2 DPE

CPNS enabler MAY support interaction with OMA DREntify device capabilities of PNE and PN GW Hitinteraction
is supported, the PNE and PN GW SHALL support tieemanism for device capability notification as sfied in OMA
DPE. PNE and PN GW initially SHALL notify their capilities during the PN setup phase. Subsequeriteleapability
notification will be triggered by a device capatyilchange, pre-scheduled or requested from theserv

PNE and PN GWs can act as DPE clients to notifftR& Server on device capabilities of PNEs and RMWCDPE server
would notify the CPNS Server every time there wdagda device capability change.
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7.13 Status Management

7.13.1 General

The Status Management provides a mechanism toghulgibllect, subscribe and notify the status of RIN&E PN GW.

Each message in Status Management SHALL be forchate€PNS Messages. The format of each messadpe daand in
section 8.11.

7.13.2 Service Status Publication

The status information is published by target CRNfy (i.e., PNE or PN GW) or PN or device whiatids the status
information for collection and notification trigget by the status changes.

The status information is published to CPNS Seavef stored in the CPNS Server.

7.13.3 Status Subscription and Notification

To be notified of status changes, the watcheraitistSHALL subscribe to the CPNS entity statusrinfion notification.

The PNE sends a StatusSubscribeRequest messageangttID (i.e., PNEID, PNGWID, PNID) for event isgation into
the CPNS Server. Receiving the message the CPN8rSegisters the event and sends back the StdissfueResponse
message to the PNE via PN GW.

When the registered event occurs, the CPNS SeWALE send a StatusNotify message with TargetID atadus
information, which is StatusVariable (See CPNS etz format in section 5.10) associated with Tayts the PNE the
watcher via PN GW.

Subscription duration is set in the StatusSubsB#ogiest message. The subscription should be rdleasematically when
the duration expires. The subscription can be sel@&xplicitly by sending the StatusSubscribeRequessage with zero
subscription duration time.

The PNE the watcher of status SHOULD send the StathscribeRequest message with TargetID to the CFax\r to
keep subscription.

7.13.4 PN /PNE Inactive Status Management

If there is a disconnection between PN GW and RiNiEdre part of the same PN, which is not a teargd?N but a
sustained PN, PN GW SHALL notify the CPNS Sernsou this disconnection and also MAY notify the neoted PNEs
belonging to the same PN if the Sharing attribsiteet as “1”(Shared).

7.13.4.1 PNE

When PNE is disconnected with PN GW forming PN, PMHALL set Active attribute “FALSE” of PNInfo elemein local
PN Inventory.

When PNE receives the StatusNotify message fronG®Nin case Sharing attribute is “1”(Shared) in PMentory, PNE
retrieves the TargetID attribute for disconnect®tERN the message and set Active value as “FAL®IEUisconnected
PNE’s PNEInfo element in local PN Inventory of theteiving PNE..

7.13.4.2 PN GW

When PN GW is disconnected from PNE forming PN i&tigere are still other connected PNEs formingRiNg PN GW
SHALL create the StatusPublicationRequest messadieding below sub attributes. In case of Sharitgoate “1”
(Shared) in PN Inventory, PN GW SHOULD create thaisNotify message including below sub attribatesvell.

e TargetlD attribute SHALL be inserted with PNEID fdisconnected PNE.

» Active attribute SHALL be inserted with “FALSE”
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After creating message, PN GW SHALL send the SRatbicationRequest message to CPNS Server and PISIBQULD
send StatusNotify messages to PNEs forming the $ane

When PN GW receives the StatusPublicationResporessage from CPNS Server, PN GW SHALL update thelPiNE
element with Active attribute as “FALSE” in locaNRnventory. If there are no other PNEs in the s&iNewhere the
disconnected PNE belonged to , PN GW SHALL updatinf element with Active attribute as “FALSE” indal PN
Inventory.

7.13.4.3 CPNS Server

When CPNS Server receives the StatusPublicatiord&quessage from PN GW, CPNS Server SHALL updatel i
element related with this TargetID with Active ditrte in local PN Inventory. If all of PNEs in PXeanactive, CPNS
Server SHALL update Active attribute as “FALSE"PNInfo element of local PN Inventory. CPNS ServeA&L send the
StatusPublicationResponse message to PN GW.

7.13.5 PN/PNE Active Status Management
After repairing physical connection, PN GW can aesthe PN service using notification message vattonnected PNE.

7.13.5.1 PNE

When PNE is reconnected with PN GW forming PN, PIALL set Active attribute as “TRUE” of PNInfo elemt in
local PN Inventory

When a PNE is reconnected to a PN part of whichRINE was before, other PNEs within the same PNradeive the
StatusNotify message from PN GW in case of Shattripute is set as “1"(Shared). These PNEs wiligge the TargetID
attribute for the reconnected PNE from StatusNatiBssage and SHALL set Active value as “TRUE” fsrannected
PNE’s PNInfo element in local PN Inventory.

7.13.5.2 PN GW

When PN GW detects that PNE is reconnected to RNfahere were other connected PNEs forming tiNsaRd Sharing
attribute set as “1” (Shared) in PNInfo InventdP}y GW SHOULD send the StatusNotify message to atiedePNES in
that PN including below attributes:

e TargetlD attribute SHALL be inserted with PNEID f@connected PNE.
» Active attribute SHALL be inserted with “TRUE”"

After sending the StatusNotify message, PN GW SHAtgate the StatusPublicationRequest message afdLS#¢nd it to
CPNS Server including below attributes.

e TargetlD attribute SHALL be inserted with PNEID faconnected PNE.
» Active attribute SHALL be inserted with “TRUE”

When PN GW receives the StatusPublicationRespoessage with Status attribute “TRUE” from CPNS SerP&l GW
SHALL update the PNInfo and sub PNEInfo elementeabnnected PNE with Active attribute as “TRUE'HN Inventory.
If there is at least one connected PNE formingfiNs PN GW SHALL update PNInfo element with Actattribute as
“TRUE” in local PN Inventory.

NOTE: PN GW can send the StatusPublicationRequessage to CPNS Server before sending the StatfigNmssage to
PNEs. After receiving the StatusPublicationRespdrmsa CPNS Server, PN GW can send the StatusNotédgsage to
PNEs and then PN GW can update PN Inventory in.loca
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7.13.5.3 CPNS Server

When CPNS Server receives the StatusPublicationgg¢guessage from PN GW, CPNS Server SHALL updatef@N
element and sub PNEInfo element related with thigg@tID with Active attribute as “TRUE” in local PIRventory, and
then CPNS Server SHALL send the StatusPublicatispBese message with Status attribute “TRUE” to RM. G

7.14 Usage Statistics

7.14.1 Usage statistics collection

After content delivery to a PNE the applicationitgnon the PNE side can collect the informatiorusége statistics of this
content. This information can be aggregated ieport which could be sent to the PNE and forwatdetie PN GW and
CPNS Server.

Usage statistics collection applies to the PNEtherreceiving sideonly.

The message name for reporting usage statistitiseoserver side is AppServerUsageStatsReport vduiotains the
following parameters: AppServerID, StatsReportMgs#ia and UsageStatsData.

The massage name for reporting usage statistitiseoRNE side is AppPNEUsageStatsReport which amsithe following
parameters: AppPNEID, StatsReportMessagelD, PNENIGWID and UsageStatsData

Application entity on the server side can alsoamilthe usage statistics information and aggreigaaeeport which will be
sent to the CPNS Server.

7.14.2 Usage statistics reporting

The reporting of usage statistics information tdNSPServer can be done by the application entittherserver side as well
as by the application entity on the PNE side. ®porting of this information on the server side bardone via CPNS-4
interface, while on the PNE side can be done vibl&B interface.

PNE SHALL be able to combine a number of receiveabe statistics reports and forward to the PN G\haasof one
message.

The frequency of usage statistics information répgrdepends on service provider policies and ptesshedules
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8. CPNS message

8.1 General Consideration

This section describes message containing sub ateraad sub attributes.

In message element table, “E” means element andif@dns attribute. If the Type of element is emptyeans that the
element has not value but sub attributes.

The basic message formats are
* “~Request” and “~Response” pair for a two way teati®n
» “~Notification” for one way transaction.

The request, response and notification messaged SHAve MsgID attribute to specify messages to sujpgeveral
messages sending in a device. The response medldagd. have RequestlID attribute to specify this @sgpe message is
related with which request message.

8.1.1 Common parameter set

For CPNS V1.0 transport protocol binding specifimatis out of scope but specify the list of messpgemeter necessary
for each message.

This section describes the parameter set whicbrigon to all CPNS messages.
Followings are the principle of common parametéfaeCPNS message.

» For the purpose of specifying the adjacent CPN&\Efirough which the CPNS message will go, CPN@mmn
parameter set SHALL contain TargetlD.

»  For the purpose of specifying the end to end rgupath, CPNS common parameter set SHALL containmc@dD
and DestID which indicate the source and finalidatibn of the CPNS message.

0 CPNS common parameter set MAY contain Route pamnfs¢tunder DestinationRoute if the intermediate
route entities are known to the CPNS message atigjir{fSource parameter).

* CPNS common parameter set MAY contain TraceRouenvdesignated by the CPNS message originator (Sourc
parameter). Each CPNS Entity SHALL append its olvifds value of Route parameter).

* CPNS common parameter set SHALL contain MsgID patanto distinguish a CPNS message dialog withrethe

» CPNS common parameter MAY contain MsgType parantetdesignate specific transport protocol related
behavior (e.g., HTTP Client and Server. See Appe@di

Following table shows the parameter set commoti ORNS messages.

Parameter name | Cardinalit T Data type Description
y
TargetID 0.1 E String ID of adjacent CPNS Entityough which the CPNS

message will go traverse to the destination, PMIZGID

Only if TargetlD and DestID are the same, this elatrwill
be omitted.

SourcelD 1 E String ID of CPNS Entity which is tiwéginator of the CPNS
message
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Destination

String

Destination element for eménd CPNS message routing
path

Its sub-element is

+ DestinationRoute

e DestlD

DestinationRoute

0.3

In case the intermedR®lS Entities to the destination
CPNS Entity (Dest) are known to the originating (GPEhtity
(Source) and to specify the routing path to thdidason, the
CPNS Entity assembles the CPNS message with npDdt
element but also DestinationRoute element(s).

Its attribute is

« DestinationRouteEntity

DestinationRoute
Entity

String

ID of intermediate CPNS Entity for eradend routing path to
destination CPNS Entity (Dest)

DestID

String

ID of CPNS Entity, PNID or Swhich is the final
destination of the CPNS message

In case the Route element(s) is not known to tierating
CPNS Entity (Source), the CPNS Entity assembles the
Destination element with Dest element only.

TraceRoute

0.1

String

To trace the routing patihe destination CPNS Entity
(Dest), PNID or SGID, the originating CPNS Enti§ofrce)
SHOULD include the TraceRoute element.

Its sub-element is

¢ Route

Route

1.4

With TraceRoute element, each CPMNByESHALL append
its EntityID into the Route element.

In case of no TraceRoute element is designatetidoy t
originating CPNS Entity (Source), the Route elen®AALL
not be included.

Its attribute is

«  EntitylD

EntitylD

String

ID of intermediate CPNS Entifiyr the purpose of tracing
intermediate CNPS Entity on the end to end routiat to
destination(Dest)

MsgID

String

Unique ID to distinguish the meags&rom other messages.
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ID schema is based on service provider and outages of

CPNS V1.0.
MsgType 0.1 E String Indicating the type of message;
“Advertise” or “Request” or “Response
Encrypted 0.1 E Boolean Indicates if the paylofthe CPNS message (i.e., all the
elements and attributes except for common parasjeter
encrypted.
If the payload is encrypted, CPNS Entity can skijntlude
this element in the message.
Table 6 Common CPNS message parameters
8.2 UserlD and Password Registration
Message Implementation Direction
ID_PWD Registration Request Message Conditional| PN GW - CPNS Server
ID_PWD Registration Response Message Conditional| CPNS Server- PN GW

If PN GW is running on device which does not suppautual authentication using USIM (or GBA), PN Gldles not need
to proceed with ID_PWD Registration Request/Respdngssage.

If CPNS Server does not support mutual authentinaising USIM (or GBA), CPNS Server does not neeslipport
ID_PWD Registration Request/Response Message.

8.2.1 ID_PWDRegistrationRequest Message
Element Cardinality T Data Type Description
ID PWD R | 1 E Its sub elements are:
egistration_
Request e UserlD
e Password
e UserDescription
UserlD 1 E String UserlD that CPNS User wants t. 0his element is empty (i.e.,
<UserID/>), if CPNS User requests CPNS Server ¢ater UserID.
Password 1 E String Password that CPNS User wantset This element is empty (i.e.
<Password/>), if CPNS User requests CPNS Servaetie
password.
UserDescrip| 0...1 E String User information such as name andaigt®on number. This

tion

element may be filled according to the Operatordyol

Table 7 Information elements in ID_PWD RegistrationRequest Message

8.2.2 ID_PWDRegistrationResponse Message
Element Cardinality T Data Type Description
ID PWD R |1 E Its attribute is:
egistration

+ Status
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Response

Its sub elements are:

e UserlD

 Password

Status

Integer

The status of success or fail.
1 — Success
2 — Fail, UserID CPNS User requests to use is djreaed
3 — Fail, UserID CPNS User requests to use is ag#ie policy for
UserlD (e.g., UserlD is too long)

4 — Fail, Password CPNS User requests to use isshaghe policy
for password (e.g., password is too short)

5 — Fall, failed due to unknown reason.

UserlD

String

UserlD that is registered WitANS Server. In case of registratio
failure, this element is empty .

Password

String

Password that is registefdd@PNS Server. In case of
registration failure, this element is empty.

8.3

Table 8 Information elements in ID_PWD RegistrationResponse Message

ID & Password Installation

Message Implementation Direction
ID_PWD Installation Request Message Conditional | PN GW - PNE
ID_PWD Installation Response Message Conditional| PNE —~ PN GW
8.3.1 ID_PWD Installation Request Message
Element Cardinality T Data Type Description
ID PWD R |1 E Its sub elements are:
equest
e UserlD
» Password

UserlD 1 E String UserlD that was already registénethe CPNS Server through th
Id & Password Registration. This element contaames User 1D
and to be installed to PNE.

Password 1 E String Password that was alreadyteegisin the CPNS Server through
the ID & Password Registration. This element corggiame
Password and to be installed to PNE.

Table 9 Information elements in ID_PWD_ InstallationRequest Message
8.3.2 ID_PWD Installation Response Message
Element Cardinality T Data Type Description

Subscription | 1 E Its attributes are:

_Registratio

n_Response +  Status

Status 1 A| Integer The status of success or fail.
1 — Success
2 — Fall, ID & Password Installation is failed.

Table 10 Information elements in ID_PWD_Installaticn Response Message
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8.4 EUKey Assignment

This subsection provides format of the messagesssecy for EUKey assignment for PNE and PN GW.

Message Implementation Direction
EUKey Assignment Trigger Message Conditional PN GW - PNE
EUKey Assignment Request Message Mandatory PNE - PN GW
PN GW - CPNS Server
EUKey Assignment Response Message Mandatory CPNS Servers PN GW
PN GW - PNE
EUKeyAssignmentNotification Message Conditional PN GW - PNE

NOTE: EUKeyAssignmentTrigger Message is mandatoRNE does not have enough Ul capabilities forritiisg UserlD

and Password.

8.4.1 EUKeyAssignmentTrigger Message

Element Cardinality T Data Type Description
EUKeyAs_S| 1 E Its attributes are:
gnmentTrigg
er + UserlD
Its sub-elements are:
e Trginfo
UserlD 1 A String UserID of CPNS User who owns bttt GW and PNE
Trglnfo 1 E EUKey Assignment Trigger information
Its sub attributes are
*  RANDpnew
« Time
* Authinfo
RANDppnew | 1 A Integer RANDR\cw is a random number generated by the PN GW
Time 1 A String Time is the current time as meagurgthe PN GW
Authinfo 1 A String Authinfo is a Hash ( AuthDatavhere AuthData = Hash( Passwq
) | Nonce | Time

Table 11 Information elements in EUKeyAssignmentTryger Message

8.4.2 EUKeyAssignmentRequest Message

Element Cardinality T Data Type Description
EUKeyAssi | 1 E Its attributes are:
gnmentRequ
est + UserlD
e EntitylD

rd
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Its sub-element is:

PNS

* Reqinfo
UserlD 1 A String UserID of CPNS User who owns asignee PNE/PN GW
EntitylD 1 A String EntitylD of an assignee PNE/BW
Reqinfo 1 E EUKeyAssignmentRequest information
Its sub attributes are
* RAN DAssig nee
« Time
¢ Authinfo
RANDAssig | 1 A Integer RANDsigneeis @& random number generated by the assignee CH
nee Entity (i.e., PNE or PN GW)
Time 1 A String Time is the current time measurgdhe assignee CPNS Entity
(i.e., PNE or PN GW)
Authinfo 1 A String Authinfo is a Hash ( AuthDatavhere AuthData =
Hash( Password ) | RANRginee| Time
Table 12 Information elements in EUKeyAssignmentRegest Message
8.4.3 EUKeyAssignmentResponse Message
Element Cardinality T Data Type Description
EUKeyAssi | 1 E Its attributes are:
gnmentResp
onse + Result
* UserlD
« EntitylD
Result 1 A | Integer The Result of success or fail.
1 — Success
2 — Fail, User authentication fails
3 — Fail, Other reasons
UserID 1 A | String UserID of CPNS User who owns asignee PNE/PN GW
EntitylD 1 A | String EntitylD of an assighee PNE/BW
Reslinfo 1 E EUKeyAssignmentResponse information
Its sub attributes are
M RANDSVR
 EUKey
 Temporary Key
RANDgyr 1 A | Integer RANR\r is a random number generated by the CPNS Server
EUKey L.n A | String Encrypted EUKey that is encrypted by the KEK
'(Ie';,-mporaryK 0.1 A | String Key used for ensuring the security between PNERM®GW in the

case of underlying network does not support s@ficsecurity
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‘ mechanism.

Table 13 Information elements in EUKeyAssignmentRgmonse Message

8.4.4 EUKeyAssignmentNotification Message
Element Cardinality T Data Type Description
EUKeyASS'. 1 E Its attributes are:
gnmentNotif
ication « UserlD
» EntitylD
» EUKey
UserlD 1 A | String UserID of CPNS User who owns asignee PNE/PN GW
EntitylD 1 A | String EntitylD of an assighee PNE/BW
EUKey 1 A | String Encrypted EUKey that is encrypted by the Tempokaey

Table 14

Information elements in EUKeyAssignmentNiifiation Message

8.5 CPNS Entity Discovery

A device which has the initial Mode following thefahition of Entity Mode in section 5.2 can stdretentity discovery to

recognize the Mode of the other device in PAN.

CPNS Entity Discovery transaction can be done betmw®NE and PN GW, PNE and PNE, or PN GW and PN @bduse
the requested CPNS Entity does not know the Modehafr device before the Entity Discovery trangactfter physical

connection.

Note: The interface between PNE and PNE will notibed for peer to peer but for CPNS entity discpealy in CPNS 1.0.

Message

Implementation Direction

EntityDiscoveryRequest

Mandatory PNE - PNE,
PNE - PN GW,
PN GW - PNE,

PN GW - PN GW

EntityDiscoveryResponse

Mandatory | PNE - PNE,
PN GW - PNE,
PNE - PN GW,

PN GW - PN GW

8.5.1 CPNS Entity Discovery Request message
Element Cardinalit T Data Type Description
y

EntityDiscover| 1 E Its sub elements are

yRequest
e UserlInfo
«  Entitylnfo
« PNinfo

Userlnfo 1 E| - Its attributes are
e UserlD
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e UserName

UserlD 0.1 A | String CPNS UserlD
UserName 1 A| String CPNS User Name
Entitylnfo 1 E Entity information

Its sub attributes are

« PNEID

« PNGWID
¢ Name

* Mode

« PNInfoReq
¢ UlCapa

e Zonebasedservicesupport

e Broadcastgroupkeydeliverysupport

PNEID 0.1 A | String PNE Identification (see secttofm.3.
PNGWID 0.1 A | String PN GW Identification (see sent5.1.3.
Name 0.1 A | String PNE or PN GW Name (e.g. MP3 glagissigned nickname)
Mode 1 A | Integer The mode of requester. If the moidequestor is PNE, the value
should be “1” (PNE). If the mode of requestor is 8W, the value
should be “2" (PN GW).
If the mode of requestor is both of PNE and PN @W,value
should be “3” (BOTH) ( e.g. mobile phone )
1 — PNE, If the mode of device is PNE, the valususth be “PNE”.
2 — PNGW, If the mode of device is PN GW, the vatheuld be
“PN GW".
3 — BOTH, If the mode of device is both of PNE &N GW, the
value should be “BOTH” ( e.g. mobile phone )
PNInfoReq 0.1 A| Boolean The value is “TRUE” in edke PNE requests PN information.
UlCapa 0.1 A | Boolean If this device doesn’t suppdirfunctionalities below, this value
SHALL be set.
TRUE: PN GW needs to support confirmation and/oy Ke
assignment functionalities instead of PNE.
Zonebasedsery 0..1 A | Boolean If this CPNS entity is a capable BW of Zone Based Service,
icesupport this value should be “TRUE”".
Broadcastgrou| 0..1 A | Boolean When PN GW sends EntityDiscoveryRstimessage, this
pkeydeliverysu attribute SHALL be inserted.
pport TRUE: PN GW supports broadcast Group Key delivery
FALSE: PN GW does not support broadcast Group kadiyery.
PNInfo 0..n E PN information when the requestd?NsGW and it handles PN(s).

This is helpful information to join request from EN

Its sub attributes are

e PNID
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e Description
e  TempPN

e Sharing

Its sub element is

* PNEInfo
PNID 1 A | String PN identification.
Description 0.1 A| String PN Description. (e.g. hroffice)
TempPN 0.1 A| Boolean If this PN is temporary BiNs is “TRUE". If the physical

connection between PNGW and all of PNEs is brokas,PN
should be released automatically.

If this PN is sustained PN, this TempPN attribgtempty or
“FALSE".

Sharing 0.1 A | Integer The level of PN InventoryPINE side

1 — Shared, PN GW Info and PNE Info are shared\E& P
2 — Protected, PN GW Info only in PNE
PNEInfo 1..n E The member PNEs of PN.

Its sub attributes are

« PNEID

¢ PNEName

Its sub element is

* Devicelnfo

PNEID 1 A | String PNE Identification
PNEName 0.1 A| String PNE Name (e.g. mp3 playesigagd nickname)
Devicelnfo 0.1 E Device information

Its sub attribute is

* Mode

* |nactiveMode

Mode 0.1 A | Integer The mode of device

1 — PNE, If the mode of device is PNE, the valuzusth be “PNE”.
3 — BOTH, If the mode of device is both of PNE & GW, the
value should be “BOTH” ( e.g. mobile phone )

InactiveMode | 0..1 A| Integer If current mode is PNE and there are functionalities of PN GW in a
device, the other function is inactive.

(e.g. If the value of Mode is “1"(PNE) and its functionalities are PNE
and PN GW in a mobile phone, inactive is set “2” (PN GW) and this
means inactive mode is “PN GW".)

1-PNE

2 - PNGW

Table 15 Information elements in EntityDiscoveryRegest message
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8.5.2

CPNS Entity Discovery Response message

Element

Cardinalit
y

T

Data Type

Description

yResponse

EntityDiscover

1

E

Its sub elements are

* UserInfo
e Entitylnfo

* PNinfo

UserInfo

Its attributes are

e UserlD

¢ UserName

UserlD

0.1

String

CPNS UserID

UserName

String

CPNS User Name

Entitylnfo

Entity Information

Its sub attributes are

«  PNEID

«  PNGWID

« Name

* Mode

¢ UlCapa

e Zonebasedservicesupport

« Broadcastgroupkeydeliverysupport

PNEID

0.1

String

PNE Identification (see sectof.3.

PNGWID

0.1

String

PN GW Identification (see sent5.1.3.

Name

0.1

String

PNE or PN GW Name (e.g. plagssigned nickname)

Mode

> n|>|>

Integer

The mode of respondent.
If the mode of respondent is PNE, the value shbeltfl” (PNE). If
the mode of respondent is PN GW, the value shoail®b(PN
GW). If the mode of respondent is both of PNE ahd@W, the
value should be “3” (BOTH) ( e.g. mobile phone)
1 — PNE, If the mode of device is PNE, the valususth be “PNE”.
2 — PNGW, If the mode of device is PN GW, the vatheuld be
“PN GW".
3 — BOTH, If the mode of device is both of PNE &\ GW, the
value should be “BOTH” ( e.g. mobile phone)

UlCapa

0.1

Boolean

If this device doesn’t suppdirfunctionalities below, this value
SHALL be set with “TRUE".

TRUE: PN GW needs to support confirmation and/oy Ke
assignment functionalities instead of PNE.

icesupport

Zonebasedser

0.1

Boolean

If this CPNS entity is a capable ®W of Zone Based Service,
this value should be “TRUE".
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Broadcastgrou| 0..1 A | Boolean When PN GW sends EntityDiscoveryRasp message, this

pkeydeliverysu attribute SHALL be inserted.

pport TRUE: PN GW supports broadcast Group Key delivery
FALSE: PN GW does not support broadcast Group kadiyery.

PNiInfo 0..n E PN information when the value of Matribute is PN GW. This

is helpful information to join request from PNE.
Its sub attributes are

« PNID

e Description

e  TempPN

e Sharing

Its sub element is

¢ PNElInfo
PNID 1 A | String PN identification.
Description 0.1 A| String PN Description. (e.g. froffice)
TempPN 0.1 A | Boolean If this PN is temporary PiNs s “TRUE". If the physical

connection between PNGW and all of PNEs is brokaa,PN
should be released automatically.

If this PN is sustained PN, this TempPN attribgtempty or
“FALSE”".

Sharing 0.1 A | Integer The level of PN InventoryPINE side

1 — Shared, PN GW Info and PNE Info are shared\N& P
2 — Protected, PN GW Info only in PNE
PNEInfo 0..n E The member PNEs of PN.

Its sub attributes are

« PNEID

« PNEName

Its sub element is

* Devicelnfo

PNEID 1 A | String PNE Identification
PNEName 0.1 A| String PNE Name (e.g. mp3 playesigagd nickname)
Devicelnfo 0.1 E Device information

Its sub attribute is

* Mode

* |nactiveMode

Mode 0.1 A | Integer The mode of device
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1 — PNE, If the mode of device is PNE, the valususth be “PNE”.
3 — BOTH, If the mode of device is both of PNE &N GW, the
value should be “BOTH” ( e.g. mobile phone )
InactiveMode | 0..1 A| Integer If current mode is Palil there are functionalities of PN GW inja

device, the other function is inactive.
(e.g. If the value of Mode is “1"(PNE) and its ftionalities are
PNE and PN GW in a mobile phone, inactive is séi{PN GW)
and this means inactive mode is “PN GW".)
1-PNE
2 - PNGW

Table 16 Information elements in EntityDiscoveryRegonse message

8.6 PNE and PN GW Authentication

This subsection provides format of the messagesssecy for PNE and PN GW authentication describesgction 7.5.
These messages are also utilized for secure sesstimolishment between PNE and PN GW.

Message Implementation Direction

ConnectRequest Message Conditional PNE- PN GW

PN GW - CPNS Server
ConnectResponse Message Conditional PN GW- PNE

CPNS Server- PN GW
AuthenticateRequest Message Mandatory CPNS Servers PN GW

PN GW - PNE
AuthenticateResponse Message Mandatory PNE- PN GW

PN GW - CPNS Server

8.6.1 ConnectRequest Message
Element Cardinality T Data Type Description
ConnectReq| 1 E Its sub attributes are:
uest
* RAND
RAND 1 A String Random value generated by PN GWNE (e.g., random_PN GW

in section 7.7.)

Table 17 Information elements in ConnectRequest Msage

Note: Entity ID of sender PN GW/PNE, which is nbown in the table, is included in source ID of tirisssage.

8.6.2 ConnectResponse Message
Element Cardinality T Data Type Description
ConnectRes| 1 E Its sub attributes are:
ponse
 HASH
HASH 1 A String Hash value calculated by CPNS Seteq., hash_server in sectig
7.7)
Table 18 Information elements in ConnectResponse Msage
8.6.3 AuthenticateRequest Message
| Element | Cardinality | T | Data Type | Description
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92)

Authenticate | 1 E Its sub element is:
Request
« AuthReqgData
AuthReqgDat | 1..n E Set of information to be delivered to tafgNE(s)/PNGW to be
a authenticated. This sub element is inserted irtantessage for
each CPNS Entity to be authenticated. (i.e., Wheretare more
than one PNEs to be authenticated, more than eneeelts are
inserted.)
Its sub attributes are:
e EntitylD
« RAND
e LocalEUKey PNE
e LocalEUKey PNGW
EntitylD 1 A String Entity ID of target PNE(s) oNPGW to be authenticated by CPN
Server or PN GW
RAND 1 A String Ramdom value generated by CPNS &eov PN GW (e.g.,
random_server in section 7.6.1)
LocalEUKe | 0..1 A String LocalEUKey encrypted by target PNEKey.
y_PNE Note: This attribute is included when target ertityoe
authenticated is PNE which requests LocalEUKeygassent.
LocalEUKe | 0..1 A String LocalEUKey encrypted by PN GW’s EUKey
y_PNGW Note: This attribute is included when target ertityoe
authenticated is PNE which requests LocalEUKeygassent and
when message is sent from CPNS Server to PN GW.
Table 19 Information elements in AuthenticateRequdsViessage
8.6.4 AuthenticateResponse Message
Element Cardinality T Data Type Description
Authenticate| 1 E Its sub element is:
Response
¢ AuthResData
AuthResDat | 1..n E Set of information to be delivered to tafgRE(s)/PNGW to be
a authenticated. This sub element is inserted irtariessage for
each CPNS Entity to be authenticated. (i.e., Wheretare more
than one PNEs to be authenticated, more than engealts are
inserted.)
Its sub attributes are:
« EntitylD
 HASH
EntitylD 1 A String Entity ID of target PNE or PNV&to be authenticated by CPNS
Server or PN GW
HASH 1 A String Hash value calculated by target RMPN GW (i.e., hash_PNE in
7.6.1 or hash_PN GW in section 7.7)

Table 20 Information elements in AuthenticateRespose Message
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8.7 PN Management
8.7.1 PN Establishment

Message Implementation Direction
PNSetupRequest Mandatory | PNE -~ PN GW
PN GW-> PNE
PN GW - CPNS Server
PNSetupResponse Mandatory | CPNS Server- PN GW
PN GW - PNE
PNE -~ PN GW
PNEstablishmentNotify Mandatory PN GW - PNE
8.7.1.1 PNSetup Request message
NAME Cardinalit T Data Type Description
y
PNSetupReque 1 E Command when PNE requests to establish a PNItGW.
st Its sub attribute is

e OriginEntitylD

¢ PNSetupType

Its sub element is

* InvitedPNEID
* PNInfo

* AuthlniData

OriginEntity 1 A | String The originating CPNS EntityID to estahliPN
ID
PNSetupType | 1 A| Integer Type of PN Setup to indidadw the PN is established

1 - '1-1' case which enables the PNE to establiBiNawith the PN
GW only

2 — ‘All' case which enables the PNE to establiskM with all
CPNS devices connected to the PN GW

3 — ‘Specific’ case which enables the PNE to eithltd PN with
PNEs to be invited

InvitedPNEID | 0..n E | String PNEID(s) to be invitedrthg PN Establishment

PNInfo 1 E PN Information. This is the informatitmbe registered and stored
in CPNS Server.

17

Its sub attributes are

- PNID
e Description

* Disclosure
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e OwnershipEntity
e  TempPN

e Sharing

Its sub elements are

*  PNGWInfo
¢ PNElInfo
PNID 0.1 A | String PN Identification
Description 0.1 A| String PN Description (e.g., Hardffice)
Disclosure 1 A | Integer The willingness of openness of PN Information, &se Service

Discovery is requested after PN Setup
1 - Blocked; PN should not be unveiled.

2 - Open; PN will be unveiled, when other CPNS Ergitisks
service discovery.

3 - Confirm Mode: PN can be unveiled, only when theharized
CPNS entity allows

OwnershipEnti| 0..1 A | String The ID of authorized CPNS Entity which has authetign to allow
ty PN Information open, in case Service Discovergpuested
TempPN 1 A | Boolean If this PN is temporary PN, 1hiSTRUE".

True, indicating that PN Information will not be gtein CPNS
Server after broken physical connection .

False, indicating that PN Information remains inNSP Server,
even if physical connection is broken. If PN GW ides False
TempPN attribute MAY be skipped.

Sharing 1 A | Integer The level of PN Inventory inlPBide

1 — Shared, PN GW Info and PNE Info are shared\g P
2 - Protected, PN GW Info only to PNE

PNGWInfo 0.1 E PN GW Information.

Its sub attributes are

«  PNGWID

*  PNGWName

PNGWID 1 A | String PN GW Identification
PNGWName 0.1 A| String PN GW Name (e.g. nicknanségagd by user or device type)
PNEInfo 0..n E PNE Information.

Its sub attributes are

« PNEID

¢ PNEName
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* Mode

«  Description

Its sub elements are

« DeviceCapa

*  ServiceProfile

PNEID 1 A | String PNE Identification
PNEName 0.1 A| String PNE Name (e.g., nicknamegassi by user)
Mode 0.1 A | Integer The mode of device. The mensherbe “1” or “3".

1 — PNE, If the mode of respondent is PNE, theerahould be
“PNE".

2 — PNGW, If the mode of respondent is PN GW, thieie should
be “PN GW".

3 — BOTH, If the mode of respondent is both of Péie PN GW,
the value should be “BOTH” ( e.g. mobile phone)

Description 0.1 A| String PN Description (e.g., Hanffice)
DeviceCapa 0.1 E Capability information of devizebedding PNE

DeviceCapa fragment contains information such asideg@ype,
VideoCodec, etc. For CPNS V1.0 format definitioroig of scope
(e.g. DPE Enabler) and implementation matter.

ServiceProfile | 0..1 Bl - CPNS enabled application information or contergupport certain

service and status.

NOTE: Section 5.5 CPNS Metadata is referred.

AuthIniData 0..n E Set of information used to initiate PNEheauitication procedure.
The included information is generated by target BB be
authenticated.

Its sub attributes are:

e AuthPNEID
« rand_PNE

e LocalEUKeyAssignment

The number of this sub element included in the egssliffers
depending on the message direction;

¢ PNE (inviting PNE)} PN GW: one

e PN GW-PNE (invited PNE): none

« PN GW- CPNS Server: one or more than one, dependjng
on the number of invited PNE

AuthPNEID 1 A | String Entity ID of target PNE to be authenticated by CPd&Bver

rand_PNE 1 A| String

Random value generated by PNE
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Lo_caIEUKeyA 1 A | Boolean Flag to indicate the necessity of LocalEUKey assignt.
ssignment
TRUE: necessary, FALSE: unnecessary
Table 21 Information elements in SETUP Request meage
8.7.1.2 PNSetup Response message
Element Cardinalit | T Data Type Description
y
PNSetupRespo 1 E The response to PNSetup Request message
nse
Its sub attributes are
* Return
Its sub elements are
¢ PNinfo
¢ AuthlniData
¢ AuthFinData
Return 1 A | Integer The answer to SETUP Regeust
1-0K
2 — Failure: CPNS Enabler can’t handle the request, internal
error process occurs in the device embedding PNE
3 — Not Accepted: CPNS User does not allow theestju
NOTE: the answer may be added later according ter&pr
Policy.
PNInfo 0.1 E PN Information. This is the infornwat to be registered and stored
in CPNS Server.
Its sub attributes are
- PNID
e Description
e  TempPN
e Sharing
Its sub elements are
*  PNGWInfo
* PNEInfo
PNID 1 A | String PN Identification
Description 0.1 A| String PN Description (e.g., Hordffice)
TempPN 0.1 A| Boolean If this PN is temporary PiNs is “TRUE".
If the physical connection between PNGW and PNHEsadg&en, this
PN should be released automatically.
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Sharing 0.1 A| Integer The level of PN InventoryPINE side

1 — Shared, PN GW Info and PNE Info are shared\ib P
2 - Protected, PN GW Info only is shared to PNE

PNGWInfo 0.1 E PN GW Information.

Its sub attributes are

*  PNGWID

«  PNGWName

PNGWID 1 A | String PN GW Identification
PNGWName 0.1 A| String PN GW Name (e.g. nicknanségagd by user or device type)
PNEInfo 1l.n E PNE Information.

Its sub attributes are

« PNEID
* PNEName
* Mode

« Description

Its sub elements are
« DeviceCapa

¢ ServiceProfile

PNEID 1 A | String PNE Identification
PNEName 0.1 A| String PNE Name (e.g., nicknamegassi by user)
Mode 1 A | Integer The mode of device. The memberbeatl” or “3”.

1 — PNE, If the mode of respondent is PNE, theerahould be
“PNE".

3 — BOTH, If the mode of respondent is both of Pt PN GW,
the value should be “BOTH” ( e.g. mobile phone)

Description 0.1 A| String PN Description (e.g., Hamffice)
DeviceCapa 0.1 El - Capability information of devembedding PNE

DeviceCapa fragment contains information such asidegype,
VideoCodec, etc. For CPNS V1.0 format definitioroig of scope
(e.g. DPE Enabler) and implementation matter.

ServiceProfile | 0.1 Bl - CPNS enabled application information to supportaierservice

and status.

NOTE:*See Section 5.105 CPNS Metadata is referred.

AuthiniData 0.1 E| - Set of information used tdimtie PNE authentication procedure.
The included information is generated by target BB be
authenticated.
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Its sub attributes are:

e AuthPNEID
« rand_PNE

¢ LocalEUKeyAssignment

The number of this sub element included in the angssliffers
depending on the message direction;

e PNE (invited PNE) PN GW: one
e CPNS Server, PN GW: none

e PN GW-PNE (inviting PNE): none

AuthPNEID 1 A | String Entity ID of target PNE to bethenticated by CPNS Server
rand_PNE 1 A| String Random value generated by RNE fand_PNE in section 7.6.)
Is_gicg:;lrigrlfteyA 1 A | Boolean Flag to indicate the necessity of LocalEUKey assignt.
TRUE: necessary, FALSE: unnecessary
AuthFinData 0..n El - Set of information used to authenticate CPNS Sdryd?NE.
Its sub attribute is:
e HASH
The number of this sub element included in the egssiefers
depending on the message direction;
e PNE (invited PNE). PN GW: none
e CPNS Server, PN GW: one or more than one, dependi
on the number of invited PNEs
PN GW- PNE (inviting PNE): one
HASH 1 A | String

Hash value calculated by target PNE or PN GW (ash_server

in7.6.)

Table 22 Information elements in SETUP Response neage

8.7.1.3 PNEstablishmentNotify message

Element Cardinalit | T Data Type Description
y
PNEstablishm | 1 E The command to notify PN Inventory from PN GMPNE
entNotify
Its sub elements are
¢ PNinfo
¢ AuthFinData
PNInfo 0.1 E PN Information. This is the inforniwat to be registered and stor

in CPNS Server.

9%
o

Its sub attributes are
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e PNID
«  Description
e  TempPN

e Sharing

Its sub elements are

«  PNGWInfo

¢ PNElInfo
PNID 1 A | String PN Identification
Description 0.1 A| String PN Description (e.g., Haorffice)
TempPN 0.1 A| Boolean If this PN is temporary PiNs fs “TRUE”".

If the physical connection between PNGW and PNHEsadg&en, this
PN should be released automatically.

PNGWInfo 1 E PN GW Information.

Its sub attributes are

«  PNGWID

«  PNGWName

PNGWID 1 A | String PN GW Identification
PNGWName 0.1 A| String PN GW Name (e.g. nicknanségagd by user or device type)
PNEInfo 1l.n E PNE Information.

Its sub attributes are

« PNEID

¢ PNEName

Its sub elements are

« DeviceCapa

*  ServiceProfile

PNEID 1 A | String PNE Identification
PNEName 0.1 A| String PNE Name (e.g., nicknamegassi by user)
DeviceCapa 0.1 E Capability information of devizebedding PNE

DeviceCapa fragment contains information such asideg@ype,
VideoCodec, etc. For CPNS V1.0 format definitioroig of scope
(e.g. DPE Enabler) and implementation matter.

ServiceProfile | 0..1 Bl - CPNS enabled application information to supportaierservice
and status.
NOTE: Section 5.5 CPNS Metadata is referred.
AuthFinData 1 Bl - Set of information used to authenticate CPNS Sdryd?NE.
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Its sub attribute is:

* HASH

HASH 1 A

String

Hash value calculated by target PNE or PN GW (ash_server

in7.6.)

Table 23 Information elements in PNEstablishmentNadty message

8.7.2 PN Update
Message Implementation Direction
PNUpdateRequest Mandatory | PN GW - CPNS Server
PNUpdateResponse Mandatory | CPNS Server- PN GW
PNUpdateNotification Mandatory PN GW - PNE
8.7.2.1 PN Update Request message
Element Cardinalit T Data Type Description
y
PNUpdateReq| 1 E Its sub element is
uest
¢ PNinfo
* AuthlniData
PNInfo 1 E PN Information. This is information BN to be uploaded.
Its sub attributes are
« PNID
Its sub element is
* PNEInfo
PNID 1 A | String PN Identification.
PNEInfo 0..n E PNE Information. If there is moddtion of PNE, this should be
inserted. (e.g. new PNE joined, PNE left)
Its sub attributes are
« PNEID
« PNEName
* Mode
* Active
« Update
PNEID 1 A | String PNE ldentification.
PNEName 0.1 A| String PNE Name (e.g. mp3 player)
Mode 0.1 A | Integer The mode of device. This mendaer “1” or “3".
1 — PNE, If the mode of respondent is PNE, theerahould be
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“PNE".

3 — BOTH, If the mode of respondent is both of Patd PN GW,
the value should be “BOTH” ( e.g. mobile phone)

Active 1 A | Boolean The active status of PNE.

TRUE - This PNE is active

FALSE — This PNE is not active because PNE is teanyo
disconnected.

Update 1 A | Integer The update information of tHsE?

1 — New, the PNE is newly joined in this PN
2 — Update, the PNE is updated
3 — Removed, the PNE is removed in this PN

AuthiniData 0..n E Set of information used toiatié¢ PNE authentication procedure.
The included information is generated by target BB be
authenticated.

Its sub attributes are:

« AuthPNEID
« rand_PNE

e LocalEUKeyAssignment

AuthPNEID 1 A | String Entity ID of target PNE to bethenticated by CPNS Server
rand_PNE 1 A| String Random value generated by RME (and_PNE in section 7.6.)
LocalEUKeyA | 1 A | Boolean

Flag to indicate the necessity of LocalEUKey assignt.

ssignment
TRUE: necessary, FALSE: unnecessary

Table 24 Information elements in PNUpdateRequest nssage

8.7.2.2 PN Update Response message

Element Cardinalit | T Data Type Description
y
PNUpdateRes | 1 E Its sub attributes are
ponse
¢ Result

Its sub element is:

¢ AuthFinData
Result 1 A | Integer The status of success or fail.

1 — Success

2 — Falil, this PN is not registered before.

3— Fall, this PNE is not the member of this PN @apulsion).

4 — Fall, this PNE was the member of this PN beftoejoining).

AuthFinData 0..n E Set of information used to authenticate CPNS Sdryd?NE.

Its sub attribute is:

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-CPNS_Core-V1_0-20121023-A

Page 167 (244)

e HASH
HASH 1 A | String Hash value calculated by target PNE or PN GW (hash_server
in7.6.)
Table 25 Information elements in PNUpdateResponseeassage
8.7.2.3 PNUpdateNotification message
Element Cardinalit T Data Type Description
y
PNUpdateNoti| 1 E Its sub element is
fication
* PNinfo
PNInfo 1 E PN Information.
Its sub attributes are
« PNID
Its sub element is
* PNEInfo
PNID 1 A | String PN Identification.
PNEInfo 0..n E PNE Information
Its sub attributes are
* PNEID
* PNEName
« Mode
« Active
« Update
PNEID 1 A | String PNE Identification.
PNEName 0.1 A| String PNE Name (e.g. mp3 playesigagd nickname)
Mode 1 A | Integer The mode of device
1 — PNE, If the mode of device is PNE, the valususth be “PNE”.
3 — BOTH, If the mode of device is both of PNE & GW, the
value should be “BOTH” ( e.g. mobile phone )
Active 1 A | Boolean The active status of PNE.
TRUE - This PNE is active
FALSE — This PNE is not active because PNE is teanyo
disconnected.
Update 1 A | Integer The update information of thisE?
0 — Current, the PNE is member in this PN
1 — New, the PNE is newly joined in this PN
2 — Update, the PNE is updated
3 — Removed, the PNE is removed in this PN
AuthFinData 0.1 E Set of information used to authenticate CPNS Sdryd?NE.
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Its sub attribute is:
HASH

HASH

A

String

Hash value calculated by target RMPN GW (i.e., hash_server
in7.6.)

8.7.3

8.7.3.1

Table 26 Information elements in PNUpdateNotificatbn message

PNE Joining, Inviting, Leaving, Expulsion

Message

Implementation Direction

PNActionRequest

PNE - PN GW
PN GW - PNE

Mandatory

PNActionResponse

PN GW - PNE
PNE - PN GW

Mandatory

PNActionNoaotification

Mandatory PN GW - PNE

PNActionRequest message

Element

Cardinalit
y

Data Type

Description

PNActionRequ
est

1

Its sub attributes are

e Command

e OriginEntitylD

Its sub elements are

* PNEInfo
* PNinfo

¢ AuthlniData

Command

Integer

It is a command that a CPNByaiges it based on the actions tg
be performed by PN GW or CPNS Server, e.g. joaydeinvite,
expel etc.

1 — Join, the PNE wants to join

2 — Invite, the PNE or PN GW wants to invite otR&E(s)
3 — Leave, the PNE wants to leave

4 — Expel, PNE or PNGW wants to expel other PNE.

OriginEntitylD

0.1

String

PNE Identification thariginally requests action related with the
other PNE. (e.g. request action of invitation, dsjmun)

PNEInfo

Target PNE Information to join, leabe,invited or be expelled.

Its sub attribute are

« PNEID
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« PNEName

PNEID

String

PNE Identification.

PNEName

0.1

String

PNE Name (e.g. mp3 playesigagd nickname)

PNiInfo

PN Information

Its sub attributes are

« PNID
e Description
e  TempPN

e Sharing

Its sub element is

*  PNGWiInfo

PNID

String

PN Identification.

Description

0.1

String

PN Description. (e.g. Harffice)

TempPN

0.1

Boolean

If this PN is temporary BiNs is “TRUE”. If the physical
connection between PNGW and all of PNEs is broiga,PN
should be released automatically.

If this PN is sustained PN, this TempPN attribgtempty or
“FALSE”".

Sharing

0.1

Integer

The level of PN InventoryPINE side

1 — Shared, PN GW Info and PNE Info are shared\N& P
2 — Protected, PN GW Info only in PNE

PNGWInfo

0.1

PN GW Information.

Its sub attributes are

«  PNGWID

«  PNGWName

e Zonebasedservicesupport
* Mode

e Broadcastgroupkeydeliverysupport

PNGWID

String

PN GW ldentification.

PNGWName

0.1

String

PN GW Name (e.g. mobile gh@ssigned nickname)

Zonebasedser
icesupport

0.1

Boolean

If this CPNS entity is a capable ®W of Zone Based Service, thi

value should be “TRUE".

IS

Mode

Integer

The mode of current device
2 — PNGW, If the mode of device is PN GW, the vaheuld be
“PN GW".
3 - BOTH, If the mode of device is both of PNE &id GW, the
value should be “BOTH” ( e.g. mobile phone )

Broadcastgrou

0.1

A

Boolean

TRUE: PN GW suppomaticast Group Key delivery
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pkeydeliverysu FALSE: PN GW does not support broadcast Group Ketiyery.
pport
AuthiniData 0.1 E Set of information used toimtié¢ PNE authentication procedure.
The included information is generated by target BR)E be
authenticated.
Its sub attributes are:
e AuthPNEID
e rand_PNE
« LocalEUKeyAssignment
This element is included in the message if the candrattribute is
Join and the message direction is from PNE to PN GW
AuthPNEID 1 A | String Entity ID of target PNE to bethenticated by CPNS Server
rand_PNE 1 A| String Random value generated by RME (and_PNE in section 7.6.)
Is‘git;a:rilérﬁeyp‘ 1 A | Boolean Flag to indicate the necessity of LocalEUKey assignt.
TRUE: necessary, FALSE: unnecessary
Table 27 Information elements in PNActionRequest nesage
8.7.3.2 PNActionResponse message
Element Cardinalit | T Data Type Description
y
PNActionResp| 1 E Its sub attributes are
onse
¢ Result
Its sub elements are
*  PNinfo
* AuthlniData
* AuthFinData
Result 1 A | Integer The status of success or fail.
1 — Success
2 — Fall, this PN is not registered before.
3 — Fail, this PNE is not connected.
4 — Notification, this PNE has active SG relatethvtiiis PN.
PNinfo 0..1 E PN Information.
Its sub attributes are
- PNID
e Description
¢ TempPN
e Sharing
Its sub elements are
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«  PNGWInfo
* PNEInfo
PNID 1 A | String PN Identification.
Description 0.1 A| String PN Description. (e.g. Hanffice)
TempPN 0.1 A| Boolean If this PN is temporary BiNs is “TRUE”. If the physical

connection between PNGW and all of PNEs is brokaa,PN
should be released automatically.

If this PN is sustained PN, this TempPN attribgtempty or
“FALSE”".

Sharing 1 A | Integer The level of PN Inventory shgrin PNE side

1 — Shared, PN GW Info and PNE Info are shared\N& P
2 — Protected, PN GW Info only in PNE
PNGWInfo 1 E PN GW Information

Its sub attributes are

«  PNGWID

«  PNGWName

e Zonebasedservicesupport
* Mode

e Broadcastgroupkeydeliverysupport

PNGWID 1 A | String PN GW Identification.
PNGWName 0.1 A| String PN GW Name (e.g. mobile gh@ssigned nickname)
Zonebasedsery 0..1 A | Boolean If this CPNS entity is a capable ®W of Zone Based Service, this
icesupport value should be “TRUE".
Mode 1 A | Integer The mode of device
2 — PNGW, If the mode of device is PN GW, the vaibeuld be
“PN GW".

3 - BOTH, If the mode of device is both of PNE & GW, the
value should be “BOTH” ( e.g. mobile phone )

Broadcastgrou| 0..1 A | Boolean TRUE: PN GW supports broadcast Giey delivery
pkeydeliverysu FALSE: PN GW does not support broadcast Group kadiyery.
pport

PNEInfo 1l.n E PNE Information. If there is modétion of PNE, this should be

inserted. (e.g. new PNE joined or invited, PNE)left

Its sub attributes are

« PNEID
« PNEName
* Active
* Mode
PNEID 1 A | String PNE ldentification.
PNEName 0.1 A| String PNE Name (e.g. mp3 playesigagd nickname)
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Active 0.1 A | Boolean The active status of PNE.
TRUE — This PNE is active
FALSE — This PNE is not active because PNE is teanyo
disconnected.

Mode 0.1 A | Integer The mode of device
1 — PNE, If the mode of device is PNE, the valususth be “PNE”.
3 — BOTH, If the mode of device is both of PNE &N GW, the
value should be “BOTH” ( e.g. mobile phone )

AuthiniData 0.1 E Set of information used toimtiée PNE authentication procedure.
The included information is generated by target R)E be
authenticated.

Its sub attributes are:

e AuthPNEID

e rand_PNE

« LocalEUKeyAssignment
This element is included in the message if the candrattribute is
Invite and the message direction is from invitecERN PN GW.

AuthPNEID 1 A | String Entity ID of target PNE to bethenticated by CPNS Server

rand_PNE 1 A| String Random value generated by RME (and_PNE in section 7.6.)

Is‘gic;lrigrlfteyA 1 A | Boolean Flag to indicate the necessity of LocalEUKey assignt.

TRUE: necessary, FALSE: unnecessary
AuthFinData 0.1 E Set of information used to authenticate CPNS Sdryd?NE.
Its sub attribute is:
« HASH
This element is included in the message if the candrattribute is
Join and the message direction is from PN GW to PNE

HASH 1 A | String Hash value calculated by target PNE or PN GW (hash_server

in7.6.)
Table 28 Information elements in PNActionResponse essage
8.7.3.3 PNActionNotification message
Element Cardinalit T Data Type Description
y

PNActionNotif | 1 E Its sub attributes are

ication
e Command
« PNEID
« PNID

Command 1 A| Integer The command for target PNE.

If a PNE or PN GW wants to expel other PNE, commniaoch PN
GW is “Expel”.
1 — Expel, PN GW sends expel notification to PNE.
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PNEID 1 A | String PNE ldentification for target PNE.
(e.g. expelled PNE, reconnected PNE)
PNID 1 A | String PN Identification.

Table 29 Information elements in PNActionNotificatbn message

8.7.4 PN Release

Message Implementation Direction

PNReleaseRequest Mandatory | PNE . PN GW
PN GW - CPNS Server

PNReleaseResponse Mandatory | PN GW - PNE
CPNS Servers PN GW

PNReleaseNotification Mandatory PN GW - PNE
CPNS Server- PN GW

8.74.1 PN Release Request message
Element Cardinalit T Data Type Description
y
PNReleaseReq 1 E Its sub attributes are
uest
- PNID
« PNEID
* Reason
PNID 1 A | String PN Identification.
PNEID 0.1 A | String PNE Identification. The releasgquesting PNE’s PNEID.
If PN GW makes the PN release, this attribute isheoe.
Reason 0.1 A| String The reason to release. (eege fs no action for a long time)
Table 30 Information elements in PNReleaseRequestassage
8.7.4.2 PN Release Response message
Element Cardinalit | T Data Type Description
y
PNReleaseRes 1 E Its sub attributes are
ponse
¢ Result
Result 1 A | Integer The status of success or fail.
1 — Success
2 — Fail, this PN is not registered before.
3 — Fall, this PNEs are disconnected.
Table 31 Information elements in PNReleaseRespons®ssage
8.7.4.3 PN Release Notification message
Element Cardinalit | T Data Type Description
y
PNReleaseNot| 1 E Its sub attributes are
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ification

« PNID

PNID

A

String

PN ldentification

Table 32 Information elements in PNReleaseNotificain message

8.8 Service Group Management

8.8.1 SG Create
Message Implementation Direction
SGCreateRequest Mandatory | PNE . PN GW
PN GW - CPNS Server
SGCreateResponse Mandatory | CPNS Server- PN GW
PN GW - PNE
8.8.1.1 SG Create Request message
Element Cardinalit T Data Type Description
y
SGCreateRequ 1 E Its sub attribute is
est - .
e OriginEntitylD
Its sub elements are
¢ SGinfo
¢ PNElInfo
OriginEntitylD | 1 A | String Entity ID for requestin§G creation
SGinfo 1 E Service Group Information.
Its sub attributes are
e SGDescription
e Sharing
 MaxPNE
e MaxUser
e ServicelD
SGDescription| 0..1 Al String Service Group desaniptiThis is human readable description and
helpful to understand or search Service Group.
Sharing 1 A | Integer The level of SG Inventory shari
1- Open, every PNE can have access to SG Inventory
2- Selective, open to SG member PNEs only
3- Closed, no PNE will have access to SG Inventory
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MaxPNE 0.1 A | Integer The maximum number of menti€Es in Service Group.
MaxUser 0.1 A | Integer The maximum number of CPN@1Un Service Group.
ServicelD 0..n A | String Service Identification. Ithe SG creation requester knows
ServicelD through service discovery procedure amuhts/ to get
that service, this should be inserted as part efgbrvice group
creation request.
PNEInfo 0..n E PNE Information. This contains it@rmation of invited PNE(s)
if the SG creation requester wants to insert.
Its sub attribute is
« PNEID
PNEID 1 A | String PNE Identification.
Table 33 Information elements in SGCreateRequest ssage
8.8.1.2 SG Create Response message
Element Cardinalit T Data Type Description
y
SGCreateResp 1 E Its sub elements are
onse
* SGinfo
* PNEInfo
SGinfo 1 E Service Group Information.
Its sub attributes are
e SGDescription
e Sharing
« MaxPNE
« MaxUser
e ServicelD
e SGID
SGDescription| 0..1 A| String Service Group desaniptiThis is human readable description and
helpful to understand or search Service Group.
Sharing 1 A | Integer The level of SG Inventory shari
1. Open, every PNE can have access to SG Inventor
2. Selective, open to SG member PNEs only
3. Closed, no PNE will have access to SG Inventory
MaxPNE 0.1 A | Integer The maximum number of menti€Es in Service Group.
MaxUser 0.1 A | Integer The maximum number of CPN®1Un Service Group.
ServicelD 0..n A | String Service Identification. Ithe SG creation requester knows
ServicelD through service discovery procedure amuhts/ to get
that service, this should be inserted as part ef g@rvice groug
creation request.
SGID 1 A | String Service Group ldentifier
PNEInfo 0..n E Service Group member PNE Infornmatibhis contains the
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information of PNE which is invited in Service Gpduring SG
creation procedure. If there is no PNE to be inlithis is empty.

Its sub attributes are

« PNEID

¢ Result

« PNGWID
« Name

Its sub elements are

e UserInfo

*  ServiceProfile

PNEID 1 A | String PNE ldentification.
Result 1 A | Integer The status of success or fail.
1 — Success
2 — Fall, this PNE is disconnected.
PNGWID A | String PNGW Identification of PN havitigis PNE as a member.
Name 0.1 A | String PNE Name (e.g. player, assigrniekiname)
Userinfo 0.1 E| - User Information.
Its attributes are
e UserlD
* Name
UserlD 0.1 A | String User Identification
Name 0.1 A | String User Name
ServiceProfile | 0..1 E CPNS enabled applicationrimiation to support certain service

and status.lts sub-elements are

e StatusVariable (See section 5.5.2)

e ServicelList (See section 5.5.3)

Table 34 Information elements in SGCreateResponseassage

8.8.2 SG Invite

Message

Implementation Direction

SGInviteRequest

Mandatory PNE - PN GW

PN GW - CPNS Server
CPNS Server- PN GW
PN GW - PNE

SGInviteResponse

Mandatory PNE - PN GW
PN GW - CPNS Server
CPNS Server- PN GW
PN GW - PNE
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8.8.2.1 SG Invite Request message

Element Cardinalit T Data Type Description
y
SGlnviteRequ | 1 E Its sub attribute is
est

e OriginEntitylD

Its sub elements are

¢ SGinfo

¢ PNElInfo
OriginEntitylD | 1 A | String Entity ID for requestingNE Invite.
SGinfo 1 E Service Group Information.

Its sub attributes are

« SGID
e SGDescription

e SharingSGOwner

Its sub elements are

* Servicelnfo

* Memberinfo

SGID 1 A | String Service Group Identifier.

SGDescription| 0..1 A| String Service Group desaniptiThis is human readable description and
helpful to understand or search Service Group.

Sharing 0.1 A| Integer The level of SG Inventorgrsg

1- Open, every PNE can have access to SG Inventory
2- Selective, open to SG member PNEs only
3- Closed, no PNE will have access to SG Inventory

SGOwner 0.1 A| String Entity Identification of SGQer.
Servicelnfo 0..n E Service Information for this\Bee Group.
Its sub attributes are
e ServicelD
« Keyword
ServicelD 1 A | String Service ldentification. If tis€5 creation requester knows

ServicelD though service discovery procedure anatsvio get that
service, this should be inserted.

Keyword 0.1 A | String Service Keyword or tag. Tlisiuman readable text.

If there is one or more keyword or tag for the 8sryvthey are
separated by comma.

Memberinfo 0..n E| String The Service Group membéE thformation.
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Its sub attributes are

* PNEID

¢ Name

PNEID

String

PNE ldentification.

Name

String

PNE Name (e.g. player, assigrniekiname)

PNEInfo

PNE Information to be invited.

Its sub attributes are

* PNEID
«  PNGWID

PNEID

A

String

PNE Identification.

PNGWID

A

String

Identification of PN GW.

8.8.2.2

Table 35 Information elements in SGInviteRequest nesage

SG Invite Response message

Element

Cardinalit
y

T

Data Type

Description

nse

SGinviteRespg 1

E

Its sub element is

* PNEInfo

PNEInfo

0..n

PNE Information

Its sub attributes are

« PNEID
* Result
«  PNGWID

¢ Name

Its sub elements are

e UserlInfo
« DeviceCapa

*  ServiceProfile

PNEID

String

PNE Identification.

Result

Integer

The status of success or fail.
1 — Success

2 — Fall, the PNE to ask invitation is not enouglinite, e.g this is

not SG Owner.

3 — Fail, the capabilities of PNE is not enougloto this SG.

4 — Fall, this PNE is disconnected.

5 — Falil, this PNE doesn’t want to join this Seevigroup.

PNGWID

0.1

A

String

PN GW Identification of PN hayg this PNE as a member.
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Name 0.1 A | String PNE Name (e.g. player, assigriekiname)
UserInfo 0.1 E| - User Information.
Its attributes are
e UserlD
* Name

UserlD 0.1 A | String UserlDentification

Name 0.1 A | String User Name

DeviceCapa 0.1 E Capability information of devesebedding PNE
Its sub attribute is

¢« UlCapa
Its sub element is
« ExternalCapa

UlCapa 0.1 A | Boolean If this device doesn’t suppdirfunctionalities below, this value
SHALL be set with “TRUE".

TRUE: PN GW needs to support confirmation and/oy Ke
assignment functionalities instead of PNE.

ExternalCapa 0.1 El - XML fragment contains information such as Deviceg@yp
VideoCodec, etc. CPNS V1.0 can make use of thadbof device
capabilities from DPE Enabler specification.

ServiceProfile | 0..1 E CPNS enabled applicationrimiation to support certain service
and status.lts sub-elements are

e StatusVariable (See section 5.5.2)
e ServicelList (See section 5.5.3)

Table 36 Information elements in SGInviteResponse essage

8.8.3  Service Group Action for PNE Expulsion, Joining, Leaving
Message Implementation Direction
SGActionRequest Mandatory PNE - PN GW
PN GW - CPNS Server
CPNS Server- PN GW
PN GW - PNE
SGActionResponse Mandatory PNE - PN GW
PN GW - CPNS Server
CPNS Server- PN GW
PN GW - PNE
SGActionNaotification Mandatory CPNS Server- PN GW
PN GW - PNE
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8.8.3.1 Service Group Action Request message
Element Cardinalit | T Data Type Description
y
SGActionRequ| 1 E Its sub attribute is
est
e OriginEntitylD
Its sub elements are
* SGinfo
* PNEInfo
OriginEntitylD | 0..1 A | String Identity of CPNS Enjitequesting a service Group action’
SGinfo 1 E Service Group Information.
Its sub attributes are
« SGID
e SGDescription
Its sub element is
e Servicelnfo
SGID 1 A | String Service Group ldentifier.
SGDescription| 0..1 A| String Service Group desaniptiThis is human readable description and
helpful to understand or search Service Group.
Servicelnfo 0..n E Service Information for this\Bee Group.
Its sub attributes are
e ServicelD
* ServiceStatus
ServicelD 1 A | String Service ldentification.
ServiceStatus 1 Al Integer The status of the Service
0 — Current, this Service is available for thisvBzr Group
1 — New, this Service is added.
2 — Deleted, this Service is deleted.
PNEInfo 1l.n E| - PNE Information
Its sub attributes are
« PNEID
«  PNGWID
* Action
PNEID 1 A | String PNE Identification.
PNGWID 0.1 A | String PN GW Identification in casgj@ining.
Action 1 A | Integer The action of the PNE.
If a PNE requests to expel the other PNE, its adsdExpel” and
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CPNS Server can check that this PNE is SG Owneobr
If a PNE gets the expel request, its action is ‘ébeul”
If a PNE request to leave a service group, itoads “Leave”

1 — Expel, this PNE get the expel request.
2 — Join, this PNE wants to join
3 — Leave, this PNE wants to leave the SG

8.8.3.2

Table 37 Information elements in SGActionRequest nmssage

Service Group Action Response message

Element

Cardinalit
y

T

Data Type

Description

onse

SGActionResp| 1

E

Its sub attributes are

e SGStatus

Its sub elements are

* PNEInfo

* SGinfo

SGStatus

0.1

Boolean

The status of update SG.
“TRUE” is success
“FALSE” is failure.

PNEInfo

PNE Information

Its sub attributes are

« PNEID
«  PNGWID
e Action

* Result

PNEID

String

PNE ldentification.

PNGWID

0.1

String

PN GW Identification.

Action

Integer

The action of the PNE in ActiBequest.
1 — Expel, this PNE get the expel request.
2 — Join, this PNE wants to join
3 — Leave, this PNE wants to leave the SG

Result

Integer

The status of success or fail.
1 — Success

2 — Fail, the PNE is not authorized to requestdkison, e.g this is
not SG Owner.

3 — Fail, this PNE is not the member of this Seev@roup.
4 — Fail, this PNE is disconnected.
5 — Fall, this SG is full.

SGinfo

0.1

Service Group Information.
This is for Action is “2” (Join) in SGActionRequestessage.
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Its sub attributes are

« SGID
e SGDescription
* SGOwner

Its sub elements are

* Servicelnfo

«  Memberinfo

SGID 1 A | String Service Group Identifier.

SGDescription| 0..1 A| String Service Group desaniptiThis is human readable description and
helpful to understand or search Service Group.

SGOwner 0.1 A| String Entity Identification of SGOer

Servicelnfo 0..n E Service Information for this\Bee Group.

Its sub attribute is

¢ ServicelD

ServicelD 1 A | String Service ldentification.
Memberinfo 0..n E| String The Service Group membérimation.

Its sub attributes are

« PNEID
«  PNGWID
¢ Name

Its sub elements are

* UserInfo

*  ServiceProfile

PNEID 1 A | String PNE Identification.
PNGWID 1 A | String PN GW Identification.
Name 0.1 A | String PNE Name (e.g. My player, assignickname)
Userlnfo 0.1 E| - User Information.
Its attributes are

e UserlD

« Name
UserlD 0.1 A | String User Identification
Name 0.1 A | String User Name
ServiceProfile | 0..1 E CPNS enabled applicationrimiation to support certain service

and status.lts sub-elements are

«  StatusVariable (See section 5.5.2)
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e ServicelList (See section 5.5.3)

Table 38 Information elements in SGActionResponse @ssage

8.8.3.3 Service Group Action Notification message
Element Cardinalit | T Data Type Description
y
SGActionNotif | 1 E Its sub attribute is
ication
e SGID
Its sub elements are
* PNEInfo
* SGinfo
SGID 1 A | String Service Group ldentifier.
PNEInfo 1l.n E PNE Information
Its sub attributes are
« PNEID
* Action
PNEID 1 A | String PNE ldentification.
Action 1 A | String The action of the PNE.
If a PNE gets the expel request, its action is ‘dbgul”
1 — Expel, this PNE get the expel request.
Table 39 Information elements in SGActionNotificatbon message
8.8.4 SG Change Notification
Message Implementation Direction
SGChangeNotification Mandatory CPNS Server. PN GW
PN GW - PNE
8.8.4.1 SG Change Notification
Element Cardinalit T Data Type Description
y
$GQhangeNot 1 E Its sub element is
fication
¢ SGinfo
SGinfo 1 E Service Group Information.

Its sub attributes are
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« SGID

e SGDescription

» Its sub elements areServicelnfo
¢ Memberinfo

e SGOwner

SGID

String

Service Group Identifier.

SGDescription

0.1

A

String

Service Group desaniptiThis is human readable description an
helpful to understand or search Service Group.

Servicelnfo

Service Information for this\Bee Group.

Its sub attributes are

* ServicelD

*  ServiceStatus

ServicelD

String

Service ldentification.

ServiceStatus

0.1

>

Integer

The status of thei&erv

0 — Current, this Service is available for this\v&sx Group
1 — New, this Service is added.
2 — Deleted, this Service is deleted.

Memberinfo

String

The Service Group memh#armation.

Its sub attributes are

« PNEID
«  PNGWID
¢ Name

e Status

Its sub elements are

« UserInfo
e DeviceCapa

*  ServiceProfile

SGOwner

0.1

String

Entity Identification of SGOer

PNEID

String

PNE Identification.

PNGWID

0.1

String

PN GW Identification

Name

0.1

String

PNE Name (e.g. MP3 player, assighickname)

Status

>|> > P

Integer

The status of the PNE.

0 — Current, this PNE is member of SG
1 — Invited, this PNE was invited.

2 — Expelled, this PNE was expelled.

d
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3 — Joined, this PNE has joined.
4 — Left, this PNE has left.

UserInfo

0.1 E

User Information.
Its attributes are

e UserlD

¢ Name

UserlD

0.1 A

String

UserlDentification

Name

0.1 A

String

User Name

DeviceCapa

0.1 E

Capability information of devéerebedding PNE

Its sub attribute is

¢ UlCapa

Its sub element is

« ExternalCapa

UlCapa

0.1 A

Boolean

If this device doesn’t suppdirfunctionalities below, this value
SHALL be set with “TRUE”".

TRUE: PN GW needs to support confirmation and/oy Ke
assignment functionalities instead of PNE.

ExternalCapa

0.1 E

XML fragment contains information such as Device@yp
VideoCodec, etc. CPNS V1.0 can make use of thadbof device
capabilities from DPE Enabler specification.

ServiceProfile

0.1 E

CPNS enabled applicationrimiation to support certain service
and status.lts sub-elements are

e StatusVariable (See section 5.5.2)

e ServicelList (See section 5.5.3)

Table 40 Information elements in SGChangeNotificatin message

8.8.5 Service Group Discovery

Message

Implementation Direction

SGDiscoveryRequest

Mandatory PNE - PN GW
PN GW - CPNS Server
CPNS Server- PN GW
PN GW - PNE

SGDiscoveryResponse

Mandatory | CPNS Server- PN GW
PN GW - PNE
PNE - PN GW
PN GW - CPNS Server
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8.8.5.1 Service Group Discovery Request message
Element Cardinalit T Data Type Description
y
SGDiscoveryR| 1 E Its sub elements are
equest
¢ SGinfo
e OriginEntitylD
OriginEntitylD | 1 A | String Identity of CPNS Entityeguesting a service group action
SGinfo 1 E Service Group Information.
Its sub attributes are
e ServicelD
«  Keyword
¢ MemberReq

ServicelD 0.1 A | String Service ldentification.

If there is one or more ServicelDs, they are sdpedray comma.

Keyword 0.1 A | String Service Keyword, Service Qud(eyword or member identifier.
This is human readable text.

If there is one or more keyword for the Service @iggion related
with Service Group, Service Group Description htité or membe
identifier, they are separated by comma.

MemberReq 0.1 A| Boolean This value is “TRUE” isedhe PNE wants to show the SG
member information. If this is TRUE, the SGDiscofResponse
message will contain MemberInfo element

Table 41 Information elements in SGDiscoveryRequeshessage
8.8.5.2 Service Group Discovery Response message
Element Cardinalit | T Data Type Description
y
SGDiscoveryR| 1 E Its sub element is
esponse
¢ SGinfo
SGinfo 0..n E Service Group Information.

Its sub attributes are

« SGID
e SGDescription

e SGOwner

Its sub elements are

* Servicelnfo
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¢ Memberinfo
SGID 1 A | String Service Group Identifier.
SGDescription| 1 A| String Service Group descriptibhis is human readable description an
helpful to understand Service Group.
SGOwner 0.1 A| String Entity Identification of SGOer
Servicelnfo 0..n E Service Information for this\Bee Group.
Its sub attributes are
e ServicelD
«  Keyword
ServicelD 1 A | String Service ldentification.
ServiceName 0.1 Al String Service Keyword or tagisTs human readable text which was
registered in CPNS Server.
Memberinfo 0..n E| String The Service Group memhéarmation.
Its sub attributes are
« PNEID
* Name
PNEID 1 A | String PNE ldentification.
Name 0.1 A | String PNE Name (e.g. mp3 player)
Table 42 Information elements in SGDiscoveryResporsmessage
8.8.6  Service Group Release
Message Implementation Direction
SGReleaseRequest Mandatory | PNE - PN GW
PN GW - CPNS Server
SGReleaseResponse Mandatory | CPNS Server- PN GW
PN GW - PNE
SGReleaseNotification Mandatory CPNS Server- PN GW
PN GW - PNE

8.8.6.1 Service Group Release Request message
Element Cardinalit | T Data Type Description
y

SGReleaseReq 1 E Its sub attributes are

uest
« SGID
e OriginEntitylD

SGID 1 A | String Service Group ldentification.
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| OriginEntitylD | 1

| A | String

| PNE or PN GW Identificatn of the requesting PNE |

Table 43 Information elements in SGReleaseRequestessage

8.8.6.2 Service Group Release Response message
Element Cardinalit T Data Type Description
y
SGReleaseRes 1 E Its sub attribute is
ponse
* Result
Result 1 A | Integer The status of success or fail.
1 — Success
2 — Fall, the requesting PNE is not authorizecetjuest Service
Group release (e.g this is not SG Owner).
3 — Fall, this Service Group was not registereaieef
Table 44 Information elements in SGReleaseResponsessage
8.8.6.3 Service Group Release Notification message
Element Cardinalit T Data Type Description
y
SGReleaseNot 1 E Its sub attribute is
ification
e SGID
SGID 1 A | String Service Group ldentification.
Table 45 Information elements in SGReleaseNotificatn message
8.8.7 SG Owner Transfer
Message Implementation Direction
SGOwnerTransferRequest Mandatory | PNE -~ PN GW
PN GW - CPNS Server
CPNS Server- PN GW
PN GW - PNE
SGOwnerTransferResponse Mandatory | PNE - PN GW
PN GW - CPNS Server
CPNS Server- PN GW
PN GW - PNE
8.8.7.1 SG Owner Transfer Request Message
Element Cardinality T Data Type Description
SGOwner 1 E Its sub attributes are
TransferRequs
» CandidatePNEID
* TransferReason
SGID 1 A | String Service Group ID of the original $@&ner
CandidatePNE| 0..1 A | String PNEID of the candidate of SG Owneoremended by the origing
ID SG owner.
TransferReaso| 0..1 A String The reason to initilageawner transfer; such as, low power, lea
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[n | | SG, low capabilities. |
Table 46 Information elements in SG Owner TransfeRequest Message
8.8.7.2 SG Owner Transfer Response Message
Element Cardinality T Data Type Description
SGOwner 1 E Its sub attributes are
TransferRespo
nse
* Accept
« PNEID
e SGID
Accept 1 A | Boolean If the SG owner transfer proceds successful and the SG owne
candidate PNE accepts the SG owner transfer, #hieshall be
“TRUE”"; otherwise “ FALSE".
PNEID 0.1 A | String PNE Identification of the nev& ®wner
SGID 0.1 A | String Service Group ID of the new S@ner
Table 47 Information elements in SG Owner TransfeResponse Message
8.8.8 SG Owner Change Notification
Message Implementation Direction
SGOwnerChangeNotification Mandatory CPNS Servers PN GW
PN GW - PNE
Table 48 SG Owner Change Noatification
Element Cardinalit T Data Type Description
y
SGOwner 1 E Its sub attributes are
Change « SGOwner
Notification
* SGID
SGOwner 1 A | String Entity Identification of SG Owne
SGID 1 A | String Service Group ldentifier.
Table 49 SG Owner Change Notification Message
8.9 Group Key Management
8.9.1 GKDK request
Message Implementation Direction
GKDKRequest Conditional PNE - PN GW
GKDKResponse Conditional PN GW - PNE

-
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The above message should be implemented when PNXEAPSUpports underlying broadcast mechanism

8.9.1.1

GKDKRequest message

Element Cardinalit | T Data Type Description
y
GKDKRequest| 1 E Its sub element is:
« PNEID
PNEID 1 E | String EntitylD of PNE which requests GKPequest
Table 50 Information elements in GKDKRequest Messag
8.9.1.2 GKDKResponse message
Element Cardinalit | T Data Type Description
y
GKDKRespon | 1 E Its sub elements are:
se
* Result
* GKDK
Result 1 E | Boolean Result of GKDKRequest
True: Success
False: Fail
GKDK 1 E | Binary Assigned GKDK
Table 51 Information elements in GKDKResponse Messgg
8.9.2 Group Key delivery
Message Implementation Direction
GroupKeyDeliveryRequest Mandatory CPNS Server- PN GW
PN GW - PNE
GroupKeyDeliveryResponse Mandatory | PN GW - CPNS Server
PNE -~ PN GW
8.9.2.1 GroupKeyDeliveryRequest message
Element Cardinalit T Data Type Description
y
GroupKeyDeli | 1 E Its sub elements are:
veryRequest
« SGID
¢ EncryptedGroupKey
SGID 1 E | String SG ID of Service Group in which GpdKey is delivered
EncryptedGro | 1..n E | Binary Delivered encrypted Group Key
upKey
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Note: If Group Key is sent from CPNS Server to PW G
cardinality is 1.

If Group Key is sent from PN GW to PNE and unidasbup Key
delivery is applied, cardinality is 1.

If Group Key is sent from PN GW to PNE and broatiGraup
Key delivery is applied, cardinality is 1..n.

Table 52 Information elements in GroupKeyDeliveryRguest Message

8.9.2.2 GroupKeyDeliveryResponse message
Element Cardinalit Data Type Description
y
GroupKeyDeli | 1 Its sub element is:
veryResponse
¢ Result
Result 1 E | Boolean Result of GroupKeyDeliveryRetues

True: Success
False: Fail

Table 53 Information elements in GroupKeyDeliveryRsponse Message

8.8 Service / Content Publication & Discovery

8.8.1 Overview

Service Publication and Discovery consists of felllg CPNS messages.

e ServiceDiscoveryRequest

» ServiceDiscoveryResponse

» ServiceDescriptionAdvertise

e ServiceDescriptionRegistrationRequest

e ServiceDescriptionRegistrationResponse

» ServiceDiscoveryConfirmationRequest

» ServiceDiscoveryConfirmationResponse

8.8.2  ServiceDiscoveryRequest and ServiceDiscoveryResponse

This section describes the direction of ServicediscyRequest and ServiceDiscoveryResponse.

Message Requirement Direction
ServiceDiscoveryRequest  Mandatory PNE- PN GW
PN GW- CPNS Server
ServiceDiscoveryRespons Mandatory CPNS Servers PN
e GW
PN GW - PNE
8.8.2.1 ServiceDiscoveryRequest message

This message is used by PNE to request CPNS Serfiad Service Description.
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Element Cardinality T Data type Description
ServcieDiscovery| 1 E - Its sub-elements are
Request . I
* DiscoveryDestination
DiscoveryDestina 1 E - Attribute and sub-element variation of seargltondition. In
tion combination or single searching condition, Senbéscovery
provides mechanism to find service or Remote PNd&ead
information.
Its sub attributes
e TargetlD
- PNID
e ContentinfoRequest
Its sub-elements are
« Keyword
TargetID 0.1 A String Identifier of content proeid(PNEID or CPID) as searching
condition
PNID 0.1 A String Identifier of PN as searchinghdiion
ContentinfoRequ| 0..1 A Boolean The attribute SHOULD be includedrtdicate if content
est related information is requested or not.
Note: The definition of content related informatidepends
on content/service provider and out of scope of SPN
Enabler.
TRUE: Content related information is requested
FALSE: PNE does not want to receive any contertteel
information
Userinfo 0.1 E - User Information as searchingdition
Its attributes are
e UserlD
¢ UserName
UserlD 0.1 A String User Identifier
UserName 0.1 A String User Name
Keyword 0.1 E String Arbitrary text as searchimgdition
Table 54 Information element in ServiceDiscoveryReaggst
8.8.2.2 ServiceDiscoveryResponse message
This message is used by CPNS Server to delivaethdt of ServiceDiscoveryRequest message to tHe PN
Element Cardinality T Data type Description
ServiceDiscovery| 1 E - Its sub-elements are
Response
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* Result

¢ Reason
e Targetinfo
* PNInfo

Result 1 Boolean Result of ServiceDiscoveryReques
TRUE-success
FALSE-failure
Reason 0.1 String Cause of failure
e.g., when the Disclosure attribute is “1” then Reason
element contains the cause of rejection such aséss
Denied” or if there is no matched service desaipfound
then the Reason element contains the cause ofdaiich as
“No match found" (See Section 7.9 for the detail)
Targetinfo 0..n - The element containing relevafdgrmation of content
provider which host the matched/returned servicedjgtion
Its attribute is
e TargetlD
* TargetName
* Active
Its sub elements are
* Userinfo
« PNID
*  ServiceProfile
TargetID 1 String Identifier of content provid@NEID or CPID)
(see the CPNS Profile in section 5.10.2)
If the Target is PNE, TargetID is PNEID.
If the target is external content provider, TarBa CPID.
TargetName 0.1 String Name of content providRMEName or CPName)
(See the CPNS Profile in section 5.10.2)
If the Target is PNE, TargetName is PNEName.
If the Target is external content provider, Targati¢ is
CPName.
Active 0.1 Boolean In case the Target Entitf?ISE, this attribute is included to
indicate the active status of PNE.
TRUE — This PNE is active because PNE is physically
connected.
FALSE — This PNE is not active because PNE is paysi
disconnected.
Userinfo 0.1 - User information
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Based on Disclosure attribute Userinfo can be uedei

Access control based on Disclosure attribute caioined in
section 5.8(PN Inventory) and 7.9(Service Discoyery
Its attributes are

e UserlD

e UserName

UserlD

String

CPNS User ID

UseName

0.1

String

CPNS User Name

PNID

String

List of PN ID(s) the searchedEPfesides in
Based on Disclosure attribute PNID can be unveiled.

Access control based on Disclosure attribute caioined in
section 5.8(PN Inventory) and 7.9(Service Discoyery

ServiceProfile

The Service Description iServiceProfile (See the CPNS
Profile in section 5)

Based on Disclosure attribute ServiceProfile canreiled.

Access control based on Disclosure attribute caiolned in
section 5.8(PN Inventory) and 7.9(Service Discoyery

PNInfo

Information about the PN which seadPNE resides in

The information is the Remote PNE related infororatnd is
used for Service Group Management (See section 7.9)

Based on Disclosure attribute PNInfo can be undeile

Access control based on Disclosure attribute cafiotned in
section 5.8(PN Inventory) and 7.9(Service Discoyery
Its sub attributes are

« PNID

«  Description

Its sub element is
«  PNGWiInfo
* PNEInfo

PNID

String

Identifier of PN

Description

0.1

String

PN Description. (e.g. heroffice)

PNGWInfo

m

PNGW Information of PN GW in the PN

Its sub attributes are
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e  PNGWID
*  PNGWName
PNGWID 1 A String Identifier of PN GW
PNGWName 0.1 A String Name of PN GW, assignedmacke (e.g. my mobile phone
PNEInfo 0..n E PNE Information of PNE which are thember of the PN
Its sub attributes are
« PNEID
» PNEName
PNEID 1 A String Identifier of PNE.
PNEName 0.1 A String Name of PNE, assigned nicknérg. mp3 player)

Table 55 Information element in ServiceDiscoveryRgmnse

8.8.3  ServiceDescriptionAdvertise

This section describes the direction of ServiceDpsonAdvertise.

Message Requirement Direction
ServiceDescriptionAdverti Mandatory CP - CPNS Server
se CPNS Server. PN GW
PN GW- PNE
8.8.3.1 ServiceDescriptionAdvertise message
This message is used by CPNS Server and PN GWofue Based Service to advertise Service Descriptiohe PNE.
Element Cardinality T Data type Description
ServiceDescriptio| 1 E - Its attribute is
nAdvertise )
« ZoneBasedServiceSupport
Its sub-elements are
« Devicelnfo
* CPInfo
*  ServiceProfile
ZoneBasedServig 0..1 A Boolean Boolean value indicates that thesags is for Zone based o
eSupport not.
TRUE: For zone based service and Service Descniptith be
stored in PN GW
FALSE: Not for zone based service, default.
Devicelnfo 0.1 E Device information of PNE, whiistthe content provider
Its attributes are
« PNEID
« PNEName
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e PNID
PNEID 1 A String Identifier of PNE
PNEName 0.1 A String Assigned nickname for PNE.
PNID 1 A String Identifier of PN which has this meen PNE.
CPInfo 0.1 E External Content Provider informatio

Its sub attributes are

e CPID

¢ CPName
CPID 1 A String Identifier of external content pirder.
CPName 0.1 A String Name of external content rewi
ServiceProfile 1 E - The target CPNS metadata $¢8etion 5.10)

Table 56 Message Directions for ServiceDescriptiordvertise

8.8.4  Service Description Registration
This section describes the direction of the mesgag8ervice Description publication
Message Requirement Direction
ServiceDescriptionRegistf Mandatory PNE- PN GW
ationRequest PN GW- CPNS Server
CP - CPNS Server
ServiceDescriptionRegistit Mandatory CPNS Server PN GW
ationResponse PN GW_ PNE
CPNS Server. CP
8.84.1 ServiceDescriptionRegistrationRequest message
This message is used by PNE interfaced applicadiquublish the Service Description.
Element Cardinality T Data type Description
ServcieDescriptin| 1 E - Its attributes are
RegistrationRequ
est - PNID
« PNEID
e CPID
« CPName
« Disclosure
*  OwnershipEntity
Its sub-element is
« ServiceProfile
PNID 0.1 A String Identifier of PN
PNEID 0.1 A String Identifier of PNE, content proer
CPID 0.1 A String Identifier of external contembpider.
CPName 0.1 A String Name of external content rewi
Disclosure 1 A Integer The willingness of openness of PN Information, ase
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Service Discovery is requested after PN Setup

1 - Blocked; PN information should not be unveiled.

2 - Open; PN information will be unveiled, when otiG®NS
Entities asks service discovery.

3 - Selective: PN can be unveiled, only when thbaized
CPNS entity allows in case service discovery regjoestains
PNID or UserlD

OwnershipEntity

0.1

String

The ID of authorized CPNS Entity which has authatian to
allow PN Information open, in case Service Discguer
requested

If the value of Disclosure attribute is 3 then, @n@hipEntity
SHALL be inserted.

ServiceProfile

The Service Description
Sub-elements are the Service Description (e.g., XML
fragment), based on structure of Service Descriptio
(metadata) described in section 5.10.2.

Table 57 Information element in ServiceDescriptionRgistratiojnRequest

8.8.4.2 ServiceDescriptionRegistrationResponse message
This message is used by CPNS Server to delivaethdt of Service Description publication.
Element Cardinality T Data type Description
ServcieDescriptin| 1 E - Its sub-elements are
RegistrationRequ
esponse ¢ Result
¢ Reason
Result 1 E Boolean Result of ServiceDescriptionBtegiionRequest message
TRUE - success
FALSE - failure
Reason 0.1 E String Cause of failure

Table 58 Information element in ServiceDescriptionRgistrationResponse

8.8.5 ServiceDiscoveryConfirmationRequest message

This section describes the direction of the messagserviceDiscoveryConfirmation.

Message Requirement Direction
ServiceDiscoveryConfirm| Conditional CPNS Server PN GW
ationRequest PN GW- PNE
ServiceDiscoveryConfirm| Conditional PNE- PN GW
ationResponse PN GW- CPNS Server

8.8.5.1 ServiceDiscoveryConfirmationRequest message

This message is used by CPNS Server to ask cotiimm@garding providing the PN information.

Element

Cardinality

T

Data type

Description

ServiceDiscovery
ConfirmationReq

uest

1

E

Its attribute is

« |ID
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String

UserID or PNID, PNEID which sends
ServiceDiscoveryRequest message

Table 59 Information element in ServiceDiscoveryCdirmationRequest

8.8.5.1 ServiceDiscoveryConfirmationResponse message

This message is used by PNE or PN GW to respordaeitfirmation regarding providing the PN infornoeti

Element Cardinality T Data type Description
ServiceDiscovery| 1 E - Its attribute is
ConfirmationRes
ponse * Result
Result 1 E Boolean Result of ServiceDescription@ordtionRequest message

TRUE — Allowing access to PN Information.
FALSE — Denying access to PN Information.

Table 60 Information element in ServiceDiscoveryCdirmationResponse

8.9 Service / Content Delivery

8.9.1

Overview

Service / Content delivery consists of followingll® messages.

* InvokeRequest

* InvokeResponse

8.9.2 InvokeRequest and InvokeResponse
This section describes the direction of InvokeRsgaaed InvokeResponse.
Message Requirement Direction
InvokeRequest Mandatory PNE- PN GW
PN GW- CPNS Server
CPNS Server External
Entity
InvokeResponse Mandatory PN GW- PNE
CPNS Server PN GW
External Entity> CPNS
Server

8.9.2.1

InvokeRequest message

This message is used by PNE to deliver the operatonmand to the entity hosting application.

Element

Cardinality

T

Data Type

Description

InvokeRequest

1

E

Its attributes are

- SGID

Its sub-elements are

* ServicelD
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¢ InputParameterList

SGID 0.1 A String Unique identifier to identiffie group of services part of
which is the specific service.
This attribute is used only if the specific servie@art of a
service group.
ServicelD 1 E String Identifier of the service (e@peration set)
Its attributes are
e Operation
Operation 1 A String Operation name
The Operation is the method to invoke specific egibn
function e.g., ChannelStop (the PNE to request f@RINS
Server to stop one or multiple delivery service),
ChannelResume (the PNE to request from CPNS Server
resume one or multiple delivery service)
InputParameterLi| 1 E - The arguments for the service invocation
st
Its sub-elements are
* Parameter
Parameter 0..n E String Its sub-elements is
e Value
Its attributes are
¢ Name
Name 1 A String Name of service invocation paramete
Value 1 E String Value of parameter
Table 61 Information element in InvokeRequest
8.9.2.2 InvokeResponse message
This message is used by CPNS Server to delivaethdt of InvokeRequest message to the PNE.
Element Cardinality T Data type Description
InvokeResponse 1 E - Its sub-elements are
¢ Result
* Reason
e OutputParameterList
Result 1 E Boolean Result of InvokeRequest
TRUE-success
FALSE-failure
Reason 0.1 E String Depends on Invoke resulf {nease of Result is FALSE)
OutputParameter| 0..1 E - The return value depends on Invoke régalt in case of
List Result is TRUE)

The list of information element to be returned aghi
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InvokeRequest e.qg., the list of XML fragment (outpiiL
parameter)

Its sub-elements are

e Parameter

Parameter 0..

String

Its sub-elements is

* Value

Its attributes are

¢ Name

Name 1

String

The name of information elemerttéaeturned e.g., name o
output XML parameter found in Service Description
(metadata)

Value 1

E

String

Value of parameter

8.10 Device Capability

Table 62 Information element in InvokeResponse

8.10.1 Device Capabilities Query Message

Message Implementation Direction
DeviceCapabilitiesQueryRequest Mandatory CPNS Server, PN GW,
PN GW - PNE
DeviceCapabilitiesQueryResponse Mandatory PNE - PN GW,
PN GW - CPNS Server

8.10.1.1 Device Capabilities Query Request Message
Element Cardina T Data Type Description
lity
DeviceCapabilities | 1 E Its sub elements are
ueryRequest
QueryReq e TargetID
- PNID

Target ID 1 A String If this message is sent ta\EPthe value shall be the PNE
Identification of the target device. If this messagsent to a PN
GW, the value shall be the PN GW Identificatiorthe target
device.

PNID 0.1 A String PN Identification of target deeiresides in .

Table 63 Information elements in Device Capabilitis Query Request Message

8.10.1.2 Device Capabilities Query Response Message
Element Cardinali T Data Type Description
ty
DeviceCapabilitiesQuery 1 E Its sub elements are

Response

e Target ID

e DeviceCapa
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Target ID 1 A String

If this message is sent toNEPthe value shall be the
PNE Identification of the target device. If this ssage
is sent to a PN GW, the value shall be the PN GW
Identification of the target device.

DeviceCapa 1 E

Capability information of devicebeading PNE

Its sub attribute is

¢ UlCapa

Its sub element is

« ExternalCapa

UlCapa 0.1 A Boolean If this device doesn’t suppdrfunctionalities, this

value SHALL be set with “TRUE".

TRUE: PN GW needs to support confirmation and/of
Key assignment functionalities instead of PNE.

ExternalCapa 0.1 E -

XML fragment contains information such as
DeviceType, VideoCodec, etc. CPNS V1.0 can make
use of the format of device capabilities from DPE
Enabler specification.

Table 64 Device Capabilities Query Response Message

8.10.2 Device Capabilities Change Notification Message

Message

Implementation Direction

DeviceCapabilitiesChangeNotification

Conditional PNE - PN GW,
PN GW - CPNS Server

DeviceCapabilitiesChangeNotificationConfirni

Conaiital CPNS Server. PN GW,
PN GW - PNE

8.10.2.1 Device Capabilities Change Notification Message

Element Cardina | T Data Description
lity Type
DeviceCapabilities | 1 E Its sub elements are
ChangeNotification )
Device ID
DeviceCapa
Device ID 1 A| String PNE Identification of the degiif the device is a PNE;
PN GW Identification of the device if the deviceai$N GW.
DeviceCapa 1 B Capability information of devicebeiding PNE
Its sub attribute is
UlCapa
Its sub element is
ExternalCapa
UlCapa 0.1 A| Boolean If this device doesn’t suppdrfunctionalities, this value SHALL
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be set with “TRUE".

TRUE: PN GW needs to support confirmation and/oy Ke
assignment functionalities instead of PNE.

ExternalCapa 0.1 E - XML fragment contains information such as Device@yp
VideoCodec, etc. CPNS V1.0 can make use of thedbahdevice
capabilities from DPE Enabler specification.

Table 65 Information elements in Device Capabilitie Change Notification Message

8.10.2.2 Device Capabilities Change Notification Confirm Message

Element Cardina | T Data Description
lity Type
DeviceCapabilities | 1 E Its sub elements are
ChangeNotification
Confirm e TargetID
Target ID 1 A| String CPNS Server return the confimassage to the original sender] |

Device Capabilities Change Notification messagéasm a PNE,
then this value shall be a PNE Identification. HVire Capabilities
Change Notification message is from a PN GW, theés value
shall be a PN GW Identification.

Table 66 Information elements in Device Capabilitie Change Notification Confirm Message

8.11 Status Management

8.11.1 Overview
Status Management consists of following CPNS messag
e StatusSubscribeRequest
e StatusSubscribeResponse
e StatusNotify
e StatusPublicationRequest

e StatusPublicationResponse

8.11.2 StatusSubscribeRequest and StatusSubscribeResponse

This section describes the direction of StatusSiliesRequest and StatusSubscribeResponse.

Message Requirement Direction
StatusSubscribeRequest Mandatory PNE- PN GW
PN GW- CPNS Server|
StatusSubscribeResponse Mandatory CPNS Server PN GW
PN GW - PNE

8.11.2.1 StatusSubscribeRequest message
This message is used by PNE to subscribe the CRtN$ @.e., PNE and PN GW) status information.

Element Cardinality T Data type Description

StatusSubscribeR 1 E - Its sub-attributes are
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equest e TargetlD

e SubscriptionDuration
TargetID 1 A String PNEID, PNGWID, or PNID
SubscriptionDura| 1 A Integer “0” Unsubscribe command

tion

“n” duration time (sec)

Table 67 Information element in StatusSubscribeRegest

8.11.2.2 StatusSubscribeResponse message
This message is used by CPNS Server to delivaethdt of Subscribe message to the PNE.
Element Cardinality T Data type Description
StatusSubscribeR 1 E - Its sub-attributes are
esponse
¢ Result
¢ Reason
Result 1 E Boolean The result of subscription regue
TRUE - success.
FALSE - Failure.
Reason 0.1 E String Depends on the subscripteuitr@.e., in case of Result is
“FALSE”(Failure))

Table 68 Information element in StatusSubscribeResmse

8.11.3 StatusNotify

This section describes the direction of Notify.

Message Requirement Direction
StatusNotify Mandatory CPNS Server PN GW
PN GW- PNE
8.11.3.1 StatusNotify message
This message is used by PN GW or CPNS Server izedéhe status information to the PNE.
Element Cardinality T Data type Description
StatusNotify 1 E - Its sub attribute is
e TargetlD
« Active
Its sub-elements are
e  StatusVariable
TargetlD 1 A String PNEID, PNGWID or PNID
Active 0.1 A Boolean The active status of PNE, RMGr PN.
True — This PNE or PNGW is active because it issptally
connected. Or this PN is active because at leashwre
member PNEs are physically connected.
False — This PNE is not active because PNE is palgi
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h

disconnected. Or this PN is not active becausef alember
PNEs are disconnected.
StatusVariable 0..n E String If TargetID is PNEIBJaPNE supports enabled applicatior
with Service Description, this is the status vaedibom
ServiceProfile element of CPNS Profile (see sedsid®)
Its sub-element is
¢ Value
Its sub attribute is
e StatusName
StatusName 1 A String Name of status variable fanr@PNS Profile metadata (se¢
section 5.10)
Value 1 E String Value of StatusVariable

Table 69 Information element in StatusNotify

8.11.4 Status Publication

This section describes the direction of the mesfagstatus publication

Message

Requirement

Direction

StatusPublicationRequest

Mandatory

PNE- PN GW
PN GW- CPNS Server

StatusPublicationRespons

e Mandatory

CPNS Server PN GW

PN GW- PNE
8.11.5 StatusPublicationRequest message
This message is used by PNE or PN GW to publighsta CPNS Server.
Element Cardinality T Data type Description
StatusPublication| 1 E - Its sub attributes are
Request
e TargetlD
« Active
Its sub-elements are
e  StatusVariable
TargetID 1 A String Identifier associated with gtatus variables
PNEID, PNGWID or PNID
Active 0.1 A Boolean The active status of PNE, RMGr PN.
TRUE — This PNE or PNGW is active because it issptgily
connected. Or this PN is active because at leashwmre
member PNEs are physically connected.
FALSE — This PNE is not active because PNE is [uiajyi
disconnected. Or this PN is not active becausefallember
PNEs are disconnected.
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StatusVariable

String

If TargetID is PNEIBJaPNE supports enabled applicatior
with Service Description, this is the status vdeaibom
ServiceProfile element of CPNS Profile (see sedhid®)

Its sub-element is

« Value

Its attribute is

e  StatusName

StatusName

1 A

String

Name of status variable fanr@PNS Profile metadata (see
section 5.10)

Value

1 E

String

Value of StatusVariable

Table 70 Information element in StatusPublicationRguest

8.11.6 StatusPublicationResponse message

This message is used by CPNS Server to delivaethdt of Status publication.

Element Cardinality T Data type Description
StatusPublication| 1 E - Its sub-attributes are
Requesponse
* Result
* Reason
Result 1 A Boolean The result of Status publicatienquest.
TRUE — Success.
FALSE — Failure.
Reason 0.1 A String Depends on the Result (hease of Result is
“FALSE”(Failure))

Table 71 Information element in StatusPublicationReponse

8.12 Usage Statistics Report message format

8.12.1 Usage Stat Report from the App to the CPNS Server

Message

Implementation

Direction

AppServerUsageStatReport

Mandatory

App - CPNS Server (This is through
interface CPNS-4)

8.12.1.1

AppServerUsageStatsReport message

This message is used by the App on the servetaidgport usage statistics to the CPNS Server.

The CPNS Server SHALL be able to receive the par@asas shown in the table below.

Element Cardinality T Data Type Description
AppServerUsageStatsReport 1 E Indicates the nathe onessage
AppServerlD 1 String Indicates the unique ideatibf the

application on the CPNS Server side

This identifier can also be used for
other functions or messages to identify
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the application on the Server side

StatsReportMessagelD 1 A String Unique identifteidientify the stats
report when requested
This parameter can be used by other
functions and requests
UsageStatsData 1..n E String Gives the list otcttines that contain

usage stats information. One structurn
for example can contain usage stats
information about video content or
music etc.

UsageStatsData can contain
information about one service or
channel, but there can be multiple
reports containing information about

many services or channels that can b

reported at the same time as part of Whe

Same message

Table 72 Information element in AppServerUsageStaReport

8.12.2 Usage Stat Report from App to the PNE

Message

Implementation

Direction

AppPNEUsageStatsReport

Mandatory

App - PNE (This is through interface
CPNS-5)

PNE - PN GW

PN GW - CPNS Server

8.12.2.1

AppPNEUsageStatsReport message

This message is used by the App on the PNE siteptart usage statistics to the CPNS Server via &INEPN GW.

The PNE SHALL be able to receive the parameters fitee application as shown in the table below.

Element

Cardinality

T

Data Type

Description

AppPNEUsageStatsRepart 1

E

Indicates the namteeahessage

AppPNEID 1

A

String

Indicates the unique identiftdrithe
application on the PNE side
This identifier can also be used for
other functions or messages to
identify the application on the PNE
side

StatsReportMessagelD 1

String

Unique identifteidentify the statg
report when requested
This parameter can be used by oth
functions and requests

PNEID 1

String

Indicates the unique identifiertbé
PNE. This can be physical address
of the PNE
This identifier can also be used for
other functions or messages to
identify the PNE

PNID 1

String

Indicates the unique identifierthé
PN.

This identifier can also be used for
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other functions or messages to
identify the PN

UsageStatsData 1.n E

String

Gives the list otcttines that
contain usage stats information. Ope
structure for example can contain
usage stats information about videp
content or music etc.
UsageStatsData can contain
information about one service or
channel, but there can be multiple
reports containing information abo
many services or channels that can
be reported at the same time as part
of the same message

—

Table 73 Information element in AppPNEUsageStatsRept

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-CPNS_Core-V1_0-20121023-A Page 208 (244)

9. CPNS Transport Protocol (Informative)

The CPNS Enabler supports following protocols asopl.

» XML based overlay network protocol (See Appendix X)
* SMS based CPNS protocol (See Appendix Y)
« HTTP (See Appendix Z)
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
Approved Version 23 Oct 2012 Status changed to Approved by TP:
OMA-TS-CPNS_Core-V1_0 TP ref#: OMA-TP-2012-0390-INP_CPNS_1_0_ERP_for fiuatiion.zip
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Appendix B.  Static Conformance Requirements

The notation used in this appendix is specifiefB@RRULES].

(Normative)

B.1 General high level external dependency (GEN)

Item

Function

Reference

Requirement

CPNS-GEN-C-001-O

Device capability
notification; PNE

Section 7.12.2

CPNS-GEN-C-002-O

Device capability
notification; PN GW

Section 7.12.2

CPNS-GEN-S-001-O

Device capability
notification; CPNS

Server

Section 7.12.2

.2 SCR for CPNS Devices

Iltem

Function

Reference

Requirement

CPNS-CMETA-C-001-
M

Support of CPNS Profilg

Section 5.10.

CPNS-ED-C-001-M

Entity Discovery;
Requesting CPNS
Entities

Section 7.2.1.1

CPNS-CMETA-C-001-M

CPNS-ED-C-002-M

Entity Discovery;
Requested CPNS
Entities

Section 7.2.1.2

CPNS-CMETA-C-001-M

CPNS-ED-C-003-M

Entity Discovery;
Zonebasedservice;PNE

Section 7.11.2

CPNS-ED-C-001-M

CPNS-ED-C-004-M

Entity Discovery;
Zonebasedservice;PNG

w

Section 7.11.3

CPNS-ED-C-002-M

B.3 SCR for PNE

Item Function Reference Requirement
CPNS-PMETA-C-001- | Support of PN Inventory] Section 5.8
M
CPNS-SMETA-C-001- | Support of SG Inventoryy Section 5.9
M
CPNS-ED-C-003-M PN Discovery Section 7.2.2|1
CPNS-EKA-C-001-O Requesting EUKey Section 7.4.1

assignment for PNEs
with Ul capabilities

CPNS-EKA-C-002-O

Requesting EUKey
assignment for PNEs
without Ul capabilities
when PAN is secure

Section 7.4.2.1

CPNS-EKA-C-003-O

Requesting EUKey
assignment for PNEs
without Ul capabilities
when PAN is not secure|

Section 7.4.2.2

CPNS-MA-C-001-M

Performing mutual
authentication with
CPNS Server and

Section 7.5.1
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Item

Function

Reference

Requirement

optionally with PN GW

CPNS-PNM-C-001-M

PN Establishment;
Procedure in originating
PNE

Section 7.6.1.1

CPNS-CMETA-C-001-M

CPNS-PNM-C-002-M

PN Establishment;
Procedure in invited
PNE

Section 7.6.1.1

CPNS-CMETA-C-001-M

CPNS-PNM-C-003-M

PN Establishment;
Zonebasedservice

Section 7.11.2

CPNS-PNM-C-002-M

CPNS-PNM-C-004-M

PNE Management; PN
Inviting; Procedure in
inviting PNE

ESection
7.6.2.1.1

CPNS-PMETA-C-001-M

CPNS-PNM-C-005-M

PNE Management; PN
Inviting; Procedure in
invited PNE

ESection
7.6.2.1.1

CPNS-PMETA-C-001-M

CPNS-PNM-C-006-M

PNE Management; PN
Joining

ESection
7.6.22.1

CPNS-PMETA-C-001-M

CPNS-PNM-C-007-M

PNE Management; PN
Expulsion; Procedure in
expelling PNE

ESection
7.6.2.3.1

CPNS-PMETA-C-001-M

CPNS-PNM-C-008-M

PNE Management; PN
Expulsion; Procedure in
expelled PNE

ESection
7.6.2.3.1

CPNS-PMETA-C-001-M AND CPNS-
SMETA-C-001-M

CPNS-PNM-C-009-M

PNE Management; PN
Leaving

ESection
7.6.2.4.1

CPNS-PMETA-C-001-M

CPNS-PNM-C-010-M

PNE Management; PN
Release

Section 7.6.3.1

CPNS-PMETA-C-001-M

CPNS-SGM-C-001-M

Service Group
Management; Service
Group Creation

Section 7.7.1.1

CPNS-SMETA-C-001-M

CPNS-SGM-C-002-M

Service Group
Management;
Management of SG
Controlling Entities;
PNE Invite in Service
Group;Procedure in
inviter PNE

Section
7.7.21.1

CPNS-SMETA-C-001-M

CPNS-SGM-C-003-M

Service Group
Management;
Management of SG
Controlling Entities;
PNE Invite in Service
Group;Procedure in
invited PNE

Section
7.7.21.1

CPNS-CMETA-C-001-M

CPNS-SGM-C-004-M

Service Group
Management;
Management of SG
Controlling Entities;
PNE Expulsion in
Service Group;
Procedure in PNE when
PNE expels other
PNE(s)

Section
7.7.221

CPNS-SMETA-C-001-M
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Item

Function

Reference

Requirement

CPNS-SGM-C-005-M

Service Group
Management;
Management of SG
Controlling Entities;
PNE Expulsion in
Service Group;
Procedure in PNE when
PNE is expelled from
Service Group

Section
77221

CPNS-SMETA-C-001-M

CPNS-SGM-C-006-M

Service Group
Management;
Management of SG
Controlling Entities;
PNE Joining, Leaving
Service Group

Section
7.7.23.1

CPNS-PMETA-C-001-M AND CPNS-
SMETA-C-001-M

CPNS-SGM-C-007-M

Service Group
Management;
Management of SG
Controlling Entities;
Service Group Member
Update

Section
7.7.2.4.1

CPNS-SMETA-C-001-M

CPNS-SGM-C-008-M

Service Group
Management; Service
Group Update

Section 7.7.3.1

CPNS-SMETA-C-001-M

CPNS-SGM-C-009-M

Service Group
Management; Service
Group Discovery

Section 7.7.4.1

CPNS-SGM-C-010-M

Service Group
Management; Service
Group Release

Section 7.7.5.1

CPNS-SMETA-C-001-M

CPNS-SGM-C-011-M

Service Group
Management; Service
Group Owner Transfer

Section 7.7.6.1

CPNS-SMETA-C-001-M

CPNS-GKM-C-001-M | Group Key deletion Section 7.8.3
CPNS-GKM-C-002-0 GKDK request to Section 7.8.4
PNGW and GKDK
storage
CPNS-GKM-C-003-M | Unicast based Group | Section 7.8.5

Key reception

CPNS-GKM-C-004-M

Group Key storage

Section 7.8.5

CPNS-GKM-C-005-O

Broadcast based Grou
Key reception

D Section 7.8.5

CPNS-GKM-C-006-O Decryption of Group | Section 7.8.5
Key by using GKDK
CPNS-SPD-C-001-M Service Discovery Section 7.9.2.1

CPNS-SPD-C-002-M

Service Discovery
Advertise

Section 7.9.3.3

CPNS-SPD-C-003-M

Service Discovery
Advertise;Zonebasedse
ice

Section 7.11.2
\Y;

CPNS-SPD-C-002-M

CPNS-SPD-C-004-M

Service Discovery
Registration

Section 7.9.4.1

CPNS-PNM-C-001-M
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Item Function Reference Requirement

CPNS-SCD-C-001-M Service / Content Section 7.10.1 | CPNS-PMETA-C-001-M
Delivery

CPNS-DC-C-001-M Devcie capability Quer SectionZ711

CPNS-SM-C-001-M Service Status Section 7.13.2 | CPNS-CMETA-C-001-M
Publication

CPNS-SM-C-002-M Service Subscription andection 7.13.3
Notification

CPNS-SM-C-003-M PN / PNE Inactive StatuSection CPNS-PMETA-C-001-M
Management 7.13.4.1

CPNS-SM-C-004-M PN / PNE Active Status Section CPNS-PMETA-C-001-M
Management 7.13.5.1

CPNS-US-C-001-M Usage statistics Section 7.14.1,
collection/reporting 7.14.2

B.4 SCR for PN GW
Item Function Reference Requirement

CPNS-PMETA-C-002- | Support of PN Inventory| Section 5.8

M

CPNS-SMETA-C-002- | Support of SG Inventory  Section 5.9

M

CPNS-ED-C-004-M PN Discovery Section 7.2.212 CPNERFA-C-001-M

CPNS-IPR-C-001-O Requesting registration Section 7.3.1
of UserlD and Password
via CPNS Interfaces
CPNS-EKA-C-004-0 Facilitating EUKey Section 7.4.1
assignment for PNEs
with Ul capabilities
CPNS-EKA-C-005-0 Facilitating EUKey Section 7.4.2.1
assignment for PNEs
without Ul capabilities
when PAN is secure
CPNS-EKA-C-006-O Facilitating EUKey Section 7.4.2.2
assignment for PNEs
without Ul capabilities
when PAN is not secure|
CPNS-EKA-C-007-O Requesting EUKey Section 7.4.3
assignment for PN GW
CPNS-MA-C-002-M Facilitating mutual Section 7.5.1
authentication between
PNE and CPNS Server
and optional mutual
authentication with PNE
CPNS-MA-C-003-O Performing mutual Section 7.5.2
authentication with
CPNS Server

CPNS-PNM-C-011-M PN Establishment; PNE Section 7.6.1.2| CPNS-PMETA-C-002-M

Initiated

CPNS-PNM-C-012-M PN Establishment; PN | Section 7.6.1.2| CPNS-PMETA-C-002-M
GW Initiated

CPNS-PNM-C-013-M PN Establishment; Section 7.11.3 | CPNS-PNM-C-012-M

Zonebasedservice
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Item

Function

Reference

Requirement

CPNS-PNM-C-014-M

PNE Management; PN
GW; PN GW initiated
invitation request

Section
7.6.2.1.2

CPNS-PMETA-C-002-M

CPNS-PNM-C-015-M

PNE Management; PN
initiated invitation
request

ESection
7.6.2.1.2

CPNS-PNM-C-016-M

PNE Management; PN
GW procedure common
to PNE initiated and PN
GW initiated invitation
cases

Section
7.6.2.1.2

CPNS-PMETA-C-002-M

CPNS-PNM-C-017-M

PNE Management; PN
Joining

ESection
7.6.2.2.2

CPNS-PMETA-C-002-M

CPNS-PNM-C-018-M

PNE Management; PN
Expulsion

ESection
7.6.2.3.2

CPNS-PMETA-C-001-M AND CPNS-

PMETA-C-002-M

CPNS-PNM-C-019-M

PNE Management; PN
Leaving

ESection
7.6.2.4.2

CPNS-PMETA-C-002-M

CPNS-PNM-C-020-M

PNE Management; PN
Release

Section 7.6.3.2

CPNS-PMETA-C-002-M

CPNS-SGM-C-012-M

Service Group
Management; Service
Group Creation

Section 7.7.1.2

CPNS-SMETA-C-002-M

CPNS-SGM-C-013-M

Service Group
Management;
Management of SG
Controlling Entities;
PNE Invite in Service
Group

Section
7.7.21.2

CPNS-SMETA-C-002-M

CPNS-SGM-C-014-M

Service Group
Management;
Management of SG
Controlling Entities;
PNE Expulsion in
Service Group

Section
77222

CPNS-SMETA-C-002-M

CPNS-SGM-C-015-M

Service Group
Management;
Management of SG
Controlling Entities;
PNE Joining, Leaving
Service Group

Section
7.7.2.3.2

CPNS-SMETA-C-002-M

CPNS-SGM-C-016-M

Service Group
Management;
Management of SG
Controlling Entities;
Service Group Member
Update

Section
7.7.2.4.2

CPNS-SMETA-C-002-M

CPNS-SGM-C-017-M

Service Group
Management; Service
Group Update

Section 7.7.3.2

CPNS-SMETA-C-002-M

CPNS-SGM-C-018-M

Service Group
Management; Service
Group Discovery

Section 7.7.4.2

CPNS-SGM-C-019-M

Service Group

Section 7.7.5

.2  CRNETA-C-002-M
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Item

Function

Reference

Requirement

Management; Service
Group Release

CPNS-SGM-C-020-M

Service Group
Management; Service
Group Owner Transfer

Section 7.7.6.2

CPNS-SMETA-C-002-M

CPNS-GKM-C-007-O GKDK assignment to | Section 7.8.4
PNE and storage of PNE
ID

CPNS-GKM-C-008-0O GKEK creation and Section 7.8.4
update

CPNS-GKM-C-009-M Unicast based Group | Section 7.8.5
Key delivery to PNE

CPNS-GKM-C-010-O Encryption of Group Section 7.8.5

Key by using GKEK

CPNS-GKM-C-011-O

Broadcast based Grou
Key delivery to PNE

D Section 7.8.5

CPNS-GKM-C-012-O

Hybrid based Group Kg
delivery to PNE

2ySection 7.8.5

CPNS-SPD-C-005-M

Service Discovery

Section 7.9.1

0.2

CPNS-SPD-C-006-M

Service Discovery
Advertise

Section 7.9.3.2

CPNS-SPD-C-007-M CPNS-SPD-C-006-M AND CPNS-

PMETA-C-002-M

Service Discovery Section 7.11.3
Advertise;Zonebasedserv
ice

Service Discovery

CPNS-SPD-C-008-M Section 7.9.4.2| CPNS-PNM-C-011-M

Registration

CPNS-SCD-C-002-M

Service / Content
Delivery

Section 7.10.2

CPNS-DC-C-002-M

Devcie capability Quer

SectionZ711

CPNS-SM-C-005-M

Service Status
Publication

Section 7.13.2

CPNS-SM-C-006-M

Service Subscription a
Notification

ndSection 7.13.3

CPNS-SM-C-007-M PN / PNE Inactive Status$ection CPNS-PMETA-C-002-M
Management 7.13.4.2

CPNS-SM-C-008-M PN / PNE Active Status Section CPNS-PMETA-C-002-M
Management 7.13.5.2

CPNS-US-C-002-M

Usage statistics

Section 7.14.1,

collection/reporting

7.14.2

B.5 SCR for CPNS Server

Item Function Reference Requirement
CPNS-CMETA-S-001- | Support of CPNS profile] Section 5.10.2
M
CPNS-PMETA-S-001- | Support of PN Inventory| Section 5.8
M
CPNS-SMETA-S-001- | Support of SG Inventory  Section 5.9

M

CPNS-IPR-S-001-O

Registering UserID an
Password via CPNS

d Section 7.3.1
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Item Function Reference Requirement
Interfaces
CPNS-EKA-S-001-O Assigning EUKey for | Section 7.4.1
PNEs with Ul
capabilities

CPNS-EKA-5-002-O

Assigning EUKey for
PNEs without Ul
capabilities when PAN ig
secure

Section 7.4.2.1

CPNS-EKA-S-003-O

Assigning EUKey for
PNEs without Ul
capabilities when PAN is
not secure

Section 7.4.2.2

CPNS-EKA-S-004-O Assigning EUKey for | Section 7.4.3
PN GW
CPNS-MA-S-001-M Performing mutual Section 7.5.1
authentication with PNE
CPNS-MA-S-002-O0 Performing mutual Section 7.5.2
authentication with PN
GW
CPNS-PNM-S-001-M PN Establishment Section 7.6.1.3PNS-PMETA-S-001-M

CPNS-PNM-S-002-M

PNE Management; PN

ESection

CPNS-PMETA-S-001-M

Inviting 7.6.2.1.3

CPNS-PNM-S-003-M PNE Management; PNESection CPNS-PMETA-S-001-M
Joining 7.6.2.2.3

CPNS-PNM-S-004-M PNE Management; PNESection CPNS-PMETA-S-001-M
Expulsion 7.6.2.3.3

CPNS-PNM-S-005-M PNE Management; PNESection CPNS-PMETA-C-002-M
Leaving 7.6.2.4.3

CPNS-PNM-S-006-M

PNE Management; PN
Release

ESection 7.6.3.3

CPNS-PMETA-S-001-M

CPNS-SGM-S-001-M

Service Group
Management; Service
Group Creation

Section 7.7.1.3

CPNS-PMETA-S-001-M AND CPNS-

SMETA-S-001-M

CPNS-SGM-S-002-M

Service Group
Management;
Management of SG
Controlling Entities;
PNE Invite in Service
Group

Section
7.7.2.1.3

CPNS-PMETA-S-001-M AND CPNS-

SMETA-S-001-M

CPNS-SGM-S-003-M

Service Group
Management;
Management of SG
Controlling Entities;
PNE Expulsion in
Service Group

Section
7.7.2.2.3

CPNS-SMETA-S-001-M

CPNS-SGM-S-004-M

Service Group
Management;
Management of SG
Controlling Entities;
PNE Joining, Leaving
Service Group

Section
7.7.2.3.3

CPNS-SMETA-S-001-M

CPNS-SGM-S-005-M

Service Group

Section

CPNS-SMET20%-M
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Item

Function

Reference

Requirement

Management;
Management of SG
Controlling Entities;
Service Group Member
Update

77243

CPNS-SGM-S-006-M

Service Group
Management; Service
Group Update

Section 7.7.3.3

CPNS-SMETA-S-001-M

CPNS-SGM-S-007-M

Service Group
Management; Service
Group Discovery

Section 7.7.4.3

CPNS-SMETA-S-001-M

CPNS-SGM-S-008-M

Service Group
Management; Service
Group Release

Section 7.7.5.3

CPNS-PMETA-S-001-M AND CPNS-
SMETA-S-001-M

CPNS-SGM-S-009-M

Service Group
Management; Service
Group Owner Transfer

Section 7.7.6.3

CPNS-SMETA-S-001-M

CPNS-GKM-S-001-M

Group Key creation an
storage

1 Section 7.8.1

CPNS-GKM-S-002-M Group Key update Section 7.8.2
according to member
leave and expulsion
CPNS-GKM-S-003-0 Periodical Group Key | Section 7.8.2
update
CPNS-GKM-S-004-M Group Key deletion Section 7.8.3
CPNS-GKM-S-005-M Group Key delivery to | Section 7.8.5
PNGW
CPNS-SPD-S-001-M Service Discovery Section 7.9.2BGPNS-PMETA-S-001-M AND CPNS-

CMETA-S-001-M

CPNS-SPD-S-002-M

Service Discovery
Advertise

Section 7.9.3.1

CPNS-CMETA-S-001-M

CPNS-SPD-S-003-M

Service Discovery
Advertise;Zoneasedsery
ce

Section 7.11.4
i

CPNS-SPD-S-002-M AND CPNS-
PMETA-S-001-M

CPNS-SPD-S-004-M

Service Discovery
Registration; The case
where PNE acting as
content provider
publishes Service
Description

Section 7.9.4.3

CPNS-PNM-S-001-M AND CPNS-
PMETA-S-001-M

CPNS-SPD-S-005-M

Service Discovery
Registration; The case
where external content
provider publishes
Service Description

Section 7.9.4.3

CPNS-CMETA-S-001-M

CPNS-SCD-S-001-M

Service / Content
Delivery

Section 7.10.3

CPNS-CMETA-S-001-M AND CPNS-
PMETA-C-001-M

CPNS-DC-S-001-M

Devcie capability Quer

y  Sectior2711

CPNS-SM-S-001-M

Service Status
Publication

Section 7.13.2

CPNS-SM-S-002-M

Service Subscription a

n&Gection 7.13.3

Notification
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Item Function Reference Requirement
CPNS-SM-S-003-M PN / PNE Inactive StatuSection CPNS-PMETA-S-001-M
Management 7.13.4.3
CPNS-SM-S-004-M PN / PNE Active Status Section CPNS-PMETA-S-001-M
Management 7.13.5.3
CPNS-US-S-001-M

Usage statistics

Section 7.14.1,

collection/reporting

7.14.2
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Appendix C. PN GW Zoned -Based Service (Informative)
PN-GW performs periodical search considering “dréhis a newly-found PNE".
Let T=Timer of Periodical-Search of Zone PN GW,

» T will gradually decrease, meaning more aggresaaient search for possible PNE(s) once the camdif the
newly found PNE is met. A pre-defined minimal § configured depending on the capabilities of PN.GW

In Contrast,

» T will gradually increase, meaning less aggreshiglient search for possible PNE(s) once there isewly found
PNE in the Zone. A pre-defined maximal T is confed depending on the capabilities of PN GW.
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Appendix D. Example of specific procedure for secure group key
delivery (Informative)

This appendix explains outline of group key deljwprocedure using LKH (Logical Key Hierarchy), whits one of
candidate mechanisms to realize broadcast groupddéxery. The LKH is specified in RFC 2627 anduatizes efficient
and secure broadcast group key delivery.

D.1 GKDK/GKEK management

D.1.1 GKDK
When PN GW receives GKDK assignment request fré?h& in the same PN, PN GW creates GKDK for the PNE.

GKDK is created using key hierarchy which is congzbef key materials and stored in PN GW. The keyarchy is
constructed when PN GW receives GKDK assignmentegigfrom PNE and does not store the key hierarchy.

» Key hierarchy construction

Figure 47 shows the example of key hierarchy. Trestroict the key hierarchy, PN GW creates logia structure and key
materials at first, and then allocates each keriatto root, intermediate or leaf node in theidagtree. Once a key
hierarchy is created, the key hierarchy is stoneeNl GW.

KM

in

Root

Intermediate Node

Intermediate Node

K?M ,

Leaf

Figure 47 Example of key hierarchy

* GKDK creation
Figure 48 shows the example of GKDK creation. GK&Kation is performed by the following procedure.
1. PN GW allocates leaf node of key hierarchy to PNE.

2. PN GW gathers key materials in the path from cpoasing leaf node to root, and packs all gatheratérals into one
GKDK. The arrow in Figure 48 shows how key materi@le gathered when creating PNE A-1's GKDK, whichsists
of KMy 4, KMy 5, KMy 4, KMy . GKDKSs for other PNEs are as follows:.

M PNE A-2: KM2,2, KMl’z, KM1,4, KMl,n
M PNE A-3: KI\/I3,3, KM3’4, KM1,4, KMl,n

e PNE A-4: KMy, KM34 KMy4 KMy p
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Root

Intermediate Node

Intermediate Node

A-1's GKDK F

KMy, KM;, KM,, KM, ,

Leaf

H
H

associated 1 H . H
. .

|PNE-A—1| |PNE-A—2| |PNE-A—3| |PNE-A—4|

Figure 48 Example of GKDK creation

After the GKDK is created, PN GW sends a GKDK assignt response to a requester PNE with the cré&z#dK.

D.1.2 GKEK

Figure 49 shows the example of GKEK creation whRER-1, 2 and 3 are SG member PNEs. The GKEK wrasi
performed by the following procedure.

1. PN GW chooses subset trees in the key hierarchlysg G member PNEs in PN are covered. In thedigeN GW
chooses the subset tree rooted by;kMvhich covers PNE A-1 and 2nd the subset tree rooted by Kiiwhich
covers PNE A-3.

2. PN GW selects key materials which are the root aai¢he subset trees (Kiand KM 3).
3. PN GW creates GKEK by assembling the selected lkatgmials.
4. PN GW stores the created GKEK.

Root

Intermediate Node

Intermediate Node o

Leaf

] E - | . 1 .

1
\

PNEA-1| |PNEA-2 |,:‘\| PNE A-3| . [ PNE A-4]
_____________ rg S rd

Figure 49 Example of GKEK creation

D.2 Secure group key delivery

Figure 50 shows an example of secure group keyeatgli The example in this subsection is based erséime scenario
shown in the previous subsection (see Figure 49).
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» Group Key encryption and delivery
The procedures are as follows.
1. When receiving Group Key from CPNS Server, PN GVW&esawo copies of the Group Key.
2. PN GW encrypts one copy using KMand encrypts another copy using KM

3. PN GW packs the two encrypted Group Keys in a singgssage (i.e. Group Key delivery request) anddwasts the
message in PN.

»  Group Key decryption
The procedures are as follows.
1. SG member PNEs (i.e., PNE A-1, A-2 or A-3) unpdtiksmessage and picks up the two encrypted Groyp Ke
2.  PNE decrypts Group Key using key materials in GKDK.

* PNE A-1 and A-2 decrypt Group Key using KMi.e., from Group Key encrypted by K.

* PNE A-3 decrypts Group Key using K(i.e., from Group Key encrypted by KJ¥.

Note that, though PNE A-4, which is in the samelfiNnot an SG member, receives encrypted Group RN§ A-4 can
not decrypt Group Key, since the PNE A-4 does aoelcorresponding key materials (i.e., KMind KM )

PNE A-1
A-1's GKDK
KM, , H
PN GW Message
l ...........
_GKEK Y ... _ A ?I"? .
: ? 5 PNE A-2
Mz | KM, A-2's GKDK
KM,
? Message i
Broadcasted J  |———— e
Group Key encrypted by Message p ? l »g -Qé—»
? KMLZ ? I >
i PNE A-3
encrypted by A-3's GKDK
KM; 5 i KMy, :
Message :
1: :
1 | Bag

Figure 50 Example of secure group key delivery
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Appendix E.  Service Invocation example (Informative)

This section shows the example of Remote PNE cdimmeservice invocation of lighting service. Forcdonentation
purpose, XML based protocol is used.

The procedure scenario uses following CPNS funstion
e Service Discovery
e Service/Content Delivery

In addition, the procedure refers to PUCC techrspalcifications for implementation practice of segwdiscovery and
service invocation [PUCC-DDSI] and correspondingadata [PUCC-META].
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PHE

PHE PH GWi# CPNS Server P G2 .
(Content provider)

1. Serice Discovery reques

2 Service Discovery reques

<ServcieDiscoveryRequest>
<DiscoveryDestination>
2|0 ="userid" <D=
<Keyword>Lving Room</iKeyword>
<DiscoveryDestination=
</ServcieDiscoveryRequest>

3. Service Discovery resporise

4 Servize Discovery responsp

<ServiceDiscoveryResponse>
<Result>TRUE</Result>
<larget Name="pneid ">
<Appinfo=
“Sarice ServicalD="namespace” Mame="LIGHT1">
<StatusWariable StatusMName="OperationStatus” DefaultVale="0FF">
<Allowedaluelist>
“AllowedValue=0ON</AllowedValue>
<AllowedValue>0FF </AllowedValue>
<fAllowedValuelist>
«/StatusVariable>
<Operation Name="SetOperation"/>
<Operation Name="GztOperation">
</Service>
aApplnfos
<Target>
</ServiceDiscoveryResponse>

5. Serice Invocation

3. Sercice Invocalion

<lrvokeRequests
<3ervicelD Operation="SetDperation">serviceid of lighting service</ServicelD=
<InputParameterList=
<Parameter name="OperationStatus” DataType="string">ON</Parameter>
</ nputParameterList>
</l oke>

A
& Sewvice invocation procedure in remote side
J l/

7 Servace lvocahon resposse

8 Service Invicatonrespongs

<InvokeResponge>
<Result>TRUE</Result>

<flnrokeRezsponses

Figure 51 Service Invocation example flow

1. The consumer PNE send Service Discovery requebtiegyword, “Living Room”, to find metadata for lighg service.
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The PN GWH#1 relays the request to the CPNS Server.
The CPNS Server responds the matched metadata.

The PN GWH#1 relays the response back to the PNE.

o c W N

The consumer PNE sends the Service Invocatiorvizkinlighting service with operation, SetOperation argument,
ON.

o

The PN GWH#1 relays the request to the CPNS Server

7. Upon receiving the invocation response from rernsate, the CPNS Server relays back the invocatisparse to PN
GW#1.

8. The PN GWH#1 relays back the response to the consaNie.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-CPNS_Core-V1_0-20121023-A Page 226 (244)

Appendix F. XML based overlay network protocol (Informative)

In convergence of PAN and WAN, CPNS Enabler willnbest effective for the service such as health aaceconsumer
electronic convergence in which various digitalipquents are connected together using various coruation protocol. In
that sense, the key success for CPNS Enabler epblecability to various underlying networks.

The section focuses on XML based overlay netwodtgmol and refers to PUCC technical specificatioas [PUCC-
ARCH)] and [PUCC-BASIC] for the implementation priaetdescription.

For the purpose of XML based overlay network protatescription, the section is consisted of follogvsubsections.

* CPNS message routing mechanism
¢ CPNS message common entry
e Transport protocol binding

The basis of XML based overlay protocol is agnostianderlying protocol such as HTTP, TCP, UDP,, 8k€; therefore in
the following subsections applicability of specii®NS interface to transport protocol is not spedif

Followings are the principles of XML based overagtocol.

» Communication protocol which uses XML for descidptiof message format and rules.
» The transport protocol to transport CPNS messagekgged in XML document format

* The message receiver extracts the method andrasngger from XML document and executes function
accordingly.

» Then the receiver may return another XML documerthé message sender.

Following shows CPNS XML based overlay protocoklay

The key for easy XML based overlay protocol impletagion is well defined XML structure and flexitd@ough for future
extension. Putting all information element but wdifferent purpose together on the same level ol XMe leads to
confusing protocol specification and difficult tnplement/extend for future use.

Upon the underlying network protocol, the CPNS camris the logical layer for those common elemeatsél in CPNS
messages. And upon CPNS common various CPNS megsaede the functions of CPNS Enabler.

PNS Entit . . [ o D
¢ . S Entity Registration Service Group Service Discovery
Discovery Management
CPNS common

“Transport Protocol” e.g.,
HTTP, SIP

Non IP Transport Protocol

e.g., Bluetooth

Transport Protocol e.g., TCP/UDP

Figure 52 CPNS XML based protocol layer
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F.1 CPNS message routing mechanism

This section describes overview of CPNS messagegpmechanism. Following model is used for docutaton purpose
in further description.

CPNS Server

PNE#1 PN GW#1

~
7
/ \‘
( /
S P‘N/ 3
PNE#2~ — — ~PNE#

- -

PNE#5

Figure 53 CPNS topology model

Followings are the basic principles of CPNS messagéng mechanism

* The CPNS Server and PN GW store two types of tapoieformation in the form of PN Inventory and SG
Inventory. The format of each inventory can be fbimSection 5.

o PN GW and CPNS Server collect inventory informatiamPN Management procedure and SG
Management procedure.

» Each CPNS Entity stores transport binding tabléttieformat and resolution mechanism is implenteranatter.
Following shows the implementation practice.

0 CPNS device (i.e., PNE and PN GW) exchanges itsp@art resource information (e.g., transport layer
address, transport layer protocol such as TCP, HANdPSMS and address type such as IPv4, IPv6, and
Bluetooth) via CPNS Entity Discovery to build traost binding table (See Table 74).

 CPNS messages are routed by utilizing inventorgringtion (i.e., PN Inventory and SG Inventory) arathsport
binding table.

For the purpose of CPNS message routing mecharesorigtion, the section is consisted of followindpsections.

» CPNS Entity Discovery

» CPNS PN Establishment & Registration
» Service Publication & Discovery

» Service Discovery

» Service/Content Delivery

» Usage Statistics Collection & Reporting

e Service Group Management

F.1.1 CPNS Entity Discovery

CPNS device exchanges own transport layer resdliroegh CPNS Entity Discovery on physical pairireglp For instance,
PNE1 and PN GW#1 exchange such information thr@@ZigNS Entity Discovery.
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NOTE: At the step of CPNS Entity Discovery eachtgmoes not have resource knowledge of each ssietha is PNE and
who is PN GW, but for the documentation purposeGR&S Entity name is used.

NOTE: For simplicity all other information desdiign defined in normative section is not describede.

Following shows the example of resource informafiom PNEL1.

<OwnEntitylD>PNE1</OwnEntitylID>

<ConnectionCapability>10</ConnectionCapability> # the max number of connections. An entity can specify number of connection using
this element.

<TransportAddress protocol="TCP" type="IPv4">192.168.64.1</TransportAddress>

Following shows the example of resource informatioresponse from PN GW#1.

<OwnEntityID>PN GW#1</OwnEntitylD>

<ConnectionCapability>10</ConnectionCapability> # the max number of connections. An entity can specify number of connection using
this element.

<TransportAddress protocol="TCP" type="IPv4">192.168.64.128</TransportAddress>

Through the procedure (e.g., CPNS Entity DiscovdP{JE1 and PN GWH#1 build the transport bindingeabl

Following shows the PNEL1 transport binding tablamgxample.

EntityID Protocol Type Address Type Address
PN GW#1 TCP IPv4 192.168.64.128

Table 74 Transport binding table in PNE1

» EntitylD is the CPNS EntitylD
» Protocol Type is the type of underlying networktpoml e.g., TCP, UDP, HTTP, SIP, Bluetooth, etc
» Address Type is the type of address e.g., IPv4, (RLHTTP), Bluetooth, and so on

* Address is the transport layer address and caR be hon IP (e.g., Bluetooth address)

F.1.2 CPNS PN Establishment & Registration
CPNS PN Establishment & Registration consist oEsaVCPNS messages. For simplicity PNE initiatemtpdure is used.

Through CPNS Entity Discovery, each entity shaaegport layer resources and already build tranggoding table for
CPNS message routing.

In accordance of the transport binding table, PE&1ids PN setup to PN GW#1. In case PN GW has ptiysical pairing
with e.g.,PNE2. PN GW#1 sends PN setup notify ngessa PNE2 and receive the response accordingigetein
normative section.

Upon receiving the PN setup notify response, PN G\8&hds PN registration request with PN Inventothe CPNS Server
under the assumption that the transport addre€®nIS Server is pre-configured to PN GW#1 or knowRN GW#1 by
using other mean of address resolution.

The CPNS Server sends back the PN registratiomnssto PN GW#1. Querying CPNS EntitylD in PN Ineepn and
transport binding table, the PN GW#1 sends theoresgp back to appropriate PNE(S).
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F.1.3 Service Publication & Discovery

Service Publication & Discovery consists of two $ubctions i.e., Service Publication and Serviceddvery.

F.1.3.1 Service Publication

For Service Publication routing description, thetiem consider PNE#7 as application hosting devite PN management
for the PNE where PNE#7 resides in is already peréal, which means all transport resource infornmagie exchanged and
PN GW has both PN Inventory and transport bindaige for all PNE(s) reside in the PN.

The PNE#7 in accordance of transport binding tpbldishes service description to the CPNS SensePWN GW#3. In case
the TraceRoute common message element is setN@&/P#3 records own CPNS EntityID in the messagién
publication request message. Upon receiving theécgedescription and successfully registering #rwise description, the
CPNS Server sends back the response message thheugiute path (i.e., Route entry of TraceRoutegierse order.
Upon receiving the response message, the PN GWet8eguthe transport binding table to resolve thagport address and
send back the response message to PNE#7.

F.1.3.2 Service Discovery

Service Discovery consists of two CPNS messagesSieevice Discovery and Service description adserfor simplicity,
this section only describes Service Discovery.

Let's say PNE2 is the consumer PNE and lookindifiiting service which is to turn on and off thenately located light.

The PNE2 sends Service Discovery request to PN GW#tcordance of transport binding table. The RM#& sends the
message to the CPNS Server. In case the TraceBomt®mon message element is set, the PN GW#1 recemlPNS
EntitylD in the message in the Service Discovequest message. Upon receiving the message andssfidhefound the
matched CPNS metadata, the CPNS Server sendshmmsponse message through the route path (@ete Rntry of
TraceRoute) in reverse order. Upon receiving tepaase message, the PN GW#1 queries the transpdindpto resolve
the transport address and send back the resporssagecto PNE2.

F.1.4  Service/Content Delivery
Service/Content Delivery facilitate data delivamhich means the function controls the control mgedar the data delivery.
This section describes service invocation messagfing.

PNEZ2 knows the CPNS EntitylD hosting the lightimgvice by Service Discovery. The PNE2 assembleséhvice
invocation message and set destination ID as PNB#&ends the message to PN GW#1 in accordan@nsport binding
table.

Upon receiving the message, PN GW relays the medsae CPNS Server based on preconfigured addf€8NS.

Upon receiving the message, the CPNS Server refadvesponsible PN GW for the PNE#7 and sendmtissage to
appropriate PN GW i.e., PN GW#3 and the PN GW#38lséme message to PNE#7. In case the TraceRouta@om
message element is set, intermediate CPNS Entibyde own CPNS EntitylD to the message. The PNE#dsback the
response message through the route path (i.e.eRotrty of TraceRoute) in reverse order. At eacNEBntity send the
message in accordance of transport binding table.

F.1.5 Usage Statistics Collection & Reporting

The PNE1 sends stat report to the PN GW#2 in aatoel of transport binding table and PN GW#2 retaggeport to the
CPNS message. In case the TraceRoute common medsagnt is set, the PN GW#1 records own CPNSyHDtin the
message in the message. The CPNS Server sendthbaekponse message through the route pathRaate entry of
TraceRoute) in reverse order.

F.1.6  Service Group Management

The Service Group Management consists of severssages for management of Service Group. The samenscis applied
to the Service Group Management messages routing.
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As for management of service itself, when the SeréGroup ID is designated in Service Invocationsags, then the
content is distributed among PNEs in the Serviceu@rand the data routing schema is out of sco@P™S Enabler.

F.2 CPNS message common entry

The description can be found in Section 8.1.1.

F.3 Transport protocol binding

For CPNSv1.0 transport protocol binding specifimatis informative. This section covers followingrisport protocol
binding description as deployment practice.

NOTE: Binding scheme for other protocol binding myde such as UDP and other can be found in [PUCGIBA
e Bluetooth binding
e HTTP binding

F.3.1 Bluetooth binding

This section describes Bluetooth binding speciiicat

The Logical Link Control and Adaptation Layer Pratb(L2CAP) is used for CPNS message delivery.

Following shows the L2CAP packet structure encagiid CPNS messages. In the Data part of the p&IRBIS messages
related information are contained. In Sub-Optidths,Header part contains necessary info-set (isan€ Type and
Connection Type) for the frame and messages patatpCPNS messages with necessary info-set\iaduge type and
Value length).

L2CAP packet

N
v

Length Channel ID Data
(2)* (2) (0-65535)
Sub-Options

Header

(1) messages
| | |
| | |

T C T C T C

T|C rev ol Value ol Value ) Value

*: byte

Figure 54 Bluetooth binding

F.3.1.1 Bluetooth binding format

Following shows the basic encapsulation format BNS XML based overlay protocol. Al CPNS messages a
encapsulated in following frame.
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Part Format
Header

e Tasin Frame Type : 1 bit (tbd)
0 Settol
e Casin Connection Type : 1 bit

o Connection type indicates connection type and whervalue is set to O the
transport connection should not be terminated #fieframe. When the value is
set to 1 the transport connection should be tertmihafter the frame.

« Revasin Reserved : 6 bit

Sub-

Options e Sub-Options part consisted of Type, Length, andi¥al

0 Type define value type: 1 byte
= 0OxO01: Indicate the value is CPNS message
= 0x02: Indicate the value is Source EntitylD
= 0x03: Indicate the value is Destination EntitylD

0 Length define value length: 2 bytes

0 Value is the CPNS message

Table 75 Frame format for Bluetooth binding

F.3.2 HTTP binding

This section describes HTTP binding specification.

For HTTP binding, since HTTP is the client-serverdal based protocol, a CPNS entity needs to adffd$ client and
another as HTTP server in dialog. Given that, t@pldyment scenarios can be considered. One is wI@PNS entity
supports both HTTP client and HTTP server role amather case is when a CPNS Entity only suppaitteeHTTP client
or HTTP server.

The URL format is used for the transport layer addrof the HTTP binding. The URL of the HTTP semnate is somehow
known to the CPNS Entity (i.e., PN GW) acting asTiTclient role in advance.

F.3.2.1 Casel: A CPNS Entity has both HTTP server and client capability

Since a CPNS Entity is equipped with both HTTP eeand client role, CPNS message is exchanged lasymausly over
independent HTTP session per CPNS message dedliretion.

Following figure shows the example of CPNS Entitgghds a CPNS request message (indicated by meagpay¢éo CPNS
Entity#2.
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CPNS Entity#1 [ censmessage direction > CPNS Entity#?2
POST request(CPNSFRM frame)
(’ HTTP
Server

POST response(ACKFRM frame)

Figure 55 CPNS Entity#1 sending CPNS message to C8Mntity#2

Following figure shows the example of CPNS Entitgghds a CPNS response message (indicated by raggpajto
CPNS Entity#1. It may be the CPNS response megssafe CPNS request message in Figure 55.

CPNS Entity#1 < CPNsmessagedirection | CPNS Entity#?2

POST request(CPNSFRM frame)

HTTP <
Server

———

POST response(ACKFRM frame)

Figure 56 CPNS Entity#2 sending CPNS message to CBMntity#1

When message type indicates the message is “ab/ettien HTTP client of responsible CPNS Entitydsethe adverse
type CPNS message over HTTP POST request and edd@VP POST response with ACKFRM but no CPNS respon
message.

For all message type “request”, “response”, andédise”, the HTTP POST request is used for CPNSsiaige transmission
as shown in Figure 55 and Figure 56. As alternathe CPNS message (e.g., CPNS response messad®) canveyed
over HTTP POST response but not shown here bubedaund in detail in PUCC technical specificatjBtd CC-BASIC].

Following table shows the binding of HTTP Metho@¢IRFC2616) and CPNS message request/response.

MsgType of CPNS message Direction of CPNS message HTTP message
Request Send POST request
Receive POST request
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Response Send POST request or POST
response
Receive POST response or POST
response
Advertise Send POST request
Receive POST request

Table 76 CPNS message type and HTTP method assomatin case 1

F.3.2.2 Case2: A CPNS Entity has either HTTP server or client capability

The consideration with this case is that becauséRHdased message can't be pushed from the HTTErsete to the
HTTP client role, when CPNS Entity (e.g., CPNS 8erwith HTTP server role needs to send a mess#bavsgType
“Request” or “Advertise”, polling is performed pedically from the CPNS Entity (e.g., PN GW) to tBENS Entity with
HTTP server role.

Following figure shows the example of CPNS Entitghtl CPNS Entity#2 exchange CPNS request & respuerssage
over on HTTP dialog. The HTTP POST request is tise@PNS request message delivery and HTTP OSTonsgpfor
delivery of CPNS response message.

CPNS Entity#1 CPNS Entity#2

I CPNS message direction >

POST request(CPNSFRM frame)

» HTTP
Server

POST response(CPNSFRM frame)

< CPNS message direction I

Figure 57 CPNS Entity#1 and CPNS Entity#2 exchange@PNS request & response message

Following figure shows the example of CPNS Entity#th HTTP Server role advertises CPNS messagePidSCENtity#1.
For CPNS Entity with HTTP server role to advertisessage, the CPNS Entity with HTTP client role seedndicate the
poling is set in the body of HTTP POST request teand. With the polling and when CPNS Entity wiRTP server role
sends the message, the HTTP POST response isardbd CPNS message delivery. Polling specific digison (e.g.,
cycle/polling duration value) is out of scope.
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CPNS Entity#1 < Grsmemmgedrecion ] CPNSEntity#2

HTTP

Server
POST request(POLFRM frame)

POST response(CPNSFRM frame)

Figure 58 CPNS Entity#2 advertises CPNS messageG@®NS Entity#1

Following table shows the HTTP Method (See RFC2&B8pciated with CPNS message request and response.

MsgType of CPNS message Direction of CPNS message HTTP message
Request Send POST request
Receive POST response
NOTE: With polling
Response Send POST request
Receive POST response
NOTE: With polling or not
Advertise Send POST request
Receive POST response
NOTE: With polling

Table 77 CPNS message type and HTTP method assomatin case 2

NOTE: The HTTP POST response in above specificaiidp corresponds to the status code of 200 OKtlaadbehaviour of
case with other status code is not specified.

F.3.2.3 HTTP binding format

Following shows the basic encapsulation format BNS XML based overlay protocol with regard to abexample. All
CPNS messages are encapsulated in following frifoee information about encapsulation scheme cafolned in PUCC
technical specification [PUCC-BASIC].

Part Format
Header

¢ CPNSFRM <Connection type> <Frame number> <Size>stibation CPNS EntitylD>
<Source CPNS EntitylD>

0 The header for CPNS message delivery

= Connection type indicates connection type and whervalue is set to 0
the transport connection should not be terminates the frame. When
the value is set to 1 the transport connection lshioel terminated after
the frame and for HTTP the value is 1.

= Frame number is sequential number used to disshduames.
= Size is to designate size of payload in the oatetlver.
= Destination CPNS EntitylID is the identifier whiatentifies the
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destination Entity.
=  Source CPNS EntitylD is identifier which identifidge source Entity.
¢ ACKFRM
0 The header for HTTP POST response with no CPNSagess payload
e POLFRM
0 The header for polling as in HTTP POST request
* NOMSGFRM

0 The header for polling response indicating no mgssa

Payload ¢ For the case of header is CPNSFRM contains CPNSages.

* For the case of header is ACKFRM contains no cdrard should not be used.
* For the case of header is POLFRM contains no coatahshould not be used.

¢ For the case of header is NOMSGFRM contains noetrand should not be used.
Trailer FRMEND

Table 78 Frame format for HTTP binding

Following shows the example syntax of frame. Thadee is CPNSFRM which indicate that the frame dost€PNS
messages. The Connection Type indicates the transmdocol connection should be terminated afterftame. The Frame
number indicates the'frame. As indicated by Destination CPNS Entitylii&S8ource CPNS EntitylD the message the
direction of the message is from CPNS Entity#1 BRINS Entity#2.

CPNSFRM 11 n CPNS Entity#1 CPNS Entity #2
<CPNS messages/>
FRMEND
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Appendix G. SMS Based CPNS protocol (Informative)
G.1 General

The CPNS Protocol should be applicable to all &iofitransport networks for convergence perspectivaddition, the
CPNS protocol should take backward compatibilitp inonsideration for expanding cellular networkvess. Thus, Easy
implementation is another important aspect to tR&IE Protocol. For easy implementation, the CPN$oBobrequires well
formed structure. With this regard, SMS based,ipetg User Data in SMS is regarded as one of CPid&€vl options.

Ad-

Mobile Client \\ N - >(§§(X))L\\\ 5
. \/ i tertace Mobile Client

M3C

"“ 7PN
i @

Air Interface

\ e
\/ Mohile Client

M5C

Figure 59 Mobile Networks for SMS Delivery

e .- N\

Web, Applications
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SMS Common Structure (140 ~ 160 octet)

SMI

Message Types

(Short Messags Idenlifir) ~ (SMS-DELIVER, SMS-DELIVER-REPORT Etc) octet
PRI (Priority) Priority to deliver SMS Message 1 octet
DA (Destination Address) Destination Address 2 ~12 octets
OA (Origination Address) Origination Address 2 ~12 octets
UD (User Data) Extra Informalion & Text Message Ma
. 134 ~ 154 octets

User Data Length
User Data Header Length

Information Element (IE)

User Data |dentifier
Header
IE-Length
+1 Octet = 1 Character IE-Data
+ 160 Octet: GSM 7-kit Alphabet
- Short Message

User Data Header + Short Messags Length (1 octet)

User Data Header Length (1 octet)

Information Type (1 octet)

- Source Port Type

- Destination Port Type

- Additional Information Type
Information Data Length (1 octet)

Information Data
TextMessage €= For CPNS Protocol

Figure 60 SMS Message Format

Short Message Service (SMS) is the text commumicaervice component of phone, web or mobile conmoation
systems, using standardized communications pratdhat allow the exchange of short text messagmeeba fixed
line or mobile phone devices. SMS text messagirtigeasnost widely used data application in the world

The format of SMS consists of SMI (Short Messagmtidier), Prioirty, Destination Address, Originati Address and User
Data. SMS itself can be one of option to be usediétivery of CPNS commands in WAN for the CPNSt i CPNS
Protocol, User Data Extension part will be usethttke CPNS command with well formed structure.

With any underlying network, the CPNS common isltdwgcal layer for those common elements found RNS messages.
And upon CPNS common various CPNS messages prthedenctions of CPNS Enabler.

CPNS Common (based on SMS User Data)

Figure 61 SMS Based CPNS Protocol Layer

G.2 Format

G.2.1 Common CPNS Command

The following is the common part for all CPNS Conmus.

The value of Command group can be flexible tordethe CPNS Methods. The command will be groupsddan the
similar format according to the header style. Bameple, the Command has grouped based on the fetgiatwhether URL
as a string is contained or not.
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Total Message

Service Indicator (=CPNS) Message I1D Number
Message . Command Command
Position Control Message Length Metadata Version fe— L=
. Device . .
* *
Command Category Entity ID Length Entity 1D

Figure 62 SMS Based CPNS message — common part

This Common part consists of various headers létevo. (First element: Length, Second element: Vjal(ignit: Octet)

e Service Indicator (4, CPNS) — pointing out CPN8/&e

* Message ID (3, 0~FFF) — ID which distinguish Messaiyhen ID value reaches 'FFF’, the value retu@g®’
*  Total Message Number (1,1~F) — the number of messédich one CPNS method is comprised of

* Message position (1,1~F) — the sequence numbePbfSOmethod. ‘1’ in value means starting point.

* Message Length (3,0~FFF) — the message lengthraétssage length field. If the message length esceed
limitation of SMS message length, then the messalt) be separated into based on the messagehlengt

* Device Metadata Version (2,0~FF) — Metadata veraibith PNE, PN GW and CPNS Server refer. Version
should be valid among PNE, PN GW and CPNS Servardiesistency of CPNS Methods.

+  Command Group (1, X) - based on the Value, Comn@nadip has different meaning.
i 0 — Device Wakeup: Asking to enable the deviceyeadise CPNS Service
ii. 1 — CPNS Methods Group (except Service Request)
iii. 2 — CPNS Methods Group (Service Request)
iv. 3 ~ E — Reserved
V. F — Response: delivery of result of requesting CRi¢Ehods
¢ Command Length (1,0~F) — the length of commandaulefalue is 1
+ Command (1, X) — based on the Value, Command isreit.
i 0 — PN Setup Request
ii. 1 — Service Advertisement
iii. 2 ~ F — Additional commands
iv. String — directly putting the command in the field
»  Device Category (2, 0~FF) — Category of device Whierforms CPNS command
EntitylD Length (2, 0~FF) — Length of EntitylD

EntitylD (*, string) — Unique ID of Entity to congue the service

G.2.2 Service Request CPNS Command

In addition to common CPNS command, Service ReqDB8lS command is defined with appropriate URL.
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URL Length URL*

Additional Information

The Service Request consists of common parts ardrelBted parts. (First element: Length, Seconchelg: Value) (Unit:
Octet)

«  Common parts — applying headers to all CPNS commtntcefer the section X.2.1
¢ URL Length (3, 0 ~ FFF) — Length of URL which PNivdkes services
e URL (* string) — URL to invoke service by PNE

G.2.3 CPNS Method except Service Request

The different CPNS command with Service Requesh s13 PN Setup command or Service Publication eatefined with
Argument related headers. Each Argument has difte®NS command respectively. The length may WRL can be
shortened by specific mechanism.

Argument )
Count Argument Length Argument Value
Device . _ .

Category Entity ID Length Entity ID

Argument .
Count Argument Length Argument Value

Additional Informaticn

The different CPNS command with Service Requessistsof common parts and Argument parts. (Fiestheht: Length,
Second element: Value) (Unit: Octet)

¢ Argument Count (1, 0~F) — Required Argument nunfbeperforming CPNS method
« Argument Length (2, 0~FF) — Length of Argument

e Argument Value (*,string) — Value of Argument

G.2.4 Response CPNS Command

The Response CPNS Command is sent according te¢beved CPNS command.
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Result

Description Length Description *

Additional Information if any

The Response CPNS command consists of result haadetescription. (First element: Length, Secoethent: Value)
(Unit: Octet)

« Result (1, X) — acknowledging the result to theuesy. Based on the Value, Response is different.
i. 0-0K
ii. 1~ E — Reserved
iii. F — Failure
e Description Length (2, 0~FF) — Length of Descriptio

e Description (*, string) — Description of failurd,any.
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Appendix H.  HTTP binding (Informative)
H.3 General

CPNS Server and PN GW support HTTP 1.1 [RFC26 16CfNS-2 and CPNS-7
PN GW and PNE support HTTP 1.1 [RFC2616] for CPN&G¥d CPNS-6
Note: If HTTP is implemented on the PN side, PN @id PNE support HTTP 1.1 [RFC2616] for CPNS-1 aR#E-6

CPNS-1:HTTP protocol is an optional protocol for CPNS{ Bumplemented, this specification defines HTTR 1
[RFC2616] for CPNS-1 and as such both PNE and PNsBpyort this protocol. This specification also dafine other
protocols and delivery mechanisms such as WiFie®loth etc., in addition to HTTP.

CPNS-2:This specification defines HTTP 1.1 [RFC2616] fd?)LS-2 and as such both PN GW and CPNS Server duppor
this protocol. This specification also can defitleen protocols and delivery mechanisms such as \Wééh, DCD, SMS
etc., in addition to HTTP 1.1.

CPNS-3: Protocols through an interface between two PN G\WHS or for the next release.
CPNS-4: This specification defines HTTP 1.1 [RFC2616]@PNS-4 and as such CPNS Server supports this ptotoc
CPNS-5: This can be an implementation specific and theegioe CPNS spec does not define it.

CPNS-6:HTTP protocol is an optional protocol for CPNSt Bimplemented, this specification defines HTTR 1
[RFC2616] for CPNS-6 and as such both PN GW and BWNport this. This specification also can defitteeo protocols
and delivery mechanisms such as WiFi, Bluetooth gtaddition to HTTP.

CPNS-7:This specification defines HTTP 1.1 [RFC2616] fd?NLS-7 and as such both CPNS Server and PN GW duppor
this protocol. This specification also defines othmtocols and delivery mechanisms such as WAR HDED, SMS etc., in
addition to HTTP 1.1..

H.4 Content type of formatted messages

CPNS Server and PN GW support formatted messagagiasbodies with application media type
(application/vnd.oma.cpns) that go through intesfa€PNS-2 and CPNS-7. The application media typeed when there is
a single message in the HTTP request/response.

CPNS Server and PN GW support formatted messagagiasbodies with multipart/mixed subtypes thattgrough
interfaces CPNS-2 and CPNS-7. These messagesitgshaaties with multipart/mixed types can suppdftedent content-
type headers as part of the same HTTP message.

CPNS Server and PN GW support formatted messagagifsbodies with multipart/related subtypes thatthrough
interfaces CPNS-2 and CPNS-7. These messagesitgsbaaties with multipart/related types can suppbfterent message
parts as parts of an aggregated message.

PN GW and PNE support formatted messages as éuatities with application media type (application/\orda.cpns) that
go through interfaces CPNS-1 and CPNS-6. The agifit media type is used when there is a singlesaggsin the HTTP
request/response.

PN GW and PNE support formatted messages as éatities with multipart/mixed subtypes that go thitougerfaces
CPNS-1 and CPNS-6. These messages as entity-heithesiultipart/mixed types can support differenttent-type headers
as part of the same HTTP message.

PN GW and PNE support formatted messages as datities with multipart/related subtypes that go tigtointerfaces
CPNS-1 and CPNS-6. These messages as entity-hoithesiultipart/related types can support differeahtent-type
headers as part of the same HTTP message

Note: If HTTP is implemented on the PN side, PN @id PNE support the above mentioned media types.
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H.5 HTTP Methods

All the messages from PN GW to CPNS Server thrantgghface CPNS-2 are sent as HTTP POST method sexjue

All the responses from CPNS Server to PN GW thrantdrface CPNS-7 are sent as appropriate HTTRsstaides or

responses.

All the messages from PNE to PN GW through interf@®NS-1are sent as HTTP POST method requests.

All the responses from PN GW to PNE through inteef€PNS-6 are sent as appropriate HTTP status codesponses.

Note: If HTTP is implemented on the PN side, PN @Wd PNE support the above mentioned HTTP methods

Y

H.5.1 HTTP Message requests from PNE to CPNS Server via PN GW
Message Implementation Direction HTTP Methods
HTTP POST Mandatory PN GW - CPNS Server | POST
Response to HTTP POST Mandatory | PN GW — CPNS Server | HTTP Response, 200 OK
HTTP POST Conditional PNE - PN GW POST
Response to HTTP POST Conditional | PNE « PN GW HTTP Response, 200 OK
Element Cardinality T Data Type Description
HTTP POST 1 HTTP method
Request-URI 1 A String URI of a new resource to be identified.
URI of PN GW when initiated by PNE
or URI of CPNS Server when
initiated/forwarded by PN GW
Host request-header 1 A String Specifies the hostname of the resourcg
being requested
PNE request-header 0.1 A String Contains information about the entity
originating the request
Content-Length entity- 1 A Integer Defines the length of the entity-body
header
Content-Type entity-header 0.1 A String MIME media type of the entity-body,
one of “application/vhd.oma.cpns”,
“multipart/related”, or
“multipart/mixed”, as applicable
Message-body 0.1 A String Messages through CPNS-1 and CPNS

Table 79 HTTP Message requests from PNE to CPNS Ser via PN GW
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H.5.2 HTTP Message responses to HTTP Post requests

Y

Element Cardinality T Data Type Description

HTTP Response to POST 1 HTTP response, 200 OK

Request-URI 1 A String Responses to requests from identified
URIs

Host request-header 1 A String Specifies the hostname of the resource
being requested

PNE request-header 0.1 A String Contains information about the entity
originating the request

Content-Length entity- 1 A Integer Defines the length of the entity-body

header

Content-Type entity-header 0.1 A String MIME media type of the entity-body,
one of “application/vhd.oma.cpns”,
“multipart/related”, or
“multipart/mixed”, as applicable

Message-body 0.1 A String Response messages through CPNS-6

CPNS-7

and

Table 80 HTTP Message responses to HTTP Post reqtes
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Appendixl.  Common Parameter usage (Informative)

This section shows the example usage of commonedes (See 8.1.1).

Following shows a routing path model for commonapagter, in case where Entity (D)’s Entity ID is kroto Entity (A)
but list of intermediate CPNS Entity to the En{iB) is not known.

Note: The intention of the figure is not syntaxid#ion but to show the image of common paramet¢rfar particular
routing model.

In request message, Entity (A) sends a CPNS messd&dity (D).

e Target parameter contains the Entity ID of adjacdPNS Entity, which the CPNS message is sent to.
»  Source parameter contains the ID of Entity (A) simgvthe originator of the message.

» Since the routing path to Entity (D) is not knownrBntity (A), the Destination parameter containk/ahe 1D of
Entity (D).

* In this model, since the TraceRoute parameterdsiited each intermediate CPNS Entity appends itisyHD as
the list of Route parameters under TraceRoute patexrm

In response message, Entity (D) sends back a CRiSage to Entity (A).

» Target parameter contains the Entity ID of adja€&PNS Entity, which the CPNS message is send to.
»  Source parameter contains the ID of Entity (D) singvthe originator of the message.

* Since the routing path to Entity (A) is known toti§n(D) from received TraceRoute parameter, thetDation
parameter contains not only destination Entity Lib &lso Entity IDs of intermediate CPNS Entitiestbe end to
end routing path.

Entity Entity Entity Entity
(A) (B) (Q) (D)
Target: B Target: C Target: D
Source: A Source: A Source: A
Destination Destination Destination
Dest: D Dest: D Dest : D
TraceRoute TraceRoute TraceRoute
Route: A Route: B, A Route: C, B, A
MsgID: 1 MsgID: 1 MsgID: 1
MsgType: Request MsgType: Request MsgType: Request
Target: A Target: B Target: C
Source: D Source: D Source: D
Destination Destination Destination
Dest: A DestinationRoute: B DestinationRoute: C, B
MsgID: 1 Dest: A Dest: A
MsgType: Response MsgID: 1 MsgID: 1
MsgType: Response MsgType: Response

Table 81 routing path model for common parameter dscription
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