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1. Scope (Informative)

This Requirement Document (RD) defines the requémrisfor the Converged Personal Network Service-£BN and
deferred requirements that can be used as a bafeute version of CPNS.

The CPNS Enabler enables CPNS entities in a pdreehaork (PN) to consume services within that B&tyices from and
to other PNs, and services provided by serviceigess outside the PN.
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this documat are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttébfuction”, are normative, unless they are exghiéhdicated to be

informative.
3.2 Definitions
CPNS Device A Device [OMADICT] which embeds CPNS Entity(ies)PRS Devices are assumed to have capabilities

CPNS Server

CPNS User
External Entity

Interactive Service
Mode

Non-CPNS Device
Overlay Network

Peer-to-Peer Network

Personal Network (PN)

PN Admin
(Administrator)

Personal Network
Element (PNE)

Personal Network
Gateway (PN GW)

to process, store and/or render content, as wéll have communication interfaces that enable tteem
perform in different Modes in Personal Networks.

A functional entity that provides resources to CRM8ties either in response to requests or insnPu
mode. In addition, it interacts with other exteraatities, such as Content Provider Server etcthi®
purpose of service provisioning.

The CPNS User is the person who uses CPNS Sersiicg BNE(S)
An entity that interacts with CPNS Entities, buhist specified by the CPNS Enabler specification

Interactive Service is the Service in which therwsmtinuously interacts by providing inputs in erdo
change the content in real time

There are three identified Modes for CPNS Devi€#¢:GW, PNE and BOTH. The Modes that CPNS
Devices can operate in depend on their capabijliigsr’s configuration, or Operator’s policies.

A Device [OMADICT] which does not embed CPNS Erfiiég). It has limited or no CPNS functionality
and therefore it needs non-CPNS proxy functiomibée CPNS Service on it (e.g., DLNA)

A virtual network which is built on top of an exisg underlying network. Nodes in an Overlay Network
can reach each other through multiple physicabgichl links in the underlying network.

A network of connected PNE(s) where:

» The PNE(s) form an Overlay Network, and

» The process of establishing and maintaining cotivigcbetween PNE(s) is handled
mainly by the PNE(s) themselves, and

» The PNE(s) can both offer and receive Services.

A collection of devices available to a CPNS Usecdasume and produce Services. All devices
within a PN can be linked to a PN GW. A PN is a-static collection and will vary over time.

A PN consists at a minimum of a device acting inG®W mode and another device acting in
PNE mode.

A PNE or PN GW which has authorities to changecthrdfiguration of devices that belong to
the same user

A functional entity making up a Personal Netwdtknay be used either to consume or
provide content and/or Services (simultaneouslseparately).

A functional entity which by interconnecting ergsithat reside in personal networks and wide
area networks, instantiates a converged netwotlkptiozides CPNS services. A PN GW at the
device level enables a PNE to connect to a CPN&Eas well as other PNE in a same or
another PN. This implies using a global networlkchsas a mobile network. At the service
level, the PN GW manages the service access téramdPNEs, and the communication of
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PN Inventory

Service

Service Group

Zone

Zone based service

Zone PN GW

capabilities information and statistics to the CPB&sver.

List of PN(s) and devices belonging to a PN or ipldtPNs

See [OMA-DICT]

A selection from the portfolio of offerings madea#lable by a Service Provider.

A set of PNEs and/or PNGW(s) that share the samvicsedata and applications between

themselves and which can stretch over multipledaisNetworks

Specific geographic area

The PN GW which provides a unique service/conterst zone

3.3 Abbreviations

AP
CPNS
DLNA
GPS
HD
M2M
OMA
PLMN
PN
PNE
PN GW
TE

ul
PAN
WAN
WiBro
WiFi

Access Point

Converged Personal Network Service
Digital Living Network Alliance

Global Positioning System

High Definition

Machine-to-Machine

Open Mobile Alliance

Public Land Mobile Network

Personal Network

Personal Network Element

Personal Network Gateway

Terminal Equipment

User Interface

Personal Area Network

Wide Area Network

Wireless Broadband

Wireless Fidelity (Wireless Access Network mechamis

The certain CPNS service to be provided in a sjpenifne where the zone PN GW covers
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4. Introduction (Informative)

Users are increasingly connecting their deviceshtwt-range Personal Networks (PNs) such as hoteries, in-car
networks and body area networks. Connecting thBset® other networks can greatly extend the adoiisgiof the devices,
or Personal Network Elements (PNE(s)), in the PNs, enabling a number of conmpglBervices, including access by PNE(s)
to Services outside the PN (e.g. a Bluetooth-camdeleersonal Media Player (PMP) uses your cell pilsoWAN

connection to receive a video streamed from therihet).

The goal of the OMA Converged Personal Network Bes/(CPNS) enabler is to provide application-lasigsport for
ubiquitous access to Services inaaver ged network, which is a collection of individual networks treae interconnected by
means oPN Gateway (PN GW) devices.

The CPNS Enabler facilitates access by devicesPiN & application or content Services that arélabie either locally in
one or more other PNE(s), or residing in other oekw, including other PNs or network elements aseagvia a cellular or
other WAN technology. The main objective of thelgerais to allow the PNE(s) that are part of thetBMccess Services
outside of the PN and for those PNE(s) to offev8es to PNE(s) in other networks. The CPNS Englrevides a wide
range of functionality to support converged-netwSetvices, including (but not limited to) end-todemanagement of
Service sessions, Service publication and discovteiigring of Service characteristics based on REabilities, remote
management of PNE configuration data and firmwafeigre, collection of CPNS usage statistics, sgcand charging.

This enabler considers the interfaces and intenastbetween the key entities of the CPNS Enabler.
The main CPNS Enabler entities are:

* CPNS Server

+ PNGW

e PNE

CPNS Serveris an entity of CPNS Enabler that replies to retmé&om PN GW and ensures that the appropriatécagipn
is selected and appropriate content is providedged®NE(s)

PN GWserves as an intermediary entity between the PNia other networks that forwards the requests tfte PNE(S)
to the other networks and the other way around

PNE(s)are connected to the PN GW and are used for remplre content received from the PN GW or fromheaibher.
PNE(s) can also offer content and other ServicéNB(s) in the same PN and to entities in othevorts.

Providing that the CPNS has great potential in naegs, such as home environment, Machine-to-Madhi2 M)
communication, remote personal networks, etc.,giveh that not all of these capabilities were fultilized and covered by
CPNS v1.0, CPNS 1.1 defines additional featuresvileae not specified in Release 1.0.

The new CPNS Release will extend the target usagresigthen the interoperability, and overall inyerthe value of the
specification altogether.

4.1 Version 1.0

This first version specifies the CPNS requiremamtd describes some Use Cases.

The CPNS Enabler facilitates access by PNE(s)riocss/contents that are available either locatlyesiding in other
networks, including those offered by other devioesetwork elements accessible via a cellular beloYWAN technology.

This first version introduces the CPNS Enablercijgs the definitions of each actor and speciffesmain Requirements
(High-Level Functional requirements, Security, QGiag, Administration, Configuration, Usability, Eroperability and
Privacy).

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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4.2 \Version1l.1

CPNS 1.1 aims to specify requirements from the CRNShat were not addressed and were deferretidduture release
and to enhance the existing features and add nestidmalities that are relevant for this release.

Enhancement of existing features and addition of fumctionalities include the following:
» Strengthen the non-CPNS Proxy function
» To support non-CPNS Devices and gateways (ex.DLBMias, legacy WiFi AP)Interaction with ETSI M2M
* Functional mapping between CPNS and M2M
* Mapping of ETSI M2M GW functionality onto CPNS PNAG
» Mapping of CPNS interfaces onto ETSI M2M interfaces
»  Device Categorization
» To appropriately support various kinds of devices
*  Enhancement of Personal Network / Service Groupagament
» Switching of PN GW and PNEs, Merging and splittofd?ersonal Networks
» Provision of Services based on the temporal PN

»  Enhancement of Service Group etc

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. CPNS 1.1 release description (Informative)

The CPNS Enabler provides a wide range of functigni@ support converged-network Services, inchgd{but not limited
to) end-to-end management of Service sessionsicBgaublication and discovery, tailoring of Servidearacteristics based
on PNE capabilities, remote management of PNE gardiion data and firmware/software, collectiorC6fNS usage
statistics, security and charging.

Main actors of CPNS are shown in the high diagrafo.

User

¥ Personal network

~—

Service =
provider f \
Cellutar network El PNE
s

- / |
/ -\ ! PNE
- e Internet — | |

i Vel

= = Lo PNGW/CPNS

mobile phone
CPNS
Server
1

A

Applications

Content
provider

Figure 1. CPNS high level diagram

CPNS Serveis an entity of CPNS Enabler that replies to retmé&om PN GW and external entities, such as Ginte
Providers and ensures that the appropriate coistgnovided to the requesting PNE(S)

PN GWserves as an intermediary entity between the PNia other networks that forwards the requests tite PNE(S)
to the other networks and the other way aroundNACRV can be a mobile phone with gateway capalslitie

PNE(s)are logical entities that reside on end devicesaar connected to the PN GW. PNE(S) are usectfatering the
content received from the PN GW or from other PNEPSNE(s) can also offer content and other seric€&NE(S) in the
same PN and to entities in other networks.

5.1 End-to-end Service Description

CPNS has the potential to converge a large numitdgwices and services which enables them to wa&ther anywhere at
any time. This potential can be reached from aatwine appliances, Internet-based services toaoraient distribution,
interaction with M2M, expansion to non-CPNS deviets

CPNS provides a wide range of functionality to suppgonverged-network services, including multingecbntent delivery,
end-to-end management of service sessions, pubhicahd discovery of services, and customizatioseofice
characteristics based upon device capabilitiesciBpadded features to this Release are:

» Enhanced capabilities of non-CPNS Proxy to suppontCPNS Devices and gateways

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Interactivity with ETSI M2M
Enhancement of Personal Network / Service Groupdgament

Support for different devices with limited CPNS ¢tionalities

Following use scenarios are possible with the b&IPPNS enabler:

An end user can watch high-quality movies on asigen using a mobile device serving as a gateetyden a
movie-streaming server via Cellular network and bamnsumer electronic device via Wireless PersAoagss
Network technologies.

The mobile phone or fixed gateway provides acoes$ise global network for devices that only havealarea
connectivity (e.g. WiFi, Bluetooth).

CPNS enables mobile phone connectivity to bothragelular navigation device and an MP3 player wiileless
personal access, a user can simultaneously recplegant traffic updates and navigation informatidrile
downloading music files.

An end user can access in-home appliances frondeutse home using CPNS connections between pdrsona
networks and the CPNS Server. This allows remotéraly monitoring and content delivery.

An end user can also benefit from eHealth by uaifftiN GW, to communicate with health Sensors ans thes
information to the CPNS server in the global netwdthis enables regular monitoring and simple dedse.

CPNS enables cooperation among service providesested in home/personal/M2M network servicesadlodvs operators
to differentiate services and prevent or minimize tustomer churn.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Requirements

(Nor

mative)

6.1 High-Level Functional Requirements
Label Description Release
CPNS-HLF-001 | The CPNS Enabler SHALL be able to msthat multiple delivery of services are | CPNS 1.0
supported by CPNS entities in parallel.
The CPNS Enabler SHALL enable the CPNS User to gmtftzese different multiple CPNS 1.0
CPNS-HLF-002 : ; ;
services, i.e. to stop, start and switch betweemth
CPNS-HLF-003 The CPNS Enabler SHALL enable a CPNS entity to dibeethe Services it offers, | CPNS 1.0
and discover and access the Services that aredffgrother CPNS entities which
belong to the same or different PNs.
CPNS-HLF-004 The CPNS Enabler SHOULD allow CPNS Devices for ¢iegn Modes (e.g. in case] CPNS 1.1
that they are behaving as PNE(s) or PN Gatewaytagly in terms of performing
functions for the efficient use of device resources
Informational Note: In the context of this requiremt, a CPNS Device is considered
capable of changing Modes.
CPNS-HLE-005 | 't SHOULD be possible for the CPNS Enabler to Herimed about the current CPNS 1.0
operational Mode of the CPNS Devices (e.g. behasd?NE or PN Gateway) so that
the network resources can be utilized more effityen
CPNS-HLF-006 The CPNS Enabler SHALL support the functionality fieanaging the Service histo[yCPNS 1.0
of the PNE(s) (e.g. used for charging, resuming, gathering statistics of Services),.
CPNS-HLE-007 'Il;rllleE((Zsl)DNS Enabler SHALL find out the device cap#bsiof the PN GW(s) and CPNS 1.0
CPNS-HLF-008 The CPNS Enabler SHALL be able to provision thedaiteway and the PNE(S). Rellzeu;:;e

CPNS-HLF-009

The CPNS Enabler SHALL be able to request appboattontent and Services fromp CPNS 1.0

the content provider or Service provider basedapabilities of PN GWs and
PNE(S).

CPNS-HLF-010 | The CPNS Enabler SHALL b_e able to specify the dasitin of Services when using CPNS 1.0
CPNS Service (e.g., requesting, transmitting).

CPNS-HLF-011 The CPNS Enabler SHALL be able to create a Se@iwip for the PNE(S). CPNS 1.¢

CPNS-HLF-012 | The CPNS Enabler SHALL be able totmthe PNE(s) for a Service Group. CPNS 1

CPNS-HLE-013 The _CPNS Enabler SHALL enable PNE(s) to providadiafring the Interactive Future
Service. Release

CPNS-HLF-014 The .CPNS Enabler SHALL support aggregation andildigion of message(s) for | CPNS 1.0
multiple PNE(S).

CPNS-HLF-015 | The CPNS Enabler MAY use the worktbko standards organisations when releyaBPNS 1.0
for CPNS, as appropriate.

CPNS-HLF-016 | The CPNS Enabler SHALL support thet®hake its status (including willingness, CPNS 1.0
reachability etc) available to other interested GRtities.

CPNS-HLF-017 | The CPNS Enabler SHOULD have thetghii utilize the capabilities of a PresenceFuture
Enabler for status information (including willingss reachability etc). Release

CPNS-HLF-018 | The CPNS Enabler SHOULD support supson to the status (including CPNS 1.0
willingness, reachability, etc) of other users’ Pat&l be notified about status changes
of those PNs.
The CPNS Enabler SHALL be able to support simulbaselelivery to different CPNS 1.0

CPNS-HLF-019

PNEs
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CPNS-HLF-020 | CPNS Enabler SHALL enable seamlesthking between available PNE(S) CPNS 1.1
belonging to the same CPNS User while providingarsuming Services. The
switching can be triggered by events like (nottedito) battery exhaustion, user
preferences, etc.

CPNS-HLF-021 | CPNS Enabler SHALL enable seamlestghking of PN-GWSs belonging to the sameCPNS 1.1
PN providing that the target device supports PN G\pabilities. The switching can
be triggered by events like (not limited to) battexhaustion, user preferences etc.

CPNS-HLF-022 | The CPNS Enabler SHALL support deplegtrof applications relevant to CPNS. CPNS 1

CPNS-HLF-023 | The CPNS Enabler SHALL support thestegtion of PN and devices and Services i@PNS 1.0
the PN.

CPNS- HLF-024| The CPNS Enabler SHALL support sand maintaining the information of CPNS 1.0
Services and PN Inventory.

CPNS- HLF-025| The CPNS Enabler SHALL support deina the information of devices and PN | CPNS 1.0
Inventory, when requested.

CPNS- HLF-026/ The CPNS Enabler SHALL support theezbased Service. CPNS 1.

CPNS- HLF-027| The CPNS Enabler SHALL support theqoiéc search to discover the PNE(s) in a| CPNS 1.0
zone if the CPNS User has opted in to be discovieyetbne PN GW.

CPNS- HLF-028| The CPNS Enabler SHALL enable theeZeN GW to advertise its existence and | CPNS 1.0
Service to PNE(s), when entering the zone.

CPNS- HLF-029| The CPNS Enabler SHALL enable to mleservice(s) through the zone PN GW | CPNS 1.0
without request from the PNE.

CPNS- HLF-030| The CPNS Enabler SHALL provide med$mas to share Services, data and CPNS 1.0
applications only among members of the Service @rou

CPNS- HLF-031| The CPNS Enabler SHALL be able toaegra PNE from a Service Group. CPNS 1

CPNS- HLF-032| The CPNS Enabler SHALL be able toaeena Service Group. CPNS 1.

CPNS-HLF-033 The CPNS Enablgr SHALL be able to support forwggdihicontent from one PNE toCPNS 1.0
another or to multiple PNE(S).

CPNS-HLF-034 The CPNS Enabler SHALL support device managemerttionalities for PNE and | Future
PN GW by interacting with device management selinecpllaboration with CPNS | Release
Server.

CPNS-HLF-035 | The device management for PNE(s) SHB&lperformed through PN GW. Future

Release

CPNS-HLF-036 | The CPNS Enabler SHALL be able to fifigPNS entities, PN(s) and Service CPNS 1.0
Group(s).

CPNS-HLF-037 | The CPNS Enabler SHOULD support dejivd copyright-protected contents to CPNS 1.0
PNE(S).

CPNS-HLF-038 | The CPNS Enabler SHALL provide datthtospecified PNE(S) in the same ServigeCPNS 1.0
Group.

CPNS-HLF-039 | The CPNS Enabler SHALL support mergihBNs belonging to the same User | CPNS 1.1
without the suspension of on-going service(s), pkeethe case when PNs belong to
different Service Groups.

CPNS-HLF- The CPNS Enabler SHALL support splitting of a PNheut the suspension of on- | CPNS 1.1

039a going service(s).

CPNS-HLF-040 | The CPNS Enabler SHALL provide the nssfar creating a Service Group CPNS 1.1
comprising PNEs with different device capabilities.

CPNS-HLF- The CPNS Enabler SHOULD support PNEs belongini¢ssime PN to combine | CPNS 1.1

040a their capabilities to act as one PNE within a Ssr\Group

CPNS-HLF-041| The CPNS enabler SHALL support thexpfanctionalities in the PN GW, to CPNS 1.1

provide CPNS services to non-CPNS devices (e.g.ALN

0
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CPNS-HLF-042

The CPNS enabler SHALL make use of ERMctionalities in facilitating CPNS
services with a non-CPNS device, if those CPNStfanalities are implemented in
that target non-CPNS device. (In this case, the@BNS device has only limited
number of CPNS functionalities)

CPNS 1.1

CPNS-HLF-043

The CPNS Enabler SHALL support attleag transport protocol for delivery of
CPNS messages.

CPNS 1.1

CPNS-HLF-044

If the CPNS Enabler support SMS praitate CPNS Enabler SHALL support
extraction of CPNS messages from received SMStsteiand perform adaptation ¢
those messages required by the underlying PAN t#abn (e.g. Bluetooth, WiFi ang
etc).

=

CPNS 1.1

CPNS-HLF-045

If HTTP protocol is supported, the GPEhabler SHALL support the adaptation in
the PN GW that may be required depending on thenlyidg transport technology.

CPNS 1.1

CPNS-HLF-046

The CPNS Enabler SHOULD be able teradt with ETSI M2M and its necessary
functions for delivery of different content, e.@ntent between connected consumé
electronics and eHealth data

-

CPNS 1.1

CPNS-HLF-047

The CPNS Enabler SHOULD enable the tdsselect PN Admin within a PN.

CPNS 1.1

CPNS-HLF-049

The CPNS enabler SHALL be able to m®CPNS services via non-CPNS Gatew
(e.g. WiFi AP, Bluetooth AP, Legacy GW, etc.), witte help of proxy functionalities
in the CPNS Entity

agPNS 1.1

CPNS-HLF-050 | The CPNS enabler SHALL provide mearestablish a temporal PN consisting of| CPNS 1.1
PN GW and PNE(s), which belong to the differentrsisespectively, on the conditign
that those users are all agreed and the levelcofisgis allowable

CPNS-HLF-051 | The CPNS Enabler SHALL provide seguriechanisms which support additional| CPNS 1.1
features in CPNS 1.1, if required

CPNS-HLF-052 | The CPNS Enabler SHALL enable the Pfarctionality on the PN GW to CPNS 1.1
authenticate non-CPNS devices

CPNS-HLF-053 | The CPNS Enabler SHOULD support a meisin to establish a PN using the CPNS 1.1
available information of PNs which belong to thensauser (e.g. existing sustained
PN information, PN usage information, pre-configuRN information)

Table 1: High-Level Functional Requirements
6.1.1  Security
Label Description Release

CPNS-SEC-001

The CPNS Enabler SHALL support segeligery of application and/or content Servic
data to the PNE(s).

eCPNS 1.0

CPNS-SEC-002

The CPNS Enabler SHALL support vargacurity mechanisms for each PNE and for
each Service.

CPNS 1.0

CPNS-SEC-003 The CPNS Enabler SHALL be able tdkage needed to support confidentiality, CPNS 1.0
integrity protection, and authenticity.

CPNS-SEC-004 The CPNS Enabler SHALL support SeStomge for storing security-related data (e.g.CPNS 1.1
EUKey, Group Key)

CPNS-SEC-005 The CPNS Enabler SHOULD provide siimpliGroup Key management compared witfCPNS 1.1

CPNS 1.0 while keeping backward compatibility w@RNS 1.0.

6.1.1.1

Table 2: High-Level Functional Requirements — Sectity Items

Authentication
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Label Description Release
CPNS-AUC-001 | The CPNS Enabler MUST be able to support the atittaion of CPNS Users, CPNS | CPNS 1.0
entities and/or External Entities which requesieasto CPNS related information and/or
Services.
CPNS-AUC-002 | The CPNS Enabler MAY support validatid certificates for certain use cases, such asFuture
the attestation of personal user information. Release
Table 3: High-Level Functional Requirements — Authatication ltems
6.1.1.2 Authorization
Label Description Release
CPNS-AUZ-001 The CPNS enabler SHALL be able to anitle the CPNS Users and CPNS Entities, eJgCPNS 1.0
PN gateways, PNEs etc, when requesting accessNG Gervices.
CPNS-AUZ-002 | The CPNS enabler SHALL be able to auile the CPNS Users and CPNS Entities, e, gCPNS 1.0
PN gateways, PNEs etc, when requesting accessN& GErvices
Table 4: High-Level Functional Requirements — Authoization Items
6.1.1.3 Data Integrity
Label Description Release
CPNS-DIT-001 The CPNS Enabler SHALL support intiggoif data. CPNS 1.0
CPNS-DIT-002 The CPNS Enabler SHALL support datagrity in protecting against accidental or CPNS 1.0
intentional changes to CPNS-related data transamsbly ensuring that changes to the
data are detectable.
Table 5: High-Level Functional Requirements — Datdntegrity Items
6.1.1.4 Confidentiality
Label Description Release
CPNS-CON-001 The CPNS Enabler SHALL support en@oypof messages. CPNS 1.
CPNS-CON-002 The CPNS Enabler SHALL support de@ypof messages. CPNS 1.4
CPNS-CON-003 The CPNS Enabler SHALL support datdidentiality that ensures transmitted CPNS 1.0
information is not made available to unauthorisetividuals or entities.
Table 6: High-Level Functional Requirements — Confientiality ltems
6.1.2 Charging Events
Label Description Release
CPNS-CHG-001 | The CPNS Enabler SHALL support meamhéarge differently for Service usage (with{nFuture
the same Service Group or individually; this alpplees for simultaneous Service Release
delivery), based on, for example, user identitg, tisers Service subscriptions, device
type or capability, provided Service quality, ahd type of the consumed Services; and
for acting in different roles, such as PN GatewalPNE.
CPNS-CHG-002 | The charging MUST use standardizecharésms. Future
Release
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CPNS-CHG-003 | The CPNS Enabler SHALL enable the charging forvaeli of information to third Future
parties. Release
Table 7: High-Level Functional Requirements — Charing Events Items
6.1.3 Administration and Configuration
Label Description Release
CPNS- ADM-001| The CPNS Users SHALL have the poBsilaf multiple subscriptions with different Future
Service providers. For example, a CPNS User mayawiobile phone subscription with Release
Service provider A, while the in-car communicatigrit has been supplied as part of an
agreement of the car manufacturer with operat@rig, the family’s broadband access
Services are delivered by operator C.
CPNS-ADM-002 | The CPNS Enabler SHALL be able to respond to gaddeinformation about CPNS 1.0
capabilities and usage statistics of PN(s) and BNfigm a Content Provider.
CPNS-ADM-003 | The CPNS Enabler SHOULD support coitecof usage data from the CPNS Users andCPNS 1.0
specific devices for the purpose of creating diais
CPNS-ADM-004 | The matching of PNE and PN capabsifead required capabilities MAY be automated, CPNS 1.1
to facilitate the delivery of Services.
Table 8: High-Level Functional Requirements — Admilistration and Configuration Items
6.1.4  Usability
Label Description Release
CPNS- Qo0S-001 | The CPNS Enabler SHOULD provide mechanisms to erthat the quality of the user | Future
experience is maintained. Release
Table 9: High-Level Functional Requirements — Usaltity Items
6.1.5 Interoperability
Label Description Release
CPNS- INT-001 The CPNS Enabler SHALL allow CPNS tdde access any suitable Service (i.e. usef-CPNS 1.0
managed or operator-managed Services as well gm8gServices) on any suitable
device (i.e. a device matching the capabilitiesliregl to consume the Service) and within
any network island (e.g. home, car, hotspot, hiielyd’'s place or office).
CPNS- INT-002 | The CPNS Enabler SHALL be able to interoperate withsumer electronics devices, | CPNS 1.0
which are using well-established and widely deptbgtandards other than those specified
in the CPNS Enabler for device discovery, deviadif@, and multimedia Service
delivery; and deliver multimedia Services to arahirthem.
Informational Note: This requirement will be further detailed as itteroperability
functionality is defined during the technical sfieeition phase.
Table 10: High-Level Functional Requirements — Inteoperability Items
6.1.6 Privacy
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Label Description Release
CPNS-PRIV-001 The CPNS Enabler SHALL ensure useapy. CPNS 1.0
CPNS-PRIV-002 | The privacy requirements in [OMA-Privacy] SHALL bgplied to the CPNS Enabler. CPNS 1
CPNS-PRIV-003 The CPNS User SHALL be able to configure privacligies for the management of | CPNS 1.0

data pertaining to user’s Personal Network.
CPNS-PRIV-004 | The CPNS Enabler SHALL support the CPNS Users tifywhether they accept the | CPNS 1.0
collection of their usage data.
CPNS-PRIV-005 | The CPNS Enabler SHALL support the CPNS Users tealahe collection of their CPNS 1.0
usage data.
CPNS-PRIV-006 The CPNS Enabler SHALL be able to protect persarat information when CPNS 1.0
transmitting and performing a test on it.
Table 11: High-Level Functional Requirements — Priacy Items
6.2 Overall System Requirements
Label Description Release
CPNS-SYS-001 It SHALL be possible for CPNS Enabdelne deployed in Peer-to-Peer Networks. Future
Release
CPNS-SYS-002 | The CPNS Enabler SHOULD support aggregation anortieyy of the CPNS Users' CPNS 1.1
usage data into anonymized usage statistics aefimed intervals and/or asynchronously.
CPNS-SYS-003 | The CPNS Enabler SHALL support reporting of statssto authorized receiving parties CPNS 1.1

only.

Table 12: High-Level System Requirements
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description

n/a n/a No prior version —or- No previous version wit@MA

A.2 Draft/Candidate Version CPNS 1.1 History

Document Identifier Date Sections Description
Draft Versions: 30 Aug 2011 | Al Baseline RD document was approved

OMA-RD-CPNS-V1_1-20110830-
D.doc

OMA-RD-CPNS-V1_1-20110907- 07 Sep2011| 4.2 OMA-CD-CPNS-2011-0260-
D.doc CR_Descriptive_text_on_CPNS_version_1.1._for_sectd?.doc

6.1and B.1 | OMA-CD-CPNS-2011-0259R01-CR_Seamless_Switching_REE.

6.1 OMA-CD-CPNS-2011-0258R01-
CR_Requirement_for_Seamless_Switching_of_PNEs.doc

6.1 and B.2 OMA-CD-CPNS-2011-0257R01-
' ' CR_Use_Case_and_Requirements_for_Merging_and_igplitd PN
OMA-CD-CPNS-2011-0256R01-

6.1andB.3 CR_Use_Case_and_Reqs_for_Extended_Service_Group.doc

OMA-RD-CPNS-V1_1-20110930- 30 Sep2011| Al Added all requirements from thevjmes Release
D.doc
OMA-RD-CPNS-V1_1-20111117- 17 Nov 2011 | All OMA-CD-CPNS-2011-0293R01-

D.doc CR_Requirement_for_Non_CPNS_Proxy_in__PN_GW.docOBD\-
CPNS-2011-0307R02-CR_Non_CPNS_enabled_PNE_support
OMA-CD-CPNS-2011-0300R01-
CR_Requirements_for_CPNS_Protocol_Support
OMA-CD-CPNS-2011-0316R01-
CR_Requirement_to_support_adaption_of_transportopob for_CPNS
OMA-CD-CPNS-2011-0301R01-
CR_Requirement_to_support_interaction_with_M2M
OMA-CD-CPNS-2011-0302R02-
CR_Use_Case_and_Requirement_for_PN_Admin
OMA-CD-CPNS-2011-0305R02-
CR_Requirements_for_Security_Enhancement
OMA-CD-CPNS-2011-0308R01-CR_Non_CPNS_gateway_suppor
OMA-CD-CPNS-2011-0309R01-CR_Public_PN_GW_support
OMA-CD-CPNS-2011-0312-

CR_text_for_sections_1_and_4_of CPNS_1.1_RD
OMA-CD-CPNS-2011-0314-
CR_Requirements_to_support_anonymized_usage_istatetd_sending_|
0_authorized_parties_only

OMA-CD-CPNS-2011-0315R02-
CR_Changes_for_Requirements_of Security_ Enhancement
OMA-RD-CPNS-V1_1-20111117- 17 Nov 2011 | All OMA-CD-CPNS-2011-0299R01-CR_Requirements_for_PNGpsrts
D.doc Non_CPNS_Proxy.doc
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Document Identifier Date Sections Description
OMA-RD-CPNS-V1_1-20111206- 06 Dec 2011 | All OMA-CD-CPNS-2011-0313R01-CR_text_for sections_5_%uid of CPNS
D.doc 1.1_RD_.docOMA-CD-CPNS-2011-0322-

CR_Modification_of_Informative

References_section_of CPNS_1.1_RD.doc
OMA-CD-CPNS-2011-0323-CR_Modification_of Definitisrsection
of CPNS_1.1_RD.doc
OMA-CD-CPNS-2011-0324-CR_Modification_of Abbrevéai
section_of CPNS_1.1_RD.doc

OMA-CD-CPNS-2011-0321R03-CR_Requirement_for PN
Establishment.doc

OMA-RD-CPNS-V1_1-20120203- 03 Feb 2011 | Al OMA-RDRR-CPNS_-V1_1-20120203-D.doc
D.doc
OMA-RD-CPNS-V1_1-20120207- 07 Feb 2011 | All OMA-RDRR-CPNS_-V1_1-20120207-D.doc
D.doc OMA-CD-CPNS-2012-0013R01-
CR_Resolution_of _CPNS_1.1_RD_Editorial_comments
OMA-RD-CPNS-V1_1-20120219- 20 Feb 2011 | All OMA-RDRR-CPNS_-V1_1-20120219-D.doc
D.doc
OMA-RD-CPNS-V1_1-20120221- 21 Feb 2011 | All OMA-RDRR-CPNS_-V1_1-20120221-D.doc
D.doc OMA-CD-CPNS-2012-0008R01-CR_To_close_ RDRR_A019
OMA-CD-CPNS-2012-0017R01-CR_To_close_RDRR_A021
OMA-RD-CPNS-V1_1-20120305- 05 Mar 2012 | All Editorial Cleaning up after RDRR
D.doc OMA-CD-CPNS-2012-0042-CR_Revision_of_HLF40a
Candidate Version: 13 Mar 2012 | All Status changed to Candidate by TP
OMA-RD-CPNS-V1_1-20120313- TP ref #:0MA-TP-2012-0112-
C.doc INP_CPNS_V1_1_RD_for_Candidate_Approval
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Appendix B. Use Cases (Informative)

B.1 Seamless Switching
B.1.1 Short Description

This use case demonstrates the ability to seamlsagich the PN GW without terminating existing @ee Group. It is
assumed that all the devices are belonging toathmeesService Group.

B.1.2 Normal Flow

1. A CPNS User, John, owns a number of devices suamaabile phone, television, camera and an IP-
enabled set-top box which contains PN GW capabilityhn requests to create a PN and Service Grdbap wi
his devices using his mobile phone as a PN GW devic

2. While John is enjoying a music service, the batéatyaustion is detected and John is informed tteat t
service will eventually shut down because of bgttapacity exhaustion.

3. To receive the music service without interruptidohn decides to transfer mobile phone’s PN GWtmle
the set-top box by sending transfer request medsage set-top box via his mobile phone.

Upon receiving the request, the set-top box chaitg@sode to take over PN GW role.
After the transfer, John’s set-top box sends responessage to the mobile phone.

After receiving the response from the set-top Bokin’s mobile phone stops PN GW role.

N o g s

John enjoys music service continuously without todldal Personal Network and Service Group
establishment procedure.

B.1.3 Market benefits

» The CPNS User can provide or receive a serviceowttradditional setup procedure
*  The operator can improve the quality/quantity of/Ee

e The vendor can increase the volume of sales takitlye CPNS functionalities which can add new fezgu

B.1.4 Actors

*+ CPNS User

*  CPNS Service Provider/Mobile Operator
* CPNS Device

PN Gateway Device

. CPNS Server
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B.2 Merging and Splitting of PN(s)

B.2.1 Short description

CPNS User may have more than one PN at the saredeiig. one in the user's home and another ingbesipersonal
area). CPNS User may want to merge them into ontoRjdét better user experience (e.g. larger saeemre
bandwidth) or split one PN up to many PNs to enf®yservice without any break (e.g. keep downlagdiomtent when
go outside.). This use case demonstrates how tgeng&esplit these PNs.

CPNS Server

CPNS Server :: :

PNE 5 (PN GW
1)

PNE 3 x

Figure 2. Merging and Splitting of PNs

B.2.2 Normal Flow

1. Bob has 2 PNs, one is in his home (PN 2 in ther€i@), another is in his personal area (PN 1 irFigare 2).

2. When Bob comes back home, he wants to merge thenoire PN, so PN 1 & PN 2 are merged into PN 3
(right side in the Figure 2).

3. After dinner, Bob wants to go outside for a whded he wants to keep PN 1 with him, so PN 3 ig gplito
PN 1&PN 2.
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B.2.3 Market benefits

e The CPNS User can access/enjoy CPNS services @inaag in everywhere.

«  The operator can improve the quality of service alsd Expand service areas from cellular netwarks t
various local networks (e.g. Home networks, Offieworks).

. The vendor can increase the volume of sales.

¢ The content/service provider can improve the qualitd quantity of services.

B.2.4 Actors
. CPNS User
. PNE

* PN Gateway
e CPNS Server

B.3 Extended Service Group
B.3.1 Short Description

As CPNS User owns a number of devices such as denpdtone, television, camera and an IP-enabletbpeibox which

are consist of different capability informationd#gvice, this use case demonstrates the abilitgigist and maintain the
Service Group based on device capability of pelstenices so that services/contents can be detiveseed on conceivable
combination of those device capabilities in the s&@ervice Group.

Note: The example of H/W device capabilities cduddtouch panel, display/screen, GPS, mike, speeemnunication
chipset and etc, while the S/W device capabilitiesld be SNS app, photo shop, codec, video caletmd

For instance, the User should be able to creatnac® Group consisting of his mobile phone, TV aathera in order to
make HD video calling available (Camera as a HDaaebto handle the video encoding and processingadbTV as a
main display and mobile phone as a PN Gateway) play dual screen TV game (Mobile phone as a rermontrol and a
subsidiary display to show bird’s eye view of themediate vicinity, TV as a main display to show tireuit track)

B.3.2 Normal Flow

1. John requests to create a PN with device capabifitymation of his TV, mobile phone and camerangsi
his mobile phone as a PNGW device.

2. After PN establishment, CPNS Server sends avaifabigice Description based on conceivable
combination of device capability information to a&PNESs.

Among received Service Profile, John decides toHBevideo calling Service.

John requests to create Service Group which isistosfscamera and TV device capability informatton
the CPNS Server. For instance, Service Group casistoof camera for motion detection and record, an
TV for displaying HD images on its screen.
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5. After receiving the Service Group creation respdnam the CPNS Server, John invites the Paul to the
Service Group for HD video calls

6. John sends messages to invite the Paul’'s HD vidi® device via his mobile phone or TV

Paul executes the same HD video call connectitigetd®N gateway using WPAN techniques.

B.3.3 Market benefits

 The CPNS User can extend the kind of servicesjmyday connecting a device to other devices which
contains different functionalities.

»  The operator can improve the quality/quantity of/se as well as increase the revenue from datacssr.
» The vendor can increase the volume of sales takitlge CPNS functionalities which can add new fezgu

»  The content/service provider can enlarge the sesvislso they can provide targeted service in easid
cheaper ways

B.3.4 Actors

e CPNS User

*  CPNS Service Provider/Mobile Operator
*  CPNS Device

* PN Gateway Device

*  CPNS Server

B.4 PN Admin

B.4.1 Short Description

The concept of PN Admin is that the CPNS User adimates multiple CPNS Devices. A CPNS User cam$8WE or PN
GW as PN Admin to control other devices.

Normally PN GWs have rich Ul, however sometimegthave poor or no Ul like WiFi AP or WiBro Egg. Neten PN
GWs but also PNEs have the same issue, too. PNrAdan control them.
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Figure 3. Use Case for PN Admin

B.4.2 Normal Flow

PNE 2 completes authentication from the CPNS Se¢o/become PN Admin.
PN Admin (PNE 2) administrates PNE 1 and PN GW.

The CPNS Server redirects messages for PNE 2 ar@Wwib PN Admin.

As PN Admin, PNE 2 sets itself as a display and NS a headset.

The CPNS User enjoys streaming movies.

2 T o

The CPNS User buys another audio device

B.4.3 Market benefits

* The CPNS User can easily manage multiple CPNS Bevic
»  The Content Provider can improve the quantity o¥8e/Content sales.

»  The Operator can improve the quantity of data servi

B.4.4 Actors

e CPNS User

*  CPNS Service Provider/Mobile Operator
* CPNS Device

*» CPNS Server
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