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1. Scope

The scope of this document is limited to the Enabler Release Definition of Client Provisioning version 1.1 according to
Open Mobile Alliance Release process and the Enabler Rel ease specification baseline listed in section 5. The Open
Mobile Alliance continues the work of the WAP Forum to define a set of specificationsto be used by service
applications.

Provisioning is the process by which aWAP client is configured with a minimum of user interaction. The term covers
both over the air (OTA) provisioning and provisioning by means of, e.g., SIM cards.

O 2002, Open Mobile Alliance Ltd.
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3. Terminology and Conventions

3.1 Conventions

The key words*MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD", “SHOULD NOT”,
“RECOMMENDED”, “MAY", and “OPTIONAL" in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to
beinformative.

The formal notation convention used in sections 8 and 9to formally express the structure and internal dependencies
between specifications in the Enabler Release specification baseline is detailed in [CREQ)].

3.2 Definitions

Bootstrap Server - Bootstrap Server isthe sender of the bootstrap message. It may physically be co-located witha TPS
but that isirrelevant from an architecture point of view. The address of the Bootstrap Server is not relevant.

Characteristics - This document uses the term characteristics to define the characteristics of, typically, a Network
Element (access point, proxy). The word is broad enough to be used in all the required contexts.

Configuration Context - A Configuration Context is a set of connectivity and application configurations typically
associated with asingle Trusted Provisioning Server. However, the Configuration Context can also be independent of
any Trusted Provisioning Server. A Trusted Provisioning Server can be associated with several Configuration Contexts,
but a Trusted Provisioning Server cannot provision a device outside the scope of the Configuration Contexts associated
with that particular Trusted Provisioning Server. In fact, all transactions related to provisioning are restricted to the
Configuration Contexts associated with the Trusted Provisioning Server.

Connectivity Information - This connectivity information rel ates to the parameters and means needed to access WAP
infrastructure. Thisincludes network bearers, protocols, access point addresses as well as proxy addresses and Trusted
Provisioning Server URLS.

Enabler Release— acollection of specifications that combined together form an enabler for aservice area, e.g. a
download enabler, a browsing enabler, a messaging enabler, alocation enabler, etc. The specifications that are forming
an enabler should combined fulfill anumber of related market requirements.

Minimum Functionality Description — Description of the guaranteed features and functionality that will be enabled by
implementing the minimum mandatory part of the Enabler Release.

Networ k Access Point - A physical access point isan interface point between the wireless network and the fixed
network. It is often aRAS (Remote Access Server), an SMSC, aUSSDC, or something similar. It has an address (often
atelephone number) and an access bearer.

Provisioning document - A particular instance of aXML document encoded according to this specification. The
MIME-type of the textual document istext/vnd.wap.connectivity-xml. The MIME-type of the tokenised document is
application/vnd.wap.connectivity-wbxml .

Trusted Provisioning Server - A Trusted Provisioning Server (TPS), is a source of provisioning information that can
be trusted by a Configuration Context. They are the only entities that are allowed to provision the device with static
configurations. In some cases, however, asingle TPSisthe only server allowed to configure the phone. Provisioning
related to a specific TPSisrestricted to Configuration Contexts that are associated with this TPS.

Trusted Proxy - Thetrusted (provisioning) proxy has aspecial position asit actsasafront endto atrusted
provisioning server. The trusted proxy is responsible to protect the end user from malicious configuration information.

WAP Proxy - The WAP proxy is an endpoint for the WTP, WSP and WTLS protocols, as well as aproxy that is able to
access WAP content. A WAP Proxy can have functionality such as that of, for example, aWSP Proxy or aWTA Proxy.
W SP Proxy - A generic WAP proxy, similar in functionality to aHTTP proxy. Itisavariant of aWAP Proxy.

WTA Proxy - The WTA Proxy isaWireless Telephony proxy as defined by WAP.

O 2002, Open Mobile Alliance Ltd.
All rights reserved
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3.3 Abbreviations

DTD
ERDEF
ERELD
HTTP
ME
MIME
NAP
OMA
OTA
SIM
SMSC
TPS
URL
ussbC
WAP
WBXML
WIM
WSP
WTA
WTLS
XML

Document Type Definition
Enabler Requirement Definition
Enabler Release Definition
HyperText Transfer Protocol
Mobile Equipment

Multipurpose Internet Mail Extensions
Network Access Point

Open Mobile Alliance
Over-the-Air

Subscriber Identity Module

Short Message Service Centre
Trusted Provisioning Server
Uniform Resource Locator
Unstructured Supplementary Service Data Centre
Wireless Application Protocol
WAP Binary XML

WAP ldentity Module

Wireless Session Protocol
Wireless Telephony Application
Wireless Transport Layer Security
eXtensible Mark-up Language

O 2002, Open Mobile Alliance Ltd.
All rights reserved



OMA-ERELD-ClientProvisioning-vl_1-20021115-C Page 8 (14)

4. Introduction

This document outlines the Enabler Release Definition for Client Provisioning version 1.1 and the respective
conformance requirements for clients and servers implementing claiming complianceto it as defined by Open Mobile
Alliance across the specification baseline.

Client Provisioning version 1.1 is a backwards compatible extension of the client provisioning functionality included in
WAP 2.0. Thisversion has added support for direct access (and WAP Proxy support) and application access
provisioning.

Provisioning isthe process by which aWAP client is configured with a minimum of user interaction. The term covers
both over the air (OTA) provisioning and provisioning by means of, e.g., SIM cards. The WAP provisioning
mechanism leverages the WAP technology whenever possible [WAPARCH]. Thisincludes the use of the WAP stack as
well as mechanisms such as WAP Push [PUSHOTA]. The provisioning architecture attempts to generalise the
mechanisms used by different network types so that the network specific part isisolated to the bootstrap phase.

O 2002, Open Mobile Alliance Ltd.
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5. Enabler Release Specification Baseline

This section is normative.

List of specificationsin the Client Provisioning Version 1.1 Enabler Release:
Provisioning Architecture Overview 1.1 [PROVARCH]
Provisioning Bootstrap 1.1 [PROVBOOT]
Provisioning Content 1.1 [PROVCONT]
Provisioning User Agent Behaviour 1.1 [PROVUAB]

Smart Card Provisioning 1.1 [PROV SC]

O 2002, Open Mobile Alliance Ltd.
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6. Minimum Functionality Description for Client
Provisioning 1.1

Thisisan informative section. It describes the functionality that is delivered with the Client Provisioning specifications
and their internal mandatory requirements.

The Client Provisioning specifications define how initial configuration parameters can be delivered to a WAP client
from a bootstrap server that is part of the provisioning infrastructure. The mandatory functionality covers basic network
transport connectivity information: parametersfor network access points and the proxies that are to be used. The
network access point parameters define also which network bearers are supposed be used, but clients are not required to
support any particular bearers. The mandatory ACCESS characteristic can be used to provide rules that control how the
WAP client will access the network either through proxies or directly through network access points. As an option, it is
possibleto usethe APPLICATION characteristic to deliver application protocol configuration information related to
e.g. the multimedia messaging service. The optional functionality also includes the possibility to define proxies and
network access points that may be used only in specific mobile networks or countries. The configuration informationis
represented using provisioning documents formatted according to [PROVCONT].

The provisioning documents are delivered as binary XML documents [WBXML] using the UTF-8 [RFC2279] character
set. These documents are delivered over the air using a bootstrap protocol [PROVBOQOT]. The details of the bootstrap
protocol, especially the security mechanisms, depend on the network technology, but the basic mechanism uses
connectionless WAP push [PUSHOTA]. The specifications also define mandatory security mechanisms that can be
used with all network technologies. As an option, the provisioning documents can be delivered using WIM or SIM
cards [PROV SC].

The specifications cover also how the WAP client is required to interpret the received provisioning documents. There
are mandatory rules for how the security mechanisms are to be used and how the provisioning documents delivered
through different channels must be combined. There are also mandatory rules for how to implement conflict resolution,
error handling, proxy selection and parameter prioritisation when interpreting the received provisioning documents. The
provisioning information received by a WARP client is expected to be stored in configuration contexts, and thereisa
mechanism that can be used to control how many configuration contexts may be used in the client. These aspects are
covered by [PROVUARB].

O 2002, Open Mobile Alliance Ltd.
All rights reserved
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7. Conformance Requirements Notation Details

This sectionisinformative
Thetablesin following chapters use the following notation:

Item:
Entry in this column MUST be avalid Scritem according to [CREQ].

Feature/Application:
Entry in this column SHOULD be a short descriptive label to the Item in question.

Status:

Entry in this column MUST accurately reflect the architectural status of the Item in question.
- M means the Item is mandatory for the class

- O means the Item is optional for the class

- NA meansthe Item is not applicable for the class

Requirement:

Expression in the column MUST be avalid Terminal Expression according to [CREQ] and it MUST accurately reflect
the architectural requirement of the Item in question.

O 2002, Open Mobile Alliance Ltd.
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8. ERDEF for Client Provisioning V1 _1 - Client

Requirements

This section is normative.

Table1l ERDEF for Client Provisioning V1_1 Client-side Requirements

Item Feature/ Application Status Requirement
OMA-ERDEF-PROVISIONING- | Provisioning V1_1 Client M PROVCONT:MCF AND
C-001 PROVBOOT:MCF AND
PROVUAB:MCF
OMA-ERDEF-PROVISIONING- | Smart Card Provisioning (0] PROV SC:MCF

C-002

V1 1 Client

O 2002, Open Mobile Alliance Ltd.
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9. ERDEF for Client Provisioning V1_1 - Server

Requirements

This section is normative.

Table2 ERDEF for Client Provisioning V1_1 Server-side Requirements

Item

Feature/ Application

Status

Requirement

OMA-ERDEF-PROVISIONING-
S-001

Provisioning V1 1 Server

M

PROVCONT:M SF

O 2002, Open Mobile Alliance Ltd.
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Appendix A. Change History

(Informative)

Typeof Change

Date

Section

Description

Class0

15-Nov-2002

All

Theinitial version of this document.
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