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1. Scope

Open Mobile Alliance (OMA) Wireless Application Rozol (WAP) is a result of continuous work to defian industry-
wide specification for developing applications thaierate over wireless communication networks. Tpen Mobile
Alliance continues the work of the WAP Forum toidefa set of specifications to be used by servig@ieations. For
information on the WAP architecture, please refer “Wireless Application Protocol Architecture Spedcifion”
[WAPARCH].

This document defines the information format areldbcess methods of WAP provisioning data presestmart cards used
for wireless telecom applications. A particulare@swhen a WIM application is already presentachssmart card type.

Provisioning WAP connectivity data on a SIM/RUIM arncard or a UICC smart card with a SIM, USIM, §ISér WIM
application will have advantages (i.e. pre-proviging of personalised data during manufacturing tagimlity, controlled
access to sensitive data like login/passwords etc.)

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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2. References

2.1 Normative References

[CREQ] “Specification of WAP Conformance Requirements”, Whorum, WAP-221-CREQ,
URL:http://www.openmobilealliance.org/

[C.S0023-C] “Removable User Identity Module for Spread Spect@ystems”, ¥ Generation Partnership
Project 2
URL:http://www.3gpp2.0rg/

[C.S0065] “cdma2000 Application on UICC for Spread Spectruyst8ms”, &' Generation Partnership
Project 2
URL:http://www.3gpp2.0org/

[RFC2119] “Key words for use in RFCs to Indicate Requiremeswels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

[1SO7816-4] ISO/IEC 7816-4 (1995): “Information technology -efdification cards — Integrated circuit(s)
cards with contacts — Part 4: Inter-industry comdsafor interchange”.

[1SO7816-5] ISO/IEC 7816-5 (1994): “Identification cards — Igtated circuit(s) cards with contacts — Part 5:
Numbering system and registration procedure fotiegion identifiers”.

[PKCS#15] PKCS #15 v1.1: Cryptographic Token Information SynStandard”, RSA Laboratories, June 6,
2000. URL:ftp://ftp.rsasecurity.com/pub/pkcs/pkcs-15/pkes-1L51. pdf

[PROVCONT] “Provisioning Content”, Version 1.1”, Open Mobildlidnce
OMA-WAP-TS-ProvCont-V1_1, URLhttp://www.openmobilealliance.org/

[WIM] “Wireless ldentity Module Specification”, Open MébiAlliancel,
OMA-WAP-WIM-v1_1, URL: http://www.openmobilealliance.org/

[TS31.102] “Characteristics of the Universal Subscriber Idgrilodule (USIM) application”, 8

Generation Partnership Project
URL:http://www.3gpp.org/

[TS51 011] Specification of the Subscriber Identity Module -eldle equipment (SIM-ME) interface. (ETSI
TS 51 011), URL http ://www.3gpp.org
[TS102 221] Smart Cards; UICC-Terminal interface; Physical kEngilcal characteristics (ETSI TS 102 221),

URL: http://www.3gpp.org

2.2 Informative References

[WAPARCH] “WAP Architecture”. WAP forunil,
WAP-210-WAPArch URL:http://www.openmobilealliance.org/

[1SO7816-9] ISO/IEC 7816-9 (2000): “Identification cards — Igtated circuit(s) cards with contacts — Part 9:
Additional inter-industry commands and securityibtttes”.

[1SO8824-1] ISO/IEC 8824-1 (1995): “Information technology —gttact Syntax Notation One (ASN.1) —
Specification of basic notation”.

[1S08825-2] ISO/IEC 8825-2 (1995): “Information technology —R3 encoding rules: Specification of
Basic Encoding Rules (BER), Canonical Encoding R(ZER) and Distinguished Encoding
Rules (DER)".

[PROVARCH] “Provisioning Architecture Overview”, Version 1.0pen Mobile Alliancél,

OMA-WAP-TS-ProvArch-vV1_1, URLhttp://www.openmobilealliance.org/

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-WAP-TS-ProvSC-V1_1-20090421-C

Page 7 (39)

3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be

informative.

Even though this specification was not validatedtpe IOP Process, the normative language retamsstpected operational
dependencies of the whole Client Provisioning \Enhbler Release.

3.2

Access conditions

AID — Application
Identifier.

ALW - Always

AODF - The
Authentication Object
Directory Files

Application
Application Information

ASN.1 object Abstract
Syntax Notation object
as defined in [ISO8824-
1].

ATR — Answer-to-Reset

BER — Basic Encoding
Rules

Binary Files
Cardholder
Card Issuer

CDF — Certificate
Directory Files

CHV — CardHolder
Verification

Command

Connectivity
Information

DER — Distinguished
Encoding Rules

DF — Dedicated File

Definitions

A set of security attributes associated with a file

A data element that identifies an application smaart card. An application identifier may contain a
registered application provider number in whichecia$s a unique identification for the applicatidhit
contains no application provider number, then idhéstification may be ambiguous.

Access condition indicating a given function is ajw accessible.

([PKCS#15], section 6.8) contain directories ofhettication objects (e.g. PINs) known to the PKCB#1
application.

The implementation of a well-defined and relatedo$déunctions that perform useful work on behdlf o
the user. It may consist of software and or hardvedements and associated user interfaces.

Some of the information provisioned into the phoae relate to identity and applications rather ttran
plain connectivity.

A formal syntax for describing complex data objects

Stream of data sent from the smart card to theerdadesponse to a RESET condition.
Rules for encoding an ASN.1 object into a byte sege.

Binary Files are equivalent to transparent fileslescribed in [TS102.221].
The person or entity presenting a smart card fesus

The organization or entity that owns and providesnart card product.
([PKCS#15], section 6.6) contain directories oftifieates known to the PKCS#15 application.

Also called the PIN. Typically a 4 to 8 digit nuertentered by the cardholder to verify that the
cardholder is authorized to use the card.

A message sent by the ME to the smart card thizdties an action and solicits a response fromthets
card.

The information in connectivity provisioning relat® the parameters and means needed to access WAP
infrastructure. This includes network bearers, gools, access point addresses, as well as proxgssis
and Trusted Provisioning Server URL.

Rules for encoding ASN.1 objects in byte-sequengespecial case of BER.

A file containing access conditions and, optiondiementary Files (Efs) or other Dedicated FileE<).

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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DODF — The Data
Object Directory Files

DODF-wim

DODF-prov

EF — Elementary File
FCP

File identifier
Function

ICC — Integrated Circuit
Card

MF — Master File

NEV

ODF — The mandatory
Object Directory File

Path

PIN

PrkKDF — The Private
Key Directory Files

PuKDF — The Public
Key Directory Files

Record
Record number

Smart card

Trusted Proxy

TPS — Trusted
Provisioning Server

UICC — Universal ICC

WIM — Wireless Identity
Module

2G UICC

3G UICC

Files containing directories of data objects (r®gsor certificates) ([PKCS#15], section 6.7) kndan
the PKCS#15 application.

The Data Object Directory Files contain directoéslata objects (not keys or certificates) ([PKCS#
section 6.7) used in WTLS and TLS, known to the BKCS application.

The Data Object Directory Files contain directoéslata objects (not keys or certificates) ([PKCS}#
section 6.7) used in WAP provisioning and knowithi® PKCS#15 application.

A set of data units or records that share the sdemifier. It cannot be a parent of another file.

File Control Parameter.

A 2-byte binary value used to address a file omarscard.

A function contains a command and a response pair.

Another name for a smart card.

Mandatory unique dedicated file representing tlo¢ o the structure. The MF typically has the file
identifier 0x3F00.

An access condition indicating a given functionéver accessible.

([PKCS#15], section 6.2) consists of pointers teeotefs (PrKDFs, PuKDFs, CDFs, DODFs and
AODFs), each one containing a directory over PK@5dtijects of a particular class (here and below, a
“directory” means a list of objects).

Concatenation of file identifiers without delimitzt. The Path type is defined in [ISO7816-4] sudniske
5.1.2. If the path starts with the MF identifiex85-00), it is an absolute path; otherwise it iglative
path. A relative path must start with the identifaé the current DF (or with the identifier ‘Ox3FFF

Personal Identification Number. See CHV.

([PKCS#15], section 6.3) contain directories of/pte keys known to the PKCS#15 application.

Files ([PKCS#15], section 6.4) contain directoépublic keys known to the PKCS#15 application.

A string of bytes within an EF handled as a siregigty.
The number, which identifies a record within an EF.

A device with an embedded microprocessor chip. Arsieard is used for storing data and performing
typically security related (cryptographic) operagoln WAP context, a smart card may be the

SIM/RUIM, the UICC including a SIM/USIM/CSIM/WIM gglication or a smart card used in a secondary
smart card reader of a WAP phone.

The trusted (provisioning) proxy has a special fomsias it acts as a front end to a trusted prowisig
server. The trusted proxy is responsible to prdateziend-user from malicious configuration inforioat

A source of provisioning information that can hested by a Configuration Context. They are the only
entities that are allowed to provision the devid#hstatic configurations. In some cases, howexer,
single TPS is the only server allowed to configinephone. Provisioning related to a specific TS
restricted to Configuration Contexts that are aisged with this TPS.

UICC is the ICC defined for the 3G standard [TS222].

A tamper-resistant device that is used in perfog"WirLS and application level security functionsgdan
especially, to store and process information neéoledser identification and authentication.

UICC activated in a 2G mode that has physical dtaristics of UICC [TS102 221] but logical
characteristics of SIM [TS51 011].

UICC activated in a 3G mode that has physical agithl characteristics of the UICC [TS102 221].

3.3 Abbreviations

2G Second generation network i.e. GSM

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-WAP-TS-ProvSC-V1_1-20090421-C

Page 9 (39)

3G
ADF
AID
ALW
AODF
ASN
ATR
CDF
CHV
CSIM
DER
DF
DIR
DNS

MMS
ODF
oID
PIN
PIN-G
RUIM
SC
SIM
TPS
uiCC
USIM
WAP
WIM
WTLS

Third generation network i.e. UMTS
Application Dedicated File
Application Identifier

Always

Authentication Object Directory File
Abstract Syntax Notation
Answer-to-Reset

Certificate Directory File

CardHolder Verification

cdma2000 Subscriber Identity Module
Distinguished Encoding Rules
Dedicated File

Directory File

Domain Name Server

Data Object

Data Object Directory File
Elementary File

European Telecommunication Standardization Institut
Integrated Circuit

Integrated Circuit(s) Card

Identifier

International Organization for Standardization
Mobile Equipment

Master File

Multimedia Messaging Service
Object Directory File

Object Identifier

Personal Identification Number
General Personal Identification Number accordinf/ftM]
Removable User identity Module
Smart Card

Subscriber Identity Module

Trusted Provisioning Server
Universal Integrated Circuit(s) Card
Universal Subscriber Identity Module
Wireless Application Protocol
Wireless Identity Module

Wireless Transport Layer Security

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

The WAP provisioning framework specifies mechanisogrovision devices with connectivity and applica information.

The purpose of this document is to specify the enm@ntation of WAP provisioning data on the smart geesent in mobile
phones — e.g. SIM smart card — allowing pre-comfijan of the devices and/or application accesarpaters.Very few end
users in a mass-market environment will be ablénferested) to perform proper set up of the variconnectivity and/or
application access information e.g. access poiokyp local DNS server, MMS proxy/relay. The mohiletwork operator is
now able to pre-configure the subscriber identityag card with appropriate information so thaténe user when inserting
the smart card into the device could get direct fewsing or e-mail access.

WAP provisioning framework defines that each beamwork has unique provisioning mechanisms, ietwark specific
procedures to initiate the phone or in the cas#epfoying the Multimedia Messaging (MMS) applicatibwould be
necessary to configure the MMS access specificpeters.

Usage of the smart card to provision the devicenfmared to an other the air provisioning mechanisas)several
advantages for the end user and the mobile netamekator point of view; immediate device bootstiagp.e. no remote
connection required for theootstrapping procedure— protected access and stofagser applicative authentification
information i.e. login and passwords — portabitifyprovisioning information from one device to amet one etc.Mobile
network operator can leverage on its actual subscrdentity module smart card deployement andidigion network to, in
addition, provide WAP pre-provisioned smart camlgs customer.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Architecture

A generic “WAP file system” solution is defined.dtovides a very flexible framework that can bedusetailor the set-up to
the needs of the carrier and the user. It can lee bsth for basic configurations and for generimragje of persistent
information.

The information stored in the files Bootstrap, Gghfand Config2, is of type application/vnd.wap.geativity-wbxml.

5.1 Configuration Concept

The ME is able to access a number of separate Titesfiles can have different content as well iffei@nt read/write access
rights.

The files required to enable WAP provisioning stgr@n the Smart Card are the following:

« Bootstrap File: used to store connectivity andiappon information that cannot be changed bygh®visioning
agent, i.e. by the ME. The card issuer is the only that can modify this file
« Configl File: used to store connectivity and apgglin information that can be changed by the proriag agent, i.e.
by the ME. Then, the user can modify connectiviygmeters stored in this file in entering the atremabled PIN
(see section 9.5)
« Config2 File: used to store connectivity and apmtlan information that can be changed by the pioriag agent, i.e.
by the ME. Then, the user can modify connectiviaygmeters stored in this file
The use of multiple files enables the use of theu$@ard file access features to protect part @ctnfiguration data from
change by the ME (browser).

The smart card MUST support at least one of promisg files (Bootstrap, Configl, Config2).

The ME MUST support all provisioning files.Any piisioning file may contain information on how to emtt to the TPS
(Trusted Provisioning Server) as defined in [PROWWIQ

5.2 Support of WAP provisioning on telecom smart cards
platforms

We can sort out three main types of smart cardd fegewireless telecom networks, characterisedhieyr tphysical and
logical characteristics:

e SIM smart cards platforms [TS51 011]

* RUIM smart card platforms [C.S0023-C]

» UICC smart cards platforms [TS102 221] (e.g. SINBIM [31.102], CSIM [C.S0065])
This document aims at specifying WAP provisionirgedto be hosted directly by such smart card piattype or by a
WIM application [WIM] present on it.

521 Generic Behaviour

The provisioning user agent MUST use the defawtigioning parameters from the first available ps@mning files in the
following order:

» Provisioning files on the WIM application presentthe SIM, RUIM or UICC smart card
* Provisioning files on the SIM, RUIM or UICC smasrd

Other non-default provisioning data MAY be readnfrany location on the smart card. The reading isf itiformation is
implementation dependent.
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Trusted Certificates can be read in any ordebeéween the ones stored in the ME and the onesdstoithe SC Trusted
Certificate EF.
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6. WAP Provisioning Smart Card

The information format for WAP Provisioning is bdsen [PKCS#15] specification. The smart card openat that are
relevant for provisioning include:

» Application selection
» Cardholder verification
» File access (select file, read, write)

The [PKCS#15] specification defines a set of fi&thin the PKCS#15 application, the starting pamaccess these files is
the Object Directory File (ODF). The EF(ODF) contipointers to other directory files. These dirgctfiles contain
information on different types of objects (keysitifieates, authentication objects (PIN), data oljeetc).

EF(ODF) contains pointers to one or more Data Qlipgiectory Files (DODF). Each DODF is regardedtses directory of
data objects known to the PKCS#15 application.therpurposes of WAP provisioning, EF(DODF-prov) tans pointers
the provisioning data objects, namely Bootstrap,Filonfigl File and Config2 File.

The WAP provisioning data (provisioning files) atered as PKCS#15 opaque data objects.

6.1 Object Directory File, EF (ODF)

The EF (ODF) MUST contain the record describing®@DF-prov. The EF (ODF) can be read but it MUST NG
modifiable by the user.

The EF (ODF) is described in section 9.1 and [PKIS$#

Informative note 1If a path starts with 3F00, it is an absolutehpgatarting from root).

6.2 Provisioning Data Object Directory File, EF (DODF-prov)

The EF (DODF-prov) MUST contain information on pisigning objects:

» Readable label describing the provisioning docunf@atnmonObjectAttributes.label) . The ME could
display this label to the user

* Flags indicating whether the provisioning docurmisrivate (i.e., is protected with a PIN) and/avdifiable
(CommonObjectAttributes.flags) . The card issuer decides whether or not a fileiisape (it does not
need to be if it does not contain any sensitiverimfation)

» Reference to a PIN used to protect this objEctmmonObjectAttributes.authid)

» Object identifier indicating a WAP provisioning elojf and the type of the provisioning object
(CommonDataObjectAttributes.applicationOID)

» Pointer to the contents of the provisioning docuntBath.path)

The EF(DODF-prov) MUST contain the types of promsng documents (indicated using object identiji¢csbe used by
the ME. The following types are described in thgedfication:

* Bootstrap
« Configl
» Config2

If a type exists on the smart card but it is nathi@ EF(DODF-prov) then this type MUST NOT be used.
The contents of the provisioning document are eefiim [PROVCONT].

A dedicated OID is required and defined for eaavigioning file:

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-WAP-TS-ProvSC-V1_1-20090421-C Page 14 (39)

e Bootstrap OID = { joint-isu-itu-t(2) identified-organizations(23) wap (43)
provisioning(5) bootstrap(1) }

e Configl OID = { joint-isu-itu-t(2) identified-organizations(23) wap (43)
provisioning(5) configuration_1(2) }

« Config2z OID = { joint-isu-itu-t(2) identified-organ izations(23) wap(43)

provisioning(5) configuration_2(3)}

The ME MUST use the OID to distinguish the EF(DOfev) from any other EF(DODF).

The WAP provisioning data are located under the 815 directory allowing the card issuer to dechie itlentifiers and
the file locations. General data object attribuged associated pointers are located in the EF(D@DF}. The EF(DODF-
prov) can be read but it MUST NOT be modifiablethg user.

The EF(DODF-prov) is described in section 9.3 &P S#15].
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7. WAP Provisioning data on WIM ICC

This chapter specifies a special case of the WARIigioning in the smart card hosting a WIM applicat

This chapter deals with provisioning data only, Handling of trusted certificates refer to [WIM].

7.1 WAP provisioning data on WIM application

7.1.1 Introduction

The [WIM] defines service primitives for the WIM drinformation format based on [PKCS#15] specifmatiThe WIM
specification also specifies a mapping of the sergrimitives to smart card commands, so that a WéM be implemented
as a smart card application.

The WIM application file structure (PKCS#15) comwiat least an Authentication Object Directory HREODF), a
Certificate Directory File (CDF), and a Data ObjBitectory File (DODF).

For WAP provisioning an additional DODF MUST be paped, namely DODF-prov as described in Secti@n 6.

7.1.2  Access to the WAP Provisioning file structure
To access the WAP Provisioning file structure,Mte MUST select the WIM application as defined inl[W.

In that case, the WAP provisioning file structues the same location as the WIM application fitacture.

7.1.3 File Overview

The file structure for the WAP provisioning datahim the WIM application is described below.

EF-DODF
Prov

Object #3
Config2

Object #1
Bootstrap

Object #2
Configl

Figure 1: File structure for WAP provisioning data on WIM d&ipgtion

7.1.4  Access method

The WAP provisioning parameters are located untesame PKCS#15 information structure as the Wipliegtion.

The access of WAP provisioning files will be pos$sibsing WIM related data storage commands. Thjsires the WIM
application to be active (i.e. selected using disetection method).

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-WAP-TS-ProvSC-V1_1-20090421-C Page 16 (39)

WIM commands used to access provisioning databeiformatted according to the WIM activation modalafined in
[WIM].

7.1.5 Access Conditions

The ME is informed about the access conditions rofigioning files by evaluating the “private” andnbdifiable” flags
present in the corresponding DODF-prov file struetof. 6.2

In the case where one of the above mentioned #aget, cardholder verification is required. Theeascrights for
provisioning files stored within a WIM smart cargdpdication are granted in verifying the PIN-G adimed in the WIM
specification [WIM] i.e. the DODF-prov “authld” refences to the PIN-G entry in AODF

The ME will retrieve characteristics and locatidrttee PIN-G from the AODF.

Access conditions for files are described in thaptar 9 and the PIN reference format is describegkction PIN Reference
Format.
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8. WAP Provisioning data on WIM-less telecom smart card
8.1 Introduction

This section is to describe the structure for agpprovisioning data, bootstrapping data and tdiststificates on a WIM-
less SIM, RUIM or UICC smart card.

The support of WAP smart card provisioning datd bl indicated to the ME’s user agent, by the presen the EF DIR of
a WAP provisioning application template as defihede after.

The EF DIR (ID ‘2F00’) MUST be located under thegstea file as defined in [ISO7816-5] specification.
The recommended format of EF(DIR) is a linear fixedord in order to be in line with [TS102 221].

EF (DIR) MUST contain the application template useda PKCS#15 application as defined in [PKCSX&jplication
template MUST consist of Application identifier tx4F) and Path (tag 0x51) information.

The ME MUST read the EF(DIR) file indicating theepence of the WAP provisioning application templatee EF(ODF)
and EF(DODF-prov) MUST be used by the ME to detaemwhich WAP provisioning files are available oe gmart card.
The EF(ODF) and EF(CDF) MUST be used by the ME @termine which trusted certificates are availabietioe smart
card.

Trusted Certificates on the smart card are ‘redyf and cannot be changed by the ME.

UICC smart card platforms can support two modeactif/ation: 2G and 3G.

UICC smart card platform activated in a 2G modethadogical characteristics of the SIM smart galatform
[TS51 011]. In that case, smart card operatioraémessing WAP provisioning data conform to the atedmed for the SIM
as specified in chapter 8.2

UICC smart card platform activated in a 3G modethaghysical en logical characteristics accordingr S102
221]. In that case, smart card operation for accg34AP provisioning data are specified in cha@a.

8.2 WAP provisioning data on SIM/RUIM or UICC activated in 2G
mode

8.2.1  Access to the WAP Provisioning file structure

To select the PKCS15 application, the ME MUST eatduthe PKCS#15 application template present irethéDIR), then
the ME MUST use the indirect selection method dmde in [TS51 011] for SIM, [C.S0023-C] for RUIMr ¢TS102.221]
for the UICC to select the application.

WAP provisioning files and trusted certificatesIviié located under the DF(PKCS#15).

8.2.2 Files Overview

The file structure for the WAP provisioning datahim the smart card is described below.
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8.2.3

MF ‘3F00’

[

[

DF-Telecom
‘7F10’

DF-GSM
TF20°

EFDIR
‘2F00’

DF
PKCS#15

— EFODF

| EF DODRrov

— 1 EF Configl

EF Config2

EFBootstrap

| | EFCDF

Figure 2: File structure for WAP data on SIM smart card or 2G UICC

MF ‘3F00’
|
[ I 1 1
DF-Telecom DF-GSM EFDIR DF
‘TF10’ ‘TF20° ‘2F00’ PKCS#15
—{ EFODF
| EF DODFRsrov
— 1 EF Configl
1
DF-TDMA DF-CDMA EF Config2
TR24 ‘TF25’
___| EFBootstrap
| | EFCDF

Access Method

Figure 3: File structure for WAP data on RUIM smart card or 2G UICC

Commands Read Binary and Update Binary, as defmgriS51 011], are used to access WAP provisioniaig.
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8.2.4  Access Conditions

The ME is informed of the access conditions of @iowing files by evaluating the “private” and “mibidble” flags in the
corresponding CDF and DODF-prov files structure .2

In the case where one of the above mentioned $lagt, cardholder verification is required. The Miplicitly knows that
the CHV1 must be verified as defined in [TS51 011].
Remark:in that case the DODF-prov “authld” is not sigcéfint since no AODF is present.

Access conditions for files are proposed in theptdrz9.

8.3 WAP provisioning data on UICC activated in 3G mode

8.3.1 Access to the WAP Provisioning file structure

To select the PKCS#15 application, the ME:
*  MUST evaluate the PKCS#15 application template-RKCS#15 AID — present in the EF (DIR)
» MUST open a logical channel using MANAGE CHANNELnamand as specified in [TS102 221]
* MUST select the PKCS#15 ADF using the PKCS#15 Adparameter of the SELECT command, using direct
application selection as defined in [TS102 221]

WAP provisioning files and trusted certificatesIvaié located under the PKCS#15 ADF.

8.3.1.1.1 Files Overview

The file structure for the WAP provisioning datahim the smart card is described below

MF
‘3F00’
|
I
DF-Telecom EFDIR
‘TF10’ ‘2F00’
ADF
USIM or CSIV — EFODF
| | EF DODFprov
ADF
PKCS#15
| | EFConfigl
| | EF Config2
| | EFBootstrap
EF CDF

Figure 4: File structure for WAP data on 3G UICC
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8.3.2 Access Method

Commands Read Binary and Update Binary, as defmgS102 221], are used to access WAP provisiodigiz.

8.3.3  Access Conditions

The ME is informed of the access conditions of iowning files by evaluating the “private” and “nibdble” flags in the
corresponding CDF and DODF-prov files structure &.2.

In the case where one of the above mentioned $lagt, cardholder verification is required. The MEst evaluate the PIN
references that must be verified as defined in pES221] i.e. evaluate the FCP.

Remark:in that case the DODF-prov “authld” referenceas significant since no AODF is present.

Access conditions for files are proposed in theptdra9.
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9. Files Description

All files defined are binary files as defined inQ3816-4 specification [ISO7816-4]. These files mad and updated using
commands related to the application they belongittter the smart card platform (e.g. SIM, RUIM olCQ) or the WIM
application. See access methods in sections 7ot.thé WIM, 8.2.3 for the SIM/RUIM/2G-UICC and &3for the 3G-
UICC (e.g. USIM/CSIM).

In this section, only files used for the provisiogiare described. All other files of the WIM applion are described in the
WIM specification [WIM].

The file size proposed hereafter is a recommendadmam size. Larger files can be created (or extehi@ter) in order to
cope with possible extension of the provisioning €ontent.

The content of the files is defined separatelyARQVCONT].

9.1 EF ODF

The mandatory Object Directory File (ODF) ([PKCS#Xgction 5.5.1) contains pointers to other Eé&heone containing a
directory of PKCS#15 objects of a particular clgesg. DODF-prov).

The File ID is specified in [PKCS#15]. The cardissdecides the file size.

In the case of WIM ICC, the EF (ODF) contains, ddision to WIM parameters, pointers to the DODFyprohe EF (ODF)
MUST be formatted as defined in the [WIM] specifioa.

In the case of SIM/RUIM or UICC, the EF (ODF) issdgbed below:

Identifier: default 0x5031, see [PKCS#153]  StructBmary Mandatory

File size: decided by the card issuer Update iagtiow

Access Conditions:

READ ALW
UPDATE ADM
INVALIDATE ADM

REHABILITATE ADM

Description

See sections A.2

9.2 EF CDF

An optional Certificate Directory File (CDF) ([PK@%$5], section 6.6) contains directories of ceréifess. A CDF pointed to
by a Trusted Certificates field in the ODF, congaiaferences to trusted certificates.

The EF(CDF) must be formatted as defined in theN\\dpecification.
In the case of SIM/RUIM or UICC, the EF(CDF) is deked below:
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Identifier: see ODF Structure: Binary Optional

File size: decided by the card issuer Update iagtiow

Access Conditions:

READ ALW
UPDATE ADM or NEV
INVALIDATE ADM or NEV

REHABILITATE ADM or NEV

Description

See [WIM], Example of EF (ODF)

9.3 EF DODF-prov

This Data Object Directory File provisioning comsidirectories of provisioning data objects ([PKTCS} section 6.7)

known to the PKCS#15 application.

The File ID is described in the EF (ODF). The &lee depends on the number of provisioning objgoted in the smart

card. Thus, the card issuer decides the file size.

Identifier: 0x6410, See ODF Structure: Binary

Matioda

File size: decided by the card issuer Update iagtiow

Access Conditions:
READ ALW
or PIN-G (WIM, See section 7.1.5)
or CH\BIM, See section 8.2.4)

UPDATE ADM
INVALIDATE ADM
REHABILITATE ADM

or Universal / application / Local PIN (UICC, 83.

Description

See sections 6.2, Example of EF (DODF-prov)

9.4 EF Bootstrap

Only the card issuer can modify EF Bootstrap
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Setting all bytes to ‘FF’ initialises EF Bootstrap.

Identifier: See DODF

Structure: Binary

Optional

Recommended minimum file size: 150 byteg Updateigictlow

Access Conditions:

READ

UPDATE
INVALIDATE
REHABILITATE

ALW
or PIN-G (WIM, See section 7.1.5)
or CHV1 (SIM/RUIM, See section 8.2.4)

ADM
ADM

ADM

or Universal / application / Local PIN (UICC, 83.

Description

See [PROVCONT]

9.5 EF Configl

The user can modify EFConfigl

Setting all bytes to ‘FF’ initialises EFConfig1.

Identifier: See DODF

Structure: Binary

Optional

Recommended minimum file size: 150 bytes Updatieigctiow
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Access Conditions:
READ ALW
or PIN-G (WIM, See section 7.1.5)
or CHV1 (SIM/RUIM, See section 8.2.4)

UPDATE PIN-G (WIM, See section 7.1.5)
or CHV1 (SIM/RUIM, See section 8.2.4)

INVALIDATE ADM
REHABILITATE ADM

or Universal / application / Local PIN (UICC, 83.

or Universal / application / Local PIN (UICC, 83.

Description

See [PROVCONT]

9.6 EF Config2

The user can modify EFConfig2.

Setting all bytes to ‘FF’ can initialise EFConfig2.

Identifier: See DODF Structure: Binary Optional

Recommended minimum file size: 150 bytes Updateigictlow
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Access Conditions:
READ ALW
or PIN-G (WIM, See section 7.1.5)
or CHV1 (SIM/RUIM, See section 8.2.4)

or Universal / application / Local PIN (UICC, 83.

UPDATE ALW
or PIN-G (WIM, See section 7.1.5)
or CHV1 (SIM/RUIM, See section 8.2.4)
or Universal / application / Local PIN (UICC, 83.

INVALIDATE ADM
REHABILITATE ADM

Description

See [PROVCONT]

9.7 EF Trusted Certificates

Data syntax is in accordance with [WIM] and acaagists are described below:

Identifier: see CDF Structure: Binary Optional

File size: decided by the card issuer Update iagtiow

Access Conditions:

READ ALW
UPDATE ADM or NEV
INVALIDATE ADM or NEV

REHABILITATE ADM or NEV

Description

See [WIM]

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-WAP-TS-ProvSC-V1_1-20090421-C Page 26 (39)

10. Requirements for the ME

The first part of this section concerns the pravigig and reading of trusted certificates on théWwgmart card, the second
one addresses the WAP provisioning and trustedficatés on the SIM/RUIM and the third one WAP pigiening and
trusted certificates on UICC (e.g. (U)SIM/CSIM) sitnzard.

The ME MUST support the WAP provisioning data onM\if the ME is a mobile phone supporting the WIM.
The ME MUST support the WAP provisioning data onMMEss telecom smart card if the ME is mobile phone

Informative note 4:

The ME can determine whether the smart card suppmgical channels in checking historical byteshaf ATR, as indicated
in [TS102.221] or [WIM] and as specified in [ISO%34].

An example of content for each logical record ERR)Y) EF (ODF) and EF (DODF-prov) is described ime ttable of
Appendix B and implementation details are providedppendix Berror! Reference source not found.

10.1 Requirements on the WIM on smart card
To support the WAP provisioning on the WIM on sneatd, the ME MUST perform the following steps:

e Select WIM application (direct application selenfipas defined in [WIM]
« Read ODF to locate the DODF-prov

« Read DODF-prov to locate the provisioning files

« Read the provisioning files

The ME MUST support the update binary command dteoto allow the update of Configl or/and Configest

Prior to accessing protected files the ME MUST rdeslAODF to know PIN references required.

For reading of trusted certificates see [WIM].

10.2 Requirements on the SIM/RUIM or 2G UICC

To support the WAP provisioning and reading of tiedscertificates on the SIM/RUIM or 2G UICC, the MBJST perform
the following steps:

+ Read EF (DIR) to evaluate the WAP provisioning agion template and find the file identifier (apdth of the
PKCS#15 DF)

e Select PKCS#15 DF (indirect selection), as defimgd S51 011]

* Read ODF

* Read DODF-prov to locate the provisioning files

« Read the provisioning files

* Read CDF if available

* Read trusted certificates

The ME MUST support the update binary command d@epto allow the update of Configl or/and Configest.

10.3 Requirements on the 3G UICC

To support the WAP provisioning on the 3G UICC, ke MUST perform the following steps:

e Select WAP provisioning file structure as specified®.3.1
* Read ODF to locate the DODF-prov

« Read DODF-prov to locate the provisioning files

* Read the provisioning files
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* Read CDF if available
* Read trusted certificates

The ME MUST support the update binary command d@epto allow the update of Configl or/and Configest.
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Appendix B. Static Conformance Requirements
The notation used in this appendix is specified@PPROC].

(Normative)

Even though this specification was not validatedtpe IOP Process, this information on static comfance retains the
expected operational dependencies of the wholetHeovisioning V1.1 Enabler Release.

|

B.1 Provisioning Smart Card Support on ICC
ltem Function Reference | Status | Requirement
PROVSC-ICC-001 Provisioning Smart Card implemerted 5.2,6 M PROVSC-WIM-ICC-001
WIM-ICC, SIM, RUIM or UICC OR
PROVSC-SIM-001
OR
PROVSC-RUIM-001
OR
PROVSC-UICC-001
B.1.1 WIM Device Implementation
ltem Function Reference | Status | Requirement
PROVSC-WIM-ICC-001 Provisioning Smart Card implertes 52,7 0] PROVSC-WIM-ICC-101
on WIM-ICC AND
PROVSC-WIM-ICC-102
AND
PROVSC-WIM-ICC-103
B.1.1.1 General WIM Device Options
Item Function Reference Status | Requirement
PROVSC-WIM-ICC- | ODF contains pointer to DODF-prov 6.1,9.1 0]
101
PROVSC-WIM-ICC- | Storage of PKCS#15 DODF-prov 6.2,9.3,711 O
102
PROVSC-WIM-ICC- | Storage of provisioning data 5.1 0] PROVSC-WIM-ICC}
103 104 OR
PROVSC-WIM-ICC-
105 OR
PROVSC-WIM-ICC-
106
PROVSC-WIM-ICC- | Storage of Bootstrap for read by the ME 9.4 0]
104
PROVSC-WIM-ICC- | Storage of Configl for read/update by the9.5 0]
105 ME
PROVSC-WIM-ICC- | Storage of Config2 for read/update by the9.6 0]
106 ME
B.1.2 SIM Device Implementation
| ltem | Function Reference | Status | Requirement
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PROVSC-SIM-001 Provisioning Smart Card implemented 5.2, 8.2 0] PROVSC-SIM-101
on SIM AND
PROVSC-SIM-102
AND
PROVSC-SIM-103
AND
PROVSC-SIM-104
AND
PROVSC-SIM-105
B.1.2.1 General SIM Device Options
Item Function Reference | Status | Requirement
PROVSC-SIM-101 Indirect application selection suppo 8.2 (@)
PROVSC-SIM-102 Storage of EF(DIR) 8.1 0]
PROVSC-SIM-103 Storage of PKCS#15 ODF 9.1 (0]
PROVSC-SIM-104 Storage of PKCS#15 DODF-prov 6.2,9. | O
PROVSC-SIM-105 Storage of provisioning data 5.1 0] ROR'SC-SIM-106 OR
PROVSC-SIM-107 OR
PROVSC-SIM-108
PROVSC-SIM-106 Storage of Bootstrap for read by\tie 9.4 (@]
PROVSC-SIM-107 Storage of Configl for read/updat¢hie | 9.5 O
ME
PROVSC-SIM-108 Storage of Config2 for read/updat¢hie | 9.6 O
ME
PROVSC-SIM-109 Storage of PKCS#15 CDF 9.2 (0]
PROVSC-SIM-110 Storage of Trusted certificatesréad by | 9.2, 9.7 0]
ME
B.1.3 UICC Device Implementation
ltem Function Reference | Status | Requirement
PROVSC-UICC-001 Provisioning Smart Card implemdnte | 5.2, 8.3 O PROVSC-UICC-101
on UICC AND
PROVSC-UICC-102
AND
PROVSC-UICC-103
AND
PROVSC-UICC-104
AND
PROVSC-UICC-105
AND
PROVSC-UICC-106
B.1.3.1 General UICC Device Options
Item Function Reference | Status | Requirement
PROVSC-UICC-101 Direct application selection suppor 8.3.1 0]
PROVSC-UICC-102 Logical channel 8.3.1 0]
PROVSC-UICC-103 Storage of EF(DIR) 8.1 0]
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PROVSC-UICC-104 Storage of PKCS#15 ODF 6.1,9.1 o
PROVSC-UICC-105 Storage of PKCS#15 DODF-prov 6.2,9 | O
PROVSC-UICC-106 Storage of provisioning data 5.1 O | PROVSC-UICC-107 OR
PROVSC-UICC-108 OR
PROVSC-UICC-109
PROVSC-UICC-107 Storage of Bootstrap for read leyNtE 9.4 0]
PROVSC-UICC-108 Storage of Configl for read/updst¢he | 9.5 O
ME
PROVSC-UICC-109 Storage of Config2 for read/updst¢he | 9.6 (0]
ME
PROVSC-UICC-110 Storage of PKCS#15 CDF 9.2 0]
PROVSC-UICC-111 Storage of Trusted certificatesréad by | 9.2, 9.7 0]
ME
B.1.4 RUIM Device Implementation
ltem Function Reference | Status | Requirement
PROVSC-RUIM-001 Provisioning Smart Card implemente | 5.2, 8.2 O PROVSC-RUIM-101
on RUIM AND
PROVSC-RUIM-102
AND
PROVSC-RUIM-103
AND
PROVSC-RUIM-104
AND
PROVSC-RUIM-105
B.1.4.1 General RUIM Device Options
Item Function Reference | Status | Requirement
PROVSC-RUIM-101 Indirect application selection sapp 8.2 @]
PROVSC-RUIM-102 Storage of EF(DIR) 8.1 (0]
PROVSC-RUIM-103 Storage of PKCS#15 ODF 6,9.1 0]
PROVSC-RUIM-104 Storage of PKCS#15 DODF-prov 6.2,9.3 0]
PROVSC-RUIM-105 Storage of provisioning data 51 O PROVSC-RUIM-106 OR
PROVSC-RUIM-107 OR
PROVSC-RUIM-108
PROVSC-RUIM-106 Storage of Bootstrap for read ey NE 9.4 O
PROVSC-RUIM-107 Storage of Configl for read/updatehe | 9.5 O
ME
PROVSC-RUIM-108 Storage of Config2 for read/updagghe | 9.6 0]
ME
PROVSC-RUIM-109 Storage of PKCS#15 CDF 9.2 (0]
PROVSC-RUIM-110 Storage of Trusted certificatesrad by | 9.2, 9.7 O
ME
B.2 Provisioning Smart Card Support on ME
| Item | Function | Reference | Status | Requirement
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PROVSC-C-001 Provisioning Smart Card implemente.2, M PROVSC-WIM-C-001
on ME (Client) OR
PROVSC-SIM-C-001

OR
PROVSC-RUIM-C-001
OR
PROVSC-UICC-C-001

B.2.1 ME Support for WIM Implementation

ltem Function Reference | Status | Requirement
PROVSC-WIM-C-001 Provisioning Smart Card implenseht| 5.2.1, O PROVSC-WIM-C-101
on WIM-ICC AND
PROVSC-WIM-C-102
AND
PROVSC-WIM-C-103
AND
PROVSC-WIM-C-104
AND
PROVSC-WIM-C-105
AND
PROVSC-WIM-C-106
AND
PROVSC-WIM-C-107
AND
PROVSC-WIM-C-108

B.2.1.1 General ME Support for WIM Options

ltem Function Reference Status | Requirement
PROVSC-WIM-C-101 Use of pointer to DODF-provin | 6.1, 9.1, 10.1 o]

PKCS#15 ODF
PROVSC-WIM-C-102 Use of PKCS#15 AODF 7.1.5,101 0]
PROVSC-WIM-C-103 Use of PKCS#15 DODF-prov 6.2,93.1,101| O
PROVSC-WIM-C-104 Read Bootstrap data 9.4,10.1 0]
PROVSC-WIM-C-105 Read/Update Configl data 9.5, 10.1 0]
PROVSC-WIM-C-106 Read/Update Config2 data 9.6, 10.1 (0]
PROVSC-WIM-C-107 Use of PKCS#15 CDF 9.2,10.1 o
PROVSC-WIM-C-108 Read Trusted certificates 9.7110 (@)

B.2.2 ME Support for SIM Implementation

| Item | Function | Reference | Status | Requirement
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PROVSC-SIM-C-001 PROVSC-SIM-C-101
AND
PROVSC-SIM-C-102
AND
PROVSC-SIM-C-103
AND
PROVSC-SIM-C-104
AND
PROVSC-SIM-C-105
AND
PROVSC-SIM-C-106
AND
PROVSC-SIM-C-107
AND
PROVSC-SIM-C-108
AND
PROVSC-SIM-C-109

Provisioning Smart Card 5.2,8.2 (0]

implemented on SIM

B.2.2.1 General ME Support for SIM Options

ltem Function Reference Status | Requirement
PROVSC-SIM-C-101 Indirect application selection 8.2.1, 10.2 O
supported
PROVSC-SIM-C-102 Use of EF (DIR) 8.2.1,10.2 0]
PROVSC-SIM-C-103 Use of PKCS#15 ODF 6.1,9.1,10.2 O
PROVSC-SIM-C-104 Use of PKCS#15 DODF-prqv = 6.2, 982 0]
PROVSC-SIM-C-105 Read Bootstrap data 9.4,10.2 0]
PROVSC-SIM-C-106 Read/Update Configl data 9.5,10.2 (0]
PROVSC-SIM-C-107 Read/Update Config2 data 9.6, 10.2 0]
PROVSC-SIM-C-108 Use of PKCS#15 CDF 9.2,10.2 (@)
PROVSC-SIM-C-109 Read Trusted certificates 9.7210 (0]

B.2.3

| Item

ME Support for UICC Implementation

| Function

| Reference | Status | Requirement
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PROVSC-UICC-C-001 Provisioning Smart Card 5.2,8.2 (0] PROVSC-UICC-C-101
implemented on UICC AND
PROVSC- UICC -C-102
AND
PROVSC- UICC -C-103
AND
PROVSC- UICC -C-104
AND
PROVSC- UICC -C-105
AND
PROVSC- UICC -C-106
AND
PROVSC- UICC -C-107
AND
PROVSC- UICC -C-108
AND
PROVSC- UICC -C-109
AND
PROVSC-UICC-C-110
B.2.3.1 General ME Support for UICC Options
ltem Function Reference Status | Requirement
PROVSC-UICC-C-101| Direct application 8.3.1 0]
selection supported
PROVSC-UICC-C-102 | Use of EF (DIR), for the | 8.3.1 0]
case of application
selection by use of the EF
DIR file
PROVSC-UICC-C-103 | Logical channel 8.3.1 0]
PROVSC-UICC -C-104| Use of PKCS#15 ODF 6.1, 9.1310, O
PROVSC-UICC -C-105| Use of PKCS#15 DODF; 6.2, 9.3, 10.3 (@)
prov
PROVSC-UICC -C-106| Read Bootstrap data 9.4,10.3 (@]
PROVSC-UICC -C-107| Read/Update Configl data 9.53 10 0]
PROVSC-UICC -C-108| Read/Update Config2 data 9.63 10 0]
PROVSC-UICC -C-109| Use of PKCS#15 CDF 9.2,10.3 @)
PROVSC-UICC -C-110| Read Trusted certificates 9073 (@)

B.2.4

ME Support for RUIM Implementation

| Item |

Function

| Reference | Status

Requirement
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PROVSC-RUIM-C-001

Provisioning Smart Card
implemented on RUIM

5.2,8.2 o)

PROVSC-RUIM-C-101
AND
PROVSC-RUIM-C-102
AND
PROVSC-RUIM-C-103
AND
PROVSC-RUIM-C-104
AND
PROVSC-RUIM-C-105
AND
PROVSC-RUIM-C-106
AND
PROVSC-RUIM-C-107
AND
PROVSC-RUIM-C-108
AND

PROVSC-RUIM-C-109

B.2.4.1 General ME Support for RUIM Options

ltem Function Reference Status | Requirement
PROVSC-RUIM-C-101 Indirect application selection 8.2.1, 10.2 O
supported

PROVSC-RUIM-C-102 Use of EF (DIR) 8.2.1,10.2 o]
PROVSC-RUIM-C-103 Use of PKCS#15 ODF 6.1,9.1,10.2 0]
PROVSC-RUIM-C-104 Use of PKCS#15 DODF-prgv6.2, 9.3, 10.2 0]
PROVSC-RUIM-C-105 Read Bootstrap data 9.4, 10.2 0]
PROVSC-RUIM-C-106 Read/Update Configl data | 9.5, 10.2 0]
PROVSC-RUIM-C-107 Read/Update Config2 data | 9.6, 10.2 0]
PROVSC-RUIM-C-108 Use of PKCS#15 CDF 9.2,10.2 0]
PROVSC-RUIM-C-109 Read Trusted certificates 9.7, 10.2 0]
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Appendix C. Informative Notes
C.1 Example of EF (DIR)

Exemple of coding of a WAP provisioning applicatiemplate.

Value notation:

aid 'A000000063504B43532D3135'H,

label " JAPANESE_PDCPROVISIONING",
path '3FO07F80'H,

}

The recommended value of the optional label fisldJAPANESE_PDC_PROVISIONING” but this value and @oding
(either UTF8 or UCS2) can be changed in order sueninteroperability with the EF(DIR) described 15102 221].

The exact value for path field must be verifieqTi$102.221] prior to implementation.

C.2 Example of EF (ODF)

The ODF contains the following record describing BXODF for provisioning data. Other object diregtbles are omitted.

myODF PKCS150DF ::={
dataObjects : path : {
path '4405'H

trustedCertificates : path : {
path '4406'H
}
}

C.3 Example of EF (DODF-prov)

The DODF for provisioning data (file ID 4405) comisthe following objects description:

myDODF PKCS15DODF ::={
opaqueDO : {
commonObijectAttributes {
label "Bootstrap",
flags {private},

authld '01'H
}1
classAttributes {
applicationOID { joint-isu-itu-t(2) identified-organizations(23) wap (43)
provisioning(5) bootstrap(1) }
h
typeAttributes indirect : path : {
path '4431'H,
}
}!
opaqueDO : {
commonObjectAttributes {
label "Config 1 ",

flags {private, modifiable},
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authld '01'H
13
classAttributes {
applicationOID { joint-isu-itu-t(2) ide
wap(43) provisioning(5) configuration_1(2)}

h
typeAttributes indirect : path : {
path '4432'H,

}
h
opaqueDO : {
commonObijectAttributes {
label "Config 2 ",
flags {modifiable},
authld '01'H

h
classAttributes {
applicationOID { joint-isu-itu-t(2) ide
wap(43) provisioning(5) configuration_2(3)}

t)'/peAttributes indirect : path : {
path '4433'H,
}

}
}

Informative note 5Sfile IDs are examples, card issuer defines them.

ntified-organizations(23)

ntified-organizations(23)

C.4 Generic DER encoding for the provisioning Files (DODF-

prov)

The table below describes the contents of eackadbgicord.

L is the length of ‘label’ field. It is requireddhthe length is the same in each record. Thisreegrds have fixed length (L

+ 24hex).
Bytes Content (all numbers are hexadecimal)
1 30
1 L+ 1B
1 30
1 L +09
1 oC
1 L
L Label
2 03 02
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2 07 80 — private
2 0401
1 01 — authld 1
7 30 06 06 04 67 2B 05
1 01 — bootstrap
02 - configl
03 — config2
6 Al 06 30 04 04 02
2 file ID

Note that the ME can determine the label lengthelagling the 6th byte of the file. Then, it is etsjind offsets for

label
type of file (bootstrap, configl, config2)
file ID

The provisioning documents are contained in filéh fle IDs 4431, 4432 and 4433.

C.5 Example of DER encoding for the Bootstrap File.

30 24

3012
0C 0942 6F 6F 74 7374 72 61 70 -- "Bootstrap"
030207 80 -- private
04 01 01 — authld 1
30 06
06 04 67 2B 05 01
-- joint-isu-itu-t(2) identified-organizations(23) wap(43) provisioning(5)
bootstrap(1)}
Al 06

30 04
04 02 44 31 -- path '4431'

The second and third records are encoded in assimdy. Note that the outermost SEQUENCE is omitted

C.6 PIN Reference Format
A card PIN format is defined in [ISO7816-4] pagetable 62 and is presented in the following table:
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b8 b7 b6 b5 b4 b3 b2 bl Meaning

0 00 OO 0O 0 Qg --Noinformation is given

O - - - - - - -] -Global reference data (e.g., cpagsword)
1 - - - - - - -| --Specific reference data (e.g., §fecific password)
- X X - - - - -1 00/ other values are RFU)

- - - X X X X x| --Reference data number

Table 1: Coding of Reference P2
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