" OMAQO

Open Mobile Alliance

Provisioning Architecture Overview
Approved Version 1.1 — 28 Jul 2009

Open Mobile Alliance
OMA-WAP-TS-ProvArch-V1_1-20090728-A

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-WAP-TS-ProvArch-V1_1-20090728-A Page 2 (20)

Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informationthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAdtle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORAMTION CONTAINED IN THE DOCUMENTS.

© 2009 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. Under the terms set forth above.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-WAP-TS-ProvArch-V1_1-20090728-A Page 3 (20)

Contents
ST O 1= TR 4
2. REFERENGES ... oottt ettt ettt ettt e e e et e e eat s e e st e e s et e e s e s ae s e s e e st e s e aa e s e b e s san e seba e essan s rebaesssanessrneeerens 5
2. 1. NORMATIVE REFERENCES. ... euiittittittttittittieteatettaeetettesstesesestestaetsateneettesteetaetteteneeettstntesesetesteerneenern 5
2. 2. INFORMATIVE REFERENCES ... cttittiittitttitettettteetaetetesssetasssseeaeetaesseetattantententtestestoetanteetiesteertneetntreersntesneesnn. 5
3. TERMINOLOGY AND CONVENTIONS ...oe ittt e e e et e e e bt e et s e e aa e e s ea e e e aa s e saba e raaaeesees 6...
G I I O 0 ] N7 =1 NV T NS TR 6
B T2 = 1N TV N 6
3.3 ABBREVIATIONS .uuiituuiiitiettttteetetteeetaeee st eesstaessessnesstnassteasstaesstssaestaessssseessssseestssesssanesssnteeesnseresnsesssnseeesnnneees 7
4, INTRODUGCTION ..ottt e et e et e e ettt e e et e e e st et st et e et esseaa e s s an e s aanaessaaesabaras st aests s essaaneessbaeeetaneestanes 8
5. PROVISIONING FRAMEWORK ... cottiiiiitiieiiit ettt ee et et e et e e et e e e st e e e et e s saase e st e e st teeesa e reaaesastesesneesssneernns 10
5.1.BOOTSTRAPPING AND CONTINUOUS PROVISIONING ....uuiiiiunieitiieeitteeteteessteessteesssseeessineessineesstorerstneersnnesssnneees 10.
5.2 . BOOTSTRAPPING ...eutittuittiettneetteteatetteeettestaestastaneateetses s eetaseassteses et sassanssnseesnsssansensestessssestnersnestnieseessiesneernns 11
5.3. CONTINUOUS PROVISIONING .1.uiivtuniiitteettuneestieeeettieeesueessteessaneesstsessteessnneessttessnateeeseessstteeenneersanereieereinerenn 12
LT B AN 7NV 7y 1 T T 13
D D . TRUST IM ANAGEMENT itutttttttietteetnettneestesseessesstessasessesanessesassesstesssesssesssessesenstsnessssressrsntessoesteersneeneremmeraneseees 13
6. THE TRUSTED PROVISIONING SERVER ... .ottt ettt et e e et e e e e et e e ettt e e s et e e e st s esaaneeens 15
7. THE CLIENT-SIDE INFRASTRUGCTURE ... .ottt et e a e e s e s st e e e bt e e e bba e e eaa e esbaeees 16.
8. THE PROVISIONING CONTENT TYPE . ..o ettt e e e e et e e st e s s ab e s s e e saa e e s aa e s bans 17
9. SECURITY CONSIDERATIONS ..ottt ettt ettt e et e et e et e e s s e e et b e e st e e s e b e ee b e e st e eeba e eeraeerennss 18
10. SCOPE OF DIFFERENT PROVISIONING SPECIFICATIONS ... .ottt eev et ea e eaaa e 19
APPENDIX A. CHANGE HISTORY (INFORMATIVE) ...utttiiiiitieie e et citiieir it eeae e e s e s e sstneaae e aeaeaes e s e sannsnneneeaeseaenenns 20
Al APPROVED VERSION HISTORY ..iiiituiiittieiittieeitietittieeetieesstteesannes st teseataesesaesssaaesstneesssnnesseneesssnseserneessrnessnas 20

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-WAP-TS-ProvArch-V1_1-20090728-A Page 4 (20)

1. Scope

The Wireless Application Protocol (WAP) is a resaflcontinuous work to define an industry-wide sfieation for
developing applications that operate over wiretgsamunication networks. The Open Mobile Alliancatioues the work
of the WAP Forum to define a set of specificatiombe used by service applications. For informatiorthe WAP
architecture, please refer té/freless Application Protocol Architecture Speeifion” [WAPARCH].

Provisioning is the process by which a WAP clientenfigured with a minimum of user interactioneThrm covers both
over the air (OTA) provisioning and provisioning imgans of, e.g., smart cards. This specificatidimee the architecture of
the provisioning process. The specification isrdarimative document.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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2. References

2.1. Normative References
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[E2ESEC] “Transport Layer End to End Security SpecificatioW’AP Forunf] , WAP-187-E2ESEC,
URL:http://www.openmobilealliance.org/
[PROVBOOT] “Provisioning Bootstrap”, Version 1.1, Open MobAdiancell,

OMA-WAP-TS-ProvBoot-V1_1,
URL: http://www.openmobilealliance.org/

[PROVCONT] “Provisioning Content”, Version 1.1, Open Mobileliahcel,
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3. Terminology and Conventions

3.1. Conventions

All sections and appendixes are informative.

3.2. Definitions

Application Access
Information
Bootstrap Document
Bootstrap process
(bootstrapping)

Bootstrap Server

Configuration Context

Connectivity
Information

Continuous provisioning

Logical Proxy

MMS Proxy-Relay

Network Access Point

Origin Server

Physical Proxy

Privileged Configuration
Context

Provisioned state

Provisioning document

Proxy Navigation

Push Proxy

Information provisioned into the phone that relaté@entity and applications rather than to plain
connectivity.

A connectivity or application access document wiflormation of relevance to the bootstrap process
only.

The process by which the unconfigured ME is takemfthe initial state to or through the TPS Access
state. This process can be system specific.

Bootstrap Server is the sender of the bootstragages It may physically be co-located with a TPS bu
that is irrelevant from an architecture point cfwi The address of the Bootstrap Server is notaalke

A Configuration Context is a set of connectivitydaapplication configurations typically associateithve
single TPS. However, the Configuration Context amo be independent of any TPS. A TPS can be
associated with several Configuration ContextsabliPS cannot provision a device outside the sobpe
the Configuration Contexts associated with thatip@ar TPS. In fact, all transactions related to
provisioning are restricted to the Configuratiom@xts associated with the TPS.

This connectivity information relates to the paréeng and means needed to access WAP infrastructure.
This includes network bearers, protocols, accebd pddresses as well as proxy, DNS, and applicatio
access addresses and Trusted Provisioning Serves.UR

The process by which the ME is provisioned witttHar infrastructure information at or after the TPS
Access state. The information received during thetdtrap may be modified. This process is genent a
optional. Continuous implies that the process aarepeated multiple times, but not that it is againg
activity.

A logical proxy is a set of physical proxies thayrshare the same WSP and WTLS context (shared
session id value space). This implies that phygoakies within a logical proxy share the same Vé8&
WTLS session cache. For example, the device dddsave to create a new WTLS session when
switching from CSD to SMS if the target is the sdoggcal proxy.

A server that provides access to various messayistgms. It may operate as a WAP origin server in
which case it may be able to utilize features effAP system.

A physical access point is an interface point betwihie wireless network and the fixed networks It i
often a Remote Access Server, an SMSC, a USSD&hoething similar. It has an address (often a
telephone number) and an access bearer.

The server on which a given resource residestorlie created. Often referred to as a web servan or
HTTP server.

A physical proxy is a specific address with proupdtionality. It can be the IP address plus partfo IP
accessible proxy, or the SME-address plus poraficBMS accessible proxy.

A privileged configuration context is a special t®xi in which it is possible to define the numbér o
additional configuration contexts allowed. Not\AIAP service providers are, however, allowed to
bootstrap the privileged context.

The state in which the ME has obtained connectimityrmation extending its access capabilities for
content, applications or continuous provisioningisTstate is reached when the bootstrap process has
provided access to generic proxies, or the contiaymovisioning process has been performed.

A particular instance of an XML document encodecbading to the provisioning content specification
[PROVCONT].

An in-band mechanism to provision the device i tieae as defined in [E2ESEC].

A WAP Push Proxy is a gateway intended to providghpconnectivity between wired and wireless

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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Trusted Provisioning
Server

Trusted Provisioning
Server Access State

Trusted Proxy

networks.
A Trusted Provisioning Server, is a source of gimriing information that can be trusted by a

Configuration Context. They are the only entitieattare allowed to provision the device with static
configurations. In some cases, however, a singk iSPhe only server allowed to configure the phone
Provisioning related to a specific TPS is restddi® Configuration Contexts that are associatedl thiis
TPS.

The state in which the ME has obtained a minimunofmfrastructure components that enable the ME t
establish the first communication channel(s) to WiflPastructure, i.e. a trusted WAP proxy. Thioels
continuous provisioning, but may also provide séfit information to the ME to access any other
content or application.

The trusted (provisioning) proxy has a special fiasias it acts as a front-end to a trusted prowisig
server. The trusted proxy is responsible to pratesiend user from malicious configuration inforimat

3.3. Abbreviations

DNS Domain Name System

IP Internet Protocol

ME Mobile Equipment

MMS Multimedia Messaging Service
MSC Mobile Switching Centre

NAP Network Access Point

OTA Over The Air

PX Proxy

SAT SIM Application Toolkit

SC Smart Card

SIM Subscriber Identification Module
SMSC Short Message Service Centre
TPS Trusted Provisioning Server
URL Uniform Resource Locator
ussDC Unstructured Supplementary Service Data Centre
WAP Wireless Application Protocol
WIM WAP lIdentification Module
WSP WAP Session Protocol

WTA Wireless Telephony Application
WTLS Wireless Transport Layer Security
www World Wide Web
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4. Introduction

The purpose of this specification is to serve asstarting point for anyone who wants to know, high level, what is WAP
Provisioning all about. This specification shalrgduce the reader to the concepts and high-leceitacture used to
implement WAP provisioning on wireless devices.

The WAP provisioning mechanism leverages the WARrelogy whenever possible [WAPARCH]. This includes

the use of the WAP stack as well as mechanismsasigAP Push [WAPPUSH]. The provisioning architestu
attempts to generalise the mechanisms used byeatitfeetwork types so that the network specific jwisolated

to the bootstrap phase.

The WAP provisioning framework specifies mechanismgrovision devices with connectivity and apptioa

access information. This provisioning frameworloai one or more trusted points of configuration aggament to tune
their respective Configuration Contexts within aiM

The WAP infrastructure includes access points betvwtbe wireless and wire-line networks, as weprasies for

various purposes (WSP proxy, WTA proxy, etc.) amiSservers. The device has to know about someegktklements in
order to use the service they

provide.
18]}
WWW S W L
: Trasted
WAF log. px WAF logical pru;l;g'F
WAP WAP WAP
pitpx phpx phps
NAP
NAP Posh
Proxy
Metwark |
Bootstrup
Server

Figure 1 — Network topology, and the addresses amdethods to access particular resources. The pictughows a
typical structure with / without WAP proxies and Network Access Points (often a Remote Access Servegeded to
reach a particular proxy.

A non-bootstrapped WAP device is by itself not ableontact any kind of service or content throWgAP.

WAP devices must thus be loaded with connectivifgimation, which is done during the bootstrap pesc In order for the
infrastructure to perform the download and/or addibf connectivity and/or application access infation after the
bootstrap process has been performed (continuawisfning), WAP devices need to have a trusteatimiship with the
infrastructure, i.e. with one or more trusted psting servers, and that is in that case estalisluring the bootstrap
process.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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Very few end users in a mass-market environmeintbeibable (or interested) to perform proper sebie various
configuration contexts needed by the user. Theigs@idom able to validate the correctness anabibty of a
configuration (access point, proxy, provisioned D&¢8ver, MMS Proxy-Relay). A trusted provisionireer is thus
responsible for continuous provisioning of a paitic configuration context in several user devices for the correctness
and validity of connectivity and application accegsrmation, in order to protect the user from itiaus service
information.

Each bearer network has unique mechanisms, iwonespecific procedures to initiate the phonenathie case of deploying
the Multimedia Messaging (MMS) application it woldd necessary to configure the MMS access spgeafizmeters. In
some cases, smart cards can be used to pre-cantiguices and/or application access informatiopically a bearer
specific over the air provisioning mechanism isdise

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Provisioning Framework

The architecture is based on a separation betwbearar specific bootstrap and a generic continpoasgsioning
mechanism. The bootstrapping is done to createstett relationship between the device and thedtrfreture. The generic
continuous provisioning leverages the bootstrappfedmation to load/manage one or more means tesscBRemote Access
Servers, and/or generic WAP proxies and/or apptinatervers (e.g. MMS Proxy-Relay). The protocasdifor continuous
provisioning should also be generally applicabledlbprovisioning needs.

Bootstrap
Process

Bootstrap TPS Access State

]"I'I. HODER

Bootstrap Continuous

Process, Provisioning
flowthrough Process
Provisioned State Provisioned State
where TPS un-defined where TPS defined .
Contimuous
- . & Provisioning
Provisioned State L =
] rocess

Figure 2 - The configuration context normally is in the provisoned state. The two boxes for th
provisioned state show that it is possible to do atinuous provisioning only if a Provisioning URL
is defined, i.e. the TPS access state has beentgiin the bootstrap.

5.1. Bootstrapping and Continuous Provisioning

A device may contain one or more configuration egts of which one should be reserved for the @geld context.
The privileged context controls whether other cgmfation contexts are available. Hence, arbitranyi@s cannot
store/alter information in the privileged contekhe user can normally not modify the informatiorttie privileged
context, however the user may make additions tetivileged context (for example userID and passi)or
Furthermore, the user can modify the informaticat tias been defined by the user [PROVUAB].

In order to initialise a configuration context agstablish a basic relationship between the devideaaVAP
infrastructure (e.g. a WAP proxy) in this contertiaitial set of connectivity information must bmaded into the

device. This information, usually a network acqesist, and/or a proxy, and a content location {{R&), is designed to
specify an access method to a Trusted Provisio@arger (TPS) [PROVCONT]. This phase has been ndbwmtstrap
process”. The bootstrap process may provide safftdnformation to the devices for accessing algiOWAP service or
application via generic Access Points and/or WA®X@s beyond the access to a TPS [PROVBOOT].

After the bootstrap process the device configurationtext may contain a trusted point of configiora(i.e. the

TPS), in which case the device can use a procdisedes “continuous provisioning” to update counfigtions in

the configuration contexts associated with the TRt configuration context might also have conmigtior application
accessnformation already after the bootstrap process.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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By separating the bootstrap and the continuousigioming the former can be made network and bespecific while the
latter can be generic.

Bootstrap

Bootstrap (TPS) : :
Functionality

roxy Configuration

ME

Configuration Success [niii-:atiun

Request for Content
WAP
Reply of Content PX

Request for Content

Reply of Content

Figure 3 - The separation between the bearer speitifbootstrapping and the generic provisioning
(a connectivity provisioning example). The bootstraping process can be adapted to the bearer
network type, while the continuous provisioning (uplates) is based on mostly generic concepts.

5.2. Bootstrapping

The separation of the bootstrap from the contingosisioning has several advantages.

* The bootstrap can be done in a system dependantievayaging the underlying system
0 can be pre-provisioned in device hardware or inrspads [PROVSC]
0 can leverage bearer and network specific provisigmiechanisms
0 can leverage voice provisioning mechanisms
0 can be based on restrictive filters (both autometid based on user interaction) using an overithe a
mechanism
* The bootstrap can be based on a generic trusitoredaip, and the bootstrapped phone will have aiipe
relationship of trust established afterwards.

This allows the continuous provisioning to be definn a generic way, providing advantages espgdiak multibearer
environment. For example, the identities of onenore TPS, potentially including authentication €eas, do not have to be
known at manufacturing as they are defined in tbet8rap process.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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Bearer Specific Generic Provisioning
Bootstrapping Mechanism

Orver The Ajrdownload Ower The Air download

. (separate
Ohver The Airdownload

pigoybacked at network
provisioning

of configuration (on
request by the mobile)

Entry of parameters at

Manufacturing \\

Manual Entry of parameters »

at Point of Sales

Electronic Entry of parameters /

at Point of Sales

Pre-configurd SIM card /_‘//'-

Orver The Air download to SIM
card (proprctary or SIM ATK)

- I S S S . . . -
=

Figure 4 — The separation between the bearer speicitbootstrapping and the generic provisioning. Théootstrapping
process can be adapted to the bearer network typeshile the continuous provisioning
(updates) is based on mostly generic concepts.

The picture above suggests a number of means twtexthe bootstrap. However, in a particular beaetwork
only one or two of the methods would typically ks=d. In order to make device manufacturing, andridtration
of the live network manageable, it is importansébect a subset for each environment. For exarajléevices in a
particular bearer network could be bootstrappeahnasffect of the voice provisioning, with no altatile method
available.

The bootstrap information defines a fixed relatlipgetween a single configuration context anchglsi TPS
entity. It is conceivable that a single TPS entityy allow access to a number of physical TPS’snidly the
bootstrap information is not modified. However, tiaotstrap information may be modified during tatnuous
provisioning process and it may be possible totrigs® some cases, e.g. when it is stored indi@gohone. This is
required to change (reset) the trust relationskig/ben the mobile device and the TPS. It is necgsta example
when the user changes carrier, or WAP service gepybut keeps his original mobile device. An duband
mechanism is used to reset the bootstrap informatiodhe configuration context.

5.3. Continuous Provisioning

The continuous provisioning, e.g. configurationgmaeters update, is a process that is independéme of
application environment. It is a relatively stati@nsactional mechanism used to manage usefulgroafions in
the device or updating application access inforomati

The process is executed occasionally when eitfi&or the ME (or user) determines that thereniseal for new
configuration parameters. The network may accepgject the request from the ME.

The provisioning mechanism might be triggered llgexi customer care operations, intelligent netveménts, or
user requests over voice or data. It has to be tosigitialise (post bootstrap) one or more confaion contexts
in the device, but also to update it with new psawiing information.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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TPS

Bootstrap WAP

Functionality Provision Proxy

Bootstrap Navigate

ME

Figure 5 - The provisioning framework deals with two concpts, the bootstrap and the continuous
provisioning. The proxy navigation mechanism is als closely related. Each of these are logically
linked with each other through common content.

The provisioning includes both the content forntatg express the provisioning information, as \aslthe
protocols by which the content formats are trameféto the device. The content formats should be tabexpress
at a minimum

e connectivity information

* bearer selection

e proxy navigation

» provisioned DNS addresses

e application access information

5.4. Navigation

Proxy navigation using navigation documents israband mechanism to provision the device in reattwith the path to a
particular resource in a browsing environment whieesusage of a proxy has been configured. lignemic mechanism,
not changing the static configurations. The dynafhyqrovided documents have a limited validity é#imnd may
temporarily overwrite the static configurations.nouous provisioning and bootstrap informatiort ikastored in a
configuration context of the ME cannot be modifigdnavigation documents [E2ESEC].

5.5. Trust Management

The provisioning concept is built around a cona#ptust between the device, i.e. a configurationtext of the
device, and a server side entity (the Trusted Brawing Server).

The server side entity of the trust relationshiga$ined in the bootstrap of a device, but canHaged later
through updates of the provisioned information. Trst relationship is thus transient, i.e. theted entities can
define new trusted entities or even replace itself.

The device assumes (trusts) that information doagda from the trusted entities is in the best edeof the end-user.
However, the device may still allow the end usemttke the final decision on the usefulness of the
information.

The key components of the trust relationships fomectivity information are the:

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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» Optionally a Trusted Proxy, i.e. a WAP proxy thatrusted to be used between the client and th&tdauProvisioning
Server for transmission of connectivity configuoatrelated data. However, the trusted proxy do¢guarantee that all
resources accessed through it are non-malicious.

» Trusted Provisioning Server, a content serverithable to provide the configuration context wighdates of its current
configuration (connectivity and application accedermation). The device (configuration contexth@ssume that
information (configurations) received from the TB$®ion-malicious.

» Master Proxy, a WAP proxy that is trusted by thefiguration context to provide non-malicious temgagrconnectivity
configurations.

If used, the trusted proxy can be used to protecehd user from access to malicious connectiatifigurations during the
continuous provisioning process.

The verification of whether an entity that is deethto be trusted in the bootstrap process actisalorthy of end-user trust
is outside the scope of the specification.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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6. The Trusted Provisioning Server

The trusted provisioning server is the key elenoénihe provisioning infrastructure. It serves tlewides and applications
residing on the devices with configuration inforiaat The identity of the trusted provisioning serigestablished in the
bootstrap of a configuration context in the device.

The server has a Provisioning Manager that conth@sontinuous provisioning process. The sameiplys
server might also provide the device with OTA btrafs information, but it has not yet been estaklishs the
trusted point, and is thus not yet the TPS.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserved.
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7. The Client-Side Infrastructure

The client device has a Provisioning User Agent thanages the configuration storage on the devideeaecutes the
provisioning mechanisms. This can be a potentigh@Dver The Air) bootstrap protocol as well as tdoatinuous
provisioning process.
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8. The Provisioning Content Type

The provisioning content type provides the devidh wformation that enables it to do

» the selection of the appropriate proxy

» the selection of the network access point

» the selection of the appropriate bearer

» the selection of the provisioned DNS server
» the selection of the application resources

The provisioning content type defines mechanisnsufgport multiple bearers and geographically disted
access points and application resources.
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9. Security Considerations

When implementing WAP Provisioning security consadiens is an important piece of the concept. Rer@TA bootstrap
process security is built around the usage of eeshsecret between the client and the bootstréigtion. For continuous
provisioning the security is built around a truetionship between a TPS of a configuration cardex the client.

A TPS is an application addressed by a URL, armtigssed either through a Proxy or directly froemmME using a Network
Access Point (NAP). There might be multiple proggess points, for example using multiple bearard,raultiple NAPs.

The TPS of a configuration context, and the mearactess it, can be established in the bootstageps of that
context. This process can also initiate additigealurity parameters such as shared secrets aifttatss. These
can be used to authenticate the TPS as well gzrdixg providing access to the TPS.

When the TPS has been established the continuouisioning process handles the management of the
configuration contexts associated with that TPSs Pphocess leverages parameters provided in thestoap for
security: address of proxy, address of DNS serug@gue Network Access Points, Server Certificatesafithentication,
shared secret for authentication and applicatie@essinformation.

Security can often be enhanced significantly bytaging the authentication and confidentiality neagbéms of WTLS and
TLS.
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10. Scope of different Provisioning Specifications

»  Provisioning Architecture Overview
This document. The starting point for anyone whatwdo know more, at a high level, about WAP Priovigg.

*  Provisioning Content
This document specifies the content type usedattsport connectivity information between the primrigng
infrastructure (Provisioning Server, Bootstrap senand the mobile device.

»  Provisioning Bootstrap
This document specifies the mechanisms availablbdotstrap of the device in different network teclogies.

» Provisioning User Agent Behaviour
This document defines some of the basic behavibtireoprovisioning agent in the device.

*  Provisioning Smart Card
This document defines the files on a smart cartiithae to be used to store WAP provisioning data.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date
WAP-182-ProvArch-20010314-a 14 Mar 2001

Description

Approved by the WAP Forum prior to formation of OMAhis specification was
included in the WAP Forum 2.0 Conformance Releaskisiconsidered as part of
the Client Provisioning V1.0 Enabler Release.
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