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Use of this document is subject to all of the terms and conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
may be used, at your sole risk, for any purposes. You may not use this document in any other manner without the prior
written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.
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1. Scope

The SyncML Initiative, Ltd. was a not-for-profit corporation formed by a group of companies who co-operated to produce an
open specification for data synchronization and device management. Prior to SyncML, data synchronization and device
management had been based on a set of different, proprietary protocols, each functioning only with a very limited number of
devices, systems and data types. These non-interoperable technologies have complicated the tasks of users, manufacturers,
service providers, and developers. Further, a proliferation of different, proprietary data synchronization and device
management protocols has placed barriers to the extended use of mobile devices, has restricted data access and delivery and
limited the mobility of the users.

SyncML Components:
e SyncML is a specification that contains the following main components:
e An XML-based representation protocol
e A synchronization protocol and a device management protocol
e Transport bindings for the protocol

The data representation specifies an XML DTD that allows the representation of all the information required to perform
synchronization or device management, including data, metadata and commands. The synchronization and device
management protocols specify how SyncML messages conforming to the DTD are exchanged in order to allow a SyncML
client and server to exchange additions, deletes, updates and other status information.

There are also DTDs which define the representation of information about the device such as memory capacity, and the
representation of various types of meta information such as security credentials.

Although the SyncML specification defines transport bindings that specify how to use a particular transport to exchange
messages and responses, the SyncML representation, synchronization and device management protocols are transport -
independent. Each SyncML package is completely self-contained, and could in principle be carried by any transport. The
initial bindings specified are HTTP, WSP and OBEX, but there is no reason why SyncML could not be implemented using
email or message queues, to list only two alternatives. Because SyncML messages are self-contained, multiple transports may
be used without either the server or client devices having to be aware of the network topology. Thus, a short-range OBEX
connection could be used for local connectivity, with the messages being passed on via HTTP to an Internet-hosted
synchronization server.

To reduce the data size, a binary coding of SyncML based on the WAP Forum's WBXML is defined. Messages may also be
passed in clear text if required. In this and other ways SyncML addresses the bandwidth and resource limitations imposed by
mobile devices.

SyncML is both data type and data store independent. SyncML can carry any data type which can be represented as a MIME
object. To promote interoperability between different implementations of SyncML, the specification includes the
representation formats used for common PIM data.

This document specifies the common XML syntax and semantics used by all SyncML protocols. The SyncML representation
protocol is defined by a set of messages that are conveyed between entities participating in a SyncML operation. The
SyncML representation protocol embodies the concept of a SyncML Package. The SyncML Package performs some set of
operations. This conceptual "package" permits either a "batch" of multiple operations put together in a single SyncML
Message or conveyed as separate SyncML Messages, each containing a single operation.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

Any reference to components of the SyncML DTD or XML snippets is specified in this typeface.

3.2 Definitions

Application - A SyncML application that supports the SyncML protocol. The application can either be the originator or
recipient of the SyncML protocol commands. The application can act as a SyncML client or a SyncML server.

Capabilities exchange - The SyncML capability that allows a client and server to exchange what device, user and
application features they each support.

Client - A SyncML Client refers to the protocol role when the application issues SyncML "request" messages. For example
in data synchronization, the Sync SyncML Command in a SyncML Message.

Command - A SyncML Command is a protocol primitive. Each SyncML Command specifies to a recipient an individual
operation that is to be performed. For example, the SyncML Commands supported by this specification include Add, Alert,
Atomic, Copy, Delete, Exec, Get, Map, Replace, Search, Sequence and Sync.

Data - A unit of information exchange, encoded for transmission over a network.

Data collection - A data element which acts as a container of other data elements, (e.g., {c {{ij, data,}, ... {iy, data,}}}). In
SyncML, data collections are synchronized with each other. See data element.

data element -A piece of data and an associated identifier for the data, (e.g., {i, data}).

Data element equivalence -When two data elements are synchronized. The exact semantics is defined by a given data
synchronization model.

Data exchange - The act of sending, requesting or receiving a set of data elements.
Data format - The encoding used to format a data type. For example, characters or integers or character encoded binary data.

Data type - The schema used to represent a data object (e.g., text/calendar MIME content type for an iCalendar
representation of calendar information or text/directory MIME content type for a vCard representation of contact
information).

Data synchronization - The act of establishing an equivalence between two data collections, where each data element in one
item maps to a data item in the other, and their data is equivalent.

Data synchronization protocol - The well-defined specification of the "handshaking" or workflow required to accomplish
synchronization of data elements on an originator and recipient data collection. The SyncML specification forms the basis for
specifying an open data synchronization protocol.

Message - A SyncML Message is the primary contents of a SyncML Package. It contains the SyncML Commands, as well as
the related data and meta-information. The SyncML Message is an XML document.

Operation - A SyncML Operation refers to the conceptual transaction achieved by the SyncML Commands specified by a
SyncML Package. For example in the case of data synchronization, "synchronize my personal address book with a public
address book".

Originator - The network device that creates a SyncML request.

Package - A SyncML Package is the complete set of commands and related data elements that are transferred between an
originator and a recipient. The SyncML package can consist of one or more SyncML Messages.

Parser - Refers to an XML parser. An XML parser is not absolutely required to support SyncML. However, a SyncML
implementation that integrates an XML parser may be easier to enhance.

This document assumes that the reader has some familiarity with XML syntax and terminology.

© 2004 Open Mobile Alliance Ltd. All Rights Reserved.
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Recipient - The network device that receives a SyncML request, processes the request and sends any resultant SyncML
response.

Representation protocol - A well-defined format for exchanging a particular form of information. SyncML is a
representation protocol for conveying data synchronization and device management operations.

SyncML request message - An initial SyncML Message that is sent by an originator to a recipient network device.

SyncML response message - A reply SyncML Message that is sent by a recipient of a SyncML Request back to the
originator of the SyncML Request.

Synchronization data - Refers to the data elements within a SyncML Command. In a general reference, can also refer to the
sum of the data elements within a SyncML Message or SyncML Package.

Server - A SyncML Server refers to the protocol role when an application issues SyncML "response" messages. For example
in the case of data synchronization, a Results Command in a SyncML Message.

3.3 Abbreviations

URI Uniform Resource Identifier [RFC2396]
URL Uniform Resource Locator [RFC2396]
WAP Wireless Application Protocol

XML Extensible Markup Language

© 2004 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

This document specifies the common XML syntax and semantics used by all SyncML protocols.

The SyncML representation protocol is defined by a set of messages that are conveyed between entities participating in a
SyncML operation. The messages are represented as an XML document. XML is the industry standard for text document
mark-up, as defined in [XML].

The SyncML representation protocol also can be identified as a MIME content type. MIME is the Internet standard for
identifying multipurpose message contents. It provides a useful mechanism for differentiating between different content and
document types.

The SyncML representation protocol supports protocol models that are based on a request/response command structure, as
well as those that are based on a "blind push" command structure.

The SyncML representation protocol embodies the concept of a SyncML Package. The SyncML Package performs some set
of operations. This conceptual "package" permits either a "batch" of multiple operations put together in a single SyncML
Message or conveyed as separate SyncML Messages, each containing a single operation. SyncML Messages are the body of
the MIME entities.

© 2004 Open Mobile Alliance Ltd. All Rights Reserved.
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5. SyncML

5.1 SyncML Package and Messages

In SyncML, the operations are conceptually bound into a SyncML Package. The SyncML Package is just a conceptual frame
for one or more SyncML Messages that are required to convey a set of protocol semantics.

A SyncML Message is a well-formed, but not necessarily valid, XML document. The document is identified by the SyncML
root or document element type. This element type acts as a parent container (i.e., root element type) for the SyncML
Message.

The SyncML Message, as specified before, is an individual XML document. The document consists of a header, specified by
the SyncHdr element type, and a body, specified by the SyncBody element type. The SyncML header specifies routing
and versioning information about the SyncML Message. The SyncML body is a container for one or more SyncML
Commands. The SyncML Commands are specified by individual element types. The SyncML Commands act as containers
for other element types that describe the specifics of the SyncML command, including any data or meta-information.

5.2 SyncML Commands

SyncML defines the following "request” commands:
- Add. Allows the originator to ask that a data element or data elements supplied by the originator be added to data
accessible to the recipient.

- Alert. Allows the originator to notify the recipient. The notification can be used as an application-to-application
message or a message intended for display through the recipient's user interface.

- Atomic. Allows the originator to indicate that a set of commands to be performed with all or nothing semantics.
- Copy. Allows the originator to ask that a data element or data elements accessible to the recipient be copied.

- Delete. Allows the originator to ask that a data element or data elements accessible to the recipient be deleted. A
Delete command can include a request for the archiving of the data.

- Exec. Allows the originator to ask that a named or supplied executable is invoked by the recipient.

- Get. Allows the originator to ask for a data element or data elements from the recipient. A get can include the resetting
of any meta-information that the recipient maintains about the data element or collection.

- Map. Allows the originator to ask the recipient to update the identifier mapping between two data collections.
- Put. Allows the original to put a data element or data elements on to the recipient.

- Replace. Allows the originator to ask that a data element or data elements accessible to the recipient be replaced. This
command makes a complete replacement of the data element.

- Search. Allows the originator to ask that the supplied query be executed against a data element or data elements
accessible to the recipient.

- Sequence. Allows the originator to indicate that a set of commands is to be performed in the specified sequence.

- Sync. Allows the originator to specify that the included commands should be treated as part of the synchronization of
two data collections.

SyncML defines the following "response" commands:

- Status. Indicates the completion status of an operation or that an error occurred while processing a previous request.
- Results. Used to return the data results of either a Get or Search SyncML Command.
The SyncML Commands themselves do not fully define the semantics of the SyncML Operation. For example, "Adding" a

document to an application to a database may have very different semantics from "Adding" a transaction request to a queue.
The semantics of a SyncML Operation are determined by the type of data that is being operated upon. This means that it is
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possible for an originator to request an operation of a particular recipient that makes no sense to the recipient. In that case, the
recipient MUST return an error response status code.

5.3 Security

An objective of SyncML is to provide a framework for secure operation. SyncML itself does not define any new security
schemes. Instead, it provides the framework to challenge authentication, authentication, authorization and inclusion of
encrypted data in a SyncML Package. In addition, the originator and recipient may use the security mechanisms of the
underlying transport to authenticate each other and to provide a secure transport for the exchange of SyncML Packages.

SyncML can be used by an originator to encapsulate authentication information in the Cred element type. Implementations
conforming to this specification MUST support the "Basic" and "MDS5 Digest" schemes.

SyncML can also be used to allow an originator to challenge the authentication of a recipient with the Chal element type.
Not all authentication schemes provide a challenge mechanism. However, the MD5 Digest scheme does provide such a
capability.

The Basic scheme is identified by the URI syncml : auth-basic. This authentication scheme is a Base64 character
encoding, as defined by Section 6.8, "Base64 Content-Transfer-Encoding" in [RFC2045], of the concatenation of the
originator's userid, followed by the COLON (i.e., ":") separator character, followed by the password associated with the
specified userid. This authentication scheme is susceptible to the threat of network eavesdrop, but is simple to implement.
However, care should be taken when using this scheme. For example, a user is strongly advised to consider using additional
security considerations, such as an encrypted transport connection.

The MDS5 Digest scheme is identified by the URI syncml:auth-md5. Let MD5(data) denote the result of applying the
MD?5 hash algorithm to “data”, the result is a 128-bit binary quantity. Let A be the concatenation of an authentication

identifier as the originator’s userid, followed by the COLON (i.e., “:””) separator character, followed by some secret known by
the originator and recipient such as the originator's password for the corresponding userid, for instance:

A="Brucel :0hBehave”
Let AD be defined as:
AD = MD5 (A)

Let B64(data) denote the result of the base64 encoding algorithm applied to “data”. This authentication scheme is the MD5
digest form of the concatenation of B64(AD), followed by the COLON (i.e. “:”) separator character, followed by the
recipient specified nonce string. The maximum duration that the nonce string can be used by the originator is the current
SyncML session. Note that issuing a nonce does not constitute use — a nonce may be issued for use in the next session. More
frequent changes to the nonce string can be specified with the Next Nonce element type within the Met a element type of
the Chal element type. The MDS5 digest algorithm and a publicly available source code for generating MD5 digest strings is
specified by [RFC1321]. The MDS5 credential, a 128-bit binary digest value, MUST be Base64 character encoded when
transferred as clear-text XML. For WBXML representation, the additional Base64 character encoding is not necessary.

Other authentication schemes can be specified by prior agreement between the originator and the recipient.

The authentication procedures for the SyncML Data Synchronization protocol are defined in [DSPRO]. The authentication
procedures for the SyncML Device Management protocol are defined in [DMSECT].

To specify the userid for the credentials, when the credentials do not include it in the resolvable form, the userid MUST be
transferred in the LocName element of Source in SyncHdr. If the userid can be resolved from the credentials, e.g., in the
case of the Basic authentication, it can be omitted from the LocName element to reduce the number of bytes to be
transferred.

<SyncML xmlns=’SYNCML:SYNCML1.1’>

<SyncHdr>
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<VerDTD>1.1</VerDTD>

<MsgID>1</MsgID>

<Target>

</Target>

<Source>

</Source>
<Cred>

<Meta>

</Meta>

“OhBehave”, nonce
“Nonce” " -->
</Cred>
</SyncHdr>
<SyncBody>...</SyncBody>

</SyncML>

<VerProto>SyncML/1.1</VerProto>

<SessionID>1</SessionID>

<LocURI>http://www.syncml.org/sync-server</LocURI>

<LocURI>IMEI:493005100592800</LocURI>

<LocName>Bruce2</LocName> <!-- userid -->

<Type xmlns='syncml:metinf'>syncml:auth-md5</Type>

<Format xmlns='syncml:metinf'>b64</Format>

<Data>Zz6EivR3yeaaENcRN61pAQ==</Data>

<!— Baseb64 coded MD5 digest, for user “Bruce2”, password

5.3.1 Optional Authentication Types

SyncML also allows additional authentication schemes, but does not mandate them. A list of additional types follows (but is

not the definitive list):

Authentication schemes

Description

syncml:auth-x509

The data would be an actual X.509
Certificate. The data SHOULD be sent raw in
WBXML, and base64 encoded in XML.

© 2004 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-SyncML-RepPro-V1_1_2-20040711-A Page 13 (46)

syncml :auth-securid The data specific for SecurID
authentication would be sent. The data
SHOULD be sent raw in WBXML, and base64
encoded in XML.

syncml :auth-safeword The data specific for SafeWord
authentication would be sent. The data
SHOULD be sent raw in WBXML, and baseo6c4
encoded in XML.

syncml :auth-digipass The data specific for DigiPass
authentication would be sent. The data
SHOULD be sent raw in WBXML, and baseo6c4
encoded in XML.

Note that if a challenge from the authentication server is to be sent, it will be sent in the NextNonce element.

5.4 XML Usage

The SyncML Messages are represented in a mark-up language defined by [XML]. The SyncML representation protocol is an
XML application. The SyncML DTD (Document Type Definition) defines the XML document type used to represent a
SyncML Message. The SyncML DTD can be found in Section 7, but it is not necessary to read the DTD in order to
understand the protocol.

SyncML Messages are specified using well-formed XML. However, the SyncML Messages need not be valid XML. That is,
the SyncML Messages do not need to specify the XML declaration or prolog. They only need to specify the body of the
XML document. This restriction allows for the SyncML Messages to be specified with greater terseness than well-formed,
valid XML documents.

SyncML makes heavy use of XML name spaces. Name spaces MUST be declared on the first element type that uses an
element type from the name space.

Names in XML are case sensitive. By convention in the SyncML DTD, the element type and attribute list names are specified
using the convention that the first character in each word of the name is in upper case text and remainder of the characters in
each word of the names specified in lower case text. For example, SyncML for the Sync Mark-up Language tag or MsgRe £
for the Message Reference tag.

The element types in the SyncML DTD are defined within a namespace associated with the URI
http://www.syncml.org/docs/syncml represent v11l 20020215.dtd or the URN

SYNCML: SYNCML1 . 1. The SyncML DTD are also identified by the ISO 9070 formal public identifier -/ /SYNCML//DTD
SyncML 1.1//EN.

SyncML also makes use of XML standard attributes, such as xm1 : lang. Any XML standard attribute can be used in a
SyncML document.

XML can be viewed as more verbose than alternative binary representations. This is often cited as a reason why it may not be
appropriate for low bandwidth network protocols. In most cases, SyncML uses shortened element type and attribute names.
This provides a minor reduction in verbosity. Additionally, the SyncML Messages can be encoded in a tokenized, binary
format defined by [WBXML]. The use of [WBXML] format is external to specification of the SyncML protocol and should
be transparent to any SyncML application. The combination of the use of shortened element type names and an alternative
binary format makes SyncML competitive, from a compressed format perspective, with alternative, but private, binary
representations.

One of the main advantages of XML is that it is a widely accepted International recommendation for text document mark-up.
It provides for both human readability and machine processability. In addition, XML allows the originator to capture the
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structure of a document, not just its content. This is extremely useful for applications such as data synchronization, where not
just content, but structure semantics is often exchanged.

5.5 MIME Usage

The [RFC2045] Internet standard provides an industry-accepted mechanism for identifying different content types. The
SyncML Message is identified by a MIME media type. The media type for the SyncML Message is registered within the
vendor tree. The MIME content types for SyncML Data Synchronization are specified in [DSREPU]. The MIME content
types for SyncML Device Management are specified in [DMREPU]. One of these MIME content types MUST be used for
identifying SyncML Messages within transport and session level protocols that support MIME content types.

5.6 Identifiers

Identifiers in SyncML, such as in the Source or Target element types, can be a combination of Uniform Resource
Identifiers (URI), as defined by [RFC2396], Uniform Resource Names (URN) and textual names.

In SyncML, all URI and URN values are specified as parsable character data in element types or as character data in attribute
lists. Applications MUST specify a valid URI or URN value. Even with an integrated "validating XML parser", as defined in
[XML], an application will need to confirm the validity of any URI or URN.

SyncML uses the SYNCML URN type to identify SyncML specific name spaces and unique names. Other URN types may
be used. For instance, the LocURI element type could contain one of the following URN:

IMEI URN Identify an International Mobile Equipment Identifiers [IMEI] . The IMEI URN specifies a
valid, 15 digit IMEI. The format of the URN is
IMEL #HHHHHHHHHHHHIH

ESN URN Identify an Electronic Serial Number. The ESN specifies a valid, 8 digit ESN. The format
of the URN is ESN: ##HH###H}

MEID URN Identify an Mobile Equipment Identity. The MEID URN specifies a valid, 15 digit MEID.
The format of the URN is

MEID: #HHHHHRHHEHE

Other URN types may be used in the LocURI element type also.
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6. Mark-up Language Description

The SyncML representation protocol is a document mark-up consisting of XML element types. This section provides a prose
description of this mark-up. The element types are defined in terms of their purpose or usage, parent elements, any
restrictions on content or use and content model.

In the "Attributes" section for the description for each element type, the text "None." means no SyncML-specific attributes
are defined. However, XML standard attributes can still be used within these element types.

Restrictions listed in this document apply to all SyncML protocols. Any additional restrictions for each protocol and
examples that illustrate the use of each element type can be found in the representation protocol usage documents [DSREPU]
and [DMREPU].

6.1 Common Use Elements

The following are common element types used by numerous other SyncML element types.

6.1.1 Archive

Usage: Indicator that the data specified in the Delete command SHOULD be archived (e.g., a copy kept) by the recipient
prior to being deleted from the recipient data collection.

Parent Elements: Delete

Content Model:

(EMPTY)

Attributes: None.

6.1.2 Chal

Usage: Specifies an authentication challenge. The receiver of the challenge specifies authentication credentials, of the given
authentication type and format, in the next request.

Parent Elements: Status

Restrictions: The Meta element type specifies any meta-information about the challenge. The Type and Format element
types within the Meta element type specify the authentication scheme type and format, respectively. The default type is
syncml :auth-basic for the SyncML "Basic" form of authentication. The type value syncml :auth-md5 MUST be
explicitly specified to indicate the SyncML "MDS5 Digest Access" authentication scheme. If the SyncML "MDS5 Digest
Access" authentication scheme is used, the NextNonce element type can be specified if the challenger requests the use of a
new nonce string. The format value MUST be b 64, when using the clear-text, XML representation. The types for the
SyncML authentication schemes are specified in Section 4.3, "Security", of this specification.

An authentication challenge can be specified for each of a number of SyncML "security layers". For example, a challenge can
be specified against the SyncML server, database or an individual command on a database. To challenge a SyncML server, a
Chal element type is sent in the Status command corresponding to the SyncHdr of the associated SyncML request. To
challenge a database, the Chal element type is sent in the Status command corresponding to the Alert or Sync
command associated with the database. To challenge a command on a database, the Chal element type is sent in the
Status command corresponding to an individual command (e.g., Add, Alert, Delete) on the database. Mechanisms for
authentication challenges at the transport level are handled within the individual transport.

If absent and if the status code is (200) OK, then the same credentials MUST be used in the next SyncML request.

If absent and if the status code is (212) Authentication accepted, then credentials need not be specified for any
subsequent SyncML requests within the current session. The session is authenticated.
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Content Model:

(Meta)

Attributes: None.

6.1.3 Cmd

Usage: Specifies the name of the SyncML command referenced by a Status element type.
Parent Elements: Status

Restrictions: The value MUST be one of Add, Alert, Atomic, Copy, Delete, Exec, Get, Map, Put, Replace,
Results, Search, Sequence, Status, Sync.

Content Model:

(#PCDATA)

Attributes: None.

6.1.4 CmdID

Usage: Specifies a SyncML message-unique command identifier.

Parent Elements: Add, Alert, Atomic, Copy, Delete, Exec, Get, Map, Put, Replace, Results, Search,
Sequence, Status, Sync

Restrictions: A text value that MUST be unique within the SyncML Message.
The element type MUST always be present and the value MUST NOT be the text string "0".

Content Model:

(#PCDATA)

Attributes: None.

6.1.5 CmdRef

Usage: Specifies the CmdID referenced by a Status element type.
Parent Elements: Results, Status
Restrictions: MUST refer to the identifier of the SyncML command reference by the Status element type.

The only instance where the element type can be absent in the Status command is the case where the Status command
refers to the SyncHdr of the associated SyncML request message. For example, a status can be sent back to the originator
for exceptions (e.g., (401) Unauthorized) found within the SyncHdr of the originator’s request.

Content Model:

(#PCDATA)

Attributes: None.

6.1.6 Cred

Usage: Specifies an authentication credential for the originator.
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Parent Elements: Add, Alert, Copy, Delete, Exec, Get, Put, Map, Replace, Search, Status, Sync,
SyncHdr

Restrictions: The Meta element type specifies any meta-information about the credentials. The Type and Format element
types within the Meta element type specify the credential scheme type and format, respectively. The default type is
syncml:auth-basic for the "Basic" form of authentication. The type value syncml:auth-md5 MUST be explicitly specified to
indicate the SyncML "MDS5 Digest" authentication scheme. The format MUST be b64, when using the clear-text, XML
representation. However, when using "Basic" form of authentication, the b64 format does not indicate that the credentials are
base64 encoded twice. The Data element type specifies the credential value. The types for these SyncML authentication
schemes are specified in Section 4.3, "Security", of this specification.

If absent, and no other authentication credential was specified in either a parent command or in the SyncHdr element type,
then no authentication credential is specified.

If an authentication credential was specified by a parent command or in the SyncHdr element type, then that authentication
credential specified there is assumed to be sufficient for the operation specified by the current element type. Specifying
insufficient authentication credentials will result in a (401) Unauthorized exception condition.

If the authentication challenge is received (See the Chal element type) for the request, the credential type and format of the
next request MUST be applied to it.

Content Model:

(Meta?, Data)

Attributes: None.

6.1.7 Final

Usage: Indicator that the SyncML message is the last message in the current SyncML package.
Parent Elements: SyncBody

Restrictions: The element type MUST only be specified on the last message of the SyncML package. If not present, then
more messages follow this SyncML message in the current SyncML package.

The SyncML Synchronization Protocol specification [DSPRO] specifies the semantics of the different SyncML packages for
the SyncML synchronization protocol. The SyncML Device Management Protocol specification [DMPRO] specifies the
semantics of the different SyncML packages for the SyncML device management protocol.

Content Model:

(EMPTY)

Attributes: None.

6.1.8 Lang

Usage: Specifies a preferred language for results data on a Get, Put or Search command (i.e., commands that return text
results).

Parent Elements: Get, Put, Search

Content Model:

(#PCDATA)

Attributes: None.
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6.1.9 LocName

Usage: Specifies the display name for the target or source address.
Parent Elements: Target, Source

Content Model:

(#PCDATA)

Attributes: None.

6.1.10 LocURI

Usage: Specifies the target or source specific address.
Parent Elements: Target, Source
Restrictions: MUST be either an absolute or a relative URI or a well-known URN.

Content Model:

(#PCDATA)

Attributes: None.

6.1.11 MoreData

Usage: Indicator that a SyncML data element is incomplete and there will be one or more subsequent chunks.
Parent Elements: ITtem

Restrictions: The element type MUST be specified on all but the last chunk of data of an item. If not present, then the item is
either contained within a single message or is the closing chunk of the data item.

Content Model:

(EMPTY)

Attributes: None.

6.1.12 MsglD

Usage: Specifies a SyncML session-unique identifier for the SyncML Message.
Parent Elements: SyncHdr

Restrictions: The message identifier MUST be unique to the device within the SyncML session. The element type MUST be
specified in the SyncHdr. The value is a monotonically increasing numeric value starting at one (1) for the first message in
the SyncML session. The message identifier specified in a SyncML request MUST be the content of the MsgRe £ element
type in the corresponding SyncML results or response status.

Content Model:

(#PCDATA)

Attributes: None
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6.1.13 MsgRef

Usage: Specifies a reference to a SyncML session-unique identifier referenced by a SyncML results or response status.
Parent Elements: Results, Status

Restrictions: The value MUST reference the message identifier of the SyncML message referred to by the results or
response status.

Content Model:

(#PCDATA)

Attributes: None

6.1.14 NoResp

Usage: Indicates that the originator does not want a response status sent back in the response message.

Parent Elements: Add, Alert, Atomic, Copy, Delete, Exec, Get, Put, Replace, Search, Sequence, Sync,
and SyncHdr

Content Model:

(EMPTY)

Attributes: None

6.1.15 NoResults

Usage: Indicates that the results of a Search command MUST be retained on the recipient to be used as the source for a
subsequent SyncML command.

Parent Elements: Search

Content Model:

(EMPTY)

Attributes: None

6.1.16  NumberOfChanges

Usage: Indicates the total number of changes (the number of Add, Replace and Delete commands) that are going to be
sent from sender to recipient during a synchronization session so that the recipient may use this information to calculate
progress information.

Parent Elements: Sync

Content Model:

(#PCDATA)

Attributes: None.

6.1.17 RespURI

Usage: Specifies the URI that the recipient MUST use for any response to this message.
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Parent Elements: SyncHdr

Restrictions: The value of this element is the address, in the form of an absolute URI that the recipient MUST use for any
response to this message. If the Source is not the same as this value, then the Source element MUST also be specified in the
SyncHdr element type. Note that the server and databases are the same entities at this new address. Receipt of this command
does not mean you should repeat commands in the previous message.

Content Model:

(#PCDATA)

Attributes: None.

6.1.18 SessionID

Usage: Specifies the identifier of the SyncML session associated with the SyncML Message.
Parent Elements: SyncHdr

Restrictions: The value is an opaque string. The element type MUST be specified in the SyncHdr element type in all
SyncML Messages. The initiator SHOULD use unique SessionIDs for each session.

The maximum length of a SessionID is 4 bytes. Note for a client having an 8 bit incrementing SessionID counter is
enough for practical implementations.

Content Model:

(#PCDATA)

Attributes: None

6.1.19 SftDel

Usage: Indicates that the delete command is a "Soft Delete".
Parent Elements: Delete

Content Model:

EMPTY

Attributes: None

6.1.20 Source

Usage: Specifies source routing or mapping information.
Parent Elements: Ttem, Map, MapItem, Search, Sync, SyncHdr,

Restrictions: When specified in the Item element type, the Source element type specifies the database item that is the
source of the SyncML command.

When specified in the SyncHdr element type, the Source element type specifies the source routing information for the
network device that originated the SyncML Message.

If the RespURT element type is also specified within the SyncHdr, then the Source element type specifies the source
routing information for a proxy originator of the SyncML message.

Content Model:
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(LocURI, LocName?)

Attributes: None.

6.1.21 SourceRef

Usage: Specifies the Source referenced by a Status or Results element type
Parent Elements: Status, Results

Restrictions: When specified in the Status element type, specifies the source address specified in the command associated
with the response status. When specified in the Results element type, specifies the source address specified in the
associated Search command.

The element type MUST be specified in a Status command corresponding to any SyncML command that includes the
Source element type.

Content Model:

(#PCDATA)

Attributes: None.

6.1.22 Target

Usage: Specifies target routing or mapping information.
Parent Elements: Ttem, Map, MapItem, Search, Sync, SyncHdr,

Restrictions: When specified in the I tem element type, the Target element type specifies the database item that is the
target of the SyncML command.

When specified in the SyncHdr element type, the Target element type specifies the target routing information for the
network device that is receiving the SyncML Message.

Content Model:

(LocURI, LocName?)

Attributes: None.

6.1.23 TargetRef

Usage: Specifies the Target referenced by a Status or Results element type
Parent Elements: Status, Results

Restrictions: When specified in the Status element type, specifies the target address specified in the command associated
with the response status. When specified in the Results element type, specifies the target address specified in the
associated Search command.

The element type MUST be specified in a Status command corresponding to any SyncML command that includes the
Target element type.

Content Model:

(#PCDATA)
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Attributes: None.

6.1.24 VerDTD

Usage: Specifies the major and minor version identifier of the SyncML representation protocol specification used to
represent the SyncML message.

Parent Elements: SyncHdr

Restrictions: Major revisions of the specification create incompatible changes that will generally require a new SyncML
parser. Minor revisions involve changes that do not impact basic compatibility of the parser. When the XML document
conforms to this revision of the SyncML representation protocol specification the value MUST be 1. 1. The element type
MUST be included in the SyncHdr.

Content Model:

(#PCDATA)

Attributes: None.

6.1.25 VerProto

Usage: Specifies the version identifier of the SyncML protocol specification used with the SyncML Message.
Parent Elements: SyncHdr

Restrictions: The first SyncML Message in each SyncML Package sent from an originator to a recipient MUST include the
VerProto element type in the SyncHdr.

Content Model:

(#PCDATA)

Attributes: None.

6.2 Message Container Elements

The following element types provide the basic container support for the SyncML message.

6.2.1  SyncML

Usage: Specifies the container for a SyncML Message.
Parent Elements: None. This is the root or document element.

Content Model:

(SyncHdr, SyncBody)

Attributes:
Name Type Occurrence Description
xml