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1. Scope (Informative)

A number of Device Management specifications haaenbdefined within OMA. These specifications, refdrto as OMA
DM v1.2 specifications, define protocol and meckamito be used between a Device Management Serdea anobile
device, data model made available for remote mdatipn of a mobile device, security and policy tintrol the access to a
particular resource in the mobile device.

This document defines the requirements for Deviapability Management functionality, which is baggedOMA DM v1.2
specifications and makes use of the functionalpievided by OMA DM protocoError! Reference source not found.to
define special functionalities to manage deviceabdjties in the client device.
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2. References
2.1 Normative References

[RFC2119] “Key words for use in RFCs to Indicate Requiremiezxels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

[DMPRO] “OMA Device Management Protocol”, Version 1.2, Opédabile Alliance, OMA-TS-
DM_Protocol-V1_2, URLhttp://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be
informative.

3.2 Definitions

Device Capability Physical characteristics andteglgparameters supported by a device.
Device Management  Management of the Device configuration and othenagad objects of Devices from the point
of view of the various Management Authorities. evManagement includes:
- Setting initial configuration information Devices
- Subsequent updates of persistent informatidevices
- Retrieval of management information from 2eg
- Processing events and alarms generated Wigé&3e
Device Management A background system capable to interact with a ¢§eDevice(s) for the purpose of Device
System Management.
Enterprise A business with deployment and Management Authdioty WLAN Bearers, Local Wired
Bearers, computers, Devices, software, and emptoyee
Management Authority An entity that has the right to perform a specifievice Management function on a Device or
manipulate a given data element or parameter. kample, the Network Operator, handset
manufacturer, enterprise, or Device owner may keatithority or share authority for managing
the Device. One Management Authority may own aNiDe resources or may share or delegate
all or parts of these with/to other Management Autres
Enterprise ManagementAn enterprise entity that has the right to perfarmpecific Device Management function on a
Authority Device or manipulate a given data element or pat@me
Enterprise Device Part of the Device Management System that is uratministration of an Enterprise
Management Server  Management Authority.
DCMO Operations Operations (e.g. enable, disable) which may belkiegan a Device Capability MO.

3.3 Abbreviations

OMA Open Mobile Alliance
DCMO Device Capability Management Object
DM Device Management

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction (Informative)

Mobile devices are becoming more and more advawithdnany features, such as Cameras, Bluetooth,, l8Bboard and
more. In many circumstances, Enterprises, reguiatimd others have policies against the usagentd $eatures but allow
the use of other features available on mobile dsviDevice Capability Management aims to speciyniechanisms
required for the remote management of device cépesbi In particular, Device Capability Managemeill address the
ability of remote enablement and disablement ofaegapabilities.

The objective of this document is to develop adsadized approach to Device Capability Managemedtits requirements.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Use Cases (Informative)

The following basic device capability managemem cesse categories can be considered:
1. Device capability disabled/enabled

2. Expose removable hardware capability

5.1 Device Capability Disabled/Enabled Use Case
5.1.1  Short Description

In order to protect the enterprise secret inforamgtthe Enterprise sets policy to limit the ussahe capabilities on the
employee’s device during work time, e.g., the Bba¢h, IR, USB, cameras are forbidden in the office.

When the employee enters the R&D centre, the EnserpManagement Authority detects the presenckheofievice and
sends via Device Management System a commandabldithe Camera capability on the employee’s dewitean
indication that user is not allowed to enable inoely namely ‘keep-disabled’. Only Device Managem®ystem can
enable the Camera capability on employee’s devivernvthe employee goes out of the R&D centre oEtiterprise
Management Authority requests the Device Manage@gsitem to do so.

51.2 Actors

o Device Management System
o Enterprise Management Authority

0 User: the employee of the Enterprise

5.1.2.1 Actor Specific Issues

o Enterprise Management Authority: Enterprise wants to limit the use of some cajtadsl on the employee’s
device automatically.

o Device Management SystemDevice Management System performs the requirettdenanagement operations.

o User: User can not take adventure to offend the entsm@curity policy.

5.1.2.2 Actor Specific Benefits

o Enterprise Management Authority: Enterprise can manage the use of the device cépesbib protect the security
of the enterprise’s information.

o0 User: User can easily follow the security rule of theéegprise.

5.1.3 Pre-conditions

o Enterprise Management Authority can detect thegmes of the device when the employee has goneirdat of
the R&D centre.

o Device is capable of interfacing with the Deviceridgement System.

0 The device capability can be enabled and keep-didab

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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514 Post-conditions

The device capability is enabled or keegabied by the Device Management System.

5.15 Normal Flow

1. The user tries to enter the R&D center to have etimg inside and the Enterprise Management Authdetects
the presence of the device and sends via Devicalyganent System command to the device to make #ispec
device capability disabled with the indication thagr is not allowed to enable it manually.

2. The device consumes the operations and makes ttesponding capability keep-disabled.

3. The device reports the results to the Device Mamage: System, and the Enterprise Management Aughisrit
notified of the results.

4. After the meeting is finished and the user walkistba R&D center, the Enterprise Management Authia®tects
this and sends via Device Management System comionahe device to enable the capability.

5. The device enables the capability.

6. The device reports the results to the Device Mamage System, and the Enterprise Management Auyhisrit
notified of the results.

51.6 Alternative Flow 1

Management Authority detects that a specific cdjpploin the device is abnormal or misbehaving, bygremote diagnostics
and monitoring. To protect the user from the effafta misbehaving device capability (e.g. causidditional charges,
degraded performance), Management Authority seadsmands via Device Management System to disablesgieific
capability with an indication that user is allowtedenable it manually namely ‘temp-disabled’. $fuconfirms, the device
capability is disabled. When the device capabifityecovered to normal state, Management Authcgtyenable the device
capability. Alternatively, user can enable the deviapability manually.

The alternative flow illustrates the temp-disaldersario:

1. Management Authority sends via Device Managemeste®y command to the device to temporarily disable a
specific capability with an indication that usealwed to enable it manually.

2. The device issues a prompt to the User téiroothis operation.
3. Upon confirmation by the User, the devicediss the capability temporarily.

4. The device reports the results to the DeMeaagement System. And Management Authority isfiedtiof the
results.

5.1.7 Alternative Flow 2

This alternate flow describes the possibility tthegt user can enable the capability directly whenddvice capability is
temporarily disabled:

Flow 1~4 are the same as described in alterndtve 1.
5. The user enables a capability on the device.
6. The device enables the capability.

7. The device reports the results to the DeMaaagement System.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2 Expose Removable Hardware Capability
5.2.1 Short Description

Several types of removable hardware capabilitieg Inesattached to the device: e.g. camera, keyboamhvable storage.

When a removable hardware is inserted or remowad the device, the device can be aware of thisupaddte the device
capability information on the management tree. Tihendevice capability can be exposed and repootdhnagement
Authority. Management Authority can manage the deapability later.

5.2.2 Actors

o0 Management Authority
o Device

o0 User

5.2.2.1 Actor Specific Issues

o Management Authority: Management Authority wants to know the shortdivapability on the device.
o Device:Removable hardware capability on the device need=xposed to Management Authority.

o User: User wants that the removable hardware on hiscdesan be managed by Management Authority.

5.2.2.2 Actor Specific Benefits

o0 Management Authority: Management Authority can know the short lived céjglon the device.
o Device:Removable hardware capability on the device caexpesed to Management Authority.

0 User: User can be freed from device capability managémen

5.2.3 Pre-conditions

0 The device is capable of interfacing with Managen#arthority.
o The insertion and removal of the removable devagability can be detected by the device.

5.2.4 Post-conditions

The removable hardware capability informattan be exposed and reported.

5.2.5 Normal Flow

1. User inserts the removable hardware to the device.

2. The device automatically detects the statieoremovable hardware capability and updatesetated information
on the management tree.
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3. The device reports the updated hardware dégabformation in the case Management Autholitys configured a
request for naotification.

5.2.6 Alternative Flow 1

In the step 1, user removes the removabléwsre from the device.

5.2.7 Alternative Flow 2

In the step 2, Management Authority issuesrand to refresh the device capability informatonthe device.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Requirements

(Normative)

6.1 High-Level Functional Requirements
Label Description Enabler Release
DCMO-HLFR-1 The DCMO enabler SHALL support a medsanto enable the device DCMO 1.0
capabilities.
DCMO-HLFR-2 The DCMO enabler SHALL support a medsanto disable the device DCMO 1.0
capabilities.
DCMO-HLFR-3 The DCMO enabler SHOULD support a metba for the Management DCMO 1.0
Authority to specify whether the end-user is infedrof DCMO operations
performed in the Client.
DCMO-HLFR-4 The DCMO enabler SHALL support a medsanto indicate whether the DCMO 1.0
user should be allowed to enable or disable spedévice capabilities.
DCMO-HLFR-5 The DCMO enabler SHALL support a medsanto expose the removable DCMO 1.0
device capabilities.
DCMO-HLFR-6 The DCMO enabler SHALL support a medsanto notify the result of DCMO 1.0
DCMO operations.
DCMO-HLFR-6 The DCMO enabler SHALL support a medsanfor the client initiated DCMO 1.0
DCMO operation.
Table 1: High-Level Functional Requirements
6.1.1  Security
Label Description Enabler Release
DCMO-SEC-1 The DCMO enabler SHALL reuse the segumiechanism defined in DM DCMO 1.0
v1.2Error! Reference source not found.or later release.
Table 2: High-Level Functional Requirements — Secuty Items
6.1.2 Charging
N/A
6.1.3  Administration and Configuration
N/A
6.1.4  Usability
Label Description Enabler Release
DCMO-USA-001 The DCMO enabler SHALL support exeontof DCMO operations on the DCMO 1.0
device without user notification or permission.
DCMO-USA-002 The DCMO enabler SHALL support a medke that request user DCMO 1.0
confirmation before DCMO operations are conductedhe device
DCMO-USA-003 The Client MAY support re-enable thisadbled device capabilities with the DCMO 1.0
permission of Management Authority.
DCMO-USA-004 The Client SHOULD support a mechantsnmform the end-user about DCMO 1.0

DCMO operations performed in the Client.
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Table 3: High-Level Functional Requirements — Usaltity Items

6.1.5 Interoperability

N/A

6.1.6  Privacy

N/A

6.2 Overall System Requirements
6.2.1 Device Management System

Label Description Enabler Release

DCMO-OSR-DMS | The Device Management System SHALL be able to skftbe device DCMO 1.0
-01 capability information.

Table 4: DMS Requirements

6.2.2 Device
Label Description Enabler Release
DCMO-OSR- The Device SHALL be able to detect the insertiomesnoval of removable DCMO 1.0
Device -01 hardware and update the related information omtaeagement tree.
DCMO-OSR- The Device SHOULD support the mechanism of HLFR-4 for eachiake DCMO 1.0
Device -02 capability.

Table 5: Device Requirements
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Appendix A. Change History
A.1 Approved Version History

(Informative)

Reference Date

Description

n/a n/a

No prior version —or- No previous version wit@MA

A.2 Draft/Candidate Version 1.0 History

Document Identifier Date Sections Description
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Draft Versions 07 Feb 2007 All Incorporates CR:
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