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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thi€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2010 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope

The scope of this document is limited to the EnaBlelease Definition of Device Management accordin@MA Release
process and the Enabler Release specificationibadisted in section 5. The OMA DM v1.3 specificats are based on the
OMA Device Management (DM) v1.2.1 specificationshaiarious enhancements.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ERELD-DM-V1_3-20100525-C

Page 5 (15)

2. References

2.1 Normative References

[DevDetailDDF]

[DevinfoDDF]

[DMACcCDDF]

[DMBOOT]

[DMDDFDTD]

[DMDICT]

[DMNOTI]

[DMPRO]

[DMRD]

[DMRD12]

[DMREPU]

[DMSEC]

[DMSESS]

[DMSTDOBJ]

[DMTND]

[DMTNDS]

[HTTPBIinding]

“OMA Device Management Device Detailed Informatiddanaged Object DDF, Version 1.3". Open
Mobile Alliance] . OMA-SUP-MO_DM_DevDetail-V1_3.
URL:http:www.openmobilealliance.org/

“OMA Device Management Device Information Managegj&@t DDF, Version 1.3”. Open Mobile
Allianced . OMA-SUP-MO_DM_DevInfo-V1_3.
URL:http:www.openmobilealliance.org/

“OMA Device Management Account Managed Object DBErsion 1.3". Open Mobile Alliande.
OMA-SUP-MO_DM_DMAcc-V1_3.
URL:http:www.openmobilealliance.org/

“OMA Device Management Bootstrap, Version 1.3". @pdobile Alliance]. OMA-TS-DM_Bootstrap-
V1 3.
URL:http:www.openmobilealliance.org/

“OMA Device Management Device Description FramewbD, Version 1.3". Open Mobile Allianceé.
OMA-SUP-dtd_dm_ddf-v1_3.
URL:http:www.openmobilealliance.org/

“OMA Device Management Dictionary, Version 1.0". @pMobile Alliancé] .
OMA-SUP-DM_Dictionary-v1l_0.

URL:http:www.openmobilealliance.org/

“OMA Device Management Notification Initiated Sessj Version 1.3”. Open Mobile Alliange. OMA-
DM_ Noatification-V1_3.

URL:http:www.openmobilealliance.org/

“OMA Device Management Protocol, Version 1.3". Opéabile Alliance] .

OMA-TS-DM_Protocol-V1_3
URL:http:www.openmobilealliance.org/

“OMA Device Management Requirements Document, \berdi.3”. Open Mobile Alliandé . OMA-RD-
DM-V1_3.

URL:http://www.openmobilealliance.org

“OMA Device Management Requirements Document, \berdi.2”. Open Mobile Alliandé . OMA-RD-
DM-V1_2.

URL:http://www.openmobilealliance.org

“OMA Device Management Representation Protocol siger 1.3".
Open Mobile Alliancél . OMA-TS-DM_RepPro-V1_3.
URL:http://www.openmobilealliance.org

“OMA Device Management Security, Version 1.3”. Opdabile Alliance .
OMA-TS-DM_Security-V1_3.

URL :http:www.openmobilealliance.org/

“OMA Device Management Sessionless Message, Vefsi®h Open Mobile Alliance . OMA-TS-

DM_Sessionless-V1_3.
URL :http:www.openmobilealliance.org/

“OMA Device Management Standardized Objects, Verdi®”. Open Mobile Allianceé . OMA-TS-
DM_StdObj-V1_3.

URL:http:www.openmobilealliance.org/

“OMA Device Management Tree and Description, Vearsiad”. Open Mobile Alliancg . OMA-TS-
DM_TND-V1_3.

URL:http:www.openmobilealliance.org/

“OMA Device Management Tree and Description Sezxé&lon, Version 1.3”. Open Mobile AllianCe
OMA-TS-DM_TNDS-V1_3.

URL:http:www.openmobilealliance.org/

“OMA Device Management HTTP Binding Specificatio@pen Mobile Alliancé",
OMA-TS-DM_HTTPBInding-V1_3,
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[IOPPROC]

[Meta]

[MetaDTD]

[OBEXBinding]

[RFC2119]

[WSPBinding]

URL:http://www.openmobilealliance.org/

“OMA Interoperability Policy and Process”, Versi@rd, Open Mobile Alliance™, OMA-IOP-Process-
V19,
URL:http:www.openmobilealliance.org/

“OMA Device Management Meta Information”, Open Mebhlliancel, OMA-TS-DM_DM_Metalnfo-
V1 3,
URL:http:www.openmobilealliance.org/

“OMA Device Management Meta Information, Documegp@& Definition”, Open Mobile
Allianced ,OMA-TS-DM_Metalnfo_DTD-V1_3,
URL:http:www.openmobilealliance.org/

“OMA Device Management OBEX Binding Specificatio@pen Mobile Alliancé",
OMA-TS-DM_OBEXBinding-V1_3,
URL:http://www.openmobilealliance.org/

“Key words for use in RFCs to Indicate Requiremegxels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

“OMA Device Management WSP Binding Specificatio@pen Mobile Alliancél,
OMA-TS-DM_WSPBinding-V1_3,
URL :http://www.openmobilealliance.org/

2.2 Informative References

None.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

The formal notation convention used in sectionad &to formally express the structure and intedegdlendencies between
specifications in the Enabler Release specificabaseline is detailed in [[OPPROC].

3.2 Definitions

Device Management Management of the Device configuration and othemagad objects of Devices from the point of view of
the various Management Authorities. Device Managgrmeludes, but is not restricted to setting aliti
configuration information in Devices, subsequerdatps of persistent information in Devices, retulenf
management information from Devices and processuegits and alarms generated by Devices.

Enabler Release Collection of specifications that combined togetfeem an enabler for a service area, e.g. a dowihloa
enabler, a browsing enabler, a messaging enalleration enabler, etc. The specifications that ar
forming an enabler should combined fulfill a numbérelated market requirements.

Minimum Functionality Description of the guaranteed features and funatityrthat will be enabled by implementing the

Description minimum mandatory part of the Enabler Release.
3.3 Abbreviations

DM Device Management

DTD Document Type Definition

ERDEF Enabler Requirement Definition

ERELD Enabler Release Definition

HTTP Hypertext Transfer Protocol

MIME Multipurpose Internet Mail Extension

OBEX Object Exchange protocol

OMA Open Mobile Alliance

RD Requirements Document

SCR Static Conformance Requirements

SyncML Synchronization Mark-up Language

WAP Wireless Application Protocol

WSP Wireless Session Protocol

XML Extensible Mark-up Language

[0 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4. Release Version Overview

This section is informative. It describes the fiumtality that is delivered with the OMA Device Mayement specifications
and their internal mandatory requirements.

The OMA DM specifications define the protocols andchanisms for how configuration parameters caaelieered to an
OMA client from an OMA DM server that is part ofettoverall architecture. The mandatory functionaligfines a set of
commands used in the DM protocol for various mansage procedures as well as needed security levehdmagement
session. Mandatory management tree is used ag satiergace to the device, which includes severahdatory management
objects that are providing basic device managefioaationality.

The optional functionality covers several additioc@mmands in DM protocol. Also, support for nat#tion initiated
session and bootstrapping is recommended, butr@dtionctionality.

This document outlines the Enabler Release Dajimitbr DM and the respective conformance requirégsmfar client and
server implementations claiming compliance to tipe®Mobile Alliance DM v1.3 specifications.

Device management is the generic term used font#oby that allows third parties to carry out thi#ficult procedures of
configuring mobile devices on behalf of the endriysastomer). Third parties would typically be wéss operators, service
providers or corporate information management departs.

Through device management, an external party cantady set parameters, conduct troubleshootingaegvof terminals,
install or upgrade software. In broad terms, dewiemagement consists of three parts:

» Protocol and mechanism: The protocol used betwerarsagement server and a mobile device
« Data model: The data made available for remote pugation, for example browser and mail settings

e Policy: The policy decides who can manipulate digpaar parameter, or update a particular obje¢cheandevice

In a wireless environment, the crucial elementdievice management protocol is the need to effilyiamtd effectively
address the characteristics of mobile devices dictulow bandwidth and high latency.

4.1 Version 1.1.2 Functionality

DM 1.0 and 1.1 were completed under the auspicéseobyncML Initiative. DM 1.1.2 was a re-releas¢he same basic
enabler under the OMA auspices. DM 1.1.2 providesic remote device management capabilities fdingrand reading
device settings. The enabler strongly depended @tient Provisioning for initial provisioning fohis release.

4.2 Version 1.2 Functionality

DM 1.2 expanded on DM 1.1 by increasing securiguieements, providing bootstrap capabilities thahplement Client
Provisioning capabilities, Generic Alert, and thdity to provision and read entire management aisieNew node formats
(such as Date, Time, etc) were added. Securitytifomality was significantly improved — XML encrypti was added, and
TLS/SSL was mandated for HTTP. Many minor improvatado the specification were also included.

4.2.1 Version 1.2.1 Functionality

DM 1.2.1 is a bug-fix release that removes moshefremaining ambiguities in the specification. Momative changes
were made.

4.3 Version 1.3 Functionality
The DM V1.3 Enabler supports the following additi functionality:

* Sessionless DM

[0 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Support for rich information in notification messgeaigcluding expiration, reason for session, etc.
SIP Push and HTTP Push binding for DM Notification

Enhancement on existing bootstrap mechanism in BM 1

Support Client to request bootstrap using HTTPS GET

Clarification regarding Inbox and TNDS Usage

Support for the discovery of optional DM featurepgorted by the DM client

XML Signature and XML Encryption as additional igtey and confidentiality mechanisms respectively DM
messages

Mandating support for TLS 1.1 and recommending supjer TLS 1.2 for HTTP Binding
Relative URI based addressing
Enhanced DM structural query

Indication of the roaming status and bearer fordimeent DM session

The DM V1.3 enabler merged the OMA SyncML Common2/ihto its own release.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. Document Listing for Device Management 1.3

This section is normative.

Doc Ref

Permanent Document Reference

Description

Requirement Document

[DMRD]

OMA-RD-DM-V1_3-20100525-C

Requirement Docunidor DM 1.3 Enabler

[DMRD12]

OMA-RD-DM-V1_2-20070209-A

Requirement Daoent for DM 1.2 Enabler

Architecture Document

[DMAD]

OMA-AD-DM-V1_3-20100525-C

Architecture Docuemt for DM 1.3 Enabler

Technical Specifications

[DMBOOT] 8MA-TS-DM_Bootstrap-Vl_S-ZO100525- OMA Device Management Bootstrap

[DMNOTI] OMA-TS-DM__ Notification-V1_3- OMA Device Management Notification Initiated Sessio
20100525-C

[DMPRO] OMA-TS-DM_Protocol-V1_3-20100525-GC OMA Diee Management Protocol

[DMREPU] OMA-TS-DM_RepPro-V1_3-20100525-C OMA DeritManagement Representation Protocol

[DMSEC] OMA-TS-DM_Security-V1_3-20100525-C OMA Deé Management Security

[DMSESS] OMA-TS-DM_Sessionless-V1_3- OMA Device Management Sessionless Message
20100525-C

[DMSTDOBJ] OMA-TS-DM_StdObj-V1_3-20100525-C OMA Diee Management Standardized Objects

[DMTND] OMA-TS-DM_TND-V1_3-20100525-C OMA Device M@mgement Tree and Description

[DMTNDS] OMA-TS-DM_TNDS-V1_3-20100525-C OMA Deviddanagement Tree and Description Serialization

[HTTPBInding]

OMA-TS-DM_HTTPBinding-V1_3-
20100525-C

OMA Device Management HTTP Binding

[Meta]

OMA-TS-DM_Metainf-V1_3-20100525-C

OMA Deviddanagement Meta Information

[OBEXBinding]

OMA-TS-DM_OBEXBinding-V1_3-
20100525-C

OMA Device Management OBEX Binding

[WSPBInding]

OMA-TS-DM_WSPBinding-V1_3-
20100525-C

OMA Device Management WSP Binding

Supporting Files

[DMACCDDF]

OMA-SUP-MO_DM_DMAcc-V1_3-
20100525-C

OMA DM Account Device Description File.

Working file in DM_MO directory:
http://www.openmobilealliance.org/tech/omna/dm_moe/dmacc-
vl 3.ddf

[DevinfoDDF]

OMA-SUP-MO_DM_Devinfo-V1_3-
20100525-C

OMA DM Device Information Device Description File.

Working file in DM_MO directory:
http://www.openmobilealliance.org/tech/omna/dm_mo/devinfo-
vl 3.ddf

[DevDetailDDF]

OMA-SUP-MO_DM_DevDetail- V1_3-
20100525-C

OMA DM Detailed Information Device Description File
Working file in DM_MO directory:
http://www.openmobilealliance.org/tech/omna/dm_mo/devdeta-
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vl 3.ddf

[DMDICT] OMA-SUP-DM_Dictionary-V1_0-
20100525-C

OMA DM Dictionary

[DMDDFDTD] OMA-SUP-dtd_dm_ddf- V1_3-20100525-

~
o

OMBM Device Description Framework DTD Working file in
DTD directory:
http://www.openmobilealliance.org/tech/DTD/dm_ddf-\8.dtd

[MetaDTD] OMA-SUP-DTD-DM_Metalnfo-V1_3-

20100525-C

OMA DM Device Description Framework DTD Workingdiin
DTD directory:
http://www.openmobilealliance.org/tech/DTD/dm_mefa3.dtd

[REPPRODTD] | OMA-SUP-DTD-DM_RepPro-V1_3-

OMA DM Device Description Framework DTD Workingdiin

20100525-C DTD directory:
http://www.openmobilealliance.org/tech/DTD/dm_repth3.dtd
[ACw7DM] OMA-SUP-ac_w7_dm-V1_0_1-20080617{ OMA DM w7 Application Characteristic. Working filiea AC
A directory:http://www.openmobilealliance.org/tech/omna/dm-

ac/ac_w7_dm-vl O.txt

Table 1: Listing of Documents in DM V1.3 Enabler

[0 2010 Open Mobile Alliance Ltd. All Rights Reserve

d.
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6. Conformance Requirements Notation Details

This section is informative

The tables in following chapters use the followmaation:

ltem:
Feature/Application:

Status:

Requirement:

Entry in this column MUST be a valid Scritem acéogpto [[OPPROC].

Entry in this column SHOULD be a short descriptiaieel to thdtem in question.

Entry in this column MUST accurately reflect theldtectural status of théem in question.
¢« M means thétem is mandatory for the class
¢« O means thétem is optional for the class
*« NA means thdtem is not applicable for the class

Expression in the column MUST be a valid Termingliession according to [[OPPROC] and it
MUST accurately reflect the architectural requireta theltem in question.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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7. ERDEF for Device Management — Client Requirement

This section is normative.

S

ltem Feature / Application Status Requirement
OMA-ERDEF-DM-C-001 | DM Client M [DMPRO] AND [DMREPU]
AND [DMSEC] AND
[DMTND] AND
[DMTNDS] AND
[DMSTDOBJ] AND
[DMDDFDTD] AND
[DMBOOT] AND [META].
OMA-ERDEF-DM-C-003 | DM Client Notification o] [DMNOTI]
OMA-ERDEF-DM-C_004 | DM Client Sessionless 0] [DMSESS]
OMA-ERDEF-DM-C_005 | DM Client HTTP Binding o] [HTTPBding]
OMA-ERDEF-DM-C_006 | DM Client OBEX Binding (0] [OBEXRBUing]
OMA-ERDEF-DM-C_007 | DM Client WSP Binding @] [WSPBiind]

Table 2: ERDEF for Device Management Client-side Rguirements

[0 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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8. ERDEF for Device Management — Server Requirement

This section is normative.

ltem Feature / Application Status Requirement
OMA-ERDEF-DM-S-001 DM Server M [DMPRO] AND [DMREPU]
AND [DMSEC] AND
[DMTND] AND
[DMTNDS] AND
[DMSTDOBJ] AND
[DMDDFDTD] AND
[META].
OMA-ERDEF-DM-S-002 DM Server Bootstrap (@] [DMBOOT]
OMA-ERDEF-DM-S-003 DM Server Notification (0] [DMNOTI]
OMA-ERDEF-DM-S-004 DM Server Sessionless 0] [DMSESS]
OMA-ERDEF-DM-S_005 | DM Server HTTP Binding @] [HTTRIing]
OMA-ERDEF-DM-S_006 | DM Server OBEX Binding 0] [OBEXIing]
OMA-ERDEF-DM-S_007 | DM Server WSP Binding (0] [WSPBimg]

Table 3: ERDEF for Device Management Server-side Rgirements

[0 2010 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Appendix A. (Informative)
A.1 Approved Version History
Reference Date Description
N/A N/A No prior 1.3 version
A.2 Draft/Candidate Version 1.3 History
Document Identifier Date Sections Description

Draft Versions 15 Oct 2008 All

Baseline to v1.3 using OMA-ERELD-BDWL_2_1-20080617-A

OMA-ERELD-DM-V1_3
- 10 Nov 2008 7

Applied
CR OMA-DM-2008-0159-CR_ERELD_Bootstrap

05 Mar 2009

Incorporated agreed CR:
OMA-DM-DM13-2009-0006R01
Editorial/clerical changes

12 Mar 2009 All

Final editorial before RD Formal\Rew

05 May 2009

Document Listing Updated

02 Jun 2009

Document Listing Updated

26 Jun 2009

Document Listing Updated

Document Listing Updated

01 Sep 2009

Document Listing Updated

5
5
5
29 Jul 2009 5
5
5

22 Sep 2009

Document Listing Updated
Status Changed to Candidate by TP

TP Ref # OMA-TP-2009-0423-
INP_DM_V1_3_AD_for_Candidate_Re_Approval

24 Nov 2009 All

Applied
OMA-DM-DM13-2009-0086-CR_ERELD_Updates
OMA-DM-DM13-2009-0101R01-CR_ERELD_update

28 Jan 2010

2.1,5,7,8

Applied
OMA-DM-DM13-2010-0001R01-CR_ERELD_Update
Editorial clean-up by DSO

04 Feb 2010 21,5 Applied
OMA-DM-DM13-2010-0026-CR_Dictionary_Into_ERELD
05 Feb 2010 4.3 Applied

OMA-DM-DM13-2010-0038R01-
CR_DM_1.3_Feature_Summary_4_ERELD

11 Feb 2010 21,5

Update of documents listing

28 Apr 2010 5

Update of documents listing befomsete of Consistency Review
Language set to English UK.

06 May 2010 | 5

Changes to permanent documents before Candidatevapgist of
documents updated to reflect this

Candidate Version
OMA-ERELD-DM-V1_3

25 May 2010 N/A

Status changed to Candidate by TP

Ref # OMA-TP-2010-0221-
INP_DM_V1.3_ERP_and_ETR_for_Candidate_approval
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