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1. Scope (Informative)

The scope of this document is a requirements degmmifor Device Management (for the definition &vice see section
3.2). This document describes a set of functioeqlirements (partly on an abstract level) for teagement of a Device’s
changeable parameters, as seen from the Managdutratrity’s points of view.

This document contains information applicable tovidek Operators, terminal and network manufactyrergerprises,
independent software vendors, content providers sanvice providers.

This document covers the requirements needed tplysupe core Device Management service. Additiorralated
functionality not described here may involve regments outside the scope of this document. Thigiedal functionality
shall not interfere with the core service descrilvethis document.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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2. References

2.1 Normative References

[RFC2119] “Key words for use in RFCs to IndicategRieement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

None.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

3.2 Definitions

Archiving of applications The process initiated by the Device Management eBysor the Device itself that,

Backup and Restore

Bootstrap Provisioning

Content Provider

Continuous Provisioning

Device

Device Discovery

Device Query
Device Reporting

Device Management

Device Management
System
Enterprise

Enterprise Device
Management Server
Friendly Name

together with DRM policies, allows applications lte moved to an offline or online
storage medium. These remotely stored applicativagrun on request by the User, and
be transparently restored to the device or the bhesrtake explicit action to restore the
application. The process includes all actions ireguto temporarily replace applications
on demand.
The secure and reliable offline storage of personérmation, parameters and
applications that can be used at a later datestonethe device. The backup copy can be
stored locally, remotely or as a combination ofbot
The process of installing parameters and/or apjdica on a Device to establish a given
service for the first time, or for the purposesexetting a Device to initial settings.
An entity that provides data wHimtms the basis of a service.
The process where a Device is updated with new, qateameters, or application
upgrades to replace pre-existing versions.
In this context, a Device is a voice and/or datenieal that uses a Wireless Bearer for
data transfer. Device types may include (but atelimited to): mobile phones (GSM,
CDMA, 3GSM, etc.), data-only terminals, PDAs, Igptmomputers, PCMCIA cards for
data communication, unattended data-only Devicegs, (gending machines), and smart
cards if associated with these Devices. If withipagticular context an associated smart
card should not be regarded as part of a Devisaghnarked explicitly.
A mechanism to allow devices teniify each other for the purposes of performing
some data exchange.
The process of polling a mobile Devarea specific piece of information.
The process whereby a Device sends specific infiom#éo a management server in the
network. This can occur as a response to a De@aery (pull) or it can occur
autonomously in response to a state change in ¢vec® (push). The information that is
sent may either be parameters stored in data fieltse Device, information about the
configuration of the Device, information about ttegabilities of the Device, or data that
has been collected, stored, and assembled for faterarding (e.g., performance
metrics).
Management of the Device configuration and othemagad objects of Devices from the
point of view of the various Management AuthoritiBevice Management includes:
- Setting initial configuration information Devices
- Subsequent updates of persistent informatiddevices
- Retrieval of management information from 2eg
- Processing events and alarms generated Wigé&e
A background system capable to interact with a ¢etDevice(s) for the purpose of
Device Management.
A business with deployment and Managémerthority for WLAN Bearers, Local
Wired Bearers, computers, Devices, software, anul@yaes.
Part of the Device Management System that is uaderministration of an Enterprise
Management Authority.
A human readable string which is created by the.use

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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Local Wired Bearers
Management Authority

Management Object

Network Bearers
Network Device
Management Server
Network Operator

Network Unique Name
Parameters

PC Agent

Policy

Provisioning Mechanisms
Regulatory Agency

Regulatory Agency Label
Removable Media Card

Radio Software

Serial, USB, Ethernet
An entity that has the right to perform a speclfievice Management function on a
Device or manipulate a given data element or pafamé&or example, the Network
Operator, handset manufacturer, enterprise, ord@egivner may be the authority or
share authority for managing the Device. One Mamegg Authority may own all
Device resources or may share or delegate allrts pathese with/to other Management
Authorities

A logical element that can contain or representrmadage configurable data and
software within a Device. The data and/or softwactudes but is not limited to

» Parameters such as connectivity address, Usergnefes, proxy settings, User
Identity, etc.

» Software such as applications, applets, driversduies, firmware and their
updates.

A management object may represent the completecelesdnfiguration or a
portion of a device configuration. There may be tipld Management Objects on
a Device with a pre-specified relationship betwebam. Each Management
Object will support the following operations.

» Add/Install — insert new elements into a Managenject.

* Replace/Update — modify existing and/or insert nelements into a
Management Object.

» Delete/Uninstall — remove existing elements froManagement Object.

* Query/Enumerate — List all or part of a Managentject.

Wireless Bearer and Local Wiredr8ea
Part of the Device Management System that is umdeninistration of a Network
Management Authority
An entity that is licensed and allocated frequetwyperate a public mobile wireless
telecommunications network for the purpose of mtimg publicly available commercial
services.

A full qualified domain name.
In this context, parameters are service-related di@ments that are stored in the Device
and can be manipulated (i.e., changed, added, leted§ over Network Bearers. For
example, system parameters can be used to establisfaintain a bearer session, and
application parameters can be used to specify tbieof a particular service, or some
parameters may be related with performance chaistats.
Application running on a PC or PC-like device ineds proximity, not the Device itself,
that facilitates Device Management functionalitpdawhich MAY involve a logical
association with a DMS.
The set of Service configuration settings and iledaapplications which are mandated
by the Management Authority.

Network bearers, smart,card Media card

A governmental agency (typicallyat regulates the use and/or sale of Devices. For
example the FCC in the USA.

A digital signature or thgjicertificate that securely identifies a piecesoftware and/or
data as being approved by a particular Regulatgenay.
A removable card for the purpose of storing andéa@mhanging mass data as e.g., music,
video.
The software within a Device that is coupled witte tradio hardware to derive the
overall “radio” functionality. Radio software isoh to be confused with User
applications and content, but has certain commign&dr functional requirements for

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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Service Provider

Software Originator

Subscriber
User
Wireless Bearer

device management.
An entity that provides and administers a serviweatSubscriber and/or User. The
Network Operator is often a Service Provider.

The entity that creates, diyeat through a third party, software and/or datayéted for
use in a Device, Platform or Base Station. In thenethat the software and/or data is
controlled by a Regulatory Agency, the Softwaregator is responsible for obtaining
any Regulatory Agency license and Label.

The individual or organisation thatagipg for service.

The individual who is in possession of andraies the Device.
WAN Network Bearers ( e.g. GPRS, GSM Data, CDMA)LAM Bearers (802.1x),
Local Wireless Network Bearers (e.g. Bluetooth, IR)

3.3 Abbreviations

APN Access Point Name

CDMA Code Division Multiple Access

CPU Central Processing Unit

DHCP Dynamic Host Configuration Protocol
DM Device Management

DMS Device Management Server

DRM Digital Rights Management

GPRS General Packet Radio Service

GSM Global System for Mobile Communication
HTTP HyperText Transfer Protocol

HTTPS HTTP Secure

HW Hardware

IMEI International Mobile Equipment Identity
IMSI International Mobile Subscriber Identity
IR InfraRed

MMS Multimedia Messaging Service

OTA Over The Air

PC Personal Computer

PCMCIA Personal Computer Memory Card International Asgimria
PDA Personal Digital Assistant

RAN Radio Access Network

SSDP Simple Service Discovery Protocol

SW Software

uc Use Case

ul User Interface

UsB Universal Serial Bus

WAN Wide Area Network

WAP Wireless Application Protocol

WLAN Wireless Local Access Network

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-DM-V1_2-20070209-A Page 10 (62)

XML Extensible Markup Language

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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4. Introduction (Informative)

As differentiation between Device types grows amyibe functionality broadens, the difficulty in pisioning these
Devices with service-specific parameters and sofhirecreases.

In addition, Device administration servers andeyst face an increasingly difficult task in keepiragk of the status and
configuration of the Devices they manage.

A Device is any User terminal which is primarilyeasin mobile scenarios. They may be equipped avimart card (where
applicable), which is under the sphere of influenta specific Management Authority. The scop®efice Management
includes both the Device itself and smart card. &vibe could be, for example, a WAP- or MMS-capdidedheld, a smart
phone, PDA, or a notebook computer. PDAs, handhsldsrt phones and notebooks can be attached teelesg modem
via hardware integration, cable, IR, and Bluetooth.

Each of the requirements may limit the target Dewix the specific subset of capabilities of a Dewonsidering the fact
that each of the Devices has different constrdhoi®m each other due mainly to capabilities in matr for mobile phone
handset. When such requirements or use casesaxifiegh the capabilities of Device(s) that eaafuisement or use case is
targeting should clearly be described in this dpmdion. Devices which are under the control of a Management Authority
should support transparent forced setting of all parameters covered by the Management Authority Control.

The actors involved in Device Management includendggement Authorities (including Network Operat@sterprise
Managers, Service Providers), Device ManagemeneBys Subscribers and Users.

The objective of this document is to develop addadized approach to Device Management.

This document defines the requirements for Deviemdfiement as a framework to enable such functtgraai

« Bootstrap provisioning of configuration data to evize
« Remote maintenance of configuration data of a Bevic
* Reporting of Device capabilities and configuratiora Management Authority

« Downloading/Updating and Retrieving status of Maragnt Authority’s software, or operating system
components/firmware to a Device

« Device diagnostics, performance reporting, and faanagement

e Secure transmission of exchanged data to and tierbévice

« Access rights management

« Cost-effective administration of configuration aswftware data on the Management Authority’s side

« Easy handling or virtual invisibility of diagnostippdate actions on the Subscriber's side

« Device conformance to policy established by the OMA

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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e Segregation of management ownership between onaamre entities. For example, the operator andrprise
can share management responsibilities

« Device conformance to Policy established by the &¢@ment Authority(s)

« Transfer of Management Authority. For example,rttenagement rights are partially or fully transéelrr
between Management Authorities

< Integration of new software (downloaded or otheeyigto the existing Device Management framework

* Management, download and installation of softwarallalevels above hardware to the Device in thenfof
complete code, patching and deltas as applicableimmunication with the Device Management Server vi
wired and unwired mechanisms

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Description of Use Cases (Informative)

The use cases are classified into the followinggaties:
e Provisioning
e Configuration M aintenance/M anagement
«  Software management
» Fault Detection, Query and Reporting
* Non-application Software Download

In the sub-clauses that follow describing the usses, further flows may be required where theyregeired to meet
functional, security, usability or business neeHsr the sake of clarity these have been omitted.

5.1 Provisioning

51.1 New Device Purchase

A new Device (e.g., a handset or PDA) is purchdsed network Subscriber in an authorised retailesemd provisioned
with parameters. The Device is powered on and giersonnel at the retail outlet use a Device Mamage system to
provision the Device with network-specific parametée.g. gateway addresses, etc.) that enableedglof subscribed
services, as well as User-specific preferences. (@gssage headers, etc.) as defined by the Usdre Device
provisioning can be done via a local or public $f@ort mechanism, e.g. IR, Bluetooth, local, or taoal, wired, or
wireless network. The new Device and all accompangervices are fully operational when the Sulbserieaves the
store.

As a minimum, the retail store shall be able to/jmion the parameters described in section 7.
5111 Actors and Data Authority
e User/Subscriber. The User/Subscriber is authotiseldfine and change the User Preference parasneter
* Network Operator. The Network Operator is authastito define and change the Network Parameters.
» Authorised agent of the Network Operator

5.1.1.2 Pre-Conditions

. User is the Subscriber and has purchased a seateact with the Network Operator.
. Authorised agent (e.g. a retail outlet) has a DeXanagement system for provisioning Devices.
. Device is capable of interfacing with the Devicerldgement system.

5.1.1.3 Post-Conditions

. Device is provisioned with parameters necessaoptain the services the User/Subscriber has puedhas

. Device is configured with User-specific parameteslefined by the User.

. Ngtwork and service provider end points recogrigedevice as having authorisation to use the pastha
services.

. Device and all purchased services are fully openati

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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5.1.14 Variations

The user purchases a device in retail market, @repon the device is automatically provisioned dherair.

5.1.1.5 Normal Flow
1. Device is discovered by local Device Managememntsifucture.
Trusted Relationship is established.

Device is queried for Type and Capabilities.

2

3

4. Type and Capabilities are transferred.

5. Provisioning data is transferred to Device.
6

Provisioning is confirmed.

O : Optional the User overwrites the predefinedigalfor the User's preferences.

. Device Management Network
User Device -
Server Control Operator

1: Local Discovery
of new Device

A
\j

2: Establishment of
trusted connection

3: Device TXEe/CaEabilitx Query

A
\j

5: Transfer of Provisioning Data

—_ 6 C_onﬁr_mation of Provisioni

= XTedsioning
O: User_sets
Preferences

Figure 1 Provisioning of a new purchased Device

Remarks: The User Preference parameters shoulchéegeable for the User in a comfortable way. Thevark
parameters should be altered only by an authoNauhgement Server.
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If pre-configured Devices are brought in bulk b thperator, it should be possible for the operaiogive a simple
"Provisioning Content" XML file to the Device mamaturers, so that the Device (or the smart card)beaprovisioned
in factory.

5.1.2 New Enterprise Device Purchase

A new Device (e.g., a handset or PDA) is purchdsedn Enterprise Management Authority from a Devieedor. The
Enterprise management system has also obtainedoNeparameters and software from the Network Operatd uses
these with Enterprise specific parameters (as gpiate), Enterprise policy/preferences, Enterpapglications, and
Enterprise security credentials to enable Entezprise of the device. All this data is then usecréate a set-up program
for the device. The User receives and powers orDindce. The User then configures their devicengighe set-up
program created by the Enterprise management dythdrhis set-up program can be communicated ¢odévice using
a removal media card, USB, Fire Wire, wireless mekwetc . The setup program is automatically exedwnd after a
few seconds the Device is provisioned with WAN Watk and all accompanying services/applications fatky
operational after setup is complete.

5.1.21 Actors
e User
¢ Network Operator Management Authority
e Enterprise Management Authority
e Enterprise Administrator
5.1.2.2 Pre-Conditions
« User may be a Subscriber and has purchased aeseprtract with the Network Operator.
e The Enterprise has a Device Management system.
< Deuvice is capable of interfacing with the Devicerldgement system.

« The Enterprise Management Authority has programumaticess to the appropriate WAN Network Bearer
parameters established by the Network Operator §eEmant Authority. This may involve partial transts
Management Authority.

5.1.2.3 Post-Conditions

« Device is provisioned with parameters and applicetinecessary to connect to the enterprise netavatkun the
installed enterprise applications.

5.1.2.4 Normal Flow
1. Enterprise Administrator creates the contentsmenaovable media card.
a. Device Mgmt Server (DMS) obtains the Network segifrom the Network Operator.
b. DMS obtains Enterprise parameters and applications.
c. DMS writes the appropriate data and instructiornthéomedia card.
2. Enterprise Administrator gives the media card tésar.
3. The User inserts the media card into a Device.

4. The setup runs and the device is appropriatelyigorgd.
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. - Enterprise Device Mamt Netwark Operator Mgmt . .
Enterprise Administrator Saver Authori Media Card Device LUser
i ] 1 ] i
1 I 1 1 L

CreateBootstrapMediaCard()

GetNetworkParams()

> GetEnterpriseParams()
> GetEnterpriseApps()

CreateSetup()

CopyExeToMediaCard
]

GiveMediaCardToUser()

InsertCardinDevice()

> SetupExecutesAndCompletes()

Figure 2 New Enterprise Device Purchase

5.1.3 Smart Card based Provisioning

A smart card is inserted into the Device for thstfiime. The smart card contains pre-configusewice parameters that
enable access to a Service Provider’s infrastractund a key that allows to establish a trust cdiore¢o the Device
Management system. The User inserts the smartictrdhe Device and the Device is provisioned lfwaptional user
interaction) with parameters from the smart catdpon use, the Device then establishes a relatiothéoService
Provider's management server in the network.

5.1.31 Actors and Data Authority
*  User/Subscriber
+  Service Provider

5.1.3.2 Pre-Conditions

e The User/Subscriber has established a contraalaianship with the Service Provider for serviogel dias
obtained a pre-configured smart card with a keyuilsy aspects of the smart card are not withinsadphis
document).

e The Device is equipped with a Device Management Bgent

« The Device is equipped with an User Agent assadiaiéh the pre-configured service, if required {{oe Device
has the ability to download such a User Agent)
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5.1.3.3 Post-Conditions

« The Device is fully provisioned with parameters essary to allow delivery of the purchased service.

5134 Variations

a) Instead of having parameters pre-configured onsthart card, the card could contain only a key #rables
establishment of a trust relationship with the r\Provider's management server. Service parametaild
then be subsequently provisioned onto the Devicthéyservice Provider over the air.

b) Instead of purchasing a new smart card with a vecSubscriber could purchase a service from aicger
Provider and have their existing smart card coméduwith parameters or keys by an entity with Mamagnt
Authority of the smart card.

5.1.3.5 Normal Flow
1. The User inserts the smart card into the Device.
2. |If applicable (parts of) provisioning data is treersed from the smart card to the Device.

3. With the key on the smart card a trusted connedti@stablished between the Device and the Devigedgement
server.

The Device Management server queries the Devicadral configuration.
The Device responses to the query.

The relevant provisioning data is downloaded towahe Device.

S L

The Transfer of the Provisioning data is confirmed.
5.1.3.6 Alternative Flow

As described in variation a) the trusted relatigmsian be established without prior transfer ofysimning data from
the smart card to the Device (omission of step 2).
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smart .
User Device
card

1: User insert| |2 Transfer of
smart card Provisioning

datal t@)

Device Management o Service
o » .
Server Control |  Provider

3 Establishment of Trusted connection_

4: Device Type / Capability Query

5: Device Parameters Transfer

—_—
- —

6: Transfer of Provisioning Data

—_—

7: Confirmation of Provisioning

Figure3 Smart Card based Provisioning including a partial transfer of provisioning data (Normal Flow)

5.1.4

Bootstrap Provisioning for used Devices

A Subscriber acquires a Device outside the opésatarmal sales lines, e.g. second-hand. An ingpate configuration
in this case is very likely. The only connectionthe operator is the smart card, where applicaiiie. Subscriber's first
time use of the Device is detected automaticallyhi@yoperator's infrastructure.

Alternatively the Subscriber asks explicitly focanfiguration parameter set, e.g. by Customer calteor an abbreviated
dialling request. The characteristics of the Devieeg., Device capabilities, resident applicatiossnfiguration

parameters) are determined and transmitted togbeator's management server. The appropriate jpoainig parameters
are transferred to the Device; optionally afteaftmation by the Subscriber. In addition User¢sfie preferences are

defined by the User.

Difference to the use case in section 5.1.3 ishbat already inserted configuration data has tovieeridden; the Device
is not in a 'fresh’ state, but might be highly mis¥igured, so standard values do not necessanlya

5.14.1

Actors and Data Authority

» Subscriber: The Subscriber has decided to conaecparticular Network Operator.

» User: The User is authorised to define and chémgé&lser Preference Parameter.

* Network Operator: The selected Network Operatauihorised to define and change the Network Cardigon Data.

5142 Pre-Conditions

* The Subscriber has purchased a service contrdtthétNetwork Operator.
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5.1.4.3

5.1.4.4

N oo g M w DN

5.1.4.5

Device is capable of interfacing with the Devicahdgement system.

Post-Conditions
Device is provisioned with parameters necessaoptain the services the User/Subscriber has psecha
Device is configured with User-specific parametsslefined by the User.

Device and all purchased services are fully opanati

Normal Flow

User inserts smart card (where applicable)

Radio Network detects a new combination of Subscrib.g. IMSI) and Device (e.g. IMEI).
Establishment of trusted relationship between Dewgitd Device Management Server.
Management server queries the Device for its céifiabi

Device responses to the request

Appropriate configuration is transferred by the @eWanagement Server.

The provisioning of the Device is confirmed.

Alternative Flow

The Device Management data transfer is triggeretthéyJser. In this case step 2 is replaced by ger'8lrequest.

User Device Device Management Network
card Server Control Operator

smart

: User_insert; No
J_i t’éln
Sty

smart card
Bs9r
I‘ol/l- ~
Sig,

nij . i ;
R data ng < 2: Network discovery of unknown Device >

2A :|User's Request for Provisioning

3: Establishment of o
trusted connection o

4: Device TmelCaEabilitz Query

5: Devic
—
=Lvice Parameter Transfer
—»

isioning ta
& Transfer of Provisionin Dal

§~_7-'C_0n

-
<

> Optign: .
User Canfirmation

firmati

firmation i

20N of Provisionin,
——="9_ _ >

Figure 4 Provisioning for used Devicesincluding network detection (Normal Flow)
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5.1.5  Subscriber provisioning through the PC

A new Device is purchased by the User via the h@efrom a Device vendor. The User receives theid@efrom the
vendor.

To provision the Device the User places the newiein proximity to their PC. The PC Agent discavéine Device. The
User is prompted to ask if they wish to provisithe Device, after an affirmation of consent the Pgert connects to the
Network Management Authority.

The User is then presented with options on the P@nd is stepped through the process of provisiptine Device via a
secure Network connection. The User selects toigord network settings, add additional prepaid réswand selects the
game service. The User enters their personal ettt card information and confirms the transactidfpon completion of a
credential check the Network Management Authontyfsions the device via the PC Agent.

5.15.1 Actors

e User

¢ Network Operator Management Authority

« PC Agent
5.1.5.2 Pre-Conditions

« User may be a Subscriber and has purchased aesepritract with the Network Operator.

« PC Agent is capable of interfacing with the Netwbtanagement Authority.

« PC Agent is capable of interfacing with the Device.

« PC Agent has obtained mechanism to access the NeManagement Authority.

« PC Agentis present on the PC.

« Device is capable of interfacing with the Networlahhgement Authority (variation 1).

« User has obtained mechanism to access and lofjletteork Management Authority website (variation 1).
5.1.5.3 Post-Conditions

« The Device has network connectivity.

¢ The Subscriber has more prepaid minutes on theaumt.

e The appropriate applications are installed andeseside service provisioning is complete.
5.1.54 Variations

1. The Device provisioning can be performed via an Ondéchanism between the Network Management Autharitythe
Device.

2. The User while sitting in front of their computdagpes the Device in proximity of the PC. The PGeAgdiscovers the
Device and interrogates the Device for the numbeavailable service minutes. If the service minuées below a
preconfigured limit the PC Agent prompts the U$éhéy wish to top up the number of service minutes

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-DM-V1_2-20070209-A

Page 21 (62)

5.1.55 Normal Flow

c
I3
D
14

PC Computer Agent Device

N

work

rator Managemen

Authority

1 1 1

DiscoversMobileDevice()

GetConfigSettings J

> ConfigDoesNotExist()
[

GetSubscriberOptions()

PresentOptions(NetworkConfig, BuyPrepaidMinutes, SubToGame)

SelectOptions(NetworkConfig, BuyPrepaid, BuyGame, CreditCardInfo)

GetNetworkParams()

SetNetworkParams()

GetGameParams()

ConfigGameService()

BuyPrepaidUnits()

SetPrepaidUnits()

L] T L]

Figure5 Provisioning via Computer Agent
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5.1.5.6 Variation 1 Flow
. Network Operator Management
User PC Computer Agent Device WebSite Authority
v Y T i |
|
DiscoversMobileDevice
GetConfigSettings()
> ConfigDoesNotExist()
LaunchBrowseWithURL
b Get(default htm)
GetSubOptionList()
PresentOptions(NetworkConfig, BuyPrepaidMinutes, SubToGame)
SelectOptions(NetworkConfig, BuyPrepaid, BuyGame, CreditCardInfo)
Charging()
SetNetworkParams()
SetNetworkParams()
SetPrepaidUnits()
SetPrepaidUnits()
ConfigGameService()
ConfigGameService()
=
T T T

Figure6 ProvisioningviaOTA

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-DM-V1_2-20070209-A Page 23 (62)

5.15.7 Variation 2 Flow

Network Operator Management

User Device PC Computer Agent :
Authority
| | |
_ _ _ 1
> DiscoversMobileDevice()
GetPrepaidTotal()
> PrepaidUnitsLow()
AddPrepaidMinutes?()
GetPrepaidPlans()
CollectPrepaidPlanSelection()
1
CollectCreditCardInfo()
BuyPrepaidUnits()
SetPrepaidUnits()

T T M

Figure 7 Low prepaid detection

5.2 Configuration Maintenance/Management

5.2.1 Remote Configuration initiated by the management server

An operator changes its platform infrastructuredatata service, e.g. the IP-address of WAP gatelwanges. Manual
configuration of the new parameters by the Subecnitith assistance of Customer care is a lengtlly@ambersome
procedure. Either the attempt to access the op&ratdrastructure with the old parameter set giggthe transfer of the
new parameter set, or all affected Devices aretifittth and automatically updated over the air, regss of the actual
usage of the service.

The management server receives the parametersgalient Device to be updated. The managemeneseetermines
the Device information in order to potentially cusiise the configuration. The management server ssehd
configuration information to the Device. The Deviswores the data in the configuration context dased with the
management server without any User interactionrapdrts the status as requested by the managesreat.Optionally
an User confirmation may be requested. The Deviteracts with the User. If the User confirms theragion, the
Device stores the data in the configuration conassbciated with the management server.

5.2.1.1 Actors and Data Authority
» User: User-specific preferences are not altered

* Management Authority: The Management Authoritgushorised to define and change the Configurdiata
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5.2.1.2 Pre-Conditions
« Configuration Data has/will become obsolete.

« Device is capable of interfacing with the Devicerldgement system.
5.2.13 Post-Conditions

« Device is provisioned with effective parametersassary to conserve/improve the services the UdestSiber
has purchased.

« Device is configured with User-specific parametsgpreviously defined by the User.

« Device and all purchased services are fully openati

5214 Variations

« A Enterprise Management Authority changes a Depiley setting. Using the Enterprise Device Mamagat
system the administrator deploys the policy chatmeall Devices. The next time the Users connecth®
corporate network, the new policy is applied.

< A Customer experiencing problems with their hands#is customer care. While the call is still aetithe
customer care agent is able to read:
- the Device information;
- other available Device settings, including asiaimum those described in section 6.10;
- the application inventory.
The agent detects a fault in the settings ands¢ketincorrect parameters remotely via the manageserver.

* The Network Operator reads the Device settingsdigt the above bullet outside of the context ofistomer
care call, as part of pro-actively solving problems

« A new service is to be enabled for legacy DevicBEsis may require a new APN to be configured inlthadset,
a new bookmark to be added etc.

Remarks: High volume remote configuration of Desicghould be possible in a short time period, so the
interruption/duplication of a service is short. émder to avoid User confusion in this case the igométion
affirmation should be abandoned.

5.2.15 Normal Flow

1. Detection of Device with obsolete configurationtisgjs, e.g. by addressing wrong URL or IP-addra#iernatively
query for the Device settings actively, e.g. triggeby customer care call.

2. Establishment of trusted relationship between Dewitd Device Management Server.
3.  Management servers queries the Device for actudigioration.

4. The Device responses to that query.

5. The effective configuration data is transferredhte Device.

6. The update of the configuration data is confirmed.

5.2.1.6 Alternative Flow

» If settings should be overwritten unconditionallye transfer of old configuration in the Device danomitted (step 3
and 4).
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Figure 8 Remote Configuration by management server (Normal Flow).

The Device Query (step 3) and the correspondingstes of capabilities/configuration (step 4) cobkel omitted if the

wrong configuration is detected in the network érthie configuration is distributed to a mass of Res
unconditionally

5.3 Software management

5.3.1 Software upgrade/update/installation initiated by the management
server/User:
The management server requests the software/hagdimaentory of the Device. The Device returns appedie
inventory data to the management server (with opti?Jser interaction). The management server agslif®e data, and
initiates the transfer of the required softwaree Trevice receives and installs the software usiegitechanisms that are
applicable to that type of software. Upon completithe Device reports the status to the managesenér as requested

by the management server. Software may be trapsfas an upgrade package that is not in itsel€ongplete software
component being updated. Software updated in taismay be indistinguishable from software updateitsi entirety.

5.3.1.1 Actors and Data Authority

» Provider: The Service/Content Provider assigns velpgalication software should be installed by ddfam a specific
Device type. The provider is authorised to defind ehange the default software on a Device type.

» User authorises request from the Management Server.

53.1.2 Pre-Conditions

Installed software (or SW versions) on a Devicat®rrect or incomplete or non-existent or is tednadded
functionality applied or is to be enhanced for sigwr performance reasons.

« Device is capable of interfacing with the Devicerldgement system.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-DM-V1_2-20070209-A Page 26 (62)

5.3.1.3

5.3.1.4

Security constraints imposed by Device Managemenie® and any Device Client are met.
Post-Conditions

All software and/or software updates target atdice have been delivered and installed.

Device and all purchased services are fully openati

Variations

The servers request (inventory) is replaced by aerUequest (directly or indirectly via a web seevifor
example). Furthermore the User may request additisoftware over the default software installatidie
portfolio of these additional software is authodzey the provider.

The service/content provider may suggest updatdéoamdditional software. User acceptance would lea
device query and download of update.

The management server may be able to trigger thwtee execution of the application securely, i.geraf
authentication of the management server and wihrad integrity of the executed code.

Remark: The management server shall be able talstopxecution of an application intended to beraged.

5.3.1.5

Normal Flow (for initialisation by the server)

1. The Device Management Server issues a request dkice for an inventory of installed software

2. The Device issues a request to the User for autiiion to send a response to the Device ManageSener

containing an inventory of installed software antharization to install upgrades

3. Upon confirmation by the User, the Device sendgdisponse to the Device Management Server
4. The Device Management Server initiates softwarerdoad, installation, and execution

5. The Device sends a confirmation back to the DeMeaagement Server
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User Device Device Management Server

-— 1. Request Inventory
-¢———2. Request Authorisation
3. Issue Authorisation ————®
4. Send Inventory ——————p»
~¢—5. Download & Install S/W

6. Send Confirmation ———p»|

Figure9 Software Upgrade/Update

5.4 Fault Detection, Query and Reporting

5.4.1 Helpdesk problem determination

A Subscriber calls the operator’'s customer cariitfaor corporate help desk complaining that thBevice is reporting
an error, or a service is failing to work. Thepmnate help desk or operator's Customer care sétghr Desk agent can
query the Device to determine key information,:e.g.

e Device type

e Serial number

¢ Operating system version

e Capabilities

¢ Installed applications

«  Connectivity/application configuration
« Event/performance logs

Based upon this information, the Help Desk agent beaable to determine the cause of the issuetakedDevice
Management actions that resolve it.
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54.1.1 Actors and Data Authority

e Subscriber (User or Corporate Customer): A Corgo@istomer may be able to specify aspects of the
configuration and issue resolution procedurestfobevices.

« Device: The Device protects its configuration framauthorized access.

« Management Authority: The Management Authority aaness the Device configuration, and change it.

54.1.2 Pre-Conditions
« Devices support Device Management queries andrecfiom the management server.

« The Network Operator has a Device Management sspggorting Device Management queries and actions.

54.1.3 Post-Conditions
N/A
54.1.4 Normal Flow
User calls Customer Care
Customer Care sends query to Device
Device reports its configuration information to fBastomer Care server
Customer Care sends request to User for authanstiidownload application to Device
User grants authorisation

Customer Care downloads application to deviceallssand executes it

N oo g M w NhoPE

Device sends acknowledgement to Customer Carerserve

User Device Network Ogerator _Customer
Care Facility
] I I
I I I
L ﬁ 1
1. Call Customer Care »>

— 2. Query Device

3. Report Configuration ——

l¢—— 4. Request Authorization to Download Application
[
5. Authorization Granted ——— P

—6. Install, Run, & Delete Application

7. Repair Confirmed ——————»

Figure10 Fault Detection, Query, and Reporting
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5.5 Non-application Software Download

Non-application software download is the procesdalivering new executable code to a device to fgath operation or
performance.

Examples of non-application software include bwg aot limited to device operating system, driveeglio software and
firmware. While the following Use Case is intendedbe generic it should be noted that the softvieriag updated may
have its own requirements and that these requiresmeay be outside the scope of OMA. What is beegrdbed here is the
need for the ability to update non-application wafte and provide a means to do so. We are notidgfthe elements but a
mechanism to update them.

5.5.1  Bug Fixes for Operational Improvement
55.1.1 Short Description

The increased complexity of Devices has increabkedlikelihood for device recalls due to softwar@here is a strong
business case for over-the-air software downloacbtoect software deficiencies including non-apgtiiens software. The
manufacturer is responsible for developing softwarecorrecting “bugs” in their software and foregeng approval from the
appropriate regulatory agency for every softwamsiea to be installed and executed on any wirghesdware device.

5.5.1.2 Actors and Data Authority
. User/Subscriber: The end User may request a download of softwafix tbugs” in non-application software.

. Network Operator/Service Provider: The Network Operator/Service Provider may ingigbftware download to
correct “bugs” in the software.

55.1.3 Pre-Conditions
« Manufacturer: Mustinclude non-application software reconfagion capabilities in the design of the device.

e User/Subscriber: Must initially configure Device to accept softiadownload for non-application software
reconfiguration.

¢ Network Operator/Service Provide: Works with the manufacturer to identify and sobtleficiencies in non-
applications software.

55.1.4 Post-Conditions
* Mobile device has corrected operational non-apfiica software
5.5.1.5 Variations
¢ The download may be accomplished either over-therddy other mechanisms (e.g., service techniatankiosk).
« Either the Network Operator/Service Provider orlttser/ Subscriber may initiate this action.
5.5.1.6 Normal Call Flow
1. Operator Management authority installs correctéthsme in server.

2. Software is downloaded to the device using a staliwid protocol. This protocol includes devicecdigery,
capability exchange, authentication, authorizatind security and other software download functions.

3. The User is notified of changed software.
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6. Requirements (Normative)

6.1 High Level Functional Requirements
6.1.1  Security

6.1.1.1 General security requirements

1. The authentication procedure MUST be strong endagmsure that is not be possible for a third pertymasquerade as a
Device management server by spoofing its idengityrhe client and sever MUST be capable of detectpipy attacks3.
Architecture supports traversal of corporate firksvand Network translation Devices (Use Case %.1.2

4. If end user confirmation is indicated by the Devidanagement Server, the Device will prompt forrusanfirmation
before incorporation of configuration data. (Uses€&.1.5)

5. Except for establishing the initial trust relatihip (bootstrap) over the air, if end user confiiorais not indicated by the
Device Management Server, the Device MUST NOT askuger confirmation before incorporation of configtion data.
(Use Case 5.1.5)

6. The non-repudiation of the session MUST be ensiflésk Case 5.4.1)

6.1.1.2 Authentication
Before any Device management operations can biedamt on the Device, it must conform to the fallog:
1. The client MUST successfully authenticate the DewWtanagement server (Use Case 5.2.1).

2. If the Device management operation is related te@®l information then the user MUST successfallyhenticate
himself to the Device management server (Use C&s&)5

3. The Device Management Server May also authenttbat®evice (Use Case 5.1.1.,5.1.3, 5.4.1)

4. Whenever there is communication between Devicedgament Servers the Device Management Servers Mulgdally
authenticate (Use Case 5.1.2).

5. With local wireless interfaces, discovery is coligd between the PC Agent and Device. Secure ediot and
authentication MUST be supported. The first connaatequires a secure association be created betiieeDevice and PC.
(Use Case 5.1.5)

6.1.1.3 Authorisation

Before the Device Management server can carry myDeevice management operations on the Deviceydtmonform to
the following:

1. The Device Management server MUST be authoriseditiy out any Device management operations o#wce (Use
Case 5.2.1).

2. With local wireless interfaces, discovery is coligd between the PC Agent and Device. Secure ediot and
authorisation MUST be supported. The first conmectiequires a secure association be created betiveddevice and PC.
(Use Case 5.1.5)

6.1.1.4 Integrity protection

1. All data communication between the Device Managenserver and a Device MUST be integrity protec(étke Case
5.1.1,5.1.3,5.4.1)
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2. All data communication between Device Managememt& MUST be integrity protected. (Use Case 5.1.2)

3. The Data Link between the Software Originator #gent) and the Device Management Server MUST miaimtata
integrity. (Use Case 5.5.1)

4. The inventory SHALL be secure from alteration wisent by the appropriate integrity protection. (@sse 5.3.1)

5. The downloaded software SHALL be secure from atten by the appropriate integrity protection. ((&sse 5.3.1)

6.1.1.5 Confidentiality protection

1. All data communication between the Device ManagerServer and a Device, that is personal to the arseonfidential
to the owner of the information (e.g. some netwapkrator settings) MUST be confidentiality protelctdUse Case 5.1.1,
5.1.3,5.4.1)

2. All data communication between Device Managememt&s MUST be confidentiality protected. (Use Cade?)

3. The Data Link between the Software Originator égent) and the Device Management Server MAY maintiita
confidentiality. (Use Case 5.5.1)

4, The Data Link between the Device Management Seaver the Device MAY maintain data confidentialityhere
appropriate. (Use Case 5.5.1)

6.1.1.6 Smart card security
1. Provisioning data on smart card SHALL be proteagdinst unauthorized modification. (UC 5.1.3)
2. It SHALL NOT be possible for the Smart Card togalvany secret keys it holds (UC 5.1.3)

6.1.2 Recording

1. The Device Management System SHALL provide sudfitiinformation so that queries from the Device Egement
Server, reports from Devices, data downloads, akdawvledgements MAY be billed and tracked accoryinflJse Case
5.1.1,5.1.3,5.4.1)

2. If a management authority causes delegatiooctur among several Device Management ServersMéneagement
Authority MAY request from each DMS, and each DM3AR.L provide, reports of the operations performadhidevice for
tracking purposes (Use Case 5.1.1, 5.1.3,5.4.1)

3. The session MUST be identified as customer-cdete@. (Use Case 5.4.1)
4. The session MUST be uniquely identified. (Use Cadel)

5. If transactions are logged, server MUST log tratisas with success indicator. (Use Case 5.4.1)

6.1.3  Administration and Configuration

1. The DMS SHALL provide a standardized mechanismpiablishing session/message transactions, sucbrdsnsation
requests and results, etc.

(Use Case 5.1.1, 5.1.3,5.4.1)
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2. Confirmation request messages SHALL be uniquetyptified and contain at least the subscriber ith dadata summary,
and date/time.

(Use Case 5.4.1)

3. Confirmation result messages SHALL be uniquelyntdieed and correlated to the request.
(Use Case 5.4.1)

4. Management Authority MAY be delegated by a primsignagement Authority (one that has domain oveivargset of
Management Objects) to a secondary Management AtythgUse Case 5.1.1)

5. The first connection MUST involve a secure asdamicbe created between the Device and PC. (Use &4s5)

6. The DMS shall send a notification of the updatgrage to the appropriate management authority. (ése 5.3.1)

6.1.4  Usability

1. If user confirmation is indicated by smart cardadlahe Device SHALL ask for user confirmation refincorporation of
provisioning data (stored on smart card).

2. If user confirmation is not indicated by smart ccatata, the Device MUST NOT ask for user confiraoatbefore
incorporation of provisioning data (stored on sneard). (UC 5.1.3)

3. If indicated by smart card data, the Device SHAddtablish the connection to Device Management $aw®nomously.
(UC5.1.3)

4. If user confirmation is indicated by the Device Mgement Server, the Device SHALL ask for usericmation before
incorporation of configuration data (transferreddmvice Management Server).

5. Except for establishing the initial trust relatship configuration (bootstrap) over the air, if usenfirmation is not
indicated by the Device Management Server, the @eMUST NOT ask for user confirmation before inagiion of
configuration data (transferred by Device Manageansamver). (UC 5.1.3, 5.1.4, 5.2.1)

6. The Device SHALL be capable for being contactedHsyDevice Management Server, if the Device igdwid on and
has radio coverage by its subscribed network opeeetd is not busy by a voice link. (UC 5.2.1)

7. The Device MAY be capable for being contactedhi®/Device Management Server, if the Device is lysg voice link.
(UC5.2.1)

8. User is not prompted if there is no work to beel{ldse Case 5.1.5)

9. Management Authority MAY clarify implications ofibsequent actions (query, etc.) to the User. (UseG.4.1)
10. User voice calls MUST NOT be terminated upon réoemf the query. (Use Case 5.4.1)

11. User voice calls MUST NOT be terminated upon réoepof the authorization request. (Use Case 5.4.1)

12. Authorization MUST be clear esp. regarding priveesues and warranty. (Use Case 5.4.1)

13. User MAY be informed that the process is over.gd@sse 5.4.1)

14. The user SHALL be asked for confirmation to pextéefore any software is updated. (Use Case 5.3.1)
15. The user SHALL be informed that the update/upgtatebeen completed. (Use Case 5.3.1)

16. The Device MUST NOT send an inventory list of aggions installed in the Device without eitherstioptional feature
being added by the user or the Device asks forigerom from the user when needed.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-DM-V1_2-20070209-A Page 33 (62)

6.1.5 Interoperability
1. The DMS MAY be interfaced with a Customer Carel@ption. (Use Case 5.4.1)

2. Errors MAY be reported to a Customer Care appbioatUse Case 5.4.1)

6.1.6  Privacy

Requirements covered in other sections

6.2 Overall Systems Requirements

1. The Device Management infrastructure MAY be baged distributed architecture, wherein functiorleheents of the
system (e.g., the Device Management Server) MAYsisbiof one or more coordinated, but physicallyasafe entities. (Use
Case 5.1.1)

2. The overall system SHALL support a distributedteyn architecture (Use Case 5.1.2)
3. Device Discovery by the Device Management ServeiSW be clearly defined (e.g. SMS, push.). (Use Ga4d)

5. The Device Management System SHALL make provisiordifferent Management Authorities (e.g. Enté&ser Network
Operator) to manage different data sets or appicstin a single device. Each Management Authadty control data sets
and applications owned by that Management Authority

6.3 System Elements
6.3.1  Device

1. The Device SHALL be capable of discovering thespreee of nearby, active Device Management systemegits if those
elements are using compatible local bearers. (dse6.1.1)

2. The Device SHALL be able to communicate all ofrékevant properties (e.g., manufacturer, modehiare, etc.) to the
Device Management Server on demand. (Use Case 5.1.3, 5.4.1)

3. The Device SHALL be able to communicate its calittd and configuration (e.g., WAP/MMS settingsstalled
software applications, etc.) to the Device Managar®erver on demand. (Use Case 5.1.1, 5.1.3, 5.4.1)

4. The Device SHALL be capable of autonomously (iveithout User interaction) accepting and storingvdmaded
Management Objects (e.g., parameters, softwarg,after the one time initial trust relationshipnfiguration (bootstrap) is
performed. (Use Case 5.1.1, 5.1.3, 5.4.1)

5. Obsolete/outdated configuration data transfertertdd by any other Management Authority MUST NOBvyant the
incorporation of the current data (UC 5.1.4).

6. The data tree for containing Device managemergatbjon the Device SHALL be capable of being mediffi.e., nodes
or data fields added or deleted), read from, andfdten to. (Use Case 5.1.1,5.1.3, and 5.4.1)

7. The Device SHALL be capable of receiving and digplg a command from the DM Server to request dsafirmation
for a management action. (Use Case 5.4.1)

8. The Device SHALL be capable of accepting User imggarding confirmation of a proposed managemetibra and
sending the result of that confirmation to the Dbh&r. (Use Case 5.4.1)

9. The Device SHALL be able to acknowledge the recaif installation of data downloaded from the BevManagement
Server. (Use Case 5.1.1,5.1.3,5.4.1)

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-DM-V1_2-20070209-A Page 34 (62)

10. The Device SHALL be capable of detecting the pneseof provisioning data on an installed, activeedart Card. (Use
Case 5.1.3)

11. The Device SHALL be capable of autonomously e&hlilg a data link with the Device Management Serusing
connectivity information stored on the Smart C4tése Case 5.1.3)

12. The Device SHALL be capable of participating imatual authentication with the Device Management/&e using
authentication credentials (e.g., a challenge mesg)ostored on or derived from the Smart Card. Cksee 5.1.3, 5.4.1)

13. Device SHALL retrieve and incorporate relevant faguration data stored on the smart card into threvi€e's DM
structure. (UC 5.1.3)

14. Each Device MUST support standardized dynamidldzaion when the Device is first connected to tie¢éwork. If an
IP address cannot be allocated from the netwogq the Device MUST use automatic IP addressingdARj} to obtain an
address. (Use Case 5.1.5)

15. The Device SHOULD announce itself on the netwarlalt control points it detects. The act of ann@ament does not
imply the Device will receive rights, since assiggmhof rights is an expression of the user's datisivhen the Device is
added to the network, the discovery protocol alltiveg Device to advertise its services to contmh{s on the network. The
fundamental exchange in both cases is a discovessage containing a few, essential specifics abeuDevice e.g., its
type, identifier, and a pointer to more detailefbimation. (Use Case 5.1.5)

16. The Device MUST support the assignment of a digmame in relation to a network unique name(Uase5.1.5)

17. The mapping from friendly name to unique name MUfTthe function of each user’s user interfacéhndase where
the Device is shared. (Use Case 5.1.5)

18. A method SHOULD be available by which a Device MAYtomatically configure an interface with an IRwfk-local
address, IPv4 address in the 169.254/16 rangestivatid for link-local communication on that intace, or both. On top of
this there is a requirement to be able to defirelitik-local configuration to enable hosts that s multi-homing (more
than one active interface and/or, more than onigeaatddress per interface, both IPv4 and IPv6 ades® or a combination
of these).This requirement is especially valuablenvironments where no other configuration medrarsuch as DHCP is
available. (Use Case 5.1.5)

19. The Device s SHOULD  support IP based Device  disgpverbased on the  SSDP
[http://mww.upnp.org/download/draft_cai_ssdp_v1 t&3. The Device SHOULD support a 30 minute suggddimeout for
when a Device is added or disappears from the nmktdse Case 5.1.5)

20. If end user confirmation is indicated by the Devidanagement Server, the Device will prompt forrusmnfirmation
before incorporation of configuration data. (Uses€&.1.5)

21. PC Agent SHALL be capable of changing the DM twaehe Device and install the application (Use CGaes)
22. The Device MAY support concurrent voice calls aliathh exchanges. (Use Case 5.4.1)

23. The Device MUST support at least one wireless dataer. (Use Case 5.4.1)
24. The Device MUST respond to query. (Use Case 5.4.1)

26. The Device MUST verify integrity of data beforeegxtion. (Use Case 5.4.1)

27. The Device MUST report to Server errors that oaturing the parameter or software download. (UseeGas.1)

28. The Device MUST be capable of determining that3kever is authorized to provide the software andéba. (Use Case
5.5.1)

29 The Device MUST be capable of exchanging secinftyrmation with the Server. (Use Case 5.5.1)
30. The Device MUST be capable of storing the softwhat is downloaded. (Use Case 5.5.1)
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31. The Device MUST be able to independently verifg thalidity of the Software Originator of the Softwaand/or Data
downloaded. (Use Case 5.5.1)

32. The Device MAY be able to verify, with the help @fTrusted Authority, the validity of the Softwabgiginator of the
Software and/or Data downloaded. (Use Case 5.5.1)

33. The Device MUST be able to verify that the downdled Software and/or Data is targeted to the DeYidse Case 5.5.1)
39. The Device SHALL send an inventory of its instdleoftware to the Device Management Server. (Use Ga3.1)
40. The Device SHALL receive the software update/upgrgdUse Case 5.3.1)

6.3.1.1 Interface to other Devices

1. Data links between the Devices SHALL be over stéadized, local and/or remote, wired and/or wirelbearers (e.g.,
Bluetooth, IR, USB, Ethernet, GPRS, etc.). (Usee(as.1)

2. Protocols used SHALL be generally accepted amttistaized (e.g. TCP/IP, http, https, Universal Rind Play, etc) (Use
Case 5.1.5)

6.3.1.2 Interface to Device Management Servers

1. Data links between the Device Management ServerDmvices SHALL be over standardized, local andéonote, wired
and/or wireless bearers (e.g., Bluetooth, IR, UStBernet, GPRS, etc.). (Use Case 5.1.1, 5.1.3,)5.4.

2. Interface MUST support traversal of corporateviiaéls and Network Address Translators (Use Casp.1
3. Interface MUST be discoverable (Use Case 5.1.2)
4. The Device Management Server MUST support seauraeactivity via HTTPS. (Use Case 5.1.5)

5. Protocols used SHALL be generally accepted amtistaized (e.g. TCP/IP, http, https, Universal Rind Play, etc) (Use
Case 5.1.5)

7. The Device Management Server and the Device MUSalbe to exchange their respective capabilitiessahect a set to
be used for the download. (Use Case 5.5.1)

8. The Device MUST be able to notify the server ithaas accepted and successfully saved the dowetbsoftware and/or
data. (Use Case 5.5.1)

6.3.2 Smart Card
1. The Smart Card SHALL be capable of storing Manag@®bjects (e.g., network address(es)). (Use E4s8)

2. The Smart Card SHALL be able to securely stor@entication parameters, such keys, encryption neshe, etc. (Use
Case 5.4.1)

3. The smart card MAY store dagdlowing the establishment of a secure connectiathé Device Management Server (UC
5.1.4).

4. Device Management Server SHALL be capable of mdatg a Device’'s Management object

(Use Case 5.1.3)
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5. The data tree for containing Device managemergatdjon the Smart Card SHALL be capable of beindified (i.e.,
nodes or data fields added or deleted), read femul/or written to. (Use Case 5.1.3)

6. The Device Management Server SHALL be capableafipulating a Management object resident on a S@exnd
(Use Case 5.1.3)
7. Smart card SHALL provide mechanism that allowscedht detection of its DM structure. (UC 5.1.3)

8. If the Smart Card is present, the Smart Card MA&Ybed to ensure authenticity, integrity and nqudéation of session
between Device and DMS. (Use Case 5.4.1)

9. The Smart Card MAY be used to store data in areefashion. (Use Case 5.4.1)

6.3.2.1 Interface to Device Management Servers

1. The Device Management Server SHALL be able tobtistaa data link with a Smart Card installed iDevice. (Use Case
5.1.3)

6.3.3 PC Agent

1. The PC agent SHALL to be able to support discowdripevices so that it can identify those that dticeceive access
rights to Devices in the local security domain. TRE MUST be able to authenticate and authorizenhéariDevice
interaction. The PC is responsible for grantingeascrights to Devices under its control via ther'ss#ecision. (Use Case
5.1.5)

2. The mapping from friendly name to network unigaene SHALL be the function of each user’s user fatar in the case
where the Device is shared. (Use Case 5.1.5)

3. The PC agent SHALL be capable of launching thevbes with an appropriate URL. (Use Case 5.1.5)

6.3.3.1 Interface to Devices

1. Any interested PC Agent SHALL be capable of ligtgnto the standard multicast address for notifcet that new
Devices are available. (Use Case 5.1.5)

2. Protocols used SHALL be generally accepted amttlstaized (e.g. TCP/IP, http, https, Universal Rind Play, etc) (Use
Case 5.1.5)

3. Data links to Devices SHALL be over standardidedal and/or remote, wired and/or wireless beafeig, Bluetooth, IR,
USB, Ethernet, GPRS, etc.). (Use Case 5.1.5)

6.3.4  Overall Device Management Server

1. The Device Management Server SHALL be capableisifodering the presence of nearby, active Deviceadament
clients if those elements are using compatiblellbearers. (Use Case 5.1.1)

2. The Device Management Server SHALL support muaughentication with the Device. (Use Case 5.11.355.4.1)

3. The Device Management Server SHALL be capable w#rying Devices for information about Device prdjess,
configuration, and capabilities. (Use Case 5.11.355.4.1)
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4. The Device Management Server SHALL be capableuefying the Smart Card for information about Deviceperties,
configuration, and capabilities. (Use Case 5.1.3)

5. The Device Management Server SHALL be capable arfipulating a Device’s Device Management Objectg(Case
5.1.1,5.1.3,5.4.1)

6. The Device Management Server SHALL be capable afipulating a Management Object resident on a S@ard’.
(Use Case 5.1.3)

7. The Device Management Server SHALL be capableapfible of add/deleting/editing the fields of thevide's Device
Management Object. (Use Case 5.1.1, 5.1.3, 5.4.1)

8. The Device Management Server SHALL be capableddfdeleting/editing the values of the Managemene€ipresent
on a Smart Card. (Use Case 5.1.3)

9. The message from the Device acknowledging a demiemagement operation SHALL contain an indicatidn o
success/failure of the operation. (Use Case 1113, 5.4.1)

10. The Message from the Device acknowledging a dewamagement operation SHALL contain an indicatidn o
success/failure of the operation. (Use Case 5.1.3)

11. The DM Server SHALL be capable of sending a regfardUser confirmation to the Device, and acceptime response
from the Device. (Use Case 5.4.1)

12. The DMS SHOULD be capable of receiving fault mgesafrom a Device, and if supported the DMS SHAlLbavide a
standardized mechanism for publishing the mess#gss.Case 5.4.1)

13. The management server SHOULD be able to poll @svior faults. (Use Case 5.4.1)

14. The Device Management Server SHALL be able tobéistaa secure data connection to the Device. (UC355.1.4,
5.2.1)

15. The Device Management Server SHALL support groddressing of Devices in order to transfer the chkdng
management objects for them. (UC 5.2.1)

16. For the Device Management Server to be able ferdiftiate between the new and current configunatiba Device,
Management Object data definitions SHALL specifpagical value representations and associated fatesnambiguous
comparison. (UC 5.2.1)

17. Management Object data definitions SHOULD be casepldrom a common set of basic data types ratlaertly
specifying new data types.

18. The Device Management Server SHOULD support &t leae wireless data bearer. (Use Case 5.4.1)

19. The Device Management transactions SHOULD be atediwith sufficient information to enable the Dmvi
Management Server to detect the lack of responBewite in a specified time interval. (Use Casel§.4

21. The Device Management Server MUST report erroesstandardized format. (Use Case 5.4.1)
22. The Device Management Server MUST verify intggoit data prior to download to Device. (Use Cagelj.

23 The Device Management Server MUST be able to wetifit software and/or data is from an approvedv&oé
Originator or agent thereof. (Use Case 5.5.1)

24. The Device Management Server MUST be able to tetken a Device that needs a software and/or dadate. (Use
Case 5.5.1)

25. The Device Management Server MUST be capable tafriadéning that the Device is authorized to recdhve software
and/or Data. (Use Case 5.5.1)
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26. The Device Management Server MUST be capabletefrimgating the Device as to its capabilities anddtermine from
this information if the Device is capable of reée@/the software/data download using a mutuallyeadrupon method and
format. (Use Case 5.5.1)

27. The Device Management Server MUST be capabledfanging security credentials with the Device. (Csse 5.5.1)

28. The Device Management Server MUST be capableaobmitting the software and/or data to the Deidee Case
5.5.1)

29. The Device Management Server SHOULD be able tdyyaither independently or with the help of a Sted Authority,
the validity of the Software Originator of the Sedéire and/or Data to be downloaded. (Use Case 5.5.1)

30. The Device Management Server SHOULD be able tdytrat the downloaded Software and/or Data igéted to a
particular Device. (Use Case 5.5.1)

32. The Device Management Server SHALL be able toyjaddevice for an inventory of its installed softea

33. The Device Management Server SHALL support gralgressing of Devices in order to query multiple ies for the
purposes of a common update/upgrade to those Beyldee Case 5.3.1)

34. The software inventory reported from the DeviceARH be in standardised format. (Use Case 5.3.1)

6.3.4.1 Interface to Devices

1. Data links between the Device Management Serveavices SHALL be over standardized, local andéonote, wired
and/or wireless bearers (e.g., Bluetooth, IR, UStBernet, GPRS, etc.). (Use Case 5.1.1, 5.1.31)5.4.

2. Network/Device Management Server SHALL be cap&bldiscover a new combination of Subscriber andi@esattached
in the Network (UC 5.1.4).

3. Interface supports traversal of corporate firesvathd Network Address Translators (Use Case 5.1.2)
4. The DMS MUST support secure connectivity via HTTR&e Case 5.1.5)

5. Protocols used SHALL be generally accepted antstaized (e.g. TCP/IP, http, https, Universal Rind Play, etc) (Use
Case 5.1.5)

7. The Device Management Server and the Device MUSalbe to exchange their respective capabilitiessahect a set to
be used for the download. (Use Case 5.5.1)

9. The Device Management Server MUST be able to psotiee response from the Device indicating theeagcor failure of
the download. (Use Case 5.5.1)

6.3.4.2 Interface to other Device Management Servers

1. Interface SHALL support traversal of corporatetialls and Network Address Translators (Use Cak@)b.
2. Interface SHALL be discoverable (Use Case 5.1.2)

3. The Device Management Server MUST support secureextivity via HTTPS. (Use Case 5.1.5)

4. The Device Management Server SHALL expose a stdridterface for obtaining Network parameters (dsese 5.1.2)

6.3.4.3 Interface to External

1. Device Management Server SHALL provide an intefémr receiving subscriber data remotely, whicméeded to
identify the Device or smart card of new subscrifegC 5.1.3)
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2. Device Management Server SHALL provide an intexfd@at allows the user to trigger the transferarffiguration data
(UC5.1.4).

3. Device Management Server SHALL provide an intexfttat allows the Management Authority to initittte transfer of
(updated) configuration data. (UC 5.2.1)

6.3.5 Network Interfaces

Requirements covered in other sections.
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7. urces to be managed in the Device (Informative)

This section provides an overview of the resoukgkih are candidates for being managed using thecBevlanagement
mechanism. Categories of parameters and the paemitemselves that are listed in association w&itresource are
informative only — they are meant to provide guidance, and aremaxhaustive list of required parameters for paldir
capabilities, applications, or other Device chagastics.

There may be some special conditions or expecttwound the presence, access, or manipulationaofiged resources
that should be taken into account when definingupaters and some of those conditions are noted here

O Note that not all resources may be available avengime depending on a number of factors, sucth@gpresence
of accessories or permissions associated withaures. For example, in Devices with a smart caodjes parts of
the resources managed in the Device may be spdoific certain IMSI, for example the username & pasd
associated with a bearer. These shall only beeaiftthe specified IMSI is inserted in the Device.

O Time-sensitive resources shall be noted as sucthaidconfigurability specified such that it isgsible to ascertain
when such settings apply. For instance, somengettnay have one or more time periods with distatart and
stop clock times. Other such settings may onlydive for a period measured by cumulative use.

O For operationally critical resources it shall besgible to locally or remotely revert the handsetkbto using a
previously working value of the resources, shodld new settings fail (e.g. software defined radiBjitical
resources should be supported by adequate fauligeament on or off the Device as appropriate.

O Management data may be set originally by OMA boapstmethods, then read and maintained via Device
Management. Subsequent to booting, resources mesebeed, added, deleted, or modified in accordavitteany
implementation of Device Management or OA&M meckars.

7.1  Applications Requiring Managed Resources

» Following is a non-exhaustive list of common molgfgplications that are expected to be supporteddnaged
resources. The list of applications may be appemdedspecial requirements pertaining to their madagsources
may be noted in this section. However, the categaf managed resources presented in a subseggéohsare
intended to be applicable to the Applications tishere as well as additional applications thataaided. The
addition or modification of managed resource patameshould reference back to specific applicatmmsse cases
as presented in this document. The current ligtadlications are:

e Multi-Media Messaging Service
*  E-mail

* Instant Messaging

* Internet Browser

» Device Synchronization

» Device Management Agents

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-DM-V1_2-20070209-A Page 41 (62)

7.2 Application and Service Resource Categories

The categories of Managed Resources required bg somll of these Applications are detailed in #gstion and are
comprised of:

« Connectivity
* Device Physical
e Security
» Performance
* Billing
» User Preferences & Customization
* Other
In the following tables the Default Actor “Managemé\uthority” is abbreviated A.

Change Policy has generic settings as follows:

O Without Authorization, implying no or weak autheraiion. Usually applies to User or Subscriber niatdlée
resources — abbreviat&d/O A

O With Authorization, implying data integrity requdgauthentication with cryptographic means. Usuadiyociated
with Network or Service Provider Management Auttiesi, Enterprise/IT Administrators, or other MA Bgéates. —
abbreviatedV/A

O Unknown (which may mean it's ambiguous) — abbredatnk

Application Resour ce Category Application-specific Parameters Notes

MMS Relay/Server address
MMS Bearer Type
Connectivity MMS NAP Address

MMS Gateway Address
MMS Port Number

. MMS Server Authentication Params
Security

MMS Gateway Authentication Params
MMS

MMS User Preferences Profile Name
MMS Sender Visibility

MMS Issuance of a Delivery Report
User preferences MMS Receipt of a Read Report
MMS Message Priority

MMS Message Time of Expiry

MMS Earliest Delivery Time for Message
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Application Resour ce Category Application-specific Parameters Notes
IMPS Application ID
IMPS Application Provider ID
Application Specific PP
IMPS Authentication Type (e.g. two-way)
IMPS Address Type (e.g. E164)
IMPS IMPS Server Address
. IMPS Address Type (e.g. absolute, E164)
Connectivity
IMPS Proxy Address
IMPS NAP ID
Security IMPS Application Authentication
Service hame
Incoming Server Address
Connectivity Outgoing Server Address
Reply Address
Connection type (e.g. TLS, SSL)
E-Mail :
Contacts List
User Preferences Address Book
Download Headers
Account Name
Security )
Signature
Connectivity Proxy used to access bookmark
Internet
Browser User Preferences Bookmarks/Favorites (e.g., Titesddption
URI, Icon, NAP)
Connectivity Database URL
Data Synch User Preferences DB Name, Content Types and Vexsion
Security DB authentication username and password
7.2.1  Application Data Resources
Resour ce Parameters Default Actor Change Notes
Policy (Easy,
Hard,
Unknown)
Device Management settings TBD MA W/A
Data Synchronization settings Application | User, W/O A
Service Access
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Point,
Server Name,

Access Point
Link,

Proxy
Information
Link

Subscriber

7.2.2  Connectivity

The following resources are mainly based on the Gi\lént provisioning data.

Resource

Parameters

Default Actor

Change
Policy

Notes

Supported packet bearer settings -
The information model associated
with GPRS bearer settings is
described in the OMA client
provisioning Network Access Point
parameter, for the case where the
bearer relates to GPRS.

Packet Bearer
(e.g. GPRS,
SMS, ..)),

MA

WIA

The management authority
may, for example, use this
object to modify or add an
APN definition in the
Device.

Circuit switched data settings - The
information model associated with circu
switched data settings is described in th
OMA client provisioning Network
Access Point parameter, for the case
where the bearer relates to circuit
switched data.

D —

MA

WI/A

Proxy settings - The information
model associated with this resource
described in the OMA client
provisioning PXLOGICAL
parameter..

WAP Gateway,
is

MA

WIA

Application connectivity data -
Application-specific protocol

connectivity parameters are specifie
in Sec. 7.1

Application
Service Access
dPoint (address
and port), Bearer,
Server Name,
Access Point
Information Link,
Proxy
Information Link,
URI Domain

MA

WI/A

The Device may support
fallback connectivity
parameters in case the
preferred connectivity
profile fails. (See OMA-
REQ-2002-0078, LS from
MSIG).

For any combination of: (a)
application, (b) port numbe
and (c) requested URI

domain it shall be possible
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to specify the network
access point (including
bearer) and/or proxy to be
used.

Reference the information
model in the OMA client
provisioning
APPLICATION and
ACCESS parameters.

7.2.3  Device Physical

Resource Representative | Default Actor Change Notes
Parameters Policy

Device information - Device Device Make, MA Unknown Reference existing Device
information gives a view on the Device Model, information management
parameters which identify and OS Version, object defined by SyncML.
describe the Device. Memory
Configuration,
Display
Characteristics,
IMEI, IMSI,
Phone Number,
Connectivity
Supported (e.qg.
GPRS,
BlueTooth,
802.11x, etc.),
Current
Connectivity

Time and Date - Needed to allow | Time Zone, MA, User WIA, W/O A? | Useful in those cases where
authorised parties to set the time and network identification and time

date on behalf of the customer. Time, zone is not supported by the
visited network.

Time Format,
Date,

Date Format

Peripheral Profile - List of peripheral Peripheral List, | MA, User WI/A, W/O A

support and their current usage
Usage
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7.2.4  Security

Security Resources listed here are assumed toreeigeDevice-wide attributes, whereas it is presdithat any Device
Management system will define security models i@ manipulation of the actual managed objects septéng the

are

resources.
Resour ce Parameters Default | Change | Notes
Actor Policy

Certificate — A list of parameters thatBase64 Encoded Certificate, | MA W/A
are required in order to provision the N
Device with security certificates: | Certificate hash (used as the

ID to identify the cert),

Private key (If it is a client

cert, the private key of the ceft

need to be specified separately

when being transmitted to the

Device together with the

certificate),

Owner (define who logically

own this certificate, operator,

corp, end user, etc),

Certificate category (specify

whether this is a root cert, a

cert for application execution

a personal cert, etc)
Keys - One or more keys as required MA WIA Separate keys per usage
by Device, Applications, or possible.
Management Authority in general
Cryptographic Algorithms - Crypto Algorithm List MA W/A
Available cryptographic algorithms
(and specification of how to access
them)
Trust Levels - Specification of the | Available Trust Levels, MA W/A
available trust level available and/of
desired on the Device as a whole, | Current Trust Level
useful for authentication choices
Hardware Security Support - Hardware Security List, MA W/A Some question about how
Identification of non-software this may map to other
security support, such as a built-in Security parameters such
random number generator as Trust Level (what does

it enable?)

Authentication Profile - Authentication level (specify | MA W/A

Authentication is used to verify the
identity of the user or application.

Base resource to be re-used by
Applications, Services, or protocols
Multiple authentication mechanisms

the authentication is for which
layer: app layer, transport
layer, etc),

Authentication Protocol
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and associated parameters are
anticipated.

(specify the auth protocol,
such as Kerberos v5, NTLM,
RADIUS, EAP, HTTP BASIC
Auth, etcNote: different layer
could have different auth
protocols.

Policy - Policies around how the Trust Policy, MA, W/A

security features of the Device are | Transaction Policy, User

used. For instance, what level of trustJpdates Policy, Connections

is required for certain transactions aqrPolicy,

for different connections.

Authorization and Access Control —| Managed Resource ACLS, MA W/A For particular applications

covers access to other resources at
various levels in Device Manageme
from applications and services to th
managed resources themselves

hiVhite List, Black List
e

there may be the need to
allow (whitelist) or block
(blacklist) connections
explicitly, e.g. allowing
only a predefined SMSC
sender number for WAP
Push.

7.2.5 Performance

Performance measurements can take multiple fororseample, they may be high or low-water markspauwilators,

discrete samples, etc.

Resource

Parameters Default Actor

Change
Policy

Notes

Alarm Log - Reports on recent
Device alarms

Log ID, MA
Subscribers,
Policy,
Enabled Flag,

Reports

WI/A

Local policy may be defineg
to account for retention or
storage limits .

Fault Log - Reports on recent Devig
faults

eLog ID, MA
Subscribers,
Policy,
Enabled Flag,
Reports,
Severity
Counts,
Metrics

WI/A

Local policy may be defined to
account for retention or storag
limits .

Connectivity Bandwidth

Unit of
Measure,

MA

Available,

WIA
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Preferred,

Actual
Traffic Load - Measurement(s) of | Unit of measure| MA W/A
network activity (bytes, packets, etc,)(bytes, packets,

...), Current

Load,

Historical Load,

Dropped

Packets

Application Load - Measurement Number of MA W/A
indicating relative application usage Apps, Processof
of the Device Utilization
Policy - One or more policies Schedules, MA W/A
governing performance monitoring orSample Rates,
acquisition Logging Policy
7.2.6  Accounting and Billing
Resource Parameters Default Actor Change Notes

Policy
Billing Information - Settings and Service Name, | MA, User W/A For example, for handset
data that are relevant both to the Trust Policy, based prepay solutions, re-
Device user’s account with Network Rate Name, sources may be defined to
and Service Providers as well as Basis (time, allow update of minutes re-
billing descriptions utilized by such | volume, usage, maining and the purchase
Providers. etc.), thereof.

Measurement See use case: 5.1.5.4.

Unit,

Rate,

Rate Unit There may be different sets
of data, some visible by
user, some only by MA.

Policy - One or more policies Expiration, MA W/A

governing authentication, usage Trust Levels,

limits, and so on. Logging

7.2.7  User Preferences & Customization

Resource Parameters Default Actor Change Notes
Policy

Background Picture Picture File User WI/O A
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Background Lighting Color, User W/0 A
Intensity

Audio Volume, User W/O A
Tone,

Output
Component

Signature Signature List,| User W/O A
Application
List,

Current Choice

Language Language List,| User W/O A
Current Choice

Ring Tone Ring Tones, User W/O A
Current Choice

7.2.8 Non-applications software and firmware

Resource Parameters Default Actor Change Notes

Policy (Easy,
Hard,
Unknown)

System software Operating User, MA W/A These are resources that can
system be managed with
firmware, standardized software
middleware, download protocols,
libraries and mechanisms and interfaces
drivers coupled with proprietary

software to actually manage
the Device.

7.2.9  Operator Menu

Resource Representative | Default Actor | Change | Notes

Parameters Policy
Operator Menu Set of menu MA; W/A The operator is able to download a

items on User

Interface for list | not able to

of services § modify the

S .5, operator’s
menu.

i.e. the User s

complete menu system or part of a me
system to the Device via the Device
Management System.
The operator is able to select amongst
the following options:
- whether or not the user needs to
accept the new or changed menu syst
- whether or not the new or changed
menu system is activated as the prima
user interface

ry
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7.2.10 Other Resources

The following are resources that do not fit neaitp other categories, but are worth taking intasideration.

Uy

Resource Representative | Default Actor Change Notes
Parameters Policy
Data Synchronization settings Application | User, Subscriber] W/O A
Service Access
Point, Server
Name, Access
Point Link,
Proxy,
Information
Link
Application and Service Profile — ListUpgrade MA W/A Not all applications are
of applications currently installed, | version date, required to possess all
along with optional specific attributes attributes, though some
License small set might be
information, mandatory.
Usage data,
In use flag, Needed to allow authorised
parties, such as customer
Resources care or a software
consumed (e.g. management server, to
storage), determine the current statu
Archived flag of the gpplications
authorised party has acces
right to.
Proximity & Social context Proximity to MA W/A Social context is a user-
Physical or centric concept that covers
Network the user’s situation.
services, Social Examples are being in a
Context meeting (where documents

may be made available),
restaurant (and it's meal
time), office vs. home
(different connectivity or
permissions), etc.
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Appendix B. Additional Information

The requirements related with non-urgent use cases transferred to another document OMA-REQ-208420
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Appendix C. Requirements Coverage (Informative)

This appendix presents a table with the list ofiregments and their coverage in the DM 1.2, DM2,.CP 1.1, and FUMO
1.0 enablers. The possible coverages are: Fulfifedtly Fulled, Not Fulfilled, and Not Applicable.

Requirement DM 112 DM1.2 CP11 FUMO

1.0

1. Requirements

1.1 High Level Functional
Requirements

1.1.1 Security

1.1.1.1 General security requirements

1. The authentication procedure MUST be strong endo@msure that is
not be possible for a third party to masquerade Bevice management
server by spoofing its identity.

2. The client and sever MUST be capable of detectiptny attacks.

3. Architecture supports traversal of corporatewiits and Network
translation Devices (Use Case 5.1.2)

4. If end user confirmation is indicated by the Devidanagement Server n/a n/a
the Device will prompt for user confirmation befoneorporation of

configuration data. (Use Case 5.1.5)

5. Except for establishing the initial trust relatstip (bootstrap) over the n/a n/a
air, if end user confirmation is not indicated bg Device Management
Server, the Device MUST NOT ask for user confirmatbefore

incorporation of configuration data. (Use Case5.1.

6. The non-repudiation of the session MUST be ens\ftésk Case 5.4.1) n/a n/a

1.1.1.2 Authentication

Before any Device management operations can biedamt on the n/a
Device, it must conform to the following:

1. The client MUST successfully authenticate the Dewtanagement
server (Use Case 5.2.1).

2. If the Device management operation is related tegral information
then the user MUST successfully authenticate hiitgehe Device
management server (Use Case 5.2.1).

3. The Device Management Server May also authenttbat®evice (Use
Case 5.1.1,,5.1.3,5.4.1)

4. Whenever there is communication between Devicedgament Servers
the Device Management Servers MUST mutually autbatet (Use Case
5.1.2).
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5. With local wireless interfaces, discovery is cotlied between the PC
Agent and Device. Secure association and authéioticlUST be
supported. The first connection requires a secssedation be created
between the Device and PC. (Use Case 5.1.5)

n/a

n/a

n/a

n/a

1.1.1.3 Authorisation

Before the Device Management server can carry myDevice
management operations on the Device, it must conforthe following:

1. The Device Management server MUST be authorisediy out any
Device management operations on the Device (Use &asl).

2. With local wireless interfaces, discovery is cotlied between the PC
Agent and Device. Secure association and authans®UST be
supported. The first connection requires a secssea@ation be created
between the Device and PC. (Use Case 5.1.5)

n/a

n/a

n/a

n/a

1114

1. All data communication between the Device ManagerServer and a
Device MUST be integrity protected. (Use Case 53.1.3, 5.4.1)

Integrity protection

2. All data communication between Device Managemenv& MUST be
integrity protected. (Use Case 5.1.2)

n/a

n/a

n/a

n/a

n/a

n/a

3. The Data Link between the Software Originatorggent) and the
Device Management Server MUST maintain data intygfise Case
5.5.1)

n/a

n/a

n/a

n/a

4. The inventory SHALL be secure from alteration wisent by the
appropriate integrity protection. (Use Case 5.3.1)

n/a

n/a

n/a

n/a

5. The downloaded software SHALL be secure from atten by the
appropriate integrity protection. (Use Case 5.3.1)

n/a

n/a

n/a

n/a

1.1.1.5 Confidentiality protection

1. All data communication between the Device ManagerServer and a
Device, that is personal to the user or confidéthighe owner of the

information (e.g. some network operator setting§)3M be confidentiality
protected. (Use Case 5.1.1, 5.1.3, 5.4.1)

2. All data communication between Device Management&s MUST be n/a n/a n/a n/a
confidentiality protected. (Use Case 5.1.2)

3. The Data Link between the Software Originatorggent) and the n/a n/a n/a n/a
Device Management Server MAY maintain data confiiddity. (Use Case

5.5.1)

4. The Data Link between the Device Management Semédrthe Device n/a
MAY maintain data confidentiality, where appropeéa(Use Case 5.5.1)

1.1.1.6 Smart card security

1. Provisioning data on smart card SHALL be protectgdinst n/a
unauthorized modification. (UC 5.1.3)

2. It SHALL NOT be possible for the Smart Card toegalany secret keys n/a n/a n/a n/a
it holds (UC 5.1.3)

1.1.2 Recording

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.

[OMA-Template-ReqDoc-20040917]




OMA-RD-DM-V1_2-20070209-A

Page 54 (62)

1. The Device Management System SHALL provide sudfitinformation
so that queries from the Device Management Sergports from Devices
data downloads, and acknowledgements MAY be bdleditracked
accordingly. (Use Case 5.1.1, 5.1.3, 5.4.1)

pf

pf

n/a

n/a

2. If a management authority causes delegati@tt¢ar among several
Device Management Servers, the Management AutheiRY request
from each DMS, and each DMS SHALL provide, repoftthe operations
performed in a device for tracking purposes (UsseCal.l, 5.1.3, 5.4.1)

n/a

n/a

n/a

n/a

3. The session MUST be identified as customer-cdeta@. (Use Case
5.4.1)

4. The session MUST be uniquely identified. (Use Cadel)

5. If transactions are logged, server MUST log tratisas with success
indicator. (Use Case 5.4.1)

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

1.1.3 Administration and Configuration

1. The DMS SHALL provide a standardized mechanisnpfdslishing
session/message transactions, such as confirnratjoests and results,
etc. (Use Case 5.1.1,5.1.3,5.4.1)

2. Confirmation request messages SHALL be uniquedpiified and
contain at least the subscriber id, data or datansary, and date/time.
(Use Case 5.4.1)

3. Confirmation result messages SHALL be uniquelyntidied and
correlated to the request. (Use Case 5.4.1)

4. Management Authority MAY be delegated by a primisignagement
Authority (one that has domain over a given sdilahagement Objects) t
a secondary Management Authority. (Use Case 5.1.1)

5. The first connection MUST involve a secure asgamicbe created
between the Device and PC. (Use Case 5.1.5)

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

6. The DMS shall send a notification of the updatgfage to the
appropriate management authority. (Use Case 5.3.1)

n/a

n/a

n/a

n/a

1.1.4 Usability

1. If user confirmation is indicated by smart cardiadléhe Device SHALL
ask for user confirmation before incorporation ofyisioning data (stored
on smart card).

2. If user confirmation is not indicated by smartccdata, the Device
MUST NOT ask for user confirmation before incorgaa of provisioning
data (stored on smart card). (UC 5.1.3)

3. If indicated by smart card data, the Device SHAddtablish the
connection to Device Management Server autonomo(ls{y 5.1.3)

4. If user confirmation is indicated by the Device Mgement Server, the
Device SHALL ask for user confirmation before ingoration of
configuration data (transferred by Device Managensemver).

pf

n/a

n/a

n/a
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5. Except for establishing the initial trust relatstp configuration
(bootstrap) over the air, if user confirmation & mdicated by the Device
Management Server, the Device MUST NOT ask for asafirmation
before incorporation of configuration data (tramsfd by Device
Management Server). (UC 5.1.3, 5.1.4,5.2.1)

n/a

n/a

n/a

n/a

7. The Device MAY be capable for being contactedh®yDevice
Management Server, if the Device is busy by a vhide (UC 5.2.1)

8. User is not prompted if there is no work to be@{ldse Case 5.1.5)

9. Management Authority MAY clarify implications ofiesequent action
(query, etc.) to the User. (Use Case 5.4.1)

10. User voice calls MUST NOT be terminated upon réoepof the
query. (Use Case 5.4.1)

11. User voice calls MUST NOT be terminated upon réoepof the
authorization request. (Use Case 5.4.1)

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

12. Authorization MUST be clear esp. regarding privaasues and
warranty. (Use Case 5.4.1)

13. User MAY be informed that the process is over.g@sse 5.4.1)

14. The user SHALL be asked for confirmation to pextéefore any
software is updated. (Use Case 5.3.1)

n/a

n/a

n/a

n/a

n/a

n/a

n/a

pf

n/a

pf

15. The user SHALL be informed that the update/upgtaiebeen
completed. (Use Case 5.3.1)

n/a

n/a

n/a

pf

16. The Device MUST NOT send an inventory list of apgtions installed
in the Device without either this optional feattveing added by the user
the Device asks for permission from the user whesded.

n/a

n/a

n/a

n/a

1.1.5 Interoperability

1. The DMS MAY be interfaced with a Customer Careli@ggtion. (Use
Case 5.4.1)

n/a

n/a

n/a

n/a

2. Errors MAY be reported to a Customer Care appbcatUse Case
5.4.1)

n/a

n/a

n/a

n/a

1.1.6 Privacy

Requirements covered in other sections

1.2 Overall Systems Requirements

1. The Device Management infrastructure MAY be based distributed
architecture, wherein functional elements of thetesy (e.g., the Device
Management Server) MAY consist of one or more coated, but
physically separate entities. (Use Case 5.1.1)

2. The overall system SHALL support a distributedteyn architecture
(Use Case 5.1.2)

3. Device Discovery by the Device Management ServeiSWl be clearly
defined (e.g. SMS, push.). (Use Case 5.4.1)
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5. The Device Management System SHALL make provisiorifferent
Management Authorities (e.g. Enterprise, Networle@por) to manage
different data sets or applications in a singleickev Each Management
Authority can control data sets and applicationsesvby that
Management Authority.

1.3 System Elements

n/a

1.3.1 Device

1. The Device SHALL be capable of discovering thespree of nearby, n/a
active Device Management system elements if thizseents are using
compatible local bearers. (Use Case 5.1.1)

2. The Device SHALL be able to communicate all ofrékevant properties
(e.g., manufacturer, model, firmware, etc.) toBe¥ice Management
Server on demand. (Use Case 5.1.1,5.1.3, 5.4.1)

3. The Device SHALL be able to communicate its calitéds and
configuration (e.g., WAP/MMS settings, installedta@re applications,
etc.) to the Device Management Server on demarsk (Case 5.1.1, 5.1.
5.4.1)

4. The Device SHALL be capable of autonomously (ingthout User
interaction) accepting and storing downloaded Manzent Objects (e.g.,
parameters, software, etc.) after the one tim@lrtiust relationship
configuration (bootstrap) is performed. (Use Cadel55.1.3, 5.4.1)

6. The data tree for containing Device managemergatdjon the Device
SHALL be capable of being modified (i.e., nodeslata fields added or
deleted), read from, and/or written to. (Use Cask1, 5.1.3, and 5.4.1)

7. The Device SHALL be capable of receiving and digplg a command
from the DM Server to request User confirmationdananagement actio
(Use Case 5.4.1)

8. The Device SHALL be capable of accepting User inpgarding
confirmation of a proposed management action, andiag the result of
that confirmation to the DM Server. (Use Case 5.4.1

9. The Device SHALL be able to acknowledge the recaipl installation
of data downloaded from the Device Management $efse Case 5.1.1
5.1.3,5.4.1)

10. The Device SHALL be capable of detecting the preseof
provisioning data on an installed, activated Sr@antd. (Use Case 5.1.3)

11. The Device SHALL be capable of autonomously ethlrig a data
link with the Device Management Server, using catisiy information
stored on the Smart Card. (Use Case 5.1.3)

12. The Device SHALL be capable of participating imatual
authentication with the Device Management Sen&@ngiauthentication
credentials (e.g., a challenge response) storext darived from the Smar
Card. (Use Case 5.1.3,5.4.1)

13. Device SHALL retrieve and incorporate relevantfoguration data
stored on the smart card into the Device's DM stinec (UC 5.1.3)

n/a

n/a

n/a

n/a

n/a

n/a

pf

n/a

n/a

n/a

n/a

n/a

n/a
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14. Each Device MUST support standardized dynamidlt®®ation when n/a
the Device is first connected to the network. [fiRraddress cannot be
allocated from the network, then the Device MUS#& aatomatic IP
addressing (Auto-1P) to obtain an address. (Use Gdks5)

n/a

n/a

n/a

15. The Device SHOULD announce itself on the networklt control n/a
points it detects. The act of announcement doesnmy the Device will
receive rights, since assignment of rights is giression of the user's
decision. When the Device is added to the netwbirkdiscovery protocol
allows that Device to advertise its services tatipoints on the network.
The fundamental exchange in both cases is a disgovessage containing
a few, essential specifics about the Device dégtype, identifier, and a
pointer to more detailed information. (Use Case5).1

n/a

n/a

n/a

16. The Device MUST support the assignment of a éigmame in n/a
relation to a network unique name(Use Case 5.1.5)

n/a

n/a

n/a

17. The mapping from friendly name to uniqgue name MUW&The n/a
function of each user’s user interface in the selsere the Device is
shared. (Use Case 5.1.5)

n/a

n/a

n/a

18. A method SHOULD be available by which a Device MAY n/a
automatically configure an interface with an IPwtkilocal address, IPv4
address in the 169.254/16 range that is validifikrlbcal communication
on that interface, or both. On top of this thera iequirement to be able t
define the link-local configuration to enable hastat support multi-
homing (more than one active interface and/or, ntiwe@ one active
address per interface, both IPv4 and IPv6 address@scombination of
these).This requirement is especially valuablenvirenments where no
other configuration mechanism such as DHCP is abkil (Use Case
5.1.5)

n/a

n/a

n/a

19. The Device SHOULD support IP based Device disgpbeased on the n/a
SSDP [http://www.upnp.org/download/draft_cai_ssdp 08.txt]. The
Device SHOULD support a 30 minute suggested timémuvhen a
Device is added or disappears from the networke (Case 5.1.5)

20. If end user confirmation is indicated by the Devidanagement
Server, the Device will prompt for user confirmatioefore incorporation
of configuration data. (Use Case 5.1.5)

21. PC Agent SHALL be capable of changing the DM traghe Device
and install the application (Use Case 5.1.5)

22. The Device MAY support concurrent voice calls aath exchanges.
(Use Case 5.4.1)

23. The Device MUST support at least one wireless Hataer. (Use Casq
5.4.1)

24. The Device MUST respond to query. (Use Case 5.4.1)

26. The Device MUST verify integrity of data beforeeexition. (Use Casd
5.4.1)

27. The Device MUST report to Server errors that ochuing the
parameter or software download. (Use Case 5.4.1)

28. The Device MUST be capable of determining that3bever is
authorized to provide the software and/or datae(Oase 5.5.1)

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a
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29 The Device MUST be capable of exchanging secinftyrmation with
the Server. (Use Case 5.5.1)

30. The Device MUST be capable of storing the softvthed is
downloaded. (Use Case 5.5.1)

31. The Device MUST be able to independently verify #alidity of the
Software Originator of the Software and/or Data dmaded. (Use Case
5.5.1)

32. The Device MAY be able to verify, with the helpaflrusted
Authority, the validity of the Software Originatof the Software and/or
Data downloaded. (Use Case 5.5.1)

33. The Device MUST be able to verify that the dowdled Software
and/or Data is targeted to the Device. (Use Cdsé ).

39. The Device SHALL send an inventory of its instdlkoftware to the
Device Management Server. (Use Case 5.3.1)

40. The Device SHALL receive the software update/uggrgUse Case
5.3.1)

1.3.1.1 Interface to other Devices

1. Data links between the Devices SHALL be over stadided, local
and/or remote, wired and/or wireless bearers (Blgetooth, IR, USB,
Ethernet, GPRS, etc.). (Use Case 5.1.1)

2. Protocols used SHALL be generally accepted anttistaized (e.g.
TCP/IP, http, https, Universal Plug and Play, €ttde Case 5.1.5)

1.3.1.2 Interface to Device Management Servers

n/a

n/a

n/a

n/a

1. Data links between the Device Management SereiDavices SHALL
be over standardized, local and/or remote, wiratlanwireless bearers
(e.g., Bluetooth, IR, USB, Ethernet, GPRS, ettJsg Case 5.1.1, 5.1.3,
5.4.1)

n/a

n/a

n/a

n/a

2. Interface MUST support traversal of corporateviinéls and Network
Address Translators (Use Case 5.1.2)

n/a

n/a

n/a

n/a

3. Interface MUST be discoverable (Use Case 5.1.2)

n/a

n/a

n/a

n/a

4. The Device Management Server MUST support sequraectivity via
HTTPS. (Use Case 5.1.5)

5. Protocols used SHALL be generally accepted antistaized (e.g.
TCP/IP, http, https, Universal Plug and Play, ¢ttge Case 5.1.5)

7. The Device Management Server and the Device MUSallbe to
exchange their respective capabilities and selset to be used for the
download. (Use Case 5.5.1)

8. The Device MUST be able to notify the server thhts accepted and
successfully saved the downloaded software andfa. Use Case 5.5.1)

1.3.2 Smart Card

n/a

1. The Smart Card SHALL be capable of storing Manag@n®bjects
(e.g., network address(es)). (Use Case 5.1.3)

n/a

n/a
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2. The Smart Card SHALL be able to securely storbentication
parameters, such keys, encryption mechanismgte.Case 5.4.1)

3. The smart card MAY store daétlowing the establishment of a secure
connection to the Device Management Server (UCGHp.1.

4. Device Management Server SHALL be capable of mdatmg a
Device’'s Management object (Use Case 5.1.3)

5. The data tree for containing Device managemergabbjon the Smart
Card SHALL be capable of being modified (i.e., r@de data fields addeq
or deleted), read from, and/or written to. (Use€&.1.3)

6. The Device Management Server SHALL be capablearsfipulating a
Management object resident on a Smart Card (Use &4s3)

7. Smart card SHALL provide mechanism that allowscafht detection of
its DM structure. (UC 5.1.3)

8. If the Smart Card is present, the Smart Card MAYubed to ensure
authenticity, integrity and non-repudiation of sesetween Device and
DMS. (Use Case 5.4.1)

9. The Smart Card MAY be used to store data in aredashion. (Use
Case 5.4.1)

pf n/a
pf n/a
n/a n/a
pf n/a
n/a n/a

1.3.2.1 Interface to Device Management Servers

1. The Device Management Server SHALL be able taodistaa data link
with a Smart Card installed in a Device. (Use Case3)

1.3.3 PC Agent

1. The PC agent SHALL to be able to support discoeéiyevices so that
it can identify those that should receive accagstsito Devices in the loc
security domain. The PC MUST be able to authergiead authorize
further Device interaction. The PC is responsiblegiranting access right
to Devices under its control via the user's denisfose Case 5.1.5)

2. The mapping from friendly name to network uniqaene SHALL be
the function of each user’s user interface in th&ecowvhere the Device is
shared. (Use Case 5.1.5)

3. The PC agent SHALL be capable of launching thevees with an
appropriate URL. (Use Case 5.1.5)

n/a

n/a

n/a

n/a

n/a

n/a

n/a

n/a

1.3.3.1 Interface to Devices

1. Any interested PC Agent SHALL be capable of ligtgrto the standard
multicast address for notifications that new Desiaee available. (Use
Case 5.1.5)

n/a

n/a

n/a

n/a

2. Protocols used SHALL be generally accepted anistaized (e.g.

TCP/IP, http, https, Universal Plug and Play, €ttde Case 5.1.5)

3. Data links to Devices SHALL be over standardizedal and/or remote

n/a
wired and/or wireless bearers (e.g., Bluetooth URB, Ethernet, GPRS,
etc.). (Use Case 5.1.5)
1.34 Overall Device Management Server

n/a

n/a

n/a
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1. The Device Management Server SHALL be capablasaiodering the n/a n/a
presence of nearby, active Device Management sliéttiose elements

are using compatible local bearers. (Use Case)5.1.1

2. The Device Management Server SHALL support muaughentication n/a n/a

with the Device. (Use Case 5.1.1, 5.1.3, 5.4.1)

3. The Device Management Server SHALL be capableiefying Devices n/a n/a
for information about Device properties, configizat and capabilities.

(Use Case 5.1.1, 5.1.3,5.4.1)

4. The Device Management Server SHALL be capablaiefying the n/a n/a
Smart Card for information about Device propert@s)figuration, and

capabilities. (Use Case 5.1.3)

5. The Device Management Server SHALL be capableafipulating a n/a n/a

Device’s Device Management Object. (Use Case 551113, 5.4.1)

6. The Device Management Server SHALL be capableadfipulating a n/a n/a

Management Object resident on a Smart Card’. (Us=6.1.3)

7. The Device Management Server SHALL be capablepéble of n/a n/a
add/deleting/editing the fields of the Device’s @evManagement Object

(Use Case 5.1.1,5.1.3,5.4.1)

8. The Device Management Server SHALL be capable of n/a n/a
add/deleting/editing the values of the Managemee@ present on a

Smart Card. (Use Case 5.1.3)

9. The message from the Device acknowledging a dewar@agement
operation SHALL contain an indication of succeshife of the operation.
(Use Case 5.1.1, 5.1.3,5.4.1)

10. The Message from the Device acknowledging a devi@eagement
operation SHALL contain an indication of succeshife of the operation.
(Use Case 5.1.3)

11. The DM Server SHALL be capable of sending a regicedJser
confirmation to the Device, and accepting the respdrom the Device.
(Use Case 5.4.1)

12. The DMS SHOULD be capable of receiving fault mgesafrom a
Device, and if supported the DMS SHALL provide argtardized
mechanism for publishing the messages. (Use C4sB) 5.

13. The management server SHOULD be able to poll @svior faults. pf pf n/a n/a
(Use Case 5.4.1)

14. The Device Management Server SHALL be able tdbfistaa secure n/a n/a

data connection to the Device. (UC 5.1.3, 5.12,15.

15. The Device Management Server SHALL support graigrassing of n/a n/a
Devices in order to transfer the changed manageatgeactts for them.

(UC 5.2.1)

16. For the Device Management Server to be able ferdiftiate between n/a n/a
the new and current configuration of a Device, Mmment Object data
definitions SHALL specify canonical value represditins and associate

rules for unambiguous comparison. (UC 5.2.1)

18. The Device Management Server SHOULD support &t leae wireles n/a n/a n/a

data bearer. (Use Case 5.4.1)
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19. The Device Management transactions SHOULD be atedtwvith n/a n/a n/a n/a
sufficient information to enable the Device ManagemServer to detect
the lack of response of Device in a specified tinterval. (Use Case 5.4.1

21. The Device Management Server MUST report erroesstandardized n/a n/a n/a n/a
format. (Use Case 5.4.1)

22. The Device Management Server MUST verify intggeit data prior to n/a n/a n/a n/a
download to Device. (Use Case 5.4.1)

23 The Device Management Server MUST be able towénit software n/a n/a n/a n/a
and/or data is from an approved Software Originatagent thereof. (Usq

Case 5.5.1)

24. The Device Management Server MUST be able to tleteen a pf pf n/a pf

Device that needs a software and/or data updase Qase 5.5.1)

25. The Device Management Server MUST be capabletefining that
the Device is authorized to receive the softwa@rData. (Use Case

n/a n/a
5.5.1)

26. The Device Management Server MUST be capabletefrimgating the pf pf n/a pf

Device as to its capabilities and to determine ftbis information if the
/a n/a

Device is capable of receiving the software/datardoad using a
mutually agreed upon method and format. (Use Cdsé)5

28. The Device Management Server MUST be capableanosmitting the
software and/or data to the Device. (Use Case).5.1

n/a

29. The Device Management Server SHOULD be able tifyyeither n/a n
independently or with the help of a Trusted Authoithe validity of the
Software Originator of the Software and/or Datdéadownloaded. (Use

Case 5.5.1)

30. The Device Management Server SHOULD be able tifyérat the n/a n/a n/a n/a
downloaded Software and/or Data is targeted tatécpéar Device. (Use

Case 5.5.1)

32. The Device Management Server SHALL be able toyjadpevice for pf pf n/a n/a

an inventory of its installed software.

33. The Device Management Server SHALL support gralgressing of n/a n/a n/a n/a
Devices in order to query multiple Devices for theposes of a common
update/upgrade to those Devices. (Use Case 5.3.1)

34. The software inventory reported from the DeviceAEH be in n/a

standardised format. (Use Case 5.3.1)

1.3.4.1 Interface to Devices

1. Data links between the Device Management SeneiDsavices SHALL
be over standardized, local and/or remote, wiratlanwireless bearers
(e.g., Bluetooth, IR, USB, Ethernet, GPRS, ettJsg Case 5.1.1, 5.1.3,
5.4.1)

2. Network/Device Management Server SHALL be cap#ébldiscover a
new combination of Subscriber and Device attachdtié Network (UC
5.1.4).

3. Interface supports traversal of corporate firesvatid Network Address n/a n/a

Translators (Use Case 5.1.2)
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4. The DMS MUST support secure connectivity via HTTR®e Case | n/a ‘
5.1.5)

n/a

n/a

n/a

5. Protocols used SHALL be generally accepted anttistaized (e.g.
TCP/IP, http, https, Universal Plug and Play, €ttde Case 5.1.5)

7. The Device Management Server and the Device MUSahte to
exchange their respective capabilities and selset to be used for the
download. (Use Case 5.5.1)

9. The Device Management Server MUST be able to gottee response
from the Device indicating the success or failuréhe download. (Use
Case 5.5.1)

1.3.4.2 Interface to other Device Management
Servers

1. Interface SHALL support traversal of corporatevimalls and Network
Address Translators (Use Case 5.1.2)

2. Interface SHALL be discoverable (Use Case 5.1.2)

n/a

n/a

n/a

3. The Device Management Server MUST support secumaectivity via n/a n/a n/a n/a
HTTPS. (Use Case 5.1.5)

4, The Device Management Server SHALL expose a stdrideerface for n/a n/a n/a n/a
obtaining Network parameters (Use Case 5.1.2)

1.34.3 Interface to External

1. Device Management Server SHALL provide an intexflr receiving n/a n/a n/a n/a
subscriber data remotely, which is needed to ifietite Device or smart

card of new subscriber. (UC 5.1.3)

2. Device Management Server SHALL provide an intezfémat allows the pf pf n/a n/a
user to trigger the transfer of configuration d& 5.1.4).

3. Device Management Server SHALL provide an intexfdmat allows the n/a n/a n/a n/a

Management Authority to initiate the transfer gbdated) configuration
data. (UC 5.2.1)

1.3.5 Network Interfaces

Requirements covered in other sections
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