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1. Scope

This document describes the HTTP Binding for caigypM Messages based on DM representdiREPPRO]
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAILL", “SHALL NOT", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as describefRFC2119]

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

Any reference to components of the SyncML DTD or IXbhippets is specified in thisypef ace.

3.2 Definitions

Cache A program's local store of response messages arglitfsystem that controls its message storage,
retrieval, and deletion. A cache stores cacheasjeanses in order to reduce the response time and
network bandwidth consumption on future, equivatequests. Any client or server can include a
cache, though a cache cannot be used by a seatés ticting as a tunnel.

Cacheable A response is cacheable if a cache is allowedoi@ st copy of the response message for use in
answering subsequent requests. The rules for dieiegrthe cacheability of HTTP responses are
defined in section 13 of [RFC2616]. Even if a reseus cacheable, there can be additional
constraints on whether a cache can use the cadpgdar a particular request.

Connection A transport layer virtual circuit established betwawo programs for the purpose of
communication.

Entity The information transferred as the payload of a AT&quest or HTTP response. An entity consists
of meta-information in the form of entity-headeglfis and content in the form of an entity-body, as
described in section 7 of [RFC2616].

HTTP Client A program that establishes connections for the gaemf sending HTTP requests.
NOTE: In this document, when the term "client" agsealone, it refers to a HTTP client, not a DM
Client.

HTTP Gateway A HTTP server which acts as an intermediary for satier server. Unlike a proxy, a gateway

receives requests as if it were the origin seroette requested resource; the requesting client
might not be aware that it is communicating withadeway.

HTTP Message The basic unit of HTTP communication, consistin@aftructured sequence of octets matching the
syntax defined in section 4 of [RFC2616] and traitigah via the connection.

HTTP Proxy An intermediary program which acts as both a seamera client for the purpose of making requests
on behalf of other clients. Requests are servigtnally or by passing them on, with possible
translation, to other servers. A proxy MUST implernieoth the client and server requirements of
this specification. A "transparent proxy" is a pydkat does not modify the request or response
beyond what is needed for proxy authenticationidedtification. A "non-transparent proxy" is a
proxy that modifies the request or response inrdaprovide some added service to the user agent,
such as group annotation services, media typeftianation, protocol reduction, or anonymity
filtering. Except where either transparent or n@nsparent behavior is explicitly stated, the HTTP
proxy requirements apply to both types of proxies.

HTTP Request An HTTP request message, as defined in sectiofBFRE2616].
HTTP Response An HTTP response message, as defined in sectiéfiFF€C2616].
HTTP Server An application program that accepts connectiorwdéter to service HTTP requests by sending back

responses. Any given program might be capable iabtd®oth an HTTP client and a server; our use
of these termr refers only to the role being performed by the progfor a particular connectio
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rather than to the program'’s capabilities in genkikewise, any server might act as an HTTP
origin server, proxy, gateway, or tunnel, switchbehavior based on the nature of each request.
NOTE: In this document, when the term "server" @ppealone, it refers to a HTTP server, not a
DM Server.

Inbound/Outbound Inbound and outbound refer to the request and nsgppaths for messages: "inbound" means
"traveling toward the origin server", and "outbolintkans "traveling toward the user agent."

Representation An entity included with a response that is subjeatontent negotiation, as described in section 12
of [RFC2616]. There can exist multiple representatiassociated with a particular response status.

Resource A network data object or service that can be idiedtiby a URI, as defined in section 3.2 of
[RFC2616]. Resources can be available in multippgesentations (e.g. multiple languages, data
formats, size, and resolutions) or vary in otheysva

User Agent The client which initiates a request. These areroftrowsers, editors, spiders (web-traversing
robots), or other end user tools.

Origin Server The HTTP server on which a given resource residésto be created.

Tunnel An intermediary program which is acting as a blieldy between two connections. Once active, a

tunnel is not considered a party to the HTTP conioation, though the tunnel might have been
initiated by an HTTP request. The tunnel ceasexist when both ends of the relayed connections
are closed.

3.3 Abbreviations

HTTP Hypertext Transfer Protocol [RFC2616]
OMA Open Mobile Alliance

SSL Secure Socket Layer [SSL]

TLS Transport Layer Security [RFC4346]
URI Uniform Resource Identifier [RFC2396]
URL Uniform Resource Locator [RFC2396]
WAP Wireless Application Protocol

WBXML WAP Binary XML Content Format
XML Extensible Markup Language
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4. Introduction

This document defines the binding requirementémnmunicating DM Messages over the Hypertext TemBfotocol
(HTTP) as defined bjrFC2616] HTTP is an application-level protocol for distitng information between two Internet
based applications. HTTP can be an ideal protardbdiilding wide area, distributed systems, sucthasollaborative
framework of the World-Wide Web (Web) environmddT. TP is expected to be the primary wireline protaced by DM
Clients and servers to communicate with each othexddition, as wireless networks increase in badth (e.g.,
deployment of GPRS networks) and are adapted toostithe IP protocol, HTTP will become the preferepplication
protocol for connecting wireless DM Clients andvees.

The HTTP protocol defines a request/response fdraoimmunication between two network computers supmpHTTP
applications. Normally, the originator of the reguis called the HTTP client. And normally, theipéent of the request is
called the HTTP server.

There are emerging Internet standards for notifioadr "push” technologies that will allow HTTP gers to also originate
HTTP requests. However, this technology is notamntiy included in this version of the specification

HTTP is an ideal protocol for connecting a SyncMiermt to a DM Server; and vice a versa. Several EliMedia types
have been registered for DM. This makes it adaftettansfer over HTTP. HTTP is widely supportedoss the Internet.
There are numerous examples of common implemengatibboth client and server HTTP applications. RTSErvers can
be adapted to support new HTTP-based applicatiansinaightforward manner. DM Messages can befeaes across the
Internet and pass through "firewalls", at the petien of individual intranets with relative ease.

HTTP communication usually takes place over a TERfAnnection. The default TCP port for HTTP is @frt the default
port for HTTPS / SSL/ TLS is 443, but other unstgied ports can also be used. HTTP can also Herimepted on top of
any other reliable transport service.

An HTTP request message consists of start lineaiming a request method, target URI, and protoedion; followed by a
MIME-like request header lines containing meta-infation about the request; followed by a blank;lfiolowed by a
possible MIME entity body content. The server regfsowith a status line, including the message'®pob version and a
response code; followed by MIME-like response he#ides containing server information and entitytaamformation;
followed by a blank line; followed by an optionalME entity body content.
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5. HTTP Bindings

The following sections define the requirementstifi@ binding of DM Messages to HTTP.

5.1 TCP Transport Service

HTTP communication usually takes place over a T@fhection. This binding does not require, but deesime such a
connection. If the HTTP communication takes plager@nother transport service, then requirememgasito those
defined here for TCP need to be followed. The fellg sections describe requirements for connectimtonnection and
abort of the TCP connection.

51.1 Connection

Prior to an HTTP client connecting to an HTTP sertlee DM Client makes a TCP connection using tB& Dpen
operation between the client machine and the seneehine. The client can use the Internet addesssution for the HTTP
connection URL. The default port is 80. Howevemtaer port can be used. The choice of the appreppiart can be a
requirement of the provisioning of the HTTP cliémthe HTTP server. After creating a successful T@fection between
the client and server machines, the HTTP conne&i@ween the client and server machines can bblissiad by the DM
Client. It cannot be assumed that the TCP conneddi@&ept open between each HTTP request and resgaguence (i.e.,
HTTP version 1.1 or higher protocol is being us&)en though HTTP version 1.1 presumes persistamiactions, there
can have occurred an anomaly such as a timeouttmndr "denial of service" counter-measures amahigin server.
Hence, the DM Client SHOULD be prepared for recatioe between HTTP requests.

5.1.2  Connection Options
The default port is 80. However, the provisionirighe HTTP client to the HTTP server can require aanother port.

Persistent connections are supported by this spatifn and presumed by HTTP version 1.1, but ate(REQUIRED by
implementations conforming to this specification.

5.1.3 Disconnection

The DM Client is responsible for terminating thennection with a TCP close operation, when the cotime is no longer
needed.

If a persistent connection exists between HTTP estg) the HTTP connection is closed by the HT Téntlafter receipt of
the HTTP response corresponding to the last DMestjn the synchronization session (i.e., the Djuest in the last DM
package containing a Final element type specifigdeaend of the SyncBody).

5.1.4  Abort

Sometimes abnormal conditions arise which requireapplication to break the TCP connection. Indleses, the TCP
reset operation is initiated to terminate the TGRnection.

515 Timeouts

In the case of a server timeout, the DM Client SHOWstablish a new HTTP session with the HTTP seawnel attempt to
resend the current DM package, beginning with itts¢ DM command for which the DM Client has noteded an
acknowledgement. In the event that the DM Cliequessted that no responses be sent, the DM Clie®{ &1 begin
retransmitting with the first DM command in the OMckage.
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5.2 Exchanging DM Messages

Once an HTTP connection has been established,ranere DM Message are transferred over the cororedby the DM
Client, in the entity body of HTTP requests or ieed from the server in the entity body of HTTPpesses.

The POST method is used to transfer the DM Mesgage HTTP request.

The body of the HTTP request MUST always includgMaMessage. The content-type for the body MUSTHze t
appropriate DM Message content type.

Generally, the Request-URlI, in the start linehis tYRI "path" component of the intended recipiesource for the request.
The URI of the origin server is specified by théuesin the Host request header.

The Request-URI can also be "*" to indicate thatrdquest is intended for the origin server indiddiy the absolute URI
specified in the Host request header. In this daseorigin server would be the DM Server. Howeuggeneral, the DM
Server will be a resource (e.g., servlet) undeiotigin server.

The HTTP response will always include the transpesponse status code. The body of the HTTP RespdhST always
include a DM Message. The content-type for the BHPULD be either the "application/vnd.syncml.dm+xor
"application/vnd.syncml.dm+wbxml".

5.2.1 Single Message Per Package

The following is a snippet of the minimal HTTP stime and request headers for a simple HTTP requiesre the body of
the request is the clear-text, DM Message medie.typ

POST ./servlet/dmHTTP/ 1.1

Host: www. devi cengnt.org

Cont ent - Type: application/vnd.syncm .dmtxm ; charset="utf-8"
Content - Lengt h: 1023

Accept: application/vnd.syncm . dmtxmni

Were the body, the binary, WBXMMWBXML] DM Message media type, then no content encodingésssary. HTTP does
not support the Content-Transfer-Encoding of MINtEany case.

The following is a snippet of the minimal HTTP fam example for a simple HTTP response where thg ioithe response
is the clear-text, DM Message media type, as sipelif the Accept request header in the HTTP raques

HTTP/ 1.1 200 K
Cont ent - Type: application/vnd.syncm . dm-xm ; charset="utf-8"
Content -Length: 1023

-- HTTP body, represented in a format consistent with the DM Message
type follows --

5.2.2  Multiple Messages Per DM Package

Each DM Message MUST be transferred as a DM MIMHEia&ype within the body of a HTTP request or rese When
there are multiple DM Messages per DM package, eadsage is transferred in a separate HTTP requessponse;
depending on whether it is a DM request or response

The recipient of a DM package can determine ifetere more DM Messages in the package by the absétice Final
element in the body of the last received DM Mess#¢gieen the recipient receives a DM Message withFihal element, it
is the final message within that DM package.

This version of the specification does NOT supp@msferring DM Messages across HTTP using a "pait! MIME
media type.
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5.3 Transport Commands

HTTP uses a number of types of commands. The faligwections specify static conformance requiresémtuse of these
commands in the DM HTTP binding.

531 Methods

The following table summarizes the support fortier'P methods in the DM HTTP binding.

M ethod Client Requirements Server Requirements
OPTIONS MAY MAY

GET MAY MAY

HEAD MAY MAY

POST MUST MUST

PUT MAY MAY
DELETE MAY MAY

TRACE MAY MAY
CONNECT MAY MAY

The DM Client MUST use the POST or MAY use the CaGN method (if supported) to send DM requests ¢oDW
Server. The CONNECT method is used to initiate 8h [BSL] / TLS [RFC4346] session to authentica T TP client to
the HTTP server. A typical HTTP request start ivauld look like the following:

POST ./servlet/dmHTTP/ 1.1
Host: http://ww. dm host.com

In this example, the HTTP client is specifying &é&rvliet/dm" path component for the Request-URlichviis a particular
DM resource on the HTTP server. The "Host" HTTPdeedield is needed to specify the absolute URkieHTTP server.

The other HTTP methods MAY be supported by impletagons conforming to this specification. Howewbey are not
used at this time by the DM Client.

5.3.2 General Headers

The following table summarizes the support fortierP general headers in the DM HTTP binding.

General Header Client Requirements Server Requirements
Cache-Control MUST MUST
Connection MAY MAY
Content-Encoding MAY MAY
Date MAY MAY
Pragma MAY MAY
Trailer MAY MAY
Transfer-Encoding MUST MUST
Upgrade MAY MAY
Via MAY MAY
Warning MAY MAY

The Cache-Control general header is used to famta over the caching mechanisms in the requesgitmse chain
between the HTTP client and the HTTP server. Impletations conforming to this specification MUST gag this header.
Use of this header with the no-store parameterassiure that SyncML messages sent by the DM GlieshDM Server are
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not stored in cache storage. This will greatly esshat DM Server and DM Client are processingniessages sent by the
DM Clients and DM Servers, respectively. The foliogvis an example of the typical specification finis header:

Cache-Control: no-store

In addition, implementations conforming to this gfieation MUST support the private Cache-Contrption to assure that
responses do not get cached and possibly usedenysagther than the DM Client agent or the DM Seagent.

Cache-Control: private

The Content-Encoding header is used as a modifittret media-type. When present, its value indicatest additional
content coding have been applied to the entity-bady thus what decoding mechanisms must be appliedler to obtain
the media-type referenced by the Content-Type hdad. Content-Encoding is primarily used to alla document to be
compressed without losing the identity of its umglag media type. Implementations conforming tasthpecification MAY
support Content-Encodings other than identity. Nb& since DM messages are frequently used invidtid constrained
environments, the use of compression may be edlyedésirable. The following is an example of hthis header is
specified to indicate that gzip compression wasl usethe message.

Cont ent - Encodi ng: gzip

The Transfer-Encoding general header is used foatelwhat (if any) type of transformation has bapplied to the
message body in order to safely transfer it betwkersender and the recipient. Implementationsararifig to this
specification MUST support the chunked Transferdgtieg option.

Tr ansf er - Encodi ng: chunked

The other general headers MAY be supported by imeigations conforming to this specification.

5.3.3 Request Headers

The following table summarizes the support fortierP request headers in the DM HTTP binding.

Request Header Client Requirements Server Requirements
Accept MUST MUST
Accept-Charset MUST MUST
Accept-Encoding MAY MAY
Accept-Language MAY MAY
Authorization MAY MAY
Expect MAY MAY
From MAY MAY
Host MAY MAY
If-Match MAY MAY
I--Modified-Since MAY MAY
If-None-Match MAY MAY
If-Range MAY MAY
If-Unmodified-Since MAY MAY
Max-Forwards MAY MAY
Proxy-Authorization MAY MAY
Range MAY MAY
Referer MAY MAY
TE MAY MAY
User-Agent MUST MUST

The Accept request header is used to specify winietlia types are acceptable in the response.
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The following is an example of how this headersdified to indicate that the client expects resggrformatted according
to the binary, WBXMLWBXML] representation of device management

Accept: application/vnd. syncm . dm-wbxm

The Accept-Charset request header is used to gpelsi€h character sets are acceptable in the regp®@M Servers MUST
support this header with the "UTF-8" characternsdtie. DM Clients SHOULD support the "UTF-8" characset. DM
Clients MAY support additional, IANA registered chater set values. DM Client implementations ngipguting UTF-8
SHOULD take careful consideration of the potentigbact of lack of UTF-8 support on interoperabilitfjthe device. If a
recipient is unable to provide support for the eletar set encoding specified in the Accept-Chaespiest headers sent by
the originator, the recipient MUST send to the ioidgpr a HTTP status 406, "Not acceptable”. This iseeping with
[RFC2616] Note that there will be no DM Message sent whiik tesponse. The following is an example of how lieader is
specified to indicate that the client expects resps formatted into the UTF-8 character set:

Accept - Charset: UTF-8

The Authorization request header is used by an HdliERt to authenticate itself to the HTTP seni2¥ Clients and DM
Servers MAY support this header with the authoiiravalues for "Digest Access Authentication" aulfigation schemes,
as specified ifiRFC2617] The following is an example of how this headespscified to allow the HTTP client to
authenticate itself with a Base64 character engpdira userid of Aladdin and password of open sesam

Aut hori zati on: Basi ¢ QWhzZGRpbj pveGvul HNI c2Ft ZQ==

The Accept-Encoding request header is similar toefst, but restricts the content-codings (Secti®no8[RFC2616]) that
are acceptable in the response. DM Clients and BMe3s MAY support this header. Note that since Dbksages are
frequently used in bandwidth constrained environsighe use of compression may be especially ddsiral he following
is an example of how this header is specifiedltmathe HTTP client to request particular compressiypes.

Accept - Encodi ng: gzip, defl ate

The Proxy-Authorization request header is simitethie Authorization header except that it is spediby the HTTP client
and used only by the next proxy in the connectivairc DM Clients and DM Servers MAY support thisader and with the
authorization values for "Digest Access Authentardt authentication schemes, as specifielRiFC2617] The following is
an example of how this header is specified to altesvHTTP client to authenticate itself with a id&f Aladdin and
password of open sesame.

Proxy- Aut hori zati on: Basi ¢ QM&hZGRpbj pvcGVul HNI c2Ft ZQ==

The User-Agent request header identifies the typeser agent originating the request. This infoiorats useful for the
HTTP server to provide automated recognition of aggnts for the sake of tailoring responses tadaparticular

limitations or to take advantage of special feaunethe HTTP client. Implementations conforminghis specification
MUST support this header and provide it in all HTFEluests. The following is an example of the usHdhis header.

User - Agent: Foo Bar DM Products v3.4

The other request headers MAY be supported by im@ieations conforming to this specification.

5.3.4 Response Headers

The following table summarizes the support fortier P response headers in the DM HTTP binding.

Method Client Requirements Server Requirements
Accept-Ranges MAY MAY

Age MAY MAY

Allow MAY MAY
Authentication-Info MAY MAY

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.

Error! Reference source not found.



OMA-TS-DM_HTTPBinding-V1_3-20100525-C Page 14 (25)

Etag MAY MAY
Location MAY MAY
Proxy-Authenticate MAY MAY
Retry-After MAY MAY
Server MAY MAY
Vary MAY MAY
WWW-Authenticate MAY MAY

The Authentication-Info response header is defimnefRFC2617] The header is used by an HTTP proxy or serverdaide
information back to the HTTP client about a sucidddTTP client authentication. Implementations fayming to this
specification MAY support this header with the Aemitication-Information directives "nextnonce" amglgauth”. The former
directive is used to specify the nonce to be ugeithé client for a future authentication. The nonakie SHOULD be a
Base64 formatted string. The nextnonce value sMbi$T be 64 octets or less in length. The lattezative is used by the
HTTP proxy or server to authenticate itself to HRETP client. The following example shows how an HPT3erver might use
this response header to provide authenticationeattéals to an HTTP client that has successfullhenticated itself with the
HTTP server.

Aut henti cation-Info: nextnonce="Bruce"
rspaut h="edd30630e82f abdc1e895d1d3a4c0450"

The Proxy-Authenticate response header is used byTa P proxy to challenge the authority of the HTdlignt issuing it an
HTTP request. Implementations conforming to thiscsfication MAY support this header with the challe values for
"Basic" and "Digest Access Authentication" authegiion schemes and the "Realm”, "Domain”, "Nont8tale" and
"Algorithm" authentication parameters, as specifiefRFC2617] The nonce value SHOULD be a Base64 formattedgstri
The "MD5" algorithm MAY be supported by implemenmsats that conform to this specification. Other aitjons can also
be supported. The following is an example of tldader being used by an HTTP proxy to challenge @RHdlient with the
Digest authentication scheme for the http://www hipst.com realm.

Proxy- Aut henti cate: Di gest
Domai n="htt p: // ww. devi cengnt . or g/ servl et/ dnf

The WWW-Authenticate response header is used biTHEP server to challenge the authority of the HElEnt issuing it
an HTTP request. Implementations conforming to $iiscification MAY support this header with the lbdrage values for
"Basic" and "Digest Access Authentication" authegiion schemes and the "Realm”, "Domain”, "Nont8tale" and
"Algorithm" authentication parameters, as specifiefRFC2617] The nonce value SHOULD be a Base64 formattedgstri
The "MD5" algorithm MAY be supported by implemenmsats that conform to this specification. Other aitjons can also
be supported. The following is an example of tldader being used by an HTTP server to challengdTarP client with the
Basic authentication scheme for the WallyWord@dstleom realm.

WAV Aut henti cate: Basi c Real me"Wal | yWorl d@m host . cont

The other response headers MAY be supported byeimghtations conforming to this specification.

5.3.5 Pushing Data from the server to the client

Pushing data from a server to a client is defirmmbading tdPushOTA] This functionality can be used to push a DM
Message to a DM Client (e.g. sending a DM BootstmapM Sessionless message). This functionaligirislar to the push
of the DM Notification[DMNOTI]. The model is as shown below.
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Client

Push Proxy
Gateway

h:(-_&ri Push Over-The-
-~ Air Protocol (OTA

HTTP)

Push

Access
Protocol

Internet Push Initiator

The model is analogous to the push model descitbptlSPBIND] with the difference being that instead of the psistvices
between the Push Proxy Gateway (PPG) and the deeging defined by the OTA-WSP protocol they arerdef by the

OTA-HTTP protocol. Full details of the specificstudth of these are describediushOTA}

When pushing DM Message from the DM Server to theTlient, the following rules MUST be adhered toveall as the

order of the HTTP headers:

* The Content-Type header MUST include the MIME mewse, application/vnd.syncml.dntxml or

application/vnd.syncml .dm+wbxml for Device Management usage.

The Push Application architecture for (connectisg)eOTA-WSP and OTA-HTTP is depicted below to titate the
difference between DM Notification over WSP androdd@ TP:

Device
T 1 T 1
OTA-WSP OTA-HTTP
T 1 T ¢
WSP HTTP
T3 T 1
WDP TCP
T 3
IP
T 3
Bearer Bearer

Note that the push model is not limited to OTA wesahe model could also be used locally with, fareple, a DM Server
running on a PC connected to a DM Client via aealol this situation the DM Server would be REQUIRE® emulate the
PPG services. This mechanism might prove usefuétmlors who require a means of achieving local Seierted

Notification over TCP.
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5.4 Security

HTTP client and HTTP server authentication is basethe mechanism defined[iRFC2617] Implementations conforming
to this implementation MUST support this mechanfeni'Basic" and "Digest Access Authentication". TBase64 character
encoded "Basic" and "MD5" algorithm of the "Digéstcess Authentication" authentication schemes MAYsbpported.
The HTTP headers and parameters that MUST be siggpare described in the previous sections foresgand response
headers.

The Content-MD5 header field can be used to proaideessage integrity check of the DM Message ibtdy. Use of this
header is a good idea for detecting accidental ficadion of the entity-body in transit, but is moioof against malicious
attack.

HTTP proxy and HTTP server implementations confagntio this specification MAY support both the alyilio challenge
unauthenticated requests and also accept auth@micaquest headers in a request; which will equire subsequent
challenge responses unless some part of the craderihcorrect. The latter requirement is REQUIRE® address the need
for minimal request/response traffic for mobileweitks.

The authentication mechanisms definedRiyC2617]address protecting the authentication credentidsiever, the
remainder of the HTTP request and response mesaegj@vailable to the eavesdropper. For more ramaetrity for the
HTTP connection, SSL [SSL], TLS 1.1 [RFC4346], TLR [RFC5246], PSK-TLS [RFC4279], HTTPS, or somerfof
upgrading to TLS over HTTP [RFC2817] [RFC2818] SHMUbe used.

When operating over HTTP:

e The Server MUST support TLS 1.1 [RFC4346].

«  The Server SHOULD support TLS 1.0 [TLS], TLS 1.F[E5246], SSL 3.0 [SSL3.0] and PSK-TLS [RFC4279].
* The Server MUST use TLS 1.0 or SSL3.0 or TLS 1.P8K-TLS or TLS 1.2.

* The Client MUST use TLS 1.0 or SSL3.0 or TLS 1.P&K-TLS or TLS 1.2.

* The Client MUST identify that the Server is usingSIL.0 or SSL3.0 or TLS 1.1 or PSK-TLS or TLS 1.2.

e A Session SHALL NOT take place over SSL2.0 or less.

¢ The Server MUST support both of the following cipksites, both of which provide authentication, fadentiality
and integrity, when using an SSL3.0 session

+ SSL_RSA_WITH_RC4_128 SHA

« SSL_RSA_WITH_3DES_EDE_CBC_SHA

» The Client MUST support at least one of the follegvcipher suites, both of which provide autheniiogt
confidentiality and integrity, when using an SS1L8ession

« SSL_RSA_WITH_RC4_128 SHA

- SSL_RSA_WITH_3DES_EDE_CBC_SHA

* The Server MUST support both of the following cipkaites, both of which provide authentication, fatentiality
and integrity, when using an PSK-TLS session

«  TLS_PSK_WITH_AES 128 GCM_SHA256
.« TLS_DHE_PSK_WITH_AES_128 GCM_SHA256
- TLS_RSA_PSK_WITH_AES 128 GCM_SHA256
«  TLS_PSK_WITH_AES 128 CBC_SHA256
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- TLS_DHE_PSK_WITH_AES_128 CBC_SHA256

- TLS_RSA PSK_WITH_AES 128 CBC_SHA256

» The Client MUST support at least one of the follogvcipher suites, both of which provide autheniizgt
confidentiality and integrity, when using an PSKSTsession

.« TLS_PSK_WITH_AES 128 GCM_SHA256
.« TLS_DHE_PSK_WITH_AES_128 GCM_SHA256
- TLS_RSA_PSK_WITH_AES 128 GCM_SHA256
«  TLS_PSK_WITH_AES_128 CBC_SHA256

.«  TLS_DHE_PSK_WITH_AES_128 CBC_SHA256
- TLS_RSA_PSK_WITH_AES 128 CBC_SHA256

* The Server MUST only accept the usage of ciphaesuiith all the following characteristics:
At least 128 bit symmetric keys;

Provide key exchange;

Provide signing;

Provide bulk encryption;

O O O o o

Provide message authentication.

* The Server MUST support the requirements relatnegttificates and certificate processing in sec@@ and 6.4
of the WAP TLS Profile and Tunneling, [WAP-219-TLS]

» If the Client supports TLS1.0, it MUST support tlegluirements relating to certificates and certifgarocessing in
section 6.3 and 6.4 of the WAP TLS Profile and Telimy, [WAP-219-TLS].
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Appendix B. Static Conformance Requirements (Normative)
The notation used in this appendix is specifiedPPROC]
B.1 Client Features
B.1.1 Client HTTP Requirements
Item Function Ref. | Status Requirement
DSDM-HTTP-C-001 Support for HTTP Client 4 0] DSDM-HF-C-005 AND
DSDM-HTTP-C-010 AND
DSDM-HTTP-C-015 AND
DSDM-HTTP-C-019 AND
DSDM-HTTP-C-020 AND
DSDM-HTTP-C-037
B.1.2 Client HTTP Method Requirements
Item Function Ref. Status Requirement
DSDM-HTTP-C-002 Support for OPTIONS Method 5314 O
DSDM-HTTP-C-003 Support for GET Method 531 O
DSDM-HTTP-C-004 Support for HEAD Method 531 O
DSDM-HTTP-C-005 Support for POST Method 5314 O
DSDM-HTTP-C-006 Support for PUT Method 531 O
DSDM-HTTP-C-007 Support for DELETE Method 531 O
DSDM-HTTP-C-008 Support for TRACE Method 531 O
DSDM-HTTP-C-009 Support for CONNECT Method 531 O
B.1.3 Client HTTP General Header Requirements
Item Function Ref. Status Requirement
DSDM-HTTP-C-010 Support for Cache-Control General | 5.3.2 | O
Header
DSDM-HTTP-C-011 Support for Connection General H¥gd5.3.2 | O
DSDM-HTTP-C-049 Support for Content-Encoding Header5.3.2 | O
DSDM-HTTP-C-012 Support for Date General Header 530
DSDM-HTTP-C-013 Support for Pragma General Header] .3.25| O
DSDM-HTTP-C-014 Support for Trailer General Header | 5.3.2 | O
DSDM-HTTP-C-015 Support for Transfer-Encoding Gether5.3.2 | O
Header
DSDM-HTTP-C-016 Support for Upgrade General Header 5.3.2 | O
DSDM-HTTP-C-017 Support for Via General Header 53 0
DSDM-HTTP-C-018 Support for Warning General Headefr 5.3.2 | O
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B.1.4 Client HTTP Request Header Requirements
Item Function Ref. | Status Requirement

DSDM-HTTP-C-019 Support for Accept Request Header| .3.35 | O

DSDM-HTTP-C-020 Support for Accept-Charset Request) 5.3.3 | O
Header

DSDM-HTTP-C-021 Support for Accept-Encoding Requests.3.3 | O
Header

DSDM-HTTP-C-022 Support for Accept-Language Requess.3.3 | O
Header

DSDM-HTTP-C-023 Support for Authorization Request | 5.3.3 | O
Header

DSDM-HTTP-C-024 Support for Expect Request Header| .3.35| O

DSDM-HTTP-C-025 Support for From Request Header 3530

DSDM-HTTP-C-026 Support for Host Request Header 3530

DSDM-HTTP-C-027 Support for If-Match Request Headef 5.3.3 | O

DSDM-HTTP-C-028 Support for If-Modified-Since Reaie| 5.3.3 | O
Header

DSDM-HTTP-C-029 Support for If-None-Match Request | 5.3.3 | O
Header

DSDM-HTTP-C-030 Support for If-Range Request Headgr5.3.3 | O

DSDM-HTTP-C-031 Support for If-Unmodified-Since 533 | O
Request Header

DSDM-HTTP-C-032 Support for Max-Forwards Request | 5.3.3 | O
Header

DSDM-HTTP-C-033 Support for Proxy-Authorization 533 | O
Request Header

DSDM-HTTP-C-034 Support for Range Request Header | 3.35.| O

DSDM-HTTP-C-035 Support for Referer Request Header| 5.3.3 | O

DSDM-HTTP-C-036 Support for TE Request Header 53.9

DSDM-HTTP-C-037 Support for User-Agent Request 533 | O
Header

B.1.5 Client HTTP Response Header Requirements
Item Function Ref. Status Requirement

DSDM-HTTP-C-038 Support for Accept-Ranges Responges.3.4 | O
Header

DSDM-HTTP-C-039 Support for Age Response Header 4580

DSDM-HTTP-C-040 Support for Allow Response Header| .3.4 | O

DSDM-HTTP-C-041 Support for Authentication-Info 534 | O
Response Header

DSDM-HTTP-C-042 Support for Etag Response Header 3.45| O

DSDM-HTTP-C-043 Support for Location Response Headé.3.4 | O

DSDM-HTTP-C-044 Support for Proxy-Authenticate 534 | O
Response Header

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.

Error! Reference source not found.



OMA-TS-DM_HTTPBIinding-V1_3-20100525-C

Page 21 (25)

Item Function Ref. | Status Requirement
DSDM-HTTP-C-045 Support for Retry-After Response 534 | O
Header
DSDM-HTTP-C-046 Support for Server Response Header5.3.4 | O
DSDM-HTTP-C-047 Support for Vary Response Header 3.45.| O
DSDM-HTTP-C-048 Support for WWW-Authenticate 534 | O
Response Header
B.1.6 Client HTTP Security Requirements
Item Function Ref. | Status Requirement
DSDM-HTTP-C-049 | Support HTTP Sectioh O DSDM-HTTP-C-050 AND
5.4 DSDM-HTTP-C-051
DSDM-HTTP-C-050 | Identifying that the Server is igsin | Section | O
TLS1.0 or TLS1.1 or SSL3.0 or PSK} 5.4
TLS
DSDM-HTTP-C-051 | Support at least one of the segurit | Section | O DSDM-HTTP-C-052 OR
mechanisms of SSL3.0, TLS1.0, TL$ 5.4 DSDM-HTTP-C-054 OR
1.1, PSK-TLS DSDM-HTTP-C-056 OR
DSDM-HTTP-C-058
DSDM-HTTP-C-052 | Support for TLS1.0 SectiopO DSDM-HTTP-C-053
5.4
DSDM-HTTP-C-053 | Support for at least one ciphetesui | Section | O
TLS_RSA_WITH_AES 128 CBC_§ 54
HA-1,
TLS_RSA WITH_3DES_EDE_CBC
_SHA and
TLS_RSA WITH_RC4_ 128 SHA
DSDM-HTTP-C-054 | Support for SSL 3.0 SectionO DSDM-HTTP-C-055
5.4
DSDM-HTTP-C-055 | Support for at least one ciphetesui | Section | O
SSL_RSA WITH_RC4 128 SHA |54
and
SSL_RSA_WITH_3DES_EDE_CBC
_SHA
DSDM-HTTP-C-056 | Support for TLS1.1 SectiopnO DSDM-HTTP-C-057
5.4
DSDM-HTTP-C-057 | Support for at least one ciphetesui | Section | O
TLS_RSA_WITH_AES 128 CBC_§ 54
HA256,
TLS_DH_DSS WITH_AES_128 CH
C_SHA256,
TLS_DH_RSA WITH_AES_128 CH
C_SHA256,
TLS _DHE_DSS WITH_AES 128
BC_SHA256,
TLS _DHE_RSA_ WITH_AES 128
BC_SHAZ256,
TLS _RSA WITH_AES 128 GCM_$
HA256,
TLS DHE_RSA_ WITH_AES 128 G
CM_SHAZ256,
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Item Function Ref. Status Requirement
TLS_DH_RSA_WITH_AES 128 G(
M_SHA256,
TLS_DHE_DSS_WITH_AES_128_G
CM_SHAZ256,
TLS_DH_DSS_WITH_AES_128 G(
M_SHA256,
TLS_ECDHE_ECDSA_WITH_AES |
128_CBC_SHA256,
TLS_ECDH_ECDSA WITH_AES 1
28_CBC_SHAZ256,
TLS_ECDHE_ECDSA_WITH_AES |
128_GCM_SHA256,
TLS_ECDH_ECDSA WITH_AES 1
28_GCM_SHA256
DSDM-HTTP-C-058 | Support for PSK-TLS SectionO DSDM-HTTP-C-059
5.4
DSDM-HTTP-C-059 | Support for at least one ciphetesui | Section | O
TLS_PSK_WITH_AES 128 GCM_$ 5.4
HA256 ,
TLS_DHE_PSK_WITH_AES 128 G
CM_SHAZ256,
TLS_RSA PSK_WITH_AES_128 G
CM_SHAZ256,
TLS_PSK_WITH_AES 128 CBC_S
HA256,
TLS_DHE_PSK_WITH_AES_128 C
BC_SHA256,
TLS_RSA PSK_WITH_AES_128
BC_SHA256
B.2 Server Features
B.2.1 Server HTTP Requirements
Item Function Ref. Status Requirement
DSDM-HTTP-S-001 Support for HTTP Server 4 0] DSDM-HPES-005 AND
DSDM-HTTP-S-010 AND
DSDM-HTTP-S-015 AND
DSDM-HTTP-S-019 AND
DSDM-HTTP-S-020 AND
DSDM-HTTP-S-037
B.2.2 Server HTTP Method Requirements
Item Function Ref. Status Requirement
DSDM-HTTP-S-002 Support for OPTIONS Method 531 O
DSDM-HTTP-S-003 Support for GET Method 531 O
DSDM-HTTP-S-004 Support for HEAD Method 531 O
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Request Header

Item Function Ref. | Status Requirement
DSDM-HTTP-S-005 Support for POST Method 531 O
DSDM-HTTP-S-006 Support for PUT Method 53l O
DSDM-HTTP-S-007 Support for DELETE Method 53,1 O
DSDM-HTTP-S-008 Support for TRACE Method 53,1 O
DSDM-HTTP-S-009 Support for CONNECT Method 5310 O

B.2.3 Server HTTP General Header Requirements
Item Function Ref. Status Requirement
DSDM-HTTP-S-010 Support for Cache-Control General | 5.3.2 | O
Header
DSDM-HTTP-S-011 Support for Connection General Hgad5.3.2 | O
DSDM-HTTP-S-049 Support for Content-Encoding Headers.3.2 | O
DSDM-HTTP-S-012 Support for Date General Header 2530
DSDM-HTTP-S-013 Support for Pragma General Header; .3.25| O
DSDM-HTTP-S-014 Support for Trailer General Header | 5.3.2 | O
DSDM-HTTP-S-015 Support for Transfer-Encoding Gaher5.3.2 | O
Header
DSDM-HTTP-S-016 Support for Upgrade General Header5.3.2 | O
DSDM-HTTP-S-017 Support for Via General Header 53.0
DSDM-HTTP-S-018 Support for Warning General Header 5.3.2 | O
B.2.4 Server HTTP Request Header Requirements
Item Function Ref. | Status Requirement
DSDM-HTTP-S-019 Support for Accept Request Header| .3.35| O
DSDM-HTTP-S-020 Support for Accept-Charset Request 5.3.3 | O
Header

DSDM-HTTP-S-021 Support for Accept-Encoding Request.3.3 | O
Header

DSDM-HTTP-S-022 Support for Accept-Language Requess.3.3 | O
Header

DSDM-HTTP-S-023 Support for Authorization Request | 5.3.3 | O
Header

DSDM-HTTP-S-024 Support for Expect Request Header| .3.35| O

DSDM-HTTP-S-025 Support for From Request Header 3BH.30

DSDM-HTTP-S-026 Support for Host Request Header .35.830

DSDM-HTTP-S-027 Support for If-Match Request Header 5.3.3 | O

DSDM-HTTP-S-028 Support for If-Modified-Since Regte| 5.3.3 | O
Header

DSDM-HTTP-S-029 Support for If-None-Match Request | 5.3.3 | O
Header

DSDM-HTTP-S-030 Support for If-Range Request Header5.3.3 | O

DSDM-HTTP-S-031 Support for If-Unmodified-Since 533 | O

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.

Error! Reference source not found.



OMA-TS-DM_HTTPBIinding-V1_3-20100525-C

Page 24 (25)

Item Function Ref. Status Requirement
DSDM-HTTP-S-032 Support for Max-Forwards Request | 5.3.3 | O
Header
DSDM-HTTP-S-033 Support for Proxy-Authorization 533 | O
Request Header
DSDM-HTTP-S-034 Support for Range Request Header | 3.35] O
DSDM-HTTP-S-035 Support for Referer Request Headen 5.3.3 | O
DSDM-HTTP-S-036 Support for TE Request Header 53.8
DSDM-HTTP-S-037 Support for User-Agent Request 533 | O
Header
B.2.5 Server HTTP Response Header Requirements
Item Function Ref. Status Requirement
DSDM-HTTP-S-038 Support for Accept-Ranges Responses.3.4 | O
Header
DSDM-HTTP-S-039 Support for Age Response Header 4580
DSDM-HTTP-S-040 Support for Allow Response Header| .3.6 | O
DSDM-HTTP-S-041 Support for Authentication-Info 534 | O
Response Header
DSDM-HTTP-S-042 Support for Etag Response Header | 3.45] O
DSDM-HTTP-S-043 Support for Location Response Heagdé&.3.4 | O
DSDM-HTTP-S-044 Support for Proxy-Authenticate 534 | O
Response Header
DSDM-HTTP-S-045 Support for Retry-After Response 534 | O
Header
DSDM-HTTP-S-046 Support for Server Response Header5.3.4 | O
DSDM-HTTP-S-047 Support for Vary Response Header | 3.45.| O
DSDM-HTTP-S-048 Support for WWW-Authenticate 534 | O
Response Header
B.2.6 Server HTTP Security Requirements
Item Function Ref. Status Requirement
DSDM-HTTP-S-049 | Supports HTTP SectionO DSDM-HTTP-S-050 AND
5.4 DSDM-HTTP-S-052
DSDM-HTTP-S-050 | Support for TLS1.0 SectionO DSDM-HTTP-S-051
5.4
DSDM-HTTP-S-051 | Supporting these cipher suites: Section | O
TLS_RSA WITH_AES_128 CBC_S§ 5.4
HA-1,
TLS_RSA WITH_3DES_EDE_CBC
_SHA and
TLS _RSA WITH_RC4_ 128 SHA
DSDM-HTTP-S-052 | Support for SSL 3.0 SectignO DSDM-HTTP-S-053
5.4
DSDM-HTTP-S-053 | Supporting these cipher suites: Section | O
SSL_RSA WITH_RC4 128 SHA |54
and
SSL_RSA_WITH_3DES_EDE_CBC
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Item Function Ref. Status Requirement
_SHA
DSDM-HTTP-S-054 | Support for TLS1.1 SectionO DSDM-HTTP-S-055
5.4
DSDM-HTTP-S-055 | Supporting these cipher suites: Section | O
TLS RSA WITH_AES 128 CBC_§ 5.4
HA256,
TLS DH_DSS WITH_AES_128 CH
C_SHA256,
TLS_DH_RSA WITH_AES_128 CH
C_SHA256,
TLS _DHE_DSS WITH_AES 128
BC_SHAZ256,
TLS_DHE_RSA_WITH_AES_128 (
BC_SHAZ256,
TLS_RSA WITH_AES_128 GCM_$
HA256,
TLS DHE_RSA _WITH_AES 128 G
CM_SHAZ256,
TLS DH_RSA WITH_AES_128 GC
M_SHA256,
TLS_DHE_DSS_WITH_AES_128 G
CM_SHAZ256,
TLS_DH_DSS WITH_AES_128 GC
M_SHA256,
TLS_ECDHE_ECDSA_WITH_AES |
128 CBC_SHA256,
TLS _ECDH_ECDSA_WITH_AES 1
28_CBC_SHA256,
TLS_ECDHE_ECDSA_WITH_AES |
128 GCM_SHAZ256,
TLS _ECDH_ECDSA_WITH_AES 1
28_GCM_SHA256
DSDM-HTTP-S-056 | Support for PSK-TLS SectiopnO DSDM-HTTP-S-057
5.4
DSDM-HTTP-S-057 | Supporting these cipher suites: Section | O
TLS_PSK_WITH_AES_128 GCM_%$5.4
HA256 ,
TLS_DHE_PSK_WITH_AES_ 128 G
CM_SHAZ256,
TLS_RSA PSK_WITH_AES_128 G
CM_SHAZ256,
TLS _PSK_WITH_AES 128 CBC_S
HA256,
TLS_DHE_PSK_WITH_AES_ 128 Q
BC_SHAZ256,
TLS_RSA PSK_WITH_AES_128 G
BC_SHA256
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