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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informationthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thi€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdE$sential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IpRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmiThe Open Mobile Alliance has not conducted atependent IPR review of
this document and the information contained heiial, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatiorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EEKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2010 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope

This document specifies the OMA Device Managemaettfidation Initiation package from the DM Serverthe DM
Client. A DM Server can use this notification cajigbto cause the DM client to initiate a connectiback to the DM
Server.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

Any reference to components of the DTD’s or XMLpets is specified in thig ypef ace.”

3.2 Definitions

Device see [OMADICT]

Notification M essage Message sent from the DM Server to DM Client totdbv Client to initiate a DM session back for
management purpose.

3.3 Abbreviations

DM Device Management
IANA Internet Assigned Numbers Authority
OMA Open Mobile Alliance

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

Many devices cannot continuously listen for conioexst from a management server. Other devices gidphot wish to
“open a port” (i.e. accept connections) for seguiasons. However, most devices can receive igitedl messages,
sometimes called “notifications”. Some handsetsgkample, can receive SMS messages. Other deviag have the
ability to receive other, similar datagram messages

A DM Server can use this notification capabilitydamuse the DM Client to initiate a connection bexihe DM Server. This
connection might be over HTTP, WAP, SIP or anothemsport protocol.

The notification message needs to contain auttetign information for the server who sent thisifition. The result of
receiving such a notification would be for the DMe@t to initiate a connection to the DM Serverttient the alert. In this
scenario, the DM client needs to verify that thid Berver is among those authorized servers to stcueh activity.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Server Alerted Management Session

This notification message is intended to provigmssibility for the DM Server to alert the DM Clido initiate a

management session. Within the notification mestag®M Server can tell the DM Client the protoeetsion and whether
the server proposes the session to be a foregiased interaction) or background (not visible te #nd-user) event. It can
also tell if the session is happening because sbagsome management actions to perform or ifiskee caused the start of

the session. The server MUST also send a digesinviiie notification message that is included &vpnt any Denial of

Service (DoS) attacks.

Figure 1 describes the message flow how the safgels management session.

User

DM Client

DM Server

Pkg #0: Notification to DM Client

DM Client and DM Server configured properly to enable communication with each oith}

DM Session will continue as specified in the DM Protocol

DM Session is completed

—

—

Figure 1. Flow of the Server Alerted M anagement session

The message flow presented above is one Device g¢ament session. This means that all messages thagarme OMA

DM Session ID.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Structure of DM Notification

Package#0 is the default format used for the Muatifbn Message. This default format can be us#dsfdocument does not
describe a special format for initialization purpss

The following figure describes the format of then®eal Package #0.

o | “uar enammol mosaa | 5 | e
digest
trigger-header trigger-body digest
. . send- | ,. vendor- | moi- | reason- .. | length- serve:;
version | ui-mode | initiator | transport | auth-type devdetail timeout | ts-data present | present | present sessionid identifier | identifier

Figure 2: Format of the DM Notification M essage (Package#0)

The MIME type for this version of DM Notification 8sage iapplication/vnd.syncml.dm.notificati@nd the Content-Type
code for that i9x58.Byte order for DM Notification Message is Big Eadi(Network order).

The DM Client MUST support the notification fornfadm DM 1.2 [DMNoti12].

6.1 Syntax for the DM Notification

The following ABNF[RFC5234]defines the syntax for the DM Notification Messagbe order and the size of the fields
MUST be same as specified in the following syntithe DM Notification Message.

<trigger-message> ::= <trigger><digest>

<trigger> ::= <trigger-header><trigger-body>

<trigger-header> ::= <version><ui-mode><initiator><transport><auth-type><send-devdetail><timeout><vendor-
present><moi-present><reason-present><future-use><sessionid><length-identifier><server-identifier>

<version> ::= 10*BIT ; ‘Device Management Version’
<ui-mode> ::= <not-specified> / <background> / ; ‘Background/Informative/
<informative> / <user-interaction> ; User Interaction session’
<not-specified> ::= “00” ; ‘2*bit value “0™
<background> ::=“01" ; ‘2*bit value “1”
<informative> ::= “10” ; ‘2*bit value “2”
<user-interaction> :;= “11” ; ‘2*bit value “3"™
<initiator> ::= <user> / <server> ; ‘User/Server initiated’
<user> ::=“0" ; ‘1*bit value “0™
<server> ::=*“1" ; ‘1*bit value “1"
<transport>::=<not-specified> / <HTTP> / <HTTPS> ; ‘transport bindings’
<not-specified> ::= “00” ; ‘2*bit value “0"”
<HTTP>::="01" ; '2*bit value “1”
<HTTPS>::="10" ; '2*bit value “2"”
<auth-type>::=<not-specified> / <HTTP-DIGEST> / ; ‘authentication type

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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<DIGEST> / <HMAC>

<not-specified> ::="00" ; '2*bit value “0”
<HTTP-DIGEST>::="01" ;’2*bit value “1™

<DIGEST>::="10" ;’2*bit value “2”

<HMAC>::="11" ;’2*bit value “3™

<send-devdetail> ::=<send> / <not-send> ; if DevDetail information is required
<send>::="1" ; ‘1*bit value “1™

<not-send>::="0" ; ‘1*bit value “0”

<timeout> ::=3*BIT ; the days to keep the <sessionid> valid

<ts-data> ::= 16*CHAR

Current server time in UTC in ISO8601 formed text

<vendor-present> ::= 1*BIT ; Whether Vendor Specific Info
is present (‘1’) or not-present (‘0") in trigger

body
<moi-present> ::= 1*BIT ; Whether MOl is present (‘1’) or not-present (‘0’)
in trigger body
<reason-present> ::= 1*BIT ; ‘Whether reason for connection
is present (‘1) or not-present (‘0") in trigger
body’
<sessionid> ::= 16*BIT ; ‘Session identifier’
<length-identifier> ::= 8*BIT ; ‘Server Identifier length’
<server-identifier> ::= <length-identifier>*CHAR ; ‘Server Identifier’

<trigger-body> ::=<length-vendor><vendor-data><length-moi><moi-data><length-reason><reason-data>

<length-vendor> ::= 16*BIT ; ‘Vendor Specific Info Length’
<vendor-data> ::= <length-vendor>*BYTE ; ‘Vendor Specific Info’

<length-moi> ::= 8*BIT ; ‘MO Identifier length’

<moi-data> ::= <length-moi>*BYTE ; ‘MO Identifier for MO to be managed’
<length-reason> ::= 16*BIT ; ‘Reason for Connection Length’
<reason-data> ::= <length-reason>*BYTE ; ‘Reason for Connection Data’
<digest> ::= 160*BIT ; ‘Digest data’

6.2 Description of the fields
6.2.1  Trigger Message

The<trigger-message=field specifies the DM Notification Message cagsihe DM Client to connect to the DM Server.

6.2.2  Trigger

The<trigger> field is container for the trigger-header andgegbody fields.

6.2.3 Header of the Trigger Message

The <trigger-header> field specifies the headehefDM Notification Message.

6.2.4  Body of the Trigger Message

The <trigger-body> field specifies the body of il Notification Message.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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6.2.5 Version Information

The <version> field specifies the version of the Didtification message sent by the DM Server. Thisi@ is specified by
using the 10 bits in the Notification Message. $hpported version is counted as <notification ngssarsion> = DEC
(version)/10, i.e. first the bit value is transéairto the numeric and then divided by ten. Theesfoe biggest possible
version is ‘102.3" and the version ‘1.0’ is spe&dfias ‘0000001010’

Notification Messages conforming to this versiontha specification MUST have <version> field 104tihary value
‘0000001100’ and the version is ‘1.2".

NOTE: This is not the DM protocol version, but thetification message version.

6.2.6 User Interaction Mode

The <ui-mode> field specifies the DM Server recomdaions whether the server wants the managemssibeego be
executed in background or show a notification touker. This value is specified using 2 bits. A Bvent SHOULD follow
this recommendation.

The values the User Interaction mode can have:

» Not specified — Indicates that the DM Server doelsave a recommendation to this element. The hiteviIUST
be “00".

» Background management action — Indicates that MeSBrver recommends the management action SHOULD be
done as a background event. The bit value MUSTORE. “

» Informative management action — Indicates thafiheServer recommends the client to display an imiative
notification or maybe emitting a beep sound annmgnthe beginning of the provisioning session @ dlevice
user. The bit value MUST be “10”.

» User Interaction before the management action icditels that the DM Server recommends the DM Client
prompt the device user for acceptance of the afferanagement session before the management stasisn
place. The bit value MUST be “11".

6.2.7 Initiator of the Management Action

The <initiator> field specifies how the DM Servexshinterpreted the initiation of the managemeribaceither because the
end user requested it or because the DM Servanhaagement actions to perform. This value is sigecifsing 1 bit. A
DM Client SHOULD follow this recommendation.

The values the Initiator of the Management actiam lcave:

» Client (End User) Initiated management action —dats that the end user caused the device managegession
to start. The bit value MUST be “0".

» Server Initiated management action — IndicatesttteaDM Server caused the device management sdsssbart.
The bit value MUST be “1".

6.2.8  Transport Binding

The <transport> field indicates the desired transpionding to be used for connection between DMefliand Server in
subsequent DM session. This value is specifiedguibits.

The values of the <transport> field can have:

* Not Specified - Indicates no transport binding basn specified. It is up to the client to chooggrapriate
transport binding to use. The bit value MUST be™00

* HTTP - Indicates the HTTP transport binding. Thievelue MUST be “01”

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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e HTTPS - Indicates the HTTPS transport binding. Bheralue MUST be “10”.

6.2.9  Authentication Type

The <auth-type> field indicates the authenticatigre for the DM Client to find the correspondingspa&ord and nonce
within the DM Account Management Objg¢btMSTDOBJ]in order to calculate the digest for notificatimessage. This
value is specified using 2 bits.

The values of the <auth-type> field can have:
» <not-specified> - Indicates the authentication ty@es not specified. The bit value MUST BE “00”
 HTTP-DIGEST - Indicates the HTTP-DIGEST authenimatype. The bit value MUST be “01”
* DIGEST - Indicates the DIGEST authentication typee bit value MUST be “10".

« HMAC - Indicates the HMAC authentication type. Tthievalue MUST be “11".

6.2.10 SendDevDetall

The <SendDevDetail> field specifies whether thelinfation within DevDetail MO needs to be sent to Bkrver within
subsequent management session. This value isiggeasing 1 bit.

The values of this field are as follows:

» Send - Indicates that the DM Server requires thebetail MO to be sent by DM Client in subsequenhagement
session. The bit value MUST be “1”. The DM ClienUHT send the DevDetail MO to the DM Server when it
initiates the management session.

* Not Send - Indicates that the DM Server does riire the DevDetail MO. The bit value MUST be“0".

6.2.11 Timeout of the Notification Message

The <timeout> field specifies the number of dayat the DM Server will keep the <sessionid> withie Notification
Message valid. After the <sessionid> has expiratitha DM Client still initiates the management gassthe DM Server
MAY reject the session. This value is specifiedusing 3 bits. A timeout value of zero indicates¢his no timeout.

6.2.12 Timestamp

The <ts-data> field specifies the current servaetin UTC in the form of “YYYYMMDDThhmmssZ” as defed in
[ISO8601]. The data in this field MUST be 16 byie$ength.

The DM Client MAY ignore this notification if the essage is older than the number of days specifietirneout>. The age
of the message is determined by comparing the \@#lsés-data> and the current date and time oméwvice.

This value MAY also be used to prevent replay &ttac

6.2.13 Information Present in Trigger Body
There are several 1 bit fields defined to indicalat is present in the trigger body as follows:
» <vendor-present>: Indicate whether the Vendor Sigdaifo is present in trigger body respectively.
e <moi-present>: Indicate whether the MO ldentifeepresent in trigger body.
« <reason-present>: Indicate whether the reasonofomection is present in trigger body.
The value of above fields is described below:

» Present — Indicates that the corresponding infaomas present in trigger body. The bit value MUIBT “1".

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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* Not-Present — Indicates that the correspondingmébion is not present in trigger body. The bitueaMUST be
“0".

6.2.14 Session Identifier

The <sessionid> field specifies the identifier ke OMA DM session associated with the DM Messagés Yalue is
specified by using the 16 bits in the Notificatilessage. The Session ID MUST be different betwdéféerent Notification
Messages and the DM Client MUST use this SessiowhHBn it connects to the DM Server. If DM Clienteéves the same
Session ID several times from the same DM Serves @nough for a DM Client to initiate only one magement session.

When preparing the OMA DM Message for connectiotheoDM server, the binary session ID value from Kotification
Message, in the unsigned hexadecimal range ofolgir FFFF, SHALL be mapped to a string of hexadatiigits (chosen
from the numeric digits “0"-“9” and the upper-cdstters “A”-“F") of between one and four characterdength, inclusive,
and placed in the SessionID element of the OMA Dbtsage. Leading zeros MUST NOT be included. A vafueero
MUST NOT be used.

6.2.15 Length of the Identifier

The <length-identifier> field specifies the lengththe Server Identifier of the management sefbe value of the Length
Identifier is calculated as the Length of the sefdentifier in bytes = DEC (length-identifier). €tvalue of this field is
specified using 16 bits.

6.2.16 Server Identifier

The <server-identifier> field specifies the Serldentifier of the DM Server. This is the same iifégr as in the DMAcc
[DMSTDOBJ].

6.2.17 Vendor Specific Information Length

The <length-vendor> field specifies the lengthtaf vendor specific information in bytes. The vabfi¢his field is specified
using 16 bits. If the value of <vendor-present20i5 then <length-vendor> field MUST NOT be preséamthe notification
message.

6.2.18 Vendor Specific Information

The <vendor-data> field is used to specify vengbactic information. If the value of <vendor-preseis “0”, then
<vendor-data> field MUST NOT be present in the ficdtion message.

6.2.19 Length of the MO Identifier

The <length-moi> field specifies the length of M Identifier for MO to be managed in bytes. Thédue is specified by
using 8 hits. If the value of <moi-present> is “@fien <length-moi> field MUST NOT be present in tiaification message.

6.2.20 MO Ildentifier

The <moi-data> field specifies the MO Identifier foe MO to be managed. If the value of <moi-pré&sésn “0”, then <moi-
data> field MUST NOT be present in the notificatimessage.

6.2.21 Length of the Reason for Connection

The <length-reason> field specifies the lengtthefiteason for connection information in bytes. Maikie is specified by
using 16 bits. If the value of <reason-present®isthen <length-reason> field MUST NOT be presenthe notification
message.
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6.2.22 Reason for Connection

The <reason-data > field specifies the reasondanection information. If the value of <reasongenmt> is “0”, then
<reason-data> field MUST NOT be present in thefivation message. If the <reason-data> field &spnt, the DM Client
MAY display this information to the user prior ttaging a management session.

6.2.23 Digest

The<digest-data>field specifies the SHA-1 digest of the notificatimessage [RFC3174]. The digest is computed as
digest-data = H(server-secret:trigger). The seseeret is the same value in the SRVCRED/AAuthDatdHat server's DM
Account.
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7. OMA Device Management Transport Dependant Profiles

The following sections illustrate the transport elegant profiles for sending a Notification Mess&igen a DM Server to a
DM Client. At least one of the profiles below MU®E& supported.

7.1 Package #0 delivered using WAP Push

Package #0 MAY be sent to the DM Client using theHPOTA Protocol over WSP (OTA-WSP) [PushOTA] wiitle
following additional rules:

« The package MUST be sent using the non-secure cthankess push.

e The application-id code 0x07 MUST be used.

e The Content-Type code 0x58 MUST be used.

« Other headers may be included; however the tataftheof the header MUST NOT exceed 48 bytes (torenthat
there is sufficient space for the payload).

7.1.1  Using non WAP Push capable devices

If the receiver is not a WAP device, it is veryilaly that any other application would be activetbe same port, which has
been publicly registered with IANA. The decodingtioé message headers is very straightforward d\he device lacks a
full WAP stack and therefore the device MUST exaarifrthe message has been sent to the default VAR jport (2948)
and if the Application-ID and the MIME type are oassigned to the OMA DM Notification Initiation Rage. If this
information is correct then the message MUST béeabto the OMA Device Management application.

7.2 Package #0 over OBEX

Local Notification Initiated Session over OBEX isree inside the PUT command of the OBEX protocols Hiappens in the
same way as sending the DM messages over OBEXSymeML client (See the SyncML OBEX Binding spedition
[OBEXBinding]).

7.3 Package #0 over SIP Push

Package #0 MAY be sent to the DM Client using thefPOTA Protocol over SIP (OTA-SIP) [SIPPush] vilte following
additional rules:

e The DM Client MUST register with the SIP/IP Coresa®n as practical.

* If GRUU [RFC5627] is supported on the device, theMUST be used in the registration process.
* The Content-Type MUST be useapplication/vnd.syncml.dm.notificatioir text format.

» ‘“syncml.dm” SHALL be used for “g.oma.eventappid” diee feature tag.

* “SIP MESSAGE method (Pager-Mode)” SHALL be useddtiver the Package #0 message.

7.4 Package #0 over HTTP Push

Package #0 MAY be sent to the DM Client using thefPOTA Protocol over HTTP (OTA-HTTP) [PushOTA] withe
following additional rules:

e The Content-Type MUST be useapplication/vnd.syncml.dm.notificatiomi text format.
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Appendix B. Static Conformance Requirements (Normative)
The notation used in this appendix is specified@PPROC].

B.1 SCR for OMA DM v1.3 Client

Item Function Reference Status Requirement
SCR-DM-NOTI-C-001 | Support of Server- Section 5 0] SCR-DM-NOTI-C-002
Alerted Management
Session
SCR-DM-NOTI-C-002 | Receiving Notification | Section 6 0] SCR-DM-NOTI-C-004 OR SCR-
message DM-NOTI-C-005 OR SCR-DM-
NOTI-C-006 OR SCR-DM-NOTI-
C-007
SCR-DM-NOTI-C-003 | Nonce Synchronisation Section 5 q
SCR-DM-NQOTI-C-004 | Support WAP Push Section 7.1 d
SCR-DM-NOTI-C-005 | Support OBEX Push Section 7.2 €
SCR-DM-NOTI-C-006 | Support SIP Push Section 7.3 (0]
SCR-DM-NOTI-C-007 | Support HTTP Push Section 7.4 d
B.2 SCR for OMA DM v1.3 Server
Item Function Reference Status Requirement
SCR-DM-NOTI-S-001 | Support of Server- Section 5 0] SCR-DM-NOTI-S-002
Alerted Management
Session
SCR-DM-NOTI-S-002 | Sending of Natification| Section 6 0] SCR-DM-NOTI-S-005 OR SCR-
message DM-NOTI-S-006 OR SCR-DM-
NOTI-S-007 OR SCR-DM-NOTI-S
008
SCR-DM-NOTI-S-003 | Notification message | Section 6.2.6 M
<version> field value is
the binary value
‘0000001100’
SCR-DM-NOTI-S-004 | Nonce Synchronisation Section 5 (0]
SCR-DM-NOTI-S-005 | Support WAP Push Section 7.1 q
SCR-DM-NQOTI-S-006 | Support OBEX Push Section 7.2 ¢
SCR-DM-NOTI-S-007 | Support SIP Push Section 7.3 0]
SCR-DM-NOTI-S-008 | Support HTTP Push Section 7.4 (0]
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Appendix C. Example of Notification Message (Informative)
Example WAP Push over SMS containing the triggérimation:
Binary value M eaning Description
06 User-Data-Header (UDHL) Length = 6 bytes WDP layer (start WDP
headers).
05 UDH IE identifier: Port numbers
04 UDH port number IE length
0B Destination port (high) Port number 2948
84 Destination port (low)
Co Originating port (high) Port number chosen by
sender
02 Originating port (low) WDP layer (end WDP
headers)
01 Transaction ID / Push ID WSP layer (start WSP
headers)
06 PDU type (push)
03 Headerslength (content type+headers)
C4 Content type code MIME-Type
AF X-WAP-Application-ID
87 Id for urn: x-wap-application:syncml.dm WSP layer (end WSP
headers)
{digest value is 16-bytes} 128-bit digest value (D:)
Binary ‘0000001100’ Version ‘1.2’
Binary ‘01’ Ul-Mode ‘1’
Binary ‘0’ Initiator ‘0’
Binary ‘01’ HTTP Transport
Binary ‘01’ HTTP-Digest Auth Type
Binary ‘1’ Needs to send DevDetall
03,12, Db1,, 00, 00 Binary ‘010’ Expiry date: 2 days
Binary ‘0’ No vendor specific info in
body
Binary ‘0’ No MOI present in body
Binary ‘1’ Reason for session is present
in body
Binary ‘0000000000000000’ Future DM use
12,34 Binary ‘0001001000110100’ SessionID 0x1234
12 Binary ‘00010010’ Server Identifier length ‘18’
63, 6F, 6D, 2E, 6D, 67, 6D, 74, String ‘com.mgmtsrv.manage’ Server Identifier
73,72,76, 2E, 6D, 61, 6E, 61,
67, 65
00, OB Binary ‘0000000000001011" Reason for Coninact
Length is ‘11’
55, 70, 64, 61, 74, 65, 20, 46, | String ‘Update FUMO’ Reason for session
55, 4D, 4F
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