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1. Scope

This document describes a management protocol tisBM Representation Protocol [DMREPPRO]. Thistpcol is
called the OMA Device Management Protocol, abbtedas OMA DM Protocol, and it defines the protdoolvarious
management procedures.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgiiéghdicated to be
informative.

Any reference to components of the DTD's or XMLpgeits is specified in thigypeface

3.2 Definitions

See the DM Tree and Description document [DMTND]definitions of terms related to the managemesz#.tr

Full device URI Full path to a device resource specified in théas context. It is always a URI relative to thevides’
root node. Full device URI must always be usedédresent specification.

M essage Atomic unit in OMA DM Protocol, one packet that thearer network is able to accept. One OMA DM
Protocol package could be divided into many message

Package Package is a conceptual set of commands that beudgiread over multiple messages.

Resource A network data object or service that can be idiegtiby a URI, as defined in Hypertext TransfertBcol

[RFC2616]. Resources may be available in multipfresentations (e.g. multiple languages, data fsrma
size, and resolutions) or vary in other ways.

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

The OMA Device Management Protocol allows manageérmemmands to be executed on nodes. It uses agmafanat
defined in the DM Representation Protocol [DMREPPROnode might reflect a set of configuration paeders for a
device. Actions that can be taken against this moigét include reading and setting parameter kegsvalues. Another
node might be the run-time environment for softweguplications on a device. Actions that can benagainst this type of
node might include installing, upgrading, or unatishtg software elements.

Actions are represented by OMA Device Managemeatioeol Commands, which are described in Device gamaent
Representation Protocol [DMREPPRO].

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Node addressing

DM supports two types of node addressing — abs&l&keand relative URI. DM Clients and DM Servers U support
absolute URI addressing and SHOULD support reldtilR addressing.

5.1 Absolute URI Addressing

Each node MUST be addressed by a unique full dé&yiRe URIs MUST follow requirements specified in ifrm
Resource Identifiers (URI) [RFC2396] with the ragions as specified in OMA Device Management Tard Descriptions
[DMTND]. Node addressing is defined in [DMTND].

Each node has a type that determines what kindaofigement content can be set/read on that objpeta@@ons on a certain
node require a predefined type of value to be aedtwhen the object is read, a value of that tgpeturned. For example a
certain node can have a simple text type (textiplso simple text values can be set while anotbderstores complex types
like the WAP Provisioning document type and reqthieg value set in that node come with the WAP Rioxing document
MIME type. Examples for other objects with completues can be WAP settings or installed software.

In OMA DM Protocol, the target and source of a caanohare identified by the Target and Source elesm@spectively.
Target refers to the recipient, and Source refethe originator. Exceptions to this approach aeationed in management
commands requiring exception.

5.2 Relative URI Addressing

In case when the DM Server doesn’t specify the labs®@JRI, the possibility is to address the nodegiselative URI as
defined below. The relative URI contains two parts:

. Part A: This is used to identify the actual rootldiRthe Management Object that is to be managdd ient
MUST resolve the actual path which begins fromrt@ of Management Tree to the <x> node of the Manzent
Object.

. Part B: This is used to identify the address ofrtbde to be manipulated inside the Management Qhjdich
starts after the root of the Management Object.

The syntax definition for Part A IdRI?M Ol D=value& attribute=value as described below:

. URI: The start point for the DM Client to find tihO occurrences in the whole sub-tree begins froRI'UThis
element SHOULD be included in the relative URI abding.

. ?: This is the separator between the ‘URI’ and MOIBis element MUST be included in the relative URI
addressing only when URI is present.

. MOID=value: This element is used to specify the M@ntifier which identifies the Management Objdwittis to
be managed. This element MUST be included in tlative URI addressing. The character “;” MUST begeat
encoded as “%3A” within MOID.

. &: This is the separator between the MOID and tibate condition or between attribute conditiomkis element
MAY be included in the relative URI addressing.

. attribute=value: This is only used when the DM ®emanticipates that multiple MO occurrences willfbend. The
<attribute> identifies the specific leaf node's URtive to the root of the Management Object. adue’
identifies the value of this leaf node. This partised by the DM Client to find the unique MO ocence that is to
be managed. This element MAY be included in thatied URI addressing. If this element is specifite,
preceding ‘& MUST be specified as well. For reseahcharacters defined in section 3.4 “Query Comptirod
[RFC2396] MUST be percent encoded appropriatelthdfDM Server need more attribute conditions &c#p a
unique MO, “&attribute=value” can occur from O tinr@N times with different attributes.

The Part A of relative URI MUST be included in th€argetParent>/<LocURI> element. The Part B oftretaURI MUST
be included in the <Target>/<LocURI> element ifiiesents. For Add, Replace and Exec commands,TiheyetParent>

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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and <Target> elements MUST be included in the DMs84ge. For Delete command, the <TargetParent> etévtiéST be
included in the DM Message, the <Target> elementMb& included in the DM Message.

The DM Client MUST resolve the relative URI to agltabsolute URI if it supports relative URI addiags The DM Client
MUST find all the MO occurrences in the whole stdetaccording to the specified MO identifier. &se there are multiple
MO occurrences found and “attribute=value” is pdad by the DM Server, the DM Client MUST use therifaute=value”
to resolve the root URI of the unique MO occurretit is to be managed.

In case the DM Server wishes to delete the wholedd€urrence(s), the Part B of relative URI is ne¢ded. Then the Part
A of relative URI will be enough to resolve the t&fRI(s) of the MO occurrence(s) to be removed fitb Device. In this
case <Target> element will not be included in <Bestecommand of DM Message.

The actual URI MUST be constructed as the conctitemaf resolved URI from Part A, followed by th®& Separator
character, followed by the Part B of the relativiellU

There are two scenarios about how to address éailur
. Within Normal DM Session:

o] If the DM Client doesn’t support this feature, D Client MUST return status code 406 (Optional tHea
Not Supported).

0] If the DM client failed to resolve the relative URI actual absolute URI, the DM Client MUST retstatus
code 400 (Bad Request).

o] If the DM Client failed to find the unique MO occeance if attribute=value is provided, the DM ClidmyST
return Status Code 404 (Not Found).

e Within Sessionless or Bootstrap Session:

0  Since the response is not expected by the DM sameestatus code will be returned. If the DM Clidpnesn’t
support, or failed to resolve the URI to absolutl lbr failed to find the unique MO occurrence, i
Client MUST NOT perform this command.

The relative URI concept is illustrated in the doling diagram:

Part A
}  Root i
: ll.ll :
Type: urn:oma:mo;| Type: urn:oma:mo:
oma_example:1.0 Al A2 oma_example:1.0
Part B N
Value= Value=
E F Camera E F USB
G Leaf G Leaf
node node
H Leaf H Leaf
node node

Figure 1: Relative URI Concept
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In this example DM Server wants to manipulate nddd/E/G’. The Part A of the relative URI sent thye DM Server is
“.?MOID=urn:oma:mo:oma_example:1.0&F=Camera ". The Part B of the relative URI sent by the DMn\&# is
“E/G”. The example message sent by DM Server isvehoelow:

<Exec>
<CmdID>4</CmdID>
<ltem>

<TargetParent>
<LocURI>.?MOID=urn%3Aoma%3Amo%3Aoma_example%3 Al.0&F=Camera</LocURI>
</TargetParent>

<Target>
<LocURI>E/G</LocURI>
</Target>

</lItem>

</Exec>

The resolved URI from Part A is “./A1" and the PBris “E/G”. Therefore the actual URI of node G.i\1/E/G”. Then the
DM Client is able to execute the node ‘./A1l/E/Geapected by the DM Server.

The more complete relative URI concept is illustdain the following diagram:

Part &

------ b
Root !
"o H
Type: Type: Type:
LTI CHTLE M S0 Al A2 UITOMame: oma A3 U OMma:mo:ama
example: 1.0 example: L0 example:1.0
=3
Part B = \
— Val Val Val
; . ‘alue = % - /alue = falue =
2 b Camera B F Camera E USHE
—E Value=Foo G Value = bar G Value = baz
Leaf Leaf ] Leal
H niode H mode H node

Figure 2: Relative URI Concept

In this example DM Server wants to manipulate nddd/E/H’. The Part A of the relative URI sent lye DM Server is
“.?MOID=urn:oma:mo:oma_example:1.0&F=Camera&E/G=Fo0 ". The Part B of the relative URI sent by the DM
Server is “E/H”". The example message sent by DM&ds shown below:

<Exec>
<CmdID>4</CmdID>
<ltem>
<TargetParent>
<LocURI>.?MOID=urn%3Aoma%3Amo%3Aoma_example%3  Al.0&F=Camera&E/G=Foo</LocURI>
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</TargetParent>
<Target>
<LocURI>E/H</LocURI>
</Target>
</ltem>
</Exec>

The resolved URI from Part A is “./A1” and the PBris “E/H". Therefore the actual URI of node G'IA1/E/H". Then the
DM Client is able to execute the node ‘./A1l/E/Heapected by the DM Server.
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6. Multiple Messages In Package

6.1 Description

The OMA Device Management protocol provides thecfiomality to transfer one SyncML package usingtiplé DM
messages. This is necessary when one SyncML packégelarge to be transferred in one SyncML mgss&or example,
this limitation may be caused by the transportgrot or by the limitations of a small footprint des.

In OMA Device Management, the role of the packaga dgical grouping of items is very limited. Messtrictions occur
on messages, not on packages. For example, a calnmmast fit entirely into one message. This incluthesSequence
andAtomic commands, each of which must fit entirely into omessage.

In order to avoid overwhelming a client with lindteesources, a server is not permitted to sendaogmmands to a client
that has not yet returned a status to previous camdsh In other words, most messages sent by thergerthe client will
correspond to a (one message) package, excem oatie where a server is sending a large objextking for more
messages (usinglert 1222). A package containing a large object datulirspan as many messages as necessary to
transmit the large object, as specified in Secfion

Note that the server is always in one of the foltaystates with respect to package boundaries:

1. The server has sent a complete package. In thes gh@ server is awaiting status from the clienttee commands
sent in the package. Because the status and resatbe large, such as the resulGaft commands, the client may
send multiple messages back to the server befonpleting its response.

2. The server has received a complete package (cdmssp) from the client. In this state, the servay send new
commands to the client.

3. The server has sent one or more messages thatraa the same package, but has not yet sentrthleniessage of
the current package. This state is only valid witrenserver is sending a large object, and the geckél end when
the last chunk of the large object is sent.

Because the underlying transports for DM messages h request/response form, either the clierti@sérver may be
required to send a message that contains neitlecoimmands nor Binal flag, in order to keep the request/response
cycle going.

For example, when the server is in State 1 (abdivelay receive many messages from the client caingStatus and
Results . The server will respond to each such messagéebyeht client, but may not include new commandhase
responses. Messages sent by the server in thésvgithtontain aStatus to theSyncHdr sent by the client and also the
Alert 1222 (More MessagesStatus MUST BE sent in response £&dert  but MUST NOT be sent in response to
Results

It is also possible foAlert 1222 to be replaced jert 1223 (Session Abort) if the server wishes to ati@tsession.

The following chart shows an example of how muitipiessages can be used.
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DM Client DM Server

Pkg #1: Alert 1201, Replace (Devinfo), Final

Pkg #2: Status on SyncHdr, Alert and Replace, Commands, Final

Pkg #3 (1/2): Status on SyncHdr and commands, Results

Pkg #4 (1/3): Status on SyncHdr, Alert 1222

Pkg #3 (2/2): Status on SyncHdr and Alert, Results, Final

Pkg #4 (2/3): Status on SyncHdr , Command containing Large Object

Pkg #3 (1/2): Status on SyncHdr and commands, Alert 1222

Pkg #4 (3/3): Status on SyncHdr and Alert, rest of Large Object, Final

Pkg #3 (2/2): Status on SyncHdr and command, Results, Final

Pkg #4: Status on SyncHdr , Commands, Final

Pkg #3: Status on SyncHdr and commands, Results, Final

Pkg #4: Status on SyncHdr , Final

6.2 Requirements

If a DM package is transferred in multiple DM magss, the last message in the package MUST inchedéinal element
[DMREPPRO]. Other messages belonging to the packBidg®T NOT include thé-inal element.

TheFinal element MUST NOT be supplied by the client to elds package until the server has serftitsl element to
close the previous package. For instance, thetdii&iST NOT supply thé-inal element to close package #2 or package
#4 until the server has supplied fieal element which closes the previous package (#Bporespectively). This is
necessary because packages #2 and #4 constitliés teghe commands in packages #1 and #3.

The recipient of a DM package containing multiplessages MUST be able to ask for more messagesisTdose by
sending arlert command, with the alert code 1222, back to theleenf there are DM commands to be sent as a
response to a preceding messageResults , theAlert command with the 1222 alert code MAY be omitted.

In the situation in which the server has sentRimal flag, and the client has not yet sentrtsal flag, the server MUST
respond to the client with the following "Next Magg" response:

The "Next Message" response contaext code 1222 (or 1223 to abort), status to$igacHdr , no other commands,
and noFinal flag.

A server MUST send thieinal flag in every message, when possible. This igooasible during the sending of a Large
Obiject (see Section 7), or when sending the "Nex$¢ddge" response.

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Protocol-V1_3-20100525-C Page 15 (54)

7. Large Object Handling

The protocol provides a means to synchronize ascoljhose size exceeds that which can be transimiftain one
message. This is achieved by splitting the objeict chunks that will fit within the message anchgsihe <MoreData/>
element to signal to the recipient that the datmits incomplete and has further chunks to come.

Clients SHOULD support Large Objects and serversSWidupport Large Objects.

On receipt of a data object with the <MoreDataknent, the recipient MUST respond with a statugaese “213 —
Chunked item accepted and buffered” and, if theeena other commands to be sent, ask for the negsage using the
Alert 1222 mechanism defined in section 6.

On receipt of the last chunk of the data objectréuipient reconstructs the data object from itsstituent chunks and
applies the requested command. The appropriatesstéit/ST then be sent to the originator. A commamé ehunked
object MUST implicitly be treated as atomic; ilee trecipient can only commit the object once alirdts have been
successfully received and reassembled.

Data objects that fit within a single message MUNBIT be followed by the <MoreData/> element. Datgeots that span
multiple messages MUST have the <MoreData/> elemmftat all chunks except the last chunk.

A new data object MUST NOT be added by a sendanyomessage until the previous data object has dmapleted. If a
data object is chunked across multiple messageshiiieks MUST be sent in contiguous messages. Newc@imands (i.e.
Add, Replace, Delete, Copy, Atomic or Sequenceajew ltems MUST NOT be placed between chunks ofta alaject.

Meta and Item information SHOULD be repeated orheadsequent message containing chunks of the datm@bject.
Authentication details related to the data objegtYWary between messages bearing chunks of the satasobject as
defined in the section 9.

Clients that support Large Object Handling MUSTidade this by having the value of the DevDetaillDl flag set to
"true". TheMaxObjSize accepted by the sender MAY be included in Metarimfation for the message headgyrfcHdr )
sent to the other partiaxObjSize information sent in Meta information for tlsyncHdr MUST be respected by the
recipient, who MUST NOT send any single object ¢arpan this size. MaxObjSize is not sent, the recipient is free to
send objects of any size back to the sender.

Note that theMaxObjSize remains in effect for the entire DM session, unl@siew value is supplied in a subsequent
message. A possible reason to send aMewObjSize in a later message in the same session mightatbéhi
MaxObjSize of a client might depend on free memory, which daorease as objects are created and increasgatsob
are deleted. ThislaxObjSize need not be a dynamic quantity, however.

If an item is chunked across multiple messagess8ize> element of the Meta information MUST bedusesignal to the
recipient the overall size of the data object. ¥8&ze> element MUST only be specified in the falstink of the item.

On receipt of the last chunk, the recipient MUSTidade that the size of re-constituted chunks mé#étehobject <Size>
supplied in the Meta information by the sendethé size does not match then error status 424 ‘f8igmatch” MUST be
returned. The recipient MUST NOT commit the commafrtte sender MAY attempt to retransmit the entaiadbject.

If the recipient detects a new data object or contrtzefore the previous item has been completeth@gghunk without the
<MoreData/> Element), the recipient MUST responthwain Alert 1225 “End of Data for chunked object rexeived”. The
Alert SHOULD contain the source and/or target infation from the original command to enable the setalidentify the
failed command. Note: a Status would not sufficeehmecause there would not necessarily be a comibatadrefer to. The
recipient MUST NOT commit the command. The sendé&YMattempt to retransmit the entire data object.
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8. OMA DM Protocol packages

OMA DM Protocol consists of two parts: setup phgaéhentication and device information exchange) management
phase. Management phase can be repeated as masyasirthe server wishes. Management sessions anawih Package
0 (the trigger). Trigger may be out-of-band depegdin the environment and it is specified in DM iflcdtion Initiated
Session [DMNOTI].

The following chart depicts the two phases.

Client Server
Package O: alert from the server

Package 1: client initialization with client
credentials and device information

Package 2: server initialization with server
credentials, initial management operations or
user interaction commands from the se

A

Setup phase

Client Server

Package 3: client response to server
management operations

Package 4: more user interaction and
management operations if the session is
continuec

Management phase

The Management Phase consists of a number of pidterations. The content of the package sent filoenserver to the
client determines whether the session must beragedi or not. If the server sends management opesaiti a package that
need responseSfatus orResults ) from the client, the management phase of theopabtcontinues with a new package
from client to server containing the client’s respes to those management operations. The respackage from client
starts a new protocol iteration. The server can senew management operation package and theiaitage a new

protocol iteration as many times as it wishes.

During the management phase when a package framrderclient does not contain management opemtiom challenge,
the client will create a package containing ddtgtus for SyncHdr as a response to the package received from sémver.
this case the entire response package MUST NOEmteand the protocol ends. A server MUST send resppackages to
all client packages.

Processing of packages can consume unpredictalolerdrof time. Therefore the OMA DM Protocol does specify any
timeouts between packages.

If not enclosed by a Sequence or Atomic commaraclient and server MAY freely choose the executicder of the
management commands sent in the package. Howelen @xecution order is required by the parent memagt
command, commands MUST be executed in the ordgntieee sent.
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Client MUST NOT send any commands other tRaplace command containing Devinfo or Devinfleesults and
Alert to the server.

8.1 Session Abort
8.1.1  Description

Either the client or the server may decide to atiwrtsession at any time. Reasons for session @atagrbe server shutdown,
client power-down, user interaction on the cli@tt, In this case it is best if the aborting padpds a SESSION ABORT
Alert . Itis RECOMMENDED that the message also incluBiegus andResults of all the management commands
that the aborting party executed before the ahmetation.

If a recipient of a Session Abort sends a resptmsais message, the response is ignored.

Some cases of session aborts are not controlfablexample if the client goes out of coveraget®battery runs down.
Servers and clients must be prepared for non-dgphakssion aborts as well. The requirements sédiede are intended to
reduce situations in which one party times out oesponse from the other.

Implementations are possible (e.g. OBEX) in whiuh tequest/response roles of the transport bindiagbe reversed, i.e.
the DM Client is a transport-level server, and M Server is a transport-level client. In this gabe recommendation in
Section 8.1.1 above may not apply.

8.1.2 Requirement

Alert 1223 is used to signal an unexpected end to thieelmanagement session. The sender of the Seskahalert
MAY also includeStatus andResults of all the management commands that the abortnty pxecuted before the
abort operation. The sender MUST includeimal flag. A server receiving this alert SHOULD respawith a message
that MUST contain status for tiidert and theSyncHdr and no new commands.

A client receivingAlert 1223 SHOULD NOT respond.

8.2 Package 0: Management Initiation Alert from server to client

Many devices cannot continuously listen for conioexst from a management server. Other devices sidplyot wish to
“open a port” (i.e. accept connections) for segudiasons. However, most devices can receive witedlimessages,
sometimes called “notifications”.

A management server can use this notification déifyatm cause the client to initiate a connectluerck to the management
server. OMA DM Protocol specifies several Managenheitiation notification bearers. Definition of Aeers and notification
content can be found from [DMNOTI] specification.

Note that an identical effect to receiving a Mammaget Initiation notification can be caused in otherys. For example, the
user interface (Ul) of the device may allow therusdell the client to initiate a management sassAlternatively, the
management client might initiate a session asdhbelt of a timer expiring. A fault of some typetie device could also
cause the management client to initiate a session.

8.3 Package 1: Initialization from client to server

The setup phase is virtually identical to that dibed in the [SYNCPRO]. The purpose of the iniiation package sent by
the client is:

» To send the Devinfo information (like manufacturadel etc) to a Device Management Server as seécif
[DMSTDOBJ]. Client MUST send Devinfo information ihe first message of management session.

» To send the DevDetail information (that is specifie [ DMSTDOBJ]) to a Device Management Servett, i
requested in Package 0 message (as specified itNDIV]).

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Protocol-V1_3-20100525-C Page 18 (54)

» To identify the client to the server accordinghe tules specified in Section 9.

* To inform the server whether the management ses&arinitiated by the server (by sending a triggéPackage 0)
or by the client (like end user selecting a meamjt

» Toinform the server of any optional Client genedaalert, for example Generic Alert or Client Event
[DMREPPROQ].

The detailed requirements for the initializatiortiege from the client to server (Package 1) are:
1. The requirements for the elements within 8yacHdr element.
* The value of th&/erDTD element MUST be '1.2'.
* The value of th&erProto element MUST be ‘DM/1.3".

» SessionID MUST be included to indicate the ID of the managatsession. If the client is responding to
notification, with alert code SERVER-INITIATED MGMT1200), therSessionID MUST be same as in
notification. Otherwise, the client generateSessionID  which should be unique for that client. The same
SessionID MUST be used throughout the whole session.

» MsglD MUST be used to unambiguously identify the messsjenging to the management session from
server to client.

e TheTarget element MUST be used to identify the target server
 TheSource element MUST be used to identify the source device

« TheCred element MAY be included in the authentication nagesfrom the Device Management client to
Device Management server as specified in Section 9.

2. Alert MUST be sent whether the client or the serveratatl the management session inSlyacBody . The
requirement for thélert command follows:

+ CmdIDis REQUIRED.

e« TheData element is used to carry the management sesgenitlgich can be either SERVER-INITIATED
MGMT (1200) or CLIENT-INITIATED MGMT (1201).

3. The Devinfo information MUST be sent using Replace command in th&yncBody . The requirement for the
Replace command follows:

+ CmdIDis REQUIRED.

* Anltem element per node found from Devinfo tree. Possiblges in Devinfo tree are specified in
[DMSTDOBJ].

e TheSource elementin thdtem element MUST have a value indicating URI of node.

« TheData element is used to carry the Devinfo data.

4. The DevDetail information MUST only be sent usihg Replace command in the SyncBody if requestdtidy
DM Server. The requirement for the Replace comnialhowvs:

+ CmdIDis REQUIRED.

* Anltem element per node found from DevDetail tree. Pdssibdes in DevDetail tree are specified in
[DMSTDOBJ].
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e TheSource elementin thdtem element MUST have a value indicating URI of node.
« TheData elementis used to carry theDevDetail data.
5. Client MAY include client-generated alerts suchCignt Event [DMREPPRO] or Generic Alert.

TheFinal element MUST be used in tiyncBody for the message, which is the last in this package

8.4 Package 2: Initialization from server to client
The purpose of the initialization package senthgygerver is to:

» |dentify the server to the client according to thkes specified in Section 9.

* Optionally, the server can send user interactionroands.

* Optionally to send management data and commands.

» Send status of Client Initiated Alerts if any oé#le was received from the client

Package 2 MAY close the management session byinorganly the <Final> element (any management camin user
interaction command or client authentication chrgkewill continue the session). Alternately, teever may send the
Session Abort Alert (1223) to force the close & siession in extreme situations.

The detailed requirements for package 2 are:
0 The requirements for the elements within 8yacHdr element.
* The value of th&/erDTD element MUST be '1.2".
» The value of th&/erProto element MUST be ‘DM/1.3’ when complying with thépecification.
» SessionID MUST be included to indicate the ID of the managatrsession.

* MsglD MUST be used to unambiguously identify the messsjenging to the management session from
server to client.

e TheTarget element MUST be used to identify the target device
 TheSource element MUST be used to identify the source device

* Cred element MAY be included in the authentication nagesaccording to the rules described in Section 9.
Server is always authenticated to the device hsitaithentication MAY be accomplished at the translevel.

0o TheStatus MUST be returned in thByncBody for theSyncHdr andAlerts sent by the client.

0 Any management operation including user interadioihe DM document (e.dilert |, Sequence , Replace )
are placed into th8yncBody .

+ CmdIDis REQUIRED.
 Source MUST be used if URI is needed to further addrasssburce dataset.
» Target MUST be used if URI is needed to further addresstérget dataset.

 TheData element insidétem is used to include the data itself unless the candrdoes not requirelata
element.
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« TheMeta element inside an operation or insideltem MUST be used when thgype or Format are not
the default values [META].

o TheFinal element MUST be used in tisyncBody for the message, which is the last in this package

8.5 Package 3: Client response sent to server
The content of package 3 is:

» Results of management actions sent from servdieiatc

* Results of user interaction commands.

» New optional Client generated alert, for example&g Alert or Client Event [DMREPPRO)] that wassexd
during the session.

This package is sent by the client if Package 2asoed management commands that required a resfrons¢he client.
The detailed requirements for package 3 are:
1. The requirements for the elements within 8ymcHdr element.
* The value of th&/erDTD element MUST be '1.2'.
* The value of th&erProto element MUST be ‘DM/1.3".
e SessionID MUST be included to indicate the ID of the managatrsession.

* MsgID MUST be used to unambiguously identify the mes$egenging to the management session from
server to client.

« TheTarget element MUST be used to identify the target device
 TheSource element MUST be used to identify the source device

2. Status MUST be returned for thByncHdr andAlert command sent by the device management serveein th
SyncBody .

3. Status MUST be returned in th8yncBody for management operations sent by the serverckdge 2.

4. Results MUST be returned in th8yncBody for successfuGet operations sent by the server in the previous
package and the following requirements apply:

* Results MUST containMeta element withType andFormat elements describing content@éta
element, unless thEype andFormat have the default values [META].

e Items in Results MUST contain ti®urce element that specifies the source URI.
5. Client MAY send client generated alerts, for exaen@lient Event [DMREPPRO] or Generic Alert.

TheFinal element MUST be used in tiyncBody for the message, which is the last in this package

8.6 Package 4: Further server management operations

Package 4 is used to close the management sedstmserver sends any operation in Package 4négeds response from
the client, the protocol restarts from PackagetB winew protocol iteration. Server sends resil@Glient Initiated Alerts if
any of these was received from the client in presipackage. The detailed requirements for package:4

1. The requirements for the elements within 8yacHdr element.
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e The value of th&/erDTD element MUST be '1.2'.
* The value of th&/erProto element MUST be ‘DM/1.3".
e SessionID MUST be included to indicate the ID of the managatrsession.

» MsglD MUST be used to unambiguously identify the messsjenging to the management session from
server to client.

« TheTarget element MUST be used to identify the target device
 TheSource element MUST be used to identify the source device

2. Status MUST be returned for thByncHdr sent by the device management server irrecBody and if any
Alerts were sent by the client then the server M48iid Status for these Alerts.

3. Any management operation including user interadiaihe DM document (e.dilert |, Sequence , Replace )
placed into theSyncBody .

* CmdIDis REQUIRED.
 Source MUST be used if URI is needed to further addrbsssburce dataset.
» Target MUST be used if URI is needed to further addresstérget dataset.

 TheData element insidétem is used to include the data itself unless the candrdoes not requirelzata
element.

« TheMeta element inside an operation or insideltem MUST be used when thgype or Format are not
the default values [META].

TheFinal element MUST be used in tiyncBody for the message, which is the last in this packBgekage 4 MAY
close the management session by containing onlyfeal> element (any management command or ussaiction
command will continue the session). Alternatehg server may send the Session Abort Alert (1228)rce the close of the
session in extreme situations.

8.7 Generic Alert

The protocol defines a Generic Alert message fertalgenerated by the client that MAY have a retatd a Management
Obiject. In the case of a relation to a Managemdajecd then the Source and LocURI MUST identify Huglress to that
Management Object.

Anytime after the Client or Server Initiated Managmnt Alert, the client MAY send a Generic Alert reage to the server.
The Generic Alert message SHALL only be sent fromdlient to the server. After the server has kexbthe Generic Alert
the server MUST respond with the status for howstiteer handles all ltems.

The client MAY send multiple Alert messages of co@eneric Alert” or combine them together with nipilé Items inside
one or multiple Alert message of code “Generic leFhe Data in the Generic Alert message is necsjed in the

protocol, the protocol will specify how the cliezan inform the server what Type and Format it lee $erver MUST support
the Generic Alert Format but not all Types of thertadata. The Server MUST respond with status“@isupported media
Type or Format” if the Type and Format are unsuggabby the server. If the device does not suppargé& Object then the
Alert message MUST NOT exceeds the message size.

This specification only specifies what is requifemim the protocol perspective, some registered Gewmderts MAY have
additional requirements for different Types of Gandlert Data. For example, one registered Typdleit may define that
a reference to a Management Object is mandatorytenBormat must be of Type Integer and the AletiaDnust be
included inside the Data.
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The optional parameter Mark MUST contain the imaoce level. If the parameter is omitted then tHaweimportance
level is assumed.

The server MUST respond with status 200 “OK” or 282cepted for processing” if the server has reedithe Alert
without any errors and is capable of processindi in the Alert. In other cases the server MWS@& one of the
following error status codes: 401, 406, 407, 411 dr 500.

8.7.1  Generic Alert Message

This is the basic design of a Generic Alert message

<Alert>
<CmdID>2</CmdID>
<Data>1226</Data> <!-- Generic Alert -->
<Correlator>abc123</Correlator>
<Iltem>
<Source><LocURI>./SyncML/Sample</LocURI></Sou rce>
<Meta>
<Type xmiIns="syncml:metinf’>
Reversed-Domain-Name: org.domain.sample alert
</Type>
<Format xmIns="syncml:metinf’>xml</Format>
<Mark xmlIns="syncml:metinf’>critical</Mark > <l-- Optional -->
</Meta>
<Data>
<!-- Client Alert Data Goes Here -->
</Data>
</ltem>
</Alert>

8.7.1.1 CmdID

This MUST be specified in the same way as all conusa

8.7.1.2 Data

This MUST be specified with the value 1226 [DMRERHRor Generic Alert.
8.7.1.3 Item

This is a REQUIRED parameter. Item MUST be repe&tedach alert of type Generic Alert if the deviedl send them
together inside the same Alert message.

8.7.14 LocURI within Source

This is an optional parameter. If the Alert is geted from a Management Object and the definitiothat Management
Object mandates this parameter, then it MUST bleidlec.

8.7.1.5 Meta

The Meta element MUST be specified for the Type Rodnat of the Alert Data.
8.7.1.6 Type

The Type element MUST be specified and specifieqitedia type of the content information in the De&eanent. The
content information for this element type MUST bERN. If it is a MIME-type, then it MUST use “ConteType” as
namespace identifier and the content SHOULD bagistered MIME content-type. If it is a reverse dam@ame then the
namespace identifier “Reversed-Domain-Name” MUSBjhecified. No other namespace identifiers thasetheo are
allowed. The ABNF syntax for the content of revedsenain name MUST be:
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<URN?> ::= <domain> [/<name>]*
<domain> ::= “reversed domain name”

<name> ::= alphanum

NOTE: For simplicity and portability, each namereét is currently restricted to alphanumeric chiamac (Alphanum
is defined in [RFC2396].)

Example of two valid alert types:

e “Content-Type: application/samplealert”

* “Reversed-Domain-Name: org.openmobilealliance.dmpealert”

8.7.1.7 Format

The Format element MUST be specified. Format MUSfitain a DM identifier of the Format of the follavg Data
element.

8.7.1.8 Mark

The Mark element MAY be specified. Mark will defittee importance level of the alert message. THewahg levels are
allowed in Generic Alert: fatal, critical, minoranning, informational, harmless and indeterminatere the order indicates
the importance level with fatal as most importamd andeterminate as least important. If the Magoent is omitted then
the default importance level “informational” is agsed.

8.7.1.9 Data (inside <ltem>)
The Data element MUST be specified. Data MUST hed-brmat and Type specified in the Meta tag.

8.7.1.10 Correlator

The Correlator is an optional field and is used miie alert is an asynchronous response to andexamand. Typically,
the Correlator field in the alert echoes the Catal value from an Exec command and is omittedliother instances.
Registered Generic Alerts SHOULD specify how ther€lator field is used.
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9. Authentication

OMA DM Protocol uses the authentication framewgr&dfied in this chapter, with extensions define@MA Device
Management Security [DMSEC]. This section specitiesrules for how the OMA-DM Protocol-level ane ttiansport-
level authentication are used.

Server and client can both challenge each othrey dredentials were given in the original requeghe credentials were
considered too weak. If the server sent no créglerdr invalid credentials in Package #2, no @mgk and no commands
(only Status to SyncHdr and Devinfo), the client BIUNOT challenge the server by sending back oi8tasus for the
SyncHdr with a challenge. If the server challentieiclient in Pkg 2, the client MUST revert to gkgnd MUST resend the
Alert and Devinfo along with the credentials regadsy the server.

The preferred authentication type of the server beaindicated to the client using the <X>/AAuthPpefameter in DM
Account management object [DMSTDOBJ].

Generation and maintenance of client and serveleatéls are out of scope of the OMA DM Protocadfication.

In this chapter, the authentication procedureslafimed for the basic and MD5 digest access autiaiun.

9.1 Authentication Challenge

If the response code to a request (message or cotnsa401 (‘Unauthorized’) or 407 (‘Authenticatioequired’), the
request requires authentication. In this caseSthaus command to the request MUST include a Gbalent (See
[DMREPPRO]). The Chal contains a challenge apple#bthe requested resource. The originator MAXeet the request
with a suitable Cred element (See [DMREPPRO]héf tequest already included the Cred element,ttieed01 response
indicates that authorization has been refusecdhfuge credentials.

Both the client and the server can challenge ftinentication.

If the 401 response (i.e., Status) contains theesarallenge as the prior response, and the usat hage already attempted
authentication at least once, then the user SHOb.Presented the entity that was given in the mrespcsince that entity
might include relevant diagnostic information.

If the response code to a request is 212 (‘Autlatitin accepted’), no further authentication isdeekfor the remainder of
the DM session. In the case of the MD5 digest acaathentication, the Chal element can howeveetugned. Then, the
next nonce in Chal MUST used for the digest whennéixt DM session is started.

If a request includes security credentials andésponse code to the request is 200, the samentisddeMUST be sent
within the next request. If the Chal element iduded and the MD5 digest access authenticatioraisdated, a new digest is
created by using the next nonce. In the case dfffbg digest access authentication, the Chal elerwemhowever be
returned. The next nonce in Chal MUST be used vihemext request is sent.

Once authentication has occurred, the authenticéyjme for a security layer MUST be kept same ffigrwhole session.

In case of authentication failure (either the uwband/or password was wrong or authentication wasdated) requirements
are:

* The response message indicating the authenticiilome on application layer (see chapter 9.3) amr only
Status commands (i.e. Replace, Get etc. commandSTMDT be specified in the response). A Status canan
MUST be provided for every command received inrdtpiest.

* In case the session is continued, the next messagaining the proper credentials MUST containat &t for the
SyncHdr, MUST have the same SessionID as the prsvieessages and the message MUST be sent to the
RespURYI, if it was specified in the response intiligathe authentication failure.
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9.2 Authorization

The Cred element MUST be included in requests (agesser command), which are sent after receivingl@ieor 407
responses if the request is repeated. In additican be sent in the first request from a devidke authentication is
mandated through pre-configuration. The contethefCred element is specified in [DMREPPROQO]. Thiéhentication type
is dependent on the challenge (See the previoysefar the pre-configuration.

9.3 Application Layer Authentication

The authentication on the application layer is agglished by using the Cred element in SyncHdr &ed3tatus command
associated with SyncHdr. Within the Status commé#éme challenge for the authentication is carriedefined earlier. The
authentication can happen both directions, i.e.ctlent can authenticate itself to the serverthedserver can authenticate
itself to the client.

9.4 Authentication Examples

9.4.1 Basic authentication with a challenge

At this example, the client tries to initiate withe server without any credentials (Pkg #1). Theesechallenges the client
(Pkg #2) for the application layer authenticatidhe client MUST send Pkg #1 again with the cre@dsitiThe server accepts
the credentials and the session is authenticategl#P). In the example, commands in SyncBody ateshown although in
practice, they would be there.

Pkg #1 from Client:

<SyncML xmIns='SYNCML:SYNCML1.2'>

<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>
<Target><LocURI>http://www.syncml.org/mgmt-server</ LocURI></Target>
<Source><LocURI>IMEI:493005100592800</LocURI></Sour ce>

</SyncHdr>

<SyncBody>

</S.3./IncBody>
</SyncML>

Pkg #2 from Server:

<SyncML xmIns='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>
<Target><LocURI>IMEI:493005100592800</LocURI></Targ et>
<Source><LocURI>http://www.syncml.org/mgmt-server</ LocURI></Source>
</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>0</CmdRef>
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<Cmd>SyncHdr</Cmd>
<TargetRef>http://www.syncml.org/mgmt-server</Targe
<SourceRef>IMEI:493005100592800</SourceRef>
<Chal>
<Meta>
<Type xmIns="syncml:metinf’>syncml:auth-basic</Type
<Format xmIns="syncml:metinf’>b64</Format>
</Meta>
</Chal>
<Data>407</Data> <!-- Credentials missing -->
</Status>

</S')'/IncBody>
</SyncML>

tRef>

Pkg #1 (with credentials) from Client:

<SyncML xmIns='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</Session|D>
<MsgID>2</MsgID>
<Target><LocURI>http://www.syncml.org/mgmt-server</
<Source><LocURI>IMEI:493005100592800</LocURI></Sour
<Cred>
<Meta>
<Type xmiIns="syncml:metinf’>syncml:auth-basic</Type
<Format xmlIns='syncml:metinf>b64</Format>
</Meta>
<Data>QnJ1Y2UyOk9oQmVoY XZl</Data>
<!I-- base64 formatting of ‘userid:password’ -->
</Cred>
</SyncHdr>
<SyncBody>

</SyncBody>
</SyncML>

LocURI></Target>
ce>

Pkg #2 from Server:

<SyncML xmIns='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>2</MsgID>
<Target><LocURI>IMEI:493005100592800</LocURI></Targ
<Source><LocURI>http://www.syncml.org/mgmt-server</
</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>

et>
LocURI></Source>

<MsgRef>2</MsgRef><CmdRef>0</CmdRef><Cmd>SyncHdr</C md>

<TargetRef>http://www.syncml.org/mgmt-server</Targe
<SourceRef>IMEI:493005100592800</SourceRef>

tRef>
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<Data>212</Data> <!-- Authenticated for session -->
</Status>

</SyncBody>
</SyncML>

9.4.2 MDS5 digest access authentication with a challenge

At this example, assume (as in 9.4.1 above) tlattiies to initiate with the server without amgaentials (Pkg #1 is
omitted here for brevity). The server challengesdlient as above (Pkg #2 is also omitted from ¢ixesmple) for the
application layer authentication. The authenticatigpe is now syncml:auth-md5 (MD5 digest accesbentication). The
client MUST resend Pkg #1 this time with the MD&dentials (as shown below in Pkg #1). The servegats the
credentials and the session is authenticated (Plagiv). Also, the server sends the next nonchdcalient, which the
client MUST use when the next DM session is stafftethe example, commands in SyncBody are not sradthough in
practice, they would be there.

Pkg #1 from Client:

<SyncML xmIns='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>2</MsgID>
<Target><LocURI>http://www.syncml.org/mgmt-server</ LocURI></Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
<LocName>Bruce2</LocName> <!-- userid -->
</Source>
<Cred>
<Meta>
<Type xmins="syncml:metinf’>syncml:auth-md5</Typ e>
<Format xmIns="syncml:metinf’>b64</Format>
</Meta>
<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
<!I-- Base64 coded MD5 for user ‘Bruce2’, password * OhBehave’, nonce
‘Nonce’ -->
</Cred>
</SyncHdr>
<SyncBody>

</SyncBody>
</SyncML>

Pkg #2 from Server:

<SyncML xmIns='SYNCML:SYNCML1.2">
<SyncHdr>

<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>2</MsgID>
<Target><LocURI>IMEI:493005100592800</LocURI></Targ et>
<Source><LocURI>http://www.syncml.org/mgmt-server</ LocURI></Source>
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</SyncHdr>
<SyncBody>
<Status>
<CmdID>1</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<TargetRef>http://www.syncml.org/mgmt-server</Targe tRef>
<SourceRef>IMEI:493005100592800</SourceRef>
<Chal>
<Meta>
<Type xmIns="syncml:metinf’>syncml:auth-md5</Type>
<Format xmIns="syncml:metinf’>b64</Format>
<NextNonce xmins="syncml:metinf'’>LG3iZQhhdmKNHg==</
<!-- This nonce is used at the next session -->
</Meta>
</Chal>
<Data>212</Data> <!-- Authenticated for session -->
</Status>

</S'3'/.ncBody>
</SyncML>

NextNonce>
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10.User interaction commands

10.1 Introduction

The OMA Device Management Protocol specifies follmywiser interaction types for example to notifg atain
confirmation from the user regarding the manageropatation. These interaction types are the folhgui

e User displayable notification associated with daiaraction.

» Confirmation from the user to execute a certainagament operation.
* Prompt user to provide input for upcoming manageroparation.

* Prompt user to select item or items among items.

» Display progress notification for a certain action.

10.2 User interaction alert codes

TheseAlert s can be sent only from the server to the clieien® MUST report 406: “Optional Feature Not Sugipd”, if
client does not support User Interaction Alertsdht by the client, they are ignored by the seMeitiple user interaction
Alert 's can be present in Package 2, in this caseithie elxecutes them by arbitrary order (uni@sguence is used) and
sends back the results in multiBéatus packages in Package 3. If the protocol continftes Rackage 4, Package 4 can
also contain user interactiddert 's.

When a user interaction is executed, server igiedtabout the outcome of the interaction iStatus message. The user
interaction-specifiStatus responses are described in [DMREPPRO].

All user interactiorAlert s contain two or morkem elements. Client MUST preserve the order of thesa elements.
Client MUST also process thekem elements in the same order as they are in theagess

User interactions, except display, SHOULD have ogtion to cancel operation. If the user decidesatacel the operation,
then management message processing is stoppags Sbates for executed commands are reported ngrarall status code
(215) Not executed is returned to all commands which are not proaksafter processing the user response the
server might decide to continue protocol with satier management operation.

If the Ul allows the user to cancel (for any of thieAlerts ), then the statu@14) Operation cancelled should
be returned for thélert

10.2.1 Display
The DM DISPLAY Alert is slightly changed in OMA DM Protocol. THdert has two Items.
* The firstitem contains optional parameters as specified in Gedtd.3.

» The secondtem has exactly onPata element containing the text to be displayed toutbes.

Example:

<Alert>
<CmdID>2</CmdID>
<Data>1100</Data>
<ltem><Data>MINDT=10</Data></ltem>
<ltem>

<Data>Management in progress</Data>

</ltem>

</Alert>
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10.2.2 Confirmation

Confirmation is a binary decision: the user eithygproves or rejects the option. A n&¥ert code is introduced for this
purpose, the CONFIRM_OR_REJECT. When the cliergives thisAlert , it displays thedlert text then enables the

user to select "Yes" or "No"Ilf the answer is "Yes", the status code 200: “Yieg’eturned and the processing of the package
continues without change in processing. If the amss/"No", the status code 304: “No” is returnedl she processing of the
package ceases. If the Ul allows the user to castals 214: “Operation cancelled” should be retdrfor the Alert.

If user answers "No", then package processingohitinge according to placement of confirmatidert in package as
follows.

* If confirmationAlert is insideAtomic , thenAtomic fails and all executed commands have to be rdilbexk.

« If confirmationAlert is insideSequence , then commands i8equence after confirmatiorlert are
bypassed.

» If confirmationAlert is not insideAtomic or Sequence i.e. it is directly inSyncBody , then user response has
no effect to package processing. In this way sezaarquery user opinion before sending actual mremagt
commands to client device.

Status cod¢215) Not Executed will be sent back for the commands whose execwtias bypassed as result of user
interaction.

TheAlert contains twdtem s.
e Thefirstitem contains the optional parameters as specifiecati@ 10.3.

» The secondtem has exactly onBata element containing the text to be displayed touther.

Example:

<Alert>
<CmdID>2</CmdID>
<Data>1101</Data>
<ltem></Iltem> <!-- no optional parameters -->
<ltem>
<Data>Do you want to add the CNN access point?</Dat a>
</lItem>
</Alert>

Result if user responds "No":

<Status>
<CmdID>2</CmdID>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Alert</Cmd>
<Data>304</Data> <!-- Not modified -->
</Status>

If the result in the above example had been tfeatider chose Yes, the status would have (2@0) .

10.2.3 User input

When thisAlert is sent, the client displays the text then alltiesuser to type in a text string. This text stisi¢hen sent
back to the server inStatus message.
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The server instructs the client to execute thig igeraction by sending a TEXT INPWlert . TheAlert contains at
least twoltem s.

* The firstitem contains optional parameters as specified in Gedtd.3.

» The secondtem has exactly onBata element containing the text to be displayed touther.

Example:

<Alert>

<CmdID>2</CmdID>

<Data>1102</Data>

<ltem></ltem>

<ltem>

<Data>Type in the name of the service you would lik eto

configure</Data>

</ltem>
</Alert>

The user is presented with the text and an inpyttbdype in the message. The followiBtatus message is sent back in
the next message from client to server:

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Alert</Cmd>
<Data>200</Data> <!-- Successful, user typed in a t ext -->
<ltem>
<Data>CNN</Data> <!-- User input -->
</ltem>
</Status>

10.2.4 User choice

When thisAlert is sent, the user is presented with a set of plesshoices. Thélert body MUST contain the following
ltem s.

» The firstitem contains optional parameters as specified in Gedtd.3.
 The secondtem has exactly onBata element containing the title of the selection lasnptext.

* From thirditem onwards the Item contains exactly db&ta element that describes one possible choice as plai
text. Thesdtem s are referenced by a number starting froteln s MUST be numbered in the order they were
sent.ltem s SHOULD be presented to the user in the orderreag sent.

The user selection is returnedStatus message. The selected item is returned itbean . TheData element of this
Item contains the reference number of item. A variatbthisAlert allows the user to select multiple items. In tase
selected items are sent back in multifpgen s in the same way as one selected item.

One possible implementation could be a list andh&ata member of thélert could be displayed as a row in the list.
The user could select a list item then he or shedvpush the "Ok" button and the ID of the seledigtdtem is sent back in
aStatus message.

Example for a single-choioglert

| <Alert>
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<CmdID>2</CmdID>
<Data>1103</Data>
<ltem><Data>MINDT=10</Data></ltem>
<ltem>

<Data>Select service to configure</Data>
</ltem>
<ltem>

<Data>CNN</Data>
</ltem>
<ltem>

<Data>Mobilbank</Data>
</ltem>
<ltem>

<Data>Game Channel</Data>
</ltem>

</Alert>

Response to thislert returns the selected item.

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Alert</Cmd>
<Data>200</Data> <!-- Successful, user selected an item -->
<ltem>
<Data>2</Data> <!-- User selected MobilBank -->
</ltem>
</Status>

Example to multiple-choicélert

<Alert>
<CmdID>2</CmdID>
<Data>1104</Data>
<ltem></ltem>
<Item><Data>Select service to configure</Data></Ite m>
<ltem>
<Data>CNN</Data>
</ltem>
<ltem>
<Data>Mobilbank</Data>
</ltem>
<ltem>
<Data>Game Channel</Data>
</ltem>
</Alert>

Response to thiglert returns the selected item. The number of the saldtems can be returned in arbitrary order by the
client.

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Alert</Cmd>
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<Data>200</Data> <!-- Successful, user selected an item -->
<ltem>
<Data>3</Data>
</ltem>
<ltem>
<Data>2</Data> <!-- User selected Mobilbank and Gam e Channel -->
</ltem>
</Status>

10.2.5 Progress notification (object download)

Users SHOULD be able to track the progress of ggdomanagement operation like a file or object doath. OMA Device
Management Protocol will not provide a separatehapism for progress notification but it will entiyeeuse the D\VBize
Meta-Information tag defined in DM Meta-Informati@TD [META] and will make a recommendation for dewi
manufacturers to use this tag for displaying pregmotification.

According to DM Meta-Information DTD, anfem can be tagged yize meta-information that indicates the size of the
object. When the device encounteiSize meta-information tag in a receiviem , it MAY display a progress notification
on the user interface if the device decides thaitdm with the given size will take a longer titoedownload. The progress
notification bar is scaled according to the lernigfbrmation conveyed in th8ize element. If the size information is not
sent by the server, the client is not able to digpl scaled progress bar so it is recommendedeinatrs send this
information if the object to be downloaded by thient is reasonably large.

Example of an antivirus data file download wllze Meta Information.

<Add>
<CmdID>2</CmdID>
<Meta>
<Format xmIns="syncml:metinf’>b64</Format>
<Type xmiIns="syncml:metinf'>
application/antivirus-inc.virusdef
</Type>
</Meta>
<ltem>
<Meta>
<l-- Size of the data item to download -->
<Size xmIns='syncml:metinf'>37214</Size>
</Meta>
<Target><LocURI>./antivirus_data</LocURI></Target>
<Data>
<l-- Base64-coded antivirus file -->
</Data>
</ltem>
</Add>

Progress indicator will be displayed during theassn of theAdd command and it will be scaled so that the totadile of
data to be downloaded is supposed to be 37214.bytes

10.3 User interaction options

Alert 's MAY have optional User interaction parameterthimfirstitem . Optional parameters are represented as one text
string inside thdata element. If the User interactidxiert does not have optional parameters, the ffiesh is empty.
The optional parameter string conforms to the URtoeling format specified in [RFC2396].

The following example uses two optional parameters:
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| MAXDT=30&DR= |

The client MUST skip without error message all tiptional parameters that it is not able to process.

The following optional parameters are currentlyimked.

10.3.1 MINDT (Minimum Display Time)

This parameter is a hint to the user agent of timénmum time that the user interaction should beldiged to the user. This
can be important to guarantee that a notificati@ssage is readable.

MINDT parameter MUST have a value that can be atallias a positive, integer number. Value of MINBinterpreted as
notification display time to user in seconds.

Example:

<!-- Display this message for at least 10 seconds - ->
<ltem><Data>MINDT=10</Data></ltem>

10.3.2 MAXDT (Maximum Display Time)

This parameter is a hint to the user agent for lmmg the client should wait for the user to exedhteuser interaction. If the
user does not act within MAXDT time, the actiortesidered to be cancelled and a timeout statusagecr default
response package is sent back to the server.

MAXDT parameter MUST have a value that can be eateldias a positive, integer number. Value of MAXBinterpreted
as seconds to wait for user action.

Example:

<I-- Wait maximum 20 seconds for the user -->
<ltem><Data>MAXDT=20</Data></Item>

10.3.3 DR (Default Response)

DR optional parameter specifies the initial stdtéhe user interaction control widget. Other thattiag the initial state of
the user interaction control widget, DR has no oih#uence on the user interaction control widdeterpretation for
different user interaction types is the following:

» If the user interaction is Notification, this optia parameter is ignored.

» If the user interaction is a confirmation, 0 metret the reject user interface element is highédhiy default, 1
means that the accept user interface elementlidiginged by default. Highlighted user interfacenedst means that
the "default” user interaction (like pressing Eriatton) will select the highlighted user interfagdement. If the
client user interface has no notion of highlightseér interface element, this parameter MAY be igdor

» If the user interaction is user input, DR valuecdsfies the original text in the text input usererface element. This
text MUST conform to the optional parameter symiaes.

» If the user interaction is single-choice, the DRueds the originally highlighted choice item; evglue between 1
and the number of items in the selection list.

» If the user interaction is a multi-choice, the D&tue is a minus sign-separated list of originalhtighted values
(for example: 2-3).

Examples:

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




OMA-TS-DM_Protocol-V1_3-20100525-C Page 35 (54)

<!-- Accept by default in a Confirmation action -->
<ltem><Data>DR=1</Data></ltem>

<!-- Default user entry of ‘John Doe’ in an user in put action -->
<ltem><Data>DR=John+Doe</Data></ltem>

<!-- Default selection of item 3 in a single-choice action -->
<ltem><Data>DR=3</Data></ltem>

<I-- Default selection of item 2 and 3 in a multi-c hoice action -->
<ltem><Data>DR=2-3</Data></ltem>

10.3.4 MAXLEN (Maximum length of user input)

MAXLEN value is evaluated to a positive integer ataermines the maximum number of characters tirabe typed into
the text input user interaction widget. The optiggerameter MUST be ignored in all other kind oéumteraction widget. If
the specified maximum length of input string excetite capability of the client, the client MAY igmothe parameter.

Example:

<!l-- Maximum string length is 30 -->
<ltem><Data>MAXLEN=30</Data></ltem>

10.3.5 IT (Input Type)

IT specifies what kind of characters is allowedhia text input user interaction widget. Based as itiformation a client
with limited keyboard MAY display user interactietements that allow easy input of characters negqut on the keyboard.
The optional parameter MUST be ignored in useraaigon widgets other than text input. Allowed \edu

IT=A - Alphanumeric input, client SHOULD allow inpof all alphanumeric characters. This is the diéfaehaviour.
IT=N - Numeric input, client SHOULD allow input @il numeric characters, decimal point and sign @tiar.

IT=D - Date input, client SHOULD allow input of alumeric characters. User input is delivered tgesein following text
string format "DDMMYYYY", where;

» DD is day with possible leading zero.
* MM is month with possible leading zero.
* YYYY is year presented with four digits.

IT=T - Time input, client SHOULD allow input of allumeric characters. User input is delivered toesein following text
string format "hhmmss", where;

» hhis hours with possible leading zero.
* mm is minutes with possible leading zero.
* ssis seconds with possible leading zero.

IT=P - Phone number input, client SHOULD allow inpfiall numeric characters, "+", "p", "w" and "$*%" MUST be first
if present in phone number.
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IT=I - IP address input, client SHOULD allow inpaftall numeric characters. User input is delivet@derver in following
text string format "xxx.yyy.zzz.www"

Example:

<!-- Numeric text input -->
<ltem><Data>IT=N</Data></ltem>

Status message delivered to server as response

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Alert</Cmd>
<Data>200</Data> <!-- Successful, entered a number -->
<ltem>
<Data>-1.23</Data>
</ltem>
</Status>

10.3.6 ET (Echo Type)

ET specifies how text input user interaction widgethoes the characters that the user types inofthenal parameter
MUST be ignored in user interaction widgets otlanttext input. Allowed values:

ET=T - Text input. The client SHOULD allow the ugersee the character the user typed into thdripit user interaction
widget. This is the default behaviour.

ET=P - Password input. The client SHOULD hide tharacter the user typed into the text input useraction widget. One
way of doing it MAY be writing an asterisk insteafithe character itself.

Example:

<!-- Numeric text input -->
<ltem><Data>ET=T</Data></ltem>
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11.Protocol examples

In this section several protocol scenarios wildeenonstrated.

11.1 One-step protocol initiated by the server

In this section an example is presented in whig¥P connectivity context is added to the WAP segsinThe user is asked
to confirm whether the settings could be added.

11.1.1 Package 1: Initialization from client to server

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>
<Target>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
</Source>
<Cred> <!-- Client credentials are mandatory if the transport layer is
not providing authentication.-->
<Meta>
<Type xmlIns="syncml:metinf’>syncml:auth-basic</Type >
<Format xmIns='syncml:metinf'>b64</Format>
</Meta>
<Data>
<!I-- base64 formatting of userid:password -->
</Data>
</Cred>
<Meta> <!-- Maximum message size for the client -->
<MaxMsgSize xmIns='syncml:metinf’>5000</MaxMsgSize>
</Meta>
</SyncHdr>
<SyncBody>
<Alert>
<CmdID>1</CmdID>
<Data>1200</Data> <!-- Server-initiated session -->
</Alert>
<Replace>
<CmdID>3</CmdID>
<ltem>
<Source><LocURI>./Devinfo/Devld</LocURI></Source>
<Meta>
<Format xmIns='syncml:metinf'>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>IMEI:493005100592800</Data>
</Item>
<ltem>
<Source><LocURI>./Devinfo/Man</LocURI></Source>
<Meta>
<Format xmlIns='syncml:metinf’>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
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</Meta>
<Data>Device Factory, Inc.</Data>
</Item>
<ltem>
<Source><LocURI>./Devinfo/Mod</LocURI></Source>
<Meta>
<Format xmlIns='syncml:metinf’>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>SmartPhone2000</Data>
</lItem>
<ltem>
<Source><LocURI>./Devinfo/DmV</LocURI></Source>
<Meta>
<Format xmIns='syncml:metinf'>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>1.0.0.1</Data>
</ltem>
<ltem>
<Source><LocURI>./Devinfo/Lang</LocURI></Source>
<Meta>
<Format xmlIns='syncml:metinf’>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>en-US</Data>
</ltem>
</Replace>
<Final/>
</SyncBody>
</SyncML>

11.1.2 Package 2: Initialization from server to client

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</Session|D>
<MsgID>1</MsgID>
<Target>
<LocURI>IMEI:493005100592800</LocURI>
</Target>
<Source>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Source>
<Cred> <!-- Server credentials -->
<Meta>
<Type xmIns="syncml:metinf’>syncml:auth-basic</Type >
<Format xmIns='syncml:metinf>b64</Format>
</Meta>
<Data><!-- base64 formatting of userid:password --> </Data>
</Cred>
</SyncHdr>
<SyncBody>
<Status>
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<MsgRef>1</MsgRef><CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<CmdID>6</CmdID>
<TargetRef>http://www.syncml.org/mgmt-server</Targe
<SourceRef>IMEI:493005100592800</SourceRef>
<I-- Authenticated for the session -->
<Data>212</Data>
</Status>
<Status>
<MsgRef>1</MsgRef><CmdRef>1</CmdRef>
<CmdID>7</CmdID>
<Cmd>Alert</Cmd>
<Data>200</Data><!-- OK -->
</Status>
<Status>
<MsgRef>1</MsgRef><CmdRef>3</CmdRef>
<CmdID>8</CmdID>
<Cmd>Replace</Cmd>
<Data>200</Data><!-- OK -->
</Status>
<Sequence>
<CmdID>1</CmdID>
<Alert>
<CmdID>2</CmdID>
<Data>1101</Data> <!-- User confirmation required -
<ltem></ltem>
<ltem>
<Data>Do you want to add the CNN access point?</Dat
</Item>
</Alert>
<Replace>
<CmdID>4</CmdID>
<Meta>
<Format xmIns="syncml:metinf’>b64</Format>
<Type xmlIns='syncml:metinf'>
application/vnd.wap.connectivity-wbxml
</Type>
</Meta>
<ltem>
<I-- CNN WAP settings object in the settings -->
<Target>
<LocURI>./settings/wap_settings/CNN</LocURI>
</Target>
<Data><!-- Base64-coded WAP connectivity document -
</ltem>
</Replace>
</Sequence>
<Final/>
</SyncBody>
</SyncML>

tRef>

a>

-></Data>

11.1.3 Package 3: Client response

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2 </VerDTD>
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<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>2</MsgID>
<Target>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>1</MsgRef>
<CmdID>1</CmdID>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<I-- SyncHdr accepted -->
<Data>212</Data>
</Status>
<Status>
<MsgRef>1</MsgRef>
<CmdID>2</CmdID>
<CmdRef>1</CmdRef>
<Cmd>Sequence</Cmd>
<I-- Sequence executed correctly -->
<Data>200</Data>
</Status>
<Status>
<MsgRef>1</MsgRef><CmdRef>2</CmdRef>
<CmdID>3</CmdID>
<Cmd>Alert</Cmd>
<I-- OK, the user confirmed the action -->
<Data>200</Data>
</Status>
<Status>
<MsgRef>1</MsgRef>
<CmdRef>4</CmdRef>
<CmdID>4</CmdID>
<Cmd>Replace</Cmd>
<TargetRef>./settings/wap_settings/ICNN</TargetRef>
<I-- OK, access point added -->
<Data>200</Data>
</Status>
<Final/>
</SyncBody>
</SyncML>

11.1.4 Package 4: Acknowledgement of client status

This package is now empty as no actions are sehtlant does not continue the protocol.

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
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<MsgID>2</MsgID>
<Target>
<LocURI>IMEI:493005100592800</LocURI>
</Target>
<Source>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>2</MsgRef>
<CmdID>1</CmdID>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<Data>200</Data>
</Status>
<Final/>
</SyncBody>
</SyncML>

11.2 Two-step protocol initiated by the server

Operator initiates a regular antivirus softwareatpdbn PDA clients. The server checks the instalzdion in the first
management section then updates the antivirusméta second step.

11.2.1 Package 1: Initialization from client to server

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>

<Target>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
</Source>
<Cred> <!-- Client credentials are optional -->
<Meta>
<Type xmIns="syncml:metinf’>syncml:auth-basic</Type >
<Format xmIns='syncml:metinf'>b64</Format>
</Meta>
<Data><!-- base64 formatting of userid:password --> </Data>
</Cred>

<Meta><!-- Maximum message size for the client -->
<MaxMsgSize xmIns='syncml:metinf’>5000</MaxMsgSize>
</Meta>
</SyncHdr>
<SyncBody>
<Alert>
<CmdID>1</CmdID>
<Data>1200</Data> <!-- Server-initiated session -->
</Alert>
<Replace>
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<CmdID>3</CmdID>
<ltem>
<Source><LocURI>./Devinfo/Devld</LocURI></Source>
<Meta>
<Format xmlIns='syncml:metinf’>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>IMEI:493005100592800</Data>
</Item>
<ltem>
<Source><LocURI>./Devinfo/Man</LocURI></Source>
<Meta>
<Format xmIns='syncml:metinf'>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>Device Factory, Inc.</Data>
</ltem>
<ltem>
<Source><LocURI>./Devinfo/Mod</LocURI></Source>
<Meta>
<Format xmlIns='syncml:metinf’>chr</Format>
<Type xmins='syncml:metinf'>text/plain</Type>
</Meta>
<Data>SmartPhone2000</Data>
</ltem>
<ltem>
<Source><LocURI>./Devinfo/DmV</LocURI></Source>
<Meta>
<Format xmIns='syncml:metinf'>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>1.0.0.1</Data>
</Item>
<ltem>
<Source><LocURI>./Devinfo/Lang</LocURI></Source>
<Meta>
<Format xmIns='syncml:metinf'>chr</Format>
<Type xmiIns='syncml:metinf'>text/plain</Type>
</Meta>
<Data>US-en</Data>
</ltem>
</Replace>
<Final/>
</SyncBody>
</SyncML>

11.2.2 Package 2: Initialization from server to client

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>
<Target>
<LocURI>IMEI:493005100592800</LocURI>
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</Target>
<Source>

</Source>
<Cred> <!-- Server credentials -->
<Meta>

<Format xmIns='syncml:metinf>b64</Format>
</Meta>

</Cred>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>1</MsgRef><CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<CmdID>5</CmdID>

<l-- Authenticated for the session -->
<Data>212</Data>

</Status>

<Status>
<MsgRef>1</MsgRef><CmdRef>1</CmdRef>
<CmdID>6</CmdID>
<Cmd>Alert</Cmd>
<Data>200</Data><!-- OK -->

</Status>

<Status>
<MsgRef>1</MsgRef><CmdRef>3</CmdRef>
<CmdID>7</CmdID>
<Cmd>Replace</Cmd>
<Data>200</Data><!-- OK -->

</Status>

<Alert>
<CmdID>2</CmdID>

<ltem></Item>
<ltem>

</ltem>
</Alert>
<I-- Let's get the installed antivirus definition v

<Get>
<CmdID>4</CmdID>
<ltem>
<Target>
<LocURI>./antivirus_data/version</LocURI>
</Target>
</ltem>
</Get>
<Final/>
</SyncBody>
</SyncML>

<LocURI>http://www.syncml.org/mgmt-server</LocURI>

<Type xmIns="syncml:metinf’>syncml:auth-basic</Type

<Data><!-- base64 formatting of userid:password -->

<TargetRef>http://www.syncml.org/mgmt-server</Targe
<SourceRef>IMEI:493005100592800</SourceRef>

<Data>1100</Data> <!-- User displayable natificatio

<Data>Your antivirus software is being updated</Dat

</Data>

tRef>

n-->

a>

ersion number now -
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11.2.3 Package 3: Client response

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>2</MsgID>
<Target>

</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>1</MsgRef>
<CmdID>1</CmdID>
<Cmd>SyncHdr</Cmd>
<Data>212</Data>
</Status>
<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<CmdID>2</CmdID>
<Cmd>Alert</Cmd>
<Data>200</Data><!-- User notification OK -->
</Status>
<Status>
<MsgRef>1</MsgRef>
<CmdRef>4</CmdRef>
<CmdID>4</CmdID>
<Cmd>Get</Cmd>
<TargetRef>./antivirus_data/version</TargetRef>
<Data>200</Data><!-- Get OK -->
</Status>
<I-- Results for the Get: antivirus version number
<Results>
<MsgRef>1</MsgRef><CmdRef>4</CmdRef>
<CmdID>3</CmdID>
<|tem>
<Source>
<LocURI>./antivirus_data/version</LocURI>
</Source>
<Data>antivirus-inc/20010522b/5</Data>
</ltem>
</Results>
<Final/>
</SyncBody>
</SyncML>

<LocURI>http://www.syncml.org/mgmt-server</LocURI>

11.2.4 Package 4: Continue with management operations

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
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<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>2</MsgID>
<Target>
<LocURI>IMEI:493005100592800</LocURI>
</Target>
<Source>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>2</MsgRef>
<CmdID>1</CmdID>
<Cmd>SyncHdr</Cmd>
<Data>212</Data>
</Status>
<l-- Send now antivirus updates -->
<Replace>
<CmdID>2</CmdID>
<Meta>
<Format xmIns="syncml:metinf’>b64</Format>
<Type xmIns="syncml:metinf’>
application/antivirus-inc.virusdef
</Type>
</Meta>
<ltem>
<Target>
<LocURI>./antivirus_data</LocURI>
</Target>
<Data><!-- Base64-coded antivirus file --></Data>
</Item>
</Replace>
<Final/>
</SyncBody>
</SyncML>

11.2.5 Restart protocol iteration with Package 3: Client response

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>3</MsgID>
<Target>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>2</MsgRef>

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Protocol-V1_3-20100525-C Page 46 (54)

<CmdID>1</CmdID>
<Cmd>SyncHdr</Cmd>
<Data>200</Data>

</Status>

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<CmdID>2</CmdID>
<Cmd>Replace</Cmd>
<TargetRef>./antivirus_data</TargetRef>
<!I-- OK, antivirus update loaded -->
<Data>200</Data>

</Status>

<Final/>

</SyncBody>
</SyncML>

11.2.6 Package 4: Finish the protocol, no continuation

<SyncML xmIns='"SYNCML:SYNCML1.2'>
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto> DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>3</MsgID>
<Target>
<LocURI>IMEI:493005100592800</LocURI>
</Target>
<Source>
<LocURI>http://www.syncml.org/mgmt-server</LocURI>
</Source>
</SyncHdr>
<SyncBody>
<Status>
<MsgRef>3</MsgRef>
<CmdID>1</CmdID>
<CmdRef>0</CmdRef>
<Cmd>SyncHdr</Cmd>
<Data>200</Data>
</Status>
<Final/>
</SyncBody>
</SyncML>
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12.Backward Compatibility

DM Servers MUST be compatible with all older mirzand the same versions of the DM protocol. DM CBevitUST be
compatible with the same version of the DM protaaodl MAY be compatible with older versions of thilProtocol.

For example, a DM Server version 1.3 will have ¢aable to manage DM 1.1, DM 1.2 and DM 1.3 ClieshsDM Server
version 1.2 will have to be able to manage DM hd BM 1.2 Clients.
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Appendix B. Static Conformance Requirements (Normative)

The notation used in this appendix is specified@PPROC].

B.1 SCR for DM Client

Item Function Reference Status Requirement

DM-PRO-C-001 Support of Session Setup Phase 8 M

DM-PRO-C-002 Support of Session Abort 8.1 M

DM-PRO-C-003 Support of Multiple Messages 6 0]

DM-PRO-C-004 Support of Large Object Handling} 7 0] DM-PRO-LO-C-001 AND
This is RECOMMENDED for DM-PRO-LO-C-002 AND
clients. DM-PRO-LO-C-003 AND

DM-PRO-LO-C-004 AND
DM-PRO-LO-C-005 AND
DM-PRO-LO-C-006 AND
DM-PRO-LO-C-008 AND
DM-PRO-LO-C-009 AND
DM-PRO-LO-C-010

DM-PRO-C-005 Support of Management Phase 8 M

DM-PRO-C-006 Support for executing Managemeni8 M
Commands

DM-PRO-C-007 Executing User Interaction 10 0] (DM-PRO-UI-C-001 OR
Commands DM-PRO-UI-C-002 OR

DM-PRO-UI-C-003 OR
DM-PRO-UI-C-004 OR
DM-PRO-UI-C-005) AND
DM-PRO-UI-C-006

DM-PRO-C-008 Support for sending Status and | 8.4 M
Result after receiving Management
Operations

DM-PRO-C-009 Support for standard SyncML 8 M
command Format and Status and
Result reporting

DM-PRO-C-010 Support for sending asynchronous 8.3 O
data via client initiated Alerts

DM-PRO-C-011 Sending Generic Alert 8.7 0] DM-PRO-e®IC-001 OR

DM-PRO-GAlert-C-002

DM-PRO-C-012 Support Relative URI Addressing| 5.2 O
Mechanism

B.1.1 SCR for DM Session Setup Phase

Item Function Reference Status Requirement

DM-PRO-Session-C- Support Server Notification 8 0]

001

DM-PRO-Session-C- Sending Client Initiation and Device 8.3 M

002 Info (Package #1) including Final
element

DM-PRO-Session-C- Sending Alert in the management | 8.3 @)

003 session with data being either
Client-Initiated 1201 or Server-

Initiated 1200
DM-PRO-Session-C- Sending Device Info in Replace 8.3 M
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Item Function Reference Status Requirement
004 Command in Package #1
B.1.2 SCR for Session Abort
Item Function Reference Status Requirement
DM-PRO-Abort-C-001 Sending Session Abort Alert 8.1 (0] DM-PRO-Abort-C-004
AND DM-PRO-Abort-C-
005
DM-PRO-Abort-C-002 Receiving Session Abort Alert 18. M
DM-PRO-Abort-C-003 Session Abort message includes | 8.1.2 @) DM-PRO-Abort-C-001
Status and Results of executed
commands
DM-PRO-Abort-C-004 Include Final in Message 8.1.2 O
DM-PRO-Abort-C-005 Sender of Abort discards the 8.1.1 o
response if response is received
B.1.3 SCR for Multiple Messages
Item Function Reference Status Requirement
DM-PRO-Mul-C-001 Last message within multiple 6.2 M
messages must contain Final
DM-PRO-Mul-C-002 If message that is not the last on | 6.2 M
within Multiple Messages then the
Next Message or Abort Alert must
be sent
B.1.4 SCR for Large Object
Item Function Reference Status Requirement
DM-PRO-LO-C-001 Support for Large Object 7 0] DM-PRO-C-002 AND
DM-PRO-LO-C-003 AND
DM-PRO-LO-C-004 AND
DM-PRO-LO-C-005 AND
DM-PRO-LO-C-006 AND
DM-PRO-LO-C-008 AND
DM-PRO-LO-C-009 AND
DM-PRO-LO-C-010
DM-PRO-LO-C-002 Respond with Status 213 when a| 7 0]
data chunk that is not the last one
received
DM-PRO-LO-C-003 Management Commands inside | 7 0]
Large Object are handled as Atom
DM-PRO-LO-C-004 While sending data chunks all 7 0]
chunks except the last one must
include “MoreData”
DM-PRO-LO-C-005 Data chunks must be sent in 7 o
contiguous order without any new
commands
DM-PRO-LO-C-006 Data that fits into a single messag 7 (0]
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Item Function Reference Status Requirement
must be sent in a single message
DM-PRO-LO-C-007 Sending MaxObjSize to indicate | 7 0] DM-PRO-C-004
size limitations for Package
DM-PRO-LO-C-008 Never create packages bigger than7 @)
the size the Server indicated in
MaxObjSize
DM-PRO-LO-C-009 Include Size in first data chunk 7 O
DM-PRO-LO-C-010 Compare actual size and the Sizg 7 0]
value and report if not equal
DM-PRO-LO-C-011 Indicate support for Large Objectt | 7 M
DevDetail
B.1.5 SCR for User Interaction Commands
Item Function Reference Status Requirement
DM-PRO-UI-C-001 Executing Display Alert 10.2.1 O
DM-PRO-UI-C-002 Executing Confirm or Reject Alert| 0.2.2 0]
DM-PRO-UI-C-003 Executing Text Input Alert 10.2.3 @]
DM-PRO-UI-C-004 Executing Single Choice Alert 1@.2. 0]
DM-PRO-UI-C-005 Executing Multiple Choice Alert 207} O
DM-PRO-UI-C-006 Order of the Items MUST be used 0.2 O
the same order as in the DM
message
B.1.6 SCR for Generic Alert
Item Function Reference Status Requirement
DM-PRO-GAlert-C-001 | The Generic Alert has a relatio a | 8.7 O DM-PRO-GAlert-C-003
Management Object
DM-PRO-GAlert-C-002 | The Generic Alert does not have | 8.7 @)
relation to a Management Object
DM-PRO-GAlert-C-003 | LocURI must reference the addre| 8.7 O
to the corresponding Management
Object
DM-PRO-GAlert-C-004 | Support for Correlator 8.7.1.10 (@] DM-PRO-C-011
DM-PRO-GAlert-C-005 | Type must be included and itis | 8.7.1.6 O DM-PRO-C-011
RECOMMENDED to include URN
or registered MIME-type as Type
DM-PRO-GAlert-C-006 | Support for importance levelaM | 8.7.1.8 0] DM-PRO-C-011
B.2 SCR for DM Server
Item Function Reference Status Requirement
DM-PRO-S-001 Support of Session Setup Phase 8 M
DM-PRO-S-002 Support of Session Abort 8.1 M
DM-PRO-S-003 Support of Multiple Messages 6 M
DM-PRO-S-004 Support of Large Object Handling 7 M
DM-PRO-S-005 Support of Management Phase 8 M
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Item Function Reference Status Requirement
DM-PRO-S-006 Support for sending Management 8 M
Commands
DM-PRO-S-007 Sending User Interaction 10 0] (DM-PRO-UI-S-001 OR
Commands DM-PRO-UI-S-002 OR
DM-PRO-UI-S-003 OR
DM-PRO-UI-S-004 OR
DM-PRO-UI-S-005) AND
DM-PRO-UI-S-006
DM-PRO-S-008 Support for sending Status and | 8 M
Results on Client Commands and
Alerts
DM-PRO-S-009 Support of Generic Alert 8.7 M
DM-PRO-S-010 Support application layer 9 M
authentication
DM-PRO-S-011 Support Relative URI Addressing| 5.2 (0]
Mechanism
B.2.1 SCR for DM Session Setup Phase
Item Function Reference Status Requirement
DM-PRO-Session-S-001  Support Server Notification 8 (0] SCR-DM-NOTI-S-001
DM-PRO-Session-S-002  Support of receiving initiatio 8.4 M
message from client (Package #1)
perform authentication and send
initiation (Package #2)
B.2.2 SCR for Session Abort
Item Function Reference Status Requirement
DM-PRO-Abort-S-001 Sending Session Abort Alert 8.1 O DM-PRO-Abort-S-004
AND DM-PRO-Abort-S-
005
DM-PRO-Abort-S-002 Receiving Session Abort Alert 18. M
DM-PRO-Abort-S-003 Session Abort message includes | 8.1.2 0] DM-PRO-Abort-S-001
Status and Results of executed
commands
DM-PRO-Abort-S-004 Include Final in Message 8.1.2 o]
DM-PRO-Abort-S-005 Sender of Abort must discard the| 8.1.1 o
response if response is received
B.2.3 SCR for Multiple Messages
Item Function Reference Status Requirement
DM-PRO-Mul-S-001 Last message within multiple 6.2 M
messages must contain Final
DM-PRO-Mul-S-002 If message that is not the lagt on | 6.2 M

be sent

within Multiple Messages then the
Next Message or Abort Alert must
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B.2.4 SCR for Large Object
Item Function Reference Status Requirement
DM-PRO-LO-S-001 Respond with Status 213 when a| 7 M
data chunk that is not the last one |s
received
DM-PRO-LO-S-002 Management Commands inside | 7 M
Large Object are handled as Atomjc
DM-PRO-LO-S-003 While sending data chunks all 7 M
chunks except the last one must
include “MoreData”
DM-PRO-LO-S-004 Data chunks must be sent in 7 M
contiguous order without any new
commands
DM-PRO-LO-S-005 Data that fits into a single messag 7 M
must be sent in a single message
DM-PRO-LO-S-006 Sending MaxObjSize to indicate | 7 @)
size limitations for Package
DM-PRO-LO-S-007 Never create packages bigger than7 M
the size the Client indicated in
MaxObjSize
DM-PRO-LO-S-008 Include Size in first data chunk 7 M
DM-PRO-LO-S-009 Compare actual size and the Sizg 7 M
value and report if not equal
B.2.5 SCR for User Interaction Commands
Item Function Reference Status Requirement
DM-PRO-UI-S-001 Sending Display Alert 10.2.1 @]
DM-PRO-UI-S-002 Sending Confirm or Reject Alert Q. (0]
DM-PRO-UI-S-003 Sending Text Input Alert 10.2.3 0]
DM-PRO-UI-S-004 Sending Single Choice Alert 10.2.4 O
DM-PRO-UI-S-005 Sending Multiple Choice Alert 1@2. o]
DM-PRO-UI-S-006 Order of the Items MUST be 10.2 (@)
followed in the DM message
B.2.6 SCR for Generic Alert
Item Function Reference Status Requirement
DM-PRO-GAlert-S-001 | Support for receiving, parsarg 8.7 M
send Status back to client
DM-PRO-GAlert-S-002 | Perform action from the datatemt | 8.7 0]
in the Generic Alert
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Appendix C. Protocol Values (Normative)
VerProto Codes Description
DM/1.3 Indicates that this DM message uses the OMA Devicle
Management Protocol defined by the Open Mobile
Alliance.
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