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1. Scope

This document describes OMA-DM security requireraentgeneral, and provides description of translager security,
application layer security, etc. It also describesurity mechanisms that are used to providentegrity, confidentiality and
authentication.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Authentication Authentication is the process of ascertaining ity of either the Device or the Device Manageme
Server's identity.

Confidentiality Confidentiality is the ability to keep contentsgdrom all but the two entities exchanging a ragss It
does not limit the visibility of the message (beatde to eavesdrop), but it does prevent the intéafion
of the data being transmitted. Effectively thisyanets the contents of a message being understood by
anybody but the intended sender and intended estipi

Content Content means data delivered inside of OMA DM mgasaData>-elements.

Content Trust Content Trust means ability to identify the sounEéhe content.

Credentials Credentials are elements that are required to pratleenticity. Typically a username and a password.
Device The Device is, or is to become managed by one oe meote entities (Device Management Servers). A

device may have many characteristics, and manynmeiess may be made available for reading, writing,
deleting and modifying by a Device Management Serve

Device Management The Device Management Server is an entity thatgpansible for maintaining one or more Devices, in

Server whole or in part. Its role is to facilitate the gasaintenance of a Device.

Integrity Integrity is the ability for a message to maintiééncontent or at a minimum, have the ability ttedé
modification or corruption of its content.

M anagement Session A continuous connection between the Device andihéce Management Server established for the
purpose of carrying out one or more device manageoyerations.

Management Trust Management trust means right to manage Device Manegt Tree in Device.

3.3 Abbreviations

DM Device Management

DMBEK DM Bootstrap Encryption Key

DMBIK DM Bootstrap Integrity Key

ESN Electronic Serial Number

GBA Generic Bootstrapping Architecture

HMAC Hash Message Authentication Code

IMS| International Mobile Subscriber Identity

MAC Message Authentication Code

MD Message Digest

OMA Open Mobile Alliance

WAP Wireless Application Protocol
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4. Introduction

OMA DM is a protocol based upon DM representatibMREPPROQ]. Its purpose is to allow remote managd¢rokany
device supporting the OMA DM protocol. Due to tleswrange of data needing to be managed on cuamenfuture
Devices, it is necessary to take account of theevaf such data. In many situations, the data bmiagipulated within a
Device (or being transferred to/from the device)fiigh value. In some cases this is confidermtéh and some degree of
protection regarding the confidentiality of thatalahould be offered. In another case, the integfithe data being
transferred must be maintained, since deliberasecidental corruption of this data can resulost kevenue or subsequent
exploits being facilitated. Finally it's importatitat both entities (the Device and the Device Managnt Server) have
confidence in the authenticity of the other entity.
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5. OMA Device Management Security
5.1 Credentials

Four examples of suitable credentials exchangeddsst Devices and Device Management servers arensimaive
following list.

1. Ausername (AAUTHNAME in [DMSTDOBJ]) that uniqueigentifies the Device Management Server [DMTND]
to a Device), a password (AAUTHSECRET in [DMSTDORBJ}to be coupled with the username, and a nonce
(AAUTHDATA in [DMSTDOBJ]) — to prevent replay attks where hashing algorithms are used with statia.da

2. A username (AAUTHNAME in [DMSTDOBJ]) that identifiethe Device to the Device Management Server), a
password (AAUTHSECRET in [DMSTDOBJ]) — to be coupleith username, and a nonce (AAUTHDATA in
[DMSTDOBJ]) — to prevent replay attacks where haghilgorithms are used with static data.

3. A certificate, as specified in [WAP-219-TLS]
4. A network, transport or server specific mechani@mexample WAP.

For the purpose of Server to Device authenticatfanpusername, password and nonce are used, ther34UST use a
different password for each client it serves, idesrthat a client (which possesses a shared deset! on this password)
cannot pose effectively as this Server in a intesaavith another client.

5.2 Initial Provisioning of Credentials

The initial provisioning of the credentials for ar@er, so that the Device may be capable of auttegimg a specific Device
Management Server, is documented in [DMBOOT]. Hasvewther techniques outside of these specificatioa not
excluded.

Essentially, any suitable technique will delivetestst the bare minimum of information requirec$tablish the DM
session. This, of course, includes the Server atedeand the Device credential.

5.3 Message Security

Message security is comprised of three functiongh@ntication Integrity, and Confidentiality. Alree functions are
necessary to provide a safe and secure methodradgimey a device.

Since any transport MAY be used to send a DM Measgafyany kind — Bootstrap, Notification, Sessi@sleor part of a DM
Session) to the DM client, appropriate security MU employed. Typically this would involve ensgrimessage integrity
and use of message encryption (when confidentiafrimation is contained in the message).

If the transport is able to provide authenticatonl integrity, the transport authentication andgnity MUST be used.
If the transport is able to provide confidentialitlye transport confidentiality SHOULD be used.

If the transport is unable to provide authenticgatod integrity, transport neutral integrity MUS@E bised.

If the transport is unable to provide confidentigliransport neutral confidentiality SHOULD be dse

Transport specific security is documented in thedport binding documents [HTTPBIND], [OBEXBINDWMSPBIND].

5.4 Authentication

Both OMA DM Protocol [DMPRO] client and Server MUSE authenticated to each other. Authenticationbea
performed at different layers. OMA DM servers MUSIpport both client and Server authentication attansport layer.
OMA DM Servers MUST request client authenticatiomh@ transport layer when transport layer secusitgquested by the
OMA DM client during session establishment. Sonients may not support transport-layer client autication. Servers

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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MUST authenticate such clients at the applicatayet. If the transport layer does not have a cefiitly strong
authentication feature, OMA DM Protocol layer autti@ation MUST be used.

Either the client or the Server MAY send credesttal each other or challenge the other to send.them

The Basic scheme is identified by the Wghcml:auth-basic . This authentication scheme is a Base64 character
encoding, as defined by Section 6.8, "Base64 Coiltensfer-Encoding” inError! Reference sour ce not found., of the
concatenation of the originator's userid, follovbgtthe COLON (i.e., ":") separator character, foléa by the password
associated with the specified userid. This autlatiin scheme is susceptible to the threat of nétwavesdrop, but is
simple to implement. However, take care when uglilggscheme. For example, a user is strongly ad\tiseonsider using
additional security considerations, such as anyged transport connection.

The MD5 Digest scheme is identified by the Wthcml:auth-md5 . The computation of MD5 digest is specified in
section 5.3.3.The maximum duration that the notr@egscan be used by the originator is the curkgktsession. Note that
issuing a nonce does not constitute use — a noACé Ié issued for use in the next session. Moreuead changes to the
nonce string can be specified with tiextNonce element type within thMeta element type of th€hal element type.
The MD5 digest algorithm and a publicly availabdeisce code for generating MD5 digest strings i<sigel byError!
Reference source not found.. The MD5 credential, a 128-bit binary digest valM&ST be Base64 character encoded when
transferred as clear-text XML. For WBXML represdiuta, the additional Base64 character encodingisecessary.

Other authentication schemes can be specifiediby @agreement between the originator and the rewtpi

OMA DM clients that do not support client autheation at the transport layer MUST support OMA DMieml:auth-md5
type authentication. OMA DM clients that supporttoal authentication at the transport layer MAY sopf©MA DM
authentication mechanisms such as the syncml:adthtype.The DM Server MAY still issue a MD5 chalienwhen
transport layer mutual authentication has alreambnlcompleted but the session MUST be terminatibet i€lient does not
respond with the requested authentication type.prbeisioning of credentials/certificates for trpng layer authentication
is beyond the scope of OMA DM Security.

It is assumed that OMA DM Protocol will often besdson top of a transport protocol that offers seskyer authentication
so that authentication credentials are exchangbdabithe beginning of the session (like in TLS/MTLS). If the transport
layer is not able to provide session authenticatiomvever, each request and response MUST be digtted.

5.4.1 Optional Authentication Types

DM security also allows additional authenticatichemes. A list of additional types follows (bunist the definitive list):

Authentication schemes Description

syncml:auth-x509 The data would be an actual X.509
Certificate. The data SHOULD be sent raw in
WBXML, and base64 encoded in XML.

syncml:auth-securid The data specific for SecurlD

authentication would be sent. The data
SHOULD be sent raw in WBXML, and base64
encoded in XML.

syncml:auth-safeword The data specific for SafeWord

authentication would be sent. The data
SHOULD be sent raw in WBXML, and base64
encoded in XML.

syncml:auth-digipass The data specific for DigiPass

authentication would be sent. The data
SHOULD be sent raw in WBXML, and base64
encoded in XML.
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54.2 MD-5 authentication in OMA DM

To specify the userid for the credentials, whendteglentials do not include it in the resolvablerfpothe userid MUST be
transferred in theocName element ofSource in SyncHdr . MD-5 authentication [RFC1321] works by supplying
primitive userid:password in theCred element of th&SyncHdr as shown below.

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>
<VerDTD>1.2</VerDTD>
<VerProto>DM/1.3</VerProto>
<SessionlD>1</SessionID>
<MsgID>1</MsgID>
<Target>
<LocURI>http://www.syncml.org/mgmt-server</Lo cURI>
</Target>
<Source>
<LocURI>IMEI:493005100592800</LocURI>
<LocName>Brucel</LocName> <!-— userid -->
</Source>
<Cred>
<Meta>
<Type xmIns="syncml:metinf’>syncml:auth-md5 </Type>
<Format xmIns="syncml:metinf’>b64</Format>
</Meta>
<Data>18EAG3F...... </Data>
<!-- base64 formatting of MD-5 Digest -->
</Cred>
<Meta>
<MaxMsgSize xmIns="syncml:metinf’>5000</MaxMs gSize>
</Meta>
</SyncHdr>
<l—- regular body information here -->
<SyncBody>
</SyncBody>
</SyncML>

5.4.3 Computation of the MD-5 Digest
The digest supplied in tHered element is computed as follows:

Let H = the MD5 Hashing function.
Let Digest = the output of the MD5 Hashing function

Let B64 = the base64 encoding function.
Digest = H(B64(H(username:password)):nonce)

This computation allows the authenticator to autisate without having knowledge of the passworde password is
neither sent as part of tiéred element, nor is it required to be known expliclilythe authenticator, since the
authenticator need only store a pre-computed higteasername:password string.

5.4.4  Password and nonce usage

Both password and nonce are RECOMMENDED to beaat [£28 bits (16 random octets) in length.
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The nonce value MUST be issued in a challenge &ither the Device or the Device Management Setmahe case of the
credentials being sent prior to a challenge besaged, then the last nonce used shall be reusedauthenticator must be
aware that the issuer of the credentials may begusistale nonce (that is to say, a nonce thavaid due to some previous
communications failure or a loss of data). Becanfghis, if authentication fails, one more challenglong with the supply
of a new nonce, MUST be made.

A new nonce SHOULD be used for each new sesside s€quence of nonce values (as seen across s¢&tOULD be
difficult to predict.

5.4.5 Challenges from non-authenticated agents

In some scenarios, it might be necessary for chadtServer to accept challenges from agents that hot yet been
successfully authenticated. For example, conshdecase in which both client and Server have oetdadnces, and MD5 or
HMAC authentication is used. If they both discard€hal element, they will not have a chance to updati ttwce and
they will never be able to authenticate each offieravoid this situation it is RECOMMENDED thatetit and Server use
the latest received nonce to build the contenhef@red element, even when the nonce is received from a non
authenticated agent. It is also RECOMMENDED thegntland Server do not over-write the stored cdph® next nonce
with one received from a non-authenticated agenthat would allow malicious agents to replace goodces with bad
ones.

5.5 Transport Neutral Integrity

Transport neutral integrity of OMA DM messagesdhiaved using a HMAC-MD5 [RFC2104] or XML-Signature
[XMLSIGN].

5.5.1 HMAC-MDS5 Integrity

This is a Hashed Message Authentication Code th#WMbe used on every message transferred betweddetrice and the
Device Management Server (if requested to do seithgr entity). The use of integrity checking isSTOONAL.

55.1.1 How integrity checking is requested

Integrity checking is requested in the same wayatritie same time as authentication challenged3MPRO]. A challenge
issued forsyncml:auth-MAC  will use the sam#leta data forType, Format , andNextNonce assyncml:auth-

md>5. A new authentication typsyncml:auth-MAC , may be requested by either the client or theid@eManagement
Server (or simply supplied prior to a challengeréaaing issued). When used, this authenticatipe MUST be specified in
the transport header and MUST NOT be specifiedgugia Cred element.

Note that the recipient of a challenge MUST respwittl the requested authentication type, else ¢éisgsien MUST be
terminated. For example, a challenge requesti@dHtiAC engenders a reply with valid Basic Autheatiicn credentials,
the session will be terminated despite the validftthe authentication credentials that were abtsaipplied.

5.5.1.2 How the HMAC is computed

The HMAC is computed as described below, and udessMs its hashing function. The HMAC relies upba use of a
shared secret (or key), which in this applicat®itself a hash (denoted below as H(username:padjwo

The HMAC value MUST be computed by encoding in Bdshe result of the digest algorithm applied dlofes:
H(B64(H(username:password)):nonce:B64(H(messagg) hod

where H(X) is the result of the selected digesvatm (MD-5) applied to octet stream X, and B64{¥}he base64
encoding of the octet stream Y.

5.5.1.3 How the HMAC is specified in the OMA DM message

The HMAC itself MUST be transported along with tiréginal OMA DM message. This is achieved by insgrthe HMAC
into a transport header callggsyncml-hmac . This technique works identically on HTTP, WARdsOBEX. The
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HMAC is calculated initially by the sender using tbntire message body, either in binary form (WBXML.text form
(XML). The receiver applies the same techniquéneibhcoming message.

The headex-syncml-hmac  contains multiple parameters, including the HMASIf, the user or Server identifier, and an

optional indication of which HMAC algorithm is irsa (the only one currently defined is MD-5).

The value of th&-syncml-hmac  header is defined as a comma separated listrdfiatt-values pairs. The rule "#rule"
and the terms "token" and "quoted-string" are usextcordance to their definition in the HTTP 1pkdfications
[RFC2616].

Here is the formal definition:

x-syncml-hmac = #syncml-hmac-param

where:

syncml-hmac-param = (algorithm | username | mac)
The following parameters are defined:

algorithm = ‘algorithm’ ‘=" (‘MD5’ | token)

username = ‘username username-value

mac = 'mac’ ‘=" mac-value
where:

username-value = quoted-string
mac-value = base64-string

The parametealgorithm  can be omitted, in that case MD5 is assumed. @nanpeteusername MUST be specified.
The parametemac MUST be specified.

Note that ebase64-string is any concatenation of the characters belonginbadoase64 Alphabet, as defined in
[RFC2045].

Example:

x-syncml-hmac: algorithm=MD5, username="Robert Jord an’,

mMac=NTI120TJhMDAWNjYxODkwYmQ3NWUXN2RhN2ZmYmJIMzk

Theusername-value s the identical string from tHeocCName of theSource element of thé&&yncHdr , and
represents the identity of the sender of the mess@ibe presence of the username in the messadertamws the
calculation and validation of the HMAC to be indegent of the parsing of the message it5elf.

Upon receiving a message, the steps are:
1. Check for the HMAC in the message header; exttaotd the username.

2. Using theusername , look up the secret key from storage. This katself a hash, which incorporates the
username and password, as described earlier.

3. Either parse the message;

1 The independence established between the validatithe HMAC and the parsing of the message fisrinése operations to be performed in any ordesyen in parallel. And, if in the

future SyncML allows a simpler method of constmgta response indicating that authentication faitedlill be possible to issue this response withexer spending the time needed to parse

the message itself.
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4. Or, validate the digest.

In either sequence of steps, the digest is cakilahsed on the entire message body, which is eithmary XML
document (WBXML) or a text XML document.

After the HMAC is computed by the receiver (if invpresent), the supplied HMAC and the computed IENAN be
compared in order to establish the authenticitthefsender, and also the integrity of the message.

If the HMAC was expected (e.qg. if a challenge fdrad been issued) and either it or the usericharsupplied in the correct
transport header, then an authentication failusalte (as if they had been supplied, and were fectr

If the value of the username or secret is changeitigl a session (e.g. when the AAuthName or AAuth&eelement in
[DMSTDOBJ] is replaced), the new value of secrdt arnly be used for subsequent sessions.

Once the HMAC technique is used, it MUST be usedifiosubsequent messages until the end of the @WKsession. The
Status code sent back for the SyncHdr MUST be @0dicate authenticated for this message. Intinigithe

NextNonce element MUST be sent and used for the next HMA@ential check. Failure to meet these requirements
MUST result in a termination of the session.

55.14 HMAC and nonce value

A new nonce MUST be used for every message. Thenmace will be obtained via the NextNonce valughi@ previous
message. In addition, since HMAC credentials MUST Jerified for each message, the SyncHdr statug dod an
authenticated message MUST be 200.

5.5.15 HMAC use with transport protocols providing authentication and integrity

Note that the static conformance requirementsifeHMAC feature is independent of its use. Neittliemt nor Server need
supply the HMAC, unless challenged for it. For epéamif it is deemed that an already authenticataalsport protocol
connection has already been established, thengkie®or the Device Management Server MAY choogdmauthenticate.
In this particular situation, neither Server noewt is expected to issue a challenge for it. Adoay to the general
techniques specified in [DMPROQO], a DM client thapports mutual authentication at the transportrld&Y choose not to
support OMA DM authentication mechanisms. In thastigular case, the Server MAY still issue a HMAI@atienge, but the
session MUST end if the client does not respond thié requested authentication type.

5.5.2 XML Signature Integrity

XML-signature [XMLSIGN] offers the signature mecligm to achieve Authenticity and Integrity. Becatis® messaging
between the Source of the Content and Device iposgible in most of the cases, we need to ageeméndatory
algorithms beforehand. The algorithms that mustumported for Authenticity and Integrity are RSAI&8HA-1 as specified
in [XMLSIGN]. XML Signature has three ways of repesiting signature in a document viz: envelopingetped and
detached. Enveloped or enveloping signatures aedata within the same XML document as the sigeatietached
signatures are over data external to the signalereent. The use of the “detached” signature ismeeended. The format
value used for XML-signature data is xml.

Note that WBXML tags for XML-signature do not existOMA DM.

XML Signatures are applied to arbitrary digital temt (data objects) via an indirection. Data olgect digested, the
resulting value is placed in an element (with ofh&srmation) and that element is then digestedaggtographically
signed. XML digital signatures are representedhgySignature element which has the following stmec{where "?"
denotes zero or one occurrence; "+" denotes ongog occurrences; and "*" denotes zero or moreroegsaes):

<Signature ID?>
<SignedInfo>
<CanonicalizationMethod/>

<SignatureMethod/>
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(<Reference URI? >
(<Transforms/>)?
<DigestMethod/>
<DigestValue/>

</Reference>)+

</Signedinfo>
<SignatureValue/>
(<Keylnfo/>)?
(<Object ID?/>)*
</Signature>
Each resource to be signed has its own <Referegleexent identified by the URI attribute.

Rules for XML-signature elements used for envelgpiML-signature [XMLSIGN] in OMA DM Content signata context:

» Content (data), which is to be signed, should beed after the signature element, if detached gign& being
used. This is the recommended way to place thesnarinh this case the <Reference> element mayerdamn any
URI attribute. In this case The Device must implycknow the location of the Content

« Content (data), which is to be signed, may be plagside of <Object> element when enveloping sigreis being
used.

* <Object> element must not contain any other elesiran Content signed and <Object> element mustxist
when detached signature is used.

» <Reference> element may not contain any attributes.

« <Reference> element must have child elements <faans>, <DigestMethod> and <DigestValue> elements.
» <DigestValue> element contents must be encoded) lisine64.

* <SignatureValue> element contents must be encosiad base64.

* <Transforms> element must not have <Xpath> chinent

* <Signature> element must be a child of <Data> eteme

» <Keylnfo> may be included in <Signature> for re@gito verify signature.

» The digest value (in <DigestValue>) is encryptethvgiender’s private key to produce <SignatureValdre
receiver then decrypts the signature with the semgeablic key (in Keylnfo/KeyValue) to produce digt value
(which sender computed), this hash value is contptaréhe digest value computed by the receiver.

Example of OMA DM message with signed content (necnded, detached signature method):

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>

</§yncHdr>
<SyncBody>

<Replace>
<CmdID>4</CmdID>
<Meta>
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<Format xmIns="syncml:metinf’>xml</Format>
<Type xmlIns="syncml:metinf’>application/xml </Type>
</Meta>
<Iltem>
<Target>
<LocURI>./my_mgmt_obj/file</LocURI>
</Target>
<Data>
<![CDATA[
<Signature xmins="http://www.w3.0rg/2000/ 09/xmidsig#'>
<Signedinfo>
<CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/1 0/xml-exc-c14n#'/>
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/0 9/xmldsig#rsa-shal’/>
<Reference>
<Transforms>
<Transform
Algorithm="http://www.w3.0rg/20 01/10/xml-exc-
clan#'/>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/20 00/09/xmldsig#shal’/>
<DigestValue> LyLsF094hPidwPU... </ DigestValue>
</Reference>
</Signedinfo>
<SignatureValue>
HplZkmFZ/2kQLXDJbchm5gK...
</SignatureValue>
<KeyInfo>
<KeyValue xmlns="http://www.w3.0rg/20 00/09/xmldsig#’>

</KeyValue>
</Keylnfo>
</Signature>
11>
MY_SIGNED_BINARY_OR_XML_CONTENT...
</Data>
</ltem>
</Replace>
</SyncBody>
</SyncML>

Example of OMA DM message with signed content (éopieg signature method):

<SyncML xmIns='SYNCML:SYNCML1.2">
<SyncHdr>

<}éyncHdr>
<SyncBody>

<Replace>
<CmdID>4</CmdID>
<Meta>
<Format xmIns="syncml:metinf’>xml</Format>
<Type xmins="syncml:metinf'>application/xmi </Type>
</Meta>
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<ltem>
<Target>
<LocURI>./my_mgmt_obj/file</LocURI>
</Target>
<Data>
<![CDATA][
<Signature xmlns="http://www.w3.0rg/2000/ 09/xmldsig#'>
<Signedinfo>
<CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/1 0/xml-exc-cl4n#'/>
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/0 9/xmldsig#rsa-
shal'/>
<Reference>
<Transforms>
<Transform
Algorithm="http://www.w3.0rg/20 01/10/xml-exc-
clan#'/>
</Transforms>
<DigestMethod

Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal’/ >
<DigestValue> LyLsF094hPi4wPU... </ DigestValue>
</Reference>
</Signedinfo>
<SignatureValue>
HplZkmFZ/2kQLXDJbchm5gK...
</SignatureValue>
<KeylInfo>
<KeyValue xmlns='http://www.w3.0rg/20 00/09/xmidsig#>

</KeyValue>
</Keylnfo>
<Object>
ASDFASDFASDFASDG...
</Object>
</Signature>
11>
</Data>
</ltem>
</Replace>
</SyncBody>
</SyncML>

Example of OMA DM message with signed content (éoped signature method):

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>

<}éyncHdr>
<SyncBody>

<Replace>
<CmdID>4</CmdID>
<Meta>
<Format xmIns="syncml:metinf’>xml</Format>
<Type xmiIns="syncml:metinf’>application/xml </Type>
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</Meta>
<ltem>
<Target>
<LocURI>./my_mgmt_obj/file</LocURI>
</Target>
<Data>
<![CDATA][
<MyObject ID=MY_ID>
<MY_XML_CONTENT_HEADER />
<MY_XML_CONTENT_DATA />
</MyObject>
<Signature xmins="http://www.w3.0rg/2000/ 09/xmldsig#'>
<Signedinfo>
<CanonicalizationMethod

Algorithm="http://www.w3.0rg/2001/1 0/xml-exc-cl4n#'/>
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/0 9/xmldsig#rsa-
shal’/>
<Reference>
<Transforms>
<Transform
Algorithm="http://www.w3.0rg/20 01/10/xml-exc-
clan#'/>
</Transforms>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal’/ >
<DigestValue> LyLsF094hPi4wPU... </ DigestValue>

</Reference URI="#MY_ID’>
</Signedinfo>
<SignatureValue>
HplZkmFZ/2kQLXDJbchm5gK...
</SignatureValue>
<Keylnfo>
<KeyValue xmlns='http://www.w3.0rg/20 00/09/xmidsig#'>

</KeyValue>
</KeyInfo>
</Signature>
11>
</Data>
</ltem>
</Replace>
</SyncBody>
</SyncML>

5.6 Transport Neutral Confidentiality

Transport neutral confidentiality of OMA DM Message achieved using XML-encryption [XMLENC].

5.6.1  XML-Encryption Confidentiality

XML-encryption [XMLENC] offers the encryption mechiam to achieve Content Confidentiality. Becauserttessaging
between the Source of the Content and Device iposgible in most of the cases, we must agree #melatory algorithms
beforehand. The algorithms that must be suppode@dnfidentiality are RSA and AES128 as specifiefKMLENC].
MIME type for XML-encryption data is application/xe+xml.
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Note that WBXML tags for XML-encryption do not ekis OMA DM.

If content is signed and encrypted the signaturstrbe done first and the encryption must be plased the entire signed
content.

Rules for XML-encryption elements used for XML-eygtion [XMLENC] in OMA DM Content Encryption contéx

»  XML-Encryption tree must be placed as a child efCata> element (whose content we want to encrypt) i
<SyncBody>.

« OMA DM Content must be encrypted using a symmedeiz AES128, i.e. outer <EncryptionMethod> elemensn
have algorithm attribute set to a symmetric keyimgthod.

e Symmetric key must be encrypted by an asymmetyd3&A-1_5, i.e. inner <EncryptionMethod> elementsinu
have algorithm attribute set to an asymmetric kgyirethod (i.e. receiver’s public key).

» <Keylnfo> must be included in <EncryptedData> ame&EncryptedKey> for receiver to inform encrypticeys.
Example of OMA DM message with encrypted content:

<SyncML xmins='SYNCML:SYNCML1.2">
<SyncHdr>

<}éyncHdr>
<SyncBody>

<Replace>
<CmdID>3</CmdID>
<Meta>
<Format xmIns="syncml:metinf'’>xml</Format>
<Type xmIns="syncml:metinf’>application/xen c+xmi</Type>
</Meta>
<Item>
<Target>
<LocURI>./my_mgmt_obj/file</LocURI>
</Target>
<Data>
<![CDATA][
<xenc:EncryptedData
Type=http://mwww.w3.0rg/2001/04/xmlenc #Element>
<EncryptionMethod
Algorithm="http://www.w3.0rg/2001/0 4/xmlenc#aes128-chc'/>
<KeylInfo>
<EncryptedKey>
<EncryptionMethod
Algorithm="http://www.w3.0rg/20 01/04/xmlenc#rsa-1_5'/>
<KeylInfo>
<KeyName>rsaKey</KeyName>
</Keylnfo>
<CipherData>
<CipherValue>
xyzabc
</CipherValue>
</CipherData>
</EncryptedKey>
</Keylnfo>
<xenc:CipherData>
<xenc:CipherValue>...</xenc:CipherV alue>
</xenc:CipherData>
</xenc:EncryptedData>
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1>
</Data>
</ltem>
</Replace>
</SyncBody>
</SyncML>

5.7 Combined Integrity and Security Methods

When combining integrity and security methods,fillowing steps MUST be followed in this order:

1. Apply desired encryption to parts of the message.
2. Apply integrity to the entire message.

3. Apply desired encryption to the entire message.
4

. Convert XML to WBXML if necessary.
NOTE: any step above MAY be skipped if there isweed for that operation.

5.8 Notification Initiated Session

OMA DM offers the ability for a Device Managemergr@er to make a request to a Device to establidamagement
Session. The security of this message dependsaidigest. The specification of this message eafobnd in [DMNOTI].

5.9 Management object encryption

OMA DM fully supports the use of encrypted managetwbjects, which may remain encrypted within thevide
Management tree, or be decrypted upon receiptdptvice or Device Management Server.

Depending upon implementation, an object may beypted prior to transmission over a hon encryptadgport layer, and
remain encrypted in storage space within eitheDxée@ce Management Server or the Device, or, it begecrypted
immediately after receipt, and stored internallyiirencrypted format.

No restrictions are placed upon the encryptionniple used, since this is independent of the OMA @btocol itself.

5.10 Confidentiality of information between Device Management
Servers

OMA DM offers the ability for a Device Managemergr@er to make private any data that is stored ubderice
Management control from another Device Managemente®s. This is facilitated by the use of an AClc¢ass Control
List) that allows the protection of any group, ayandividual Device Management object.

5.10.1.1 The Access Control List

The Access Control List allows a hierarchical assignt of Access Rights based upon Device ManageS8wamer
Identifiers’s (Unique identifiers for the Device kagement Servers [DMTND]). A detailed descriptidnhe ACL can be
found in [DMTND].

5.11 Security for Bootstrap Operation

Bootstrapping is a sensitive process that may iezobmmunication between two parties without argvjmus relationship
or knowledge about each other. In this contextusscis very important. The receiver of a bootptraessage needs to know
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that the information originates from the correairee and that it has not been tampered with ererdiite sender also wants
end-to-end confidentiality to prevent impersonatigreavesdroppers who could see the contents dfdbistrap message
containing credentials to access the DM servés.ithportant that DM clients accept bootstrappingimands only from
authorized DM or CP servers.

5.11.1 Bootstrap via CP

The CP bootstrap mechanism is defined in [PROVBOOT]

5.11.1.1 Smartcard

The CP Bootstrap mechanism from the smartcardfisetkin [PROVSC].
5.11.2 Bootstrap via DM
511.2.1 Transports

Since any transport MAY be used to send the Baistnessage to the DM client, appropriate secwitypbotstrapping a
Device securely MUST be employed. If the transpax this appropriate security, it MUST be employsterwise,
transport neutral security MUST be employed.

Transport specific security is documented in thadport binding documents [HTTPBIND], [OBEXBINDWSPBIND].

5.11.2.2  Transport Neutral Security
The following subsections show some methods okpart neutral security.

The DM Server and DM Client MUST support NETWORK#Dd USERPIN, The DM Server and DM Client SHOULD
support XML-signature [XMLSIGN] and XML-encryptigXMLENC]. A DM Server SHOULD use the XML-signature
[XMLSIGN] mechanism on a bootstrap message. A DiM/&SHOULD use the XML-encryption [XMLENC] mechami
on a bootstrap message when the message contaiideatial information. See Appendix C for moredmhation.

Other methods MAY be used as long as they empleyel of security appropriate for bootstrap. Thenbined security of
the secret (e.g., randomness, difficulty of obtapietc.), the transport and the environment ofnesls to be among the
considerations when a bootstrapping service isgoiemplemented.

5.11.2.2.1 HMAC Computation for Bootstrap
The HMAC is calculated in the following way:

First, the bootstrap document is encoded in the WBXormat [WBXML1.1], [WBXML1.2], [WBXML1.3]. The encoded
document and the shared secret are then inpueakath and key, respectively, for the HMAC caldalafRFC2104], based
on the SHA-1 algorithm [SHA], as defined in the WT kpecification [WTLS]. The output of the HMAC (MHMAC-
SHA(K, A)) calculation is encoded as a string okdecimal digits where each pair of consecutivésligpresent a byte.
The hexadecimal encoded output from the HMAC calibo is then included in the security information.

The security method and HMAC are then passed asmaders to the content type in the format like: this
Content-Type: MIME type; SEC=type; MAC=digest

Where:

MIME type is application/vnd.syncml.dm+wbxml (cannse XML for bootstrap)

SEC = “NETWORKID", “USERPIN", or “USERPIN_NETWORKID Other types MAY also be used.

Digest is the computed HMAC value as stated above.

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Security-V1_3-20100525-C Page 22 (30)

5.11.2.2.2 NETWORKID

This method relies on some kind of shared seceatttkie Device and the network provider both knovokeethe bootstrap
process starts. This could be things like IMSI &8M) or ESN (for CDMA). What the shared secretialty is depends on
the network provider and the particular Device. @deantage with this method is that is can be usggbut user
intervention.

The NETWORKID method requires:

A HMAC value to be calculated using this sharedetegnd the DM bootstrap message, to be sent alithghe message.
See section 5.8.2.2.1

The protocol used to send the bootstrap messagebmuesapable of transporting both the HMAC valud tre OMA DM
bootstrap package.

The security type SHALL be specified as “NETWORKID”
OMA DM compliant Devices and Servers MUST suppbe NETWORKID method.
5.11.2.2.3 USERPIN

This method relies on a PIN that must be commuedttd the user out-of-band, or agreed to beforéddwtstrap process
starts.

The USERPIN method requires:

A HMAC value to be calculated using this sharedeteand the DM bootstrap message, to be sent alithghe message.
See section 5.8.2.2.1.

The protocol used to send the bootstrap messagebmespable of transporting both the HMAC valud tre OMA DM
bootstrap package.

The security type SHALL be specified as “USERPIN".
OMA DM compliant Devices and Servers MUST suppbe USERPIN method.
5.11.2.2.4 USERPIN_NETWORKID

This is a combination of the NETWORKID and USERRIthods. It requires the use of a secret shareeebetthe
network provider and the Device and a user PIN.

The USERPIN_NETWORKID method requires:

A HMAC value to be calculated using this PIN cormddrwith the secret shared between the network geodnd the
Device (with the PIN and secret combined as “PIbtestg) and the bootstrap message, to be sent hétmessage. See
section 5.7.2.1.

The protocol used to send the bootstrap messagebmuesapable of transporting both the HMAC valud tre OMA DM
bootstrap package.

The security type SHALL be specified as “USERPIN TNEORKID”.

OMA DM compliant Devices and Servers MAY support tHiSERPIN_NETWORKID method.

5.11.2.3  Smartcards
While not a transport, per se, smartcards allovafeery secure delivery of bootstrap information.

Smartcard is a generic name for a set of speg#cifications: [GSM11.11], [TS151.011], [TS102.22MS131.102],
[C.S0023-B_v1.0].
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Bootstrap data MAY be stored on the smartcard. Béteaviour of a DM Client regarding bootstrap datagecified in
[DMBOOT].

5.11.2.4 Network Dependent Security

5.11.2.4.1 3GPP_GBA
This method applies only to 3GPP Networks and asvibat support GBA Push.

We assume that the DM Server has access to bot¥l Badtstrap Integrity Key (DMBIK) and a DM Bootsprd&Encryption
Key (DMBEK) which have been derived from the lomgra secret that is shared between the device sandrtmd the
network using the 3GPP Generic Bootstrapping Aechitre (GBA) Push specifications [TS 33.223].

The GBA Push procedures MUST be executed prioenadlisg the bootstrap message itself in order foniteal and network
to agree on the DMBIK and DMBEK that SHALL be udedorotect the bootstrap message. For more infeoman how a
DM Server can interact with GBA Push see Appendix D

A DM Server SHOULD use the XML-signature [XMLSIGIMMAC mechanism on a bootstrap message with DMBIK as
keying material on the bootstrap message. A DM &eBHOULD use the XML-encryption [XMLENC] mechanism a
bootstrap message with DMBEK as keying materiaih@enbootstrap message when this contains confalafdta when the
message contains confidential information.

When both mechanisms are used they MUST be apiplige: following sequence:

1  First, the bootstrap message integrity protect&gusML-signature HMAC and the DMBIK as keying metd.
2  Then, the result is then confidentiality protectsthg XML-encryption and the DMBEK as keying maaéri

3 Finally, the resulting XML document is encodedtie WBXML format [WBXML1.1], [WBXMLL1.2], [WBXML1.3].

The security method and combined integrity and idemtiality are passed as parameters to the cotygeatin the format
like this:

Content-Type: MIME type; SEC=type

Where:

MIME type is application/vnd.syncml.dm+whbxmi
SEC = “3GPP_GBA”

GBA Push allows the generation of a so called Ke/i(g) NAF shared secret both in the network amthie device. From
this master key Ks_ (ext/int) _NAF, two shared secege generated: the DMBIK and the DMBEK.

This 3GPP_GBA method requires:
» The NAF_ld SHALL be constructed using as FQDN thé Berver FQDN and as GBA Ua security protocol it
the one defined for DM in Open Mobile Naming Autingp(OMNA).

* An integrity and confidentiality protected bootgtni@message using DMBIK and DMBEK shared secretsdanided
from the Ks_(ext/int) _NAF using the GBA key deriiaat function (see Annex B of [TS 33.220] as folloggee notation
style and how parameters are used in Annex B d33.320):

e FC=0x01
* For DMBIK: PO ="dmbik" (i.e. 0x64 0x6D 0x2D 0x6X69 0x6B)
» For DMBEK: PO ="dmbek" (i.e. 0x64 0x6D 0x2D 0x628% 0x6B )

* LO =length of PO is 6 octets (i.e. 0x00 0x06).
The Key to be used in key derivation shall be:

* Ks_(ext/int)_NAF
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In summary, the DMBIK and DMBEK and SHALL be deriv&om the Ks_(ext/int) _NAF and static strings "dkib
and "dmbek" respectively as follows:
* DMBIK = KDF (Ks_(ext/int)_NAF, "dmbik")

+ DMBEK = KDF (Ks_(ext/int)_NAF, "dmbek")
The protocol used to send the bootstrap messagebmueapable of transporting the protected OMA Dddtstrap package.
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Appendix B. Static Conformance Requirements

The notation used in this appendix is specified@PPROC].

B.1 SCR for DM Client

Item

Function

Reference

Requirement

DM-SEC-C-001

Client MUST
authenticate itself to a
Server

Section 5.3

DM-SEC-C-002

Client MUST
authenticate a Server

Section 5.3

DM-SEC-C-003

Support for transport
layer authentication

Section 5.3

DM-SEC-C-004

Support for the differen
layer authentication

I Section 5.3

DM-SEC-C-004 OR DM-SEC-C-
007

DM-SEC-C-005

Send credentials to
Server

Section 5.3

DM-SEC-C-006

Challenge Server

Section 5.3

DM-SEC-C-007

Support for application
layer authentication

Section 5.3

DM-SEC-C-008 AND DM-SEC-Ct
010

DM-SEC-C-008

Support for OMA DM
syncml:auth-md5 type
authentication

Section 5.3

DM-SEC-C-009

Accept challenges from
Server that has not yet
been successfully
authenticated

Section 5.3.4

DM-SEC-C-010

Integrity checking usin
HMAC-MD5

g Section 5.4

DM-SEC-C-011 AND DM-SEC-Ct
012

DM-SEC-C-011

Inserting HMAC in
transport

Section 5.4.3

DM-SEC-C-012

Using HMAC for all
subsequent messages

Section 5.4.3

DM-SEC-C-018

Bootstrap Security for
Bootstrap via DM
Profile

Section 5.8.2.2

DM-SEC-C-019 OR DM-SEC-C-
020

DM-SEC-C-019

Transport neutral
security for Bootstrap
via DM Profile

Section 5.8.2.2

DM-SEC-C-021

DM-SEC-C-020

Transport layer security
for Bootstrap via DM
Profile

Section 5.8.2.2

DM-SEC-C-021

Use of NETWORKID,
USERPIN, or
USERPIN_NETWORKI
D when Bootstrapping
via DM Profile

Section 5.8.2.3

DM-SEC-C-022

Support of
NETWORKID method
in Bootstrap via DM
Profile

Section 5.8.2.3

DM-SEC-C-023

Support of USERPIN

Section 5.8.2.
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Item Function Reference Status | Requirement
method in Bootstrap via
DM Profile

DM-SEC-C-024 Support of Section 5.8.2.3| O
USERPIN_NETWORKI
D method in Bootstrap
via DM profile

B.2 SCR for DM Server

Item Function Reference Status | Requirement

DM-SEC-S-001 Different password for | Section 5.1 M
each client

DM-SEC-S-002 Support for client Section 5.3 M
authentication at the
transport layer

DM-SEC-S-003 Send credentials to clignt  Section 5.3| M

DM-SEC-S-004 Challenge Client Section 5.3 (0]

DM-SEC-S-005 Support for clients Section 5.3 0] DM-SEC-S-006 AND DM-SEC-S
authentication at the 009 AND DM-SEC-S-010
application layer

DM-SEC-S-006 MD5 challenge to clien Section 5.3 (0]

DM-SEC-S-007 MD5 challenge to client Section 5.3 0]
in conjunction with
transport layer security

DM-SEC-S-008 Supply of a new nonce| Section 5.3.3 M
with one more challenge
if authentication fails

DM-SEC-S-009 Using new nonce for | Section 5.3.3 (0]
each new session

DM-SEC-S-010 Accept challenges fron} Section 5.3.4 (0]
clients that have not yet
been successfully
authenticated

DM-SEC-S-011 Integrity checking usingSection 5.4 @) DM-SEC-S-012 AND DM-SEC-S
HMAC-MD5 013

DM-SEC-S-012 Inserting HMAC in Section 5.4.3 (0]
transport

DM-SEC-S-013 Using HMAC for all Section 5.4.3 (0]
subsequent messages

DM-SEC-S-022 Bootstrap Security for | Section 5.8.2.2| O DM-SEC-S-023 OR DM-SEC-S-
Bootstrap via DM 024
Profile

DM-SEC-S-023 Transport neutral Section 5.8.2.2] O DM-SEC-S-025
security for Bootstrap
via DM Profile

DM-SEC-S-024 Transport layer security Section 5.8.2.2] O
for Bootstrap via DM
Profile

DM-SEC-S-025 Use of NETWORKID, Section 5.8.2|]3 O

0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM_Security-V1_3-20100525-C Page 28 (30)

Item Function Reference Status | Requirement

USERPIN, or
USERPIN_NETWORKI
D when Bootstrapping
via DM Profile

DM-SEC-S-026 Support of Section 5.8.2.3| M
NETWORKID method
in Bootstrap via DM

Profile

DM-SEC-S-027 Support of USERPIN | Section 5.8.2.3| M
method in Bootstrap via
DM Profile

DM-SEC-S-028 Support of Section 5.8.2.3| O

USERPIN_NETWORKI
D method in Bootstrap
via DM profile
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Appendix C. DM Interaction with GBA Push (Informative)

This section describes the possible interactionsd®n the DM Server and GBA according GBA Pushifipation [TS
33.223]. There are two possible ways of interactift) the GBA infrastructure in order to obtain thecessary key material
for protecting the bootstrap message.

The figure bellow illustrates the straightforwampeoach where the DM Server has to additionallylemnt the NAF
functionality according to GBA Push [TS 33.223] aiso some mechanism to decide whether a partideldce is GBA
Push enabled.

This NAF functionality would:

» interface the BSF to obtain the GPI

» derive the integrity and confidentiality keys DMB&6d DMBEK

» Send the GPI to the device in order to trigger #egvation

This deployment has a larger impact on the DM Sesugce new interfaces need to be implemented wsv&BA and
device.

Device DMS BSF
(NAF) (GBA)

1. Bootstrap Device

request
2. Device control

3. GBA Push Info (GPI)
[TS 33.223]

=

4. NAF SA storage
Derive DMBIK and DMBEK

«—5. GPI [TS 33.223]

6. NAF SA generation& storage.
Derive DMBIK and DMBEK.

7. Protect bootstrap message
with DMBIK and DMBEK

-« 8. Protected J

bootstrap message

9. Decrypt and verify
bootstrap message

Figure 1. DM-GBA interaction with added NAF into the DM Server (DM S)

The figure below shows an alternative proxy NAF liempentation that offloads the DM Server from GBAesifics. In this
case, an external entity handles all the addititmgic of BSF interfacing, key derivation and devitiggering. The DM
Server would use an interface to receive a redoediootstrapping a device with the attached iritggmd confidentiality
keys DMBIK and DMBEK. Such an interface is out bétscope of this specification.
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Device

1. Bootstrap Device

request

DM NAF
Proxy

2. Device control

4.
Derive

NAF SA storage
DMBIK and DMBEK

~+—5. GPI [TS 33.223]

6. NAF SA gene
Derive DMBIK a

ration& storage.
nd DMBEK.

| 7.Bootstrap Device request
DMBIK and DMBEK

BSF
DMS (GBA)
3. GBA Push Info (GPI)
[TS 33.223]

-

-

10. Decrypt
bootstrap

and verify
message

9. Protected
bootstrap message

8. Device Control.
Protect bootstrap message
with DMBIK and DMBEK

Figure 2. DM-GBA interaction via external NAF
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