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You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann
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1. Scope
DM Client

This document describes the WSP Binding for cagy messages based on DM representation [DMREPROQ].
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2. References

2.1 Normative References

[DM Notification]

[DMREPRO]
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[PUSHARCH]

[PUSHOTA]

[RFC2119]

[RFC2616]
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OMA-TS-DM_ Notification-V1_3,
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“DM Representation Protocol”, Open Mobile Alliadte
OMA-TS-DM_RepPro-V1_3,
URL:http://www.openmobilealliance.org/

“SyncML HTTP Binding Specification”, Open Mobile kdnce™
OMA-TS-SyncML_HTTPBinding-V1_3,
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V1_9,
URL:http://www.openmobilealliance.org/

“Push Architectural Overview”, WAP Forum,
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“Push Over The Air”, Open Mobile Allian€&,OMA_TS-PushOTA-V2_2,
URL.:http://www.openmobilealliance.org

“Key words for use in RFCs to Indicate Requiremegxels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

“Hypertext Transfer Protocol — HTTP/1.1", IETF, RR2616,
URL :http://www.ietf.org/rfc/rfc2616.txt

“Wireless Datagram Protocol Specification”, OpentMe Alliancel, WAP-259-WDP-20010614;
URL :http://www.openmobilealliance.org/Technical/vigex.aspx

“Wireless Session Protocol specificatiop®@pen Mobile Alliancél , WAP-230-WSP-20010705-a
URL :http://www.openmobilealliance.org/Technical/vimgex.aspx

“Wireless Transaction Protocol Specification”, Opéabile Allianced, WAP-224-WTP-20010710-a,
URL :http://www.openmobilealliance.org/Technical/viagex.aspx

2.2 Informative References

None.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exijiéghdicated to be
informative.

Any reference to components of the SyncML DTD or IXbhippets is specified in thisypef ace.

3.2 Definitions

Connectionless Session Connectionless session service is an unreliab&aseservice. In this mode, only the request
Service primitive is available to service users, and ohly indication primitive is available to the service
provider.

Connection-M ode Session Connection-mode session service is a reliable@essirvice. In this mode, both request and
Service response primitives are available to service userd both indication and confirm primitives are
available to the service provider.

Content The entity body sent with a request or responsefésred to as content. It is encoded in a format
and encoding defined by the entity-header fields.

Content Negotiation Content negotiation is the mechanism the serves wsselect the appropriate type and encoding of
content when servicing a request. The type anddéng®f content in any response can be
negotiated. Content negotiation allows a serveliegifon to decide whether a client can support a
certain form of content.

Entity An entity is the information transferred as thelpag of a request or response. An entity consists o
meta-information in the form of entity-header figlaind content in the form of an entity-body.

Header A header contains meta-information. Specificallgeasion header contains general information
about a session that remains constant over thiem#eof a session; an entity-header contains meta-
information about a particular request, responsentity body.

L oader Entity that implements the HTTP protocol. The leais the interface between the WSP layer and
the user application.

3.3 Abbreviations

OMA Open Mobile Alliance
PPG Push Proxy Gateway [PUSHOTA]
WSP Wireless Session Protocol [WSP]
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4. Introduction

This document describes how to use the DM over \WBRP). The document uses the primitives and methiedfised in
the WAP Forum WSP specification as of WAP June 2000formance Release.

The document describes the use of the WSP layer.

WAP [WSP] defines both a connection oriented and a connetdiss services for data exchange. Furthermodefiihes a
server originated data-push model.

Note that the WAP specification does not specigyltbader, i.e. the interfaces to the different taye the protocol, only the
messages being used for communication in the aletyals. How the Loader is specified is up to thent (or server)
vendor. The Loader interface is illustrated in fibléowing by the messages going back and forth betwthe DM Client and
the Loader.

The Session layer protocol family in the WAP aretitre is called the Wireless Session Protocol, W8P provides the
upper-level application layer of WAP with a consigtinterface for two session services. The fgst connection-mode
service that operates above a transaction lay¢o@bWTP, and the second is a connectionlesscethiat operates above a
secure or non-secure datagram transport servicenéie information on the transaction and transpertices, please refer
to [WTP] “Wireless Application Protocol: Wireless Transagti®rotocol Specificatio” and[WDP] [WDP]“Wireless
Application Protocol: Wireless Datagram Protocolegffication”. WSP provides HTTP 1.1 functionality and incorgies

new features such as long-lived sessions, a confandity for data push, capability negotiation asgksion suspend/resume.
The protocols in the WSP family are optimised fawibandwidth bearer networks with relatively loageincy.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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5. WSP mapping to DM

The following sections define the requirementstifi@ binding of DM Messages to WSP.

5.1 Multiple messages Per Package

The WAP protocol expects to receive a responsgdoygequest sent to the WAP gateway. If thererauktiple messages in
a DM package to be sent, the DM SelVHUST send a response to each message although thegméssat the final one.

The next message can only be sent when the WSPitaetfee WAP protocol has received a response.

Each DM Message MUST be transferred as a SyncML Elivedia type within the body of a WSP request spoese.
When there are multiple DM Messages per DM packageh message is transferred in a separate WSestaguresponse;
depending on whether it is a DM request or response

The recipient of a DM package can determine ifetee more DM messages in the package by the abséttee Final
element in the body of the last received DM mess@fen the recipient receives a DM Message wittFihal element, it is
the final message within that DM package.

5.2 MIME header type requirement

DM Clients and DM Servers MUST support this heagigh either the "application/vnd.syncml.dm+xml" or
"application/vnd.syncml.dm+wbxml" media type values

5.3 Connection Oriented Session

This section describes how DM Client residing afVAP client would initiate a DM connection orienteglssion, exchange
DM Messages with the DM Server, suspend and reshengession, and then finally close down the estaddl session.

531 Session establishment, S-Connect

During a WAP session establishment, a WAP clienneats to a WAP gateway. A part of this is the alted capability
negotiation, during which the server and clientatige the features supported. Furthermore, ateththat are static
throughout the sessions are exchanged (static t®ade

SyncML WSP
m Loader

aqent —

Make_Sessi on

gateway
]

S- Connect . req
S- Connect . i nd

Sessi on_OK
4

Figure 1. Session Establishment
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In the example, the Loader implements an interfacéhe user agent to initiate a session, Make_i8esthe Loader
implements the HTTP protocol.

Seen from WSP, the session establishment stads ByConnect request to the WSP layer. The retpost as follows:

S-Connect.req(Server-Address , Cdient-Address, Cient-Headers, Requested-
Capabilities)

In case of success, the connect confirmation retfirom the WSP layer as follows:

S- Connect . cnf (Server-Headers , Negoti at ed- Capabilities)

5.3.2 Exchanging DM Messages

Once a session is established, the DM Client canh etchanging DM Messages with the DM Server utiegS-
MethodInvoke and S-MethodResult primitives.

WAP maps the HTTP 1.1 methods; i.e. requests willbne using standard HTTP 1.1 methods. The headebodies of
the HTTP methods are not used by the WAP stackttemdare passed transparently.

The following example shows a simple POST requesh the client.

SyncML Load WSP Web-
agent oader gateway server
= P L ] L |

Post ( Docunent)

S- Met hodl nvoke.r,

S- Met hodl nvoke. ing

HTTP POST. requdst
«S-Methodl nvoke. res]==="="7""777"7777 ¥
‘HTTP POST. reply
S MethodResult.req
Repl y(Docunrent ) ¢S:_'\_/t3t_b_0_q|3§§y_|£_'_'_n
«

IS- Met hodResul t. res

S- Met hodResul t. cnf
L L

[ | [ |
Figure 2. Methodlnvokeusng HTTP POST

In the implementation example depicted in Figurthg,DM Client requests a DM Message to be poste¢det DM Server
using the interface made available by the Loadea. lesponse, the DM Server returns a response B&sdfe back to the
client.

5.3.2.1 HTTP header requirement

The HTTP header information is passed transparently the WAP protocol. But In order to enable fiieb server to
decode the posted information the same heademniation requirements apply for sending DM Messages WSP as for
sending DM Messages over HTTP as describégt ior! Refer ence sour ce not found..

5.3.2.2 S-MethodInvoke

The syntax of the MethodInvoke is as follows:

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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S- Met hodl nvoke. req(d i ent TransActionl D, Met hod, Request URI, Request Headers,
Request Body)

The HTTP methods supported by WSP are GET, OPTI®GNER\D, DELETE, TRACE, POST and PUT. Of all the HTTP
methods supported by WSP, the DM functionality aelguires the POST method. Once the gateway hasssed the
request (i.e. forwarded it to the web-server), aficmation is sent back to the client through th&®ayer. The syntax of
the S-MethodInvoke-confirmation is:

S- Met hodl nvoke. cnf (d i ent Transacti onl D)

5.3.2.3 S-MethodResult

When the gateway receives the resource requestedhegi S-MethodInvoke primitive, it send a S-MetRegult request to
the WSP layer of the client, which forwards theues} to the user agent as a S-MethodResult-indicatfi the following
format:

S-MethodResul t.ind(dientTransactionl D, Status, ResponseHeaders, ResponseBody)

Once the indication is received, the client SHOWePly to the WSP with a S-MethodResult response:
S- Met hodResul t.res(d i ent Transacti onl D, Acknow edgenment Headers)

5.3.3  Temporarily suspending the session, S-Suspend and S-Resume

WSP allows for the application layer to suspendss®n. Suspending a session means that the sesaimmo longer be
used to communicate through until the sessionsismed.

S- Suspend. req()

The indication coming back from WSP is of the fallng format:
S- Suspend. r eq( Reason)

5.34 Session close-down, S-Disconnect

The Disconnect primitive is used for terminating tictive session.

5.4 Connectionless service

The connectionless service offered by WSP offersrmectionless, and potentially unreliable, datzharge service.
Following example shows a POST request using theextionless service.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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SyncML WSP Web-server
agent Loader gzite_way —

Post (docunent)

_____________ — 5 Uni t _Met hodl nvoke.
- Uni t _Met hodl nvoke. i nd}

»
»

_HTTP_POST. request)

-Uni t _MethodResult.reqf¢™—

Repl y( Docunent §_ Unit_MethodResul t.ifnd " 7

Figure 3: Connectionless Unit_Methodl nvoke using HTTP POST

Only two primitives are supported by the connedéss service, MethodIinvoke and Push. They both waenkith the
Session Oriented Service, but without the confiromatRefer to the Session Oriented Service forildeta

5.5 Pushing data from the server to the client

Pushing data from a server to a client, using RABA [PUSHOTA] (WSP or HTTP) can be used to push\a lessage to
a DM Client (e.g. sending a DM Bootstrap or DM $&siess message). This functionality is similatite push of DM
Notification [DMNOTI]. The model is as shown below.

Client Push Proxy Internet Push Initiator
Gateway

ey Push
\5 — Push Over-The- . Access
-~ Air Protocol (OTA Protocol

HTTP/WSP)

Figure4: Push Model

The initiator of the push uses HTTP POST to selKi¥la document to the Push Proxy Gateway (PPG). Tihpnessage
consists of two components; a control entity (coing e.g. information about when the push messxgées) and the
content to be pushed to the client. All WAP contgpes can be pushed.

When pushing DM Message from the DM Server to the Qlient, the following rules MUST be adhered to:

* The Content-Type header MUST include the MIME mewee,application/vnd.syncml.dm.+xrok
application/vnd.syncml.dm+wbxrfdr Device Management usage. The Content-Typepicede MUST be 0x42 (for
whbxml) or 0x43 (for xml).

e The X-WAP-Application-ID header MUST include thepdipation-id x-wap-application:syncml.dm for Device
Management packages. The application-id binary ¢8dST be 0x07 for Device Management.

[0 2010 Open Mobile Alliance Ltd. All Rights Reserved.
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The PUSH model defined two different modes; condidnand non-confirmed. The confirmed push requineactive WSP
session. If no such session is running, a sessiableshment request can be issued from the PRGpecial application
residing in the client. This application will irdtie the session, where-after the push can be atisbeqh

The non-confirmed push messages do not requiresiose

A special push dispatcher in the client receivespiish message, and forwards it to the right agijmdic, determined by the
application identifier in the push message.

Once the right application receives the push cdniemight choose to pull more content from a serThis is done using
the standard WSP protocols as described in thigrdent.

As such, the client that receives the pushed codesn't interface directly to WSP.

SyncML Msg WSP Push Proxy Push
agent dispatcher gateway originator
T—_— T—_— HTTP. POST( push nsg)
S-CPush. req i
S- Cpush.ind D HTTP. repl y(confirmati on)
Push content | < T "
P R ——
S- Cpush.res
_____________ ’
S- Cpush. cnf
_____________ >
HTTP. POST( push st at us)
________________________ }
HTTP. repl y(confirmati on)
e
L ] | |

Figure5: Push scenario
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Appendix B. Static Conformance Requirements (Normative)

The following specifies the static conformance iegaents for DM over WSP devices conforming to 8pecification. The
notation used in this appendix is specifiedi@PPROC]

B.1 Client Features
B.1.1 Client WSP Method Requirements

Item Function Ref. Status Requirement
DSDM-WSP-C-001 Support for POST method 5.3 M
DSDM-WSP-C-002 Support for PUSH operation 5.5 (@]

B.2 Server Features
B.2.1 Server WSP Method Requirements

Item Function Ref. Status Requirement
DSDM-WSP-S-001 Support for POST method 5.3 M
DSDM-WSP-S-002 Support for PUSH operation 5.5 @)
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