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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, agdlbject to revision or removal without notice.

You may use this document or any part of the doecurfog internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eT®pen Mobile Alliance authorizes you to copy thig€ument, provided
that you retain all copyright and other proprietaogices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@mn

Each Open Mobile Alliance member has agreed toessonable endeavours to inform the Open Mobileaide in a timely
manner of Essential IPR as it becomes aware thdE$ential IPR is related to the prepared or bt specification.
However, the members do not have an obligatiorotwlact IPR searches. The declared Essential IpRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidist"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatieorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2012 Open Mobile Alliance Ltd. All Rights Reset
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope (Informative)

This document contains use cases and requirenmriBef/ice Management 1.3. It describes a set ohuecdd or new
functional requirements for the management of ai@ewhese functional requirements will maintaia backward

compatibility with DM 1.2.
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2. References

2.1 Normative References

[DM12RD] "OMA Device Management Requirements Document”, Merg.2, Open Mobile Alliance™,
OMA-RD-DM-V1 2,
URL: http://www.openmobilealliance.org/

[DMDICT] “OMA Device Management Dictionary, Version 1.0". @pMobile Alliancél .

OMA-SUP-DM_Dictionary-vl_0.
URL: http://www.openmobilealliance.org/

[RFC2119] “Key words for use in RFCs to Indicate Requiremlesxels”, S. Bradner, March 1997,
URL: http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

None.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this documat are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttébfuction”, are normative, unless they are exghiéhdicated to be
informative.

3.2 Definitions

Kindly consult [DMDICT] for all definitions used ithis document.

3.3 Abbreviations

Kindly consult [DMDICT] for all abbreviations used this document.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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4. Introduction (Informative)

Currently, DM technology allows a device to presetinformation stored on the device to an exiesaever, in case the
external server has sufficient rights to do thisisTcan be seen in the following picture:

;l_-._.l DM

Device - Tres DM
Resources specific i s, MO Interface
Interface in (DM Protocols)
Parameters or ! 0 I DM Server
any type of +i | !
objects :r l
Executables, +  Add, Get, Replace,
Trap* R : Exec, Copy, Result,
. Status, etc

Figure 1: Device management

At the left side of the picture we can find the idey with its internal resources. The device prespart of this information
to the server that is on the right part. The waglddhis is through Management Objects at the DbETr

Along with the emergence of advanced Devices amdsgvices, the device management framework alrdafiged in DM
1.2 [DM12RD] is enhanced in release 1.3 to addmes® market needs. The objective of this docuneetd collect
additional use cases, a set of enhanced and/ofumational requirements for the management of aié@etw cover those
needs in release 1.3.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Device Management release description (Informative)

The Device Management (DM) Enabler provides a ptatfneutral protocol to allow servers to remotepnage devices.
DM is intended to operate over a variety of tramspad notification protocols in a platform neutf@mat.

5.1 Version 1.2
The DM V1.2 Enabler added or improved the followfogctionality:
» Enhanced security
« DM Profile bootstrap
» TNDS
* Inbox
DM Account
* XML Encryption
* Generic Alert
» Connectivity settings moved to ConnMO ReferenceBes

* Nonce Resynchronization

5.2 Version 1.3

The DM V1.3 Enabler supports the following addigbfunctionality:
* Sessionless DM
«  Support for rich information in notification messsaigcluding expiration, reason for session, etc.
*  Support for notification to contain server requestspecific management objects to be sent in ppeEka
e SIP Push and HTTP Push binding for DM Notification
* Enhancement on existing bootstrap mechanism in BM 1
»  Support Client to request bootstrap using HTTPS GET
» Clarification regarding Inbox and TNDS Usage
»  Support for the discovery of optional DM featurepgorted by the DM client

» Mandating support for TLS 1.1 and recommending stpior TLS 1.2 for HTTP Binding
» Virtual URI based addressing

» Enhanced DM structural query

» Indication of the roaming status and bearer forcineent DM session

e Server to server delegation

The DM V1.3 enabler merged the OMA SyncML Common2vihto its own release.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Requirements (Normative)

6.1 Modularisation
The requirements for DM 1.3 are in addition to tbguirements for DM 1.2 [DM12RD].

This section depicts the whole release as a calecf different functional modules where each @na group of
requirements identified as related with the offgrf functionality. Functional modules will be debed as mandatory
functionality (core functionality) or optional futionality (value-added functionality).

The defined functional modules are as follows:

» Bootstrap: this functional module supports the process sfalting parameters and/or applications on a DM@l
to establish a given service for the first timefarrthe purposes of resetting a DM Client to adisettings. This is a
mandatory functional module.

* Notification: this functional module provides for out-of-banatification from a DM Server to a DM Client,
indicating that a session is desired. This is adatory functional module.

» Authentication: this functional module provides secure managersesgions between a DM Server and a DM
Client. This is a mandatory functional module.

« Transports: this functional module supports multiple trangpdor communication between a DM Server and a
DM Client. This is a mandatory functional module.

» General Some requirements are intended to affect alfuhetional modules, and therefore are marked in the
functional module column of the requirement’s tade'General”.

6.2 High-Level Functional Requirements

Label Description Release

Functional
module

DM-HLF-001 The DM enabler SHALL specify SIP transpo Future Transports
Informational Note: DM 1.2 already supports HTTP, WSP and
OBEX.

DM-HLF-002 The DM enabler SHALL specify UDP transpo Future Transports
Informational Note: DM 1.2 already supports HTTP, WSP and
OBEX.

DM-HLF-003 The DM enabler SHALL specify SIP notifiton method. 1.3 Notification
Informational Note: DM 1.2 already supports the WAP PUSH
method.

DM-HLF-004 The DM enabler SHALL specify UDP notifiton method. Future Notification
Informational Note: DM 1.2 already supports the WAP PUSH
method.

DM-HLF-005 The DM enabler SHALL specify mandatorydtstrap functionality. | 1.3 Bootstrap
Informational Note: DM 1.2 already supports optional bootstrap,
DM-HLF-006 The DM enabler notification SHALL provédexpiration for the 1.3 Notification
notification message.

Informational Note: DM 1.2 notification does not provide for
expiration, reason for session or recommended pobiersion. The
new notification MUST be backward compatible witle DM 1.2
version.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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DM-HLF-007 The DM enabler notification SHALL convegason for session 1.3 Notification
information in the notification message.
Informational Note: DM 1.2 notification does not provide for
expiration, reason for session or recommended pobiersion. The
new notification MUST be backward compatible witle tODM 1.2
version.
DM-HLF-008 The reason for session information SHAL¢ made available to the 1.3 Notification
end user as additional information before estaisigsthe
management session if user interaction is required.
DM-HLF-009 The DM enabler SHALL provide a mechanifimthe discovery of | 1.3 General
optional DM features supported by the client.
Informational Note: DM 1.2 already provides an indication of
Large Object delivery. Optional features to be ¢ated are Large
Object, Nonce Synchronization, TNDS, Inbox objé&iter
Interaction Commands, asynchronous data via Cingieited Alert,
Generic Alert, Correlator, Client Event Alert.
DM-HLF-010 The DM enabler SHALL specify mandatorMDS support. 1.3 Bootstrap
Informational Note: DM 1.2 already supports optional support for
TNDS.
DM-HLF-011 The DM account information SHOULD incladhighest protocol Future General
version supported by the server.
Informational Note: DM 1.2 account does not provide highest
protocol version. The new account information MU&Tbackward
compatible with DM 1.2
DM-HLF-012 The DM Enabler SHALL provide a mechanismobtain the list of | 1.3 General
locations of all occurrences of an MO within thevide tree, given
the MO Identifier.
DM-HLF-013 The DM enabler SHOULD provide a mechamthat allows a DM | 1.3 Bootstrap
Client to read bootstrap data larger than 32KB feopamartcard
DM-HLF-014 The DM enabler notification SHOULD indite which transport 1.3 General
binding and authentication type are required byDMeServer in the
succedent DM session.
DM-HLF-015 The DM enabler notification SHOULD indite if some specific 1.3 General
information in the DevDetail is desired by the Dheer.
DM-HLF-016 The DM enabler SHALL specify HTTP Pusbtification method. | 1.3 Notification
Informational Note: DM 1.2 already supports the WAP PUSH
method.
DM-HLF-017 The DM Client SHALL support multiple Magement Authorities 1.3 Managemen
Authority
DM-HLF-018 The DM Client SHALL support multiple Magement Authorities | 1.3 Management
managing different instances of the same Manage@bjetct. Authority
DM-HLF-019 The DM Client SHALL support the delegatiof a Management 1.3 Management
Authority’s control to other Management Authorities Authority
DM-HLF-020 The DM Enabler SHALL support a mechanignprioritize 1.3 Management
Management Authorities that access the same instaine Authority
management object.
DM-HLF-021 The DM Enabler SHALL support Partial Bghtion. 1.3 Management
Authority
DM-HLF-022 The DM Enabler SHALL support Full Delegm. 1.3 Management
Authority
DM-HLF-023 The DM Enabler SHALL support TemporarglBgation. 1.3 Management
Authority

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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DM-HLF-024 The DM enabler SHALL provide a mechanifma Device to 1.3 Bootstrap
discover the URL of the DM Bootstrap Server.
DM-HLF-025 The DM enabler SHALL provide a mechanifnthe DM Server to| 1.3 Bootstrap
allow automatic discovery of the URL of the DM Bsioap Server.
DM-HLF-026 The DM enabler SHALL provide a mechanifointhe DM Server to| 1.3 Bootstrap
inhibit automatic discovery of the URL of the DM @&strap Server.
DM-HLF-027 The DM enabler SHALL provide a mechanifmdelivery of the 1.3 Bootstrap
DM Bootstrap Server URL to a Device over OMA Push.
DM-HLF-028 The DM enabler SHALL provide a mechanifnthe DM Server to| 1.3 Bootstrap
allow delivery of the DM Bootstrap Server URL t®avice over
OMA Push.
DM-HLF-029 The DM enabler SHALL provide a mechanifonthe DM Server to| 1.3 Bootstrap
inhibit delivery of the DM Bootstrap Server URL adDevice over
OMA Push.
DM-HLF-030 The DM enabler SHALL define a Managem@itject for the DM 1.3 Bootstrap
Server to manage the URLs of the DM Bootstrap Serfar a
Device.
DM-HLF-031 The DM enabler SHALL provide a mechanifndevices that 1.3 Bootstrap
support a smartcard to retrieve the Bootstrap S&R. from the
smartcard.
Table 1: High-Level Functional Requirements
6.2.1  Security
Label Description Release AU HERE]
module
DM-SEC-001 The DM enabler Network Initiated Boadgping SHOULD also 1.3 Bootstrap
support a NETWORKID based on a shared secret betdedce
and network provider.
Informational Note: DM 1.2 suggests IMSI/ESN as shared secret
NETWORKID which is a vulnerability, but needs to kept for
backwards compatibility.
DM-SEC-002 The mechanism for delivery of the DM Bstap Server URLtoa | 1.3 Bootstrap
Device over OMA Push SHALL be secure.
Table 2: High-Level Functional Requirements — Sectity Items
6.2.1.1 Authentication
N/A
6.2.1.2 Authorization
N/A
6.2.1.3 Data Integrity
N/A

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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6.2.1.4 Confidentiality
N/A

6.2.2 Charging

N/A

6.2.3  Administration and Configuration

message from an URL

Label Description Release AU HERE]
module
DM-ADM-001 The Management Authority SHALL be abtegpecify that the DM | 1.3 Bootstrap
Client connect to the DM Server upon successfutessing a DM
Profile bootstrap message
DM-ADM-002 The DM Client SHOULD be able to securegtrieve a bootstrap 1.3 Bootstrap

Table 3: High-Level Functional Requirements — Admitstration and Configuration ltems

6.2.4  Usability

N/A

6.2.5 Interoperability

N/A

6.2.6  Privacy

N/A

6.3 Overall System Requirements
N/A

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
N/A N/A no prior version
A.2 Draft/Candidate Version 1.3 History
Document Identifier Date Sections Description
Draft Versions 01 Jan 2008 All Initial baseline for DM 1.3 RD based on RD from R&f Doc# OMA-TP-
OMA-RD-DM-V1 3 2007-0075R03-INP_ERP_DM_V1.2_for_Final_Approval
- 23 Jul 2008 All New template, same text.
27 Sep 2008 2.2 OMA-DM-2008-0114R01-CR_Bugfixes_RD_Intro_chaptexqlading
4 change #2)
6.2 OMA-DM-2008-0127R01-CR_RD_Transport
OMA-DM-2008-0132-CR_RD_Bootstrap
13 Oct 2008 6.2 Incorporated agreed CR:

OMA-DM-2008-0133R01-CR_RD_Noatification
OMA-DM-2008-0134R01-CR_RD_Optional_Features
OMA-DM-2008-0137-CR_RD_TNDS

22 0ct2008 | 5,6.1 Applied agreed CRs:
OMA-DM-2008-0150R02-CR_RD_Version
OMA-DM-2008-0156R02-CR_RD_Modularisation

13 Jan 2009 4,6 Incorporated agreed CRs:
OMA-DM-2008-0144R03-CR_RD_ Notification
OMA-DM-2008-0193R01-CR_Secure_Network_Initiated_Bt@p
OMA-DM-DM13-2008-0009R02-CR_successful_bootstragidation
OMA-DM-DM13-2008-0012-CR_RD_Modules

[Using a smaller font in this box only to preveexttwrap-around]
01 Feb 2009 2,6,B,C Incorporated agreed CRs:
OMA-DM-DM13-2009-0001R01-CR_RD_Cleanup
OMA-DM-2008-0174R01-CR_URL_Bootstrap

Also fixed a few spelling and grammar errors.

03 Feb2009| 6,B Incorporated agreed CRs:
OMA-DM-DM13-2008-0010R05-CR_Clarification_on_reasfor_session
16 Apr2009 | 6,B Incorporated agreed CR (RD revdiemment A004):

OMA-DM-2009-0008R01-CR_UC_MOID_Search
Incorporated RD review comment A0O03

27 Apr2009 | 6 Incorporated agreed CRs:
DM13-2008-0005R02-CR_SC_SIZE
08 May 2009| 6.2 Incorporated agreed CRs (RD reciemments A006, A007)

OMA-DM-DM13-2009-0017R01-CR_RDRR_A006_Auth_Type

OMA-DM-DM13-2009-0018R01-CR_RDRR_A007_DevDetail

Candidate Version: 02 Jun 2009 N/A Status changed to Candidate by TP:

OMA-RD-DM-V1_3 TP Ref #: OMA-TP-2009-0217-
INP_DM_V1_3_RD_and_AD_for_Candidate_Approval

Draft Version: 26 Jun 2009 6.2 Incorporated CR:

OMA-RD-DM-V1_3 OMA-DM-DM13-2009-0025-CR_RD_HTTP_Push

Candidate Version: 01 Sep 2009 N/A Status changed to Candidate by TP:

OMA-RD-DM-V1_3 TP Ref # OMA-TP-2009-0381-
INP_DM_V1_3_RD_for_Candidate_Re_Approval

Draft Versions 20 Nov 2009 | 5.1,6.2 Incorporated CRs:

OMA-RD-DM-V1_3 OMA-DM-DM13-2009-0071R01-CR_RD_patch_before_pubima

OMA-DM-DM13-2009-0090-CR_HLR_Update
Clean-up of formatting in the document
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OMA-RD-DM-V1_3

Document Identifier Date Sections Description
16 Apr 2010 | 6.2 Editorial modification of applied ‘OMA-DM-DM13-2009090-
CR_HLR_Update:'TBD’ changed to ‘future’ for postgahrequirements ag
advised per REQ chairman
Candidate Version: 25 May 2010 N/A Status changed to Candidate by TP
OMA-RD-DM-V1_3 Ref # OMA-TP-2010-0221-
INP_DM_V1.3_ERP_and_ETR_for_Candidate_approval
Draft Version: 09 Sep 2010 5.2 Incorporated CR:
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OMA-RD-DM-V1_3 Ref #OMA-TP-2010-0502-
INP_DM_V1_3_ERP_and_ETR_for_Candidate_re_approval
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30 Mar 2011 | 6.2,6.2.1 Incorporated CR:
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Appendix B. Use Cases (Informative)

B.1 Bootstrap retrieval via URL
B.1.1 Short Description

A DM client will download, authenticate and processootstrap message from a URL. This downloadetsbrap message
would be processed just like a normal bootstrapsages. The DM client would decide when to downltiedbootstrap
message, and would be allowed to check to see thdlotstrap message had changed from the last dawblefore
processing it.

B.1.2 Market benefits

Device can directly retrieve a bootstrap messag® f server without having to wait for the sengediscover the device.

Devices can retrieve the bootstrap on networksowitimotification.

B.2 Reason for session
B.2.1 Short Description

A Network Operator changes its platform configuatfor its browsing service and initiates a campagupdate the
browser settings on devices already in the fieltk Device Management Server sends the DM Notifioatia SMS to the
users’ devices. The DM Notification is the triggemperform a DM session but local market policibige the Network
Operator to provide the user with a legal disclaigencerning benefits and risks of such sessioarbeferforming it. For
this reason, an informative text is associatethéoDM Notification. The DM Client in the users’ de® receives the DM
Notification and displays the informative text ipapup informing, for example, that Network Operat®M System
requests a new session in order to update the braegtings. This text also indicates that if udsrides to refuse the
connection, he/she won't be able to use the brqvesel that Network Operators’ DM System is not oesjible for any
damage suffered by device in consequence of thes&€ddion. Finally, the user confirmation is requi$be starting or
refusing the connection with the DM Server. If tieer accepts, the client initiates the DM sessiahlee/she can use the
browser with the new settings.

B.2.2 Market benefits

The Network Operator can inform the user aboutdlason and legal notice of the request for a DMiseausing the DM
Notification, avoiding the need, for example, deat SMS sent previously and separately and inorgdke users’
acceptance for remote configurations.

The user can be informed about the reasons whphth&ession is needed avoiding unnecessary impaittteoservices
he/she consumes regularly (e.g. browser).

B.3 Search for MO instances by MO Identifier
B.3.1 Short Description

A Device may support several kinds of MOs. Theseshty exist during factory bootstrap or may be dyically created
by the DM Server. The DM Server needs to know tlwation of the MO or its properties since it is Revdependent.
Currently structural queries on the managementtbebtain DDF files are used to identify the laoatof a MO. However
DDF files may be static, not provided or out-of@athich cause structural queries insufficient Fos purpose. When
multiple DM Servers exist, this functionality woudtso need a convenient way to find MO instancebe@ir properties
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B.3.2 Market Benefits

Adding the ability to dynamically retrieve the Iticen of a specific MO in the tree will simplify thdesign and
implementation of application within the DM Serveinstead of hard-coding the location of the MO geecific devices (by
make, model, version, etc.), the application omgds to know the MO 1D
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