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Use of this document is subject to all of the terms and conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
may be used, at your sole risk, for any purposes. You may not use this document in any other manner without the prior
written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mabile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-Spec-20120101-1]



OMA-TS-DM_Sessionless-V1_3-20121009-C Page 3 (15)

Contents
T O @ 1 R 4
2. REFERENGCES ...ttt ettt ettt ettt e e ettt e s ettt e s ettt e e s aatee e e sabeee s ettt e e sabeeeessateeeeasb bt e e sbeteessabeeesaabbesesseeaessrbenens 5
2.1 NORMATIVE REFERENCES .. 1tttiiiiiiiittitttieetsiiittbeeseessssiistssstsssssssasbbssssssessiasbsssessessiassbssssssessiassbssssssesssaststresssesssassssresees 5
2.2 INFORMATIVE REFERENGCES ......cicttteeiittiteeetttteseteeeesitteeessstesssssesassastesesastassssbeseessteseaastesessbasesasbesesaseesssssenesasseesesnns 5
3. TERMINOLOGY AND CONVENTIONS ...ttt ettt ettt e st e e e s sa e e s s e st e e e s st ae e s s bbeessabbaseesbaseessrbaneas 6
3.1 (@0 N\ Y7 = NV 1 L] SRR 6
3.2 (D] == [N I L L TR 6
3.3 PN =T Sy VA 1N W (0] N TR 6
N LN I =0 1 1 L@ 1 1 ] SR 7
5. SESSIONLESS MANAGEMENT ..ottt ettt ettt e ettt e s sttt e e s b et e e s et b eeesasbeteesabaeesaebbeeesasteeessabeeesasbbesesasaeaessrrenens 8
51 SESSIONLESS MANAGEMENT SCENARIO ..uuttiiiiiiiiiiiitiieee e et ieitbtteesseesseisssbesssesssassstbasssesssssistbasssessssiasbbssssesessssssbsssnssesss 8
511 T (VT =] 1] 0 OSSPSR 8
5.1.2 10 101101 T 8
5.2 SESSIONLESS COMMAND IMESSAGE CONTENT L.utttiiiiieiiiirittieeeeesiitreseresesssasssssesssesssasisssesssessssssssssssessssisssssssessssisssn 9
53 SESSIONLESS COMMAND MESSAGE SIZE RESTRICTION ..vviiiiiiiiiiitiiiiieesseiiittettseessssstbeessessssssssssssesssssssssssssssssssnns 10
54 LY T 2] = O 10
55 AUTHENTICATION AND MANAGEMENT OBJECT ACCESS RIGHTS ..ottt ettt aabaa s 10
5.6 PROCESSING OF THE SESSIONLESS COMMAND IMESSAGE ......ciiiitttiiiei ittt e e et sibbtte e s s e s s s siibbbees s e s s s s sabbaseeesesssannes 11
6. SESSIONLESS COMMAND MESSAGE USAGE ... ..ottt ettt et e e s e e st a e e 12
6.1 ADD NEW MO USING SESSIONLESS COMMAND IMESSAGE ......ccvviiiiteeeesitteeeeetee e staea e s stveeessstes e s sbaeesssssesssesaesessnnens 12
6.1.1 (18] 0T0) G N1 1 TSR 12
6.1.2 ADSOIULE URI OF REIALIVE URN ...ttt sttt st st s bt e s sba e s sbe e s sbe s s sbassabesssbaesnbesans 12
6.2 MANAGING EXISTING MO USING SESSIONLESS COMMAND IMESSAGE ......ccccoiiiiiiiiiieeeessiititiiee e e s ssiiaries e s s sisaneens 12
6.2.1 ADSOIULE URI OF REIALIVE URN ....eiiviii ettt ettt sttt s e sat e s sra e e sbae s sbeesbesssbessabesssbessnbesans 12
6.2.2 YL (T L1 12
APPENDIX A. (INFORMATIVE) ...ttt sttt sttt ettt ettt sttt e e s e s et e beseeebenbeeneeseeneenteneeneenee e 13
A1l APPROVED VERSION HISTORY L..tttiiiiiiiiiiiitiiit e seiittr et e ettt at e e e e e st ibb et e e s e e s s ea bbb b e e e e e e s s e bbb b e b e s e e s sesabbbabeeeeesssabbees 13
A.2  DRAFT/CANDIDATE VERSION 1.3 HISTORY ...iiitiiiitiiiitii et ctie ettt ee ettt ee et s sbessbes s sbassebesssbassbesssbassbesssbesennesssees 13
APPENDIX B. STATIC CONFORMANCE REQUIREMENTS (NORMATIVE) ..ottt 15
B.1 1Ot g =0l B\ IO | = N SRR 15
B.2 SCR FOR DIM SERVER ....cciiiittttiit ittt ettt e e s ettt s e e s s ettt b et s s e e s s asaat b b eesaessesabbbebeseessesabbbaeesaeesesabbbaaesesssssabbanesesesssasre 15
Figures
Figure 1: SessSionIesS IMANAGJEMENT ........c.cviiiieie e se et e e e et e st e st e s e es e e e e e e eess e besaeaseeseenseseesbesaeaseereeneeneeseesenrennens 9

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-Spec-20120101-1]



OMA-TS-DM_Sessionless-V1_3-20121009-C Page 4 (15)

1. Scope

This document defines how an OMA DM message may be sent to a DM Client for continuous management in a sessionless
manner.
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2. References

2.1 Normative References
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[DMDICT]

[DMBootstrap]

[DMPRO]

[DMSecurity]

[DMSTDOBJ]
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[META]

[RFC2119]

[SCRRULES]

[WBXML1.1]

[WBXML1.2]

[WBXML1.3]

“Connectivity Management Objects, Version 1.0”, Open Mobile Alliance™, OMA-DDS-DM_ConnMO-
V1.0,
URL :http://www.openmobilealliance.org

“OMA Device Management Dictionary, Version 1.0”. Open Mobile Alliance™.
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“OMA Device Management Bootstrap, Version 1.3”. Open Mobile Alliance™.
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“OMA Device Management Protocol, Version 1.3”. Open Mobile Alliance™.
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“OMA Device Management Security, Version 1.3”. Open Mobile Alliance™.
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“OMA Device Management Tree and Description Serialization, Version 1.3”. Open Mobile Alliance™,
OMA-TS-DM_TNDS-V1_3.
URL :http://www.openmobilealliance.org

“OMA Device Management Meta Information”, Open Mobile Alliance™, OMA-TS-DM_DM_ Metalnfo-
V1_3,
URL :http://www.openmobilealliance.org/

“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL :http://www.ietf.org/rfc/rfc2119.txt

“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures,
URL :http://www.openmobilealliance.org/

“WAP Binary XML Content Format Specification”, WAP Forum™. SPEC-WBXML-19990616.pdf.
URL :http://www.openmobilealliance.org

“WAP Binary XML Content Format Specification”, WAP Forum™, WAP-154-WBXML.
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“WAP Binary XML Content Format Specification”, WAP Forum™. WAP-192-WBXML.
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2.2 Informative References

None.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

3.2 Definitions

Kindly consult [DMDICT] for all definitions used in this document.

3.3 Abbreviations

Kindly consult [DMDICT] for all abbreviations used in this document.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

Other OMA DM specifications define how a DM Client is bootstrapped, or how a DM management session is established
and maintained. This specification defines the Sessionless Command Message and Sessionless Process which is an
alternative to session-based DM mechanism. Sessionless Process can be performed by sending a Sessionless Command
Message to a DM Client using a push technology.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Sessionless Management

5.1 Sessionless Management Scenario

OMA DM devices need to be able to function in diverse network environments and use a large set of protocols. This makes it
hard to find a ‘one size fits all’ solution to the sessionless management problem. This section illustrates the requirements and
processes for Sessionless Process.

5.1.1 Requirements
An OMA DM solution capable of continuous management outside a normal DM session needs to address these requirements:
e  Re-use technology (WAP Push, SIP Push, HTTP Push, OMA BCAST, etc),
e Highly interoperable,
e  Secure (signed and authenticated),
e Transport encoding is [WBXML1.1], or [WBXML1.2], or [WBXMLL1.3],

e  Previously bootstrapped DM Client.

51.2 Solutions

This document defines how to perform the Sessionless Process. A DM Server sends out a Sessionless Command Message via
some push mechanisms or broadcast mechanisms as specified in section 5.3.

Regardless of how the device has been configured, the DM Server is now in a position where it can send out a Sessionless
Command Message. This Sessionless Command Message contains management commands to the device as defined in
section 5.2.

It is critical that DM Clients accept Sessionless Management messages only from DM Servers that have a corresponding
DMACcc on the device. Furthermore, each Sessionless Command Message MUST be signed. The DM Client MUST
authenticate every Sessionless Command Message.

Figure 1 gives an overview of this scenario.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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Figure 1: Sessionless Management

5.2 Sessionless Command Message Content

Sessionless Command Message is a standalone DM Message sent from a DM Server to a DM Client, outside a Management
Session. The content of a Sessionless Command Message is an OMA DM message. However, this message is a special
package in many ways since it is not part of an ongoing OMA DM session but rather a one-time message. Hence, many of
the elements needed to manage the session are superfluous in this context, but they must still be included so that the message
can be processed by the normal DM client.

In terms of structure and method of delivery to the DM Client, the Sessionless DM Message is somewhat similar to the DM
Bootstrap message [DMBootstrap], although the two are used for completely different purposes. It is, however, quite easy to
distinguish between these two types of messages. A DM Bootstrap message contains TNDS data pertaining to a DMAcc
Management Object whereas a Sessionless DM Message does not.

This is the list of requirements for Sessionless Command Message.
0 Within the SyncHdr element:
e  The value of the VerDTD element MUST be '1.2".
e The value of the VerProto element MUST be ‘DM/1.3.
e SessionlD MAY be ignored by the DM Client.
o MsglID MAY be ignored by the DM Client.
e The Target element MUST be used to identify the target device.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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e The Source element MUST match the value of the ServerID node in one of the previously bootstrapped
DMAcc MO instances.

e Cred element MUST be used to include DM Server’s authentication information according to the rules
described in Section 5.4.

0  Within the SyncBody:
e CmdID is REQUIRED.
e Source MUST be used if URI is needed to further address the source dataset.
e Target MUST be used if URI is needed to further address the target dataset.

e The Data element inside I'tem is used to include the data itself unless the command does not require a Data
element.

e The Meta element inside an operation or inside an 1tem MUST be used when the Type or Format are not
the default values [META].

0 The Final element MUST be used in the SyncBody for the message.
0 The GET command MUST NOT be included.

The Sessionless Command Messages MUST be [WBXML1.1], or [WBXML1.2], or [WBXML1.3] encoded. The DM servers
MUST NOT expect any response to a Sessionless Command Message.

A DM Client MUST support WBXML encoded TNDS objects and normal TNDS objects [DMTNDS] and MUST support the
Inbox.

5.3 Sessionless Command Message Size Restriction

The Bootstrap Message MUST NOT exceed the maximum message size, as specified by the MaxMsgSize [META] meta
information element. In other words, the entire Bootstrap Message MUST fit entirely within one DM message and it MUST
NOT use the Large Object [DMPRO] feature.

5.4 Transport

The Sessionless Command Message can be delivered over different transports as shown below:

e  WAP Push
e S|P Push
e HTTP Push

¢ OMABCAST
Other transport MAY also be used to send the Sessionless Command Message to the DM Client.

The Sessionless Command Message MUST be sent to the DM Client via secure transport. Transport neutral security MAY
also be applied to the Sessionless Command Message.

See the security document for further information [DMSecurity].

5.5 Authentication and Management Object Access Rights

When the transport to send the Sessionless Command Message is unable to provide authentication and integrity, HMAC-
SHA256 authentication mechanism, which is defined in [DMSecurity], MUST be used as transport neutral integrity.When a
Sessionless Command Message adds new TNDS objects [DMTNDS] - any ACL values that are to be set for these objects
MUST be included in the TNDS data as ACL property data for the applicable nodes.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5.6 Processing of the Sessionless Command Message

The DM Client MUST have previously bootstrapped with the DMAcc [DMSTDOBJ] for the DM Server sending the
Sessionless Command Message.

A Sessionless Command Message is processed just like a normal DM message, except:

e The DM Client MUST NOT send response message to the DM Server; (Note that this does not preclude the device
from initiating a new DM session as a consequence of the Sessionless Command Message if supported by the
relevant Management Object specifications);

e  The ServerlID in the SyncHdr/Source/LocURI MUST match a ServerlID in only one of the DMAcc in the DM Tree;

e The DM Client MUST authenticate the Sessionless Command Message based on the authentication information in
the matching DMAcc;

e The DM Client MUST use the ServerID from the matching DMAcc for all ACL decisions for the Sessionless
Command Message;

e The DM Client MUST reject the Sessionless Command Message if there is no matching DMAcc for this ServerID.
e The DM Client MUST reject the Sessionless Command Message if there is transport neutral security and it fails.

The DM Client MAY rename a new Management Object if it is delivered within a Sessionless Command Message. In the
case of the Connectivity or Proxy Management Object [ConnMO] the DM Client SHOULD also rename the values of the
corresponding connectivity references to the new name for all MO’s encoded within the same TNDS object.

When a TNDS object contains a MO where connectivity references are linked to a Connectivity or Proxy MO that also are
included in the same TNDS object, then the values of those connectivity references MAY contain a URI that starts with
“./Inbox”. In that case the URI MUST have the value of “./Inbox/” plus the URI of that Connectivity or Proxy MO’s location
in the same TNDS object.

If a DM Client encounters an item with a URI of the EXT sub-tree that it is not prepared to handle, the DM Client MAY
ignore that item so that the overall message may succeed.

If the Sessionless Command Message contains a MO that the DM Client does not support, the DM Client MAY ignore this
MO, so that the overall message may succeed.

If the Sessionless Command Message contains multiple versions of a MO, the DM Client SHOULD use the latest version of
that MO that it supports and ignore the other versions so that the overall message may succeed.

© 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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6. Sessionless Command Message Usage

There are two major usages for Sessionless Command Message:
e Adding new Management Objects into the management tree;
e Managing exiting Management Objects using Add, Replace, Delete and Exec commands.

Sessionless Command Message MUST NOT be used to provision the DM Account MO to the devices. The bootstrap
mechanism defined in DM Bootstrap [DMBootstrap] is used for provisioning DM Account MO to the devices.

6.1 Add New MO using Sessionless Command Message

There are two ways to provision the new Management Object into the devices as shown below.

6.1.1 Inbox + TNDS

The new Management Object can be transformed into xml or wbxml file using the TNDS mechanism specified in [DMTNDS].
In case the DM Server wants the DM Client to choose where to create a management object in the management tree, the DM
Server can send the TNDS encoded Management Object to the device with the URI “./Inbox” as defined in [DMSTDOB]J].
The DM Client MUST add this Management Object into the DM tree using a location of DM Client’s choice.

It is not possible to add new Management Object node by node against the URI “./Inbox” since no child nodes are allowed
for “./Inbox” and Inbox mechanism has to be used together with TNDS mechanism.

6.1.2 Absolute URI or Relative URI

In case the DM Server knows exactly where the new Management Object is located, the DM Server can send the TNDS
encoded Management Object to the device using one Add command with the absolute URI or relative URI [DMPRO].
Alternatively the DM Server can send the new Management using multiple Add commands without TNDS encoding.

6.2 Managing existing MO using Sessionless Command
Message

Since no child nodes are allowed for “./Inbox” and only Add command is allowed to be used on “./Inbox” mechanism as
described in [DMSTDOBJ], it is not possible to send Sessionless Command Message using “./Inbox” as the target URI for
managing existing MOs. In order to manage existing MOs using Sessionless Command Message, the DM Server MUST
either knows absolute URI or relative URI [DMPRO] of each node to be manipulated in advance or use the Virtual URI
mechanism defined in section 7.2 of [DMTND].

6.2.1 Absolute URI or Relative URI

In order to manage existing MOs using Sessionless Command Message, if the DM Server knows in advance the exact
location of nodes to be manipulated, nodes’ Absolute URI or relative URI [DMPRO] can be included in Add, Replace, Delete
or Exec commands.

6.2.2 Virtual URI

If the DM Server does not know the exact location of nodes to be manipulated, Virtual URI mechanism can be used with Add,
Replace, Delete or Exec commands as specified in the Section 7.2 of [DMTND]. The DM Client and the DM Server MUST
support Virtual URI mechanism if Sessionless Command Message is supported.
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Appendix B.

Static Conformance Requirements

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for DM Client

(Normative)

Item Function Reference Requirement
DM-SM-C-001-M Support for OMA Sessionless Management Section 5.2
DM-SM-C-002-M Support for embedded WBXML encoded Section 5.2
TNDS objects and normal TNDS objects.

DM-SM-C-003-M Support for Inbox. Section 5.2

DM-SM-C-004-M ServerlID in SyncHdr/Source/LocURI must Section 5.6
match the ServerlID in only one DMAcc

DM-SM-C-005-M ServerlID in SyncHdr/Source/LocURI is used Section 5.6
for all ACL calculations

DM-SM-C-006-M Support for Virtual URI Addressing Section 6.2
Mechanism

DM-SM-C-007-M Not send response message to Sessionless Section 5.2
Command Message

B.2 SCR for DM Server
Item Function Reference Requirement
DM-SM-S-001-M Support for OMA Sessionless Management Section 5.2
DM-SM-S-002-M Encode DM message into WBXML if DM Section 5.2
Message.

DM-SM-S-003-M Write ServerID in SyncHdr/Source/LocURI Section 5.2

DM-SM-S-004-M Transport specific security is employed Section 5.4

DM-SM-S-005-M ACL properties for new objects are included Section 5.5
with TNDS data.

DM-SM-S-006-M Support for Virtual URI Addressing Section 6.2
Mechanism

DM-SM-S-007-M Cred in SyncHdr is used to include DM Section 5.2
Server’s authentication information

DM-SM-S-008-M Not include Get command within Sessionless Section 5.2

Command Message
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